CHAPTER 6

tXal) T«

ZOFETIFFEAZEDF R & IPSec DEFUZ OV T L, ROE¥(E2EITT 2 FIEEZHAL 5,
o GEAE LFEEEEY X FOERE

o FEFEOER

o FEHEFZIICILOF Y a—F

o FEAFEOHIBR & FIERK

o GEAEFEILGEAEEEY A FOT vy S u— |
o FEEBAZROX Y R—FK

o FEMAEOHNHIR B O

« IPSEC D% FE

o BEFD IPSec NV v —DFRE I IFER

e HTLUW IPSec AR U v — D% TE

Internet Explorer Dt X254 A7 a v DRE

P— R HEEAEE X U 1 — R3 221X, Internet Explorer D ¥ = U 7 4 fREDBRD X 5 IZRTE
SINTWVWDHZEEMERLET,

FIR

RF 971 Internet Explorer Zif2#) L £,

AF9T2 V=] > [ F—Fy bFTFvarv] BRLET,

ATFwF3 FERE] #7527V v/ LET,

ATFwF a4 [FERE] 270 (X2 V7 4] 2RA7u—nL XU LET,

AF9 TS5 MBEILEL T, [ LISNEX—VET A AZIRELRY] Ty IRy 7 A4 7ICLET,

AFv7F6 [OK] #7 Vv LET,
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FEEAR LEEBARIEEY R O EE

EBAE LAIAERHU A FOEHE

G¥)

SEAZEDRT

ATwF1

ATFwTF2

&

ATv7 4

V&

FEAEOERA —a— 4T va VEERT L L ROBRREZFEITTEET,
o FEHFOERR

o FEMIFELFEAEEEY AN (CTL) ©7 vy 7r—FK

e FEAEL CTLOX D u—F

o FERAEOHIBR

o FEAFEOFERK

o FEHIEEBAER (CSR) ¥ v Bm—R

o FEHFEOANHIROEER

[Ex=2 VT 4] A=a—0HEBIZT 78 AT5I21E, BHE /XA T— R&fiH L T Cisco Unified
Communications 2RV —F 4 7V AT AOFEHR—JIZEORR A VT H0ERH Y £97,

BEFOREAELZF RS 21213, ROFIREZFITLET,

FIg

(Ex=UT7 1] > GEAZOEHE] > GEAZORFR] &N LET,
[Select Certificates or Trust Store] 7 4 > RUNRE/RINFE T,

RRTLDFAEDOZATDF = v 7Ry 7 A, [BH5 OFEHE (Own Certificates)] F 7213 [FHHFEHN
£ (Trust Certificates)] OWIFNhna A LET,

[Display Certificates or Trust Units] 7 ¢ & RUBRFRSILET,
FATHAAEOXA TOF =y IRy I A% AN LET,
[Display Certificates or Trust Store] ¥ 1 > RUNEKRINET,
KTRTHAHEDEEA N T OF =y 7Ry 7 A% A T LET,
[Details of a Certificate] 7 4 > RURFRINET,

SFHEZEOEMAZERLIED, DO A= — F 72 g3 V& EIR L T [Details of Certificate] V1 > K
vEECET,

l_ Cisco Unified Communications Operating System 7 KS—X hL—>3 Y HA4 K

OL-11065-01-J |



| £6& +FaVUTq

isEcansEa)x roez B

SERAEFEIE CTLOA o vA—F

ATy T 1

ATFvT2

ATvF3

ATvT 4

AT9F5

ATvT6

ATFyFST

ATvT8

SEBAE % 721 CTL % Cisco Unified Communications 4L —F 4 7 L AT L0 6 PCIZX T v
7— K9 2120%, ROTFIEEZEITLET,

FIg

[(Ex=VT 4] > GEAEOEH] > [EAE/CTLDFX V> u—F] 2&RLET,

[FERA#E /CTL/CSR D X 7 > u— RDE4R (Select Certificate/CTL/CSR Download)] 7 1 > R 7 23F /R
é j’Li ‘g_o

U LA T a— R A AT, [ASDiFAED & 71— K (Download Own Cert)], [{EEFEHE
DA77 11— I (Download Trust Cert)], £721% [CTL 7 7 A /LD X 7 > 11— K (Download CTL File)]
OWTNDDF =y IRy 7 AeA A LET, R~] 22V v 7 LET,

[Download Certificates or Trust Units] 7 ¢ > KU MNEREINET,

Forna— RTLBFEOMAEL A TOF 2y 7Ry 7 2% F AL, [IR~N] 227V v 7 LET,
[Display Certificates or Trust Store] 7 4 > RUNRERRIANET,

Foru— RT3 GFEOMAEDT =y 7 Ry 7 2% AL, R~ 227V v 7 LET,
[FERAZE /CTL/CSR @ X 77 > 1 — K (Certificate/CTL/CSR Download)] 7 4 > RUBFERENET,
[continue] V> 27 %27 U 7 LET,

BRI EL T T 4 L7 FUDRRRINET,

FERAEE 721 CTL % PC IZIRTET AL, FEBAE LI CTL 04uia A2 Y v o L, k8% 77
AWIWRE] 22V v LET,

FEBAEFE 21T CTL ORFHREE AT LE T,

WRFE] #27YV vy 27 LET,
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N SRS ERSEE) R FOER

SEBAE DHIRR & BERL
FEEAZ D HIRR
EHECX HAEAEZHIBRT 5121, RO FIEEZFITLET,
A\
AR AEAEZHIBRT D &, VAT AOBEICEETLILANH Y T,
Flg
ATy 71 X207 4] > GEAZSOEE] > GERZOHIBR / BIER] @R L £,
ATy T2 [ESHEEHZEDHIER (Delete Trust Cert)] F=v 7Ry 7 A%z, [kR~] 227V v 7 LET,
[Display Certificates or Trust Units For Delete/Regenerate] 7 4 > R UNRRINFE T,
ATF9 T3 HIRTIBEGFOMAES A TOF v IRy 7 RF AL, IR~ 2270 v 7 LET,
[Delete Certificates or Trust Store] ¥ ¢ > RUNRRIINET,
ATw 74 BRI DIAEAED [BEFOFEHES (Existing certificate name(s))] = v 7 R v 7 2 &4z L, [Hl
Bl #227 Vv 27 LET,
SEEAE D BEER
FERAE A RS D13, ROFIEEZFATLET,
A
AE FEAEAEZFENRT D &, VAT L2OMEICEET L6 1H 0 £,
FlE
2Ty 71 X277 1] > GEHAZBOEHE] > GEAEOHIER / BER] 28R L ET,
[Select Certificates or Trust Store for Deletion] ¥ ¢ > RUNRERINET,
AFw T2 [HCBALIEHEDOEER (Regenerate Self-Signed Cert)] F= v 7Ry 7 &AL, [R~] %
79y LET,
ATFw 73 FEERTIEHEOR YT S [BEFEOIEHESY 7 (Existing Certificates Types)] F = v 7R v 7
RaAd Azl [RN] 220 v 27 LET,
ATFvFa4 %475 BEEOERAE] Ty s/ Ry 2% F 2L, [BER] 227V v 7 LET,
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SRR F - [XEERAEEEY A b7y TO—F

A

ZFE

G¥)

ATy T 1

ATFwT2

&

ATv74

FLUWVRERAE 7 7 A VEFIIFEAERFEY A b (CTL) 77 A V&2 T v 7a—RKT5EL, VAT A
OEMEICEETIHANH Y £,

VAT LANMEHREAEFE LMD T A2 ) — FICHBMICEET S22 L EH 0 A, O/ —
R TR CREAEN LB G813, FEHEZE ) — NIl 27 v 7o — FE2088H 0 97,

CANL—biEAZE, 77V r—v g ViEAE, F72ECTL 7 7 A V&2 =R T v 7 u— K352
T, WOFIEEFEITLET,

FIg

(EX=2V7 4] > GEAFEOEHE] > [FEAF/CTLOT vy Fr— ] #ERLET,

[FERAE /CTL @7 v 71— R DR (Select Certificate/CTL Upload)] 7 4 > RUMNRERENET,

WDOA TV ay RELONTNDERINL, R~ 2270 v 7 LET,

o BHODIFREDT » 7 r—F (Upload Own Cert) : H— K/ X—F 4 D CAIZL > TRITESNT=T
TV r—vaFEET v r— R LET,

o BEEREMIEDT v 7 m— K (Upload Trust Cert) : CA /L— FREHAEE ZIXEET SV r—va v
SEHEAZT v e — KL E9,

e CTL 77 A/NVD7 v 7 u—1R (Upload CTLFile) : CTL 7 7 A V&7 v 7 u—RKLET,

[ Certificate type for the upload including CTL] ¥ « > RUNRERRINET,

[ Certificate type for the upload including CTL] 7 > KU T, IROFIHEFEITLET,

a. fEEFEIZCTL ¥ A 7% [BEFFDIEBAEZ A 7 (Existing certificate types)] U A k75
RLET,

b. Y—KXX—=F 4 ® CA TRITENET TV r—a itlELT v 7 u— KT 5841%. CA
N— MEAEOARTZ [— MEEHESA (Root Cert Name, JEETIIAE) ] 7F A MRy
ZIWCANLET, CAL—PEFHEEZIZCTL 27 v 70— RT3EAIX. ZOTF A MRy
JABZEADOEFIZLET,

c. [k~1%27VvrLET,
[FEFAE /CTL T v 7 r—R] v RURERINET,

(REBAE/CTL 7 v 7' mr— K] 74> FUT, WOFIEEFEITLET,

a. ROWVWTNOOFIET, Ty 7u— K577 A LEFTRLET,
— [Ty ue—FTB377A4NE] TXARRY I AT, Z7ANVDNRAEATLET,
(BB] R %27V v 7 LCT77AVE®RL, [BK] 22V vy27 LET,
b. 77 ANEY—NZT v = RTHI0%, [TyFe—F] A& 27 Vv 7 LET,
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N SRS ERSEE) R FOER

ABAEERERDY O O—F

ATwF1

ATFwTF2

&

ATFvSa

AFvS5

ATFvT6

ATYFT7

FEAEEAEREZ A T o n— T 21203, ROFIREZFATLET,

FIR

[(Ex=VT7 1] > GEAZEOEE] > [CSROF vV m— F/{ER] Z@IRLET,
[Select Certificate type for CSR] 7 ¢ > RURKRRINET,

Zom—R32% CSR O [BEFOFEHAZE S A 7 (Existing Certificate Types)] = v 7Ry 7 A%
FATLET,

[Download CSR if any] F = v 7 Ry 7 A%&A N LET,

[FEME /CTL/CSR @ & 7 > 11— K (Certificate/CTL/CSR Download)] 7 f > RUBNFRENET,
[continue] 7 U 27 LET,

T4 L7 NUIGER UZEAEREREINE T,

CSR % PC IR 5121, SR FE 1T CTL O4A4RIEHZ Y v 7 L, [k8% 7 7 A VICRTE]
7 Uv 7 LET,

SEBHEF 721 CTL ORAFEE A LET,

Rl #27 YV v 27 LET,

HY— K/\—FT 410 CASIBHENFEAX

Cisco Unified Communications XL —F 4 > 7 AT At — KX—F 2 ORI/ (CA) 2
PKCS # 10 FEFAZEE A ZR (CSR) 12X > TRAITLIZEAZEZ YV R—FLTWET, RORIZ, =
DT AOHEB I OB E L2 LESR~Y=2 TV ERLET,

E¥ SR%
RAFY T 1 |4 —Z CSR #ERRT 5, P.6-7 ® [FEAEZAEROER] 2SR L T E I,
ATYyFT 2 |[CSR#%PCIZF v u— RT3, P.6-6 O TREAEZLEROZ 7 a— ] 22 L TN,

AT7TYT 3 ICSRABHFA LT, CANDLT TV r— |77V r— a ViEEICET 2L, CAHBAFLTLEE

va VREAEEZ RS T 5, W, FOMDIEBEFHEIZOWTIE, P.6-7 D [H— K X—F ¢ D CA

AEEORFG) 22 LTI Eaw,

RATv7 4 |CANV— NEREZEET 5. — FREAFEICBET 2 1F®IZ. CADAF LTI ZE W, ZOfth

DOEBFHEIZOWTIE, P.6-7 D [H— R X—F ¢ ® CA GiFHED
B 2R TLEE0,

RATYT 5 [CAL— FIEHEEZ P — T v 7 (P65 O [FEAEEZITAHEEEHY A hOT7 v 7Fo— K| 258

23

n— K75, LTLZEW,

RTFYT 6 |77V r— a3 VEEHES Y — N (P65 O [FEAEEIIAHEEEY A o7 v Fu— K] 25K

Ty Tu— R T 5, LTLEEN,

l_ Cisco Unified Communications Operating System 7 KS—X hL—>3 Y HA4 K

OL-11065-01-J |



| £6& +FaVUTq

isEcansEa)x roez B

EX

BHx

AT97 T |CAPF F7- 1% Cisco Unified CallManager |[Cisco Unified CallManager &+ = U 7 ¢ 21 F] % B LT 72

DOFEAZEZTH L2846, H LW CTL | &\,
77 A IVEERT D,

ATYT 8 HLVGEHABICHEST I — X% |[TRCOMRAESA 7T, ST — A2 HEHLET (-

FHEHET 5, & Z21X. Tomcat DFFAEZ F T L7235 1% Tomeat 3— B R & L

#LET), S5HIZ, CAPF F 721 Cisco Unified CallManager D ik ¥
EEEHLIGAE, TFTP VY — AL B L £,

P—E A OHRE)DFEMIZ OV T, [Cisco Unified CallManager
Serviceability 7 NI =X pL—>3 2 D Pl 5L TS
AN

ATy 1

ATFvS2

ATwF3

ATFvSa

el WACEL P d())

SEEAEE A BERDIER

AEPEEA EOR (CSR) 2B 212iE, ROFIEZFITLET,

FIE

(X227 1] > GEHAZEOEHE] > [CSROF YV ua— N/ ER] #BIRLET,

[Select Certificate type for CSR] 7 ¢ > RUNRRRINFE T,

Ve BREAED Z A 7% [BEEDIEHE X A 7 (Existing Certificate Types)] &R L £,
[Generate anew CSR] 47"V a > RE U ERRLET,

R~] #27V w7 LET,

[Cert/IPSEC Operation (CSR/Config/Assoc Create) Done] ¥ > R 7 RFR/R S 4, CSR OIERUIZAT)
LizZ EBNRENET,

CA SEEAEDERE

Y= RX—F 4 D CAREITT 2T 7Y r—v a VAENEEZ R T i1, BAME0T 7Y r—
va VitHE L CAV— FEAEOH % CA DS BRETALENRH Y £, 2N b OFEHEICHE
THEBIT. CANPBAFLTLLESY, AFOFIHIL, CAICE>THEALY £7,

CAPF 35 L& O* Cisco Unified CallManager CSR (21X, CA ~D7T 7 U r—3 a UEEBEZERIZE O 5 24
EOHAHIRERNE ENTOET, CA BILETR A B =X A% TR — b LTWRWEEAIE, CSR
PERR 7 B A DI D_R—VIZFK RS 1D X509 YRR E AT HHERH D £,

Cisco Unified Communications 4L —7 ¢ > 7 L 27 A TiL, fEBEX DER 38 XU PEM {551k
74—~ b T, CSRIZPEM FH5{b7 +—~ v b CIER S ET, F£7-. DER B LU DER %5
b7 4+ —< v FOEHFEZZITANET,

A aE, Microsoft, Keon, 3TN Verisign CA 2> H UG S 172 ¥— R/ —TF ¢ OFEBEZMEE L
F9., ThLUSO CA DFEAETHEET 2560 H 0 32, BEEITTOhEE A,
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N SRS ERSEE) R FOER

sEEAE DRNHAR B DEH

ATy T 1

ATFvS2

ATvF3

ATv74

AEAZEO AR A AL SN\ L &2, VAT ANLHBIMICBHNEEINDIZ LITH 0 £
hoo FEFADIIRE =X OFRERELT DITIE, ROFIEZETLET,

FIg

BUEDGEHIEADHIRE =2 ORELFRT DT, [BF =2V T 4] > GEAEFOEFR] > [GEH
FRDIRE=4] > [REDOFKF] Z@IRL £,

[Show Cert Expiry Monitoring Config] © ¢ > RUNERINET, ZDOV ¢ FUIZIE, HBEDH
ERRPRRSANET,

FEAEADHIRE =2 2R ET DI, [BF =2V T 1] > EAZSOEE] > GEHEEDHRE
=] > [REDPER] #ERLET,

[Change Cert Expiry Monitoring Config] @ ¢ > RUMREREINET,

VERBER R AN LET, GEREADBIRE=4] 7 4 =L FOBAIZOWTIEL, K 6-1 25
LTSS,

EHENR WA T 21203, [FE] 22V v 27 LET,

#6-1 GIAEAMDHRE=20DT 1 —)L FEBHA

Z4—ILF FtEA

\E/ 77— BRI FERAE IR DM BANCEMZEELTED D
(Notification/Alert Start Time): PaEANJTLET,

BEDIRA) DB : i BENOSERE 2 R E /2 IX BB CATI LET,

(Initial Frequency of Notification: Every)

BRI R FRETHIIIADOA TV a v | A= VB EANCT 5121, [ENABLE] #7271 v
7V L TLEEN 7 LET,

WEICAT LIz A=/ ID WBEIEZRET DAL T FLAEZ AN LET,
(Email IDs entered for Notification):
~

GE) AT LANLBEHMEERETDLIIOCTAIC
IZ. SMTP R A M ERET DLERH Y 97,
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ipsec oz B

IPSEC O EE
[IPSec] A=a—F 7T a azlEHTHE, ROWELFITTEET,
o BEFED IPSec RV v —DFR/RFEZIFEH
o HLWIPSec RV > —DRE

A Y
GE)  IPSecit. A v AM—NKHZZ FZAZND ) — FATHBIMICHRESNEE A,

BEED IPSec R O—DRREIFEE
BEFEO IPSec B U L — A FRmE 71 IEE 210015, kO FIES E4T L9,

~
G¥) VAT LADT w77 L— R IPSec R Y =M B DEE 24T CThZEOEF ITHE /2D £
T, Ty 77 L —FRKHZIPSec R Y —%fERK L7V EFLTZY L7anTL a0,

A= IPSec [ LT AT LD/ T p—~v L AT LUET (FRICHS L LIZ5E

FIR

ATy FT1 [BF=2VUFT 4] > [IPSEC OFH] > [IPSEC DFE R~/ EFE] ZERLET,

~

GE) [BEXxa2VT7 4] A=a—0HEAWT7®AT 51003, BEHE AU — R&#H L T Cisco
Unified Communications AL —F (4 L 7V AT ADOFEHR—ICHNT 7 A T D MLEN
%Di‘a‘o

[Display IPSEC Policy] 7 4 >~ RUBRERSNET,
ARTF9T2 U TLIRV—%F v L, [RN] #2270 v LET,
AT9T 3 ROBIEONTNNEFEITLET,

— IPSec RY v—%2 R 7T HI01%, [FEMERT] Vo222 v 7 LET,
— IPSec RV »—%HIbRT ZI12i%, [AHIBR] 227U v 27 LET,

— IPSec RV —%T 7T 471 ?‘5 . B 22V v s LET,

— IPSec NYU v —& T oIiE, [EH] 27V v 7 LET,

A

FE BEFED IPSec RY — % EBHT L L. VAT AOEFERIMEICEET ABERNH D 5,
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W \psec o&=E

ATFvSa

GEAEERR] Voo a7 30E MUV RURERINET, 2OV 2 RUD%K
74—V ROFBIZHOWTIE, £62 2L TLEIN,

LU IPSec R O—DRE

S

G¥)

B LW IPSec AR U o —LED B TERET DL, ROFNEEZEITLET,

VAT LDT w77 L— K IPSec R Y U — M LD ERE4T-> TH T OEFITEN /20 £
T, Ty 77 L —FRKHEEIPSec R Y —F{ER LIV EFLZY LN TL X0,

ATwF1

ATwT2

&

ATv7 4

ATwT5

IPSec IZT AT LDI/INT —< L ATHEBLET IS LIZES).

FIR

(¥ =YU7 ] > [IPSEC DFHE] > [FH#H IPSec DFRE] #TIRL £,
DEINDOFRIE (Setup Select)] ¥4 > FUNEKRINET,
RERAE] 7213 [FRiES—] Sy I/ Ry 7 2% F 2L ET,
GEAE] 24127285681, [ALCFA 7 (Same Type)] 7213 [BRRBZ2A4 7
(Different Type)] / — R& A2 LET,
— [FaEx—] 24T 25A1F, S—04RiE A LET,
(k~] 22V v LET,

[IPSEC DAY 2 — L E Y B TOFKIE (Setup IPSEC Policy and Association)] 7 > RUNFRR I E
‘j—o

[IPSEC ®7R Y 3 — L E Y 4 TOFRE (Setup IPSEC Policy and Association)] 7 1 > K 7 (23] 72 5 £
EANNLET, ZOT 4 RUDET 4=/ ROMPIZOWTIE, £6-22BMLTLEEN,

FLWIPSee RY o —2RETHITIE, BEE] 227V v 27 LET,
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ipsec oz B

IPSEC DR O—EBIYLBTHORED 74 —IL K LA

Za—ILF

%I‘:

B4

R Y > —4; (Policy Name)

IPSec NV v —DLBIEZEEL £,

BT RV A 44T
(Dest. Address Type)

FEET FLVA 24T HEELET,

e IP: EHEXOE VA RTREUILNZIPT KL A
o FQDN : BEHDZELEM R AL 4

V=R T RLVRZAT
(Source Address Type)

I—AT RLA XA THEELET,

e IP: V—AXOEVAFRFTRYIGNZIPT FL A
e FQDN : YV —ZD52fEMi KA A 4

k > RV /853% (Tunnel/Transport)

bRV ETTERE AR E LT,

7’1 k =L (Protocol)

WoFa FaEIT Any 2T LET,
e TCP
« UDP
* Any

{8 AR — K (Dest. Port)

BEEETHHINLIR—-MESERHEELET,

Tx—R1DIFTATHA L
(Phase 1 Life Time in seconds. )

72 —AX1DIKE XxI>T—LarDIFA4 T XA LEFPENT
BELET,

Ny va Ta ) b
(Hash Algorithm)

Ny T AAERELET,
e SHAl: 7=—X1IKExdvxT—ya rCHERAINE Y
Ta Iy XA

e MD5: 7xz—RX 1IKE XxIZvxz—y g THEHAIND Y
N =) B W

Tx2—R2DTATHA DL
(Phase 2 Life Time in seconds. )

72 —RX2DIKE XA T—La DI A4 T XA LEFHEAT
BELET,

AH 7 /LY X A (AH Algorithm)

ZDT 4=V RIIEREE L2\ =), b Vi [ESP 743U R
v (ESP Algorithm)] 7 4 —/V REFEH L CRFET VT U X L%
BIRLET,

|V 24 T4 (Assoc. Name)

% IPSec H D B TIATTF BTV LEID B THERE L £7,

HIZ9ET KL R (Dest. Address)

EEREDOIPT FLAE7-1ZFQDN Z45E L7,

Y — A 7 KL A (Source Address)

V—AMDIP 7 KL AFE=IXFQDN 2T L 7,

Y £— k &— b (Remote Port)

BEEOR—FEGEREELET,

Y —A FR— | (Source Port)

I —ADOR— N EEERELET,

R W W NI
(Encryption Algorithm)

Fay 72y UA NS BT VI AL ERIRLET,
HEIRRIIR D & B Y T,

* DES

* 3DES

7 x—X1® DH i
(Phase 1 DH value)

Fey ¥ URARNS, 72— 1 ODHEAZEIRLET,
BT IE 2, 1. 5. 14, 16, 17, BL V18 T,
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W \psec o&=E

%z 6-2 IPSEC DR —LBIYLTOREND 7+ —IL FEHH HEE)

J4—ILE REA
ESP 7 /L= U X A (ESP
Algorithm)

Koy 72T YA Rpb, ESP 7Y ALz @8R LET,
BRBIIRD LB 0 T,

« NULL_ENC

+ DES

* 3DES

+ BLOWFISH

+ RIINDAEL

7 x—X2 @ DH f#

Fay 72y VA RNG, 72—X2 0O DHEZERL T,
(Phase 2 DH value)

IR IL 2, 1. 5. 14, 16, 17, BL 18 T,
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