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L— RMUBEIZRDGARH D ETHR, 3_XTOY IV —RIZH LWAA—=T g UBRFET D &1
R FEHA, TRTOATy—V U —2LAFF 2 J— 2250 H Z 45 ROMMON % 72
L7 — b —=FDONN—= 3 VEERTDHIZIE, ROXSTLHH T B a v BLOERESHL
TLTIEEW,
« C9500-12Q. C€9500-16X, €9500-24Q. C9500-40X ® ROMMON 7 v 727 L — K (28 ~2—
)
*« C9500-24Y4C, C9500-32C. C9500-32QC, ¥ X1 C9500-48Y4C ® ROMMON D7 v 77
L—F (30 2—)

C9500-12Q. C9500-16X. C9500-24Q. C9500-40X > ROMMON 7 v 74 L— F

O TR a0, U —XD C9500-12Q, €9500-16X. C9500-24Q. C9500-40X EF /L
WCOHBEHINET,

)

(G¥)  Cisco I0S XE Gibraltar 16.12.1 : HEIROMMON 7 v 7 7' L — K (77 ¥ 3 VIZAH)

Cisco IOS XE Gibraltar 16.12.2 LAFED U U — 2 : [t /500 ROMMON O T8 7 » 7 7 L — R348
T7F (H LV ROMMON N— 5 U3 5548 .

Cisco IOS XE Gibraltar 16.12.1 LAED Y V=207 v 77 L— 35 X2, Ty 77 L—FR
THYT R 2T A= g ZH LV ROMMON AS—2 g 2 T 5841, WG

ROMMON 2 F#)CTT7 v 77 L — NTHMLERNOVEST, Ty 7TV —RTH5Y7 =T
N—= g VIZH LWROMMON N—2 5 VIR H B0 E ) D EHERT D121, ROFEEZSIL T

<TEZEvy,

A

AR Ty 7= FPEAL v FOEREFHEALRZRNT7ZEN,

. Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9500 ') —X XA/ v F) YJ—R/—k



I Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9500 ') —X XA wF) Jy—R/ —k
RoMmoN 7 v T L— k|

(C9500-12Q. C9500-16X, C9500-24Q, C9500-40X)

oFUF C9500-120. C9500-16X. C9500-24Q. C9500-40X M ROMMON/\—< 3
>

UT&a7T— M 25856 : Cisco Catalyst 9500 3 J — X A A » FT|Z, ROMMON D /3—

Cisco I0S XE Gibraltar Vg idi16.12.2r TT,

16.12.3a
ROM: IOS-XE ROMMON

EEfgli BOOTLDR: System Bootstrap, Version 16.12.2r, RELEASE SOFTWARE]|

- (P)

Cisco IOS XE Gibraltar

16.12.3

E e

Cisco IOS XE Gibraltar

16.12.2 OH[EIT B IRf

Cisco 10S XE Gibraltar Cisco Catalyst 9500 > U — & AA > FTlL, ROMMON /N— =

16.12.1 O] [EIEL B RF U 16.12.1r (rC1] ICHBIMICT v 77 L— RENLEERH
DET,

ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 16.12.1r, RELEASE SOFTWARE|
(P)

v REFEHLTY 7 N9 2T 52T v L —RT5E, A
VA= VIR I ) —LIZIRD X D IR R EINE T,

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrng

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): ### Wed Jul 31
18:03:28 Universal 2019 PLEASE DO NOT POWER CYCLE

### BOOT LOADER UPGRADING

waiting for upgrades to complete...

VTR 2TN—=Dark&7 v 77 L—RT5R1E7-13%IC, ROMMON%27 v 77 L— K3
HILENTEET, FORIZURBIOY V—RZELTH, ROMMONIZX DU 7 L— K& E
Ao FHH%D ROMMON (ZLLFTOT_XRTHY J—2 %P R—FLET,

« 7T7A~YUSPL 7T v 2T /A ADROMMON %7 v 77 L— R4 5121%, F5HE EXEC
“&— KT upgrade rom-monitor capsule primary switch =2~ > K& A LE 7,

« I—)LF LV SPI 7T v 2T /3 AD ROMMON %7 v 77 L— R4 5120%, F5HE EXEC
£— R T upgrade rom-monitor capsule golden switch =< > K& A L7,

)

() CiscoStackWise Virtual D v N7 v T OEFEIX, TV T 4 TAA v FERL L INA AL v T %
Ty T L—RLET,
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B rovmono7 o5 L—

€9500-24Y4C. C9500-32C. C€9500-320C. & & U* C9500-48Y4C 1 ROMMON O 7 v 75 L— K

oY T v s alE, VU — R0 C9500-24Y4C, €9500-32C, €9500-32QC, B L
C9500-48Y4C EF NMICOImMA SN FE T,

AL FDOEFFDOV ) —ANLENLD HLWY U —RXHDOTT v 7T L— KT, A
A TFDON—FRT =T =23 NIHISNTT T4~ U ROMMON R HEWIIZT v 77 L— K
ENAHZENHY ET, ROMMONRHBIICT v 727 L— RENT-HE. WEIOY 2— R
WCEINCR Y £9, ZORICLATIOY YV —RZELTH, ROMMONIZF 7 7 L— REnE
A, BEHH%DOROMMON IZLLRIDTRTCOY Y —RA%HR—KrLET, %FHEDOIOSXE16.xx
JY—2DOBEIE. FOV U —ZZH LWROMMON Y H 5 &, FHLWA A= 2 LT A
AT ENOTERILIZE X, AL v T DON—KRU =T R_X—=T g NSO THEIIZT v
TTL—=RENHZ ERHY ET,

Cisco Catalyst 9500 >V — R AA v F - A )RT —< LV ATIE, A A h—/LE/EFIC
ROMMON O 7T v 77 L— RINMTONFER A, T v 77 Lb— RiFA A=V ORENNIEE > TH
LRSI NET,

A

AR Ty L= FRIEAAL v FOEREBHEALBRNTIEIN,

(C9500-24Y4C, €9500-32C, €9500-32QC. C9500-48Y4C)

FUF C9500-24Y4C. C9500-32C. C9500-32QC. # & U C9500-48Y4C ) B Fh
ROMMON 7 v 74 L— FIt&
UTFxE7— T 556 Cisco Catalyst 9500 ' U — R A A v F - NANRXT p—< AT
Cisco IOS XE Gibraltar . T — b= NHBICN—Y g 17,101 (Fe2] T v
16.12.3a JL—RENBHENRHY ET,
R ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 17.1.1[FC2], RELEASE
Cisco IOS XE Gibraltar SOFTWARE (P)
16.12.3
E et
Cisco IOS XE Gibraltar
16.12.2 O] [E]EHIF
Cisco IOS XE Gibraltar Cisco Catalyst 9500 >V —X A A o F - NA /T —< AT
16.12.1c O A1k H) iRy I, T b — AR HEICNN—T 3 V16,12, 10 (FCL ST Y S
T —REINLHGE17H0 7,
ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 16.12.1r, RELEASE SOFTWARE
(P)
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TA4—LRTATSRINTF— b TLADN=23 DT v TTL—F .

J4—ILKTAGSTIINLT—FTLADN—30DF7yToL—FK

T4 RTFa ST — T LA (FPGA) 3. VA3 AL vF FICHFEET AT s S
TN AEY FTRALAO—FETT, TIHIE, FFEOHFAMAEDIERNK Z RIEEIZ T 2 HiX E
HEZRamER AR T,

Cisco Catalyst 9500 > V) — 2 AA v FTlL, FPGA T v 7/ L —RF v R IV 7 b7 =74
A=V DT v 77 L— KO—HTJ, Cisco Catalyst 9500 ' U —R A A »TF (INAIRT p—~
' A) TlE. Cisco IOS XE Gibraltar 16.12.1 DY 7 U = 7 A A —I R0 CTEREIT S & 1T
FPGA DT v 77 L— RPHBWIZEITEINET, Y7 b 2T A A—TEX T L —FKL
TH, FPGADNR—=U g IF T T L —REnEY A,

)

GE) eI _RCOY T b T VU —RATFPGADNN— g UREEINAIDITTIEHY 8 A,

e N—=Va VYOEFX, WHEOY T N =TT v L— RO— L LTIThi, fiZiEm
DFNEZETTDLETHY A,

T 7T L—RRIBENRZET L6, IROXOMEIZEE LEDETFPGAD/NN— 3 U R T
% %4, ROMMON E— R Cverson-v a~<> R&Z AN LET,

TS5y b TF—L Cisco 10S XE Gibraltar 16.12.1 ® FPGA /\— < 3
>
Cisco Catalyst 9500 >V — X AA v F % =27 7 — k FPGA : 0x216 0x19032516

Cisco Catalyst 9500 > J — X A A v F —A | £F 27 7 — I FPGA : 0x19031223
Tk A

VI T7 A VA =)L VR

YIFITTFTAVA =)L ATV FOBE
Cisco 10S XE Everest 16.6.2 LIfFD ') ) —X THR— S TWLET,

BELLEZ7ANEAL ANV LTT 7T 474bL, Vua— FEbLHERFSND L OICERE
Zay bTAIE, kOa<wr REFEITLET,

install add file rfilename [activate commit]

ALARN—=NT 7 ANVEREBNIA VA N—V, TZ7T7 074k, 2y b, ik, EIEHIBR
T HIE, ko~ R&34T7 L9, install ?

add filetftp: filename AVARN=IV T AN Xl —2%)F— bl — g U0
LT NRAAZat—L, Ty N 74 —LEA AT DR—
CarvOHEMT =y 7 EETLET,
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B oroz7aozxb—nazor

VIR T7 AR =)L AT FOBE
Cisco 10S XE Everest 16.6.2 LAfED 1) ) — XA THR—FEShTWET,

activate [auto-abort-timer] |7 > A L5775 4o T{b L., T4 2%V ua—RRLET,
auto-abort-timer ¥—U— KA A=V DT 77 4 7{b%E BE)
iz —A Ny 7 LET,

commit Un— RELEEREFEND LT LET,

rollback to committed BBz ay hLiaA—Va L CEHar— A"y 7 LET,

abort TryANDT 7T 4 Tk HIE L, BAEDA A F—/LFED
BRIARTICEIT L TV R—V g it — Ny 7 LET,

remove FKERABLOIET 77 4 TREDY 7 h =T LA b—/b
T ANEHIRLET,

\}

GE)  request platform software ==~ > K& Cisco IOS XE ¥ 7 7 /L% /L 16.10.1 PARE TIXBE L STV
E£7., ZOaxr NFIEEOY U —ADCLIIF/R SN, REAGETTN, 7y 77 L—FE
IEZ Y= Ricidingal a~ > REHHT5 2 a2 HELET,

request platform software 1< > F DI E
GE) ZMFD Y KL Cisco Catalyst9500 ') —X XA Y F -/\{ INTH+—I R
TRYR—FShTLEEA,
Device# request platform software package ?
clean AT AT MORBIRNy r =7 7 AV EEELET,
copy NRylr—V % AT 4 T7IZae—LET,
describe Ry lr—VONEZfMER LET,
expand TN A TR =% AT o TICRBELET,
install WRolr—VkA VA M=V LET,
uninstall WNolr—k T oAV A R—L LET,
verify In Service Software Upgrade (ISSU) Y 7 h 7 =7 /8y 7 —2D
HEMEA R L E T,
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Cisco StackWise Virtual TDA VH—ERX Y I bH 7 7y F5L—F (ISSU) #FEAHAL=7YvTIL—F .

Cisco StackWise Virtual T A VY —EX YT +D 7 7y 7SI L—F (ISSU) %fF
RALE7y7S9L—Fk
A A h—/L%E— N T Cisco StackWise Virtual T® Cisco I0S XE Gibraltar 16.12.1 ~® In Service
Software Upgrade (ISSU) %173 2121, RO FNRIZIENE T,
1a s BRI
ZOFIEE, ROT v T 7 L— RO F VA THEHATEET,

7y IFTL—FRIDY ) —R S

Cisco IOS XE Fuji 16.9.3 % 721 Cisco I0S XE | Cisco 10S XE Gibraltar 16.12.x
Fuji 16.9.4

\}

GE) ISSUREALEZZ Y7 L—RiEhAR—hrahEtA, FUL 7 L—FT51003%, A1 VA F—
ILE—RTOX T T L —FR (46 2—) OETICHEWVE T,

ISSUV V=20 R —FBLIUOHREIND D U —R2ADOFEMIONWTIE, F7=1 17>
LV A] = AP =R Y7 =T Ty 7 71—k (ISSU) | #282RLTLEEN,

FIE

ATy 71 enable
it EXEC E— RE2ANCLET, SAU—FKEANLET (FEREINEHA)
Switch# enable

ATw 72 showversion|in INSTALL 7= show version | in System image

Catalyst 9500 3 J — X A A »F T, showversion |in INSTALL =z~ > R&EFEHLT7— hE—
REfEZRELET, ISSUIEA VA b—/LE— R TOLYR—FEINTNET, A v TFRNY
FAE—RTEBLTWS5EAE, ISSUZETTE £ A,

Switch# show version | in INSTALL

Switch Ports Model SW Version SW Image Mode
* 112 C9500-120 16.12.1 CAT9K_IOSXE INSTALL
2 12 C9500-120 16.12.1 CAT9K_IOSXE INSTALL

Catalyst 9500 > U — X AA v F - A RT3 —< 2 ATliE, AA v FH [boot flash :
packages.conf| %41 L CIOS CHE)L7=2>E 5 7%, showversion |in Systemimage % {# ] L C
R LET, HITITROERPERINET,

Switch# show version | in System image
System image file is "flash:packages.conf"

AA TN RE— RTREILTWAEAIE, ISSU 7T FETA, NV RLE—FR
TISSU #FE(TTH L, ROZT—RNERINET,

Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9500 ') —X XA/ wF) Jy—R/—F .
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. Cisco StackWise Virtual TDA VY —EX Y I bz 7 7y 75 L—FK (SSU) 2FALE7YvFTIL—FK

ATvT3

ATvT4

ATy Th

ATvT6

*Nov 13 14:55:57.338: $SINSTALL-5-INSTALL START INFO: Chassis 1 R1/0: install engine:
Started install one-shot ISSU

flash:cat9k iosxe.16.12.02.SPA.bininstall add activate commit: Adding ISSU

ERROR: install add activate commit: One-Shot ISSU operation is not supported in bundle
boot mode

FAILED: install add activate commit exit(l) Tue Nov 13 14:56:03 UTC 2018

dir flash: |in free

7T all R AR Y NHLNE D DM OICIE, Zoav NeEHLET, 7
TovallHiLnA A=V BT 572012 1GB UL OB S S Z L 2R LET,

Switch# dir flash: | in free
11353194496 bytes total (8565174272 bytes free)

show redundancy
AA FNSSOEFT— R THLNE I DEMRT DL, Zoavr FaHLET,

Switch# show redundancy
Redundant System Information
Available system uptime = 4 minutes
Switchovers system experienced = 0
Standby failures = 0
Last switchover reason = none

Hardware Mode = Duplex
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Maintenance Mode = Disabled
Communications = Up
<output truncated>

show boot system
Zoaxry REFEALT, FEI7— FMEEP o ICRESNLTWDS Z L2t LEd,

Switch# show boot system

Current Boot Variables:

BOOT variable = flash:packages.conf;
MANUAL BOOT variable = no

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
MANUAL BOOT variable = no

Enable Break = no

Boot Mode = DEVICE

iPXE Timeout = 0

FE T — MEHD yes ITRESN TN DHEAIL, Z7u— b ar 7 4 Fal—vary E—R
Tnoboot manual =< REHEHAL T, AA vTFE2HB7—FHICHRELET,

show issu state [detail ]

LD 1ISSU 7' 1B ANRHEATH TRV L 2T 212X, Zoa~vr R LET,

Switch# show issu state detail
--- Starting local lock acquisition on chassis 2 ---

Finished local lock acquisition on chassis 2

No ISSU operation is in progress
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ATy T1

ATvT8

Cisco StackWise Virtual TDA VY —EX Y I k7 7y 75 L—FK (SSU) ZEALE=7y TSI L—FK .

Switch#

show install summary

Zoa<wy REMHEHALT, A4 A=Y OIREE) [Activated & Committed] TH 5 Z & 2R L £,
KBS [Activated & Committed] TZeWGEIL, A VA M —/LIREEZ 27 U T LET,

Switch# show install summary
[ Switch 1 2 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG c 16.12.2.0.2433

install add file activate issu commit

Toavry REMALT, MADAL v FADAA—ISDE T a— R, RNy —I~DA
A—=COPE, FIEICH ST AAL v FDOT v T T L — KRy, $_CoT7 v 77 L— KFJE
D—rrooAEHENMELET,

Switch# install add file tftp:cat9%k_iosxe.16.12.01.SPA.bin activate issu commit

WO FHIL, ISSU FEIC Xk 5 Cisco IOS XE Gibraltar 16.12.1 Y 7 F 7 =T A A— DA VA
=& RLTWET,

Switch# install add file tftp:cat9_iosxe.16.12.01.SPA.bin activate issu commit
install add activate commit: START Thu Jul 21 06:16:32 UTC 2019
Downloading file tftp://172.27.18.5//cat9%k iosxe.16.12.01.SPA.bin

*Jul 21 06:16:34.064: S$SINSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install one-shot ISSU tftp://172.27.18.5//cat9k iosxe.16.12.01.SPA.binFinished
downloading file tftp://172.27.18.5//cat9% iosxe.16.12.01.SPA.bin to

flash:cat9k iosxe.16.12.01.SPA.bin

install add activate commit: Adding ISSU

--- Starting initial file syncing ---

[1]: Copying flash:cat9k iosxe.16.12.01.SPA.bin from switch 1 to switch 2

[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k iosxe.16.12.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2

Checking status of Add on [1 2]

Add: Passed on [1 2]

Finished Add

install add activate commit: Activating ISSU
NOTE: Going to start Oneshot ISSU install process

STAGE 0O: Initial System Level Sanity Check before starting ISSU

--- Verifying install issu supported ---
--- Verifying standby is in Standby Hot state ---
--— Verifying booted from the valid media ---
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--- Verifying AutoBoot mode is enabled ---
Finished Initial System Level Sanity Check

STAGE 1: Installing software on Standby

--- Starting install remote ---

Performing install remote on Chassis remote
[2] install remote package(s) on switch 2
[2] Finished install remote on switch 2
install remote: Passed on [2]

Finished install remote

STAGE 2: Restarting Standby

--- Starting standby reload ---
Finished standby reload

--- Starting wait for Standby to reach terminal redundancy state ---

*Jul 21 06:24:16.426: %SMART LIC-5-EVAL_ START: Entering evaluation period

*Jul 21 06:24:16.426: %SMART LIC-5-EVAL_ START: Entering evaluation period

*Jul 21 06:24:16.466: %SHMANRP-5-CHASSIS DOWN_EVENT: Chassis 2 gone DOWN!

*Jul 21 06:24:16.497: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_NOT_PRESENT)

*Jul 21 06:24:16.498: SREDUNDANCY-3-STANDBY LOST: Standby processor fault (PEER DOWN)
*Jul 21 06:24:16.498: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_REDUNDANCY_ STATE_CHANGE)

*Jul 21 06:24:16.674: SRF-5-RF _RELOAD: Peer reload. Reason: EHSA standby down

*Jul 21 06:24:16.679: $IOSXE_REDUNDANCY-6-PEER LOST: Active detected switch 2 is no
longer standby

*Jul 21 06:24:16.416: SNIF MGR-6-PORT LINK DOWN: Switch 1 RO/0: nif mgr: Port 1 on front
side stack link 0 is DOWN.

*Jul 21 06:24:16.416: SNIF_MGR-6-PORT CONN_ DISCONNECTED: Switch 1 RO/0: nif mgr: Port 1
on front side stack link 0 connection has DISCONNECTED: CONN_ERR PORT_LINK DOWN_ EVENT
*Jul 21 06:24:16.416: SNIF_MGR-6-STACK LINK DOWN: Switch 1 RO/0: nif mgr: Front side
stack link O is DOWN.

*Jul 21 06:24:16.416: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 1 on Switch 1 is down

3
g
3
g

<output truncated>

*Jul 21 06:29:36.393: %IOSXE_REDUNDANCY-6-PEER: Active detected switch 2 as standby.

*Jul 21 06:29:36.392: $STACKMGR-6-STANDBY ELECTED: Switch 1 RO/0: stack mgr: Switch 2

has been elected STANDBY.

*Jul 21 06:29:41.397: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_FOUND (4))

*Jul 21 06:29:41.397: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_REDUNDANCY_ STATE_CHANGE (5))

*Jul 21 06:29:42.257: SREDUNDANCY-3-IPC: IOS versions do not match.

*Jul 21 06:30:24.323: $HA CONFIG_SYNC-6-BULK CFGSYNC_ SUCCEED: Bulk Sync succeededFinished
wait for Standby to reach terminal redundancy state

*Jul 21 06:30:25.325: %RF-5-RF_TERMINAL STATE: Terminal state reached for (SSO)
STAGE 3: Installing software on Active

--- Starting install active ---
Performing install active on Chassis 1

<output truncated>

[1] install active package(s) on switch 1
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ATvT9
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[1] Finished install active on switch 1
install active: Passed on [1]
Finished install active

STAGE 4: Restarting Active (switchover to standby)

--- Starting active reload ---

New software will load after reboot process is completed

SUCCESS: install add activate commit Thu Jul 21 23:06:45 UTC 2019

Jul 21 23:06:45.731: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install one-shot ISSU flash:cat9k iosxe.16.12.01.SPA.bin

Jul 21 23:06:47.509: %$PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fp action requested

Jul 21 23:06:48.776: SPM

Initializing Hardware...

System Bootstrap, Version 16.12.1r, RELEASE SOFTWARE (P)
Compiled Fri 08/17/2018 10:48:42.68 by rel

Current ROMMON image : Primary
Last reset cause : PowerOn

C9500-40X platform with 16777216 Kbytes of main memory

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

Jul 21 23:08:30.238: %PMAN-5-EXITACTION: CO/0: pvp: Process manager is exiting:
Waiting for 120 seconds for other switches to boot
FHEHEF AR

Switch number is 1
All switches in the stack have been discovered. Accelerating discovery

Switch console is now available

Press RETURN to get started.

Jul 21 23:14:17.080: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
commit

Jul 21 23:15:48.445: SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit ISSU

show version
IDavy REHEALT, rLWA A=V DOAR— g UEERLET,

RO show version =~ RO SHITIX, T34 2D Cisco I0S XE Gibraltar 16.12.1 4 A —
DIEBPFRINTNET,

Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9500 ') —X XA/ wF) Jy—R/—F .



Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9500 ') —X XA/ v F) J1J—R/— b |

B xt—rz—rToryIisL—¢

ATy 710

ATvIN

Switch# show version

Cisco I0S XE Software, Version 16.12.01

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

<output truncated>

show issu state [detail ]
Zoa<wy REERA LT, ISSU 7't ARREIREEIZ 2> TV RWZ & 2R L ET,

Switch# show issu state detail

--- Starting local lock acquisition on chassis 2 ---
Finished local lock acquisition on chassis 2

No ISSU operation is in progress

Switch#

exit

¥HE EXEC E— K&K T L, =2—H¥—EXEC £— RIZKEY £7,

A2RA—=ILE—FKTOT7YvTHL—F

ROFNEIZHEN, A VA F—=/VE—RT, 2V V—=ZANLHOY V=T v 7T 7L —FL
Y, VYTV TARA=TOT v T L= FEFTTHITE, ke L TIoS ZEdh§ 5
MENRBH Y £7, boot flash: packages.conf

1ash BRI
ZOTFIEX, ROT v T T L— ROV F YA THEATE T,
TyFJL—FEIDY) |ERAYTEHITUFR TyvFTL—FEDY
U —Z l) —X
Cisco IOS XE Everest request platform software =< > KA Cisco I0S XE Gibraltar
16.5.1a ¥ 72 1% Cisco 10S 16.12.1 (Cisco Catalyst
XE Everest 16.6.1 9500 >V —X A A v F
; _ N DGE)
Cisco IOS XE Everest Cisco Catalyst 9500 ¥ U —ZX 2L v F T | .
16.62 LIEED U U —Z 1% ingtall =~ R 7-1% request Cisco I0S XE Gibraltar
platform software =~ > I % fifi fi 16.12.1c (Cisco Catalyst

9500 > — X AA v F
Cisco I0S XE Gibraltar Cisco Ca‘[alyst 9500 ‘:/U — X X/I) ‘yﬁ" -/ -/\/]) /{}77]—_7\/7\ D
16.11.x A N7 F—= A Tlikingal 2~ F%& | 54)

fiE

oty a o,

» request platform software =~ > K% ] L C Cisco I0S XE Everest 16.5.1a 2> % Cisco 10S
XE Gibraltar 16.12.1 |27 v 77 L — KT 2HE5D H DT,
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einstall =~ F%{# A L T Cisco I0S XE Everest 16.6.3 7> Cisco I0S XE Gibraltar 16.12.1
T T T L= RT2GH0HDTE,

FIE

ATV 7 V—=0T 7

TS5 a2l LA A=A RITAEDICIGB U EOEAH A L AR LET, |+
SYTIRFEI N IR WA, WA VA =T s A NE T V=T v T LET,

* request platform software package clean
« install removeinactive

W OHL, Cisco I0S XE Everest 16.5.1a 75 Cisco I0S XE Gibraltar 16.12.1 ~O7 v 77 L — R
> U A, request platform software packageclean =~ > K& H L CREHDO 7 7 A V&
V=7 v LB EOH 2R L THnET,

Switch# request platform software package clean
Running command on switch 1

Cleaning up unnecessary package files

No path specified, will use booted path flash:packages.conf
Cleaning flash:

Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc_srdriver.16.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-espbase.16.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-guestshell.1l6.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-rpbase.16.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-rpboot.16.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-sipbase.16.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-sipspa.l6.05.0la.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.16.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-webui.16.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-wlc.16.05.01la.SPA.pkg

File is in use, will not delete.

packages.conf

File is in use, will not delete.

done.

The following files will be deleted:

[17:
/flash/cat9k-cc_srdriver.16.06.01..SPA.pkg
/flash/cat9k-espbase.16.06.01.SPA.pkg
/flash/cat9k-guestshell.16.06.01.SPA.pkg
/flash/cat9k-rpbase.16.06.01.SPA.pkg
/flash/cat9k-rpboot.16.06.01.SPA.pkg
/flash/cat9k-sipbase.16.06.01.SPA.pkg
/flash/cat9k-sipspa.16.06.01.SPA.pkg
/flash/cat9k-srdriver.16.06.01.SPA.pkg
/flash/cat9k-webui.16.06.01.SPA.pkg
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/flash/cat9k_iosxe.16.05.0la.SPA.conf
/flash/cat9k _iosxe.16.06.01.SPA.bin
/flash/packages.conf.00-

Do you want to proceed? [y/nly

[1]:

Deleting file flash:cat9k-cc srdriver.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k iosxe.16.05.0la.SPA.conf ... done.
Deleting file flash:cat9k iosxe.16.06.01.SPA.bin ... done.
Deleting file flash:packages.conf.00- ... done.

SUCCESS: Files deleted.

Switch#

OB, Cisco I0S XE Everest 16.6.3 7> Cisco I0S XE Gibraltar 16.12.1 ~O7 v 77 L— K
v U AT, ingall removeinactive 2~ REFH L TREMO 7y A NVE7 VU —2T v 7L
=HAaohERLTWET,

Switch# install remove inactive

install remove: START Mon Jul 22 19:51:48 UTC 2019
Cleaning up unnecessary package files

Scanning boot directory for packages ... done.
Preparing packages list to delete
done.

The following files will be deleted:
[switch 17:
/flash/cat9k-cc_srdriver.16.06.03.SPA.pkg
/flash/cat9k-espbase.16.06.03.SPA.pkg
/flash/cat9k-guestshell.16.06.03.SPA.pkg
/flash/cat9k-rpbase.16.06.03.SPA.pkg
/flash/cat9k-rpboot.16.06.03.SPA.pkg
/flash/cat9k-sipbase.16.06.03.SPA.pkg
/flash/cat9k-sipspa.16.06.03.SPA.pkg
/flash/cat9k-srdriver.16.06.03.SPA.pkg
/flash/cat9k-webui.16.06.03.SPA.pkg
/flash/cat9k-wlc.16.06.03.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/n]ly

[switch 17:

Deleting file flash:cat9k-cc srdriver.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-webui.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.16.06.03.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.
--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
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Post _Remove Cleanup package(s) on switch 1
Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]
Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 22 19:52:25 UTC 2019
Switch#

ATFYT2 HBHLWARA—TET Ty allat’—

a)

b)

copy tftp: flash:
Zoavwry REFERALT, FillLWA A=V T Ty allat —LET (ZDOZXT v i
H LA A—=T% TFTP =" BT 25813 A v 7L TLEEW)

Switch# copy tftp://10.8.0.6//cat9k_iosxe.16.12.01.SPA.bin flash:

Destination filename [cat9k iosxe.16.12.01.SPA.bin]?
Accessing tftp://10.8.0.6//cat9k iosxe.16.12.01.SPA.bin...

Loading /cat9k_iosxe.16.12.0l.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
ISR SR R R R RS N R R N S R N NS R R R SR R R R N R SR R R R A N R R SN R RS R N A N S R SR A NS TR RS A N AN

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

dir flash
ZOawy REFHLT, A A—YNT7 Ty v a2l ERIa—SNEl L 2R LE
ﬁ—O

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 22 2019 10:18:11 -07:00 cat9k iosxe.16.12.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATV T3 7— NEHERE

a)

b)

boot system flash: packages.conf
Zoawy REMFEH LT, 7— M #% flash:packages.conf [Z3%E L £ 77,

Switch (config) # boot system flash:packages.conf
Switch (config)# exit

write memory

Zoavwry REHFERALT, 7T EEERTFLET,

Switch# write memory
show boot system

Zoavy REMEHALT, 77— M flash:packages.conf (2, FB) 7 — M%7 nolZk
ESNTWDLZ L aMRLET,

) TEROEB DI T @R FR SN ET,
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BOOT variable = flash: packages.conf
MANUAL_BOOT variable=no

Switch# show boot system

VINT2TAA—T T Ty allf A=)

* request platform software package install
« install add file activate commit

R DOFNE. Cisco I0S XE Everest 16.5.1a 7% Cisco 10S XE Gibraltar 16.12.1 ~O 7 v 77 L — K
U AT, request platform softwarepackageinstall =~ > R &{# H L T Cisco I0S XE Gibraltar
16121 7 "0 2T A A=V 527 T vy alld VA=V LTEHEEOH 2R L TVET,

Switch# request platform software package install switch all file
flash:cat9% iosxe.16.12.01.SPA.bin

--- Starting install local lock acquisition on switch 1 ---
Finished install local lock acquisition on switch 1

Expanding image file: flash:cat9k iosxe.16.12.01.SPA.bin
[1: Finished copying to switch

[1]: Expanding file

[1]: Finished expanding all-in-one software package in switch 1
SUCCESS: Finished expanding all-in-one software package.
[1]: Performing install

SUCCESS: install finished

[1]: install package(s) on switch 1

--— Starting list of software package changes ---

0ld files list:

Removed cat9k-cc_srdriver.16.05.0la.SPA.pkg

Removed cat9k-espbase.16.05.01la.SPA.pkg

Removed cat9k-guestshell.16.05.01la.SPA.pkg

Removed cat9k-rpbase.16.05.0la.SPA.pkg

Removed cat9k-rpboot.16.05.01la.SPA.pkg

Removed cat9k-sipbase.16.05.0la.SPA.pkg

Removed cat9k-sipspa.l16.05.01la.SPA.pkg

Removed cat9k-srdriver.16.05.0la.SPA.pkg

Removed cat9k-webui.l6.05.0la.SPA.pkg

Removed cat9k-wlc.16.05.01la.SPA.pkg

New files list:

Added cat9k-cc_srdriver.16.12.01.SPA.pkg

Added cat9k-espbase.16.12.01.SPA.pkg

Added cat9k-guestshell.16.12.01.SPA.pkg

Added cat9k-rpbase.16.12.01.SPA.pkg

Added cat9k-rpboot.16.12.01.SPA.pkg

Added cat9k-sipbase.16.12.01.SPA.pkg

Added cat9k-sipspa.l6.12.01.SPA.pkg

Added cat9k-srdriver.16.12.01.SPA.pkg

Added cat9k-webui.1l6.12.01.SPA.pkg

Finished list of software package changes

SUCCESS: Software provisioned. New software will load on reboot.

[1]: Finished install successful on switch 1
Checking status of install on [1]
[1]: Finished install in switch 1

SUCCESS: Finished install: Success on [1]

G¥) B A FSNTNDHWT 7 AL, 77 v vanhbilfRSNEREA,
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wOFIL. Cisco I0S XE Everest 16.6.3 7> Cisco I0S XE Gibraltar 16.12.1 ~O7 v 77 L— K
v U AT, ingtall add file activate commit ==~ > K& i L T Cisco IOS XE Gibraltar 16.12.1
VIR 2T AR T Ty allf A=V LTEBEOH T2 R L TWET,

Switch# install add file flash:cat9k_iosxe.16.12.01.SPA.bin activate commit
install add activate commit: START Mon Jul 22 19:54:51 UTC 2019

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No (n) for proceeding without saving the configuration.

Press Quit(qg) to exit, you may save configuration and re-enter the command.
[y/n/qlyBuilding configuration...

[OK]Modified configuration has been saved
*Mar 06 19:54:55.633: $IOSXE-5-PLATFORM: Switch 1 R0/0: Mar 06 19:54:55 install engine.sh:

$INSTALL-5-INSTALL START INFO: Started install one-shot
flash:cat9k iosxe.16.12.01.SPA.bininstall add activate commit: Adding PACKAGE

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.12.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.16.12.01.SPA.pkg
/flash/cat9k-webui.16.12.01.SPA.pkg
/flash/cat9k-srdriver.16.12.01.SPA.pkg
/flash/cat9k-sipspa.16.12.01.SPA.pkg
/flash/cat9k-sipbase.16.12.01.SPA.pkg
/flash/cat9k-rpboot.16.12.01.SPA.pkg
/flash/cat9k-rpbase.16.12.01.SPA.pkg
/flash/cat9k-guestshell.16.12.01.SPA.pkg
/flash/cat9k-espbase.16.12.01.SPA.pkg
/flash/cat9k-cc_srdriver.16.12.01.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---

Performing Activate on all members

[1] Activate package(s) on switch 1

[1] Finished Activate on switch 1

Checking status of Activate on [1]

Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members

*Mar 06 19:57:41.145: $IOSXE-5-PLATFORM: Switch 1 R0/0: Mar 06 19:57:41 rollback_timer.sh:
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$INSTALL-5-INSTALL AUTO_ABORT TIMER PROGRESS: Install auto abort timer will expire in
7200 seconds [1] Commit package(s) on switch 1

[1] Finished Commit on switch 1

Checking status of Commit on [1]

Commit: Passed on [1]

Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Mon Jul 22 19:57:48 UTC 2019

Switch#
G¥) install add fileactivatecommit =< > K& FIT L72&IC, AT AZEEBHNICY v—
FLET, VAT L2EFEHTIn—RT2I2XLETIHY FHA,
dir flash:

VTR T2T DA VA M—VNIEFIZET Lz, Z0oa<wry REFHLT, 77 v a/—
T4 a Al 10 HOFT LW .pkg T7ANE3ZOD conf 77 ANNHDT EEMERLET,

RIZ. Cisco IOS XE Everest 16.5.1a 7> 5 Cisco I0S XE Gibraltar 16.12.1 ~O7 v 77 L— K
VA2 S dir flash: 2~ RO #lZ R LET,

Switch# dir flash:*.pkg

Directory of flash:/*.pkg

Directory of flash:/

475140 -rw- 2012104 Jul 26 2017 09:52:41 -07:00 cat9k-cc_srdriver.16.05.0la.SPA.pkg
475141 -rw- 70333380 Jul 26 2017 09:52:44 -07:00 cat9k-espbase.16.05.01la.SPA.pkg
475142 -rw- 13256 Jul 26 2017 09:52:44 -07:00 cat9k-guestshell.16.05.01la.SPA.pkg
475143 -rw- 349635524 Jul 26 2017 09:52:54 -07:00 cat9k-rpbase.16.05.01la.SPA.pkg
475149 -rw- 24248187 Jul 26 2017 09:53:02 -07:00 cat9k-rpboot.16.05.01la.SPA.pkg
475144 -rw- 25285572 Jul 26 2017 09:52:55 -07:00 cat9k-sipbase.16.05.01la.SPA.pkg
475145 -rw- 20947908 Jul 26 2017 09:52:55 -07:00 cat9k-sipspa.1l6.05.01la.SPA.pkg
475146 -rw- 2962372 Jul 26 2017 09:52:56 -07:00 cat9k-srdriver.16.05.01la.SPA.pkg
475147 -rw- 13284288 Jul 26 2017 09:52:56 -07:00 cat9k-webui.1l6.05.01la.SPA.pkg
475148 -rw- 13248 Jul 26 2017 09:52:56 -07:00 cat9k-wlc.16.05.01la.SPA.pkg

491524 -rw- 25711568 Jul 22 2019 11:49:33 -07:00 cat9k-cc_srdriver.16.12.01.SPA.pkg
491525 -rw- 78484428 Jul 22 2019 11:49:35 -07:00 cat9k-espbase.16.12.01.SPA.pkg
491526 -rw- 1598412 Jul 22 2019 11:49:35 -07:00 cat9k-guestshell.16.12.01.SPA.pkg
491527 -rw- 404153288 Jul 22 2019 11:49:47 -07:00 cat9k-rpbase.16.12.01.SPA.pkg
491533 -rw- 31657374 Jul 22 2019 11:50:09 -07:00 cat9k-rpboot.16.12.01.SPA.pkg
491528 -rw- 27681740 Jul 22 2019 11:49:48 -07:00 cat9k-sipbase.16.12.01.SPA.pkg
491529 -rw- 52224968 Jul 22 2019 11:49:49 -07:00 cat9k-sipspa.l16.12.01.SPA.pkg
491530 -rw- 31130572 Jul 22 2019 11:49:50 -07:00 cat9k-srdriver.16.12.01.SPA.pkg
491531 -rw- 14783432 Jul 22 2019 11:49:51 -07:00 cat9k-webui.1l6.12.01.SPA.pkg
491532 -rw- 9160 Jul 22 2019 11:49:51 -07:00 cat9k-wlc.16.12.01.SPA.pkg

11353194496 bytes total (8963174400 bytes free)

RIZ., Cisco IOS XE Everest 16.6.3 7> Cisco 10S XE Gibraltar 16.12.1 ~®O7 v 77 L— K7
U A2 5 dir flash: =~ > ROHAFIZRLET,

Switch# dir flash:

Directory of flash:/

475140 -rw- 2012104 Jul 26 2017 09:52:41 -07:00 cat9k-cc srdriver.16.06.03.SPA.pkg
475141 -rw- 70333380 Jul 26 2017 09:52:44 -07:00 cat9k-espbase.16.06.03.SPA.pkg
475142 -rw- 13256 Jul 26 2017 09:52:44 -07:00 cat9k-guestshell.16.06.03.SPA.pkg
475143 -rw- 349635524 Jul 26 2017 09:52:54 -07:00 cat9k-rpbase.16.06.03.SPA.pkg
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475149 -rw- 24248187 Jul 26 2017 09:53:02 -07:00 cat9k-rpboot.16.06.03.SPA.pkg
475144 -rw- 25285572 Jul 26 2017 09:52:55 -07:00 cat9k-sipbase.16.06.03.SPA.pkg
475145 -rw- 20947908 Jul 26 2017 09:52:55 -07:00 cat9k-sipspa.l6.06.03.SPA.pkg
475146 -rw- 2962372 Jul 26 2017 09:52:56 -07:00 cat9k-srdriver.16.06.03.SPA.pkg
475147 -rw- 13284288 Jul 26 2017 09:52:56 -07:00 cat9k-webui.16.06.03.SPA.pkg
475148 -rw- 13248 Jul 26 2017 09:52:56 -07:00 cat9k-wlc.16.06.03.SPA.pkg

491524 -rw- 25711568 Jul 22 2019 11:49:33 -07:00 cat9k-cc_srdriver.16.12.01.SPA.pkg
491525 -rw- 78484428 Jul 22 2019 11:49:35 -07:00 cat9k-espbase.16.12.01.SPA.pkg
491526 -rw- 1598412 Jul 22 2019 11:49:35 -07:00 cat9k-guestshell.16.12.01.SPA.pkg
491527 -rw- 404153288 Jul 22 2019 11:49:47 -07:00 cat9k-rpbase.16.12.01.SPA.pkg
491533 -rw- 31657374 Jul 22 2019 11:50:09 -07:00 cat9k-rpboot.16.12.01.SPA.pkg
491528 -rw- 27681740 Jul 22 2019 11:49:48 -07:00 cat9k-sipbase.16.12.01.SPA.pkg
491529 -rw- 52224968 Jul 22 2019 11:49:49 -07:00 cat9k-sipspa.l6.12.01.SPA.pkg
491530 -rw- 31130572 Jul 22 2019 11:49:50 -07:00 cat9k-srdriver.16.12.01.SPA.pkg
491531 -rw- 14783432 Jul 22 2019 11:49:51 -07:00 cat9k-webui.16.12.01.SPA.pkg
491532 -rw- 9160 Jul 22 2019 11:49:51 -07:00 cat9k-wlc.16.12.01.SPA.pkg

11353194496 bytes total (9544245248 bytes free)
Switch#

WOMDBITIX, 7T v aX—=FT 12 arD22D conf 7 7 A VIRFRENTNET,
* packages.conf : HIL A A =L L7z pkg 7 7 A MTEEXWZ SN 7 AL
* cat9k iosxe.16.12.01.5PA.conf : BT L < A A h—/ L L7z packages.conf 7 7 A /LD /3w 7
Ty ar—

Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

434197 -rw- 7406 Jul 22 2019 10:59:16 -07:00 packages.conf

516098 -rw- 7406 Jul 22 2019 10:58:08 -07:00 cat9k iosxe.16.12.01.SPA.conf
11353194496 bytes total (8963174400 bytes free)

Vyua—F
Z OFNEIE, request platform software packageingtall 2~ > REEHLTY 7 b7 =7 A A—
Va7 T vy all YA M= ATHERICOBMETT,
a) reload
Zoavry REERLT, A4 yFE2Ve—FLET,

Switch# reload

b) boot flash:

AL v FTHE T — FBRESNTWIUE, AX v 7 BH LA A= THBEIISEE) L
T3, TNLANOEAEIL, flash:packages.conf & TE) CTHEE) L 77,

Switch: boot flash:packages.conf

¢) show version
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AA=VPEH LS, ZOav s FeEHLTHLWA A=Y=V a U ailER L E
ﬁ—o

GE)  BLWAA—URT— T2 ET— k a— X EABMICERSHETR, KIC
r— FSRAETHET LT — ha—4& A=V VAR RS E S
A/O

R D show version ==~ > RO /5| TlL, Cisco Catalyst 9500 2V — X XA » F® Cisco
10S XE Gibraltar 16.12.1 4 A =Y NFE RSN TNET,

Switch# show version

Cisco I0S XE Software, Version 16.12.01

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.1, RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Tue 30-Jul-19 19:26 by mcpre

<output truncated>

K@ show version =2~ > RO Tl Cisco Catalyst 9500 > U — X A A »F - /A /X
7 4 —~ 2 A® Cisco I0S XE Gibraltar 16.12.1c f A —INE RSN TWVET,

Switch# show version

Cisco I0S XE Software, Version 16.12.01c

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CATS9K IOSXE), Version
16.12.1c, RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Tue 30-Jul-19 19:26 by mcpre

<output truncated>

AR M—=ILE—KTOEYHS L—F

ZIZTEH, DV IV—=ANBRHOY U —RZA VA M—LE— RTHE T L— KT 5 FlEE
RLET, YT MU TAA—TDOX T L— REFATT HIZIEL, "boot flash:packages.conf"
ZEH L CIOS i@+ 2 MENH D £,

IR B
ZOFEZT. OF TS — RO F YA THHATEET,
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| Cisco 10S XE Gibraltar 16.12.x

(Cisco Catalyst9500 ') —X XA v F) JI)—R/—+t

1oz b—nE—kTnsyrsL—F |

Y5 L— KRN
IJ_X

FREYTSavU K

TG L—F#EDY)
)—2

Cisco IOS XE Gibraltar
16.12.1 (Cisco Catalyst
9500 > U—X A A v T
DEE

Cisco 10S XE Gibraltar
16.12.1c (Cisco Catalyst
9500 > U —X A A v F
NANRT F—< L AD
e

Cisco Catalyst 9500 > U — & A A »F T
X, install =~ FE 7213 request

platform software =< >

Cisco I0S XE Gibraltar
16.11.x LR U U — A

Cisco Catalyst 9500 2 U — & Z A » F - »~|Cisco 10S XE Gibraltar
A T F—= A Tliingal 2~ K% | 1611x

it

Zokvr var oL, instal =< F&E{#H L T CiscolOS XE Gibraltar 16.12.1 /> % Cisco

10S XE Everest 16.6.1 ICZ 7 7 L— KT 55D H D TT,

| &5

BEE 52V V) —REHEHLTHLIEASINTEAS vy TFETNEL T L— T 52 LILTEE
Hho BHILWAAL v FETARERYNIHER L CTEASNTZY V=R, ZOETNLVDRNY T

FIE

ATv T

MY =T /"= g TF,

TV—=2T o7

7Ty allHilinA A=V EERTAEOICIGBU EOFEENH D Z L2 MR LET, +
SIRFED NG AR, WA A M=V T AN E s ) =T v T LET,

« install remove inactive
« request platform softwar e package clean

woFX, install removeinactive =~ > K& {#H L T Cisco 10S XE Gibraltar 16.12.1 ® 7 7 A /L
IV =Ty LIEGEOM N E R L TWET,

Switch# install remove inactive

install remove: START Mon Jul 22 19:51:48 UTC 2019

Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete ...

done.

The following files will be deleted:

[switch 17:

/flash/cat9k-cc_srdriver.16.12.01.SPA.pkg
/flash/cat9k-espbase.16.12.01.SPA.pkg
/flash/cat9k-guestshell.16.12.01.SPA.pkg
/flash/cat9k-rpbase.16.12.01.SPA.pkg
/flash/cat9k-rpboot.16.12.01.SPA.pkg
/flash/cat9k-sipbase.16.12.01.SPA.pkg
/flash/cat9k-sipspa.16.12.01.SPA.pkg

Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9500 ') —X X A v F)
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ATvT2

ATvT3

/flash/cat9k-srdriver.16.12.01.SPA.pkg
/flash/cat9k-webui.16.12.01.SPA.pkg
/flash/cat9k-wlc.16.12.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

[switch 17]:

Deleting file flash:cat9k-cc srdriver.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.16.12.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 22 19:52:25 UTC 2019
Switch#

HLNWA A=V ET T vy allat’—
a) copy tftp: flash:

Zoawr REFEHLT, :ilLWwA A=V T7Tyvaizat—LET (Z0ZXT v i

LA A—=T % TFTP B —NInb T 25813 A% v 7 LT EEN)
Switch# copy tftp://10.8.0.6//cat9k_iosxe.16.06.01.SPA.bin flash:
Destination filename [cat9k iosxe.16.06.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.16.06.01.SPA.bin...
Loading /cat9k_iosxe.16.06.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):

PEREEREE et e e e et e e e

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)
b) dir flash:

ZOaw Y REFHLT, A A—YNRT7 Ty v a2l ERIa—SNEl E 2R LE
ﬁ—O

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 22 2019 13:35:16 -07:00 cat9k iosxe.16.06.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

VIRNT2TARA—=VH BT T L— R
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« install add file activate commit
* request platform software package install

O T, ingtall add file activate commit =< > N % | L T Cisco I0S XE Everest 16.6.1 »/
ThI2TARA—T 52T Ty allAA A=V LTWVWET,

Switch# install add file flash:cat9k_iosxe.16.06.01.SPA.bin activate commit
install add activate commit: START Mon Jul 22 19:54:51 UTC 2019

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No(n) for proceeding without saving the configuration.

Press Quit(g) to exit, you may save configuration and re-enter the command.
[y/n/qlyBuilding configuration...

[OK]Modified configuration has been saved

*Jul 22 19:54:55.633: $IOSXE-5-PLATFORM: Switch 1 R0/0: Jul 22 19:54:55 install engine.sh:
$INSTALL-

5-INSTALL START INFO: Started install one-shot flash:cat9k iosxe.16.06.01.SPA.bin
install add activate commit: Adding PACKAGE

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.06.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.16.06.01.SPA.pkg
/flash/cat9k-webui.16.06.01.SPA.pkg
/flash/cat9k-srdriver.16.06.01.SPA.pkg
/flash/cat9k-sipspa.16.06.01.SPA.pkg
/flash/cat9k-sipbase.16.06.01.SPA.pkg
/flash/cat9k-rpboot.16.06.01.SPA.pkg
/flash/cat9k-rpbase.16.06.01.SPA.pkg
/flash/cat9k-guestshell.16.06.01.SPA.pkg
/flash/cat9k-espbase.16.06.01.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.01.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---

Performing Activate on all members

[1] Activate package(s) on switch 1

[1] Finished Activate on switch 1

Checking status of Activate on [1]

Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
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ATy T4

*Jul 22 19:57:41.145: $IOSXE-5-PLATFORM: Switch 1 R0O/0: Jul 22 19:57:41 rollback timer.sh:
$SINSTALL-

5-INSTALL AUTO ABORT_ TIMER PROGRESS: Install auto abort timer will expire in 7200 seconds
[1] Commit package(s) on switch 1

[1] Finished Commit on switch 1

Checking status of Commit on [1]

Commit: Passed on [1]

Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Mon Jul 22 19:57:48 UTC 2019

Switch#
G¥) install add fileactivatecommit =< > K& FIT L72&IC, AT AZEEBHNICY v—
FLET, VAT LEZFHTY r— KTHMEIIH Y FHA,
Yua—F
a) reload
Ioavwr REFEHLT, AMvyFEYa—RKLET,
Switch# reload
b) boot flash:

AA v FTHEB T — FRBRESNTOIUE, AZ v 7 BB LA A=Y THEIRICER L
F9, FTNLUSNDEAIE, flash:packages.conf % T8 CHE) L 97,

Switch: boot flash:packages.conf

GE) VIRNT2TARA—TEHZT 7L —RLThH, 77— e —XTAEMICK T
YZb—FR&EhEth, EHSNIREOE IR £7,

¢) show version

AA=VUPNEH LD, ZOavr R LTHLWA A=Y=V a U2l L E
B

GE) LA A=V ET = 3 5L7— b u—XTABCE S E T, KIZ
V= RSNAETIEHH LT — o —F R—=Ua VFHAICRRINER
Ioe

RO show version =~ > RO AHITIX, 5734 AD Cisco I0S XE Everest 16.6.1 4 A —
DIERPFRINTWNET,

Switch# show version

Cisco IOS XE Software, Version 16.06.01

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.6.1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Fri 16-Mar-18 06:38 by mcpre

<output truncated>
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s1tvz |

ZA4AEVR
Z D&/ v a T, CiscoCatalyst9000 2 V) — X A A v F T A[HERBERED T A B A%y
r— IOV LET,

A4t A LN
Cisco Catalyst 9500 2 U — X 2 A » F 35 L U'Cisco Catalyst 9500 > U — X XA »F -/~ A /X
7 A VA THEMTRER Y 7 U = THEREL, RO X OIS, BAELET FAv T4
A LS ET,
BERSM4EVR

» Network Essentials

* Network Advantage : Network Essentials 7 - & > A Cffi H FIHE /M8 6E & BIIMEEEN & £ E
j‘o

TFRAYSA4EUR
T KA T A ' AT, Bi#ESAME L LT Network Essentials & 7213 Network Advantage 73 4%

TT, 7T RAVTA B ALYV TIL, AA v F 72T T < Cisco Digital Network Architecture
Center (Cisco DNA Center) TH v AaDA J R— g L L bR ESEONET,

* DNA Essentials

« DNA Advantage : DNA Essentials 7 A &z > A Cfii i Al E7e i AE & B IIBERE N & E N E T,

7Ty N7 — LY AR MCETLEREBIE L, BN TEDL T4 B A L 2R
95121, Cisco Feature Navigator Zf#i ] L 9", Cisco Feature Navigator {27 7 & 2§ 5214,
https://cfong.cisco.com (ZH#EA F F, cisco.com DT H T2 MILEH Y TR/ A,

T4 EVREALT
R T A B AL A TITRD LY TH,
s KN TABL ALYV AR L,
AR & TA B A LUV, 34E, SR, E0T T EOBIR,

Sl BRI L DT A B A,

SAEUALAL  FEREDHA ESA Y

« BoRZ A A (Network Essentials 35 . O' Network-Advantage) DiE3CE L OVEITIE, K
ANTARAIZATDH LR £,
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Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9500 ') —X XA/ v F) J1J—R/— b |
. Cisco Smart Licensing

7 KA F A& A (DNA Essentials 3 J. O DNA Advantage) OiFE3L3 X OVEITIX. A%
WM& 7 A BV AZATOHRERY T,

e X NT—7 FARVA LULERBIRLEZGEIET RA LV ITA BV ALULREENT
WET, DNA OHEREZ T 25613, ARHIRPUINOENCT A B A2 HH L Thl
EWEMEHT O, T RAVITA BV RAZIET 7T 4 T LTHBAL v TFE2Yr— KL
THART A o AERETOER 2k L £,

CHEARTAHL AL EBICT FAY T AEMATHHE, FATSHTVEMBE DY
LA SRTOARNEAADRICEE LTS,

K6 FRISNTVSHlAEDLE

DNA Essentials DNA Advantage
Network Essentials PO FEXT I
Network Advantage K2 %t it

S 2 OAEDEIIDNA T A &2 2D FEFHEC O ATX £3, DNA-Essentials O
PIEEEARRIZIIEACTE EHA,

T T A B AERELT D LT TEERA, ZIHD T A 2 AL Cisco Smart Software
Manager CiEBF 413, 90 H THIRREINICZ2 Y £7°, FHli 7 A B RXAA » F T
JEATE, BEKRTAZLIETEEYA, M7 A B ARHIROINIZ D &, ED%
275 HiIZB R EE AT A A v —UNER S, R UBI3ERERSET, Va—
Ri%C, AHIROUINZFM T A B AEHET 77 4 X— T 52 LILTEEHA,
A — I B RIZOREA SNET, M7 A & AO&EIX, RY o—%fF
AL A~— I/ A Z3EHA STz A,

Cisco Smart Licensing

VA Av—h T4V UTNE, VAT R—= T3 VAR IO EKRTY 7 Py e
7 a LV ENORBEICE L THEABLOEH T MR T B AETVLTT, Fi,
HEEETT, 22—V —RT7 7 BATEZLH0%HIETEEST, Av— b T7A4 B RAEMHH
THE, RO ENAREICZR Y T,
CHHHERT VT 4 _R—v gy Av— I AU A, MERAKRCHERTEXS Y T by T
TABADT =NV EMHNSLLET, PAK (LT 277 4 _X— a3 % —) [IRETT,

« FELOH A : My Cisco Entitlements (MCE) %, VLT WAR—F L TTRTOHOT Rl
mEP—EADEERE 2 — %R L FT,

e TARADEEM: VT P 2T IFI N R TIZ /= RFa vy 7 SRTWRWED, %
FIG L TIA B AR MHEICHEAB L OMRETE £9,

Av— 74 AEFEHAT HI2IE, F£ 7 Cisco Software Central TA~— hT7 I 7 M EERTE
THVENRHY 7 (http://software.cisco.com) ,
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z2v—t+54 220l [

| o

EE Cisco Av—Fr 74 B RIIT 74NV ETHY, T4 BV RAEEHTH-OEHTE 50—
DIFHETT,

VA3 T4 ADFEMIZ OV TIE, cisco.com/go/licensingguide & 2R L T 7Z &0,

AYX—bSA4 O ADEH

WIZ, FO0HMSEN HORER% Cisco 10S XE Fuji 16.9.1 LIED U V) — 22 LT LTV DHT N
A ANGEERBT 270 AOMEE R LET, F£¥ A7 OFITHIECZOWVTUL, 27 ¢
XFal—rary T4 R~DU I LRt LWEREZRTE E7,

FIE

AT w T 1 cisco.com ? Cisco Smart Software Manager ~D % v bV — 7 $&f5i & fesr L 97,
MERV) =AY 7 "Ny x2T a7 4 Falb— g 4 KT, [System Management] —
[Configuring Smart Licensing] — [Connecting to CSSM| Z#ZH L T 72 &0,
RTF9T2 A== T h Uy NEERLTCT 77 4 7bT 50, BEFOA~— R Ty hTus AL
w8

Aw— kT HhHO FEERLTT 77 749 511X, Cisco Software Central @ [Create Smart
Accounts] (27 7 EALET, AV— K T WU NeT 77 4 7L TELOIHMERE RO —
=721 T,

AT 73 Cisco Smart Software Manager Dt v N7 v 7 &5 T LET,
a) Av— b Y7 U=T FARUVUTREICFAELET,
b) N=F Y AT HV L bERBERELETREL, FNA—F YT HT Y hO2—HF=LT 7
TAMERELET,

N=F X LT H v b, FELM, WX AT ITITNV—T RIS TIA B A%
IS ADICENE B E T,

¢) Cisco Smart Software Manager R — % /L CHEk h—2 V&AL, h—7 &AL TTA
A ALBELET,

MERY Y —ZADY T "Ny xT a7 4 Fal—a A KT, [SystemManagement|
— [Configuring Smart Licensing] — [Registering the Devicein CSSM| Z & L T 72 &0y,

ST THERDEITRY ET,
« THNA ANKBINTHHTE HIRMEICR £7,
BEABHLDTA B ANAT— R T I MIFERENET,
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Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9500 ') —X XA/ v F) J1J—R/— b |
B =557 1 2corY— 51 L 20ER

BEFHTINAATDAI—FSA U ADFER

(mmKEXEhﬁm9luMTi THEREFCY 7 hy =T "=V arRn7eeya=r7
SNTZREFHT A ADYE, ZDT /8, ADFT X TD T A & A Cisco Smart Software
Manager (28 &kT 5 i“(nﬂﬂﬁ%% ROARREIZZ2 D £7,

MRV ) —=2ZADY T vy =T a7 FXal—r a3 A4 KT, [SystemManagement] —
[Configuring Smart Licensing] — [Registering the Device in CSSM] #Z ML T 7230y,
VINIZTDT I TITL—RELEREV VI L—FIZEBRAI— SV ANDEE

Cisco I0S XE Fuji 16.9.1 LI CTlE, A~— I A4 BV ABRT 74V ETHY, ME—DTF A&
ZEBY ) 22— a T, TRTOITA U ANRZAST— IR LTHEHENET,

| o

EE  CiscolOSXEFuji16.9.1 LI T, Ak (RTU) 741 & AE— FAFEIES L, BT 5 CLI
® licenseright-to-use =~ > R T E L7,

A= hI7ABAEZYR=FLTVLY Y —=ZA~DT v 7T L— AT — Tt A%
PAR=FLTWRNY U —=Z~DBITIZE ST, T ADTA B RTHENR KRS T LITHE
BELTIEEN,
cLIHIDY Y —AMBRAI— b SA4 2V REYR—FFT B J—RIZ7YvTIL—FLI5
& BEfFOT_TD T A & AL Cisco Smart Software Manager (2887 5 £ Talfit— F
DIRFEIZ2 D £T, BEBTTTDHE AV— T ATV FTHATELLIICRD E
ﬁqo
MBI Y —ADY 7 =T a7 4F¥alb—a A KT, [SystemManagement|
— [Configuring Smart Licensing] — [Registering the Device in CSSM| # &ML T 72 &
AN
e AX—hrSAEVARDBYR—FEINTWVEWNW) Y —=RIZAD T L—RLEEE : 731
ADTRTDAV—=FTA R ABPGERD T A £ AEWS L, T/ ADTRTDA
~— b T A B REWRDBEIRS L E T,

Rg—)20DHA 354>
HEREA 7 — V) T DA KT A 2O TIE, IROBFATIZEH 5 Cisco Catalyst 9500 3 J — X R
Ay FOT—2— e LTI EEN,

https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9500-series-switches/
datasheet-c78-738978.html

HIPRSE IR & HFIFIR

Cisco Catalyst 9500 > U — X A A »»F & Cisco Catalyst 9500 'V — R A A v F - /A /X7 f—
TUR AL v FET AT R= FENTOAROERRIC OV TR, BRSO AN fE
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simsmesnss

ENTWTHLEBETHINETIH Y THA, THR— IR TWBHEREIZ SV TORFIRHEIESCHIK
FENTHEN TSI, AR SNEETAEENOEY T INENE O nE R L E
T, BEFAEBRSHHATLEN TV ARWHIBFEE ZITHRFEIL. A —XDT_XTOET /L
W S iET,

cHEI I — g

HEhr I o—1 3 (speedauto =~ K) BILUE&E (duplexhalf 2~ ) 13,
10 Mbps 33 & TY 100 Mbps D £ GLC-T £ 721X GLC-TE b7 > v — "TiEIHHR— S
FHA, T, U —XD C9500-48Y4C 35 & OV C9500-24Y4C €T /U DM S E
R

HEi R I =— g U OEAIE, ARV ETIE (FEC) 2EE L2 2 &2 BEID
LEd, ZhuE, AU —XD C9500-32C, C€9500-32QC, C9500-24Y4C, B LW
C9500-48Y4C 7 /LD 100G/40G/25G CU 77— 7 /WZi A Sk 4,

e b —L 7L —2 iKY 7 (CoPP) : system-cpp policy Cax i€ S N7= T ANT
TxNVMEOEEDORE, TROHD I T AT HERIT showrun 2~ RTHEREN
FHA, ROV IZ, FHE EXEC & — K C show policy-map system-cpp-policy & 7= (3 show
policy-map control-plane =~ > R&ZHH L T 72X,

* Cisco StackWise Virtual

* Cisco Catalyst 9500 U — X A A » FTi&, Cisco StackWise Virtual 233% & S 41TV 5
Ba. 4X10G 7 L —2 79 hr—T7NEMR L7 L—2 7 7 hAR— kX Cisco QSFP
to SFP/SFP+ Adapter (QSA E¥ =2 —/L) 7 —# R — b LTOAEHTEET,
StackWise Virtual V) > 7 (SVL) R°F 27 /L7 7T 4 7kl (DAD) U > 27 OFEIC
A TE EEA,

« Cisco Catalyst 9500 > U — X A A > F -/\A NT 4 —< 2 AT,

» Cisco StackWise Virtual 235%E 415 &, 4X25G £72134X10G DT L—7 T v k
=T NVEFEHTAE T L= T U M= MIT =R — OB EEHATE EI,
SVL U > 7 £721ZDAD U > 7 OFEITIIMEHATE 8 A,

« Cisco StackWise Virtual ViR E SN TW A4S, 10GSFP £ 2 — /L2 ##E L=
Cisco QSA EV a—/UET — X KR— & L THEHTE %135, SVLXDAD U >~
I OBREIZOHFEHTEET,

* Cisco StackWise Virtual i E SN TWEHEAE. IGSFPEY 2 — /L E#EH LT-
CiscoQSAEY 2 —/LFT— 4 R— k& LTHATE 51Eh, DADY v 7 OR%IE
WHHEHTEET, IGA ¥ —T oA ATESVLITTAR— FIhipnicd, SVL
DOREITIFEHTE EEA,

* Cisco TrustSec DOllFIEIH : Cisco TrustSec (IMHA L H—T = f ATOLFRETE, &
A B =T 24 ATIERETEEE A

* Flexible NetFlow O fl|[REEIE

o 4 —HF v MEHAR— b (GigabitEthernet0/0) % f# ] L T NetFlow T 27 AR — k&%
ETHIEIETEERA,
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s LA FV2R—= b TF X RN, =T Ry T RURNABREDOREA L H—T =4 AT
N—E=FERETHIEILITETERA,

cRUCA L Z =T =2 A ADFR CHAIZOWT, WU A7 (IPv4, IPv6, E72i37—4
V>7) o7a—e=F2@8EEETLILIITEEEA,

e N— R = 7 OFI[RFIE
e B—a LED A4 72UV 2 AIZIX MODE AR & 2 L £,

e TRTDAKR— M LED OFMEIL, /v X —7 =4 ANZBRIIHILEND ETEES
WEH A,

* Cisco QSA & ¥ = —/L (CVR-QSFP-SFP10G) & 1G I, C9500-24Y4C 1 L
C9500-48Y4C ET NDT » 7V 7 HR— R TP HR— I THERA,

« Cisco QSA £ = —/ (CVR-QSFP-SFP10G) |Z Cisco 1000Base-T &fi## SFP (GLC-T)
F7-1X CiscolG 7 7 A /NSFP £V 22—/ (wLFT— R 774 7) BEEILTH
L%6. WORIRFEEIEHE SNVET,

*QSAREHD I1G 77 A RE Y a—A T, HEIF T o a5 TP R— S
FHA, BT AA A TIIHEBIR T = — 9 VAENCTALENDH Y 7,

« 2 K [no] speed nonegotiate (X, CLIIZITFE /RS NLET A, QSARHED 1G
T 7 ANREY 2= LTI FR—FENEEA,

s HEl R T —3 3 13 QSA A D GLC-T DA TYR—hENET,

* QSA ®&H ® GLC-T TiX, 1000Mb/s DR — MEED NP R—hSnEd, N—
R =7 O®FIRIZE D, 10/100 Mb/s DR — FEEEZ Y R— h ENEH A,

» Cisco QSFP-4SFP10G-CUxM E#HEkid 7y — 7 v 2T 254, Afhxrdv=— 3
VIRT 74V NTHMZRD £3, b - FOERSE CTHEIRI = —2 g VY
A= hF SN TWRWEAE, U7 i3EELEEA,

s HEf RS m—3 3 %, €9500-48Y4C 7 /L HundredGigabitEthernet1/0/49 7> &
HundredGigabitEthernet1/0/52 ~D 7 v 7' U > 7 FK— k| 35 XV C9500-24Y4C €T /LD
HundredGigabitEthernet1/0/25 7> & HundredGigabitEthernet1/0/28 ~D 7 » 7' > 7 78—

R TR — F R EH A, QSFP-H40G-CUxx 35 J: T8 QSFP-H40G-ACUxx 7 — 7 L %
FHLTWASHAIX, ET7 T A A THEIR I = —2 g VEEICLET,

« QSFP-H100G-CUxx 77— 7 /LG, C%m4&MC£;@C%m2MMC%?wi Befor
DA C9500-48Y4C F 71 C9500-24Y4C DHF AT DIplr —F N — F LET,

« FHHEEMEOHIREETE : Cisco QSFP-4SFP10G-CUXM [ELEEEE#e4R /7 — 7 /L &Af 1l L 7= 40G
U Z7i2B8WT, U7 ®O—J0 Catalyst 9400 > U — X A A FTH 9 —F ) Catalyst
9500 >V —RX AL v FOEE, VU ZITEE LR2WIN—FTORT » KRBT 7,
Z DT NA RO AEHAVEDO %[BT 5121%, Catalyst9500 > U — X A A v F DA
VA —7 x A A Tspeednonegotiate =~ > REEMH L ET, Zoa~vr NE, BB
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T—va rEEHICLTY U7 ET vy IR LEY, BEiIx I = —2 a3 U ERETT D
(21X, no speed nonegotiation =2~ > K& H L F9°,

« In-Service Software Upgrade (ISSU)

* Cisco IOS XE Fuji 16.9.x 7> & Cisco I0S XE Gibraltar 16.12.x ~@® ISSU D 5E4T7HF, OSPFv3
T interface-id snmp-if-index =~ > R E STV e e X7 » MEEDBEAT D
AREMER H Y T, ISSU 2 FEITT DL, AT F U AMRENT A A% R v b
T—2 DBk (AT AE— FEEZEMN) L7, FHilZ interface-id
snmp-if-index =2~ REZRE L THEBWNTLZ 30,

» Cisco Catalyst 9500 2/ U — X AA v F (C9500—12Q\ C9500-16X, C9500-24Q.
C9500-40X) TIiX. CiscoIOS XE Fuji 16.9.x 7» % Cisco IOS XE Gibraltar 16.10.x F721%
Cisco 10S XE Gibraltar 16.11.x ~® ISSU XV HR— F T TWWEH A,

« Cisco Catalyst 9500 > U — & Z A »F (C9500-12Q, C9500-16X, C9500-24Q,
C9500-40X) TiX. Cisco IOS XE Fuji 16.9.x 7> Cisco 10S XE Gibraltar 16.12.x ~®
ISSU i, FIP &— FOEMETEI A= ShTwEHA,

* Cisco Catalyst 9500 > U — & A A v TF - /A N7 4 —< A (C9500-24Y4C,
C9500-32C, C9500-32QC. I LT C9500-48Y4C) Tl. CiscolOS XE Gibraltar 16.12.1
LLBE T D F Cisco StackWise Virtual Z i/ L7 ISSU 28R — b SfLCnWES, L7z
MoT, TOYV YV —=ANLENLEDO Y Y —ZA~DT v 77 L— RIZDONTOHISSU
HEFEITTEET,

¢ ISSU TlXF T v ZA LR LTT v 77 L —REFTTEXETN, AT 2
HIZOBFEITTDHZ L 2BED L ET,

e VT YT VU —RATHEAINTZH LWEEEE THREDE H S MLEL R REEEIZ DN T
1, ISSU OFEITIRFIZH NI LN TL I E0,

AT L= REDONR—=Ta DI T NI 2T A A=V THHATEROEREIZOWT
13, ISSU % BAAT D AN LT Z &0,
* QoS DfillF)FIH

QoS Fa—A VIR U—EHETIHEEIL, Fa—A 2Ny 77 DEFHDI100% %
BRI T L TLEEN,

W TA BT 2 A ATOR) VU TBIO~Y—F VR =R R— ST

F9,
e ZA yFRBA L EZ—T A4 A (SV]) TORY T —D~—F L IR R—FENT
W,

e FR—hTF¥ XN A L HE—T A A, R FNA B —T oA A BLRZOMOGPE
A H =T 2 A ATIE QoS RV v —FZHFR— b ENFEHA,

eb¥ 27T =/ (SSH)
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eSSHNN—Y a2 HLTLEE, SSHAA—=V g3 v 1R —FINTWEY
/\/o

* SCP ¥ X U'SSH OB BALBED FEITH L, SCPOFARY 7uE ANETTHET,
TNAAD CPUNEL B ERHEESNET, SCPIX, *v hI—27 EOF R b
MTOT7 7 A NVEREETR—FLTEY, BEEIZSSH 2 L £,

SCP B LU SSH OFEIZBEIZN— F Y = T S{b= P THR— F SR TV
Wiz, BB L EEH LD T 0 AN Y 7 by 27 THEITEND Z & TCPU ME <
720 F9, SCPEBLOSSH D7t A2k 5 CPU AR 40 ~ 50% (272 BHAN
HVETNH, TAABT Yy MU ENDZ EIEHY FHA,

*TACACS L W v —a~< v K LA —tacacsserver host 2~ 2 RERE LRWTL 72X
W, ZOavry NEREILENE LT, T A ETIITENTWALY 7 My =T R"—V g
>3 Cisco I0S XE Gibraltar 16.122 DIEDO U U — A TH L6, LIV —a~wy REEH
T2 LRGEN KT A AREERHV T, Fe— L a7 4 Fal—ar E—RT
tacacs-server 21 > K& L F 9,

« USB DFRFE : CiscoUSB KT 4 7% AL v F I8 T 5 &, BEFEOR S L FpidtA F—T
R4 T ORENRRITIILE T, USB KT A T NOITEREEAD T —NEE I 20z,
password encryptionaes =~ K& AJjT5 & a V—/LITIRO A v E—VRRRINE

Device (config) # password encryption aes
Master key change notification called without new or old key

* VLAN OHllfR: A1 v F O ERFIZT — X %%F‘)‘/f‘/%”ﬂ L., A v TFARE v 74
R CHES VLAN L 387257 —# VLAN ZHERFT 2121, PIBICER SN oBEZ1T 9
TEEBEODLET, 10D H—T A A LEDT— é? T RAAL U LTHE
VLAN R E SN TWAH A, CPUBERENE S 2D . T/35 AN EE ST 2 aRetEN
HoET,

« H#% Application Visibility and Control ? il [REFIH :

*NBAR2 (QoS B LU wm k a/ufgt) BREITHMMYIAR — N TCOHLFAISNET,
7=& 2iE, VLAN, AR"— b F v 3, BILOMOGRHA X —T = A A2 EOHEA
VA =T 2 A ATIIVR—FINTWEREA,

* NBAR2 ~— 2D —FHHE Tmatch protocol] (£, ¥—F > 7727 aBIORY &
YIT v a r TORFAISNET, NBAR2 —EHEEIL, Fa—o1 v ZVHIEENRE
SNTVDLRY —TIEFIFrTSNERFA,

e =¥ 7 han] T _RTORY > —THEK256 OFRIEICELL 7o hal,

*« NBAR2 & 3D NetFlow 1ZFI U A > Z— 7 = A ATRIBFICHRETEEYA, 72771
P@Mu&ﬁﬁM@ﬂwMﬂMﬂmﬁﬁE%V5%7:4xfﬂﬁ_ﬂﬁfgif

¢ Pv4 =% ¥ A + (TCP/UDP) OINYHR—hrINFET,
¢ AVC [ZEFEEAR— bk (Gig0/0) TlEHAR—hShvEzHA,
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* NBAR2 OH&kilx, M T 7 B AR — N TOLFETTHILELIHVET, T 7Y
713, B—DT7 v 7V 7 THY, R— b FrxLO—ETRITNITERTE £,

e NRT =< A AL v F AN, S0% KD CPUMAZRKET, 1BHZD 500D
Bt (CPS) #AFETEET, ZDOL— 2B AAVCY —E R IMEEESN TR A,

o YEEEME 1 24 HDT 7B AR — R T EITHRK 5000 DR Gm 7 —L . 48HDOT 7 & A
AR— KT &2 10000 DI F A7 o —& B CTXx ET,
*YANGT—Z T U v 7 OHKIBRHEIHE : ¥ — b &35 NETCONF D KA v o 3 4
X200k v g TY,

+ Embedded Event Manager : ID A X2 s ¢ 7 7 # %, Embedded Event Manager Cl&H 74—
FENTWER A,

s T ANVAT AT v (fsck) 2—T 4 VT 4%, £ VA F—LE— KTV HR—F
INFEH A,

A TIE, CiscolOS-XE U U — A TOPH LARAVEIECSOWTHI LES, LaTio) U —2T
A=T NI TOVLEEL, A= IR AL LTRO Y U =225 Sk E

o

sl

Cisco Bug Search Tool

CiscoBugSearchTool (BST) ZffiHI4 25 &, /S— b F—LBERITRG, V) —X, F—U—

WCHESWTY 7 M= T NTHERB L, ANTFM, i, N—Ta v loFETr— 2 2458
WD emTEET, BSTIE, Ry T —27 VRAIVEHBILOT A AD N T TV a—
T A TIBWTHEREE N ESEL LIRS TWET, ZOY—L T, Z7Lv7 v
VX IMTEEDNWTANT 2T V2 L, BBRATNZET 2888 LONEHONT E 2 —Z il
HZEHLTEET,

RIEOFEME R T2, DEZ U v 7 LET,

Cisco 10S XE Gibraltar 16.12.x DX fZRDFE S
TV —RIKRRROBBEITZH D A,
Cisco 10S XE Gibraltar 16.12.8 DR FADFES

ID WRAAEEL: £ | EhBA
TIL

CSCwa68343 | " _XTPOEF |Catalyst A1 » FWiF CiscoIOS XE V7 k7 =7 @ MPLS |Z
z B LY —e2Y#E (DoS) DOHasstk
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ID WATIREL: £ |HEA
FIL

CSCwa2l130 | Catalyst 9500 |16.12.4 : Cat9kQSFP-H40G-CUxM 723385k S 7gu iy, RBFZ:
NANRT A= N FSTWRERFT T T 4 7 AL LTEREN, VI BT v
~ A LEH A,

Cisco 10S XE Gibraltar 16.12.6 DR FADFES

ID EATRELL £ |FREA
FIL

CSCW27849 |4 _TDETF |Cat9K &3K : FED 7B AIC L FHI LAWY b— K235k
v LETS

CSCvx94722 |4 _RTPEF |RADIUS 7’12 h L2 LV dotlx Xy FHIZY vy R 7 L—
JL AREREZILD

CSCvy25845 | 4" _XT@OEF |SNMP : ifHCInOctets - %7 A > X —T = A ADX T T v b7
Jv 7 > Z—@ snmpwalk I L FH A,

Cisco 10S XE Gibraltar 16.12.5b Q2R FADAES

ID EAT R £ | EHBA
TIL

CSCvx23125 | Catalyst 9500 |SVL U > 7 NARZEIT/2 D & IOMD A kve+ %
INA INT F—
<A

CSCvr73771 |+ RTOETFT | A Z—T =1 AD shut/no shut %, &~ > 3 75 MAB & H
IV TERFES L7820

CSCw27849 |4+ _RTOET [16.12.5 DFITHIZ Cat K BL N Cat3K 87 7 v v 2T %
V%

CSCvw64798 |4 _TPHEF |CiscolOx forIOSXE V7 " =7 Da<wr R4 T x /g
% v D HEFHME
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1D EFAAREL: £ |ERBA
TIL

CSCvr77861 | Catalyst 9500 | 1% D U o — ROERH2S LocalSoft & 7213 CpuCatastrophicErr
INART A= | o284, Cat9300/CI500/C9500H A1 » FH Y m— R Eh
YA LRt & %

CSCvt60188 | Catalyst 9500 | ZRFEFREDHIFRIZ L W A X L3 f Y n— RRFEITIND
INA INT F—
~ A

CSCvu62273 | F_RCOET |7 v 77 L— KHFIZCLI% [tacacs-server] CLIZ>HHT LU/ S—
v TaIHBET v ST L — KT HMLERD D

CSCwl16874 |4 _XTOET |Catalyst A vF : AEY VU —JIZLDHSISF/ T va
V%

CSCvw63161 | 4" _TPHEF |download script.py DIERLIFIZ ZTP 28 =T — TR 5
b

CSCvw74061 | Catalyst 9500 | Localsoft & 7=1% CpuCatastrophicErr 235K C, Catalyst 9300 33

L O Catalyst 9500 >V — X 2 A v FTFH L2 m— K3
BT DR D D

Cisco 10S XE Gibraltar 16.12.4 DR FAHDFES

D £ EA

CSCvk13860 16.8.1a LAFE D 10S T C9K A A v FH3EHE) L 720>

CSCvp77133 systemd service flash-recovery.service 237 (ZFEATE — RIZ7/2 5

CSCvql7488 YDA v FEHE) LT, T 27T 47 AA »F O show module info 73
nall/g>TWN5%

CSCvr41932 17.1.1 : SAMsgThread TOAEY U —7

CSCvr82708 ISSURRHTT v 7 7L —RTHETNRAANT Ty adh

CSCvr86162 crepSegmentComplete D IR H—D = v VR — N EFFHORAA v F TIEL
<720

CSCvs14641 C9500H : OIR (T SFP 3k S 7e <72 %

CSCvs22896 DHCPv6 RELAY-REPLY /X7 > b3 Ky 74 %

CSCvs71084 Catok : A ¥ —7 = A AT ET pfr &l C& e
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D ELE)

CSCvs73383 VLAN 7 4 V2 Zfif+ % &, [show mac address-table] (Z VU FE— ~ EID
NERENRWN

CSCvs74413 FH—ERARY =2 BHET L, FHEECLY AZ S vy — L
AR NA AL T BB 5

CSCvs75010 TITATIR N T T4 v I NFATSNTWDIRETEYy gy T4 Kb
HFALT T ERI0MICREESND L, bT 7 4 v TEENMEILT S

CSCvs77781 27 )T 4 1 )VEFET DEFAULT CRITICAL DATA TEMPLATE % i ffl &
VAR

CSCvs89792 INJECT _FEATURE_ESCAPE : NetBIOS /X7 h D L H v —{E A/ SR &4y
LCREENZEHADP Ny b

CSCvs91195 AutoSmart R— hr~27 2l kb7 T v

CSCvs91593 dotlx/mab Z i L CDHCP A X —t > 7/ CF —& VLANIZA 77— R
oy 7EXhb

CSCvs97551 AR T VLAN i 4084 ~ 4095 Z{fi [l T X 7o\

CSCvt01187 EIGRP %A N—D X 77 v THEBIZEAET S

CSCvt17460 SFP OEENFIKNTY 7 75 v FRFEAETSH L, SVL/DAD U v 7
err-disabled (272 %

CSCvt30243 dotlx XA — R 235 dotlx FE AR — M2 A4 T v FE2BEN L= % 0
O

CSCvt31437 MDA NP m— RILs & portfastbpduguard 7 72 —/N)L 27 ¢
Fal— 314280 DAD U > 7 25 err-disable (272 5

CSCvt32195 SVLAA v FD1ONE T LTWAEE, AL v FR— AR EIT

N LT, A v B —T oA AEfEHTE 220

CSCvt34738 SVL // DHCP #2350 VLAN TU L—&h %

CSCvt35095 EBEABERALESVL 77T 4 T AL v FRA LT 0 b e L3 A
VHE—T oA AL SVIDEHRN T T T HIENDHD

CSCvt35866 1G GLC-TDAD U > 773 16.12.3 TiEREIE T, 16.122 BX UV 17.1.1 TIEIE
WIZENMET D

CSCvt39133 OID cswDistrStackPhyPortInfo A A€V U —2 % U H—F %

CSCvt58704 Cat9500 ¥ U —AX AL v F Tptp &RET DLV T v aTDHI eRdHD
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EXT2-fs (sdal): error:
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CSCvn78058 | Catalyst 9500 |C9500 : A% » 7 ® VY v— REFZAR— h AT —H A LED /4
Lol b
CSCvo48808 | Catalyst 9500 | QSFP-40G-SR4 287 L—2 7 7 k L72\ (C9500-16X)
CSCvq01185 | Catalyst 9500 | entSensorValueEntry D7 — U > 7RI
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CSCvo61106 | Catalyst 9500 |stack mgr D27 7 v ¥ =2 \ZBT 5+ 27 A LAR— M AERL S 4L
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<A
CSCvp74115 | Catalyst 9500 | (C9500-48Y4C-A D7 A MAID PHY U > 7 231 ~2 @I & 7
INANRT F— | T35
<A
CSCvp37771 | Catalyst 9500 |mGig : FFEDIP 7 4 > THN—TXT 4 —HF v b r—7 )L
NHBI R T — 9 T 100 7MT7R 5720
CSCvp62101 | Catalyst 9500 |7 7 5 ¢ 772 SUP OHIBALICT v 7V v 7 R— FF 4 R T
3HUTDO T 7 4y 7HENEET D
CSCvp66193 | Catalyst 9500 | TDHCPD %{5) 7'REANTIOSd N 7 v a$ b
CSCvp70112 | Catalyst 9500 | FFEjF#E{E & 7 7 > ® OIR #%IZ EnvMon k7 v 7 &35 L72 L
CSCvp95156 | Catalyst 9500 | mabClientIndexTest mib 7R —V > 7 B(Z linux_iosd TAE Y
U—27 NREAET D
CSCvq22224 | Catalyst 9500 | // evpn/vxlan / DHCP U L —7% L3VNI #&H CTEI{E L 722\
CSCvq29115  |Catalyst 9500 | 2 & w7 A L ASHNEE) L2 HSICF RSN DR — FID 2 B
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CSCvq30460 | Catalyst 9500 |SYS-2-BADSHARE: Bad refcount in datagram_done (/A7 A
Fr—HICERRIND A v E—D)
CSCvq35631 |Catalyst 9500 |HTTP 2 7 BNJRETAA v F N7 TG v 235
CSqu40137 Catalyst 9500 lauth port-c()ntr()l auto| I~ ]\‘7\’)){?7{’4‘_{# ) i}ﬂE’J—/El\Q: MAC T R
VAT == TRFATI R0
CSCvq43450 | Catalyst 9500 | Netflow 233%E SAL7Z SUP 7w 7 U V7 WAL » F A —/3—

BIZNT T 4w 7 DR EIRT S
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CSCvq50632 | Catalyst 9500 |SUP 7 v 7V v 7oAy F7EEAR Y k823, SUP D
T2 VA== N T T v 7 OEZAZEAEILT DD,
POST (2095

CSCvq66802 | Catalyst 9500 | %15 5% IP 0.0.0.0 O IGMP 7 = U 2 EEH <720

CSCvq89352 | Catalyst 9500 | 7 5+ 3 = BT system_report 235k S U720 (CSCvq26295
DIETE D EHET

CSCvq94738 | Catalyst 9500 |53 2D Y 7' — M 4IZ COPP REMNT 7 4V MR D

CSCvq97365 | Catalyst 9500 | 4— S—D[E] U VLANIZHEFE SN TN D R D VRFD 7 T A
T RD2ODA L H—T = A A, DHCP 24 LT IP # it
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CSCvr03905 | Catalyst 9500 |IPv6 Y — A A — RBNJRK TFED TAEY U —27 BNEAET5H

CSCvr04551 | Catalyst 9500 | IGMP join/leave T</LF F ¥ A h A b U —ANELE L7V

CSCvr20522 | Catalyst 9500 |DHCP A X — > Z WAHEN 72 > TV 412 BOOTREPLY
NRey7rInbd
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