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LY 7 bU = TR

# 8 DY Y—ADFLWY 7 b =T HRE
BEREA B
DHCPv6 47> 3 v e DHCPv6 A4 73 = > 52(Control And Provisioning of Wireless Access Points

(CAPWAP) 7 7 &Rz bu—F): 2071 ka)L Tk, g iy s
T ARA v N ARE T A YL A3y ha—F % DHCPv6 2 L
T X ¥4, CAPWAP |ZTIEHREDHAEHN 72 ha L Thh . 2 K

HB—JICLDVA TV VLVAT 7B ARA V FOEAOEREZAREICLET,

(IP_R—Rb o X —T T4 XY —E R)

e DHCPv6 47 3 > 18(interface-ID A7 a3 »): Z DO AT+ 3 i,
RELAY-REPLY /~%7 v ks DHRERFIZHEH T 54 > —T = A4 AR RET D
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(RELAY-FORWARD)DHCPv6 /X% FiZ U E— b ID(remote-ID) 47+ =
vEBMLUET,

(LAN XR—Z [P X=X BIORZ U H—TFf XHh—E R)

IPv6 7= 7 L—7 ACL |IPv6 OGACL OH¥FR— " RNBAINET ATV NN —T2FEHT 5
(OGACL) L ACL #E&E DN HARLT < 725 ERIFFICLACE Y MY 27—k L, =
FU ZBMEFIZHIBRCTX £,

(LAN X—Z P R_R—RA BIRz X —FF 4 AP —E R)

DNS-AS Z{fi 3% AVC © FNF 2L C. 7 7Y r—va UEROT 7 AR — MEEEZFIATE 5 59
Flexible NetFlow (FNF) WRVELL, 2K Xy T —2 ETEITESNRTWDLT SV r— 3
NZOWTOARMERE SN FNF A 7Y a7 o7 L— AL TT 7Y
r—varoID Gl BLOBEOEFRE T 7 AR—FTEET,
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TJA¥ L AWeb UL DY 7 k77 Ef:

o FAXRVL—=T 4T VAT A
— Windows 7
— Windows 8
— Mac OS X 10.8
. Ty
— Google Chrome:/N\—3 2 > 35
— Microsoft Internet Explorer: /N\—3" 3 > 10 £ 7213 11
— Mozilla Firefox:/X—3" 3 > 30

— Safari:’3—Y 3 v 6.1

7 7' RAHRA 2 & Mobility Services Engine
E 1312 U4 Y LABBETH R — h SUHE AR LET,

* 13 PR—FENDBUA ¥ L RELG

ol YR—FENDBTFFTY T +—hb

TIEAKRALL B Cisco Aironet 700,700W. 1040.1140.1260.1530.1570.,1600. 1700,
(Access Point) 2600.2700.3500,3600,3700

Mobility Services Engine |3355 {487 754 7 &

FH 4 HFR—FENTWBHEED Cisco 7 7 EARA Y FETIVERLET,

# 14 YR—PENDBT 7R RL b

7 7' & KAV b (Access Points)

Cisco Aironet 700 >V — X AIR-CAP702W-x-K9
AIR-CAP7021-x-K9
AIR-CAP702I-xK910
Cisco Aironet 700W + U —X  |AIR-CAP702Wx-K9
AIR-CAP702W-xK910
Cisco Aironet 1040 > — X AIR-AP1041N
AIR-AP1042N
AIR-LAP1041N
AIR-LAP1042N
Cisco Aironet 1140 ¥ J — X AIR-AP1141IN
AIR-AP1142N
AIR-LAP1141IN
AIR-LAP1142N
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VAL xEECEH W

7 7 X R4~ b (Access Points)

Cisco Aironet 1260 ¥ U — X

AIR-LAP1261N

AIR-LAP1262N

AIR-AP1261N

AIR-AP1262N

Cisco Aironet 1530 > U — X

AIR-CAP1532I-x-K9

AIR-CAP1532E-x-K9

Cisco Aironet 1570 'V — X

AIR-AP1572EAC-A-K9

AIR-AP1572ECx-A-K9

AIR-AP15721Cx-A-K9

Cisco Aironet 1600 ¥ U — X

AIR-CAP1602E

AIR-CAP16021

Cisco Aironet 1700 'V — X

AIR-CAP1702I-x-K9

AIR-CAP1702I-xK910

Cisco Aironet 2600 ' U — X

AIR-CAP2602E

AIR-CAP26021

Cisco Aironet 2700 'V — X

AIR-CAP2702I-x-K9

AIR-CAP2702E-x-K9

Cisco Aironet 3500 ¥ ) — X

AIR-CAP3501E

AIR-CAP35011

AIR-CAP3501P

AIR-CAP3502E

AIR-CAP35021

AIR-CAP3502P

Cisco Aironet 3600 >V — X

AIR-CAP3602E

AIR-CAP36021

Cisco Aironet 3700 ¥V — X

AIR-CAP37021

AIR-CAP3702E

AIR-CAP3702P
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N v/ v L xEFECER

HE#te<~ U 7 R

R 157 b =T OHRMEMNE~ M) 7 AR LET,

# 15 V7 b =T HHEF) TR
Cisco 5700 Catalyst Sup 8-E isE4 Cisco 5508 WLC
WLC Catalyst 3850 3650 5 Catalyst 4500E | FE7=1X WiSM2 |MSE |ISE |ACS |Cisco PI
03.07.00E 03.07.00E 03.07.00E 03.08.00E 8.0 8.0 1.4 5.2 3.0
7.6 53

VY)—=Z2DUAYLRA YT huxT ayiR—32 bOHEAMIZHOWTIL. [Cisco Wireless
Solutions Software Compatibility Matrix % &M L T 72 &0,

D7 FA T bTA R EDOHAEERME
DI varTRH.IONR=Tar DAL v F V7 T V)—REMDOIT T4 T T
INA AL OMAERMEICOWNTHAL T,

F 16T AMNERENTZ FAT v " EAT 2R LET 2947 MIZ. T 7T by 7,
N RAVRT S A BTV X R EREENET,

% 16 2IAT N EALT

I IAT v RDEA TR LIOLR Version

A VA

Intel 4965 11.5.1.15 £7213 12.4.4.5.v13 .4
Intel 5100/6300 v14.3.0.6

Intel 6205 v15.10.5.1

Intel 6235 V15.10.5.1

Intel 6300 v15.10.4.2

Intel 7260 (11AC) 17.0.0.34, Windows 8.1

Dell 1395/1397 XP/Vista:5.60.18.8 Win7:5.30.21.0
Dell 1505/1510/Broadcom 4321MCAG/4322HM |5.60.18.8

Dell 1515 (Atheros) 8.0.0.239

Dell 1520/Broadcom 43224HMS 5.60.48.18

Dell 1530 (Broadcom BCM4359) v5.100.235.12

Cisco CB21 v1.3.0.532

Atheros HB95 7.7.0.358

MacBook Pro (Broadcom) 5.10.91.26

Broadcom 4360 (11AC) 6.30.163.2005

MacBook Air(11AC) 10.9.3

MacBook Air 10.9.3

N R~NIVR SRS R
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({1}
d

41|ITI|

-

% 16 II3AT VN ZAT(FEE)

TIGATV  DEALTEBLOLHE Version
Apple iPad i0S 5.0.1
Apple iPad2 i0S 6.0.1

Apple iPad3

8.0.2(12A405)

Apple iPad Air

8.0.2(12A405)

Apple iPad Mini

8.0.2(12A405)

Samsung Galaxy Tab

Android 3.2

Intermec CK70

Windows Mobile 6.5/2.01.06.0355

Intermec CN50

Windows Mobile 6.1/2.01.06.0333

Symbol MC5590

Windows Mobile 6.5/3.00.0.0.051R

Symbol MC75

Windows Mobile 6.5/3.00.2.0.006R

BEBLOTY v ¥

Cisco 7921G 1.4.2.LOADS

Cisco 7925G 1.4.2.LOADS

Ascom i75 1.8.0

Spectralink 8030 119.081/131.030/132.030
Vocera BI000A 4.1.0.2817

Vocera B2000 4.0.0.345

Apple iPhone 4 i0S 6.0.1

Apple iPhone 4S

8.0.2(12A405)

Apple iPhone 5S

8.0.2(12A405)

Apple iPhone 5c

8.0.2(12A405)

Apple iPhone 6

8.0.2(12A405)

Ascom 162

2.5.7

HTC Sensation

Android 2.3.3

Samsung Galaxy S II

Android 2.3.3

Spectralink 8450

3.0.2.6098/5.0.0.8774

Samsung Galaxy Nexus

Android 4.0.2

Samsung Galaxy S4 (GT-19500)

4.4.2

Samsung Galaxy Note (SM-900)
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F— R TV RTFAZEHTAICIE . 20 74 X2l —2ar LY RAZEMEO0x2102 ITREL

FTREMICONTIZ. Y7 by =T a7 4F 2 b—3 a3y A FOIModifying the
Configuration Register Value for Wireless Mode | £ 7 > a > &R L T &0,
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 software expand running =¥ > RIIfEH TE £8 A, 0V T software expand file =~ > %
HHIT2ZL2BEOLET,

o EE—FRPRIFZ. VA FVLAKEE— RNTIHFEHTEERA,
* active/active-dc/stby/stby-dc 7> 57 — % ZHif59 5 Location ¥— 7 — K

e VA VYL RARE—KRTIH. 7—FMIZDC T — AT —F R LT —(BAELEEES)DERE
nEJ,

Status (Success) :

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0.
(http://www.gnu.org/licenses/gpl-2.0.html) For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE

software.

# # ## HitH## # # # # # Hit##
# # # # # # H# # # ## # # #
# # # # # # ## # # ## # #

#OHH # HHHEHE HEHHE # ## # #O## #  H###
#H#  H#H# # # # # # ## # # ## # #
# # # # # # # # # # # Hi##

Daughter Card is booting.. Please stand by.............c..o ...
Daughter Card is ready, continuing in wireless mode. .

o TTUFINEHREENTA L Z—T oA APMEREINET T 74/ R —~ v T OFEHM
RO X IR TRENET,

*Dec 4 01:57:09.019: $LINK-3-UPDOWN: Interface Port-channel256, changed state to up
*Dec 4 01:57:11.359: $LINK-3-UPDOWN: Interface Port-channel255, changed state to up

Interfaces TengigabitEthernet <supervisor-slot#s>/internal-port#
Internal port#: 9-16.

WA 4 —T 2 A ATOREIFTFATSNER A,

WA — F D AT — & 23 L OREEHT UL, service internal 2+ > R THER TE £,
T MR A =

- DC g DR

Daughter Card is booting.. Please stand by.........
11l DAUGHTER CARD BOOT FAILED (DC Boot base package timeout), REBOOTING..!!!

- DC a7 T DRK:

Daughter Card is booting.. Please stand by.........
11l DAUGHTER CARD BOOT FAILED (DC Bootloader upgrade failed), REBOOTING..!!!

!l DAUGHTER CARD FPGA UPGRADE FAILED! (FPGA READ HANG) ,h Rebooting.. !!!
!'!'l DAUGHTER CARD BOOT FAILED (BOOTLOADER UPGRADE SKIPPED), REBOOTING..!!!

r Cisco IOSXE U U —2 3.9xE (Catalyst4500E 'Y —X XA vF) Y JY—R/J—}h



PR—FEINTHRNT AL X

WARNING! !
License level incompatible to bring up daughtercard
Daughter Card is disabled!

Activate ipbase or entservices license to enable daughtercard

o HlKIFIH

e RK—

ipbase 35 & N entservices 74 B A TOHYHR— SN ET,
AVAP—=NLF— R TOLYR—FENET,

cat4500es8-universalk9* (Crypto) f A —Y TOHYR— FINET

ROMMON /X— 5 > 15.1(11)SG5 LARE RS BT

VSS TidHAR—hEnEHA

SUP7E £— FiF# R —FEnEEA

Al Rl NS/ SER O/ A AR |-+

DCT7— b7 v7uZi3 . 7—hr77vva(®RR5 7740,V n—FI&IZ12)IC
dc_console_log-yyyymmdd-hhmmss-UTC £ X CRF I E T,

DC NEEREEIC 72 D & .1 71X BB @ syslog ICHikSNET . DC R/ DT VT 4 v/
A% DC-SLOT<slot-no>: T,

DC 7 7 vy aff#B L A7 A LR — Mid,active-de 35 L O stby-de DEILE I
crashinfo-dc: 3 X O slavecrshinfo-de: (IR F SN E T,

e DC /ZThw-module daughtercard disable];REZMHEH L TA v A h—/L 7 — F TEHLTE
Tl L. ZNERANCT DT RELZRF L VAT L2 ) ma— R T O0ENHY £7,

e AP F&K®D X 52 WLC :%j}ﬂbiﬁ‘

T HAREDT 7 4V FRED I EFFOH L AP 1L WLC 2B LU0 T 5729
L3 7H—FRXXY AL T ABNY Ayt —V2RELET KIS T — FHx R
FRAAHND WLC 232 DER| mﬁbifwﬁﬁﬁz‘iﬁf%ﬁT%ﬁAP@ﬁ
EBEERINTWD AP O L EENE T AP T, Y A NN TR b AR OIKV WLC
IZJoin A vE—CHREELET,

IR 7 T4~ WLCIP 7 FLADRRESNTWEAEAE AP IZZOEED
WLCL:L XY A NWLC T A AINRNY A —VFEELET,FE- AP S WLC &
@ﬁ%@?//lw?a/f*”bt“&c%%U\jWﬂNM£K%J:#¥XF

T4 ABINYPEEEINET,WLC B @72) IELTEB . APIZT T4~ WLC
LEIPT RLAZRAE L, —EDR RO 2SI X WLCIZE ML 4, WLC 4 £ 721
IP IS 72 551 E— ﬁbﬁ%tbﬁ‘#¥XF7i) TINET DM WLC IZS L
FI MDD WLC 28 AP ([ZIGE L2 WIEAIT L3 7 —REvy A f T 4 AN Ry
U EREXEELET,

MA E£— K E 721X MC &— K ® Catalyst 3850 A1 v F & LLi#kd 5 & Sup 8-E ~—AD
MA £ EMC B2 =F ¥ A L3 T f ABNU R o N EABT 2 HFIEICEEDE
NHY FT,
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W S XFL Y7 I=TDT 7T L—F

Catalyst 3850 A1 > F DA VLAN TZESNLTXTORTy MIKT LT
RUABBHIZBLTWRLS TH . TAAINRN)D2=F%3% A MNPT FL R |ZEIN
FHEAWLCDT TA I R—ZP RHREINTHIHAE MATZ=F ¥ X FXT v
bk Z #5205 L7272 AP 1 Catalyst 3850 A A v F TR TI 570 —RFy A h T 1A
HNY Ry NOERBIZT =Ny 7 LET,

Sup 8-E DA :Sup 8-EMA TlE, 2 =F ¥ A~ T 4 AHNY X7y R3EH VLAN T%
BENTEBE T A AINY 7y hOIP T RLRICESWTIE LWsEseicizg S nE
T, L35 TS IP 7 R LA SUP 8-E LA DA 11X 58550 WLC (2% L SUP 8-E
TR 2O WLC IZBM L F 3. 6EHRE LTLAPIEZMA Tl MCIiZsmL £,

\\ — N N O N >

VATA T R 2T DT ST L— R
ROMMON D7 v 77 L — FHIEDFHFMIZOWTE REZZRL T ZEW,
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL _30306-01.html
WOEEFHIZES> TSI,

e CiscolOSXE Y Y —AZ39xE|Z7 v 77 L— K L.Supervisor Engine 8L-E Zf#i i3 5 54
IZ.I0S-XE A A —Y % 3.9.0E LA D NR— 9 (2T v 77 L— R4 A1 ROMMON
15.1(10SG6 IZ7 v F 7 L— KT HMERH Y £,

e CiscolOSXE VU —A39xEIZT v 77 L— KL.,VSS Z{fH74 5415 . ROMMON %
NR—= 3 15.010)SGI0 12T v F 7 L— RTH0ERH Y £, NS DB EIT,
ROMMON % /D72 {8 —=T 9 2 15.0(1n)SG 127 v 77 L— RTHR0E R H Y £7,

e CiscolOSXE UV VU —RA39xE|Z7 v 77 L — K L, Supervisor Engine 7-E F£ 7= (% 7L-E % £ H
T 5 E1E . ROMMON /X— 5 2 15.0(1r)SG10 7, Z L&D R —2 3 o (N F /[ RE/2
) AT 2HERH Y 5,

e CiscolOSXE U U—A39xE |27 v 77 L — K L. Supervisor Engine 8-E % {# 1 3" 2 &4 14,
ROMMON /3—2 = 15.1(11) SG5 7 ENLAED S—2 2 > (ANFR[BERGE) #EH T 5
‘/[Z‘gﬁ§§) D i‘j—o

S

(B TaTN A== AF P FET H%G1E. Y 7 U = 7 % Cisco 10S XE
3.2.0SG AT v 77 L— R L TH 6 . ROMMON % /3—2 5 7 15.0(1r)SG7 IZ
Ty T L= RLT. T v 7Y 7 ORE(CSCt54375) # Bl L £ 7,

2L oF e —2DNAN— R T7 U BV g roiki]

N=Ry =7 Ve aFZ N—RU=T DT v 7T L= RaRTEGTT AL v TFrr—
“C show idprom chassis 574 EXEC =2~ > REZ AN L C BED Y BV a VB EHERALET,

—HOY Y =T TR FEDT NA ZATEET D2OITHEDN—F Y =T VBV a UPBET

9,72 & 21X, Cisco Catalyst 4507R-E A A » F 3 ¥ — /2L, Supervisor Engine 8-E F 7= (% 8L-E

Y R—PFTDHN—FU =7 U Y320 URENRKLETT, Catalyst 4507R-E A1 v F % —
1T Supervisor Engine 8-E £721% 8L-E Z IV 11T D ANIC, ¥ — VTR ERY BV a3 VFE SN
D LEMRLET,

K1Z ., Cisco Catalyst 4507R-E A A FT® show idprom chassis =~ > RO Nl Z R L E T,
Z O D THardware Revision] ”/ 4 —/V F\@iFZ.OJ <7,

Switch# show idprom chassis
Chassis Idprom :
Common Block Signature = 0xXABAB

r Cisco IOSXE U U —2 3.9xE (Catalyst4500E 'Y —X XA vF) Y JY—R/J—}h


http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_30306-01.html

2FL Y7 =777 —F M

Common Block Version = 3

Common Block Length = 144

Common Block Checksum = 3874
Idprom Size = 256

Block Count = 4

FRU Major Type = 0x4001

FRU Minor Type = 52

OEM String = Cisco

Product Number = WS-C4507R-E
Serial Number = FOX1224G5ZH

Part Number = 73-9975-04

Part Revision = DO

Manufacturing Deviation String =
Hardware Revision = 2.0

Top Assembly Number = 800-26494-01
Top Assembly Revision Number = DO
<output truncateds

Supervisor Engine 8-E ® ROMMON A A—Y D7 v 77 L— R

Cisco IOS XE U U — 2 3.9.xE ®E ROMMON A A — U/ N— 3 > 15.1(11)SG5 # 3 5
2T v 77— KT 543N EH Y £ 3, Supervisor Engine 8-E @ 108 XE /N> RIVEANE

XA H LV ROMMON A A — VU RMEHZ /2 ) &£ Lz,

IOSXE3.7XE 4 A=Y N EHUV ROMMON A A —YTT— &5 & RD [error] A v E— UM
RRENDZERHY T,

rommon 1 > boot bootflash:cat4500es8-universalk9.SPA.03.06.00.E.152-2.E.bin
File has bad file magic number: 0x0. Is it a valid file?
boot: cannot load "bootflash:cat4500es8-universalk9.SPA.03.06.00.E.152-2.E.bin?;

rommon 10 > boot tftp://172.18.121.121/cat4500es8-universalk9.SPA.03.06.00.E.152-2.E.bin

Link Speed : 100Mb Full Duplex

Filename : /cat4500es8-universalk9.SPA.03.06.00.E.152-2.E.bin
IpAddress : 10.122.161.35

TftpServer : 172.18.121.121

TftpBlkSize : 1468

[

File Size : 199051336

MD5 : a32df24fdfc54776£20d83c092£24496

Unsigned image, or verification is disabled!
Image Error!!!!

+E > % —3 & ROMMON DiEk5

A== A PP 1(supl) 7S ROMMON T, A—/X— A HFx 2 2(sup2) 2 10S D
Aosup2 DFHMRY ¥ — D idprom O idprom ODNEEFHAIMD Z ENTEET, vy —v ¥ A7
I%.show version =~ > RO TIHE] L RR SN E T T supl IZ¥ ¥ —3 F A TFETEJ &L
TOHERTEET,

supl & sup2 Dl 778 ROMMON DA i DT PV Ny v — O idprom & Gt B D 2 & 3
TEX X,V v — %A ST .show version =~ FOH I TIELL +EJ & FRENE T,

supl & sup2 DO TN 10S DA W DT PNy v — @ idprom & Fi a5 Z LN TE F
T, ¥ v —3 %A L. show version 2~ RO TIELL +E] EFRENET,
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W HIRREE

-

il PR 2

I8

AN

CiscoIOSXE VU —RZ39.0E LU TIZ. EX 27 > /L(SSH) N—a o 1 IS E
F.SSH RX— g 0 2 A LT IZEN,

WLAN 7 AT ¥ MZHEHAENDLIRY) o —DNEHOBE . 7 ITAT M7 54Tk
QoS RV v—fEE | L WO HBEHBEOLDRA SN ET,

Catalyst 4500 A A v FTHHR— b 5K MTE 1%, Fa 2 &12 8000 T,

Catalyst 4500 U — X A A » FTlL show memory 2~ > K23V R — h IR TWE T,

Supervisor Engine 7-E T R— % — % — R & i [l 4% Catalyst 4500 >V — X 24 v FTiX, 2

D= RO CLI K1 config total DfEN 0 LRI ET 7272 L. Z OREIT

Supervisor Engine 7-E X— AR — R &2 L2 A A v F TIIFEAE L £ A, (CSCup28930)

VAT A TIEIRD Auto QoS 7 7 7 A NVIIHET AZRY V—~< v T HHIRTE £,

— AutoQoS =X —FF 4 X

— Auto QoS 7 A k

— Auto QoS &

Z ORIEIE, Cisco IOS-XE U U —Z 3.7.0E % FE4T L T\ % Catalyst 4500 > U — X A A > F

T.Auto QoS ZfEH LT QoS #RE L.Auto QoS 7 7 7 A WEHHEDRY v —< v 7 ZHl

BRLE S EFTDERELET,

EREESR HIBR SR Y =~y T EZBEIET HIIE.ZOT R 7 7 A VICEET 2T XTO

AU —%HIBR L .WLAN 75 Auto QoS &% /& # HIBR L TH 5, Auto QoS Z FiXE L £,

Supervisor Engine 8-E DU A ¥ L A7 T A4 7 > s ® Dotlx PEAP ~X— AFFEIL, 3 auths/sec T

hj‘o

MIREIC Bt ST T 7 B ARA v NIV R — b &N EHA, b T 07 03T 7 AR —
(CEHEERL SN2 T 7B ARA  FOBPYFR— b ENETEED AP 28T 5 &

WDOTT—RAv—UNERINET,

3.Dec 5 03:57:24.121: $CAPWAP-3-ONE_ AP PER PORT: AP (mac:6c20.56a6.4fc4) is not
allowed on port:Po2. Only one AP per port is allowed.

RPR “E— K{X,Supervisor Engine 8-E XV A ¥ L ZEF— R CEEB I N TV DL EITRETE
FH A,

7 u—H% 7Y 7%, Supervisor Engine 8-E TiZ¥ A — I NFHA,
TAXY VAL =5y hTHR— S DH QoS HRE: QoS AR U o —DFEHHIE

http://www.cisco.com/c/en/us/td/docs/wireless/controller/5700/software/release/3e/qos/configurati
on_guide/b_qos 3e 5700 cg/b qos 3e 5700 cg chapter 011.html#concept 47CC8E2ACA2E44

489B9BB7068FCD0649 DANE L F L T, 7272 L .DC A v H—ax7 hAR—NTHDHZH
A= RY = IEEFTEFET A,

VSS:AHAAL Y TFDSP Ry NT—27 TON—F ¢ 712 SVLAN ZfEH LW TL &
Wy BT REETHER) BN TV ATEDHY A,

VSS %, Supervisor Engine 8-E DU A ¥ L AE— R CIEHAR— I EHA,

HRTANT 78 AL, v /VTFHRA ME— REZIT~ /LT FEAEE — RO Supervisor Engine
8-E TIIHERE L £¥ A,

show exception files all =~ > R(X. 77 7 4 7 A—/X— 34 % = 2D crashinfo 7 7 1 /L
DHEYARNLET, AZ L NA ZA— AP =2 P> crashinfo 7 7 A VD VU A % Fifs
4 %121, dir slavecrashinfo: 33 X X dir slvecrashinfo-de: =1~ > RZFE{TL T Z &V,

PARTODO U U —Z235 10S XE 3.6.0E ~® ISSU O FEJTIZVR—FENFEH A,

r Cisco IOSXE U U —2 3.9xE (Catalyst4500E 'Y —X XA vF) Y JY—R/J—}h
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http://www.cisco.com/c/en/us/td/docs/wireless/controller/5700/software/release/3e/qos/configuration_guide/b_qos_3e_5700_cg/b_qos_3e_5700_cg_chapter_011.html#concept_47CC8E2ACA2E44489B9BB7068FCD0649

fEEE W

WS-X4712-SFP+E & ¥ = — /)L WS-C4507R-E ¥ 7-1% WS-C4510R-E > ¥ — > Tl HR— k
ST EELETA, ZDOFY 2 —)LE  WS-C4503-E, WS-C4506-E, WS-C4507R+E. 33 L O
WS-C4510R+E ¥ ¥ —> CTHHR— &N E7,

16,000 2% QoS RV > —% Y 7 b7 =27 TRETE ET, &I D 16,000 DAHBN—F
T TIWA VA P=ILENRET,

(ARPJGE 7 L — A2 X 5) B8 13 . CPUBEFRIZE D T8 1 BH7= 05 1000 DFF L
WEEBEBIRICHIR SN E ¥, 2T A ORISR/ R Y N —JIZOIRFEL F
TR NFEE END & FNHIFIAA— R =TI, VA =L ENET,

IPv6 ¥ VF X v A NMT 7 (v 7 CRPFEENEAELIZGE . VT XY XA MEHERNE ¥
TP M UIERENERTALIPVE ¥V TFF ¥ A N TYNR—=2ZR2F = v 7 OEENRFEA
T5 R TIE AL vFO CPUMHARNEL 25 BERH Y £9°,

SNMP celmageFeature 47 ¥ =7 NI .3 2D 7 A L ALYV (LAN RX—RZ [P X— A k5
SR =TT A XY= R)FT_XTUK L CRBROBEREY A F &2 IR LT, 2 =3—
NAA=VHICT 77 4 7fbshviziiety MEA VA M=V INTWHIKET 1 B A
IR L TRADVEITN. 204 T V27 ML o TERENDAEIZETEINTEY HET
A B AVLAUZE SN TINER A,

FEYE TFTP 28E T R E v HEZ2 7 7 A VDI R A A3 32 MB IZHII TR & 11 E 37, ROMMON
ZHEALTIR2MBEZEAAI0S A A—V% T — 15 & TFTP 515X 65000 T — & 7T A
THREL £,

TFTP X, T— 4% 7 7 L% 16 B b7 4 — /L RTE ST L K 65,536 HOT — X 7T A
FHERLETETFIP T — X 7T 2DOESIZS512 34 FTHDHT-O MRIEFRERE KT 7
A VX 65536 x 512=32MB TJ,TFTP 7 7 A 7> s (ROMMON) & TFTP ¥ — D] 5 73
T IEEOTvTT T RETR—FLTWAEA A ZXHIRIZH Y A,
VAATIE. Ty I EFDT T T I REYR— 5L CTFTP 7 947 b &
ERERLELZ, ZORD HRICKRRLEZSEIXTFIP 7 rn vy 7 & 5D T v 7T I K%
PR — 95 TFTP — "2 H L ET.TFTP DIF LA FDOEETIIT e v /7 HEZDT v
FT I RRYR—FENTWED TFTP F—E v 2+ 5 2 & CRIBEAZ iRk T
£7,

XML-PI{ERE 7 7 A D FUNBBO CLIH A ZEL /A,

show ip route <> show access-lists 72 & DFFED 2~ > RO INTIE IR ERT ¥ X S BE
FRNTOWET TR T ET N HAT F X MUT—H L TH S5 FF
NEENTVERANHAAED 7 7 A Ly MU IX. EZ 5N TTOHA TN C&
FH A

EIBESE (1)

WHHARD 7 7 A L= P Y IMEATERWGERH Y ET B HAICHERIIEENTND
THXANEMBETHILE T HHNOT TR P ZRIMART 7 A = b BEREND5E
WY ETHNNCLFIINEENTND Z & BHEERGE T ETICENTE £,

7= & Z1%. show ip access-lists SecWiz_Gi3 17 out_ip =~ > FOHINI KO L H 12720 £,

Extended IP access list SecWiz Gi3_ 17 out ip
10 deny ip 76.0.0.0 0.255.255.255 host 65.65.66.67
20 deny ip 76.0.0.0 0.255.255.255 host 44.45.46.47
30 permit ip 76.0.0.0 0.255.255.255 host 55.56.57.57

BAOITIEHINCT 7 BRIV A MR EENTWVWARZENEETHH -0 fHHEICHEIr o=
R

<Property name="access list" alias="Name" distance="1.0" length="-1" type="String"

/>
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W HIRREE

D OITIZIZ T Chost L W) HFENEENTWET , Z DR FOXFINERET D Z
LI > T 7 A VTHBERENRE SNDEERNH Y 3,72 & 21X ROITITRD
L2y F9,

<Property name="host" alias="rule" distance="s.1l" length="1" type="String" />

ZHIZ K TURAIONL— L 2FROL—MTx L TR E AR L £,

<rule>
deny
</rule>

3BHDAT—F ALY MZOWTIFKRD LB T,

<rule>
permit
<rule>

[EIEER (2)

NETCONF % H L T show running config 2~ > RO ZFR L, HIYDOLFHN D H /)
ZREAT L E 3, ZAUE, B OFTICIE %ﬁﬁﬁib‘faé\&l@ﬂfﬁ‘ 7o & X ROFNRT X
AN ZDT 7 AT RSO — M2 F Il 0 ST ENER (3 5O permit, IKIZ deny, KIZ
BD permit) NEFEILTNWRNZO fHERT 7 A LD Y THHELFFH| L LT permit %
FHTEEEA,

Extended MAC access list MACCOY
permit 0000.0000.ffef ffff.f££f£f.0000 0000.00af.bcef ff£ff.££f00.0000 appletalk
permit any host 65de.edfe.fefe xns-idp
permit any any protocol-family rarp-non-ipv4
deny host 005e.1e5d.9f7d host 3399.e3el.ff2c dec-spanning
permit any any

show running-config =~ > KO XML i HICIX MEIZE U TT R T AL - TT T
DIRONEREENTNET,

<macs><access-list><extended><ACLName>MACCOY</ACLName></extended></access-list></mac>
<X-Interface> permit 0000.0000.ffef ffff.££f£f£f.0000 0000.00af.bcef ff££f£.££00.0000
appletalk</X-Interface>
<X-Interface> permit any host 65de.edfe.fefe xns-idp</X-Interface>
<X-Interface> permit any any protocol-family rarp-non-ipvid</X-Interfaces>
<X-Interface> deny host 005e.1e5d.9f7d host 3399.e3el.ff2c
dec-spanning</X-Interface>
<X-Interface> permit any any</X-Interface>

CSCtg93278

o WHFEORY v—~ v (FTTICay br—R— MI#EHA STV D) ZBIO/TH S F L
" NMIEM T E ROA =V RRFENET,

The policymap <policy-map name> is already attached to control-plane and cannot be
shared with other targets.

EIWESE DIOLBTCRY > —~ v F2EXR L HEET L £4,CSCti26172

o X —Fy NMIEHFEINTWAEADFENF E=4 OMN 2048 (X —4 v N L2 1 D)%z
BHEAA /%msémwﬂ w0 E9,

(BT3B 5K
- E=HXOEEWD LET,
- FULE=4%28%ED¥—47 v MIEH#HE L £ 9, CSCti43798
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fEEE W

ciscoFlashPartitionFileCount 473> = 7 73 bootflash:. usb0: . slot0: . slaveslot0: .
slavebootflash:. 55 L ' slaveusb0: ICE L 27 7 A LA KL E7,

EBES - dir device =~ > F (7= & 21X, dir bootflash:) Z i L T, IE L\ 7 7 A V¥ & i
L ¥ 9,CSCti74130

TNANTFXXAINPEESN TWEIGEICEEEZEET D & ROKENRTFHZEINEZHEIZH
L —2Z2NRy 7 XA y¥— L CPUHOG A v —UNERENET,

- MR H 1 FOTNA—T LK 2 F D mroute WIFIET D,

- IGMP (Z. TR TOYATFFXY AN N—T~DREETL T T4 v 7 TPy Mafli
MLTsmt 5%,

ZOMEXI. TR TCO FNIDEFETT Ty b7 3 —2BEH I 5 X HI2.CPU MNALHE
TEOEMLEDHD SPI A v —Vh2ERTIHIEHOTEHNIRRTRELET,

ELBER: 5 8 A, CSCti20312

N7 7 4 w7 OFETHIZ, ZED mroute & 6 # % 2 5 OIF % #5/E L T clear ip mroute * %
AJ1§ % & Malloc Fail A vE—UNRRRINET,

KNS 74y I NFEFETTORE . —HICEZ DO mroute 27 V752 L3 TEXETA,
EBES X TCD mroute & —EIZZ7 VT LARWNWTL &,
CSCtn06753

Catalyst 4500 77 > F 7+ — A TIE 1 RO PIM 7 = U IR AR ETEETH, 2D K

VIRT I aliar =T A (UG &% < OEE (mroute D ¥, CPU i H 3
D_—RXF A CPUMHE.1 m-route H7- VY DA — —~v R ) L ORI TOXG%

ERLET . PIM A ~—% 1 WRIGICRET DH5/1L. N6 DOEREZBET HLENH

DET.PIMZ = UMMBIZ2 U EICRET D E2MELE3 MHMRER T A -4 %

T L2 T URARMELERTEET  DEY FFEOEY N7 v 7 TOar N "—Tx
VAR BT O~ T v A b — D BN,

Energywise WOL 23NA NA—3 g E— RELITAZ N1 E— RO PC #[iE#)] LT
i,

EBERE: &V £ A, CSCtr51014

show module =~ > KD H 1D ROMMON R— 3 U EFSFINRYI D #ETHRET,
[E]38E5% - show version =~ > RZ&fli ] L &9, CSCtr30294

IPSLA B> a v OERIZ. SESERAX TNV TT U H LRI LET,

[E1EESR : (5600 21X En AR — N AN L £ 37, CSCty05405

VAT AEIMSP BEIURAZ T —EZRA RX—TNDRET 512 2825 SIP 7 u—|ZHEES
HZEFETEERHAL

EBERE: & 0 £ 8 A, CSCty79236

IOSXE VU U—R323%FITLTWVWDHDIRDTA L F1— R
— 10/100/1000BaseT Premium POE E 3 U — X WS-X4648-RJ45V+E (JAE13480Y52)
— 4 Sup 7-E 10GE (SFP+) , 1000BaseX (SFP) WS-X45-SUP7-E (CAT1434L0G4)

W OFFIFEDGEH S E T,

- BTA =T A AFTNFHEY FBLOI0XFHEY hOA X —T = A ZATIEH
R—bhshFEHEA,

- R—=bFF ¥ VA N—1T QoS KU v —DEEDO LML Y KR — N L TWVEHA,
— uRFP A% T.TCAM BNEEIZHEHA SN TV A A  CEF IXH BRI ENIZ 220 97,
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W HIRREE

e RADIUS Y — 35 2 MERERE N2 > T\ A0, £721% RADIUS ¥ — /30 dead-criteria 7%
REEINTED . RADIUS — 3D deadtime 23 0 ICERES N TV A, ERITHREI LT
NS RADIUS H— 2T —Z ZRN AAAICIELL U L—ENFEH A,

[B]38E%% - dead-criteria & deadtime O 7 # R E L £,

radius-server dead-criteria
radius-server deadtime

CSCtl06706
e issu changeversion =~ KT quick 7> 3 VEMEHT D E kO ENBETHHEN
HYFET,
- SESFERVAXYI T b ANDY LI T T VT,
- Ty T T Vv=RTavAFOERDDO T 7 1 v 7 RO,

[E[3BE3R : issu changeversion =~ > R C quick 47> a U ZFEH LW T ES 0,
CSCto51562

e IPV6 77 BAVARNDHRERIZ V6TV EAY AN E—RTHEIDAT—rA L FELT
hardware statistics {5 € L7=%5A (DF Y D v6 ACE AT — kA > F&EFITT D). Z
DOBREINTHEI /2D £ A, FEEIZ, show running =2~ > R D /75> 5 [hardware statistics |
DOREBRRDIET,

IPvd 7 7 A Y A FTIZZOEEIZREL £ A,

EBEE IPv6 7 7 A U A F DOFRERIC, Thardware statistics]| A7 — b X > N DFE{IZ 1 DLL
@ 1Pv6 ACE %% & L £ 7, CSCuc53234

o WAL H—T A ANVSS ZAA UL AL v F EIZHDIEE. 7T 7 A Meaniz
=T Ry NIRRT EnNEFRAZE L EIIA V2 —T A AW VSS 77
T4 TAA v F LIZHDIHE. NSOy NIRRT EnEd,

ZHUE QoS R v DA EMA SN ET, QoS v —F 7 vx=— 7 BIUOHEAR
W EBVICEELET,
BB : &V £H8 A, CSCubl14402

e [Pv6 FHS 7R U > —»% VLAN |21 Ji] & #1.EtherChannel ;R— F 3% D VLAN O—ETdHh 545
4 . EtherChannel 28 (R A N— ) ZE LTy MIu—b VAL v FHTT Y v XN
FH A,

[EBEE : FHS K U > —% VLAN TI%77 < E EtherChannel 78— k258 L 9", CSCua53148

o VSSEHFUZ AX L INA T INA AL L THRET 2 A A v F 5 SSO IRFEICET 5 £ Tl
RKODBPMWDHZEND Y T BEFEMILI. AT LOREBLOTA v I— ROz k-
THERRY FET,

ELBESE: 5V ¥ A, CSCua87538

e WS-X4606-X2-E 71 > H— RKDF 27 /Lax7 # (CVR-X2-SFP10G £ ¥ = —/LIZHiA &1
72SFP+ b7 v — R )X VSL & LTHAR—FEINLER A,

[E] SR - WS-X4606-X2-E 7 A 1 — R T X2 EBAHEE Y 22— L2 BMTHEH L 7,
CSCuc70321

e 16,000 %2 D5 IPv6 vV FF¥ A M AX—E 7 2 N NFETIHEE ATVEDDY
T T —MNRAETIAREMERH Y £,

[EBEE : &V £ A, CSCuc77376
o show interface capabilities =~ > FOHNIZIELWT A » h— RETANERINER A,
[B38E5% - show module =~ > FOH /12 FE L £9,CSCua79513

r Cisco IOSXE U U —2 3.9xE (Catalyst4500E 'Y —X XA vF) Y JY—R/J—}h



S
o

e 10S U Y —* XE 3.5.0E LLF% CliZ. no logging console 3% € STV A A . QoS R U & —M
HH SN EZIIRET LT — Ay E—URar Y —VEERRINRLS 2D 5,1
X T RHENT 7T 4 TIRGEIZDHER I E T (logging buffered, logging console 72 &),

ELBES: 5 £ A, CSCuf86375

¢ QoS I N—IZHEH SN T cos fBEEZHKET D EVSS VAT ATROTTG —AvE—UR Y
H—ENnET

set action fail = 9

EBERE: &V £H A, QoS Z /L —71F VSS TlidH AR — k& FEH A, CSCuc84739

o HEhRIT L T —3 3 F Fal "— b TITMEELNIZ TE F A, auto/auto IZEET D0, £20%
duplex auto CHEEHEIZTHHLENH Y 7,

e POST F= v 7 HOEFBFIZIKDA vy E—TUNEREINET,

Rommon reg: 0x00004F80
Reset2Reg: 0x00000F00

Image load status: 0x00000000

HH####

Snowtrooper 220 controller 0x0430006E..0x044E161D Size:0x0057B4C5 Program Done!
HH##H R

[ 6642.974087] pci 0000:00:00.0: ignoring class b20 (doesn't match header type 01)
Starting System Services

Calculating module dependencies ...

Loading rtc-ds1307

RTNETLINK answers: Invalid argument

No Mountpoints DefinedJan 17 09:48:14 %IOSXE-3-PLATFORM: process sshd[5241]: error:
Bind to port

22 on :: failed: Address already in use

Starting IOS Services

Loading virtuclock as vuclock

Loading gsbué4atomic as gdbé4atomic

/dev/fd/12: line 267: /sys/devices/system/edac/mc/edac_mc_log ce: No such file or
directory

Aug 8 20:30:29 $IOSXE-3-PLATFORM: process kernel: mmcO: Got command interrupt
0x00030000 even though no command operation was in progress.

Aug 8 20:30:29 %IOSXE-3-PLATFORM: process kernel: PME2: fsl pme2 db_init: not on
ctrl-plane

INHDRA v E—=IFRERNRLDOTHY I0S N TREINTWARWEED SSH —E X
EEHTE EE A,

BB 72 L CSCuel5724

e OXUTHHTEREL TT A AL TWDIGA.KED syslog 72137 Ny 7' HH A
WCESTAEV Y= NREAELET V=D — MNMIERENnNs e 7OEICEFELET,
WRUH 72 7 — A TIE T NNA AN T adThZ EbH0 T, 2naBBET 20T, 7 31
AT X v TR A A B L £ 3 (CSCurd5606, CSCur28336),

EEFEIETIE. CiscoIOS VU =R TOTFHA L2 WEIEICOWTEBHA LET LEio Y U —AT
KRN 72 > TV D REIL KRR E 72 I3 E A & LTRD Y U —RZ5| kRN E T,

e Cisco NT K Y — /L
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e (CiscolOS XE V U — % 3.9xE DKM E
e CiscoIOS XE U U — A 3.9.1E DfEH# 7D A

()  PSIRTS DEHFHIFHRIC OV TIL, KD URL 7> 5 CCO D[ Security Advisories]|ZZ MR L TL 72 &0,
http://www.cisco.com/en/US/products/products_security advisories_listing.html

Cisco NTRRER>Y — )L

NI WY — v (BST) 1X Bug Toolkit D#&fkA T4 Y —LTHY Fv hU—27 U 27 EH
BIOT AL ZAD N T TNy a—T 4 U TIZBWTHREEZ R LS5 X9 ICFFsnTnE
T.BST Zfi /32 & =M= BERITRL V) —RA F—U—=RZESNWTYT7 Fy =
TONRTERB LN L A=V a v R EOFET— 22 ENTH N TEET, 2
DY —=VTHE I VT VX MCEDSNTAT &7 g5 L RFEANCET D50 E LN
DT E2—ZftfET 52 &b TEET,

ZORF2 AL MIEHINTWLIEEDFEMEZRRT DT IROFIREZETLET,

1. https://tools.cisco.com/bugsearch T BST (27 7 £ A L 9 (Cisco D —H ID L /AT — K

Z2fEM) .

2. [Search For:] 7 4 —/L RIZNNZ ID # A1 LE T,

Cisco IOS XE VUV U — R 39xE ORAEHRDRIE

INTRRBY —NEEH L T. 2087 v a AACRE SN TWAELEDREMAE R T LET,

# 17 DFfFH D RRECisco IOS XE V Y — % 3.9.xE

RES ID 24w

CSCvd51687 A7 VA H Y —27 2 ipve_acl_entry command THRAET S

CSCvc78507 CPU HHA v E—%D CAT4k 7 T v =

CSCvb30676 UCIH4K: ALY 7%y PN Tdy 25 dy ICHET DB T 7 4 v
NRey7ransd

CSCvb43870 Sup8LE {Z 10gSR 58 L TN Zr SFP i AT 2 & .7 v 7 U v 7 R — MIRHE
DEENT 5

CSCvb56919 UCI-4k:200 DX A3} w7 EID ff>F U7 4 B—#D EID 2B H)
L7an

CSCvb89512 Catdk VSS 73 show tech-support D ZE{THIZfE [RREIZ 72 5

CSCva52512 3.9.348:SSO #% ® Catdk AP D7 T v B 7

CSCuv15017 VSS 77T 47D a—RKIZLY AHX 34D CTS EtherChannel U >
IINT Ty TTDH

CSCuz82086 dotlx A7 —/LF A MZ LD AE YK

CSCuz00930 F ¥ FTIVA LN Tnosw/sw ZEE LR A—FTF vy R X —T <
A A H MTU BREDHIBRS LD
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https://tools.cisco.com/bugsearch/bug/CSCvd51687
https://tools.cisco.com/bugsearch/bug/CSCvc78507
message URL https://tools.cisco.com/bugsearch/bug/CSCvb30676
https://tools.cisco.com/bugsearch/bug/CSCvb43870
https://tools.cisco.com/bugsearch/bug/CSCvb56919
https://tools.cisco.com/bugsearch/bug/CSCvb89512
https://tools.cisco.com/bugsearch/bug/CSCva52512
https://tools.cisco.com/bugsearch/bug/CSCuz68659
https://tools.cisco.com/bugsearch/bug/CSCuz82086
https://tools.cisco.com/bugsearch/bug/CSCuz00930
http://tools.cisco.com/security/center/publicationListing
https://tools.cisco.com/bugsearch/
message URL https://tools.cisco.com/bugsearch/bug/CSCvb30676
https://tools.cisco.com/bugsearch/bug/CSCvb43870
https://tools.cisco.com/bugsearch/bug/CSCvb56919
https://tools.cisco.com/bugsearch/bug/CSCvb89512
https://tools.cisco.com/bugsearch/bug/CSCva52512

B Eves W

Cisco IOS XE UV U — R 3.9.2E DR D REEE

# 18 Cisco 10S XE U U — % 3.9.2E DB 4 DR

REAID ¥4 bV

CSCvd43437 EVN/VNET E:5% C eBGP (238 - 72355 70 IP &I v 5

CSCvd58820 BEINERIEA X2 —T oA AT P BEEETLT R A HD API

DAL

Cisco IOS XE UV U — R 3.9.1E DfRRE D REEE

BEE )

# 19 Cisco 10S XE U U —2 3.9.1E DY 4 DR

REAID g4 dv

CSCuz72344 U v — R#IZ ip ssh version 2 23721

CSCval4319 auth_mgr event_apply_user_profile TAEY U —7

CSCva37519 IPv6 TACACS k7 v 7 v 3 »H D Stale flowmgr = b U 2JF[K T2
Tyvath

CSCvb05793 ECMP 2457 77 4 772 Sup 7V Tl K29 77 4 v 7 8
(SIS A )

CSCvb70344 Sup8 ZEH L/ AX L KT R 4500 ¥ % — 3V DAK L3 A==
ATy hkry 795

CSCvb76276 T A U — RIEEHEL TV 523, WS-X4748-12X48U+E D AT — X A
LED 23 JRIZAITT 5

CSCvb16274 PPTP Start-Control-Connection-Reply /347 > h3/L—H D XA E ) AR %
V—279%

CSCux05246 smnpwalk & snmpget @ IP SLA OEEMRE L < 72,

CSCva35194 TRTOvtyEy v a UBMEWRZESNLE . T rE Y s = I PTF
H—RNBT T vvat b,

CSCuul3476 Cisco IOS BELWIOS XE Y 7 F 7 =7 T® OpenSSH TCP /37 v ~ALEE
{231 % Denial of Service (DoS) O ifz5514:

CSCuv07402 SUPS-E // SUPSL-E: 7"Z A A U T 4 /X—F > 3 2Gbps IZHIFR =45,

Catalyst 4500 > U — X OBEIFRICOWV T KO~V =a T LV ESR LTI ZI 0,
e [Catalyst 4500 Series Switch Documentation Home

http://www.cisco.com//en/US/products/hw/switches/ps4324/index.html
e CatalystIOS-XE U U—RA3E RK¥ oA br—RKvwv/

http://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-3e/products-documentation-road

maps-list.html
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https://tools.cisco.com/bugsearch/bug/CSCuz72344
https://tools.cisco.com/bugsearch/bug/CSCva14319
https://tools.cisco.com/bugsearch/bug/CSCva37519
https://tools.cisco.com/bugsearch/bug/CSCvb05793
https://tools.cisco.com/bugsearch/bug/CSCvb70344
https://tools.cisco.com/bugsearch/bug/CSCvb76276
https://tools.cisco.com/bugsearch/bug/CSCuy38533
https://tools.cisco.com/bugsearch/bug/CSCux05246
https://tools.cisco.com/bugsearch/bug/CSCva35194
https://tools.cisco.com/bugsearch/bug/CSCuu13476
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv07402
https://tools.cisco.com/bugsearch/bug/CSCvd43437
https://tools.cisco.com/bugsearch/bug/CSCvd58820
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv07402
http://www.cisco.com/en/US/products/hw/switches/ps4324/index.html
http://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-3e/products-documentation-roadmaps-list.html
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W EEEE

N—R=T =27 )V

AR B L OBRET 2 L2l 2 @A N A ML —Ya sy A FBXA A B
L—yay /J—MIRO URL 2HAFTEET,
o [Catalyst 4500 E-series Switches Installation Guide

http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/hardware/catalyst4500e¢/installation/g
uide/Eseries.html

e HADAAL v F LT TV a—EIRA— =S FOFEMZ OV TIZ KD URL IH 5
['Catalyst 4500 Series Module Installation Guide]Z# ZH L T 72 &\,

http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/hardware/configuration/notes/OL_25
315.html

e [Regulatory Compliance and Safety Information for the Catalyst 4500 Series Switches ]

http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/hardware/regulatory/compliance/78
13233.html

o FFEDA—NR—NAPF D ELEFT 7Y N"—=R7 2T DA AL — 3
J— MI KD URL DB AFTEET,
http://www.cisco.com/en/US/products/hw/switches/ps4324/prod_installation guides list.html

7 07 v==27 )V

V77270V ) —RA J—h ary7 4 Fal—raryr A R avrRII77 L0 A2A BX
N AT A AvtE—U HA FIE. KO URL b AFTEET,

e JUY—2x/— }:Catalyst4500-E > U — X A A v F @ CiscolOS U U —R /) — MZHOWTIX
ROR—=V 2B LTI TZEN,

http://www.cisco.com/c/en/us/support/switches/catalyst-4500-series-switches/products-release-not
es-list.html

e 54 R:Cisco Catalyst 4500-X 3/ U — X A A » F & Catalyst 4500-E > U — X A A v F (X, [A
CY7 b= a7 4Falb—vary AR, avwr U770 AT R BIOT R
T LA yE—UHA REEHLTWET,
- Y7 b7 ar74Fal—vary 4R

http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and configu
ration_guides_list.html

- a~ RV T LU AHA R
http://www.cisco.com/en/US/products/hw/switches/ps4324/prod_command reference list.html
- VAT AAvE—UHA R

http://www.cisco.com/en/US/products/hw/switches/ps4324/products _system_ message guides
_list.html
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http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/hardware/configuration/notes/OL_25315.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/hardware/configuration/notes/OL_25315.html
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CiscoIOS v~ ==7T /L

7T v N7 4 — DITHESF LW Cisco [0S D~ = = 7 /LT KD URL B AFTE £,
e [Cisco I0S configuration guides, Cisco I0S XE Release 3E]

http://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-3e/products-installation-and-conf
iguration-guides-list.html

e [Cisco I0S Master Command List]3XTD VY J —=x
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mcl/allreleasemcl/all-book.html
KO URL TiX,m~ > FREBEY — Vb TE £7,
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do

e WOURLTIE. =T — Avt—V Fa—4 Y—LuflifiTEEd,

http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi

BRAY FT—T)ha<w K

ik

BRAY T—=T VIV A NSNDa~vy NI ZAT EFATTH0OEFRIETERL, 2~
YRTHATELTAATOL T a VIZHOVWTUIR L TV ER A, 2~ FOFEMRBBNIC
VYT, Catalyst 4500 Series Switch Cisco I0S Command Reference® 2~ 2 R&EHM L T &,

KIT =T T4 RTEESTLEANEZL FITRLET,

OpenSSL/Open SSL Project

License Issues

BT 1215, OpenSSL Toolkit (http://www.openssl.org/) THEAT 5 72912 OpenSSL v =7 h
WL TR ENTZY 7 N =T REENTVET,

AHL 21X, Eric Young K (eay@cryptsoft.com) (2 L » THER S-Sk Y 7 b = TR E& £ h
/Cl/ \ij_o

AL 521X, Tim Hudson EX (tjh@cryptsoft.com) |2 L » TERENZY 7 b = 7 RE T
\ij_a

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the
original SSLeay license apply to the toolkit. See below for the actual license texts. Actually both licenses
are BSD-style Open Source licenses. In case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project. All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions,
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment: “This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/)”.

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote
products derived from this software without prior written permission. For written permission, please
contact openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)”.

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS’ AND ANY EXPRESSED
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

ML 21T, Eric Young K (eay@cryptsoft.com) (2 & » TIERR SN iE54b Y 7 b7 = 7R &E£h
TV E T, AR 21X, Tim Hudson K (tih@cryptsoft.com) (2 X » TIER SN2V 7 b7 = T 3G
FRTHET,

Original SSLeay License:
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are
adhered to. The following conditions apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code. The SSL documentation included with this distribution is
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young’s, and as such any Copyright notices in the code are not to be removed.
If this package is used in a product, Eric Young should be given attribution as the author of the parts of
the library used. This can be in the form of a textual message at program startup or in documentation
(online or textual) provided with the package.
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http://www.openssl.org/
http://www.openssl.org/

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment:

“This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)”.

The word ‘cryptographic’ can be left out if the routines from the library being used are not
cryptography-related.

4. If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement: “This product includes software written
by Tim Hudson (tjh@cryptsoft.com)”.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. INNO
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be
changed, i.e. this code cannot simply be copied and put under another distribution license [including the
GNU Public License.]
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