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IND 1Z.MRP % ¥ 7R"— b3 5 Cisco A1 v F 3 L O Siemens Profinet PLC/IO 5 /34 A Zxf L TCHOH MRP £=4% 1 7%
PR—FLET,

E:MRP % %R — 3% Profinet PLC 5 X UNI/O 731 ZIEIND THA B ABLIVOERTE E T,
@D MRP BHEfE# 2 IND IZ L > CTINEINE T,

B MRP U YZIEH

B MRP R— MEH

WD MRP 77— AR R — I THET,

B MRP VI D=2 T/, AN LT SNMP b T v PSS TSN E L, ~ 32—V Yy OKEZF - LT
W5 Cisco AA v FIZORLMEHINET,

B MRP v Rx—VUxOEFRHENTZMRP UV /O~ —T ¥ 0 — VOEFEZRTT T— ARV AT AT X o TERS
NELIE, ZOT 7 —AE XV XY a0 —APRERINTT A AOENNE 134T~ ROT— X PERICHAE
LET,

HMRP v 32— ¥ OEET 7 — AL A X FURNOROB—VREREINTT A AT LTHRELET,

B HEOn— LV vx—Vy% ——->FLWha—: 7 T4 T b

B BEO—L: I TAT U ——->FHlr—i v =Ty

PR—hENDT A A

B MRP % 7K— k9% IE2000,|E4000,IE4010.IE5000, 5 £ U} [E3x00 i~ 7 2 U PID

B  MRP %% — k3% Siemens Profinet PLC/IO 7 /31 A

Parallel Redundancy Protocol (PRP) D% v hU—2 =X 1 7

Parallel Redundancy Protocol (PRP) D% v R U —27 E =4 I v 7% Ff7CX £9,PRP I, EFEH IEC 62439-3 TEFE
ENTWL LI A=Y Ry by V=27 Tk v L ANEER(EEZOBERRE ) 282492 X 2 Ic&FsnTn
7,

PRP (X Ot 7 e ha v b 3B X EEHLET, 2OFTIRH.2 2Oy NI —F A U F—T = A% 2 DOD
S LT BES NN T LRy NU—Z IR T 52 T (Ry N7 HEETEHER) = R/ — FRTLEMEEEREL
9,

IND iZ.Cisco 10S 15.2(6) LARED Y Y — A% FEIT L TWDHT /31 AT PRP %R —  L.PRP @ CIP/SNMP #7"— I Z#1
HIAHFET,



Industrial Network Director V V) —% 1.10x VY U—& /— |

K-

FEINDHFLWT Ty N7 — b LR

WD PRP BHEEH S IND I L » CTHUEESNE T,

B KOLOEET PRP /— K (RedBox 5 L Ut DAN) DA,
- FAYRAREEA HF—T A ADFEM
— LAN-ABIXWLAN-BR— DT —H T (A B —T =2 AN T ZNBEIE) 2 G T ¥ RAFEHE
- J—RF—7 & VDAN 5—7 /L (DAN D)

B [EERRELEGADT 7—L, T3 ANHD b7 v 7RSI, EHMHB IO T~ FEFRPICT 77— L4
NREAELET,

PFR—RFEINDT A A
B ENT2P ControlLogix Ethernet/IP €22 — 172 O CIP 7 Y= 7 b 56 8L W57 2% HR— 92 IACS /31 2

B FEEHA—Y Ry M AA > F:IE 4000.IE 4010, IE 5000, IE2000U, V< -27)>? PID,s5400,s5410,IE3400 ¥ LT
[E3400H 2 A v F

%7‘/\4’7\ I1.PRP F % F/LICBMT 5 ERFEADHK— bV ETASVWEZOXHE Y b A —F %y h A —
— M7 T A4~V R—FT.LAN-A |28 LE T REVWEBOR— 238 H o F U HR— h T LAN-BIZ8Hi L7,

WDT T — ML PRP EENEALEHBAEOEHNB LA T~ REFFIERINET,
B PRP Channel Interface Down:PRP F % Z/LOWETFNNDR— N REF T35 N H—ESNnET,

B LAN-A THEREND PRP 24 /LAN-B THR &5 PRP 84 A BB dHME I SV TRAE L E4, 2
LAN-A/LAN-B 7"— MIEEMZBERH D 2R L THET,

B LAN-A T#ETREN D PRP Z&EH/LAN-B THE I EN 5 PRP 455 LAN-A/LAN-B TAJJEEHOBEMIHERIND
LR —ENET,

£ :CIP/SNMP % %A — k9% PRP |%,Cisco I0S 15.2(6) THI®H THAR— I FE L7z,

TNA A Ze FH)TIEN

TNRA A RHTE WA ERIZT AL AR MAC T RLARIP T RL AR EOMERFEREZ RS WG E 72137
AAZANIND THR—=FENTWIHBHE 71 b 2 VIBEIDSETERWVEAIND A X MU RRA U M T, R %
FEFHTEMTEET,

INHEDTNRA ZAZFETEMTAZEIZEY IND . T3, A LTH X T T NA—T~DE Y Y4 C pxGrid — B A
EZHLICISE ~DOT 2y MEMOREFEEFR— N TEET,

H—DT7 A 22BMT25ZEH.C8V 77 A NVEMA L TT A ZAO—FEBMEZFEITT 22 L bR T,

i HHHERR & Ff> . — 1%, [Discovery] ~— Y DEMIIZH % [Manually Add Device] A ==2—&Z A L% 27 J v 7 LTF/A %
ZEMTE £,

[Operate] > [Discovery]



Industrial Network Director V V) —% 1.10x Y U—& /— |

VAT NE

BT S 2D T 4 —/L KOFE)F B

FNL AR T R TOBEEFRAZR S RWVIES  E7203 7 4 — /L RIZH A Z MEAZBINT 55813 AEDT A 2D
TN AERETFHCTHEFTEET,

HHL. 71 k=028 MULTIPROTOCOL D34  fith S iz 7 /34 20 [Name] £ £ O [Description] 7 4 —/L R TOZ4
R—hrEnET,
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AT LB
£1 VAFLAEH

TAY kv T EE I/ N

Windows AL —7 (7 A7 A (0S) Windows 7 Enterprise ¥ 7-13 Professional, —t Zx/3v 7 2
Windows 10
Windows 2012 R2 Server

77Uy Chrome:/X—< 3  50.0.2661.75.53.0.2785.116 LA
Firefox:55.0.3.57.04.63.0.3 L&

CPU 79Uy Fa7 1.8 GHz

RAM 8 GB

ARL—Y 50 GB
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B |E1000 A A v FIZ-2OW\WTIL, [Cisco 10S DfH & EHICHMBERRE I A BB L T Z &0,

Cisco I0S Z#F{TT AT _XTD IE A A v FICHLEREHESA DO E
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Cisco 10S Dt & BERIC LB 7278 E
Z DOSEEDRRETEHIL.IND 1.10 OLH @ [Device Prerequisite Configuration] X\ 5 BHEL O FICH Y £7°,

ROFNEIZHE S TIND 237 /34 A ZfitH L UNLICENSED K&~ 5 LICENSED JREEICHATTE D L HICAA v FE2REL
i‘g—o

1. Z7a—r )L a7 4 X¥al—var E— N2l LET,
configure terminal

2. VAT LPNIEMEICT NA AL TE D £ 51T SNMP 2R E L £,
snmp-server community read-community ro

read-community |X, > AT LAOT 78 AT BT 7 A NV TEFRIIN TS SNMP V2 5840 CFF & —F L TV D HLEN
HVET, T/ RBATO T 7 A NI T 4 ZHAN) T 07 7 A JWZEHEMT SN TWET, T 7 4L kD read-community 3¢
T8 % public) T9,

3. ROa~<> FE AN LT VAT ANTA B A5 SN2 T A A& L SNMPv3 %{#H L C UNLICENSED ik#E
225 LICENSED JRFEICT NA REBITCEDL LI LET AR LI V=T LT — NIZRDAT v I TRET D
SNMPv3 = —F|ZBEA 1T B 7= DIEA L E T, 71— 1Cx L GRIR LT — RIZESW T 22—V ORGE, 77 A4
v—7u hal BLORAY— RERECTXET,
snmp-server group group_name v3 mode
mode 1 TIRDNT T,
priv:Data Encryption Standard (DES; 7 — 4 i 5-4k&) 237 v s OEF S bE B LE T
auth: Message Digest (MD5) 35 X O Secure Hash Algorithm (SHA) 12 X 537 v FNFEREA FIRE T

noauth:noAuthNoPriv £ W5 EFx =2 U 7 1 LUl A 2 —7 /W2 LE 79, no-keyword 2MEE SN TWBFA, ZNhBT
7+ N TT,

4. SNMP 7/ L —7IZk LTl — 2 BmL £,

snmp-server user user_name group_name v3 [auth authentication_type authentication password [priv privacy type
privacy_password]

H:auth 7203 priv O/XA T — KX 64 XFEB2Rr0E ol LET,

— auth: FFE LR EE v v 3 > T3, HMAC-MD5-96 (md5) F 7213 HMAC-SHA-96 (sha) 78iE L ~/L D E 5 5 )
ERETE NAY— KA MY 7 auth-password ISWEETH AR — K 3TV 5 privacy_type DX {aes | 128 |
des} T

—priv: 77 A X— b (priv) AL T VTV XAB X OVNAT— KA MY > 7 priv-password % E LET

5. AT L3 T /34 A% UNLICENSED k87> LICENSED RBBICEFICBATT D LIS RERE L ET, 2L v A
TADT 7 RAT a7 7 A VTHRESNIZT NA AT 7B A[OA—YH/H ENRAT— N =BT HLERDHY 7,

username username privilege 15 password 0 password

6. FBIERAIBLOT ATV T 4 7 (AAA) R ET HITIF RDa~ 2 FE A LET,
aaa new-model
aaa authentication login default local

aaa authorization exec default local
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7.

10.

X 2T =V (SSH) —R"EHRELET,

ip ssh version 2

. HTTP/HTTPS % — & EL £,

ip http server
ip http secure-server

ip http authentication aaa login-authentication default

. [BIFRD Telnet & v 3 OB (EIF) & Telnet RAT— REFHRELET,

line vty 0 15

login authentication default
transport input all

transport output all

¥¢HE EXEC =— RIZED £7°,

end

IE 1000 A A v F O & EBICNIERT N, A~ 32—V % DR IE

1.

2,

3.

IE 1000 T /3A A==V xizun /A LET,
Z—PL T 4 — )L RIFEAIC LT 2SAT—RE LTeisco & AT LET,
[Admin] > [Users] #34R L £,

TN AT I AZ—PEEHK LIND DT 7 A a 7 7 A L THE D —FE2HHLET,
.SNMP 2 2=7 4 A N 7 &HAHEY EH (ro) IZFRELET,

a. [Configure] > [SNMP] &R L EF Ay 77 v 7T 40> FUT[OK] %27 Y 27 LTSNMP ZfE L ET,
b. Fxzv IRy A%A N5 ESNMP £— R 7 a— WZEMNZR Y £9,[Submit] 27 V v 7 LET,

. [Community Strings] # 7% &R L ET, 2 2=7 4+ A b > 7 public DiRHBMOEHAT 7 2% BMLET, (T 7+

VT, ZAUEEE AR BEH (ro) A N U 7 CF)
SNMPv3 DA

a. [Users] # 7&BR L A EX 2V T 4 LUV RBGET 2 ha L @BFESAT— R 774 v —Ta bal BX
NI TANY—R2AT— REMHEHLTsnmpv3 2—FZEMLET . OKZ7 Y v 7 LET,

b. [Group] # 7 Z@IN L fE L1z —HF 2RI SN —TLZ2HEELET.OK %227 U v 7 LET,

. [Admin] > [Access Management] % 3R L £ 9,

a. SSH 721 Telnet Z AT AITIZ. ZDF =2 v IRy I A A N LET, (DA 7T 3 IFIE1000 & IND @
BEHFEERELET)

b. [Submit] Z#27 V27 LET,
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E 2 v TFDOT— A KNT v THRE
B L CUNE 370 2 88 0 E 5702

VAT ANTTNA R T4 B ARBIZBITT 2 & ROBRENT v v 2 IhET,
EROREA 7 V7 kT {certificate key length} |7 /314 ZADT 72707 7 A MM LEESNET,

# Secure-mode only

# If the device has a self-signed certificate with RSA key pair length <{certificate-key-length}.The
certificate key length is obtained from the device access profile.\ (or) if the device does not have
self-signed certificate in nvram

crypto key generate rsa label IND HTTPS_ CERT_KEYPAIR

modulus <{certificate-key-length}>

crypto pki trustpoint IND HTTP_CERT KEYPAIR

enrollment selfsigned

subject-name OU="IOT”

rsakeypair IND HTTPS CERT KEYPAIR

hash sha256

crypto pki enroll IND_HTTPS_CERT_ KEYPAIR

# Enable SCP server

# Used for transferring ODM file from the system to device

# For insecure mode the system uses FTP to transfer ODM file

ip scp server enable

# If AAA is not enabled on the device

ip http authentication local

#Secure mode only

ip http secure-server

ip http secure-port {secure—mode—access—port}
#Insecure mode only

ip http server

ip http port {regular-mode-access-port}

# Configure WSMA

# The system uses WSMA for management
wsma agent exec

profile exec

# Secure-mode only

wsma profile listener exec

transport https path /wsma/exec

# Insecure mode only

wsma profile listener exec

transport http path /wsma/exec

# SNMP configuration

# Trap destination. The system supports both v2c and v3

snmp-server host <ind-ip-address> version 2c {snmpv2-read-community} udp-port 30162

# Trap destination for v3 security

snmp-server host {ind-ip-address} version 3 {snmpv3 mode} {snmpv3 username} udp-port 30162

# Bootstrap configuration for SNMPv3

# The system needs the following configuration to be able to query bridge-mib with SNMPv3
security in IOS devices.

# This bridge-mib is required by inventory service to get MAC-Table from SNMP when the
system moves device from new to managed state.

snmp-server group {group name} v3 {snmpv3 mode} context vlan- match prefix

# Enable RFC2233 compliant for linkDown and linkUp trap

snmp-server trap link ietf
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# Enable traps supported by the system

snmp-server enable traps snmp linkdown linkup coldstart

snmp-server enable traps auth-framework sec-violation

snmp-server enable traps entity

snmp-server enable traps cpu threshold

snmp-server enable traps rep

snmp-server enable traps bridge newroot topologychange

snmp-server enable traps stpx inconsistency root-inconsistency loop-inconsistency
snmp-server enable traps flash insertion removal

snmp-server enable traps envmon fan shutdown supply temperature status
snmp-server enable traps alarms informational

snmp-server enable traps errdisable

snmp-server enable traps mac-notification change move threshold

# Configure SNMP to retain ifindex across reboots

snmp ifmib ifindex persist

# Enable dual-power supply
# Not applicable for S5410, IE5K, CGS2K, IE3010
power-supply dual

# Enable SD card alarm

# Not applicable for S8000,CGS2K,IE2000U,IE3010,IE3K,IE3200,IE3300,IE34000 and S5800
alarm facility sd-card enable

alarm facility sd-card notifies

# Turn on notifies for selected facility alarms

alarm facility temperature primary notifies

alarm facility temperature secondary notifies

# Following not application for CGS2K, IE3010

alarm facility power-supply notifies

no alarm facility power-supply disable

IE 1000S A A v F DT —FA T v THRE
B L CTWET/n?

# Traps for IEI1K

snmp.config.trap source.add coldStart

snmp.config.trap source.add warmStart

snmp .config.trap source.add linkDown

snmp.config.trap source.add 1linkUp

snmp.config.trap source.add topologyChange

snmp.config.trap source.add authenticationFailure

snmp.config.trap source.add entConfigChange

snmp.config.trap source.add fallingAlarm

snmp.config.trap source.add risingAlarm

snmp.config.trap source.add newRoot

# Trap destination

snmp.config.trap receiver.add <ind-ip-address> version 2c {snmpv2-read-community} udp-port 30162
# Trap destination for v3 security

snmp.config.trap receiver.add {ind-ip-address} version 3 {snmpv3 mode} {snmpv3 username}
udp-port 30162

10
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IND 77V r—> g3 DA A F—Jb
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