[hnn|

ESEHACLOYYVF

ZOEL, WOETHEINTWET,

edeny (FH) (2~X—)

e permit (FHE) (4 X—)

» management access-list (6 ~X—1)

* management access-class (8 ~—1)

+ show management access-list (9 ~<—3")

* show management access-class (10 ~<—13)

gmacLawr R ]



gEACLITUF |
. deny (EIE)

deny (EIF)

BT 7 A YA (ACL) @ permit/L—/L (ACE) Z&RET HIC1E. deny EH T 72 U
AR a7 4 FXal—YarE®E—Ravr ReEHLET,

94
deny [interface-id] [service service]
deny ip-source {ipv4-address | ipv6-address/ipvo-prefix-length} [mask {mask | prefix-length}]
[interface-id] [service service]
INS A—4
cinterface-id : (A7 v ay) A VX —T A AIDERELET, A F—7 A AIDIC

WIRDZA T ONTNNERECTCEET i A=V Ry b FR—F, A—F FrxLFEEX
VLAN

eservicesarvice: (A7 v ayv) —bv R XA TEIEELET, FHTHEZREIZ, Telnet,
SSH, HTTP. HTTPS. ¥ X TU'SNMP T9,

s ipv4-address : Z{ETC IPv4 7 KL A ZHRE L £7,

- ipv6-address/ipve-prefix-length : 25{Z7C IPv6 7 KL A L E[EILIPV6 7 RLAD T LT
JAREWRELET, V74 v 7 ARIEI, ATy a () TRHETLILERHY £7,
NI A—=ZL, BREFRETT,

emaskmask : EETLIPVAT RL A Xy T —7 A7 ZRELET, XT A—H[X, IPv4
T RLRICOBRBEL £9,

« mask prefix-length : 5T IPVA 7T RL A L7 4 v 7 A&kt MMgziEELE
T, V74 v ARIF, AT via () CHSGTLA2MNENDD £7, /XT A =L,
IPv4 7 RLAIZORPM L ET,  (HiFH : 0~ 32)

FIAILEERE

= VTR E SN TWERA,

aAvU R E—F

BHT V7 EAVARN a7 4 X2l —v gy EF— R

EREDAA RZA4 Y

IP7 RUARMEY) 72 A X —T 2 A ATERINTWDIEHEE, A —V % v b, VLAN, K~—
N F v R RXTRA—=H D=L PRFHTT,
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deny (52 [

151
WOFITIE, mlist LIEEH S ACL DT _RTOR—FEHELTLET,

switchxxxxxx (config) # management access-list mlist
switchxxxxxx (config-macl) # deny
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. permit (HIE)

gEACLITUF |

permit (EIE)

BT 77A UAK (ACL) ® permit b—/L (ACE) ZET HIZIX, permit FET 7 & A
AR ary74F¥al—aryE®—Ravr ReEHLET,

3
permit [interface-id] [service service]
permit ip-sour ce {ipv4-address | ipv6-address/ipv6-prefix-length} [mask {mask | prefix-length} ]
[interface-id] [service service]
INS A—4
sinterfaceid : (A 7> ay) AV ¥ =T ADEHRELET, A ¥ —T = AIDIZ

WIRDZA T ONTNNERECTCEET i A=V Ry b FR—F, A—F FrxLFEEX
VLAN

eservicesarvice: (A7 v ayv) —bv R XA TEIEELET, FHTHEZREIZ, Telnet,
SSH, HTTP. HTTPS. ¥ X TU'SNMP T9,

s ipv4-address : 5570 IPv4 7 RL A ZIEEL £ T,

- ipv6-addresslipv6-prefix-length : ZE{EICIPv6 7 RL AB L OEEIL IPV6 7 RL AD T L
TA I AREHRELET, TV 74 v 7 ARIE, AT vva () THBTL2L4ERD
DET, NTA=HXIL, HIEAETT,

emaskmask : EETCIPV4T RL A Xy U —F <R EHEELET, ZORT A =X,
IPv4 7 KL R |ZDO LB LET,

« mask prefix-length : HETCIPVA 7 RL A F L7 4 v 7 AR THE Y MMgEIEEL £
T, TVT7 4w 7 ARIE, AT via (/) CHBTAOMNERHY T, ZO/NRTA—F
X, IPvd 7 RLRICORB#E L E9,  (HiPH : 0~ 32)

TIAIERE
JL— VIR E SNV TWERE A,

ATV R E—F
BT AV AN a7 4 F¥al—Tary EB—F

FEREDAHA RS>

IP7 RLUAR@EY A VX —T 2 A ATERIINLTWDEAEIE, A —H% v b, VLAN, &~—
b F v X RNTRA—=H D=L PNERHTT,
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permit (532

151
WOFITIL, mlist &FEEN D ACL DT _RTOR— FZFr LET

switchxxxxxx (config) # management access-list mlist
switchxxxxxx (config-macl)# permit
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. management access-list

gEACLITUF |

management access-list

BHT/7®2A VAN (ACL) ZFELT, FHT 7 AV AN a7 4Xal—vay £—
K &BAtAE3 5 121X, management accesslist 7 n— )L 27 4 Fal—y gy E—Kavy
RZMHLET, ACL ZHIBRT5121E, Z0a~vr FonoBXE#H L £,

BX
management access-list name

no management access-list name

IND A—A
name: ACLAZ#HEELET, (EE:1~32F)

FIAILEEE
BALAP

AU kRE—F

Jua— ) ary7 4 ¥alb—varE—F

FEREDAA RZA4 Y

Zoavy REFHTAE, BHT 7R VR MERETEET, Zoavr Nt BT 7
TAVAN T4 X2l =gy BT—RERKBLET, 22T HET7 78 AR F-
XA T 7 B ASMEN deny & permit 2~ 2 RE2EH L TEZRSN TV ET,

—HEHENERINTW WSS, 7 7 4/ MAlL deny T9,

TI7EAVAN AVTHFRAMNEBEANTDHE, HILWWAL—ABT 7R URXNOREZIZAT
ShEd,

management access-class (8 X—3) a~ U F&HTLE, 7774727 78A URXR
BN CTEET,

TIT 4 TIREEY A NI ELITHIBRT S Z X TEER A,
HEE— NIMOT 7827 7 2AL LTRESNTZERT 782U A~ (AAA =~y Rk
v a @ a2 K login quiet-mode access-class) X, ZHE E2ITHIRT 5 Z LIXTTEEHA,

IPv4 %7 FThRUFRMMEENTWD IPVO B N T 7 ¢ v 7 OA . EH ACL MMM IPv4
ANy B —IZEONCEA SN (F—E 2 74—V ROA—VTER SN) . RICHNES IPv6 ~ v
A=A EsnET,

Bl iz, mlist WO EET 7R Y X NEER L, B gil/0/1 & gil/0/9 %3 E
L. iLWT7 27 BRVARANET 77 47U ANMITHHERLET,

switchxxxxxx (config) # management access-list mlist
switchxxxxxx (config-macl) # permit gil/0/1
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switchxxxxxx (config-macl) # permit gil/0/9
switchxxxxxx (config-macl) # exit
switchxxxxxx (config) #

B2 iz, Tmlist] EWHIEHT 782U X F&2/ER L. gil/o/1 & gil/0/9 Z k< 3
RCODA B =T oA AEEFEERA L H—T oA AIHEL, FILWT 7 EAV R %
TIT 47T IVANMITLEERLET,

switchxxxxxx (config) # management access-list mlist
switchxxxxxx (config-macl)# deny gil/0/1
switchxxxxxx (config-macl)# deny gil/0/9
switchxxxxxx (config-macl) # permit

switchxxxxxx (config-macl) # exit

switchxxxxxx (config) #
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. management access-class

gEACLITUF |

management access-class

T T4 TIRERT /A VAN (ACL) % EF L CEHEEZHIIRI 521X, management
accessclass /m— L a2 T 4 Fal—varyEB—Ravr REFEHLET, BHEEEH R
PRI TAICIE, Zoa<wry FonERXEFEHLET,

B
management access-class {console-only | name}

no management access-class

ING A=A
sconsoleonly : /34 Z& 3 ) —LDOHNSEHTEH X HITIEELET,
ename: i+ 2 ACLAZfRELE T, (RS :1~32%F)

FTIHIEERE
T 7 4V FERE T, BHEGEAHIRINL T EE A,

ATV K E—F

Ja—n) a7 4 FXal—gr EFT—K

il

WOFTIE, mlist LIEENDZ T 78R VA NET VT4 7 REHET 78R VAN LTES
L/iﬁ—o

switchxxxxxx (config) # management access-class mlist
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show management access-list .

show management access-list

BT 7EAYU AN (ACL) 2Frd 521X, show management access-list 5+ EXEC £— K
a~vy REfHLET,

X

show management access-list [name]

INS A—4
name: (7 ay) FRTIEHT /72 VA MNOLARIZIEELET, (FEE:1~32X
F)

TIAILFERE
T_RTOEF ACL BNFERENFET,

ATV R E—F
H¥ibE EXEC £— K

51
WOHFITIL, mligt FE ACL ##£ R~ LET,

switchxxxxxx# show management access-list mlist
ml

deny service telnet

permit gil/0/1 service telnet

! (Note: all other access implicitly denied)
console (config-macl) #
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. show management access-class

show management access-class

TIT 4 TIRERT 78X YA~ (ACL) DA FRAT 5121, show management access-class
¥ EXEC E— K a~ v REEHALET,

X

show management access-class

INS A—4
ZoOa=y FIFBIEELEEF— TV —FEH Y EH A,

ATV K E—F
HikE EXEC £— R

151
Bl ROFITIE, 72T 4 7728 ACLIFRAZF R LET,

switchxxxxxx# show management access-class
Management access-class 1is enabled, using access list mlist

Bl2: ROBITIE, THAAATERT 7 CRAT TZAPRFRTI TR, T ARHFEE—
MR THL5EIC, 777 4 TIREHACLIEHEZFR R LET ( TAAAa~ U R BT ¥ s
> @ login block-for 3 X OF login quiet-mode access-class 2~ > K& &)

switchxxxxxx# show management access-class

Management access-class is enabled, using login quiet-mode period

access-class quiet-ACL(mlist access-list will be active when login quiet-mode
period ends
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



