ACLaO<T > K

ZOEL, WOETHEE I N TWET,

s ip access-list (IP JLgk) (2 ~X—2)

e permit (IP) (3 =—2)

sdeny (IP) (6 ~—%)

* ipv6 access-list (IPv6 JL3E) (9 ~X—2)
e permit (IPv6) (10 =—2)

edeny (IPv6) (13- =—%)

* mac access-list (16 ~<—37)

e permit (MAC) (17 <—2)

edeny (MAC) (19 ~<—2)

» service-acl input (21 ~X—7)

* service-acl output (23 ~X—7)

s time-range (25 ~—3)

s absolute (27 ~—72)

* periodic (28 ~X—7)

* show time-range (29 ~X—73")

* show access-lists (30 ~<—3)

» clear access-lists counters (31 ~—1)

« show interfaces access-lists trapped packets (32 ~—1)
s ip access-list (IP fZ£¥#E) (33 ~—)

* ipv6 access-list (IP FE#E) (35 ~X—)
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. ip access-list (IP }i3k)

AcLazw ok |

ip access-list (IP #:5R)

IPv4 772 A UA L (ACL) IZ4RIZMTFTTCTNNAAZIPVAT VA VAN a7 X a
L—ya v E— NIZT 5T, ipaccesslistextended 70— )L 2> 7 4 Fab—Ta VE—
Ravr REHLET, Zoavr NE<T_XToa~vy Rk, ZOACLEZSRLET,
Z® ACL ®/v—/v (ACE) X, permit (IP) (3 <X—) FBLWdeny (IP) (6 —)
o<y RTEHRINFET, service-aclinput (21 ~X—) a~<r FNiE, ZTDOACLZA ¥ —
7z A AZHEHT DG EIERNLET,

T7EA VA PEHIERTSICIE, Z0oavy FOono JEAEHEHLET,

B
ip access-list extended acl-name

no ip access-list extended acl-name

INS A—4
cacl-name: IPv4 77 & A U A hDOLHL,  (#EPH : 1~ 32 F)

FTIHIEERE
ERINTWABIPMT 7R U MIHY EEA,

ATV R E—F

Ja—)ary7 4 Fal—yaryE—KR

FEREDHA FS14 Y

IPv4 ACL 1T — B DARICEREINE T, IPvd ACL, IPv6 ACL, MACACL £7-1Z ARV > —
<~ v ZiE, FLARIEFEHTEERA,

1

switchxxxxxx (config)# ip access-list extended server
switchxxxxxx (config-ip-al) #
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permit ( IP)

permit (IP) .

IPv4 7 7 E2A U A K (ACL) OFASEMEZFRETHITIE, pemitlP 7 78R VA Nar7 g
Fal—raryrE—RNavr F2ERALET, FFA&MfE. 7782 a2 he— b
(ACE) & uMEENnEd, 772 arbo—L ) ZHIBRTAH100%, a2~ FOno ¥
REEHLET,

X

permit protocol {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority
priority] [dscp number | precedence number] [time-range time-range-name] [log-input]

permit icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type]
[any | icmp-code]] [ace-priority priority] [dscp number | precedence number] [time-range
time-range-name] [log-input]

permit igmp {any | source source-wildcard} {any | destination destination-wildcard} [igmp-type]
[ace-priority priority] [dscp number | precedence number] [time-r ange time-range-name] [log-input]

permit tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp humber | precedence
number] [match-all list-of-flags] [time-r ange time-range-name] [log-input]

permit udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp humber | precedence
number] [time-r ange time-range-name] [log-input]

no permit protocol {any | source source-wildcard} {any | destination destination-wildcard} [dscp number
| precedence number] [time-range time-range-name] [log-input]

no per mit icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type]
[any | icmp-code]] [dscp number | precedence number] [time-range time-range-name] [log-input]

no permit igmp {any | source source-wildcard} {any | destination destination-wildcard}[igmp-type]
[dscp number | precedence number] [time-r ange time-range-name] [log-input]

no permit tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number] [match-all
list-of-flags] [time-range time-range-name] [log-input]

no permit udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number] [time-range
time-range-name] [log-input]

INTA—4
e protocol : IP 7'&t b )L DAFTE72IEE S, FIMFAIREZR 7' e h 2 /v 40X, icmp, igmp. ip.
tep. egp. igp. udp. hmp. rdp. idpr. ipv6. ipv6:rout, ipv6:frag, idrp. rsvp. gre. esp.

ah, ipv6:icmp, eigrp, ospf, ipinip, pim, 12tp, isis T3, EEOT v ha L EzBETHIC
I, ipF¥—YU—FRZFEHLET (& : 0~ 255) .

esource: N7y FOREETTIP 7 KL A,

ACLaAT > K .
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. permit (IP)

« source-wildcard : 2EEICIP 7 KL AIZHEASNDTIA NV RI— KR E Y b, BHETIHIE Y b
PLECEEHLET,

s destination : /X7 > FDFEEIP 7 R LA,

« destination-wildcard : 485G 1P 7 RV AIZHEA SND VAV RKA—REy b, BETLIE Y
MR LET,

e priovity : 7 7tAxAa> kr—n U AL (ACL) N7 Z7EAay ha—L x> Y (ACE)
OERIAMLZFEE LET, 1) OENRLEWVELIAI 2R L, 12147483647 OfEN
B OIRWVEIEIENL 2R L3 (P - 1 ~ 2147483647)

« dscp number : DSCP fEZ+5E L £7°,
« precedencenumber : IP 7L L5 v AEAFEE L £7,

cicmp-type : ICMP /347 > hD 7 4 VEZ U L ZIZICMP A vt — A4 ThRigELET, &
FERITROEOWTNE AT LET, echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertisement, router-solicitation,
time-exceeded, parameter-problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply. traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-registration-request,
mobile-registration-reply, domain-name-request, domain-name-reply, skip, photuris, (HiPH :
0 ~ 255)

«icmp-code : ICMP /X% > b D7 4 L Z Y ZIZICMP A vt — a— REHELET,
(#iPH : 0 ~ 255)

«igmp-type : IGMP /X7 > b, IGMP A v — XA 7 TT7 4 VAP TEx £4, HEE
T AFIROEDOWT 3% AN JJ LE T, host-query, host-report, dvmrp, pim, cisco-trace,
host-report-v2, host-leave-v2, host-report-v3, (&ifH : 0 ~ 255)

« destination-port : UDP/TCP46%cA— M 45 E LE T, A— FO#EPEEZ AT DI, ~A
ToEHBEHLUET, fFl:20-21, TCPOLAIXEEDROMEDOWTILnE A LET, bgp
(179). chargen (19), daytime (13). discard (9). domain (53). drip (3949). echo (7). finger
(79). ftp (21). ftp-data (20), gopher (70), hostname (42), irc (194). klogin (543). kshell
(544), 1pd(515), nntp (119), pop2(109). pop3 (110), smtp (25). sunrpc(1110), syslog(514).
tacacs-ds (49). talk (517). telnet (23). time (37). uucp (117). whois (43)., www (80), UDP
OEET, FHEITROMED 1 2% NS LET : biff (512), bootpe (68). bootps (67).
discard (9). dnsix (90). domain (53), echo (7). mobile-ip (434). nameserver (42), netbios-dgm
(138), netbios-ns (137), on500-isakmp (4500), ntp (123). rip (520), snmp (161), snmptrap
(162). sunrpc(111), syslog(514), tacacs-ds(49). talk (517). tftp(69). time (37). who (513),
xdmep (177),  (FiPH : 0 ~ 65535) .

« source-port : UDP/TCP £fZ7eR— M AFRE L ET, EFRF AP — b1, destination-port
NTA—FTERSNET,  (HH : 0~ 65535)

« match-all list-of-flags : 4T 2H2MEOHLTCP 77 7DV A L, 7T 7 %FHET HHEIT
M+ ZENAHTET, 77 72RELRWEEIT [ 2N £, SRR A4~
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permit (IP) .

v a L +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn B X -fin T
T 7770, 1 DOLFINEAE S LET, B : +Hin-ack,

. time-range-name : Z OFF A AT — kA > M A S DRI O£ G, (EPH < 1~
32)

elog-input : = h VIC—EF 537 v MIETL1EH SYSLOG A vt —V A2 XET DD

EEBELET, BEELIT Ry T3 N—RYy =27 T, v X 73V 7 bU =7 TET
SINET, LER->T, log-input ¥ —V — K& & ACE & —ET 237 v b RZHAFE
THEE, V7 b2 T 3= R =7 OMEHEE BV ZENTERNED, —56
DTy MIaX o ZFINBRWGEDRH Y £7,

FTIAIERE
EFEINTWAHAIPMTZ7ER VA RMIHY FHA,

AR E—F
P77%®AVA RN a7 4 Fa2l— gy F—K

FEREDHA K4

HDHHEPHDAR— S ACE DEETAR— MHEHAEINTWBEE. D ACE DEE TR — MZ
HFEHINTWIUEFERI Y v SR ERA, RN— bOHEPHD ACE OFEER— MIEH SR
%6, Bl ACE O — MIFEHINTWTH, B MIENEREA,

R— FOFFHBEE TR — M SN 56, sieR— MRS THWD &, Fh vy
FENET,

ace-priority Z G L7856, — L OESENENLIEBIE D 85t ACE (BIfED ACL N) +20 12
BESAVET, ace-priority |, ACLZ LIZ—ETHOILERH Y £9, =—F NI TITHFET
LRI Z A Lica, A~y FIFESSNET,

il

switchxxxxxx (config)# ip access-list extended server
switchxxxxxx (config-ip-al)# permit ip 176.212.0.0 00.255.255 any
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. deny (IP)

deny (IP)

AcLazw ok |

IPv4d 77 A U A NOESEMEEZZRET DT, denyIP 778 A JA a7 4 Fab—
varE—Ravwr REFEALET, EASKMHE, 7782 a3y be— = vU (ACE)
LHIEENEY, TR a3 br—r o MY EHIRT A2, a2 RO no B A5
L%,

X

deny protocol {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority
priority] [dscp number | precedence number] [time-range time-range-name] [disable-port|log-input ]

deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type]
[any | icmp-code]][ace-priority priority] [dscp number | precedence number][time-range
time-range-name] [disable-port |log-input ]

deny igmp {any | source source-wildcard} {any | destination
destination-wildcard} [igmp-type][ace-priority priority] [dscp number | precedence number][time-range
time-range-name] [disable-port |log-input ]

deny tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp number | precedence
number ][match-all list-of-flags][time-r ange time-range-name] [disable-port |log-input ]

deny udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp humber | precedence
number ][time-r ange time-range-name] [disable-port |log-input ]

no deny protocol {any | source source-wildcard} {any | destination destination-wildcard} [dscp number
| precedence number][time-range time-range-name] [disable-port |log-input ]

no deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type]
[any | icmp-code]] [dscp number | precedence number][time-range time-range-name] [disable-port
[log-input ]

no deny igmp {any | source source-wildcard} {any | destination destination-wildcard} [igmp-type] [dscp
number | precedence numberJ[time-range time-range-name] [disable-port |log-input ]

no deny tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number][match-all
list-of-flags] [time-range time-range-name] [disable-port |log-input ]

no deny udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number][time-range
time-range-name] [disable-port |log-input ]

INS A—4
e protocol : IP 7'1 k /L DAFTET2IEE S, FIHFTREZR 7' 2 k2L 41X, icmp. igmp. ip.
tep. egp. igp. udp. hmp, rdp, idpr. ipv6. ipv6:rout, ipv6:frag, idrp. rsvp. gre. esp.
ah, ipv6:icmp, eigrp. ospf, ipinip. pim. 2tp, isis T3, EEDO T 1 bV EZHET HIT
X, IpF¥—VU—FRZFEHLET, G : 0 ~ 255)
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deny (IP) .

ssource : 2347w FOREETIP 7 KL A,

» source-wildcard : IH{ETCIP T KL A ZHEASND YAV KA — R Ey b, BHITIE Y b

FLEICHEA LET,

» destination : /X% > F DS IP 7 KA,

« destination-wildcard : Z8%CIP 7 FL AIZHEA SINDB YAV KO —RFEY b, BETIE >

MZEICHEH L ET,

e priofity: 77EAa hr—L U AL (ACL) NOT7 Z7tA =2 ha—/L = b (ACE)

OELIBMEZREELET, 1] OERERGEHVVELIAM 2R L, 2147483647 OEN
BHIRVEIEIEfL 2R LEd (FFH : 1 ~ 2147483647)

« dscp number : DSCP fEA+57&E L £ 7,
« precedencenumber : IP 'L 5 U AMEEAFEE L £7,

sicmp-type : ICMP /X7 > RD7 4V HZ Y TIZICMP A vt —2 A4 THIEELET, &

FEITROEONWT D Z AT LET, echoreply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertisement, router-solicitation,
time-exceeded, parameter-problem, timestamp. timestamp-reply. information-request,
information-reply, address-mask-request, address-mask-reply. traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-registration-request,
mobile-registration-reply, domain-name-request, domain-name-reply, skip, photuris, (&7 :
0 ~ 255)

sicmp-code : ICMP /X7 > hD 7 4 VX ) U FIZICMP A vt —Y a— REBRELET,

(#PH : 0 ~ 255)

«igmp-type : IGMP /X7 > hME, IGMP A vt — XA 7 TT7 4 VA TE£¥, KEF

T2IXROMEDONTIh %2 AJJ LE T, host-query, host-report, dvmrp, pim. cisco-trace,
host-report-v2, host-leave-v2, host-report-v3,  (#iPH : 0 ~ 255)

« destination-port : UDP/TCP 4 5Eh— M Z45E LE T, A— hO#HiHE AT 51T, A

TR LET, B :20-21, TCPDOGEITFESILROMEDONTNnE AT LET, bep
(179). chargen (19), daytime (13). discard (9). domain (53), drip (3949). echo (7). finger
(79). ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194), klogin (543). kshell
(544), 1pd(515), nntp (119), pop2(109). pop3 (110), smtp (25). sunrpc (1110), syslog(514),
tacacs-ds (49). talk (517). telnet (23), time (37). uucp (117), whois (43), www (80), UDP
DOEEIE. BEEITROMED 1 2% AJJLET : biff (512), bootpe (68). bootps (67).
discard (9). dnsix (90). domain (53). echo (7). mobile-ip (434). nameserver (42), netbios-dgm
(138). netbios-ns (137), non500-isakmp (4500), ntp (123), rip (520). snmp (161), snmptrap
(162), sunrpc(111), syslog(514)., tacacs-ds(49), talk(517). tftp(69). time (37). who (513),
xdmep (177), (& : 0 ~ 65535)

« source-port : UDP/TCP i£fE e — A fRE L ET, EFRF A — M4 1%, destination-port

NI A—=HTEFZESNET, @EPFH: 0~ 65535)

ACLaAT > K .
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. deny (IP)

« match-all list-of-flags : AT HMLEDOHHLTCP 77 7 DY A L, 777 D% v FNSLER
Laid, T+ 2% TET, 7770ty MERBKERGEX, - ZJeEICH
T E9, BEHATREZ A > 3 i +urg, +ack, +psh. +rst, +syn, +fin, -urg, -ack. -psh.
sty -syn BE O -fin T, 7771, 1 DOXFHNGERE SN E S, B : +fin-ack,

« time-range-name : Z OFF A AT — kA > M A S DR O4 T, (EPH 1~
32)

e disable-port : Z DKM T HEE, A —V vy b A X —T = A ATWHHT/2 0 F
ﬁ‘o

elog-input : =2 M VIC—EF 537 v MIBET L 1EHsyslog A v E—VE2EETDL LIS

BELET, BEELEI Ry A3 N—FRy=7 T, aX o 73V 7 =7 TETSN
F9, L7722 -> T, log-input ¥—V— R&ETe ACE & —ET 2537 v NIRRT D
Ba. Y7 MU =73 A= R =27 OUEEEITEN-O 2 ENTE RN 2D, —HidS
Ty bIunFd o rsnengeEnb ) £7,

FIAILEERE

ERENTWAIPVET ZEZX YA RMNIHY FHA,

ATk E—F

P7/7®AVAR a7 4Falb—vay F—FK

EREDAARZA4

ACL TJiEFEAHE7R TCP/UDP #iPHOEIIHIR I CW\WE T, HHHEPHD AR — 23 ACE DG
TER— MIER SN TWAEE. BID ACE OEETLA— MIbLEHA I TOIUEEORD 7
FENFHA, K— hOFPHN ACE D5 — MR SN %A, Bl ACE D56t — k
RSN TWTS, B vy MIESh s,

HLHFHDORN— FBFETLAR— MEH SN TV L5EE, siR— MIbEH S TORIEH
CHU s hENET,

ace-priority % B L7234, /L— /L OB SNENIZIAE D FefE S ACE (BAED ACL ) +20 (2
BE SN ET, ace-priority (X, ACLZ LIZ—ETHIHIVENRH Y 7, 2—VFNRIT CTIHFEET
HELNENT 2 A LI26, o~y RIESShE T,

1

switchxxxxxx (config)# ip access-list extended server
switchxxxxxx (config-ip-al)# deny ip 176.212.0.0 00.255.255 any
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ipv6 access-list (IPv6 $i:3R) .

ipv6 access-list (IPv6 53R)

IPv6 7 78R U AR (ACL) ZEHEL T, T AM AZIPV6 T 7 EA VAR a7 4 Fab—
vay EB— RIZT DI, ipvbaccesslist 7 m— L a7 s Fal—vary E—Kavy
REMHALET, Zoavr Rigk< TXToavr Nii, 2O ACL SR LET,

TIEA VR NEYRTAICE., 2oa<wr FOonBREFHLET,

94
ipv6 access-list [acl-name]

no ipv6 access-list [acl-name]

IND A—A
acl-name : IPv6 7 7 2 U 2 K D4, # : 1~ 32 30F,

FIHIFEFE
IPv6 7 78R JAMIEBEBESNTWERA,

AU kFE—F

Ja—\)L a7 4 Fal—aryE—F

FEREDAA RSM4 Y

IPv6 ACL IZ—EDA4RITERSNLET, IPvd ACL, IPv6 ACL, MACACL £7-13Z RV o —
< v ZiE, FCARizFEHTEEEA,

J T D IPv6 ACL IZI3 s D —ES:Af & LT, BB D permiticmp any any nd-nsany. permit
icmp any any nd-naany, X denyipv6anyany A7 — kA2 EBH Y E£F (D2 >D—
B3, ICMPV6 A N—ERRZFFAI L ET)

IPv6 A N—RR T ATiE, IPv6 Fv U —Z @Y —EZA&HLEd, Lzi>T,

7 74/ ETILIPv6 ACLIZ XKV | IPv6 RA N—RE ATy hDA o F—T = A4 A ETOKER
ERRBRACFF A SN E T, IPvd TiE, IPv6 XA N—RR Tt A LR%EDOT R L ARk~

7 k=L (ARP) X, BlOT—2 Vv rE7a harvzERHLES, LEB>TT 74/ T
IZ. IPv4 ACLICE V., ARP /X7y hDA U X —T = A A ETORZIENEERAITF T S E
ERS

1

switchxxxxxx (config)# ipv6 access-list acll
switchxxxxxx (config-ip-al)# permit tcp 2001:0DB8:0300:0201::/64 any any 80

ACLaAT > K .



. permit (IPv6)

AcLazw ok |

permit (IPv6)

IPv6 ACL OFFR[5:F (ACE) 2 ETHITIE, Ipv6 T 7 EA VAR a7 4 Fal—Tay
T—RKTpermit 2~ FEHHALES, 778X arbo— 2 b 2HIBRT 5120, =
<~ ROnoEREHEHALET,

3

permit protocol {any |{source-prefix/length} {any | destination-prefix/length} [ace-priority priority][dscp
number | precedence number] [time-range time-range-name] [log-input] [flow-label flow-label-value]
permit icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type}
{anylicmp-code} [ace-priority priority][dscp number | precedence number] [time-r angetime-range-name]
[log-input] [flow-label flow-label-value]

permit tcp {any | {source-prefix/length} {any | source-port} } {any | destination-prefix/length} {any |

destination-port} [ace-priority priority][dscp number | precedence number] [match-all list-of-flags]
[time-range time-range-name] [log-input] [flow-label flow-label-value]

permit udp {any | {source-prefix/length}} {any | source-port}} {any | destination-prefix/length} {any |
destination-port} [ace-priority priority][dscp number | precedence number ][time-r angetime-range-name]
[log-input] [flow-label flow-label-value]

no permit protocol {any |{source-prefix/length} {any | destination-prefix/length} [dscp humber |
precedence number] [time-range time-range-name] [log-input] [flow-label flow-label-value]

no permit icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type}
{anylicmp-code} [dscp number | precedence number] [time-range time-range-name] [log-input]
[flow-label flow-label-valug]

no per mit tcp {any | {source-prefix/length} {any | source-port}} {any | destination- prefix/length} {any]|
destination-port} [dscp number | precedence number] [match-all list-of-flags] [time-range
time-range-name] [log-input] [flow-label flow-label-value]

no permit udp {any | {source-prefix/length}} {any | source-port} } {any | destination-prefix/length} {any]|
destination-port} [dscp number | precedence number] [time-range time-range-name] [log-input]
[flow-label flow-label-value]

INS A—4
e protocol : IP 7' s A /L DARTE 2 13F G, AR 2 F 2403, icmp (58). tep(6)
BERudp (17) T, EEOT 7 b 2)/UZ—HSEDHITIL, ipv6 F—V— REHH L E
J,  (#PH : 0~ 255)

« source-prefix / lenght : FF Al Sfh 2 5% E T 2X(E L IPV6 Xy NU— 7 L T2ldxy hU—7
DU T A, ZOHIEIE, RFC3SIB IR SN TV DRI T HMENRH Y £, am
XEIW D16 By MEZMEHL T, 7 RLAZ 16 EETRELET,

« destination-prefix/lenght : #F v S&fh AR ET D5 IPV6 Xy MY —F /i3 ry NU—7
DY T A, ZOFIHIE, RFCIS1IBICHBENTWBERICTIXLERHY £7, aa
XEWD16 By MEZBEHAL T, 7RV A% 16 B THEELET,
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permit (IPv6) .

e priofity: 77 Aar hr—/L U AL (ACL) NOT7 7t A=ar ha—,x= b (ACE)
ORI ZIRE L ET, 1) OE b EWVELRIEN 23 L, [2147483647) OfEM
b IRWESEIEN 23R U4 (HEPH @ 1 ~ 2147483647)

dscp number : DSCP EZ+57E L £9, (#iPH : 0 ~ 63)

precedence number : IP 7 L 7 v A EEIEE L £7,

icmp-type : ICMP /X7 b D7 4 VX Y U TIZICMP A v —Y XA TxEELET, &
FERITROEDONT % AT L ET, destination-unreachable (1), packet-too-big (2).
time-exceeded (3). parameter-problem (4), echo-request (128). echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mld-done (132). router-solicitation (133),
router-advertisement (134), nd-ns (135), nd-na (136),  (#iPH : 0 ~ 255)

icmp-code : ICMP /X477 > D7 4 L Z ) ZIZICMP A v —Y a— REEELET,
(&iPH : 0 ~ 255)

destination-port : UDP/TCP4E 5G4 — M &8 L £ 7, TCP DHEIEHE S IR DEO VT
NaE ANJTLET, bgp (179). chargen (19), daytime (13), discard (9), domain (53). drip
(3949). echo (7). finger(79). ftp(21). ftp-data(20). gopher (70). hostname (42). irc (194).
klogin (543). kshell (544), Ipd (515). nntp (119). pop2 (109). pop3 (110), smtp (25), sunrpc
(1110), syslog (514). tacacs-ds (49). talk (517). telnet (23). time (37). uucp (117), whois
(43). www (80), UDP D&EIIFHE SN IRDIEDOWFn A AL E 7, biff (512), bootpe
(68). bootps (67)., discard (9). dnsix (90). domain (53), echo (7). mobile-ip (434), nameserver
(42). netbios-dgm (138), netbios-ns (137). non500-isakmp (4500), ntp (123). rip (520). snmp
(161), snmptrap (162), sunrpc (111), syslog (514). tacacs (49), talk (517). tftp (69). time
(37). who (513). xdmcp (177), Gl : 0 ~ 65535)

source-port : UDP/TCP i5{5 A — M ZHE L £ 7, EFF AR — ML, destination-port
NTA—FTERSNET, (P : 0~ 65535)

match-all list-of-flag : BT 2IXTOTCP 77 7DV A L, 777Dty vBRLERGE
. T+ ZEHICHTET, 77 70%y MERBSBEREAZ, - 2T E
T, EAFEE/R A7 > 3 X +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
syn BEO -fin T, 7T 71, 1 DOLXFHNEKE SN E T, B : +fin-ack,

time-range-name : Z OFF A AT — h A2 M@ SN D REEEEF O 4R, B 1~
32)

log-input : =2 h VIZ—ET 237 > MIET D F#syslog A v E—V 2R ETLH LI
FRELET, BEELE ey IN—FRU =7 T, aX 73V 7 =7 TETIN
F9, Lo T, log-input ¥ — YV — R& 5T ACE & —ET 2530 v NRZEAFET D
Be. Y7 MU =TI A= R =27 OUEEEITBEN-O 2 ENTERN2H, —Hios
Ty MIeX o 7 EnRWGEERH Y 7,

« flow-label flow-label-value : IPv6 7 2 — 5~ LEZIEE L ET, O3 HOfEIL, 0 —
1048575 OFPHIZT HHLENH D £77,

ACLaAT > K
I



. permit (IPv6)

AcLazw ok |

FIAILEERE

IPv6 7 78R JAMIEBENTWERA,

AR E—F

Ipv6 77 A VYA ary7 s Xalb—v a3y E—FR

EREDAARZA

ace-priority G W L7=%6 . /V— /VOERIANIZBIIE DS ACE (BIfED ACL N) +20 I
BE SAVET, ace-priority [, ACLZ L IZ—ETHLIMLENRDH Y £9, 2 —F N TIT/FET
LEENENLZ A LTcpa, o~y FidEGShE T,

70— 5L LR TR R RE T S T BT A,

71— ~UEH ) ACL IZIERRETE R A,

5l 1, ZDOFITIE, P—OAHITT ACL ZEFK L. tep N7 v MHD/L—L (ACE) #AJIL
TWET,

switchxxxxxx (config)# ipv6é access-list server
switchxxxxxx (config-ipvé-al)# permit tcp 3001::2/64 any any 80

Bl 2, Wiz, flow-label ¥ —7— R&$EE L CTACL ZEFHRT DB E2RLET,

switchxxxxxx (config)# ipv6é access-list server
switchxxxxxx (config-ipvé-al)# permit ipvé any any flow-label 5
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deny (IPv6)

deny (IPv6) .

IPv6 ACL DI EESAM (ACE) #RETHITIE, IPv6 77 BAY A s a7 4 FXalb—i g
FT—FTdenya~> FZ2MHLET, 7782 arbo—Lxr b Z2EIBRT212%, o<
VRO no X AEFEHLET,

X

deny protocol {any | {source-prefix/length} {any | destination-prefix/length} [ace-priority priority] [dscp
number | precedence number] [time-range time-range-name] [disable-port |log-input] [flow-label
flow-label-valug]

deny icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type} {any|icmp-code}
[ace-priority priority][dscp number | precedence number] [time-range time-range-name] [disable-port
[log-input] [flow-label flow-label-value]

deny tcp {any | {source-prefix/length} {any | source-port}} {any | destination-prefix/length} {any|

destination-port} [ace-priority priority][dscp number | precedence number] [match-all list-of-flags]
[time-range time-range-name] [disable-port |log-input] [flow-label flow-label-value]

deny udp {any | {source-prefix/length}} {any | source-port} } {any | destination-prefix/length} {any]
degtination-port} [ace-priority priority] [dscp number | precedence number] [time-rangetime-range-name]
[disable-port |log-input] [flow-label flow-label-value]

nodeny protocol {any | {source-prefix/length} {any | destination-prefix/length} [dscp number | precedence
number] [time-range time-range-name] [disable-port |log-input] [flow-label flow-label-value]

no deny icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type}
{anylicmp-code} [dscp number | precedence number] [time-range time-range-name] [disable-port
[log-input] [flow-label flow-label-value]

no deny tcp {any | {source-prefix/length} {any | source-port}} {any | destination-prefix/length} {any]|
destination-port} [dscp number | precedence number] [match-all list-of-flags] [time-range
time-range-name] [disable-port |log-input] [flow-label flow-label-value]

no deny udp {any | {source-prefix/length}} {any | source-port}} {any | destination-prefix/length} {any]
destination-port} [dscp number | precedence number] [time-range time-range-name] [disable-port
[log-input] [flow-label flow-label-value]

INS A—4
e protocol : IP 7' s A /L DARTE 2 13F G, AR 2 2403, iemp(58). tep(6)

BERPudp (17) T, EEOT 7 h2)/UZ—HSEDHITIL, ipv6 F—V— REHH L F
., (HiPH : 0 ~ 255)

« source-prefix/length : FF ]S 2R ET 2 XEITLIPV6 Y MU — 7 Flcidxy FU—27 D
7 F X, ZOF#0E, RFC3513 IZGEd SN TWAERIZTI2XLERHY 3, anK
Woole vy MEEFEH LT, 7 RL 2% 16 B THRELET,

« destination-prefix/lenght : #F v S&fF 2R ET D5 IPV6 Xy N — 7 /i3 ry NU—7
DU T A, ZOHIHEIE, RFCISIB IR SN TV DERICTH2MERHY £, ar
KBy o 16 By MEZEM LT, 7 L 2% 16 EHTHEEL X,

ACLaAT > K .



AcLazw ok |
. deny (IPv6)

e priofity: 77 Aar hr—/L U AL (ACL) NOT7 27t A=ar bhra—,x= b (ACE)
ORI ZIRELET, 1) OE b EWVELRIEN 23 L, [2147483647) OfEAN
b IRWESEIEN 23R U (HEPH @ 1 ~ 2147483647)

« dscp number : DSCP fEA4 & L £4, (& : 0 ~ 63)
« precedencenumber : IP 7L 5 U AEEFEE L £,

sicmp-type : ICMP /X7 > hD 7 4 W HZ U U TIZICMP A v —Y XA TxEELET, &
FERIIROEDONT % AT L ET, destination-unreachable (1), packet-too-big (2).
time-exceeded (3). parameter-problem (4), echo-request (128). echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mld-done (132). router-solicitation (133),
router-advertisement (134), nd-ns (135), nd-na (136),  (#iPH : 0 ~ 255)

«icmp-code : ICMP /3% > b D7 4 L Z Y U ZIZICMP A vy — a— REHEELET,
(#PH : 0 ~ 255)

« destination-port : UDP/TCP %6t — M & fEE L £9, TCPOYLAIL, FHEIXROED
1 2% AN LET : bgp(179). chargen (19), daytime (13), discard (9), domain (53). drip
(3949). echo (7). finger(79). ftp (21). ftp-data(20). gopher (70). hostname (42). irc (194).
klogin (543). kshell (544), Ipd (515). nntp (119). pop2 (109). pop3 (110), smtp (25), sunrpc
(1110), syslog (514). tacacs-ds (49). talk (517). telnet (23). time (37). uucp (117), whois
(43). www (80), UDP D&EIIFHE S MIRDIEDOWT a2 NS L E 7, biff (512), bootpe
(68). bootps (67). discard (9). dnsix (90). domain (53), echo (7). mobile-ip (434), nameserver
(42). netbios-dgm (138), netbios-ns (137). non500-isakmp (4500), ntp (123). rip (520). snmp
(161), snmptrap (162), sunrpc (111), syslog (514). tacacs (49), talk (517). tftp (69). time
(37). who (513). xdmcp (177), Gl : 0 ~ 65535)

« source-port : UDP/TCP £fEieh— b AFRE L ET, EFRF AP — b1, destination-port
NTA—FTERSNET,  (HH : 0~ 65535)

« match-all list-of-flags : %492 TCP 77 7 DU A ~, 777 D& v MBRLERLGAIL,
M+ 2T £, 7770y MERPLERSEEE, T 2%l T E£T,
fEHAIRE7e A7 > 2 1 +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn

BXW-Ain TT, 777, 1 >DOXFHNHERE SN E T, ) : +in-ack,

s time-range-name : Z OFFA[ AT — h A > M S5 R #0400, (FEPH < 1 ~
32)

e disable-port : Z DG —ET 256, A —VF Y b A ¥ —T =4 AFWHIZ/20 F
R

e log-input : =2 N UIC—ET 537 v MIBT D1 syslog A v E—VEXETHI L%
FBELET, BXE/EFey 73—y =7 T, aXo 73V 7 bhv=7 TEITESh
£9. L7ed> T, log-input ¥—7— R&2ET ACE & —HT 537 v NREEFEET D
BE. V7 N7 3N — R =7 ORBLEEIGENWD L T ENTEX 20z, —#oN
Ty MIrXr ZENRWGERHY £7,

« flow-label flow-label-value : IPv6 7 02— 5~ LEZIEELET, N 5OBHOMEIZ. 0 —
1048575 OFPHIZ T HMLE N H Y £7,
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deny (IPv6) .

FIAILEERE

IPv6 7 78R JAMIEBENTWERA,

avY kK E—FK

Ipv6 77 A YAk ary7 s Xalb— gy EF—FR

EREDAARZA4

ace-priority G WE L7=%6 . /V— /VOERIANLIZBIIE DS ACE (BIfED ACL N) +20 I
BE SAVET, ace-priority [, ACLZ L IZ—ETHLIMLENRDHY £9, 2 —F N TIT/FHET
LEENENLZ A LTedpt, o~y FIdEGShE T,

Tu—7- )L ER— NI ZFRIRFHCRTET 2 Z L IETE EH A,
Tua—5~YLIH ) ACL IZIZRETE £ A,

1

switchxxxxxx (config)# ipvé access-list server
switchxxxxxx (config-ipv6-al)# deny tcp 3001::2/64 any any 80

ACLaAT > K .



. mac access-list

AcLazw ok |

mac access-list

EEIEMACT RL AR 74 W BZIZESHNTLAY2T7 782X VAR (ACL) #E#£EL, T/
A AZMACT Z7EA VAR a7 4F¥a2lb— 3y F— RIZT5I121%. macaccesslist 7

n— L arZ 4 ¥al—varyEF—Ravr REFEHLES, Z0a<vr Rk T
Da<wr RiE, 2O ACL #ZH L £7,

TR YR NEPYIBRTAIZIE., Zoavy FOonoEREFEHLET,

B
mac access-list extended acl-name

no mac access-list extended acl-name

INS A—4
acl-name : MAC ACL D4 RiZFELET & 1 ~32XXF) .

FIAIERE
EHRZINTVWAEIMACT 7R X MIHY EHA,

aAvU R E—F

Jua—r)ary74¥alb—varE—F

FEREDHA KSA4 Y

MAC ACL |3 —E D4R CEFR SN E T, IPv4 ACL, IPv6 ACL, MAC ACL, F7/-i13HRY v —
<~ v AR CARI R 2 2 L3 TE A, ace-priority 8 L7256, A—/ /L OESCNELL
IIHBAED B 5 ACE (BIfED ACL ) +20 IZFXE S4VE T, ace-priority IZ, ACL Z & IZ—&
ThHHMLERDHY £T, =R TIMFHET HELIAMZ AT LcGE, 2~y RIFELR S
nET,

1

switchxxxxxx (config) # mac access-list extended serverl
switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
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permit (MAC) .

permit (MAC)

MAC ACL O#F a4 (ACE) %#3%ET 521X MACT 7t A VAR avr7 4 Xal—v3
VE—RCpeamita~> RE2EHLET, 778Aar bta—x b 2HIBRT D120,
a<wy RO no FERXEFEHLFET,

X

permit {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority
priority][eth-type O | aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vian
vlan-id] [ cos cos cos-wildcard] [time-range time-range-name]

[log-input]

no permit {any | source source-wildcard} {any | destination destination-wildcard} [eth-type O | aarp |
amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id] [ cos cos cos-wildcard]
[time-range time-range-name]

[log-input]

INDA—4
s source : /X7 v FOEEITEMAC T R LA,

» source-wildcard : I#{E5TMAC T RLRIZHASNDB VANV RI—RE Y b, HHTHE Y
MZEZEH L ET,

» destination : /X% > h %A MAC 7 KL A,

« destination-wildcard : %65t MAC 7 RL R SIND2 YAV KA — R By b, EHIT 5
'y MIBIHER LE T,

e priority : 77 A2 hr—L Y AL (ACL) NOT7 7k Zxar ha—Lx> kY (ACE)
ORI ZIRE L E T, (1) OE RbEWVERIEM 23 L, [2147483647) OfEN
B IRWESEIEN 23R U4 (FEPH @ 1 ~ 2147483647)

ceth-type: /N7y DA —H x>y b Z 147 (16 XKL .
evian-id : /X% >~ F® VLANID, (B : 1 ~ 4094)
ecos: X7y hOH—ER 7 F A, (#iff : 0~7)
« coswildcard : CoS IZHHESND VANV FH— R B b,

s time-range-name : ~ OFFA[ AT — h A v MIHEA S RO 4R, (EEE < 1~
32)

e log-input : => hVIZ—#T 2537 v MZBET DR syslog A v E—TEEEFETDH LI
BELET, IEFLIEI Ry I NN—Ry 7T, aX o737 b7 TEITEN
F9, Lo, log-input ¥ — UV — R& 5T ACE & —HT 537 v NRZEHFET D
Ba. Y7 MU= TEN— U =27 ORBGEEIZBENWO ZERTE RN, oS
Ty MEIRFU T INBWGERH Y 7,
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. permit (MAC)

AcLazw ok |

FEREDHA K42

MAC ACL |3 —E D4R CEFREINE T, IPv4 ACL, IPv6 ACL, MAC ACL £7/-13HKR Y > —
<~y 7 EEICARNIT DI LI TEERA, ace-priority Mg L7254, —/LOELIARIT
BIfEDHMES ACE (BIfED ACL N) +20 IZF%E &4vE T, ace-priority 1£, ACL Z & IZ—E T
HHVENRDY FT, 2—FNT CIAFET HEBENEM A AT LTzd, 2~y RIdESR S
£,

T 74 hERTE

EREINTWAMACT 7R VR MNIHY FHA,

aAvU R E—F
MACT AV AR a7 4F¥al—ygy F—FR

1

switchxxxxxx (config) # mac access-list extended serverl
switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
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deny (MAC) .

deny (MAC)

MAC ACL O#HE5RM (ACE) 2% TT HI21E,. MACT 7 A U Ak 3/74’%‘11/“*:‘/3
v E—RTdeny 2~ RZMHLET, 7782 arbo—L =2 b ZHIBT 5120
avy ROno BEREFEHLET,

X

deny {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority
priority] [{eth-type O}| aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlian
vlian-id] [cos cos cos-wildcard] [time-range time-range-name] [disable-port |log-input ]

no deny {any | source source-wildcard} {any | destination destination-wildcard} [{eth-type O}] aarp |
amber | dec-spanning | decnet-iv | diagnostic| dsm | etype-6000] [vlan vian-id] [ cos cos cos-wildcard]
[time-range time-range-name] [disable-port |log-input ]

NG A—4H
ssource: /X7 v hOE[EITLMAC 7 KL &

« source-wildcard : IHETCMACT RL A IZHEASINDZTIA NV RKI—FREy b, EHTLZE >
MIEZEHR L ET,

» degtination : /X% > kD%ESE MAC 7 R LA,

« destination-wildcard : 464t MAC 7 KL AIZEHA END VAV R — K By b, EHT2
I: / ]\,LL% L{%ﬁﬁ L/iwg‘*o

e priofity: 7Z7EAza he—L U AL (ACL) WOT7 7tA =2 ha—/n =z b (ACE)
OEHNEM ERELET, 1] OEPERLEVESLNELZF L, [2147483647] DED
B OHIRWEIEN 22 L3 (i : 1 ~ 2147483647)

ceth-type: "7y bOA =Wy b 247 (16 EXFL) .
evlan-id : /% >~ b VLANID,  (#iff : 1 ~ 4094)
ecos: X7y hOH—ER 7 F A, (i :0~7) .

« cos-wildcard : CoS IZH/HENDHTU ANV R — R B vk,

s time-range-name : Z OFFA[ A7 — h A > M S o REREBH O£ R0, (B 1 ~
32)

s disable-port : ZOKMIZ—FHT HEAH. A=V Xy b A X —T oA AXWHIT/20 F
—a_o

e log-input : =2 R UIC—ET 537 v MIBT D1 syslog A v E—VEXETHI L%
FBELET, BEFEAII Ry SIN—RU=2T7 T, aXo 73V 7 ho=T7 TEITEN
F9, L2 -> T, log-input ¥—7— K& & ACE =T 5y NREHAFET D
B, Y7 MU =TI A= R = 7 OUBEEHEZBNDO 2 ERTE RN D, —Hox
Ty MIaX o S ENRWEERHY £,

ACLaAT > K .



AcLazw ok |
. deny (MAC)

FIAILEERE
ERENTVWAMACT 7R UZRNMIbHY FHA,

AR E—F
MACTZ7E®AVAR a7 4Fal—r gy E—FK

EREDAARZA

MAC ACL IZ—E D4 RTTEZRSNET, IPvd ACL, IPv6 ACL, MAC ACL, FE7/-1FARY o —
~ v AR CARIZMITA Z X TEET AL

ace-priority &M L7236, N— L OESENENIZERAE DS ACE (BRfED ACL ) +20 (2
BIESNET, ace-priority /T, ACLZ EIC—ETHAIMLERDH Y £9, 2 —F NI TITHEAET
HEFENEALZ A LTeA, a~r RIZER S ET,

1

switchxxxxxx (config) # mac access-list extended serverl
switchxxxxxx (config-mac-al)# deny 00:00:00:00:00:01 00:00:00:00:00:ff any
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service-acl input .

service-acl input

T AU AR (ACL) AV H—T oA ALY RT AT, Ao X —T oA AT 4
Fol—3 3 F— KTsarviceac input =2~ > F&2FHL ET,

AHE =T 2 A ANETXTOACL ZHIRET 2%, Z0a<vr FonBXEHHALET,

BX
service-acl input acl-namel [acl-name2] [default-action {deny-any | permit-any} ]

no service-acl input

IND A—A

cacl-name: A X2 —7 = A RATHEHATHACLZHEELET, 22—V T4 o4 25
LTLEEN, (P - 1 ~3230%)

- deny-any : =D ACL D/L— L&l SN FRTO7y b (F— b TAHSNE=H D)
ARG LET,

e permit-any : Z® ACL D/L— /L Z2li7c K2 NT_XTORr v b (R— R CTAhEINsH
D) HEELET,

T4 LERE
ACL IZE W ¥ TonTWEHA, ACLDT 74V 87T 73 3 i deny-any T,

ATV R E—F
A B =T AfA AT 4 F¥a2l—a3F—FK ([—P 2Ry ., A— FF ¥/, VLAN)

FEREDAA RS2

EDOLIRBEEIZACLEA v X —T 2 RNV RTEXBD, 03[ FZ—T =4 AM
HNA V REFRTE 20003, IRONL—VZHENE T,

«IPv4A ACL & IPV6 ACL T, A > Z—T = A A T—FBIT A v RTExFET,

* MACACL I, 9 TIZIPv4 ACL £721ZIPV6 ACL XA ' RENTWAA L H—T = A A
WALV RTA5Z LT TEEHA,

cRULXATD225DACL Z#R— MINA U FTHZLITTEERA,

s FTHAEDACLZHIBRTHZ 70 ACLIZT TIIANAASL » RENTWAR— MZACL %
NAYVRTHZLIITEERA, 20~ FTIE. WAFD ACL Z[RIEFICEET 5 %E
N ET,

o —EFHEL LT VLAN 25 MAC ACL IZ. VLAN T A > RTEXEH A,

ACLaAT > K .
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. service-acl input

o W INND ACE IZHFRI AR — 2 OFRENMEHA S TWAD ACL % VLANIZ/SA > R9T5 2 &
I TEERA,

ey N T arMEAEN TS ACL 1 VLAN I 31 > RTEXEH A,

e A—PNACLZA L H—T oA AL FT5E, TCAM U Y —2A0EHA SN ET,
MAC £721ZIPACE Z&12 1950 TCAM /L—/ L, IPv6 ACE Z & 122 5@ TCAM /L—/)L
DERA SN ET, TCAM O EITF B/ 5720, V—IL OB FEI e - 1255
X, EHEN 1 ET,

«ACL X, AL LTS FENTWDLHEE, ANE LTS U FTE XA,

il

switchxxxxxx (config) # mac access-list extended server-acl

(
switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
switchxxxxxx (config-mac-al)# exit
(
(

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# service-acl input server-acl default-action deny-any
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service-acl output .

service-acl output

) UBIERSR) EDA B —T 2 A A~DT 7B AZHIHT HIZIE, A1 o F—T A AT
74 X2 b—3 3 F— K Tsarviceacl output =2~ > K& LET,

77w AHIEEZHIERT HI2E, Z0oavr RO no BRAEHLET,

BX
service-acl output acl-namel [acl-name2] [default-action {deny-any | per mit-any}]

no service-acl output

IND A—A
cacl-name: A X2 —7 = A RATHEHATHACLZHEELET, 22—V T4 o4 25
LTLEEN, (P - 1 ~3230%)

e deny-any : =D ACL DNV— 1V &§ili7= S 720 (R—hDOH ED) +To/r > &R
HLET,

s permit-any : = O ACL D/L— L Z&§l7= 720 (R— FOHT ED) FXTO 7 v b &R
ELET,

T4 b
ACLIZEI v ¥ TonTWERA, T 74/ 8T 7 > = i deny-any T,

ATV R E—F
A B =T A ar T 4F¥al—arET—F ([—¥%Fy b, B=FFvRL)

FEREDAA RS2

N—T 7 a s loginputl I AR — hSHTWERA, FHLES T, =T 1272
£,

ERNLV—LT 7 v a D disable-port (VAR — FENTWERA, FHLELI ETDHE, =F—
27220 E,

IPv4 ACL & IPV6 ACL VX, f v X —T =24 A LETAAL U RTEET,
MAC ACL % IPv4 ACL £721ZIPV6 ACL & A V' X —T = A A ETNA  FTEEHA,
FUXATD2o5DACL #R— MUBINTHZ LT TEERA,

HAED ACL ZEANZHIBE L T2 2D ACL Z/31 > REFIZ, T TIZ ACLIZ 31 v RENT
WHR— RMZACL ZBINT5Z EIETEERTA,

ANELTAAL Y FENTWD ACLITH I E LTAA R TEER A,

ACLaAT > K .
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. service-acl output

151
Wz, B ACL R — RS v RT 2627 LET,

switchxxxxxx (config) # mac access-list extended server

switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
switchxxxxxx (config-mac-al) # exit

switchxxxxxx (config)# interface gil/0/1

switchxxxxxx (config-if)# service-acl output server
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time-range

time-range .

SE I ERMREEORMHEME A T HITIE, timerange /0 — 3L a7 4 X2 b— g v
T—FNavr FEFERALET, £/, Zoa~r 2T EfgEHEa 7 4 21—
VarE—RIRVET, TOavy RO®IE, TXTOa~ 2 ROERE STV 2 RFH
WL ET,

Zoawy NiE, KEEHEOARTZHRE LE T, EEEORMEMH %23 ET HI2IL, absolute (27
~N—) aw R periodic 28X—Y) a~<w U REEHLET,

T AMBIFHHEHEZHIRT 25613, Z0a<xr Rono BRXE LA LET,

B
time-range time-range-name

no time-range time-range-name

INS A—4
time-range-name : FEfE#EPHOARTZFEE L E T, (FEPH : 1 ~ 32 305)

FIOHILEEE
BRI ER SN TV ER A,

AU R E—F

Ja—r\ )L ary7J 4 FX¥al—varyEw—F

FEREDHA FS1 Y

time-range =~ > R|Z absolute fH & periodic fED ] 5 235 E STV DA, periodic TH H1Z
absolute start FRFZ) 4 %3 L 72 2 O B Gl D X572 V) | absolute end RFZ 2 #%0t8 U 72 $2 1L EE
IO EITIE R D EH A,

FTANTORFFFEE R, HHEGRH & RS £,

B o= Y ZFFEOERICADICT 2100, 22—V FZIESNITP A Y 7 b =T 7
0y ERETHILENDY ET, 2—HFEHEISNTPRY 7 b7 7avy 7 #RELRND
BA . W% ACE IZAZNCR 0 £8 A,

a—HiE, BRI A RSN TV AR ZHIBRT 2 2 LIXTE EHA,
RFFIPH AN ER SN TV LS EIE, ROa~v s FTHEHATE £,

* dot1x port-control

* power inline

* operation time

* permit (IP)
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. time-range

* deny (IP)

« permit (IPv6)
« deny (IPv6)

« permit (MAC)

* deny (MAC)

1

switchxxxxxx (config)# time-range http-allowed
console (config-time-range) #periodic mon 12:00 to wed 12:00
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absolute

absolute .

REM AN AN 72 > T DA ISR R 2 F8 €7 5 121X, absolute FRFREIEEH =2 > 7 ¢ F =
LV—varE—Ravry ReFEHLET, BFEEGIRZEIRTSI2E. Zoa~v>r RonoE
AL ET,

3

absolute start hh:mm day month year
no absolute start

absolute end hh:mm day month year

no absolute end

ING A—4
o start : BEEATT ONTREDHT AT AT — M AV M ERIFIES AT — M A MBANIR 5
Mk HIE, start HREDMEE SNV TCWRWIEE. TOMEEIZT-7ZHIZHE DT £7,

cend : BEAH T SNTMEREDFF AT AT — F AL PELIFTHER AT — P AV FRARI TR
72 Bt ARE, end AREAMEE SN TWRWEE, £ OMREIXEBIRICAZNC 20 £,

s hh:mm : B (24 BB B X OV EA O] (#FEPE 0 ~23, mm: 0~ 5) ,
eday : HfF, (#iPH : 1 ~31)
smonth : A (&RIOKMD 3 XF) . (#FFH : Jan ~ Dec)

syear : £ (W72 L) (EEPFH : 2000 ~ 2097)

TIHIREE
RPN A NS 72 > TV B BE ORI IZH 0 8 A,

AT K E—F
HREE = 7 A X2l —2a Ly B— R

il

switchxxxxxx (config) # time-range http-allowed
switchxxxxxx (config-time-range)# absolute start 12:00 1 jan 2005
switchxxxxxx (config-time-range)# absolute end 12:00 31 dec 2005
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. periodic

periodic

AcLazw ok |

IRF RGP RE 2 VAR — M 2886 ISk L ¢ S 7 GEELAL ) KREEIEIPE A2 f5 & 9 51213,
periodickHifl#ila 7 4 Xal—varT—FNa<vr RaALE4, RREHIRZEHIRT S
Wik, Zoa<wr FonoBEXEfHALET,

3

periodic day-of-the-week hh:mm to day-of-the-week hh:mm

no periodic day-of-the-week hh:mmto day-of-the-week hh: mm

periodic list hh:mm to hh:mm day-of-the-week1 [ day-of-the-week2... day-of-the-week7]
no periodic list hh: mmto hh: mm day-of-the-week1 [ day-of-the-week2... day-of-the-week7]
periodic list hh:mmto hh:mmall

no periodic list hh:mmto hh:mm all

INT A—A
« day-of-the-week : BIEAT T &AL 7= R 23 F 20 22 2 B4 H, 2 D BIX, BEEfHT 5
TPAT— R AV MIPEDRETHEHTY, 2281, BRIZTLH2ZENTEET (22— H
A RIA4 L OHHEER) . B272fEIX. mon, tue. wed, thu, fri, sat. sun T,

shh:mm : ZOFd 1 SHIE, BEEM T b RSB 2N 72 5 BALARERT 7 (24 FF
M) <3, 2 28I%, BEfHT SN 2T — b A DOSERh K TRy (24 BFRE
) TT, 22HIF, BRICTDHIENTEET (22— HA KT OFHESH) |
(#PH : 0~ 23, mm: 0~ 59)

« list day-of-the-week : FFEIFIH DN AN R DR DY X M EfaE L7,

TIHIREE
L PH NN 22 > T B IEA O EMR R RIEH 0 8 A,

ATy rE—F
HRgEf = 7 X2l —2ary B— R

FREDHA KS1 Y

2OHDBERIE, FWICTDHIENTEET, LT KEEDHRERZHE LIZSGE.
PGP AMER . @M. TRER, AR, BXOCHARBIZADIIRY £7,

2OHOKZNL, BHICTAZENTEET (122:00 ~2:00] 72&) .

1

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00
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show time-range .

show time-range

IR D % &2 4 5 121%. showtimerange = —# EXEC — K 2~ R&MHL £,

B

show time-range time-range-name

INS A=A
time-range-name : BEAFORFEIGIIH D4R A fE L £ 7,

ATV R E—F
o —H EXEC E— K

il

switchxxxxxx> show time-range
http-allowed

absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005
periodic Monday 12:00 to Wednesday 12:00
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. show access-lists

AcLazw ok |

show access-lists

A2 v FTRESNEZT 7 Aarya—L ) 2+ (ACL) #%F57 5I121%, showaccessists
HME EXEC E— R a~r RaEHALE T,

94
show access-lists [name]

show access-lists time-range-active [ name]

INS A—4
sname : ACL D4 RFiZFETE LET @ : 1~ 160 XF) ,

- time-range-active : R #FHNBIAET 7 7 4 7727 78X av kr— =~ (ACE)
DHHEFRLET (FFEFERICEEM T b TN DEET) |

AUk E—F
HikE EXEC £— R

1

switchxxxxxx# show access-lists

Standard IP access list 1

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays
permit 234 172.30.23.8 0.0.0.255 any priority 40 time-range weekdays
switchxxxxxx# show access-lists time-range-active

Extended IP access list ACL1

permit 234 172.30.40.1 0.0.0.0 any priority 20

permit 234 172.30.8.8 0.0.0.0 any priority 40

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays
switchxxxxxx# show access-lists ACL1

Extended IP access list ACL1

permit 234 172.30.40.1 0.0.0.0 any priority 20

permit 234 172.30.8.8 0.0.0.0 any priority 40
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clear access-lists counters .

clear access-lists counters

T A VAN (ACL) AU X%&27 ) T3 5HIZi1%., clear accesslists counters 454 EXEC
T—RFNa<w s R LET,

X

clear access-lists counters[interface-id]

INS A—4
interface-id : f >4 —7 =2 AID ZHELET, A ¥ —T =2 AIDIZIFE, 41—V Rk
A= FFEZEFER—F FrprOWTNNDOHT A THIBETE £7,

aAvU R E—F
HkE EXEC £— R

il

switchxxxxxx# clear access-lists counters gil/0/1
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. show interfaces access-lists trapped packets

show interfaces access-lists trapped packets

TI7EAUYUAL (ACL) O+ v Ny FaEFRRTHITIX, showinterfaces access-lists
trapped packets ¥i# EXEC E— K o~ R&2HEHA L £,

X

show interfaces access-lists trapped packets [interface-id | port-channel-number | VLAN]

INS A—4
sinterface-id : f V¥ —7 =2 AIDEHELET, 2O F—T = AIDIE, 41—V
F v h R—=hDOFR— K Fv F LTI,
s port-channel : "— ~ F ¥ XL EZFELET,

«VLAN : VLAN Zf5E L E7,

ATV R E—F
HkE EXEC £— R

FRLEDHA KS1 Y

ZDavwy R, A E—T oA ATOaX U TGN T, ACEDE v b7y BAR
T w7 ENTWENE I NEERLET,

1

switchxxxxxx# show interfaces access-lists trapped packets
Ports/LAGs: gil/0/1-gil/0/3, chl-ch3, ch4

VLANs: VLAN1, VLAN12-VLAN15

Packets were trapped globally due to lack of resources

%2 :

switchxxxxxx# show interfaces access-lists trapped packets gil/0/1
Packets were trapped on interface gil/0/1
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ip access-list (IP #Z#) .

ip access-list (IP 1Z#)

IPHEHEY 2 N2 EFET HITIL, ipaccesslist /7 o— )L a7 4 Falb—v gy ®B—Kaw
Y REFEHALET, VA REHIBRTDICE, Zoavr FonoBXEEHLET,

B
ip access-list access-list-name {deny|permit} {src-addr[/src-len] | any}

no ip access-list access-list-name

INS A—4
. accesslist-name : FEAEIP 77 B A U X FDAHI, LBENIE, AT XFETHEHATE
*7,
o deny/permit : S{ETZ SNTCHEICT 7 B AR £ 7IFTFFT LE T,

src-addr[/sre-len] jany : IP 7 RL AL RETERINLIP L7 4 v 7 A izl any,
any flix, 3 XTOIPT FLRIZ—HLET, sclenZE&HE LRV E | EIF32 EM S
NET, sclen DL, 1 ~32 THLHILERH Y 1,

FIHILFEFE

EHRINTWELTZEARA VR RMNEIH D THA,

AU kFE—F

Jua—r ) ary74¥a2lb—varE—F

FEREDHA K4V

IP7 RLRA T4 NE Y T aFETHITIE, ipaccesslit 2~ RaEHALET, —8EM4IC
HASNWTIP 7 RVAZFFAIEZIIER T A1, 7278 A U R % permit £7213 deny F—
U—RERELTRELET, EOT 7RV RO R EL—E LW RLRITIE,
HFER O deny 23 H S E 9,

TI7HAVARNZ M, IPT RLAEE Y h A7 THEREINTWET, By h~vRA7
X, 1~ 32 OFfETT,

TI7EAVARMIEDIP T RLADOFEIL, VA MOBRHIOT MY MBIEED ., —E0 B
HENDETY A M2 TFHEICEHMELET, IPT RLRAO—ENRRONDE, DT FLRA|IZ
permit £72 X deny A7 — b A2 FAEA S, VA MO FFHE S EHE A,

77 A UANEHIBRT SI2IE, noip accesslist 2> REMHEH L ET,

IPv4FEHAET 72 2 Y X ME, EZEINTIPVEL—T ¢ V758 E 7 4 VA BT B 01C
fERHEINET,
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. ip access-list (IP $Z#)

1

Bl 1: ROEHET 722 A NOHITE, FEELEZI DOy NT—T OHREFFAI L
¥4, 7I7BAVZARN AF—FALV MI—FHLAWIP 7 RLAIZHESSNET,

switchxxxxxx (config)# ip access-list 1 permit 192.168.34.0/24
switchxxxxxx (config) # ip access-list 1 permit 10.88.0.0/16
switchxxxxxx (config)# ip access-list 1 permit 10.0.0.0/8

I 20T 78 AT TN THRCTHESINET,

B2 ROERET 7 2 ) 2 FOFITIL, 10.29.2.64 ~ 10.29.2.127 DFEIPHDO IP 7 K L
ADT 7w AT LET, ZOFPHAANDOTRTOIP 7 FL AT, ESEEET,
switchxxxxxx (config)# ip access-list apo permit 10.29.2.64/26

W ZOMOT 7B AFTRTHERTHERSNET,

B3 : ZHDOT L ADEBIDOIEE ZHIEICT DI21E, ~AZEN32 OEE, FREx
BWTEXET, LERST, IRO2HOOFFEa~ L NIIFREICELTT,

switchxxxxxx (config)# ip access-list 2aa permit 10.48.0.3
switchxxxxxx (config)# ip access-list 2aa permit 10.48.0.3/32
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ipv6 access-list (IP 1) .

ipv6 access-list (IP 1Z#)

ipv6 accesslist 7 u— L a7 4 Falb—TaryEB— RN avr NZLoT, IPvoEHEY X
FEELLET, VA MZHIBRT 21213, Zoa~<r PO noBERNEHHLET,

B
ipv6 access-list access-list-name {deny|permit} {src-addr[/src-len] | any}

no ipv6 access-list access-list-name

INS A=A
« access-list-name : FEHE IPv6 77 £ A U A M D4, AENCIE, AT XFETHEAT
TFET,
cdeny : FMFZEBELIELAIT 7B A ZHELR LET,
s permit : R B LIZGAICT 7 B AT SNET,

s src-addr[/sre-len] Jany : IPv6 7 KL A RS FEzidany & L TCERINIZIPV6 'L 7 1 v
7 A, anyfiiix, ¥ _XTOIPv6 T RLAIZ—HLET, sclenzEHR LRV, HICE
128 Vi S FET, srelen DfEiE, 1 ~ 128 THHLENRH Y £7,

FIHI FEE
TIEAYANMIHY EHA

ATV R E—F

Ja—r\ ) ar7Z4F¥al—varyE—K

FEREDAHA RS>

IPv6 7 RLAD T 4 VXA FRET 5 I21E, ipv6accesslist 2~ REMHEH L £4, 8%
TECEEDSWTIPVE 7 L A 7P Al £ 23ESR T 5121E, permit F—U — FE 723 deny F—
J—RT727®AV A ZHRELET, EOT 7RV RO b —FHLANWT FL
Z\ZIE, BEERO deny AN SV ET,

TI7BAVARZMVIE, IPT RLARALEE Y b A7 THREINTHWET, By h~RAY
X1~ 128 OEfE T,

TIEAYANMILEDIPV6 T FLADFMTIZ, VA FORYIOZ MY LGB LT, —
BEPRHEINDETY A NETFHAICEHMELET, IPv6 7 RLADO—ERRO0D L, 207
R L A2 permit £721X deny A7 — F A > bBAEH S, U A FOFK ITFHME S E A,

77 AY A NEHIBRT HIZIE, noipv6 accesslist =~ K& L 97,

IPV6EHET 7 2 ) A M, ZIEBLXOREINTZIPV6 V—T 4V TIERE 7 4 VX AL
Hl-OIEA SN ET,
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. ipv6 access-list (IP 1Z#)

1

WIZ, BELET V7 4 v 7 AN DOOHREHFATHT 7RV A MO EZRLET, T/ &R
VARDAT—HFAL MZ—ELARWIPV6 7 FLAFES SN ET,

switchxxxxxx (config)# ipv6 access-list 1 permit 3001::2/64

E o FOMTRCOT I A IERMICESSINET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



