CHAPTER 3

Cisco Virtual Security Gateway show 0<%
vk

Z OETIE, Cisco Virtual Security Gateway (VSG) ¢ show =2~ > NIZEIT 2 1EHM AR L £9,
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

M showaaa

show aaa

FRRE, R, THhH U UT 47 (AAA) IZETHEHRAEERT HITIE, showaaa 2~ REFEHLE
7,

show aaa [accounting | authentication | authorization | groups | users]

WX DA accounting BB ThHOo T4 v TREERRFLET,
authentication (R BREORELFR R LET,
authorization (EE) FrORELRRLET,

groups (EE) RESNTWAINVL—TEFRLET,

users (EE) VE—PRIEEN TWVWDAa—TE2FKRLET,
T2+ L
avwYkFE—FK EXEC

Jua—)L ar7 4 X¥alb—3 3 (config)

FHi— 31— 0—)b X NU— S
*v NU—2 F_L—4

avr FEE Jy—2 EERE
5.2.1VSG1(4.1) Zoavy RREAINE L,

HRALDHA RS54  showaaa 2~ N CROEHEFZHHTE £,
e > HHET ANV E AL NLET,
o > WHhETFANMZ, TRXURE—RTIUXA LI FLET,
o |ra~r ROHNET A NZIIRLTHDLET,

7l WOBNT, AAA BREDKRTIEZRLIZLDTY,

vsg# show aaa authentication
default: local
console: local
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| 3% Cisco Virtual Security Gateway show a2 F
showaaa M

EEaTUF avvk B7L
password NAT—RERELET,
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

M show ac-driver

show ac-driver

TV =gy aryrTFoREHEREFRRT HI2iE. show ac-driver 2~ > REEH L £,

show ac-driver statistics

WX DA

TIHILE

Fik—bEha1—4 0-)l

statistics TV r— gy arF ORI REERLET,
L
EXEC

Ju—sb 2y 7 4 X2 b— 3 (config)

Fy U — B
Xy bT—7 AR —X

BERLEDAA FF1 Y

Jy—2

EENRE

5.2.1VSG1(4.1)

Zoavwry RREAINE LT,

show ac-driver =~ R CROERFA2HEHA T £,

o > HAET AN EAL LY FLET,
o > HHE Ty AN, TRXURE—FRTIUXEAL7 FLET,
e |:a~vr ROWMNET 4 NZITASAL THIDLUET,

3l K, 7TV =y ay ar7TFoRERHERER R T 50 2R LET,

vsg# show ac-driver statistics
#Packet Statistics:

Rcvd Total 5510 Buffers in Use 3188
Rcvd vPath L2 Pkts 1140 Rcvd vPath IPV4 Pkts 0
Rcvd VPath Pkts 1140 Sent to VPath 1140
Sent to Service-Path 1140 Sent to Control-Path 4370
All Drops 0

Non-vPath LLC Non-vPath OUI 0
Non-vPath type L2
Non-vPath IPV4

Service-Path not Inited

Non-vPath IPV4 UDP
Service-Path Down

Send to Service-Path Err
Send Bad Descriptor

Rcvd Bad Descriptor
Packet Offset Err
Send NIC Err

O O O O O o o
o O O O

BEa<w K avwyk H L]

show vsg Cisco VSG IZE¥ o fE#ER <L ET,
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| 3% Cisco Virtual Security Gateway show a2 F

show accounting W

show accounting

THOYT 47 al%#KrT 5HIZIE, show accounting =~ > REMHH L ET,

show accounting log [start-time year month day time end-time year month day time]

SO T log T T 4T uleFRLET,
start-time UEE) RrDHBT 270 E2FRRLET,
year month day time (EE) 4. B, BEOEEL, year OFFEIL 1970 ~ 2030 T, YYYY ¥
XTI, month OfEiiL, Jan, Feb, Mar, Apr. May, Jun, Jul, Aug,
Sep. Oct, Nov, F72i% Dec T9, day OFFHIL 1 ~ 31 T, dd B TT,
time IX HH:MM:SS . CT7,

end-time UEE) RrRBKTIT 70 M2FRLET,
TI+IE 2L
avY kR E—FK EXEC

ra—)L ar7 ¥ alb—ar (config)

#Fih—b&hd1-4 0-) X NU— 7 S
Fy hT— F_L—X

avy FERE Jyy—2 EENE
5.2.1VSG1(4.1) Zoavry RPREAINE L,

BREDHAL K54  show accounting =~ > R CROEATEHEHTEET,
o > MhET77ANMZIFA LT FLET,
o > HhETrANMZ, TR E-RTIZA LI FLET,
o Ay FOMhETZ A NZITAATHOLET,

T—=HDEWI A NeERTDHshow 2~ REANLIZLEEZ, Crl ¥ — %2 L72IRETC F—%
WL, COBETHLEFDY X MNERTTEXET,

i WIS, ThOorT 407 a7 e2Rrd 502" LET,

vsg# show accounting log
Fri Jan 21 17:19:35 2013:update:171.69.17.61Q@pts/0:admin:dir (SUCCESS)
Fri Jan 21 17:23:36 2013:update:10.193.73.130@ssh.3115:vsnbetauser:test vnsp spl

1 (SUCCESS)
Fri Jan 21 17:24:04 2013:update:10.193.73.130@ssh.3120:vsnbetauser:test vnsp spl
1 (SUCCESS)

Mon Jan 24 12:50:23 2013:start:171.70.216.167@pts/1l:admin:
Mon Jan 24 12:52:59 2013:update:171.70.216.167@pts/1l:admin:configure (SUCCESS)
Mon Jan 24 12:55:46 2013:stop:171.70.216.167@pts/1l:admin:shell terminated gracef
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®3IE

Bl show accounting

ully

Wed Feb 2 13:56:54 2013:

Wed Feb 2 14:20:41 2013:
of telnet closed

Wed Feb 2 14:32:19 2013:

Wed Feb 2 14:39:48 2013:
of telnet closed

Fri Feb 4 12:16:43 2013:
Fri Feb 4 12:17:11 2013:
Fri Feb 4 12:18:22 2013:

m-policy-agent (SUCCESS)
Fri Feb 4 12:20:41 2013:

of telnet closed

start:171.70.225.85@pts/2:admin:
stop:171.70.225.85@pts/2:admin:shell terminated because

start:171.70.225.85@pts/3:admin:
stop:171.70.225.85@pts/3:admin:shell terminated because

start:171.71.29.84@pts/4:admin:
update:171.71.29.84@pts/4:admin:configure (SUCCESS)
update:171.71.29.84@pts/4:admin:configure terminal ; wvn

stop:171.71.29.84@pts/4:admin:shell terminated because

Fri Feb 4 14:22:18 2013:start:171.71.29.84@pts/5:admin:

Fri Feb 4 14:23:05 2013:update:171.71.29.84Q@pts/5:admin:configure (SUCCESS)

Fri Feb 4 15:33:06 2013:stop:171.71.29.84@pts/5:admin:shell terminated because
of telnet closed

Fri Feb 4 17:05:05 2013:start:171.71.29.84@pts/6:admin:

Fri Feb 4 18:25:32 2013:stop:171.71.29.84@pts/6:admin:shell terminated because
of telnet closed

Mon Feb 7 14:12:19 2013:start:171.71.29.84@pts/7:admin:

Mon Feb 7 15:51:10 2013:stop:171.71.29.84@pts/7:admin:shell terminated because
of telnet closed

Mon Feb 7 16:30:10 2013:start:171.71.29.84@pts/8:admin:

Mon Feb 7 19:11:13 2013:stop:171.71.29.84@pts/8:admin:shell terminated because
of telnet closed

Wed Feb 9 14:43:26 2013:start:10.21.84.66@pts/9:admin:

Wed Feb 9 17:43:30 2013:stop:10.21.84.66Q@pts/9:admin:shell terminated because o
f telnet closed

Wed Feb 9 18:13:10 2013:start:10.21.84.66@pts/10:admin:

Wed Feb 9 18:40:00 2013:update:10.21.84.66@pts/10:admin:configure (SUCCESS)

Wed Feb 9 19:50:37 2013:start:10.21.84.66@pts/1l:admin:

Wed Feb 9 20:49:00 2013:stop:10.21.84.66Q@pts/10:admin:shell terminated because
of telnet closed

Wed Feb 9 22:03:36 2013:stop:10.21.84.66Q@pts/1l:admin:shell terminated because
of telnet closed

Thu Feb 10 18:41:45 2013:start:171.71.29.84@pts/12:admin:

Thu Feb 10 18:50:50 2013:stop:171.71.29.84@pts/12:admin:shell terminated because
of telnet closed

Fri Feb 11 12:09:57 2013:start:171.71.29.84Q@pts/13:admin:

Fri Feb 11 16:55:21 2013:stop:171.71.29.84@pts/13:admin:shell terminated because
of telnet closed

Fri Feb 11 18:19:49 2013:start:171.71.29.84Q@pts/14:admin:

Fri Feb 11 18:55:54 2013:stop:171.71.29.84@pts/14:admin:shell terminated because
of telnet closed

Mon Feb 14 13:35:27 2013:start:171.71.29.84Q@pts/15:admin:

BEa< R avwy kR B
show logging BX S ary 4 Xal—varius Iy A VONEERRLET,
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| 3% Cisco Virtual Security Gateway show a2 F

show banner Wl

show banner

NI —% KT 5121, show banner =~ > FEZHEH LET,

show banner motd

EX DA motd Message of the Day # %/~ L £ 7,
TI4IE L
avY kK E—F EXEC

Jua—sr a7 4 ¥ a b—3 g (config)

fi-pand1i—4¥o-n v FU— BRI
Xy NU—2 XL —4%

avy FEE Jy—2 EERAR
5.2.1VSG1(4.1) Zoavry FRHEASRE L,

BRLEDHA RSMY show banner =~ > N CROBEE T EMHHATEET,
e > HhET ANV FEA LY FLET,
o > HAET AN, TR RE-RTIFA LI FLET,
o |ia~wr ROMhET 4 NZIATHILET,

3l WIS, NF—=RRTH0RLET,

vsg# show banner motd
Nexus 1000V VSG

BiEav R avyk Bl
banner Nf— A=V %ERLET,
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W show boot

show boot

7 — FE AR FRT DL, show boot =~ FEMHH L E4,

show boot [auto-copy | module | sup-1 | sup-2 | variables]

B DEREA auto-copy (EE) HEha v —»NA 3x—TAd, 3T o= EFR R LET,
module (EE) BEDEY 2a— VEHITTRTOEY 22— VDT — NEHEFERL
E3
sup-1 (ER) A== AHF 1D, BUEEBIOKROr—RFOT — MNEKEZRRL
i‘j‘o
sup-2 (ER) A== AHF 20, BIESBIOKROR—RFOT — MNEKEZR L
i‘j‘o
variables EE) 77— FEKOU X MR LET,
T4 L
avy Kk E—F EXEC

sua—)L ar7 4 X¥alb—3 3 (config)

#Fii—bShd1—4 0-)) Fv MU — 7 G
Xy b= AL —X

avr FEE Jyy—2 EERE
5.2.1VSG1(4.1) Zoaxry FRNEASHELE,

BREDHALAESM4Y  showboot =~ FTKRDEHE FE2HEHTEX ET,
e > HhET ANV FEA LI FLET,
o > MHhET AN, TXURE—RTIXAS L7 FLET,
o | AR ROWHNET 4 VFITAAL THALET,

7l wIZ, 7= MER TR T D02 R LET,

vsg# show boot
Current Boot Variables:

sup-1

kickstart variable = bootflash:/ks.bin
system variable = bootflash:/sys.bin
sup-2

kickstart variable = bootflash:/ks.bin
system variable = bootflash:/sys.bin
No module boot variable set

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

Boot Variables on next reload:

sup-1

kickstart variable = bootflash:/ks.bin
system variable = bootflash:/sys.bin
sup-2

kickstart variable = bootflash:/ks.bin
system variable = bootflash:/sys.bin
No module boot variable set

show boot W

BEa< R

avwyFk BA

‘E-EI:I

boot T — NEEEERLET,

| oL-28944-01-J
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W showcdp

show cdp

Cisco Discovery Protocol (CDP) OfF# %A R~ 5121%, showedp =~ FEHEH L ET,

show cdp {all | entry | global | interface | internal | neighbors | traffic}

XD
T4+
avv R E—F

Fh—-b&hd1-4 0-)

all CDP 7 — 4 RXR—ADTRXRCDA v F—T =2 AT RLET,
entry CDP 55— X _X—AN®D CDP = + V) 2FRLET,

global 7 a—s3L7 CDP E#RER R LET,

interface A B =T A AD CDP FHREERLET,

internal UUID A AT Y O EREERLET,

neighbors CDP A N—%KRFLET,

traffic CDP T 7 4 v 7 OWGHEREER R LET,

L

EXEC

Ju—sL a7 4 ¥ ab—3 3 (config)

X NU— S
Fy NT—27 FRL—&

avy RERE

BEREDHL T4

3l

Jy—2 EENE

52.1VSG1(4.1) Toawr FREASHE LT,

show edp =~ R CROBEH T2 HEHATEET,

e > HhETZ ANV EA LT FLET,

o > HhET7rANMZ, TRURE—RTUXA L7 FLET,
e |aey ROWAET 4 MBI L FHALET,

T—=HDEWI R 2R TTDHshow 2~ REANLIZEEZZ, Crl ¥—%2L72IRETC ¥—%

gL, COMRTHLEDY A MERTTEET,

RIZ, CDP 5F—Z R_R—ZADFTRTDA v Z—T x4 AeFRmT 50 %57 LET,

vsg# show cdp all
Interface Index :83886080
Interface mgmtO:
Operational status: up
Config status: enabled
Refresh time: 60
Hold time: 180

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

showcdp W

Interface Index :117440512
Interface data0l:
Operational status: up
Config status: enabled
Refresh time: 60
Hold time: 180

SRS avy L]
cdp CDP T A —HZHELET,

T
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

H showcli

show cli

avw RIA4 A F—T x4 A (CLI) OFE#REERT HITIE, showeli 2~ REFEHLET,

show cli {alias | dynamic | history | interface | internal | list | syntax | variables}

BX DA alias CLIL=A U T ANFRENET,
dynamic )/ RT A —Z OBAEOHFHHZ R R L ET,
history CLI =2~ FOBEEZERLET,
interface CLIA VH =T A ADT—TNVEFRRLET,
internal CLI #tEHEHR AR L E T,
list CLI =2~ RO ERRLET,
syntax TRTOa~ 2 ROPER ANy B A F 7Tk (EBNF) X2 &R L £7,
variables CLI Z¥ AR RLET,
TIHIE L
avwv kR E—F EXEC

Ja—) ar 7 4¥a2lb—3 g (config)

$h—-rEhd1-¥0-) Ry FNU— 7 EFEHE
Py NU—7 F_XL—H

avy FERE Jyy—2 EENE
5.2.1VSG1(4.1) Zoavry RREAINE L,

BRLDHA RS54y  showeli =2~ RCROER F2EHTE T,
o > HhET AN HEA L7 FLET,
o > HHhET77F AN, TRXCVRE—FRTUZXA LI FNLET,
o | axr RO ET 4 NZIIRATHOLET,

T—=HDEWI R NeFRTDHshow 2~ REANLIZEEZ, Crl ¥— %2 L7IRETC F—%
e, CORETHLEDOY X FEKRTTEET,

i WIZ, CLI Z#zFmd 262 L ET,

vsg# show cli variables

VSH Variable List
SWITCHNAME="vsg"
TIMESTAMP="2013-02-14-17.33.37"

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F
showcli W

P i=iedN S avy kR Bl
cli var CLI %% EH L E7,

Cisco Virtual Security Gateway for Microsoft Hyper-V a=> F )7L >R J)—R 5.2(1)VSG1(4.1) 1l
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

Hl show clock

show clock

vy R RTHIZiE, showelock =~ FaEHLET,

show clock [detail]

EX DA detail (EE) B, KR, F£2E7RLET,
TIHILE L
avv kK E—FK EXEC

Jua—sr a7 4 ¥ 2 b—3 g (config)

fi-pand1i—4¥o-n v FU— 7R
Xy NU—2 XL —4%

avy FEE Jy—2 EERAR
5.2.1VSG1(4.1) Zoavry FRHEASRE L,

BRLDHS 31> show clock =~ FCROBEH - E#FHTEET,
o > HhETZ77ANMIZIV XA LI FLET,
o > WMhETZrAMI, TV RE—-RTIZA LT FLET,
o |ia~wr ROMhET 4 VZIATHILET,

3l WIZ, 70y 7 eRmTH01RLET,

vsg# show clock detail
Mon Feb 14 17:47:44 UTC 2013

BiEav R avyk Bl
clock VAT A Iuy JEERLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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| £3%

Cisco Virtual Security Gateway show 227> F

show copyright Wl

show copyright

WX DA

T4+

Fh—-b&hd1-4 0-)

EAVEMENS A 2T 5121, show copyright =~ > REMHEH L 7,

show copyright

Zoavy FIZEGIEELITF—V—FEbH Y £ A,

L

EXEC

Ju—sL a7 4 ¥ ab—3 3 (config)

X NU— S
Fy NT—27 FRL—&

BEREDAL T4

il

Jy—2 EENE

52.1VSG1(4.1) Toawr FREASHE LT,

show copyright =~ N CROEH -2 HEHTEE 7,

o > W ETFANMZIFEALA LT NLET,

o > HhET7rANZ, TRXURE—RTUZA L7 FLET,
o | AR ROHNET 4 VFITANA THALET,

WIT, WM E RRT o 2R LET,

vsg# show copyright

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2013, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

| oL-28944-01-J
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¥£3E
Bl show copyright

Cisco Virtual Security Gateway show a2~ F |

P i=iedN S avy kR B
show version BV REHREFR I LET,
build-info

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show cores M

show cores

XD
T4+
avY R E—F

Fh—-b&hd1-4 0-)

TRCOay7 X7 wFRTDHIZIE, show cores 2~ FEEHLET,

show cores

Zoavy FIZEGIEELITF—V—FEbH Y £ A,

L

EXEC

Ju—sL a7 4 ¥ ab—3 3 (config)

X NU— S
Fy NT—27 FRL—&

avy RERE

BEREDAL T4

Jyy—= EENE
52.1VSG1(4.1) Toawr FREASHE LT,

show cores =~ R CROEFEFAMHEHTEET,

o > W ETFANMZIFEALA LT NLET,

o > HhET7rANZ, TRXURE—RTUZA L7 FLET,
o | AR ROHNET 4 VFITANA THALET,

T—=HDEWI R NeETRTDHshow 2~ REANLIZEEZZ, Crl ¥— %2 L72RETC F—%
WL, COBETHLEFDOY X MERTTEXET,

i WIZ, §_XToay7 ¥ o7 2R rT 501 LET,
vsg# show cores

BEavU K avwyvFk B
show event-log ARV N a7 EERRLET,

| oL-28944-01-J
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W show debug

show debug

TNy T 75 7 RFRTHITIE, show debug =~ > FEHEHALET,

show debug [aaa | arp | ascii-cfg | bootvar | capability | cdp | cert-enroll | clis | core | ethpm | evinc
| fm | fs-daemon | igmp | im | ip | ipconf | ipv6 | kadb | klm-rswem | logfile | module | monitor
| msp | mvsh | ntp | platform | plugin | port-channel | redundancy | res_mgr | scheduler |
security | system | tcap | ttyd | vde | vlan | vam | vnm-pa | vsh | vshd | xml]

WX DA

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)

aaa (EE) A A AT NN T 7597 %FRLET,

arp ({ER) ARP T NNy 75 7K R LET,

ascii-cfg ({£#) ASCH-CFG TRy 77 7&K RLET,

bootvar UEE) 7= EROT NNy T 75 7% FRrLET,

capability (EE) WEDOT RNy 753 7K R LET,

cdp ({EE) CDPF Ry 75 7 KR LET,

cert-enroll EE) FEAERGOT Ny T 753 7% FK R LET,

clis (EE) CLIT ARy 75 7 %FRLET,

core UEE) a7 7= TRy 7 777 %K RLET,

ethpm ({£%E) ETHPM T v 7 77 72K R LET,

evmce ({ER) EVMC TNy 7 75 7K LET,

fm (BB B~ —V XY DT Ny 77 7 %FK R LET,

fs-daemon (EE) FST—%v TR/ 757 %FRLET,

igmp (EE) PIM TRy 7 75 7% %R LET,

im EE) IM TRy 75 7 %FRrLET,

ip (EE) IP offHa R LET,

ipconf ({E#&) IPCONF 71w 7 77 7% FKm LET,

ipvé (L&) IPv6 WA F R LET,

kadb (EE) W—FNVADB TR v/ 75 7%F R LET,

Klm-rwsem ({fEE) RWSEM RIA4 R F Ry 757 FKRLET,

logfile EE) us 774 V&FFLET,

module UEE) BV a— VDT Ny T 757K R LET,

monitor EE) A=V %y b AL vFRF—K TFF7A4% (SPAN) OF v 7
75 TNETRENET,

msp (EE) MSPF Ry 7 75 7 %FRLET,

mvsh (EE) MVSH 1w/ 75 7% FKRrLET,

ntp (EE) NTP T v 75 0% FRLET,

platform UEE) 77y " 74— L X=X DT N 7 777K RLET,

plugin UEE) T4 DT R 757 %K R LET,

port-channel (ER) A— b FXxRXNVDT Ry T 75 T FRLET,

redundancy UEE) MEMRIAN TN T 753 7% KR LET,

res_mgr EB) VI—AF—UYDTF NN T 757 F R LET,

scheduler EE) AT Pa—FDOTF Ny 757 7%2FKRLET,

security EE) ¥x2UTADOF Ny 757 %2FRLET,

system UEE) YATLOT Ry T 773 7R RLET,

tcap UEE) PN H—DFT Ny T 753 7% FK R LET,
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| 3% Cisco Virtual Security Gateway show a2 F

show debug

T2+

avy kR E—F

#ih-behda-4 n-

ttyd (EE) TTYD TR v 7 75 7 2FRrLET,

vde ({EE) VDC~ %X =V x DTNy 7 77 7% KRLET,
vlan (fEE) VLAN v~ X—Y ¥ DF Ry 7 75 7 %FrLET,
vmm (EE) VMM TRy 7 75 72K RLET,

vnm-pa ({EE) VNMPA TR 7 75 72K RLET,

vsh (FE) VSHTF RNv 7 79 7K R LET,

vshd () VSHD SR w /' 75 7% FRLET,

xml (FEE) XML TRy 75 7 %FRLET,

L

EXEC

Jua—L ar7 4 Xalb—3 3 (config)

X b —
Fy N —7 AL —X

avr FEE

HHEDHA K51V

Jy—2 EERE

5.2.1VSG1(4.1) Zoavy RREAINE L,

show debug =~ > RCROEH -2 EHATEET,

o > MhET77ANMIZIFA LI FLET,

o > MMhET AN, TXURE—RTIXA L7 FLET,
s |t aTr FOHNET A NZITAALTHIILET,

T—=HDOEWIY A2 NeFRRTDHshow 2~ FEANLIZE I, Crl $— 2 LIZIRETC F—%

gL, EORRTHLEDY A MEKTTEET,

il WIZ, AAAT Ry 7 75 7K R-T 50 RrLET,
vsg# show debug aaa

BlEaTUF avwyk ETLT
show debug-filter FNRy T TANEEERLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

M show debug-filter

show debug-filter

TNy T T 4 NEERAT HITIE. show debug-filter =~ > REffH L E T,

show debug-filter {all | arp | igmp | ip | ipv6}

BXOER all FTRCOT RNy T T4V FEFRLET,
arp T FLAfRT B b2y (ARP) Ty 7 T4 VB EFFLET,
igmp A B —Fy N T—TEHTa ha) (IGMP) TRy S 7 4 VB &k
RLET,
ip IP %R LET,
ipvé IPv6 AR R LET,
TI+ILE 7L
avy Rk E—F EXEC

Jua—)L ar7 4 X¥alb—3 3 (config)

#Fii—bShd1—4 0-)) X N —
Xy hT—2 XL —X

avr FEE Jy—2 EERE
5.2.1VSG1(4.1) Zoavy RREAINE L,

BHELDHAM ESLY  show debug-filter =~ > N TROEHE T2 HHTE £,
o > MHhET77ANMIZIFA LI FLET,
o > WHhETFANMZ, TRXURE—RTIUXA LI FLET,
o |t AR RO N ET ANZIIRATHDLUET,

T—=HDEWY 2 NeFRRTDHshow 2~ FEANLIZE I, Crl $— 2 L7ZIRETC F—%
WL, CORETHLEFDOY X MNERTTEXET,

Bl WIZ, TRy T TANBERTTLHHERLET,
vsg# show debug-filter all

[CEEIEINS avwyk L]
show debug TR T 7T TR RLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show environment W

show environment

AT ABREICET AIEIRAEFERT HIZ1E, show environment =2~ > K& L F9,

show environment [clock | fan | power | temperature]

WX O clock (LF) 7ay 7 ERERTFLET,
fan UER) 77 U EWRERRLET,
power (&) BORERLEEOHBERRLET,
temperature (LE) WEE P —HlE =R LET,
TIAIE L
avvk E—F EXEC

ra—s)L ar7 ¥ ab—ar (config)

#Fii—bShd1—4 0-)) Fv NU— 7 G
Xy b= AL —X

avy FERE Jyy—2 EERE
5.2.1VSG1(4.1) Zoavry RPREAINE L,

BRLEDAA R34V show environment =~ > R CROFER - EMHFHTEET,
o > MhET77ANMZIFA LT FLET,
o > HAET AN, TRUFE-FTUFA LI FLET,
s |t aTr FOHNET A NFITAALTHIILET,

Bl WIZ, VAT A 77 VBT DERERRTHHEZRLET,
vsg# show environment fan
Fan:
Fan Model Hw Status
ChassisFanl 0.0 Ok
ChassisFan2 0.0 None

Fan Air Filter : NotSupported

g&

BlEa<w R avwyk e
show clock VAT AL uaylERRLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

M show event manager internal

show event manager internal

AR R =V v A X FEFRART HITIL, show event manager internal =~ > K& H L £,

show event manager internal [evmnc | mvsh | errors]

X DA evime EE) ARV b X =V x AV PEFRRLET,
mvsh EE) AV OBV Y TIZET LHEAEREFZRLET,
errors () =9— vl a2FRLET,

FI4I+ L

avwv kR E—F EXEC

ra—s L ar7 0¥ alb—3 3y (config)

$h-rEhd1-¥0-1 Ry NU— 7 EFEHE
Py NU—7 F_L—H

avy FERE Jyy—2 EENE
5.2.1VSG1(4.1) Zoavy RPREAIShELE,

HALDHL F54>  show event manager =~ K CROEAE T2 HEHTEET,
s > HhET AN FA LT PLET,
o > HWhHET77 AN, TRXCVRE—FRTUZXA LT NLET,
o | awr ROHAET 4 VFITASAL THALET,

T—=2DOEWI A haFRdT S show 2w P2 ALz L (T, Ctrl F—Z#LI2RET C ¥—%
e, EORRTHLEDY A MEKTTEET,

i WIZ, AX S vR2—=Vxy 2T —2F£R T 50 zRLET,

vsg# show event manager internal errors
1) Event:E DEBUG, length:253, at 232142 usecs after Wed Feb 16 15:20:07 2013

[100] fu sdb handle update: validation fail,

fu is state active = 1,

fu is sync pss_to_standby enabled = 0,
mts sync event get(mts msg) = O,
create del) = 0

2) Event:E DEBUG, length:43, at 232138 usecs after Wed Feb 16 15:20:07 2013
[100] fu_sdb_handle update: validation fail

3) Event:E DEBUG, length:55, at 232136 usecs after Wed Feb 16 15:20:07 2013

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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| £3%

Cisco Virtual Security Gateway show 227> F

10)

11)

12)

13)

14)

15)

16)

17)

18)

19)

[100]

Event:E_DEBUG,
[100]

Event:E DEBUG,
[100]

Event:E DEBUG,
[100]

Event:E_DEBUG,
[100]

Event:E DEBUG,
[100]

Event:E DEBUG,
[100]

Event:E_DEBUG,
[100]

Event:E_DEBUG,
[100]

Event:E DEBUG,
[100]

Event:E_DEBUG,
[100]

Event:E_DEBUG,
[100]

Event:E DEBUG,
[100]

Event:E_DEBUG,
[100]

Event:E_DEBUG,
[100]

Event:E DEBUG,
[100]

Event:E_DEBUG,

length:58,
fu sync pss to standby apply:

length:58,
fu sync pss to standby apply:

length:58,
fu sync pss_to standby apply:

length:58,
fu sync pss to standby apply:

length:58,
fu sync pss to standby apply:

length:58,
fu sync pss_to standby apply:

fu sync pss_to standby apply:

at 971337

at 971525

at 971719

at 971918

at 971103

at 971307

length:58,

length:58,

length:58,

length:58,

length:58,

length:58,

length:58,

length:58,

length:58,

length:58,

show event manager internal

Set of checks failed

usecs
Input

usecs
Input

usecs
Input

usecs
Input

usecs
Input

usecs
Input

after
event

after
event

after
event

after
event

after
event

after
event

Wed
not

Wed
not

Wed
not

Wed
not

Wed
not

Wed
not

Feb
MTS

Feb
MTS

Feb
MTS

Feb
MTS

Feb
MTS

Feb
MTS

16 15
msg

16 15:
msg

16 15:
msg

16 15:
msg

16 15:
msg

16 15:
msg

at 971524 usecs after Wed Feb 16 15:
fu sync pss_to standby apply:Input event not MTS msg

at 971693 usecs after Wed Feb 16 15:
fu sync pss to standby apply:Input event not MTS msg

at 971886 usecs after Wed Feb 16 15:
fu sync pss_to standby apply:Input event not MTS msg

at 971094 usecs after Wed Feb 16 15:
fu sync pss_to standby apply:Input event not MTS msg

at 971275 usecs after Wed Feb 16 15:
fu sync pss to standby apply:Input event not MTS msg

at 971494 usecs after Wed Feb 16 15:
fu sync pss_to standby apply:Input event not MTS msg

at 971702 usecs after Wed Feb 16 15:
fu sync pss_to standby apply:Input event not MTS msg

at 971921 usecs after Wed Feb 16 15:
fu sync pss to standby apply:Input event not MTS msg

at 971218 usecs after Wed Feb 16 15:
fu sync pss_to standby apply:Input event not MTS msg

at 971289 usecs after Wed Feb 16 15:

:20:

19:

19:

19:

19:

19:

18

19:

19:

19:

19:

19:

19:

19:

18:

18:

02

57

52

47

42

37

32

217

22

57

52

:47

2013

2013

2013

2013

2013

2013

2013

2013

2013

2013

2013

2013

2013

2013

2013

2013
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

M show event manager internal

[100] fu sync pss_to standby apply:Input event not MTS msg

BIEaT R avwy kR BA
show event-log AR a sl EFERLET,

‘E-EI:I
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| 3% Cisco Virtual Security Gateway show a2 F

show event-log W

show event-log

AR b v T ERRTHIZIE, show event-log =~ REFHLET,

show event-log all

XD
TIHILE
avy Rk E—F

Fik—bEha1—4 0-)l

all AN R T eFRRLET,

L

EXEC

Jua—sr a7 4 ¥ a b—3 g (config)

Fy U — B
Xy bI—0 AR —X

avy FEE

BERLEDAA FF1 Y

Jy—2 EERAR
5.2.1VSG1(4.1) Zoavry FRHEASRE L,

show event-log =~ > N CROBEHE A HEHTEET,

e >N ET ANV EA LY FLET,

e > hETr ANz, TXURE-RTUXA LY MLET,
o |ia~wr ROMhET 4 NZIATHILET,

T—=2DOREWI A b xFRdT D show a~v > P2 A Lol =iz, Ctrl F—Z# LI2RKET C ¥ —%
e, EORRTHLEDY XM &R TTEET,

il WIZ, A s v 7 aRRTHEEZRLET,
vsg# show event-log all

BEEaT VR avwo R B
show event manager ARV X =T EERLET,
internal
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W show feature

show feature

VAT LERE R FRT HI1Z1%. show feature =~ &AL E7,

show feature

XD Coavwy RICEBIBERIEIF—T— RiEZH Y A,
T4+ L
avwv R E—F EXEC

Ju—s\L ar7 4 ¥ ab—3 3 (config)

Fh—-b&hd1-4 0-) X NU— S
Py NU—7 F_L—H

avy RERE yy—=x EENE
52.1VSG1(4.1) Toawr FREASHE L,

BRLDHA FS54Y  show feature =~ N CROEBR T 2HHATE £,
o > WM ETFANMZIVFEA LT NLET,
o > HhET7rANZ, TRXURE—RTUZXA L7 FLET,
o | AR ROHNET 4 VFITANA THALET,

i I, VAT MMERERFT D0 2R LET,
vsg# show feature
Feature Name Instance State
dhcp-snooping 1 disabled
http-server 1 enabled
lacp 1 disabled
netflow 1 disabled
port-profile-roles 1 disabled
private-vlan 1 disabled
sshServer 1 enabled
tacacs 1 enabled
telnetServer 1 enabled

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F
show feature W

EEaTUF avvk SieA
show http-server HTTP $— DR T—H 2 eFRr L ET,

Cisco Virtual Security Gateway for Microsoft Hyper-V a=> F )7L >R J)—R 5.2(1)VSG1(4.1) 1l
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

H  show file

show file

T4 V7 M) OFELZHRT DX, show file =~ FEEHLET,

show file {bootflash: | debug: | modflash: | volatile:}

B bootflash: T T7TviaTF4Ls N RERLET,
debug: TRy T T4 M) ERRLET,
modflash: modflash 7 4 L7 MU ZFK R LET,
volatile: WRET AL RV ERRLET,

TI4+IE 2L

avy Kk E—F EXEC

ra—\)L ar7 ¥ alb—ar (config)

#Fii—bShd1—4 0-)) F v NU— 7 G
Xy b= AL —X

avy FERE Jyy—2 EERE
5.2.1VSG1(4.1) Zoavy RPREAINE L,

BREDHA FSMY show file =~ N CROER T 2HEHTEET,
o > MhET77ANMZIFA LT FLET,
o > MHhET AN, TXURE—RTIXA L7 FLET,
s |t aTr FOHNET A NZITAALTHIILET,

fi Wio, 7—+79 vy a2 T 47 M) OFEEZHRT DHZ5- L ET,

vsg# show file bootflash:
/bin/showfile: /bootflash/: Is a directory

BEEavwY R avwyFk H L]
pwd BIEDT 4 L7 M) & RRLET,
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| 3% Cisco Virtual Security Gateway show a2 F

show hardware

show hardware

N— R = THEFHER 2 FRT 521X, show hardware =~ > F&#H L £,

show hardware [capacity | internal | stats]

WX DA capacity (EE) HHL A E2FRLET,
internal (EE) WEN— KR =T HREFRLET,
stats (EE) "— Ry T7THRiHE#REZFRTTLET,
T4k L
avw R E—F EXEC

Ju—sL a7 4 ¥ ab—3 3 (config)

#Fik—bEha1—4 A-)) oy U — G
Py NU—7 F_L—H

avy RERE yy—=x EENE
52.1VSG1(4.1) ooy RREASRE LR,

BALEDHSL ES54Y  show hardware =~ > R CROEHE 2T £,
o > WHhETFANMZIVFEALA LT NLET,
o > HhET7rANZ, TRXURE—RTUXA L7 FLET,
o | AR ROHDNET 4 VFITANA THALET,

i W, BH O AN— MEFHEREZFRT 20 2R LET,
vsg# show hardware internal mgmtO stats
ethl Link encap:Ethernet HWaddr 00:50:56:BB:00:38

inet addr:10.193.73.138 Bcast:10.193.79.255 Mask:255.255.248.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1193889201 errors:0 dropped:0 overruns:0 frame:0

TX packets:1298817 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:162479674502 (151.3 GiB) TX bytes:192218320 (183.3 MiB)

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

M show hardware

avy kR B
show interface A VE =T 2 A ADAT —HALNBEEERLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
m. OL-28944-01-J |



| 3% Cisco Virtual Security Gateway show a2 F

show hostname

DA
TIHILE
avy Rk E—F

#h—-b&hd1-4 0-)

KA ML & FRT HI2iE, show hostname =~ R&2EH L £9,

show hostname

Zoavy FIZEGIEELITF—V—REbH Y £ A,

Bl

EXEC

Jua—sr a7 4 ¥ 2 b—3 3 (config)

T MU — 7
Xy NU—2 XL —4%

show hostname W

avy FEE

BERLEDAA K1Y

Jyy—2 EERARE

5.2.1VSG1(4.1) Zoavry RRHEASRE L,

show hostname =~ > R CROEH -2 AT E T,

o >N ETFANIZYFA LT NLET,

e S>> WHhET AN, TR E—RTIFA L7 FLET,
o | AR ROHDNET 4 VFITANA THALET,

i WIZ, A N ERATHHZRLET,
vsg# show hostname
VSG129-2
BiEav R avwyFk EL
show hosts RAMERTILET,
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W show hosts

show hosts

DA
TIHILE
avy Rk E—F

#h—-b&hd1-4 0-)

RA NEFRRT BHIZ1E, show hosts =2~ > REMH L F I,

show hosts

Zoavy FIZEGIEELITF—V—FEbH Y £ A,

Bl

EXEC

Ju—sL 2y 7 4 X2 b— 3 (config)

T MU — 7
Fy NI =20 FRL—4%

avy FEE

BERLEDAA K1Y

Jyy—2 EERAR

52.1VSGI(4.1) oa~r RREASRELE,

show hosts =~ N CTIROER T2 EHATE ET,

o >N ETFANZYFA LT FLET,

o > HhET7rANIZ, TRURE—-RTUZA L7 PLET,
o | AR ROHDNET 4 VFITANA THALET,

i WIZ, KA ERRT L0 2R LET,
vsg# show hosts
DNS lookup enabled
Name/address lookup uses domain service
Name servers are 255.255.255.255
Host Address
tstl 209.165.200.227
tst2 209.165.200.229
BEavU K avwyvFk B
show hostname RA N ERRILET,
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| £3%

Cisco Virtual Security Gateway show 227> F

show http-server

DA
TIHILE
avy Rk E—F

#h—-b&hd1-4 0-)

HTTP #— "DIRMEZFRT 5 I21%, show http-server =~ > REEA L ET,

show http-server

Zoavy FIZEGIEELITF—V—REbH Y £ A,

Bl

EXEC

Jua—sr a7 4 ¥ 2 b—3 3 (config)

T MU — 7
Fy NT—2o FRL—4%

avy FEE

BERLEDAA K1Y

show http-server W

Jyy—2 EERARE

5.2.1VSG1(4.1) Zoavry RRHEASRE L,

show http-server =~ R CROEHE - ZHEA T ET,

o >N ETFANIZYFA LT NLET,

o > HhET7rANIZ, TRXURE—RTUIXA L7 FLET,
o | AR ROHDNET 4 VFITANA THALET,

3l W2, HTTP = DA T —H 2R &K T 205~ LET,
vsg# show http-server
http-server not enabled

BEaTUF avvFk EiBEA

show feature VAT LREREFORLET,
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W show incompatibility

show incompatibility

A A=V OIEHMNE KR D121, show incompatibility =~ > FEHL £,

show incompatibility system {bootflash: | volatile:}

DA
T4+
avv R E—F

#h—-b&hd1-4 0-)

system T4V NI ERRLET,

bootflash: T—h 75y a T4 L7 NI EFRRALET,
volatile: BERET L7 NIV ERRLET,

L

EXEC

Ju—sL a7 4 ¥ ab—3 3 (config)

X NU— S
Fy NT—27 FRL—&

avy RERE

BEREDHL FF1

Jy—2 EENE

52.1VSG1(4.1) Ioawr FREASHE L,

show incompatibility =~ > N CRKOHAE &2 EHTX ET,

o > WM ETZFANMZIFEA LT NLET,

o > HhET7rANIZ, TRURE—RTUXA L7 PLET,
o | AR ROHNET 4 VFITANA THALET,

i WIS, A A=V OIFAHIERTRT D05 LET,
vsg# show incompatibility system bootflash:
BEEITUF avwy kR EL]

show version image ARA—VDOY T NI 2T N—V g hkFERELET,

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show inspect ftp statistics W

show inspect ftp statistics

AVART v arD7 7 ANMEET 7 ha (FTP) OfGHE#REZFR <7 5121, show inspect ftp
statistics =~ > R&HHALET,

show inspect ftp statistics [svs-domain]

X DERBA svs-domain (EE) SVS FAA L ID HFEFEFRLET,
T+ L
avwv kK E—FK EXEC

sua— L ar7 4 X¥alb—3 3 (config)

FHi— 31— 0—)b X NU— S
xv NU—2 F_L—4

avr FEE Jy—2 EERE
5.2.1VSG1(4.1) Zoavy RRHEAINE L,

HRLDHAL K54  show inspect ftp statistics =~ > N TROERFE2HHTE £,
e > HAhET 7 ANMICIVFEA LI FLET,
o > HhETFANMZ, TRXURE—RTIUXA LI FLET,
o |iavy ROMhET A N2 THOLET,

& Wiz, A2 AXT v a FTP OfEHEREFERT D02 R LET,

vsg# show inspect ftp statistics
Input packets 1000
Dropped packets 6
Reset-drop packets 0
New connections 1
Deleted connections 0
IPC errors 0

0

IPC allocation errors

PEEaT UK avyv Rk Bl
show ip tftp TFTP 7 A4 7 MERERRLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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®3IE

Hl show install all

show install all

A VA=)V alw#FKRTHIZIE, showinstallall =~ F&EFEHLET,

show install all {failed-standby | failure-reason | impact | status}

failed-standby AR NALTOA AN NVDOERBERET H T 2R T LUET,

failure-reason KR LIZA A —NVOBAZHRET LI 7 2R LET,

DA
FI74I+
avy kR E—F

Fh—-b&hd1-4 o-)

impact A VA= NVOREEHRET D T E2EKRLET,
status BHEDOA A N—VREAHRET 22 TR LET,
L

EXEC

Jsa—R_) a7 4 Xalb—g v

X NU— 7 S
Fy NT—27 FRL—&

avy FERE

HEREDHA K51

Jy—2 EEAR

Cisco Virtual Security Gateway show a2~ F |

5.2.1VSG1(4.1) Zoavry RREAINE L,

show install all =~ > RCROBEHRTFEFHTEET,

e > T A M) XA LY FLET,

o > HWHhET7F AN, TRXUVRE—FRTUZXA LI FLET,
o | axr RO ET A NZIIRATHOLET,

il WIZ, BIEDA VA M —VREEZWET IR 7 2R R THHERLET,
vsg# show install all status
No installation has taken place since the last reboot.
BEavUF avwv kR Bk

show version image ARA—VDOIV T NI 2T N—V g hkFELET,
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| 3% Cisco Virtual Security Gateway show a2 F

show interface

show interface W

A HF—T oA AT HIEREFRRT H121E. show interface =~ FEHEH L £,

show interface [brief | capabilities | counters | data | description | ethernet | loopback |
mac-address | mgmt | port-channel | status | switchport | transceiver | trunk]

L3 e
FI74I+
avv kR E—F

Fh—-b&hd1-4 o-)

brief (L) A5 —7 =A AT 2B E 2ok LET,
capabilities (L) A >4 —7 = A AT Sl lE RoR LET,
counters UEB) A v A —T 2 A A BT 2 EFmLET,

data UEE) —H A v H—T oA AEFRRFLET,
description EE) A F—T7 =2 ZADHAEFRLET,

ethernet (L&) A —% % FIEEE 8023z A > ¥ —7 = A A% Fm LET,
loopback UEB) V=T N v s A B —T = ZAERFLET,
mac-address (£8) A2 =724 ADMAC 7 KL ABRRENET,
mgmt EE) BHA L —T oA A%FRLET,

port-channel ) B—bh Fr I A F—T oA ZEFRRLET,
status L) AV A —T 2 A ADTA v AT —H AGFRLET,
switchport EFE) A vTFR—F A2 —T oA A%FRLET,
transceiver (EB) A v ¥ =Tz A AD KT v —NEREFRLET,
trunk UTLEB) FTv o A2 —T oA AEREERLET,

L

EXEC

ra—s L ar7 0¥ alb—3 3 (config)

X NU— 7 S
Fy NT—27 FRL—&

avy FERE

yy—2

EENE

5.2.1VSG1(4.1)

Zoavry RREAINE LR,

| oL-28944-01-J
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

Hl show interface

HEREDHA K51

]

show interface =~ R CROEBE FEEHTEET,

o > W ETrA NIV XA VLT FLET,
o > HWHhETZFANI, TXRKE—KRTYUZEAS LT FLET,
o | avY ROHNET A NZIIIARATHDLET,

WIS, BEOA L F =T = A AT OHERERTT OB 2R LET,

vsg# show interface mgmt 0
mgmt0 is up

Hardware: Ethernet, address: 0050.56bb.0038 (bia 0050.56bb.0038)
Internet Address is 10.193.73.138/21
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
full-duplex, 10 Gb/s
Auto-Negotiation is turned on
1 minute input rate 44136 bits/sec, 62 packets/sec
1 minute output rate 1808 bits/sec, 1 packets/sec
Rx
755797571 input packets 131701 unicast packets 2575417 multicast packets
753090453 broadcast packets 107614075553 bytes
Tx
1240518 output packets 1144680 unicast packets 43411 multicast packets
52427 broadcast packets 203763544 bytes

O R

avwy kR HL

show ip interface IPAVH—T oA AEREFRLET,

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show ip

showip W

IP #EEHER AR AT HITI1L, showip 2~ FEMHH L ET,

show ip {adjacency | arp | client | igmp | interface | internal | logging | netstack | process | route
| static-route | tftp | traffic}

L3 e
T4+
avv R E—F

Fh—-b&hda1-4 0-)

adjacency IP BT — 7 V2 FoRr LET,

arp IP 7 FLAfRRTr ko (ARP) 77— 7L EHEHEREZERLE T,

client IP 7r B RCBEESNTNWDE Y TAT v FaRRLET,

igmp IP7 RLADA v H—Fy b ZA—F &7 0 k=L (IGMP) O AT —
AABIOREETR R LET,

interface IPA Vv H—T oA AEREFRLET,

internal WHEB IP 1A £= L ET,

logging IPRY—uaXo s =7 NVERRLET,

netstack netstack 2 —H /L ¥ ¥ v a2 B FRLET,

process 7a— )L P ERERRLET,

route N—7 4 o 7ERERRLUET,

static-route

RESNTVWDHAZT 4 v 7 V= ERRLET,

tftp 57 7 ANERET T ha)L (TFTP) 7 547 MEREFRLET,
traffic IPY 7 b7 NS 7 4y 7 HEHEREFR T LET,

L

EXEC

Jua—sr a7 4 ¥ a b—3i g (config)

ERNVEPE 3 iE 3
Xy RNU—7 F_XL—H

avy FEE

Jyy—2

EERARE

5.2.1VSGI(4.1)

Zoavry RPREAINE LR,

| oL-28944-01-J
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W showip

BRAEDAA ESA4Y  showip 2~ FCKROEHE F2HHTE £7,
o > HhET 7 ANMZIHEA L7 FLET,
o > IHhET AN, TRURE—RTIXA L7 MLET,
o |axr RO ET A NZIIRATHOLET,

! W, IP bT 7 ¢ v 7 fEHEREZ R TR T 202  LET,

vsg# show ip traffic

IP Software Processed Traffic Statistics

Transmission and reception:
Packets received: 647601245, sent: 1145486, consumed: O,
Forwarded, unicast: 1099007, multicast: 0, Label: 0

Opts:
end: 0, nop: 0, basic security: 0, loose source route: 0
timestamp: 0, record route: 0
strict source route: 0, alert: 4,
other: 0

Errors:
Bad checksum: 0, packet too small: 0, bad version: 0,
Bad header length: 0, bad packet length: 0, bad destination: 0,
Bad ttl: 0, could not forward: 645386546, no buffer dropped: 0,
Bad encapsulation: 20, no route: 377, non-existent protocol: 0
MBUF pull up fail: 0

Fragmentation/reassembly:
Fragments received: 0, fragments sent: 0, fragments created: O,
Fragments dropped: 0, packets with DF: 0, packets reassembled: 0,
Fragments timed out: O

ICMP Software Processed Traffic Statistics

Transmission:
Redirect: 30725, unreachable: 0, echo request: 0, echo reply: O,
Mask request: 0, mask reply: 0, info request: 0, info reply: O,
Parameter problem: 0, source quench: 0, timestamp: O,
Timestamp response: 0, time exceeded: 0,
Irdp solicitation: 0, irdp advertisement: 0

Reception:
Redirect: 0, unreachable: 0, echo request: 0, echo reply: 0,
Mask request: 0, mask reply: 0, info request: 0, info reply: O,
Parameter problem: 0, source quench: 0, timestamp: O,
Timestamp response: 0, time exceeded: 0,
Irdp solicitation: 0, irdp advertisement: 0,
Format error: 0, checksum error: 0O

Statistics last reset: never

BEZEaTUFR avvFk EiEA
show ipv6 IPv6 AR R LET,

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show ipvé W

show ipv6

IPv6 it & R AT 5121%, showipve =~ REfH L E T,

show ipv6 {adjacency | icmp | mld | nd | neighbor | route | routers}

XD
T4+
avY R E—F

Fh—-b&hd1-4 0-)

adjacency IPv6 BEBERAfR T — T VA2 FoR L £7,

icmp ICMPv6 fE#ZEZ R LET,

mld v NFXxy AN VAT —RHBERERRLET,
nd FANRBA L —T 2 A AFERERTILET,
neighbor IPv6 * A N—IERER T LET,

route IPVv6 V—F 4> T—T VR RLET,
routers FANR—=DN—T 4 U TIEREFR R LET,

L

EXEC

Ju—sL ar7 4 ¥ ab—3 3 (config)

X NU— S
Fy NT—27 FRL—&

avy RERE

BEREDHL T4

yy—= EENE
52.1VSG1(4.1) Toavr FREASHE L,

show ipv6 =~ R CROEFFEHHTEET,

e > MhET77ANMITIFA LI FNLET,

o > HHET AN, TN E=RTIZA LY FLET,
o | A ROWMOET 4 AZITAL TS LET,

| oL-28944-01-J
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |
M show ipv6

3l Wi, IPv6 BEEERAR T — 7 V2 R T HBIE2 R L ET,

vsg# show ipv6é adjacency summary
IPv6 AM Table - Adjacency Summary

Static : 2
Dynamic : 03
Others : 0
Total : 5
BEEaTUF = S SiEA
show ip IP @ ERTLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show kernel internal Il

show kernel internal

B =X IVDIERE R T HI21E. show kernel =~ > FEFHL £,

show kernel internal {aipc | cpuhogmon | ide-statistics | malloc-stats | meminfo | messages |
skb-stats | softnetstat}

BT DH R aipc J1—>v AIPC fax R~ LET,
cpuhogmon CPU HREHREZERLET,
ide-statistics IDE O#FHEHREERTRLET,
malloc-stats malloc DFEFHERE R L ET,
meminfo =N AEVHEHEERERTLET,
messages H—=FNDA =V EFRRLET,
skb-stats SK Ny 7 7H0 Y TOMEHERER R LET,
softnetstat H—=FNVDFy hT—7 Fa—fFEREFRRLET,
T4 mL
avy kR E—F EXEC

Jua—sL ar7 4 X¥alb—3 3 (config)

FHi— 31— 0—)b X NU— S
X NU—2 F_L—4

avr FEE Jy—2 EERE
5.2.1VSG1(4.1) ZOavy RREAINE L,

HRLDHA K54  show kernel internal =~ > N CROBERFE2FHATE £,
e > HAhET 7 ANIZYVHEA LI FLET,
o > HhETFANMZ, TRXURE—RTIUXA LT FLET,
o |t AR RO N ET ANZITARATHDLUET,

5 Wz, AEVICETOHERER T D02 R LET,

vsg# show kernel internal meminfo

MemTotal: 1944668 kB

MemFree: 909024 kB

Buffers: 70880 kB

Cached: 397144 kB

RAMCached: 351732 kB

Allowed: 486167 Pages

Free: 227256 Pages

Available: 257029 Pages

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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®3IE

Cisco Virtual Security Gateway show a2~ F |

Bl show kernel internal

SwapCached: 0 kB
Active: 567632 kB
Inactive: 329852 kB
HighTotal: 1179584 kB
HighFree: 334080 kB
LowTotal: 765084 kB
LowFree: 574944 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 0 kB
Writeback: 0 kB
Mapped: 548996 kB
Slab: 29756 kB
CommitLimit: 972332 kB
Committed AS: 943536 kB
PageTables: 4064 kB
VmallocTotal: 114680 kB
VmallocUsed: 87644 kB
VmallocChunk: 26940 kB
BEa<wY R avwo R BL

show system internal

kernel

=N DR EFR LET,

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show line W

show line

av LRI ar7 4 Xal— g ERRTHI2IE, showline =~ > FEFEHLET,

show line [com1 | console]

XA coml EE) iz~ R4y a7 4 F¥al—varrE2RnR-LET,
console (EE) avy—oavw s RIf4 vy ary74Xal—rar 2z RLE
R
TIHILE 2L
avy kR E—F EXEC

Ju—s L 2y 7 4 X2 b— g (config)

fi-pand1i—4¥o-n v FU— BRI
Xy hU—2 FRL—4

avy FEE Jy—2 EERAR
5.2.1VSG1(4.1) Zoavry RRHEASRELE,

BRLEDHA RSMY show line =~ R CROERFEMEHATE £,
e > HAhET ANV EA LI FLET,
o >N ETFANMI, TRXURE—RTIXA L7 FLET,
o | AR ROHNET 4 NVFITAATHALET,

i WIZ, a~w~ Rofry ary7 4 FXal—a 2R rt50z2RrUET,

vsg# show line
line Console:

Speed: 9600 baud
Databits: 8 bits per byte
Stopbits: 1 bit(s)
Parity: none

Modem In: Disable
Modem Init-String -
default : ATE0Q1&D2&C1S0=1\015

line Aux:
Speed: 9600 baud
Databits: 8 bits per byte
Stopbits: 1 bit(s)
Parity: none

Modem In: Disable
Modem Init-String -

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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F3IE
H show line

Cisco Virtual Security Gateway show a2~ F |

default : ATE0Q1&D2&C1S0=1\015
Hardware Flowcontrol: ON

B

cli av U RIAVERELET,

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show logging M

show logging

0 X v I IEREFRRT HIZIE, show logging =~ FEMHAL £,

show logging [console | info | internal | last | level | logfile | module | monitor | pending |
pending-diff | server | session | status | timestamp]

BXOiHHE console B8 arvy—I aX IR ELFFLET,
info UEE) eX U IR EFRRILET,
internal (L&) syslog lF @A F R LET,
last UEE) v ORBEOEITERRLET,
level LB 773V V74 X VR ELFRLET,
logfile (EE) vs 774 vEFRRLET,
module EE) EVa2— )l aX U FREEFERLET,
monitor (EE) =4 a XL VREXFRLET,
pending UEE) =N T FL2ADREFOREERRLET,
pending-diff EE) =T FLAORETORELFRLET,
server EE) —ROuX o FRELZFRLET,
session (L) n¥r s tyvarolkiEsErLET,
status (EE) uXo 2/ 25—F2%FRLET,
timestamp UEE) uXo 2/ AL RAZ L TORELFTLET,
TI4+IE L
av K E—F EXEC

Jua—sr a7 4 ¥ 2 b—3 g (config)

Fi—bEhd1—¥ -1 oy U — G
Xy bT—0 AR —X

avy FEE =2 EERARE
5.2.1VSG1(4.1) Zoavry RRHEASRE L,

BRALOAAL RSLY  show logging =~ > FCROEE AT £,
o > HhET ANV EA LI FLET,
o > HNET AN, TR RE-RTIFA LI FLET,
o | AR ROHNET 4 VFITANA THALET,

T—HDEWVWI R NE2RFTDHshow a2~ REANLIZEEZZ, Crl ¥— %2 L72RETC ¥—%
WL, FOREETHLZFDI R MNERKRTTEFET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

M show logging

3l WIZ, v TZ7ANVeRrTL502RLET,

VSG129-24# show logging logfile start-seqgn 1

Last Log cleared/wrapped time is : None

1: 2013 Jan 21 17:17:21 VSG129-2 $KERN-2-SYSTEM MSG: Starting kernel... - kernel
2: 2013 Jan 21 17:17:21 VSG129-2 %KERN-3-SYSTEM MSG: PCI: Cannot allocate resour
ce region 1 of device 0000:00:0£f.0 - kernel

3: 2013 Jan 21 17:17:21 VSG129-2 %KERN-3-SYSTEM MSG: sda: assuming drive cache:

write through - kernel

4: 2013 Jan 21 17:17:21 VSG129-2 SKERN-3-SYSTEM MSG: sda: assuming drive cache:
write through - kernel

5: 2013 Jan 21 17:17:21 VSG129-2 %KERN-3-SYSTEM MSG: CMOS: Module initialized -
kernel

6: 2013 Jan 21 17:17:21 VSG129-2 $KERN-1-SYSTEM MSG: calling register stun_set d
omain id() - kernel

7: 2013 Jan 21 17:17:21 VSG129-2 SKERN-1-SYSTEM MSG: register stun set domain_id
() - kernel

8: 2013 Jan 21 17:17:21 VSG129-2 %KERN-1-SYSTEM MSG: Successfully registered SNA
P client for SNAP=0x00000c013200 0xf1117360 - kernel

9: 2013 Jan 21 17:17:21 VSG129-2 SKERN-1-SYSTEM MSG: STUN : Successfully created
Socket - kernel

10: 2013 Jan 21 17:17:21 VSG129-2 SKERN-3-SYSTEM MSG: redun platform ioctl : Ent

ered - kernel

11: 2013 Jan 21 17:17:21 VSG129-2 %KERN-3-SYSTEM MSG: redun platform ioctl : SW

version is set 5.2.1VSG1(4.1) - kernel

12: 2013 Jan 21 17:17:21 VSG129-2 3LOCAL7-3-SYSTEM MSG: - dhcpd

13: 2013 Jan 21 17:17:21 VSG129-2 3LOCAL7-3-SYSTEM MSG: No subnet declaration fo
r ftp0 (127.2.1.1). - dhcpd

14: 2013 Jan 21 17:17:21 VSG129-2 %LOCAL7-3-SYSTEM MSG: ** Ignoring requests on
ftp0. If this is not what - dhcpd

15: 2013 Jan 21 17:17:21 VSG129-2 %LOCAL7-3-SYSTEM MSG: you want, please writ
e a subnet declaration - dhcpd

16: 2013 Jan 21 17:17:21 VSG129-2 SLOCAL7-3-SYSTEM MSG: in your dhcpd.conf fi
le for the network segment - dhcpd

17: 2013 Jan 21 17:17:21 VSG129-2 SLOCAL7-3-SYSTEM MSG: to which interface ft

p0 is attached. ** - dhcpd

18: 2013 Jan 21 17:17:21 VSG129-2 SLOCAL7-3-SYSTEM MSG: - dhcpd

19: 2013 Jan 21 17:17:21 VSG129-2 %LOCAL7-3-SYSTEM MSG: Not configured to listen
on any interfaces! - dhcpd

20: 2013 Jan 21 17:17:21 VSG129-2 %USER-2-SYSTEM MSG: CLIS: loading cmd files be
gin - clis

21: 2013 Jan 21 17:17:21 VSG129-2 SKERN-3-SYSTEM MSG: redun platform ioctl : Ent
ered - kernel

22: 2013 Jan 21 17:17:21 VSG129-2 SKERN-3-SYSTEM MSG: redun platform ioctl : Hos
t name is set VSG129-2 - kernel

23: 2013 Jan 21 17:17:23 VSG129-2 SLOCAL7-3-SYSTEM MSG: - dhcpd
24: 2013 Jan 21 17:17:23 VSG129-2 SLOCAL7-3-SYSTEM MSG: No subnet declaration fo
r ftp0 (127.2.1.1). - dhcpd

25: 2013 Jan 21 17:17:23 VSG129-2 %LOCAL7-3-SYSTEM MSG: ** Ignoring requests on
ftp0. 1If this is not what - dhcpd

26: 2013 Jan 21 17:17:23 VSG129-2 $LOCAL7-3-SYSTEM MSG: you want, please writ
e a subnet declaration - dhcpd

27: 2013 Jan 21 17:17:23 VSG129-2 S$LOCAL7-3-SYSTEM MSG: in your dhcpd.conf fi
le for the network segment - dhcpd

28: 2013 Jan 21 17:17:23 VSG129-2 %LOCAL7-3-SYSTEM MSG: to which interface ft

p0 is attached. ** - dhcpd

29: 2013 Jan 21 17:17:23 VSG129-2 %LOCAL7-3-SYSTEM MSG: - dhcpd

30: 2013 Jan 21 17:17:23 VSG129-2 %LOCAL7-3-SYSTEM MSG: Not configured to listen
on any interfaces! - dhcpd

31: 2013 Jan 21 17:17:23 VSG129-2 SMODULE-5-ACTIVE SUP_OK: Supervisor 1 is activ
e (serial: T5056BB0038)

32: 2013 Jan 21 17:17:23 VSG129-2 SPLATFORM-5-MOD STATUS: Module 1 current-statu
s is MOD STATUS ONLINE/OK

33: 2013 Jan 21 17:17:26 VSG129-2 %USER-2-SYSTEM MSG: CLIS: loading cmd files en

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show logging M

d - clis

34: 2013 Jan 21 17:17:26 VSG129-2 SUSER-2-SYSTEM MSG: CLIS: init begin - clis

35: 2013 Jan 21 17:17:44 VSG129-2 SUSER-2-SYSTEM MSG: Invalid feature name eth-p

ort-sec - clis

36: 2013 Jan 21 17:18:00 VSG129-2 SPOLICY ENGINE-5-POLICY ACTIVATE EVENT: Policy
pl is activated by profile spl

37: 2013 Jan 21 17:18:00 VSG129-2 %IM-5-IM INTF STATE: mgmtO is DOWN in vdc 1

38: 2013 Jan 21 17:18:00 VSG129-2 $IM-5-IM INTF STATE: mgmtO is UP in vdc 1

39: 2013 Jan 21 17:18:00 VSG129-2 $IM-5-IM INTF STATE: data0 is DOWN in vdc 1

40: 2013 Jan 21 17:18:00 VSG129-2 %IM-5-IM INTF STATE: data0 is UP in vdc 1

41: 2013 Jan 21 17:18:00 VSG129-2 SPOLICY ENGINE-5-POLICY COMMIT EVENT: Commit o

peration SUCCESSFUL

42: 2013 Jan 21 17:18:00 VSG129-2 $VDC_MGR-2-VDC _ONLINE: vdc 1 has come online

43: 2013 Jan 24 12:53:47 VSG129-2 $VSHD-5-VSHD SYSLOG CONFIG I: Configured from

vty by admin on 171.70.216.167@pts/1

44: 2013 Feb 7 16:30:00 VSG129-2 SAUTHPRIV-3-SYSTEM MSG: pam aaa:Authentication
failed for user admin from 171.71.29.84 - sshd[7496]

45: 2013 Feb 9 18:41:38 VSG129-2 %$VSHD-5-VSHD SYSLOG CONFIG I: Configured from

vty by admin on 10.21.84.66@pts/10

46: 2013 Feb 14 14:15:31 VSG129-2 S$VSHD-5-VSHD SYSLOG CONFIG I: Configured from

vty by admin on 171.71.29.84Q@pts/15

47: 2013 Feb 14 15:58:21 VSG129-2 %VSHD-5-VSHD SYSLOG CONFIG I: Configured from

vty by admin on 171.71.29.84@pts/15

48: 2013 Feb 14 16:34:25 VSG129-2 %$VSHD-5-VSHD SYSLOG CONFIG I: Configured from

vty by admin on 171.71.29.84Qpts/15

49: 2013 Feb 14 18:38:57 VSG129-2 %VSHD-5-VSHD SYSLOG CONFIG I: Configured from

vty by admin on 171.71.29.84Q@pts/16

50: 2013 Feb 17 20:18:55 VSG129-2 SAUTHPRIV-3-SYSTEM MSG: pam aaa:Authentication
failed for user admin from 10.21.144.180 - sshd[23785]

51: 2013 Feb 18 15:14:03 VSG129-2 $VSHD-5-VSHD SYSLOG CONFIG I: Configured from

vty by admin on 171.71.29.84Qpts/22

52: 2013 Feb 21 13:16:43 VSG129-2 %VSHD-5-VSHD SYSLOG CONFIG I: Configured from

vty by admin on 171.71.29.84Q@pts/26

53: 2013 Feb 21 14:08:23 VSG129-2 %VSHD-5-VSHD SYSLOG CONFIG I: Configured from

vty by admin on 171.71.29.84Q@pts/26

54: 2013 Feb 22 11:47:27 VSG129-2 %$VSHD-5-VSHD SYSLOG CONFIG I: Configured from

vty by admin on 171.71.29.84Qpts/28

BiEa<v >R avwyk e
show event-log ARV a7 EERRLET,

‘E-EI:I
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W showntp

show ntp

Fy hU—2 ZA4 L 7a ha) (NTP) OIEHREZRFT HITIEL, showntp =~ REFEHLET,

show ntp [internal | peer-status | peers | rts-update | source | statistics | timestamp-status]

WX DR internal (LE) WNE NTP fE#®a £ LET,
peer-status EE) T RTOETOREZFR T LET,
peers LE) T RTCoOLTEFRELET,
rts-update (f£7&) RTS ORBEEEZFRL £7,
source (EE) HETIPT FLAZERLET,
statistics (I£E) NTP #attimazFr L ET,
timestamp-status () AL RAZ T Fxv 7 OREEZFRLET,
T4k L
avY Rk E—F EXEC

Jua—sr a7 4 ¥ 2 b—3i g (config)

Fi—bEhd1—¥ 0-) oy NU— G
Xy bT—0 AR —X

avy FEE =2 EERAR
5.2.1VSG1(4.1) Zoavry RRHEASRE L

BRALOHMARSL4Y  showntp =~ FCKROEK FA2HHCTXET,
e >:HAhET ANV HEA L7 FLET,
o > HhET7rANZ, TRXURE—RTUIZA L7 PLET,
o | AR ROHNET 4 VFITANA THALET,

i KT, m—71)v NTP OfGEHEREZ R RT 502~ LET,
VSG129-2# show ntp statistics local
system uptime: 2669747
time since reset: 2669747
old version packets: 0
new version packets: 10

unknown version number: 0
bad packet format: 0
packets processed: 0
bad authentication: 0
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| 3% Cisco Virtual Security Gateway show a2 F

showntp W

avy kR B
show clock REffl 2 Rom L E 9,
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W show password

show password

RAT — ROWMEDHERZ A 32— 7 MZT 511X, show password 2~ > REHH L E T,

show password strength-check

EX DA strength-check NAT— ROBELFERLET,
T2+ 2L
avwYkFE—FK EXEC

Jua— L ar7 4 X¥alb—3 3 (config)

FHi— 31— 0—)b X NU— S
xv NU—2 F_L—4

avr FEE Jy—2 EERE
5.2.1VSG1(4.1) Zoavy RREAINE L,

BRLDHA K54  show password =~ R CROERFE2HHATE £,
e > HAhET s ANIIFEA LI FLET,
o > HNET AN, TR RE-RFTIFA LI FLET,
o |iavy ROMhET A2 THOLET,

7l WIZ, NAT— FOBEDOHREZA X —TNMTT DB 2R LET,

vsg# show password strength-check
Password strength check enabled

vsg#
pPIEa< R avwv kR B
show aaa RIS F OFF AT B2 RR LR

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show platform internal W

show platform internal

TTy b7 x—b v X =V FRERTZT DITIL, show platform internal =~ > F&2@#EH L E7,

show platform {all | errors | event-history | info | mem-stats | msgs}

XD
TIHILE
avy Rk E—F

Fik—bEha1—4 0-)l

all TIy N7 r—AEREFRTILET,

errors TI YN TF—h X =V vy DT— ul gz R LET,

event-history TS5 N T —h vR—=T DA NEREERERLET,

info TTy N T AL R =T Y ORHEREERLET,

mem-stats TIy b7 r—h X =Ty AEFVOEY YT HMEERE R R L
9,

msgs TIy N T A=A RV ¥ AvE—V vl ERRLET,

L

EXEC

Jua—sr a7 4 ¥ a b—3 g (config)

Fy U — B
Xy bT—0 AR —X

avy FEE

BERLEDAA K1Y

3l

=2 EERAR
5.2.1VSG1(4.1) Zoavry RRHEASRE L,

show platform =~ > RCROBEHE T2 HEHTEET,

e > HhET ANV EA LY FLET,

o > HAET AN, TR RE-RTIXA LT FLET,
s |raxry FOMAhET 4 NFIIANATHOLET,

T—HDEWI R 2R RTDHshow a2~ REANLIZEZZ, Crl ¥— %2 L72RETC ¥—%
WL, FOREETHLZFDI R MNERKRTTEFET,

WIZ, Ty FT7H—b w3 —Vx AEVRMEHEREF R T 20 2R LET,

VSG129-2# show platform internal mem-stats
Inside pfm cli show memstats
sending mts msg 18

Private Mem stats for UUID : Malloc track Library(103) Max types: 5

Curr alloc: 414 Curr alloc bytes: 19803 (19k)
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®3IE

Cisco Virtual Security Gateway show a2~ F |

W show platform internal

Private Mem

stats for UUID Non mtrack users(0) Max types: 81

Curr alloc:

Private Mem

149 Curr alloc bytes: 1322797 (1291k)

stats for UUID libsdwrap (115) Max types: 22

Curr alloc:

Private Mem

11 Curr alloc bytes: 1448 (1k)

stats for UUID

Associative db library(175) Max types:

Curr alloc:

Private Mem

6 Curr alloc bytes: 200 (0k)

stats for UUID

Event sequence library(158) Max types:

Curr alloc:

Private Mem

0 Curr alloc bytes: 0(0k)

stats for UUID

Associative db utils library(174) Max types:

Curr alloc:

Private Mem

0 Curr alloc bytes: 0(0k)

stats for UUID libfsrv(404) Max types: 11

Curr alloc:

Private Mem

0 Curr alloc bytes: 0(0k)

stats for UUID FSM Utils (53) Max types: 68

Curr alloc:

Private Mem

136 Curr alloc bytes: 7760 (7k)

stats for UUID Platform Manager (24) Max types: 25

Curr alloc:

Curr alloc:

0 Curr alloc bytes: 0(0k)

716 Curr alloc bytes: 1352008 (1320k)

e i=iedN S

avwy kR

SiBA

show system internal

AEY TI—bFureRKRLET,

mem-alerts-log
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| 3% Cisco Virtual Security Gateway show a2 F

show policy-engine W

show policy-engine
RN v— 2P DORREHEREZ KRR T 511X, show policy-engine =~ > FZEH L E7,

show policy-engine {policy-name | stats}

X DA policy-name KUY — oV D4,

stats R v— =P OiERERRLET,
TI+IE 230
avv kK E—F EXEC

Ju—sL a7 4 ¥ ab—3 3 (config)

#h—-b&hd1-4 0-) X NU— S
Xy hT—2 FRL—%

avy RERE yy—=x EENE
52.1VSG1(4.1) Toawr FREASHE L,

BRLEDHAL K54  show policy-engine =~ > F CIROHERFA2MHH TE £,
e > MHhET77ANIZIFA LI NLET,
o > HhET7rANIZ, TRURE—RTUHXA L7 FLET,
o | AR ROHNET 4 VFITANA THALET,

i WIZ, R = 2V OfGHERE R T T 502 RLET,

vsg# show policy-engine stats

Policy Match Stats:

pl : 30378
rl : 30378 (Permit)
NOT APPLICABLE : 0 (Drop)
BEavUF avwy kR Bk
policy N —&RELET,
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

Bl show processes

show processes

7at A% R AT HIZIL. show processes =~ REffiH LET,

show processes [cpu | log | memory | vdc]

EX DA cpu (f£#) CPU u bR ZHTAEREFRLET,
log (EE) 7ot oI+ 5 1EHREFERLET,
memory (EE) AV RETHEREFZRLET,
vde (EE) BT AL R aryTx A (VDC) Fut AT 5EREETR
LET,
T4+ 2L
avY K E—F EXEC

ra—\)L ar7 ¥ alb—ar (config)

#Fii—bShd1—4 0-)) X N —
Xy NI —=2 FRXL—4

avy FERE Jyy—2 EENE
5.2.1VSG1(4.1) Zoavy RPREAINE L,

BREDHAL ES54Y  show processes 2~ FCROEHEFEMHHATE LT,
o > MhET77ANMZIFA LI FLET,
o > HANET AN, TR R E-FTUFA LI FLET,
s |t a~wr FOHNET A NZ AL THIILET,

T—=HDEWI A NeFERT D show 2~ REANLIZEEZ, Crl ¥— %2 L72IRETC F—%
e, CORETHLEDOY X FEKRTTEET,

il WIZ, AFVOTuv A ZHT HEREZRT D02 RLET,

vsg (config) # show processes memory

PID MemAlloc MemLimit MemUsed StackBase/Ptr Process
1 147456 0 1441792 bffffe60/bff£f£f950 init
2 0 0 0 0/0 ksoftirgd/0
3 0 0 0 0/0 desched/0
4 0 0 0 0/0 events/0
5 0 0 0 0/0 khelper
10 0 0 0 0/0 kthread
18 0 0 0 0/0 kblockd/0
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| £3%

Cisco Virtual Security Gateway show 227> F

35
188
189
190
191
776
823
833
837

1175
1180
1740
1747
1976
1989
1990
1991
1992
1993
1994
1995
1996
1997
1998
2003
2009
2036
2319
2320
2336
2337
2338
2373
2374
2513
2514
2515
2516
2517
2519
2524
2537
2545
2552
2553
2554
2555
2556
2557
2558
2559
2560
2561
2562
2563
2573
2576
2583
2585
2586
2587
2588
2589
2590

15564

O O O O O O OO O W OO0 OO oo o oo o o

0
180224
159744

2551808

0

O O O O O O

0
364544
421888

23015424
933888
4120576

0
282624
155648

2109440
1073152
2732032
1155072
479232
212992
528384
512000
397312
315392
958464
479232
217088
7733248
2248704
274432
1245184
2146304
708608
634880
450560

O O O O O O O O OO OO OO OO OO0 OO0 O0O0O0O0OO0O0OoOOoOoO oo o o

0
214619750
95819750
125824371
109213561
0

0
92591910
0
393881241
95385382
367819865
165002041
135244736
96888422
91650240
92225126
85133312
85106278
92785651
135244736
0
664149376
372636352
85254963
95083507
115889523
127975372
109440179
78402579

536000

O O O O O O OO OoOkFHF OOO0OOOOOOoOOoOoO oo o o

0
1642496
1601536
15540224
0

O O O O O O

0
69095424
68964352
106741760
74809344
81752064
0
74170368
1441792
78864384
76709888
144842752
75182080
73154560
69488640
73543680
78594048
72286208
72122368
74874880
73154560
2572288
106373120
103321600
72257536
76578816
76902400
76795904
84406272
70279168

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0
bffffdb0/bffffcb0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0
Pfff£fd80/bfff£fb60
bffffdal0/bfff£fbl0
bffffd40/bfffed20

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0
bffffad0/bff££8b0
bffffa70/bfff£8al
bffffad0/bfffe73c
bffffa80/bfffe850
bffffa70/bf££79e0

0/0
bffffa70/bfffe058
bffffa60/bff££988
bffffa80/bfff£278
bffffa80/bfffeddl
bffffa30/bff££690
bffffa50/bfffedbl
bffffad0/bff££770
Pffffof0/bfffe680
bffffa60/bfff£5£8
bffffa90/bff££260
bffffa60/bf£f£3690
bffffa70/bf£££840
bffffa60/bfffedl10
bffffa20/bf£f££750
Pffff9c0/bf£f££820
bffffa30/bffff3e0
bffffa50/bf££d960
bffffa60/bf£f££830
bffffa60/bfffe2dc
bffffa60/bfffe060
bffffa70/bfffe9cO
bffffaal0/bfff£3c0
bffffa70/bf£££530

show processes

khubd

pdflush
pdflush
kswapd0

aio/0

kseriod
kide/0

ata/0
scsi eh 0O
kjournald
kjournald
kjournald
kjournald
portmap

nfsd

nfsd

nfsd

nfsd

nfsd

nfsd

nfsd

nfsd

lockd

rpciod
rpc.mountd
rpc.statd
sysmgr
mping-thread
mping-thread
stun_kthread
stun_arp mts_ kt
stun_packets re
redun_kthread
redun_timer kth
sf_rdn_kthread
xinetd

tftpd

syslogd
sdwrapd
platform
ls-notify-mts-t
pfm dummy
klogd

vshd

stun

smm
session-mgr
psshelper
lmgrd

licmgr
fs-daemon
feature-mgr
confcheck
capability
psshelper gsvc
cisco

clis
port-profile
xmlma
vnm_pa_intf
vmm

vdc_mgr

ttyd

sysinfo
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

Bl show processes

2591 438272 91884531 73687040 bffffa80/bfff£f490 sksd

2593 610304 91614195 73551872 bffffa70/bffff234 res mgr

2594 1028096 93695782 75186176 bffffa80/bfffedb0 plugin

2595 3956736 375542464 94433280 bffffa50/bfff£f4£f0 npacl

2596 811008 175709177 74731520 bffffa60/bfffbf80 mvsh

2597 2596864 109250944 79581184 bffffa80/bfffcf70 module

2598 3489792 182622105 87179264 bffffa80/bf£ffd980 fwm

2599 1175552 100089228 81141760 bffffa60/bfffed90 evms

2600 1015808 93312806 74964992 bffffa60/bfffedal evmc

2601 581632 92554035 84045824 bffffa90/bfff£f470 core-dmon

2602 454656 92722572 74289152 bffffa80/bffff3b0 bootvar

2603 9854976 367171059 93200384 bffffa60/bffffdc0 ascii-cfg

2604 647168 87422156 74403840 bffffad0/bfffe678 securityd

2605 1048576 98226585 84234240 bffffa60/bfffdce0 cert enroll

2606 495616 87332044 75096064 bffffa60/bfffe850 aaa

2614 5029888 369338252 86528000 bffffa50/bf£f££960 13vm

2615 4288512 366242905 106196992 bffffa50/bff£f£f950 wu6brib

2616 6340608 367112486 129155072 bffffa50/bff££8c0 wurib

2617 1568768 139989132 77787136 bffffa70/bfffe680 ExceptionLog

2618 3047424 116793318 86609920 bffffa80/bfffed90 ifmgr

2619 806912 87336550 74678272 bffffa80/bfffe8c0 tcap

2623 5693440 262289420 137621504 bffffal0/bfffd8£f0 snmpd

2636 163840 293819750 68661248 bffffa20/bf£f££f018 PMon

2637 3104768 256175321 84361216 bffffa50/bfffe210 aclmgr

2662 9428992 373095923 151752704 bffffa50/bff££530 adjmgr

2676 4755456 366648409 128327680 bffffa50/bf£f££920 arp

2677 6037504 369130995 110952448 bffffad0/bffff2c8 icmpve

2678 53452800 584746060 201703424 bffffa20/bff£f£490 netstack

2751 1368064 229098848 124534784 bffffad0/bfffdac0 radius

2752 233472 98996198 69996544 bffffa30/bffff8c8 ip dummy

2753 233472 98996198 69996544 bffffa30/bffff8c8 ipv6 dummy

2754 1826816 165916537 126001152 bffffa50/bfffeb30 ntp

2755 233472 98996198 69996544 bffffa30/bffff8c8 pktmgr dummy

2756 233472 98996198 69996544 bffffa30/bffff8c8 tcpudp dummy

2758 1097728 202319744 126873600 bffffa60/bfffed90 cdp

2762 1024000 109019750 80056320 PEffff990/bfffec90 dcos-xinetd

2764 729088 0 12656640 bffffef0/bff££220 ntpd

2881 1409024 113508736 83517440 bffffa80/bfffefal wvsim

2882 2785280 366824128 90828800 bffffa60/bfffdbb0 ufdm

2883 1273856 365913996 140460032 bffffa60/bf£f£d970 sal

2884 2342912 107612243 84082688 bffffa60/bfffd940 pltfm config

2885 4083712 206235110 88436736 bffffa50/bfffd970 monitor

2886 3870720 317199308 90644480 pbffffa50/bfffdf80 ipgosmgr

2887 7446528 504510195 132648960 bffffa50/bf£f££980 igmp

2888 5025792 186650112 89972736 bffffad0/bfffd8f0 eth-port-sec

2889 2170880 199314508 82145280 bffffa60/bfffe220 copp

2890 2453504 118573030 87961600 bffffad0/bfffd730 eth port channel

2891 8450048 156970739 942448064 bffffa50/bfffe990 vlan mgr

2892 14442496 309585689 102936576 bffffa60/bfffdb40 ethpm

2933 1544192 204094950 85684224 bffffa60/bfffed80 msp

2936 1048576 93330828 74928128 bffffa50/bfffed480 vsn service mgr

2937 169234432 1191148288 251592704 bffffa60/bfffed8c sp

2938 10510336 651213798 103919616 bffffad0/bfffe89c policy engine

2939 3485696 633948339 85774336 bffffad0/bfffe24c inspect

3006 159744 0 1441792 bffffdcO/bffffc58 getty

3007 172032 0 1527808 bfff£fd90/bffffc28 getty

3019 1142784 0 14630912 bffffa30/bfffe810 dcos sshd

3021 1167360 O 31797248 bffffdcO/bffffaald wvsh

28520 1142784 0 14630912 bffffa30/bfffe810 dcos sshd

28521 1167360 O 31797248 bffffdcO0/bfffa7c8 wvsh

30327 155648 0 1712128 bffffcf0/bffffbdc more

30328 1167360 0 31830016 bffffdc0/bfffa2d8 wvsh

30329 0 0 0 bffffal0/bfffef28 ps
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| 3% Cisco Virtual Security Gateway show a2 F

show processes M

All processes: MemAlloc = 445857792

BEEa<UF =

‘E-EI:I

B
show system resources X UffifH&2FERLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W show redundancy status

show redundancy status

TLRMEAT — 4 A% KT 5121%. show redundancy status =~ > F&EfH L £,

show redundancy status

XD Coavwy RICEBIBERIEIF—T— RiEZH Y A,
T4+ L
avwv R E—F EXEC

Ju—s\L ar7 4 ¥ ab—3 3 (config)

Fh—-b&hd1-4 0-) X NU— S
Py NU—7 F_L—H

avy RERE yy—=x EENE
52.1VSG1(4.1) Toawr FREASHE L,

HRLDHAL K542  show redundancy status =~ > R CROER T EHHTE 9,
o > WM ETFANMZIVFEA LT NLET,
o > HhET7rANZ, TRXURE—RTUZXA L7 FLET,
o | AR ROHNET 4 VFITANA THALET,

i WIZ, WRAT —H AR R-T L0 2R LET,

vsg# show redundancy status
Redundancy role
administrative: standalone
operational: standalone

Redundancy mode

administrative: HA
operational: None

Redundancy state: Active
Supervisor state: Active
Internal state: Active with no standby

Redundancy state: Not present

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show redundancy status

Supervisor state: N/A
Internal state: N/A
System start time: Fri Jan 21 15:45:28 2013
System uptime: 32 days, 1 hours, 46 minutes, 2 seconds
Kernel uptime: 32 days, 0 hours, 14 minutes, 45 seconds
Active supervisor uptime: 32 days, 1 hours, 45 minutes, 20 seconds
BEa<U R avwyk B L]
show system VAT LADTNEMAT X AEFKRLET,

redundancy status

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
| oL-28944-01-J .m



#¥3%FE Cisco Virtual Security Gateway show a2~ F |

Bl show resource

show resource

VY —A%FRT HIZ1E, show resource =~ R&EfEH L £,

show resource [internal | monitor-session | port-channel | u4route-mem | u6route-mem | vlan |

vrf ]
X DR internal (EE) VYR X —VrRERRLET,
monitor-session (EE) E=4% by va BHEERLET,
port-channel (ERE) R—F FraxrffReFKrLET,
udroute-mem ({EE) udroute AEVUERERRLET,
u6route-mem (f£7E) ubroute AE VU IEHRERRLET,
vlan (f£#) VLAN E#®ERRTLET,
vrf (BB RELV—T 4 7B L OHsE (VRF) EHRERFLET,

TIHILE L

™.

H
I

™.

avry EXEC

Jua—sr a7 4 ¥ a b—3 g (config)

FH— 31— 0—)b X NU— B
xv NT—2 F_L—4

avy FEE Jy—2 EERAR
5.2.1VSG1(4.1) Zoavry RRHEASRE L,

BRALEDHA FS54>  showresource =~ R CROER T2 HHTE T,
o > N ETFANZYFA LI NLET,
o > N ET AN, TR RE-RFTIFA LI FLET,
o | AR ROHNET 4 NVFITANATHALET,

15 Wiz, VY —2&RR-THHZRLET,
vsg# show resource
Resource Min Max Used Unused Avail
vlan 16 2049 2 14 2047
monitor-session 0 2 0 0 2
vrf 16 8192 2 14 8190
port-channel 0 768 0 0 768
udroute-mem 32 32 1 31 31
ubroute-mem 16 16 1 15 15
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| 3% Cisco Virtual Security Gateway show a2 F

show resource WM

avvFk B7L
show system resources + 2524 YV —2%FKRLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

Hl show role

show role

a—H o — ) UEREFR T T D121, showrole 2~ REEH L £7,

show role [feature | name role-name | pending | pending-diff | session | status]

BX DA feature (EE) v— e R LET,
name (EE) n— L zFrLET,
role name o — /L DT,
pending EE) 23y bEaRTVARVE—LOBRELZFRLET,
pending-diff (fEE) a3y bran T e —LoEREEE R LET,
session LE) a— LDty arDATF—H2AEFRRELET,
status UEE) a—LDAT—HF A FKr LET,

TIAILE 7L

avy kR E—F EXEC

Ju—sL a7 4 ¥ ab—3 3 (config)

Fh—-b&hd1-4 0-) X NU— S
Py NU—7 F_XL—H

avy RERE yy—=x EENE
52.1VSG1(4.1) ooy RREASKE LR,

BRALDAL ESM4Y  showrole =~ R CKROER A TE £,
e > MhET77ANMIZIFA LT FNLET,
o > HhET7rANMZ, TRURE—RTUXA L7 FLET,
e Ty ROWAET A AF I T LET
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| 3% Cisco Virtual Security Gateway show a2 F

showrole W

3l KIZ, Fy MU= EHE -V OFMERRST 50 2R LET,

vsg# show role name network-admin

Role: network-admin
Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity
1 permit read-write
BEEav K =1 EEA
show users a—WEFRRLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
| oL-28944-01-J .m



#¥3%FE Cisco Virtual Security Gateway show a2~ F |

Bl show running-config

show running-config

FITar74F¥al—varuRRT HI2IE, show running-config =~ > REHEH L ET,

show running-config [aaa | diff] ip| port-profile | vlan | acllog | eem | ipqos | port-security | vrf |
aclmgr | exclude | ipv6 | radius | vservice | adjmgr | exclude-provision | I3vm | rpm| vshd |
all | expand-port-profile | license | security | arp | icmpv6 | monitor | cdp | igmp | network
| spanning-tree | cert-enroll | interface | ntp | vdc-all]

WX DA

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)

aaa (EE) RBEE, FFAl, 7O T 47 (AAA) REEZRTFLET,

aclmgr EE) 778A arbr— JRX K (ACL) v32—Y ¥ DFITa 7 ¢
Fal—varasRrFLET,

adjmgr (BB Mg~ —VxBEREEZTLET,

all (EE) BUIEOBEREL R R LET,

am EE) 77V r—var <~xPAr b (AM) F#HREFRRLET,

arp EE) 7 RL Rk~ a h=a (ARP) B#axF R LET,

cdp (&) Cisco Discovery Protocol (CDP) ZE&#HRRLET,

cert-enroll

(FE) FHEa L 74X a2l —va v R R LET,

diff EE) FITar 74 Xal—val bRE— Tyl ar7 1 Xal—
TarDERETFRRILET,

eem UEE) ARV X =V DFE[TFar 74 X¥al—ardbFRELET,

exclude L) BEENTMEEOEITar 7 ¥al—Ta v ERALET,

exclude-provision

EE) A7 74 CHEiF v a7 a3nftA ¥ —7 A ADH
ExERALE T,

expand-port-profile

(EE) A—F Te 77 A VERERRLET,

icmpvé (EE) A v ¥ —F v Ml A v &—Y 71 haL (ICMPv6) %%
RLET,

igmp EE) A& —Fv h ZNA—7FH 7o ha (IGMP) E#RE#ERL
£7,

interface EE) A v F—T 2 A ARELEFRLET,

ip (EE) A v #—%y b 7o bhanr (IP) H#REFRLET,

ipqos (f£&) IP Quality of Service (QoS) ¥R —Y ¥ DI{Ta L7 1 F a2l —
varvEFRRLET,

ipvé (L&) IPv6 fEH AR R LE T,

13vm EE) LAV 3t~y (LAVM) fF#aERrL £,

license EE) FA4 B ABREEETRLET,

monitor FEE) A—VFy s AL vFRF—K T7F74Y% (SPAN) vz
HwERRLET,

network (EE) v hU—sERE2RRLET,

ntp UEE) v hU—2 ZA4 5 7 kal (NTP) E@asRrLET,

port-profile

EE) A—F ey 7 A VEEEZERFLET,

port-security

(ER) R—F X2V T A RELERRLET,

radius (EE) VE— FBREA A Y v A v 2—H $—E 2 (RADIUS) #E%F
TFLET,

rpm (f£E) RPM AR LET,

security (LE) EXa2 )7 s REERERLET,

0OL-28944-01-J |



| 3% Cisco Virtual Security Gateway show a2 F

show running-config W

spanning-tree ER) AR=v 7YV —Jua bharfFRrerErLET,

vdc-all UEE) TRTORBT AL 2 arFx 2~ (VDC) OFRELFFLE
T

vlan (8 RS —Y =7 Xy FU—2 (VLAN) OIFERE2FRLET,

vrf (EE) L —T 4 v 7B L O (VRF) EHRERRLET,

vshd (L) ARA NN— R =7 S84 2 (VSHD) OFEfTa 7 4 ¥
L—varviERRLET,

acllog acllog lEHE= R~ LET,

vservice Y —ER J—REFRLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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®3IE

Bl show running-config

TIHILE

Fik—bSha1—4 0-)l

L

EXEC

Jua—L ar7 4 Xalb—3 3 (config)

Fy U — B
R hT—2 FRL—F

HHEDHA FS51Y

3l

Jy—2 EERR

Cisco Virtual Security Gateway show a2~ F |

5.2.1VSG1(4.1) Zoavy RREAINE LT,

show running-config =~ > R CROEHE - #HEHATX 7,

o >N ETFANIZYFA LT NLET,

o > WMhET AN, TR R E=—RTUXA LT PLET,
o |ra~r ROHNET A NZIIRLTHDLET,

T—=2DOEWI A MERRTSH show 2w FE ALzl iz, Ctrl F—ZMLIZRETC ¥—%

L, COBETHLZEDOY A AR T TEET,

WIZ, FfTar 74 F¥al—a 2R Ta6lermUFET,

vsm-hpv# show running-config

!Command: show running-config
!Time: Sun May 5 20:04:22 2013

version 5.2 (1)SM1(5.1)
svs switch edition essential

hostname VSM-hpv

no feature telnet
feature network-segmentation-manager
username admin password 5 $1$SKxvwqWCb$8PgeCVrfY6QDy9nau.hBf. role network-admin

banner motd #Nexus 1000V Switch
#

ip domain-lookup
errdisable recovery cause failed-port-state
svs license volatile
vem 3
host id OF5A5036-A5BF-1244-896D-760C4E3AC29C
vem 4
host id 1022F40A-D033-FB44-B228-6B48FBD14928
snmp-server user admin network-admin auth md5 Oxda2d510adcc26£f463fc5c476al9%eb55b priv
0xda2d510adcc26f463fc5¢c476al9beb55b localizedkey
rmon event 1 log trap public description FATAL(l) owner PMON@FATAL
rmon event 2 log trap public description CRITICAL(2) owner PMON@CRITICAL

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show running-config W

rmon event 3 log trap public description ERROR(3) owner PMON@ERROR
rmon event 4 log trap public description WARNING (4) owner PMONG@WARNING
rmon event 5 log trap public description INFORMATION (5) owner PMON@INFO

vrf context management
ip route 0.0.0.0/0 10.2.0.1
vlan 1,550-555,914

port-channel load-balance ethernet source-mac
port-profile default max-ports 32
port-profile default port-binding static
port-profile type vethernet NSM template vlan
no shutdown
guid 86ceecS5b-7a9c-4df4-9218-333bfc6f40a5
description NSM default port-profile for VLAN networks. Do not delete.
state enabled
port-profile type vethernet NSM template segmentation
no shutdown
guid 4a6cf01d-80df-48b2-87d8-0b0al5e7d450
description NSM default port-profile for VXLAN networks. Do not delete.
state enabled
port-profile type ethernet Uplink
no shutdown
guid 2122b8d9-8d21-4fb3-9e75-971fbbla266d
max-ports 512
state enabled
port-profile type ethernet uplink network default policy
no shutdown
guid bf7bd8ce-9a90-4af2-98c9-d7f8bafa9cb2
max-ports 512
description NSM created profile. Do not delete.
state enabled
port-profile type vethernet NI1K
no shutdown
guid 70cf£f39e-9136-434c-8£36-£17e82210031
state enabled
publish port-profile
port-profile type vethernet service
no shutdown
guid 6b9b60fd-4aff-40da-896c-7df7bc252908
state enabled
publish port-profile
port-profile type vethernet ha
no shutdown
guid 7£598£09-68d6-47a3-97e0-158ce8558292
state enabled
publish port-profile
port-profile type vethernet vnadp
capability 13-vservice
no shutdown
guid d41c34d0-7c93-4fec-92ef-1£4383276b28
state enabled
publish port-profile
port-profile type vethernet veth-1
org root/Tenant-1
vservice node VSG-138 profile SP11
no shutdown
guid 14fa09d3-6cf8-4c55-b7f5-ad0aededc8bd
state enabled
publish port-profile
port-profile type vethernet veth-2
org root/Tenant-1/VDC-1/App-1/Tier-1
vservice node VSG-138 profile SP14
no shutdown

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

Bl show running-config

guid 4be00543-2965-4d4e-be39-2f0ed5c606e6
state enabled
publish port-profile

port-profile type vethernet veth-3
org root/Tenant-1/VDC-1/App-1/Tier-1
vservice node VSG-N1010 profile SP11
no shutdown
guid 335f49a3-95e8-4c88-b078-7a5424£4537b
state enabled
publish port-profile

BEa<w R avwyFk BA
show startup-config A= KT oS ar7 4 Xal—TaryRrLET,

‘E-EI:I
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| 3% Cisco Virtual Security Gateway show a2 F

show service-path connection W

show service-path connection

P— bR SROPERIEHRE KT DI, show service-path connection =~ > F&HH L £,

show service-path connection [svs-domain-id domain-id [module module-number]]

BX DA svs-domain-id ({EE) SVS RAA v EFRRLET,
domain-id KAA D ID FH, HHETE DHFIL 1 ~ 4095 TT,
module EE) TV a—NEFELET,
module-number EYa—NVEE, #WHIX3 ~ 66 T,

TI4+IE 2L

avy Kk E—F EXEC

ra—s)L ar7 ¥ ab—ar (config)

#Fii—bShd1—4 0-)) Fv NU— 7 G
Xy b= AL —X

avy FERE Jyy—2 EERE
5.2.1VSG1(4.1) Zoavry RPREAINE L,

BREDHA1 K54  show service-path connection =~ > N CROEETFEMEHATE LT,
e > ETFANMZIVEAL LT NLET,
o > WHhETFANMI, TRXURE—RTIUXA LI FLET,
e |ia~vr RFOMBET ANZITAAATHDLET,

(3¥)  show service-path connection =< FTiE, VE—F =/ T 71 v 27D inspect-rsh 77 > a
WERSNROVARENRH Y £3, ZOMBIIRRETICRELGZ, N7 74 v 27 R —ORE

Z il LA,
Bl WIZ, =R NZDHERERRTH0 2R LET,
vsg# show service-path connection
Flags:
P - policy at src - policy at dst
O - conn offloaded to ser-path at src - conn offloaded to ser-path at dst

- seen syn from src
- seen ack for syn/fin from src
seen fin from src

- seen syn from dst
seen ack for syn/fin from dst
- seen fin from dst
- seen rst from dst
- tcp conn torn down (FafA done)

- seen rst from src
- tcp conn established (SasA done)

=m0
|
H K O ® oD
I

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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¥£3E
Bl show service-path connection

Cisco Virtual Security Gateway show a2~ F |

#SVS Domain 3720 Module 5

Proto SrcIP[:Port] DstIP[:Port]

VLAN Action Flags
tcp 172.31.2.206:2677 172.31.2.106:80 PpOoSas
BlEav >R avwy Rk B
show svs SVS [F#aRTLET,

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F

show service-path statistics W

show service-path statistics

Y= R RZDOFEHMERE R TT HIZ1X. show service-path statistics =~ > RZEH L 7,

show service-path statistics [svs-domain-id domain-id [module module-number]]

BX DA svs-domain-id ({EE) SVS RAA v EFRRLET,
domain-id KAA D ID FH, HHETE DHFIL 1 ~ 4095 TT,
module EE) TV a—NEFELET,
module-number EYa—NVEE, #WHIX3 ~ 66 T,

TI4+IE 2L

avy Kk E—F EXEC

ra—s)L ar7 ¥ ab—ar (config)

#Fii—bShd1—4 0-)) Fv NU— 7 G
Xy b= AL —X

avy FERE Jyy—2 EERE
5.2.1VSG1(4.1) Zoavry RPREAINE L,

BREDHAL ES4Y  show service-path statistics =~ > FCROBEHE FEHEHATEET,
e > ETFANMZIVEAL LT NLET,
o > WHhETFANMI, TRXURE—RTIUXA LI FLET,
e |ia~vr RFOMBET ANZITAAATHDLET,

Bl WIZ, B—E 2 NZAOHEHERERTT D02 RLET,

vsg# show service-path statistics

Input Packet 9130015 Output Packet 879012
Active Flows 17 Active Connections 12
Flow Create 36696 Flow Destroy 36679
Input Packet Drop 0 Output Packet Drop 0
SP Packet Drop 0 Corrupted Packet 0
Input mode Signal Input mode change fail 0
Input signal mode 1 Input interrupt mode 0
PE Corrupted Packet 0 FTP Corrupted Packet 0
RSH Corrupted Packet 0 TFTP Corrupted Packet 0
Buffer Free Fail 0

Vpath Frag Packet 8249047 Vpath Inst Frag 0
IPV4 Frag Packet 850338 1IPV4 Inst Frag 0
Aged Vpath Frag Packet 0 Vpath Frag Packet Drop 0
Aged IPV4 Frag Packet 10 1IPV4 Frag Packet Drop 0

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

Bl show service-path statistics

Bad Vpath Frag

Vpath Frag/Packet Exceed
Total Frag Inst Exceed
Non-Vpath Packet

SVS Domain 15 Module
Input Packet
Flow Create
Packet Drop

SVS Domain 15 Module
Input Packet
Flow Create
Packet Drop

Bad IPV4 Frag
IPV4 Frag/Packet Exceed

Vpath Ver Mismatch Packet

20957 Output Packet
28856 Flow Destroy

9109058 Output Packet
7840 Flow Destroy

0

19328
28848

859684
7831

avwyvFk H L

show svs

SVS fE#azF£RLET,
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| 3% Cisco Virtual Security Gateway show a2 F

show sockets W

show sockets

Vi MEMRZEFETT HITIL, show sockets =~ > RaAfH L x4,

show sockets {client | connection | internal | statistics}

EX DA client IIAT Y DIy MERERRLET,
connection iy NEBICET A IERE R TR L E T,
internal WY 7y MERZERTLET,
statistics Yy MERHERERRT LET,

T4 L

avwy kK E—F EXEC

ra—s)L ar7 ¥ ab—ar (config)

#Fii—bShd1—4 0-)) Fv NU— 7 G
Xy b= AL —X

avy FERE Jyy—2 EERE
5.2.1VSG1(4.1) Zoavry RPREAINE L,

BALDAA ESM4Y  show sockets =~ > FCKROER -2 TE £,
o > MhET77ANMZIFA LT FLET,
o > HAET AN, TRV RE-RTIXA LT FLET,
s |t aTr FOHNET A NFITAALTHIILET,

! W, Y7y FORGHERERTT L0 2RLET,

vsg# show sockets statistics
TCP Received:
43556 packets total
0 checksum error, 0 bad offset, 0 too short, 0 MD5 error
33557 packets (1428824 bytes) in sequence
435 duplicate packets (8296 bytes)
0 partially dup packets (0 bytes)
141 out-of-order packets (7736 bytes)
0 packets (0 bytes) with data after window
1 packets after close
0 window probe packets, 0 window update packets
470 duplicate ack packets, 0 ack packets with unsent data
17669 ack packets (1759693 bytes)
TCP Sent:
20950 total, 0 urgent packets

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W show sockets

20 control packets
20057 data packets (1759592 bytes)
5 data packets (736 bytes) retransmitted
809 ack only packets
0 window probe packets, 59 window update packets
TCP:
0 connections initiated, 129 connections accepted, 129 connections established
129 connections closed (including 107 dropped, 0 embryonic dropped)
4 total rxmt timeout, 0 connections dropped in rxmt timeout
40 keepalive timeout, 40 keepalive probe, 0 connections dropped in keepalive

BIgEa< R avwo R BA
show interface A E—T oA AZETHERER T LET,

‘E-EI:I
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| 3% Cisco Virtual Security Gateway show a2 F

showssh Wl

show ssh

¥ =27 vxb (SSH) DFE#RERTT HICIE, showssh 2~ FEFEH L ET,

show ssh {key | name | server}

X DA key SSH ¥—%F& R LE 7,
name HOMMUDHET SN TWA~ AKX — SSH #ki 4 F R LET,
server P — 3D SSH DIREEA F/R L E T,

FI4I+ L

avY K E—F EXEC

ra—s L ar7 0¥ alb—3 3 (config)

$h-rEhd1-¥0- Ry NU— 7 EFEHE
Py NU—7 F_XL—H

avy FERE Jyy—2 EENE
5.2.1VSG1(4.1) Zoavy RPREAIShELE,

BRLEDHA FSMY show ssh =~ R CROBEHE 2 HEHTEET,
o > HhETyANMZIHEA L7 FLET,
o S>> HHhE T AN, TRXUVRE—FTIXALYZ FLET,
o | awr ROHAET 4RI AL THALET,

Bl WIZ, SSH ¥ —z2FR7 56z RLET,
vsg# show ssh key

Kk ok k ok k kK ok ok ok ok ke sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

rsa Keys generated:Fri May 8 16:49:02 2013

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAQEAtL6+T20K41TledlXus/eY6FChVxGADAITIR3pCOOMWStE
6+Wh4Sw3Ibpoe2uluzE9qZj 1NKLMWkReulolXLCJI1GG3Q)kVUA2CMLYP60/+fUOMZIPSYQFQk+3JwTFu
UR7uaabOkATAr35unSnaHPKkYyv7C2S+I/H2nilY+GbncvID2tijsFJIOMIeIa8w5EdedMSnxOYg9ynm
9rV+Jgl48mvs1AKo23eSkzJT2grZu6z3d8DboiEHVrkPR/8Dwum9BXK7pM9p4813Dae51RuW92H/wRgs
vOubCyex6c6uE2£3jo4yU4tOMTCbyu20+1Xz/AsmM+gUZ1CvxrHhjgHpquw==

bitcount:2048
fingerprint:
1d:1£:75:3c:60:41:32:c8:0a:87:40:56:10:cb:2b:e9

Kk ok ok ok k kK ok ok ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

could not retrieve dsa key information
KAk KAk Ak KAk A Ak hkhhhhkhhkhkhkhhkhhhhhhkhkhkhhkhkhkhkkkkkk*
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W showssh

P i=iedN S avy kR B
show telnet Telnet — "OFEEERRLET,
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Cisco Virtual Security Gateway show 227> F

show startup-config W

show startup-config

AF—=b T w7 ar7 4 F¥Falb—3arE2RR-THICIE, show startup-config =~ FEMHH L £

B

show startup-config [aaa | am | arp | cdp | cert-enroll | exclude | expand-port-profile | icmpveé |
igmp | interface | ip | I3vm | log | monitor | ntp | security | vdc-all | vshd]

L3 e
TIHILE
avykF E—F

Fik—bSha1—4 0-)l

aaa (FEE) REE. FFrl, 7D T 47 (AAA) REEZFRRLET,
am (EE) AM OfFHRERTLET,

arp EE) 7 FLAfgik7 v b2 (ARP) [E#HZEHRERLET,

cdp (&) Cisco Discovery Protocol (CDP) ZE#HRRLET,

cert-enroll

(EE) fEHEOREZ£RFLET,

diff

UEE) EfTar 74 X¥al— g b2 — Ty 7 a7 ¥al—
TarDEWEFRRLET,

expand-port-profile

(EE) R—hF 777 AV EERLET,

icmpvé (EE) A2 —%y Ml A vy & —Y Fabar R—Ya6
(ICMPv6) fE#ERRFLET,

igmp EE) A& —%v s ZA—7EH 7 Fa)L (IGMP) E#RzF L%
R

interface UEE) Ao 8 —T oA AREERRLET,

ip () 1P ofF#RER R LET,

13vm (EE) VAV 3~y o EmaeRrLET,

log (BE) mHFDOASCH AZ— T v a7 4 ¥al—a rDFE TS
ERRLET,

monitor UEE) A=Y %y F AL v F K K=k TFF74% (SPAN) v av
ERRALET,

ntp (EE) %y hU—2 ZA45 7a bzl (NTP) #@ae#rLET,

security UEE) EX2VT g4 ar 74 Fal— g 2FRLET,

vdc-all (EE) RIEF A 2 arFF 2 L (VDC) ORELFRRLET,

vshd ({EE) VSHD 0FfTar 7 4 Falb—va v aRrLET,

L

EXEC

Jra—sr a7 4 ¥ 2 b—3 g (config)

oy U — G

Xy "NU—7 F_XL—H

avy FEE

Jy—2

EENRE

5.2.1VSG1(4.1)

Zoavy RPREAISNE LR,

| oL-28944-01-J

Cisco Virtual Security Gateway for Microsoft Hyper-V a=> F )7L >R J)—R 5.2(1)VSG1(4.1) 1l



#¥3%FE Cisco Virtual Security Gateway show a2~ F |

M show startup-config

HAEDSHA FS54Y  show startup-config =~ > K CROER -2 T& £,
s > HhET AN FA LY FLET,
o > WhETFANMZ, TRXURE—RTIUXA LI RLET,
o |axr RO ET A NZIIRATHOLET,

i WIZ, A — KT v ar 74 X¥al—ars2EERT50%270ET,

vsg# show startup-config
Sap 106 returned failure code:0x80480002

!Command: show startup-config
!Time: Wed Feb 23 12:52:55 2013
!'Startup config saved at: Tue Apr 30 19:23:55 2013

version 5.2.1VSG1l(4.1)

ip domain-lookup

ip domain-lookup

switchname VSG129-2

snmp-server user admin auth md5 0x49381bl1£f90fcb52a70b55a0bbf05d032 priv 0x49381lb
1£90£fcb52a70b55a0bb£f05d032 localizedkey engineID 128:0:0:9:3:0:0:0:0:0:0
snmp-server user vsnbetauser auth md5 0x272e8099cab7365£d1649d351b953884 priv 0x
272e8099cab7365£d1649d351b953884 localizedkey engineID 128:0:0:9:3:0:0:0:0:0:0

vrf context management
ip route 0.0.0.0/0 10.193.72.1
vlan 1
port-channel load-balance ethernet source-mac
port-profile default max-ports 32

vdc VSG1l29-2 id 1
limit-resource vlan minimum 16 maximum 2049
limit-resource monitor-session minimum 0 maximum 2
limit-resource vrf minimum 16 maximum 8192
limit-resource port-channel minimum 0 maximum 768
limit-resource udroute-mem minimum 32 maximum 32
limit-resource u6broute-mem minimum 16 maximum 16
limit-resource m4route-mem minimum 58 maximum 58
limit-resource mé6route-mem minimum 8 maximum 8

interface mgmtO
ip address 10.193.73.138/21

interface dataOl
ip address 192.168.129.2/24
ip address 192.168.129.2/24

interface dataOl
ip address 192.168.129.2/24
ip address 192.168.129.2/24
line console
boot kickstart bootflash:/ks.bin sup-1
boot system bootflash:/sys.bin sup-1
boot kickstart bootflash:/ks.bin sup-2
boot system bootflash:/sys.bin sup-2
ha-pair id 1292

security-profile spl
policy pl

rule rl
action 1 permit
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| 3% Cisco Virtual Security Gateway show a2 F

show startup-config W

policy pl
rule rl order 10
vnm-policy-agent
registration-ip 0.0.0.0
shared-secret ****x*xxikkx

log-level

pIEa< UK avwy kR Bl
show running-config FITary 7 4 FXalb—rarERALET,
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

W show system

show system

VAT AMEWERRT DI, show system 2~ &AL £,

show ssh {clis | cores | error-id | exception-info | internal | pss | redundancy | resources | standby

| uptime}
BXDRHA I clis aw RIA L A B =T A (CLI) —_"%EFRLET,
cores AT S a v EFRLET,
error-id VAT A TT—RKRLET,
exception-info Fisha 2R LET,
internal WS 27 MMEHRAEFRLET,
pss 5D PSS Mg/ AT —H R FRRLET,
redundancy NEMAT—Z A 2FT R LET,
resources VATFA )Y —=REFRLET,
standby VAT H AL UNADTFEHT — N AT a v EFRLET,
uptime VAT LABEB L TEHFEL TV AR ARRLET,

FI4I+ L

T
H
I
T

avry EXEC

ra—s\)L ar7 ¥ alb—ar (config)

#Fii—b&hd1—4 0-)) Fv NU— 7 G
Xy b= AL —X

avy FERE Jyy—2 EENE
5.2.1VSG1(4.1) Zoavry RPREAINE L,

BAEDAAL ES4Y  show system =~ R CROBER &2 TE £,
e > HhET 7 ANMIZIHEA L7 FLET,
o > HHhET77F AN, TRXCVRE—FRTUZXA LI FNLET,
s |t awr FOHNET A NZITAALTHIILET,
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| 3% Cisco Virtual Security Gateway show a2 F

show system W

i WIZ, VAT L VY —=2AE2RR-TLHHERLET,
vsg# show system resources
Load average: 1 minute: 0.22 5 minutes: 0.28 15 minutes: 0.12
Processes : 245 total, 2 running
CPU states : 0.0% user, 0.0% kernel, 100.0% idle
Memory usage: 1944668K total, 1041116K used, 903552K free

71456K buffers, 398416K cache

BEa<UF avwyk EL)]
show hardware N— Ry =T HREFRRLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
| oL-28944-01-J .m



®3IE

Cisco Virtual Security Gateway show a2~ F |

W show tech-support

show tech-support

T =AY AR— FOIFERERRT HITI1E. show tech-support =~ FAMH L £,

show tech-support [adjmgr | arp | bootvar | brief | cert-enroll | cli | clis | details | dhcp | epp |
ethport | ha | icmpv6 | im | include-time | internal | ip | ipv6 | 13vm | module | npacl | ntp |
pktmgr | platform | port | port-channel | routing | sockets | sys-mgr | time-optimized | vdc |

vsd | xml]
O T adjmgr EE) Bii~x—V v ifMaeERLET,

arp EE) 7 RV A7 a b= (ARP) 1EHMEHFERLET,

bootvar (EE) 7— NERICET 2R M A LR LE T,

brief (EE) Y AT L0H~ ) —%FRLET,

cert-enroll (LE) fEEfFRE R LT T,

cli (EB) A=Y —IcBTaEmERRLET,

clis EE) a~r KA A F—=T x4 A (CLI) =BT HERE R
RLET,

details EE) FITNYa—TF 1 v VT OFMERERTLET,

dhcp (EE) ¥4 F3Iv 7 AAR avr74¥al— a2 7a bhas (DHCP)
BT EEME AR R LET,

epp ({LE) EPP ICBHT A5EMEMA R LET,

ethport EE) 41—V 3y b RN— MNIBETIHMERERRLET,

ha (EE) @A (HA) ICBT 23MEHmERR LTI,

icmpvé ({E&) ICMPv6 (BT WA £R L ET,

im (EE) IM ICET 23EMIE M AR LET,

include-time UEE) 727 =k HFR— MEROWEIZ)H Do TR 2R R L ET,

internal (EE) WES T 7y a—TF 4 v VIR EFR LET,

ip (EE) IP offHa R LET,

ipvé (&) IPv6 Iz R R L ET,

13vm EE) L —T 4 7B LR (VRF) E#REFRLET,

module EE) EVa2—VICHETOHERERTLET,

npacl ({fEE) NPACL [ZBId BlEMAER T L ET,

ntp ULE) *v hU—27 %45 7a ba (NTP) ICHT2EHREERERLE
T,

pktmgr (EE) 7y b X =YX ElE£RrLET,

platform EE) 77y b7+ —LlEMERRLET,

port ({ER) A— b =x—VrEHREERLET,

port-channel (EE) A—b Fr xR ERRLET,

routing L) V=T 4 v 7T s EmeRRLET,

sockets EE) Y7y McETAEmERRLET,

sys-mgr ({ER) vAT L v —V X ICHTHEREERLET,

time-optimized EE) T2 =Hh ¥R— M E L £,

vde (&) TS 2 ar 7% A b (VDC) I 2 EHERRrLET,

vsd ({E&) VSD B 2 HdlaE &R L £,

xml (EE) XML BT A1 A R LET,
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show tech-support W

TIHILE L

avYkF ®E—F EXEC

Jua— )L ar7 4 Xalb—3 3 (config)

$R-bh31—¥0-1 X v FNU— I EEHE
Xy U= FL—H

avr FEE Jy—2 EERE
5.2.1VSG1(4.1) Zoavry FRNEASELE,

HALDHAL ES54Y  show tech-support =~ > R TROEEFZ2MHHTE £,
e > HAhET 7 ANMICIVFEA LI FLET,
o > HAET AN, TR RE-RTIFA LI FLET,
o |t AR RO N ET AN ZITARATHDLUET,

T—=HDEWY A NeFRFT D show 2~ REETLZEEIC, Ctrl F—%FL7ZREETC —%
L, COBETHLZEDY A AR T TEET,

7l Iz, HA Tz 2R3 562  LET,

VSG129-24# show tech-support ha

"show system internal sysmgr event-history msgs’

1) Event:E MTS RX, length:60, at 12198 usecs after Thu Feb 24 11:38:48 2013
[REQ] Opc:MTS_OPC_SDWRAP_DEBUG DUMP (1530), Id:0X02ECF618, Ret:SUCCESS
Src:0x00000101/39469, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECF618, Sync:UNKNOWN, Payloadsize:216
Payload:
0x0000: 01 00 2f 74 6d 70 2f 64 62 67 64 75 6d 70 31 32

2) Event:E MTS RX, length:44, at 952704 usecs after Thu Feb 24 11:38:47 2013
[REQ] Opc:MTSioPcisYSMGRiENNVARiNONisYSMGRisRviGET(2653), Id:0X02ECF601, Ret
:SUCCESS
Src:0x00000101/39467, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECF601, Sync:UNKNOWN, Payloadsize:0

3) Event:E MTS RX, length:44, at 504521 usecs after Thu Feb 24 11:38:39 2013
[REQ] Opc:MTSiOPcisYSMGRiENNVARiNONisYSMGRfSRVﬁGET(2653), Id:0X02ECF494, Ret
:SUCCESS
Src:0x00000101/39441, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECF494, Sync:UNKNOWN, Payloadsize:0

4) Event:E MTS RX, length:60, at 824041 usecs after Thu Feb 24 11:38:18 2013
[REQ] Opc:MTSiOPCisYSMGR7CL175HOW71NTERNAL7$TATE(1386), Id:0X02ECFOFB, Ret:S
UCCESS
Src:0x00000101/39438, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECFOFB, Sync:UNKNOWN, Payloadsize:624
Payload:
0x0000: 00 00 00 01 00 0O 02 0O 0O 0O 0O 0O 0O 0O 0O 0O

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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W show tech-support

5) Event:E MTS RX, length:60, at 823997 usecs after Thu Feb 24 11:38:18 2013
[REQ] Opc:MTS OPC SYSMGR CLI SHOW REDUNDANCY STATUS (2499), Id:0X02ECFOF9, Re
t:SUCCESS
Src:0x00000101/39438, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECFOF9, Sync:UNKNOWN, Payloadsize:112
Payload:
0x0000: 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00

6) Event:E_MTS RX, length:44, at 823918 usecs after Thu Feb 24 11:38:18 2013
[REQ] Opc:MTS_OPC_SYSMGR SCOPE_DONE (2476), Id:0X02ECFOF7, Ret:SUCCESS
Src:0x00000101/39438, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECFOF7, Sync:UNKNOWN, Payloadsize:0

7) Event:E_MTS RX, length:60, at 819079 usecs after Thu Feb 24 11:38:18 2013
[REQ] Opc:MTSioPcisYSMGR7CL175HOW71NTERNAL75TATE(1386), Id:0X02ECFOF5, Ret:S
UCCESS
Src:0x00000101/39437, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECFOF5, Sync:UNKNOWN, Payloadsize:624
Payload:
0x0000: 00 00 00 01 00 00 02 00 0O 00 00 00 0O 00 00 0O

8) Event:E MTS RX, length:60, at 819034 usecs after Thu Feb 24 11:38:18 2013
[REQ] Opc:MTS OPC SYSMGR CLI SHOW REDUNDANCY STATUS (2499), Id:0X02ECFOF3, Re
t:SUCCESS
Src:0x00000101/39437, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECFOF3, Sync:UNKNOWN, Payloadsize:112
Payload:
0x0000: 00 00 00 01 00 00O 00O 0O 0O 0O 0O 0O 0O 0O 0O 0O

9) Event:E_MTS RX, length:44, at 818960 usecs after Thu Feb 24 11:38:18 2013
[REQ] Opc:MTS_OPC_SYSMGR SCOPE_DONE (2476), Id:0X02ECFOF1, Ret:SUCCESS
Src:0x00000101/39437, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECFOF1l, Sync:UNKNOWN, Payloadsize:0

10) Event:E _MTS RX, length:60, at 814417 usecs after Thu Feb 24 11:38:18 2013
[REQ] Opc:MTS OPC_SYSMGR CLI SHOW INTERNAL STATE (1386), Id:0X02ECFOEF, Ret:S
UCCESS
Src:0x00000101/39436, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECFOEF, Sync:UNKNOWN, Payloadsize:624
Payload:
0x0000: 00 00 00 01 00 0O 02 0O 0O 0O 0O 0O 0O 0O 0O 0O

11) Event:E MTS RX, length:60, at 814364 usecs after Thu Feb 24 11:38:18 2013
[REQ] Opc:MTS OPC_SYSMGR CLI SHOW REDUNDANCY STATUS (2499), Id:0X02ECFOED, Re
t:SUCCESS
Src:0x00000101/39436, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECFOED, Sync:UNKNOWN, Payloadsize:112
Payload:
0x0000: 00 00 00 01 00 00O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O

12) Event:E_MTS_RX, length:44, at 814283 usecs after Thu Feb 24 11:38:18 2013
[REQ] Opc:MTS _OPC_SYSMGR SCOPE_DONE (2476), Id:0X02ECFOEB, Ret:SUCCESS
Src:0x00000101/39436, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECFOEB, Sync:UNKNOWN, Payloadsize:0

13) Event:E_MTS RX, length:44, at 800624 usecs after Thu Feb 24 11:38:18 2013
[REQ] Opc:MTS OPC_SYSMGR ENNVAR NON SYSMGR SRV GET (2653), Id:0X02ECFOD3, Ret
: SUCCESS
Src:0x00000101/39435, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECFOD3, Sync:UNKNOWN, Payloadsize:0

14) Event:E_MTS RX, length:48, at 37941 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS OPC EEM CFG SYNC(1701), Id:0X02ECEAC3, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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15)

16)

17)

18)

19)

20)

21)

22)

23)

show tech-support

HA SEQNO:0X00000000, RRtoken:0x02ECEA4B, Sync:UNKNOWN, Payloadsize:4
Payload:
0x0000: 00 00 00 0O

Event:E_MTS RX, length:48, at 37931 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS OPC EEM CFG SYNC(1701), Id:0X02ECEAC2, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None

HA SEQNO:0X00000000, RRtoken:0x02ECEA4A, Sync:UNKNOWN, Payloadsize:4
Payload:

0x0000: 00 00 00 00

Event:E_MTS_RX, length:48, at 37921 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS _OPC_EEM CFG_SYNC(1701), Id:0X02ECEACL, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None

HA SEQNO:0X00000000, RRtoken:0x02ECEA49, Sync:UNKNOWN, Payloadsize:4
Payload:

0x0000: 00 00 00 00

Event:E MTS RX, length:48, at 37910 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS OPC_EEM CFG _SYNC(1701), Id:0X02ECEACO, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None

HA SEQNO:0X00000000, RRtoken:0x02ECEA48, Sync:UNKNOWN, Payloadsize:4
Payload:

0x0000: 00 00 00 0O

Event:E_MTS RX, length:48, at 37900 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS OPC EEM CFG SYNC(1701), Id:0X02ECEABF, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None

HA SEQNO:0X00000000, RRtoken:0x02ECEA47, Sync:UNKNOWN, Payloadsize:4
Payload:

0x0000: 00 00 00 0O

Event:E_MTS_RX, length:48, at 37890 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS_OPC_EEM CFG_SYNC(1701), Id:0X02ECEABE, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None

HA SEQNO:0X00000000, RRtoken:0x02ECEA46, Sync:UNKNOWN, Payloadsize:4
Payload:

0x0000: 00 00 00 0O

Event:E MTS RX, length:48, at 37880 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS_OPC_EEM CFG_SYNC(1701), Id:0X02ECEABD, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None

HA SEQNO:0X00000000, RRtoken:0x02ECEA45, Sync:UNKNOWN, Payloadsize:4
Payload:

0x0000: 00 00 00 0O

Event:E_MTS RX, length:48, at 37870 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS OPC EEM CFG SYNC(1701), Id:0X02ECEABC, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None

HA SEQNO:0X00000000, RRtoken:0x02ECEA44, Sync:UNKNOWN, Payloadsize:4
Payload:

0x0000: 00 00 00 0O

Event:E_MTS_RX, length:48, at 37860 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS _OPC_EEM CFG_SYNC(1701), Id:0X02ECEABB, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None

HA SEQNO:0X00000000, RRtoken:0x02ECEA43, Sync:UNKNOWN, Payloadsize:4
Payload:

0x0000: 00 00 00 00

Event:E MTS RX, length:48, at 37850 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS_OPC_EEM CFG_SYNC(1701), Id:0X02ECEABA, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None

HA SEQNO:0X00000000, RRtoken:0x02ECEA42, Sync:UNKNOWN, Payloadsize:4

| oL-28944-01-J
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Payload:
0x0000: 00 00 00 00

24) Event:E MTS RX, length:48, at 37840 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS OPC_EEM CFG _SYNC(1701), Id:0X02ECEAB9, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECEA41, Sync:UNKNOWN, Payloadsize:4
Payload:
0x0000: 00 00 00 0O

25) Event:E _MTS RX, length:48, at 37830 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS OPC_EEM CFG SYNC(1701), Id:0X02ECEAB8, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECEA40, Sync:UNKNOWN, Payloadsize:4
Payload:
0x0000: 00 00 00 0O

26) Event:E_MTS RX, length:48, at 37820 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS_OPC_EEM CFG_SYNC(1701), Id:0X02ECEAB7, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECEA3F, Sync:UNKNOWN, Payloadsize:4
Payload:
0x0000: 00 00 00 0O

27) Event:E MTS RX, length:48, at 37808 usecs after Thu Feb 24 11:37:00 2013
[RSP] Opc:MTS_OPC_EEM CFG_SYNC(1701), Id:0X02ECEAB6, Ret:SUCCESS
Src:0x00000101/342, Dst:0x00000101/3, Flags:None
HA SEQNO:0X00000000, RRtoken:0x02ECEA3E, Sync:UNKNOWN, Payloadsize:4
Payload:
0x0000: 00 00 00 0O

BEa<UF avwyk B L]
show debug TRy T 777 RRLET,
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show telnet server M

show telnet server

DA
TIHILE
avy Rk E—F

#h—-b&hd1-4 0-)

Telnet ¥— B 2 DIRAEE F /R 5 1Z1%. show telnet server =~ K& L £9,

show telnet server

Zoavy FIZEGIEELITF—V—REbH Y £ A,

Bl

EXEC

Ju—sL 2y 7 4 X2 b— 3 (config)

T MU — 7
Fy NT—2o FRL—4%

avy FEE

BERLEDAA K1Y

=2 EERAR
5.2.1VSG1(4.1) Zoavry RRHEASRE L,

show telnet server =~ K CROEE - #HHTE T,

o >N ETFANIZYFA LT NLET,

o > HhET7rANIZ, TRXURE—RTUIXA L7 FLET,
o | AR ROHDNET 4 VFITANA THALET,

i RIZ, Telnet h—EZADIREAERRT DB ZRLET,
vsg# show telnet server
telnet service not enabled
vsg#
BEa<T Yk avwyk ETLT
show http HTTP — bt 2ADIREEF R L £7,

| oL-28944-01-J
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Hl show terminal

show terminal

UERICEE T D58 A2 £ R9 5121%. show terminal =~ > F&FH L £,

show terminal [internal]

XD
TIHILE
avyYy Rk E—F

Fik—bEha1—4 0-)l

internal (ER) PSR TE®2&ors LET,

L

EXEC

Ju—sb 2y 7 4 X2 b— 3 (config)

Fy U — B
Xy bT—7 AR —X

avy FEE

BERLEDAA FF1 Y

3l

Jyy—2 EERAR

52.1VSGI(4.1) oa~r RREASRELE,

show terminal =~ > R CROBEHE - #HHATE LT,

e > AR T ANV EAL LT FLET,

o > N ET AN, TRXURE—RTIXA L7 FLET,
s |t avr RFOMDZET 4 NZITRALTHTILET,

WIZ, WARICHETDERER ST D0 2R LETS,

VSG129-2# show terminal internal
Process info:

Name: vsh

State: R (running)

SleepAVG: 88%

Tgid: 4157

Pid: 4157

PPid: 4156

TracerPid: 0

Uid: 2002 2002 2002 2002
Gid: 503 503 503 503

FDSize: 256
Groups: 503

VmSize: 31080 kB
VmLck: 0 kB
VmRSS : 9208 kB
VmData: 1140 kB
VmStk: 84 kB
VmExe: 44 kB
VmLib: 13664 kB

Il Cisco Virtual Security Gateway for Microsoft Hyper-V a<> K Y27 L>X IJ)—2X 5.2(1)VSG1(4.1)
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show terminal

VmPTE : 48 kB
Threads: 1
SigPnd: 0000000000000000
ShdPnd: 0000000000000000
SigBlk: 0000001000000000
SigIgn: 0000000000300004
SigCgt: 0000000180007002
CapInh: 0000000000000000
CapPrm: 0000000000000000
CapEff: 0000000000000000

Memory limits:

core file size (blocks, -c) 146484

data seg size (kbytes, -d) unlimited

file size (blocks, -f) unlimited

max locked memory (kbytes, -1) unlimited

max memory size (kbytes, -m) unlimited

open files (-n) 1024

pipe size (512 bytes, -p) 8

stack size (kbytes, -s) 8192

cpu time (seconds, -t) unlimited

max user processes (-u) unlimited

virtual memory (kbytes, -v) 204800
BEa<Y R avwvk ETL)

show processes Tat AERETFERLET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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. show user-account

®3IE

Cisco Virtual Security Gateway show a2~ F |
show user-account

a—F THhH Uy MIBETAEREFERT HITIE. show user-account =~ > FAEFEH L £,

show user-account [user-account-name)

B DA user-account-name E) 2—F 7 H oo &,
TIHIE L
avY kK E—F EXEC

Ju—sb 2y 7 4 X2 b— 3 (config)

#h— b1~ n-) Xy U — 7 EHE

Fy NT—2o FRL—4%
avy FEE Jy—2

EFERA
5.2.1VSG1(4.1)

Zoavwry RREAINE LT,

BERLEDAA FF1 Y

show user-account =2~ N CROEATFEFEATE £,
o > HAhET7rA NI FA LI FLET,

>>: HHE 7 7 A NIT,
. |:

TRYRNE—-RFTUHA LY RNLET,
a<  ROM T2 7 4V ZITAA TH T LET,

i WL, 2—F T baRFTLHHERLET,
vsg# show user-account
user:adminbackup

this user account has no expiry date
roles:

user:admin

this user account has no expiry date
roles:network-admin
user:vsnbetauser
this user account has no expiry date
roles:network-admin

pgga<w R avwyk
show users

i
BUED 2 —FE2FRRLET,
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show users

XD
T4+
avY R E—F

Fh—-b&hd1-4 0-)

2 —VEFRT AL, showusers 2~ R&2EH L £9,

show users

Zoavy FIZEGIEELITF—V—FEbH Y £ A,

L

EXEC

Ju—sL a7 4 ¥ ab—3 3 (config)

X NU— S
Fy NT—27 FRL—&

show users W

SR Yy—2R EENE
5.2.1VSG1(4.1) Toavy RAEASRELE,
BREDHA ES54Y  showusers 2~ FTCROBEAFEMHEATE £,
o > HhET s ANIZIFA L7 FLET,
o > HhET7rANZ, TRXURE—RTUZA L7 FLET,
o | AR ROHNET 4 VFITANA THALET,
i Wiz, 2—H2RRTLHHERLET,
vsg# show users
NAME LINE TIME IDLE PID COMMENT
admin pts/0 Jan 21 17:19 old 3021 (171.69.17.61) session=ssh
admin pts/29 Feb 23 11:13 4157 (10.21.145.11) session = ssh *
BEavUF avwy kR Bk

show user-account

A=Y T MIET L RERTRLET,
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Hl show version

show version

V7 MU xT N—=T g xFERTHIZIE, show version =~ REHH L F9,

show version [build-info | image | internal]

EXX DA build-info UEE) Y7 ho=T7TOEL RIESRE2FERLET,

image EE) Y7 b U=T A A—VEREFRLET,

internal EE) 2OoDAA—VBOY 7 My =7 BEHMEORER R T LET,
FI+IEk L
av K E—F EXEC

ra—s L ar7 0¥ alb—3 3y (config)

$h-rEhd1-¥0-1 Ry NU— 7 EFEHE
Py NU—7 F_L—H

avy FERE Jyy—2 EENE
5.2.1VSG1(4.1) Zoavy RPREAIShELE,

HBALDASL ES4Y  show version =~ N CROEHE 2T £7,
e > T A M) XA LY FLET,
o S>> HHE T AN, TRXURE—FTIXALZ FLET,
o | awr ROHAET 4 VFITASAL THALET,

! WIZ, VY7 b =T OEN REREFRT HH 2R LET,

vsg# show version build-info

BeEaOT VR avyv Rk L
show install 2ODARA=VMDY 7 v 2T A VA=A RNKITTHELRRLE
7
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Cisco Virtual Security Gateway show 227> F

show vnm-pa

Virtual Network Management Center (VNMC) &R VU ¥— =—T = > & RART 5121, show vam-pa

avy FeHLES,

show vnm-pa [status | tech-support]

XD
T4+
avv Rk E—F

#h—-b&hd1-4 0-)

status EE) RIv— ==V FOREEFR T LET,

showvhm-pa W

tech-support ER) 77 =V R— MEREFRLET,

L

EXEC

Ju—sL a7 4 ¥ ab—3 3 (config)

T NU— 7
Fy NT—2o FRL—4%

avy FEE

BERLEDAA FF1 Y

Jy—2 EENE

52.1VSG1(4.1) Toawr FREASHE L,

show vam-pa =~ R CROER 2 HEA T £,

e >N ET ANV ZA LY PLET,

o > HhET7rANZ, TRXURE—RTUXA L7 FLET,
o | AR ROHDNET 4 VFITANA THALET,

i WL, R v— 2=V NOREBERFITHHEZRLET,
vsg# show vnm-pa status
VNM Policy-Agent status is - Not Installed

BEa< R avwy kR B
show vsg Cisco VSG D@ EFR T~ LET,
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Cisco Virtual Security Gateway show a2~ F |

W show vsg dvport

show vsg dvport

Cisco VSG DV & — MIBET 2 M &R nT 5121, show vsg dvport =2~ REHHA L T,

show vsg dvport [port-name]

XD
TIHILE
avyYy Rk E—F

Fik—bEha1—4 0-)l

port-name (f£&) DV A— R4 T,
L
EXEC

Ju—sb 2y 7 4 X2 b— 3 (config)

Fy U — B

Fy NT—2o FRL—4%

avy FEE

BERLEDAA FF1 Y

Jy—2

EENRE

5.2.1VSG1(4.1)

Zoavwry RREAINE LT,

show vsg dvport =~ R CROBER T ZHHATE £,
o > HNET ANV EA LT FLET,

o >>: WhET 7 ANIZ,

TR RE=RTIHA LT FLET,

. |; o< l\@u”jj]%74/l/§761/\°470t573bi¢0

5l KIZ, DV R— MIBET S EHRERTT 02~ LET,
vsg# show vsg dvport
DV Port : 576::bcaalc50-8747-8d08-fe7e-a%aa8924bf8e
Security Profile : spcustom
VM uuid : 421c5aed4-51c3-5dd9-60fa-a50cb04edlea
Port Profile : vm _data
IP Addresses :
100.1.1.20
100.1.1.10
EEaTUF avwyFk SiBA

show vsg ip-binding

IP AT 4 7T AR ERRLET,
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Cisco Virtual Security Gateway show 227> F

show vsg ip-binding W

show vsg ip-binding

A~y (VM) IP 7 RLAD Y A N EBEOEER Y NI =7 DX 2 VT4 Tr7r AL
(VNSP) BXORY v— vy &K RT D121, show vsg ip-binding =~ > FAEH L £,

XD
T4+
avY R E—F

Fh—-b&hd1-4 0-)

show vsg ip-binding

Zoavy FIZEGIEELITF—V—FEbH Y £ A,

L

EXEC

Ju—sL ar7 4 ¥ ab—3 3 (config)

Ty hU— 7 EHE

Fy NT—2o FRL—4%

avy FEE

BEREDAL T4

Jyy—2

EERAR

5.2.1VSGI(4.1)

Zoavry RREAINE LR,

show vsg ip-binding =~ > R CROEHE -2 HHTE £ 7,
o > W ETFANMZIFEALA LT NLET,

o > WHHhET 7 AT,

TRUORE—RTUIXA L7 PLET,

o | AR ROHNET 4 VFITANA THALET,

i WIZ, VM D IP 7 RLADY A N&RRT LB RLET,
vsg# show vsg ip-binding
VM IP address Security-Profile Name Policy Name
100.1.1.20 spcustom policy one
100.1.1.10 sp_new policy one
EEa<UF avvk EiBEA
show vsg EFa VT4 T T A MIETAEREERRLET,

security-profile
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

M show vsg security-profile

show vsg security-profile

tX=2 VT4 TuTr A NCET 5 EREZRTT DI2IL, show vsg security-profile =~ o FA&fH L
3

show vsg security-profile [viusp-name | detail | table]

XD
FI4I+
avy kR E—F

Fh—-b&hd1-4 o-)

vnsp-name EE) Ry hU—2rD®xF2YT 4 a7 574/ (VNSP) 4,
detail ({E#) CiscoVSG DX =2 U T 4 Fu 77 A L DiFMaEE R LET,
table ER) EX%=2VUT7 4 TuryryAVEREERLET,

L

EXEC

ra—s L ar7 0¥ alb—3 3y (config)

X NU— 7 S
Fy NT—27 FRL—&

avy FERE

BEREDAL T4

i

Jy—2R EENE
5.2.1VSG1(4.1) Zoavy RPREAIShELE,

show vsg security-profile =~ > K CROEFE T #HEHTE T,

s > HhET AN FA LT PLET,

o > HHhET77 AN, TRXCVRE—FRTUZXA LI FLET,
o | awr ROHAET 4RI AL THALET,

show vsg security-profile =~ > ROFEM A=V a v ilid, X2V T4 Tu 77 A VERIIMZ TE
Xa2UT g a7 A NEEALTWAEE~T Y (VM) OLRIREENET, VNSP LI ED
X2 VT4 a7 ANVOFEMERGT DL OICEETEET,

WiZ, EX2VT 4 a7 7 A sp deny@root |ZBT 2GS AR R T 202 RLET,

vsg# show vsg security-profile sp deny@root detail

VNSP : sp_denyQ@root
VNSP id : 5
Policy Name : ps_deny@root
Policy id : 3
Custom attributes :
Name : vnsporg
Value : root
Name : profilel
Value : eng

Virtual Machines:
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| 3% Cisco Virtual Security Gateway show a2 F

show vsg security-profile

sg-pg-vm206
sg-pg-redhat

BEaTUF avvFk B
show policy stats R —FEERAERERLUET,

Cisco Virtual Security Gateway for Microsoft Hyper-V 22> F )27 L >R J1J—2X 52(1)VSG1(4.1)
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¥ 3E Cisco Virtual Security Gateway

show a2 F |

W showvsgvm

show vsg vm

e~ (VM) IZBET 21 A2 R RT 511, show vsgvim 2~ REHER L E T,

show vsg vin

XD Coavwy RICEBIBERIEIF—T— RiEZH Y A,
T4+ L
avwv R E—F EXEC

Ju—s\L ar7 4 ¥ ab—3 3 (config)

Fh—-b&hd1-4 0-) X NU— S
Py NU—7 F_L—H

avy FEE )= EERARE

52.1VSG1(4.1) Toawr FREASHE L,

BALDHSL RS54  showvsgvm =~ FCROEEFE2MH T £,
o > WM ETFANMZIVFEA LT NLET,
o > HhET7rANZ, TRXURE—RTUZXA L7 FLET,
o | AR ROHNET 4 VFITANA THALET,

i &IZ, Cisco VSG VM DIE#H % FoRnT 201 % R LE7,

vsn22# show vsg vm
VM uuid : 421c5aed4-51c3-5dd9-60fa-a50cb04edlea
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| 3% Cisco Virtual Security Gateway show a2 F
showvsgvm W

BEaT YR avvFk B
show vsg Cisco VSG D@ aR R LET,
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#¥3%FE Cisco Virtual Security Gateway show a2~ F |

M show vsg vm name

show vsg vm name

= (VM) (CBT 2415 A2 £ "3 5I21%. show vsg vm name =~ > R&fH L £,

show vsg vm name name

WX OB name Cisco VSG D v U — 2 0 VM DA £ 1= (LA 0.
TIAIE 2L
avrkF E—F EXEC

Ju—sb 2y 7 4 X2 b— 3 (config)

fi-pand1i—4¥o-n v FU— 7R
Xy hU—2 FRL—4

avy FEE Jy—2 EERAR
5.2(1)VSG1@4.1) Zoavry FRHEASRE L,

HBALDASL RS54  show vsg vm name =~ N CROHE M T& £,
o >N ETFANIZYFA LT NLET,
o > HNET AN, TR RE-RFTIFA LI FLET,
o | AR ROHNET 4 NVFITAATHALET,

Zoa<wry RiE 12U RO~y (VM) OfffizZrLET, VM AT AT A =2 & LTEE
TOMENHYET, £, TV T 4 v 7 X (BOOBLF) £ oLdizEETE LT, VM
DOEFERIIZ VM ICE > THEHEN 54 DV A= FBLO VM BB T 5 Y — U DI EENET,

7l A2, 4l Linux 204 @ Cisco VSG VM DA FK =T 204~ L £7,
vsg# show vsg vm name linux-204
VM uuid : 421ceac2-3b3f-67£9-b71c-3755d2c8cabe
DV Port (s)
DV Port : 272::1c7b1lc50-£1b7-9a71-259d-820£4713a4bl
Security Profile : SP-DCl@root/Cisco-Tenantl
Port Profile : profile App2

IP Addresses :
20.100.201.184

DV Port : 240::1c7b1lc50-f1b7-9a71-259d-820£4713a4bl
Security Profile : SP-Appl@root/Cisco-Tenantl
Port Profile : profile Appl

IP Addresses :
10.100.201.184
Zone (s)
zone_linux_ 204@root/Cisco-Tenantl

Cisco Virtual Security Gateway for Microsoft Hyper-V <> F )27 L >R 1J1J—2X 5.2(1)VSG1(4.1)
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| 3% Cisco Virtual Security Gateway show a2 F
show vsgvm name Wl

BEaT YR avvFk B
show vsg Cisco VSG D@ aR R LET,
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M show vsg vm uuid

®3IE

show vsg vm uuid

Cisco Virtual Security Gateway show a2~ F |

Cisco VSG DA~ 2> UUID # & 7~9 5I2i%, show vsg vm uuid =~ FZfEH L £,
show vsg vim uuid uuid

B DR uuid UUID 04 Ri&HELET,
T2+ 2L
avY kR E—F EXEC

Jua— L ar7 4 X¥alb—3 3 (config)

Fik—bEha1—4 0-)l

= N 1

Fy U — B

Xy U= FL—4

yy—=x EERNE
52(1)VSGI(4.1)

HHEDHA FS51Y

Zoaxry FRNEASHELE,

]

Zoa=wy R,

O R

NT A =2 L L TVMUUID BZETT, 8ELE VM DIFRNERINET,

VM uuid

Iz, Cisco VSG @ UUID {E# =R T o682~ LET,

vsg# show vsg vm uuid 421cefd6-29d1-4c8e-e563-2c3a4d58cd3l
: 421cefd6-29d1-4c8e-e563-2c3a4d58cd31l

avwUFk B

show vsg

Cisco VSG D@ ZEFR R LET,
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Cisco Virtual Security Gateway show 227> F

show vsg zone

WX DA

TIHILE

#h—-b&hd1-4 0-)

Cisco VSG Y — v &£ T 51X, show vsgzone =~ REH L ET,

show vsg zone

Zoawy FEF—U— FE72i351#8dd 0 £ A,

Bl

EXEC

Ju—sL 2y 7 4 X2 b— 3 (config)

T MU — 7
Fy NT—2o FRL—4%

show vsg zone M

EEDY: |- YUY—2 EERE
5.2(1)VSG1(4.1) Zoavwry FREASRLELEL,
i i, Cisco VSG V' — v ZF T 5612 x LET,
vsg (config-vnm-policy-agent)# show vsg zone
Zone : centos5.3 2 VEM2@root/tenant d3337/dcl
Virtual Machines :
centos5.3 2 vem2
Zone : tenant 3337_zonenamel@root/tenant d3337
Virtual Machines :
Zone : deletetest@root/tenant d3337
Virtual Machines :
centos5.3 1
centos5.3 v1anl00
centos5.3 2 vem2
centos5.3_2 veml
win2003entr2-32 vlanl50 100 split
centos5.2
centos5.3_1_vem2
centos5.3 3 veml clone
centos5.3 3 vem2 clone
MEaw Uk avryk A

show vsg Cisco VSG D@ ER R LET,
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Cisco Virtual Security Gateway show a2~ F |

®3IE

B show xml server

show xml server

XML % — N EF#R & Fxd 521X, show xml server =2~ R&2EHL £9,

show xml server [logging | status]

XD
T4+
avv R E—F

#h—-b&hd1-4 0-)

logging IE) e/ arr7 4 Fal—varveal 774 VORAREFERL
Er

status EE) XML =—Y x> MEREERLET,

L

EXEC

Ju—sL 2y 7 4 X2 b— 3 (config)

T MU — 7
Fy NI =20 FRL—4%

avy FEE

BERLEDAA FF1 Y

Jy—2 EENE

52.1VSG1(4.1) Toawr FREASHE LT,

show xml server =~ N CIROER T 2HEHATEET,

e >N ET ANV EA LY FLET,

o > HhET7rANZ, TRXURE—RTUXA L7 FLET,
o |ravwr FOMAhET 4 NFIINATHOLET,

i WIZ, XML =Gz £rnT 502 " LET,
vsg# show xml server status
operational status is enabled
maximum session configured is 8
BZEav Uk avUFk B7L

show http-server HTITP V— OB EEERLET,
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