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Catalyst 4500

Catalyst 4500 Series Switch Documentation Home

http://www.cisco.com/en/US/products/hw/switches/ps4324/tsd_products_support_series_home.html

Catalyst 4500 Series Switches Installation Guide = DOC-7814409=

http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_guide_book09186a00
80126d3d.html

Catalyst 4500 Series Module Installation Guide = DOC-786444=

http://www.cisco.com/en/US/products/hw/switches/ps4324/products_module_installation_guide_bookO
9186a008009¢17d.html

Catalyst 4500 Series Regulatory Compliance and Safety Information  DOC-7813233=

http://www.cisco.com/en/US/products/hw/switches/ps4324/products_regulatory_approvals_and_compli
ance09186a00800d7676.html

URL

http://www.cisco.com/en/US/products/hw/switches/ps4324/prod_installation_guides_list.html

http://www.cisco.com/en/US/products/hw/switches/ps4324/prod_release_notes_list.html

http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_gui
des_list.html

http://www.cisco.com/en/US/products/hw/switches/ps4324/prod_command_reference_list.html

http://www.cisco.com/en/US/products/hw/switches/ps4324/products_system_message_guides_list.html

MIB URL

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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Cisco.com

Cisco.com
URL
http://www.cisco.com/techsupport
Web URL
http://www.cisco.com
http://www.cisco.com/jp
Web URL

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD
Product Documentation DVD

DVD

DVD
Web HTML

Product Documentation DVD
Cisco.com Cisco Direct Customers URL
Product Documentation DVD  Customer Order Number DOC-DOCDVD=

http://www.cisco.com/go/marketplace/

PDF

Cisco Marketplace
DOC-DOCDVD=SUB

Cisco.com URL Cisco Marketplace  Product Documentation Store

http://www.cisco.com/go/marketplace/
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http://www.cisco.com/public/countries_languages.shtml
http://www.cisco.com/go/marketplace/
http://www.cisco.com/go/marketplace/
http://www.cisco.com/jp

Security Vulnerability Policy URL

http://www.cisco.com/en/US/products/products_security_vulnerability _policy.html

URL

http://www.cisco.com/go/psirt

Product Security Incident Response Team Really Simple Syndication PSIRT
RSS Feed PSIRT RSS Feed URL

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

PSIRT
. — security-alert@cisco.com
. — psirt@cisco.com
PSIRT
e 1877 228-7302
e 1408525-6532
Pretty Good Privacy PGP
PGP GnuPG PSIRT
PGP 2x  9x
PSIRT URL Security

Vulnerability Policy Contact Summary

http://www.cisco.com/en/US/products/products_security_vulnerability _policy.html
PGP ID

PGP
PSIRT
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mailto:security-alert@cisco.com
mailto:psirt@cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

Cisco Technical Support 24
Cisco.com  Cisco Technical Support & Documentation Web

Technical Assistance Center TAC

Cisco Technical Support & Documentation Web

Cisco Technical Support & Documentation Web

Web 24 URL

http://www.cisco.com/techsupport

Cisco Technical Support & Documentation Web

Cisco.com ID 1D
URL

http://tools.cisco.com/RPF/register/register.do

S
Cisco Product Identification CPI

CPI Documentation & Tools

Tools & Resources Cisco Technical Support & Documentation Web
Alphabetical Index Cisco Product Identification Tool
Alerts & RMAs Cisco Product Identification Tool
CPI ID show
3
Japan TAC Web
Japan TAC Web TAC Web http://www.cisco.com/tac
Japan TAC Web URL
http://www.cisco.com/jp/go/tac
Japan TAC Web
Japan TAC Web Cisco.com ID
ID URL

http://www.cisco.com/jp/register/
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Service Request

TAC Service Request S3 S4
TAC Service Request
TAC
Service Request URL
http://www.cisco.com/techsupport/servicerequest
S1 S2 TAC
S1
S2
+61 2 8446 7411 1800 805 227
EMEA +322 704 5555
1800 553-2447
TAC URL
http://www.cisco.com/techsupport/contacts
1 S1 — 24
2 S2 —
3 S3 —
4 S4 —
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Cisco Product Quick Reference Guide

Cisco Product Quick Reference Guide
URL

http://www.cisco.com/go/guide

Cisco Marketplace
Cisco Marketplace URL

http://www.cisco.com/go/marketplace/

Cisco Press
Cisco Press
URL

http://www.ciscopress.com

Packet
Packet

Packet URL
http://www.cisco.com/packet
iQ Magazine

iQ Magazine URL

http://www.cisco.com/go/igmagazine
URL
http://ciscoiq.texterity.com/ciscoig/sample/

Internet Protocol Journal
Internet Protocol Journal
URL

http://www.cisco.com/ipj

URL
http://www.cisco.com/en/US/products/index.html

Networking Professionals Connection

Web
URL

http://www.cisco.com/discuss/networking

URL

http://www.cisco.com/en/US/learning/index.html
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1-1
1-1
ACL Access Control List ACL;
BUFFERMANAGER
CHASSIS
COMMONHWACLMAN ACL
COMMONSTUBMAN Application Specific Integrated Circuit ASIC; IC
DAIMAN Address Resolution Protocol ARP

DHCP_SNOOPING

Dynamic Host Control Protocol DHCP;

DOT1X 802.1X

DTP Dynamic Trunking Protocol DTP
EBM

EC EtherChannel

GBICMAN GBIC

HW

HWACLMAN ACL
HWL2MAN 2
HWNETFLOWMAN NetFlow

HWPORTMAN

IDBMAN

ILCPROTOCOLERROR Intelligent Line Card ILC
IOSACLMAN Cisco 10S ACL
IOSDHCPSNOOPMAN Cisco 10S DHCP

I0SIGMPSNOOPMAN

Cisco 10S Internet Group Management Protocol IGMP

IOSINTF
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IOSIPROUTEMAN Cisco IOS IP

I0SL2MAN Cisco I10S 2

IOSMODPORTMAN Cisco 10S

I0SSYS Catalyst 4500 10S

I0OSSYSMAN Catalyst 4500 10S

IPROUTEMAN Catalyst 4500 10S IP

L3HWFORWARDING 3

LINECARDMGMTPROTOCOL Line Card Management Protocol

PKTPROCESSING

PM

PORTFANOUTASIC4X1000MAN ASIC 4x1000

PORTFANOUTASIC8X1000HW ASIC 8x1000

PORTFANOUTASIC8X100MAN ASIC 8x100

QOs Quality of Service QoS;

REDUNDANCY

SERVICECARDMAN

SFF8472 Small Form Factor [SFF]8472

SPANTREE Spanning-Tree Protocol STP;

SPANTREE_VLAN_SW VLAN LAN

STORM_CONTROL

STORE

SUPERVISOR

SWITCH-QOS-TB QoS

SW_DAI ARP

SW-VLAN VLAN

SWITCHINGENGINEMAN

SWITCHMANAGER

SWNETFLOWMAN NetFlow

SYSMAN

TRANSCIEVER TRANSCEIVER

UFAS_MCAST_SWT UplinkFast

VQPCLIENT VLAN Query Protocol QP

WATCHDOG
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1-2

N ool bhl W N, O
|

[] 10
[dec] 1-3

1-3

[dec] 10
[chars] [char]
[hex] 16

[num]
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LINK-2-BADVCALL: Interface [chars], undefined entry point

- -MSG : - -

e MSG MSG

. SLOT
SLOTS

-Process= "Exec", level= 0, pid= 17

-Traceback= 1A82 1AB4 6378 A072 1054 1860
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¢

Electronically Erasable Programmable Read-Only Memory EEPROM,;
ROM
EEPROM

URL Output Interpreter
https://www.cisco.com/cgi-bin/Support/Outputinterpreter/home.pl

show tech-support
Output Interpreter show tech-support

p.Xiv
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

N AcL

ACL

Access Control List ACL;

C4K_ACL-4-OUTOFMEMORY:Out of Memory while allocating [char]

ACL

ACL

ACL

ARP

Address Resolution Protocol ARP

C4K_ARPSNOOPINGMAN-4-OUTOFRESOURCES: Resources for
constructing ACLs are not available.

ARP

ARP

TCAM ACL

BUFFERMANAGER

BUFFERMANAGER

C4K_BUFFERMANAGER-3-QUTOFVBUFS: Have run out of vbufs (internal
buffers)

Catalyst 4500 Cisco 10S
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CHASSIS

CHASSIS | |

CHASSIS

CHASSIS-2

C4K_CHASSIS-2-ALLCHASSISSEEPROMSINVALID: Contents of all

chassis's serial eeproms are invalid
EEPROM 1
EEPROM 2
EEPROM
/ EEPROM

C4K_CHASSIS-2-SUPERVISORSEEPROMINVALID: Contents of

supervisor's serial eeprom are invalid
EEPROM
10S
/

C4K_CHASSIS-2-INLINEPOWEROFF:Inline power to the switch has

been turned off
PoE
PoE

C4K_CHASSIS-2-INSUFFICIENTFANSDETECTED:Too few working fans in
fan tray, the chassis will overheat. If not resolved, in 4 minutes all line
cards will be placed into Reset-Mode

2
Catalyst 4500 Cisco I0S
[ 0L-9663-01-J .m



Bl CHAssIS
C4K_CHASSIS-2-INSUFFICIENTFANSSHUTDOWN: Resetting linecards
due to fan tray failure
1
C4K_CHASSIS-2-INSUFFICIENTPOWERDETECTED: Insufficient power
available for the current chassis configuration
C4K_CHASSIS-2-INSUFFICIENTPOWERSHUTDOWN:Holding module in slot
[dec] in reset, due to insufficient power
C4K_CHASSIS-2-OVERHEATINGSHUTDOWN: Resetting linecards due to
critical temperature

C4K_CHASSIS-3-BADGBIC:Port [char]: Gbic's seeprom is bad, try
reinserting: vendor: [char], p/n: [char], s/n: [char]

EEPROM
ROM GBIC
EEPROM
GBIC EEPROM
GBIC
GBIC
GBIC GBIC
GBIC GBIC
GBIC
GBIC GBIC

Catalyst 4500 Cisco 10S
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CHASSIS | |

C4K_CHASSIS-3-BADMACRANGEINSPROM:Module [dec]'s serial eeprom
contains [dec] mac addresses, but needs [dec]

EEPROM MAC

EEPROM MAC MAC
1 1 MAC

EEPROM

C4K_CHASSIS-3-CHASSISTYPEMISMATCHINSPROM: Supervisor's FPGA
register chassis type is [char], but chassis' serial eeprom chassis type is
[char]

FPGA
EEPROM

show idprom chassis EEPROM

C4K_CHASSIS-3-CLOCKMODULESEEPROMINVALID: Invalid Clock Module
seeprom data

EEPROM

C4K_CHASSIS-3-DAUGHTERCARDSEEPROMREADFAILED:Failed to read the
serial eeprom on module [dec], daughter card [dec]

EEPROM
EEPROM

EEPROM
EEPROM

C4K_CHASSIS-3-FANTRAYSEEPROMINVALID: Invalid fan tray seeprom
data

EEPROM

[ oL-9663-01-J
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CHASSIS

C4K_CHASSIS-3-FIRSTCHASSISSEEPROMINVALID: Contents of
chassis's first serial eeprom are invalid

EEPROM
2 EEPROM

/ EEPROM

C4K_CHASSIS-3-GBICSEEPROMREADFAILED:Failed to read gbic serial
eeprom on port [char], try reinserting

GBIC GBIC EEPROM

GBIC EEPROM

GBIC
GBIC

GBIC GBIC

GBIC GBIC
GBIC
GBIC GBIC

C4K_CHASSIS-3-INCOMPATIBLETRANSCEIVERINSERTED: Port [char]:
New transceiver inserted is incompatible for this module.

C4K_CHASSIS-3-INSUFFICIENTPOWER:Insufficient power to bring up
module in slot [dec]

C4K_CHASSIS-3-INSUFFICIENTPOWERSUPPLIESDETECTED:
Insufficient power supplies present for specified configuration

C4K_CHASSIS-3-INVALIDMGMTETHERNETADDR: Chassis SPROM not set
or invalid MAC address range

MAC MAC
SPROM MAC

Catalyst 4500 Cisco 10S
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CHASSIS

C4K_CHASSIS-3-LINECARDMUXBUFFERTOSUPALIGNMENTWRONG :Linecard
[dec] MuxBuffers aligned towards supervisor in slot [dec] instead of [dec]

C4K_CHASSIS-3-MIXINVOLTAGEDETECTED: Power supplies in the
chassis are receiving different voltage inputs

C4K_CHASSIS-3-MUXBUFFERSEEPROMINVALID: Invalid data in mux
buffer [dec]'s serial eeprom

EEPROM

C4K_SUPERVISOR-3-MUXMAYMISALIGN:Linecard Mux-buffers may
mis-align to incorrect supervisor due to reset with other supervisor desires
to be active

redundancy reload peer

C4K_CHASSIS-3-LINECARDNOTVALIDINSLOT: Module (Field
Replaceable Unit minor type [dec]) is not supported in slot [dec]

[ oL-9663-01-J
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W CHASSIS

C4K_CHASSIS-3-LINECARDSEEPROMREADFAILED:Failed to read module
[dec]'s serial eeprom, try reinserting module

EEPROM
EEPROM

EEPROM

C4K_CHASSIS-3-LINECARDSEEPROMWRITEFAILED:Failed to write
module [dec]'s serial eeprom

EEPROM

EEPROM

C4K_CHASSIS-3-MIXINPOWERDETECTED:Power supplies in the chassis
are of different types (AC/DC) or wattage

Catalyst 4006
Catalyst 4500
1 PS1 2 PS2

C4K_CHASSIS-3-MIXINVOLTAGEDETECTED:Power supplies in the
chassis are receiving different voltage inputs

C4K_CHASSIS-3-MODULENOTSUPPORTHALF :Module [dec] does not
support 10 Mb or 100Mb Half duplex operation. Please have your card upgraded
if you need half duplex operation.

Catalyst 4500 Cisco 10S
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CHASSIS | |

C4K_CHASSIS-3-OLDWSX4124: WS-X4124-FX-MT revision [dec]. [dec],
which is < 1.6, 1is not supported

1.6 WS-X4124-FX-MT

1.6 WS-X4124-FX-MT

C4K_CHASSIS-3-ONLYLXSFPSALLOWED:Port [char] has a non-LX SFP,
which is not supported

WS-X4448-GB-LX LX SFP
Small Form-Factor Pluggable SFP

SFP LX SFP

C4K_CHASSIS-3-OUTOFMEMORY:Ran out of memory - cannot allocate
internal buffers

C4K_CHASSIS-3-POWERSUPPLYSEEPROMINVALID: Invalid data in power
supply [dec]'s serial eeprom

EEPROM

C4K_CHASSIS-3-SEEPROMREADFAILEDAFTERWRITE:Error reading back
module [dec]s serial EEPROM data after write

CLI EEPROM

EEPROM

EEPROM
EEPROM

[ oL-9663-01-J
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W CHASSIS

C4K_CHASSIS-3-SFPCRCINTEGRITYCHECKFAILED:SFP integrity check
on port [char] failed: bad crc

SFP SEEPROM SFP SFP
SFP SFP

SFP SFP

C4K_CHASSIS-3-SFPINTEGRITYCHECKFAILED:SFP integrity check on
port [char] failed: bad key

SFP SFP

SFP SFP

C4K_CHASSIS-3-SFPSERIALINTEGRITYCHECKFAILED:SFPs on ports
[char] and [char] have duplicate serial numbers

SFP SFP

SFP
SFP SEEPROM

SFP SFP

C4K_CHASSIS-3-STUBPHYMISMATCH: Stub type mismatch: stub
[dec]/[dec] is type [dec], should be type [dec]

C4K_CHASSIS-3-SUPERVISORTYPEMISMATCHINSPROM: Supervisor's FPGA
register type is [dec], but supervisor's serial eeprom type is [dec]

FPGA
EEPROM IDPROM
FPGA

show idprom supervisor
EEPROM  FruMinorType FPGA
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C4K_CHASSIS-3-TEMPERATURESENSORREADFAILED: Failed to read the
supervisor temperature sensor

30

C4K_CHASSIS-3-UNKNOWNLINECARD:Unknown module (Field
Replaceable Unit minor type [dec]) in slot [dec]

EEPROM

CHASSIS-4

C4K_CHASSIS-4-CANTWRITESUPERVISORSPROM:Writing the
supervisor's SPROM is not supported

Serial Programmable Read-Only Memory SPROM

C4K_CHASSIS-4-INLINEPOWERRESTORED:Resuming normal phone
operation since inline power has been restored

PoE

C4K_CHASSIS-4-OVERHEATINGOVER:Resuming normal operation after
return to acceptable temperatures.

C4K_CHASSIS-4-SUFFICIENTFANSRESTORED: Resuming normal
operation after restoration of adequate fan cooling

Catalyst 4500 Cisco I0S
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Bl CHAssIS

C4K_CHASSIS-4-SUFFICIENTMODULEPOWERRESTORED:Module in slot
[dec] resuming normal operation after restoration of adequate power

C4K_CHASSIS-4-SUFFICIENTPOWERRESTORED:Resuming normal
operation after restoration of adequate power

C4K_CHASSIS-4-TDRTESTINPROGRESS: TDR test is in progress on
interface [char]

TDR

C4K_CHASSIS-4-TESTNOTSUPPORTEDONPORT: [char] is not supported
on this port

C4K_CHASSIS-4-TESTNOTSUPPORTEDONPORTCONNECTOR: [char] is not
supported on port connector type: [char]

C4K_CHASSIS-4-UNSUPPORTEDTRANSCEIVER: Unsupported transceiver
found in [char]

TAC

C4K_CHASSIS-7-GBICINSERTED:Port [char]: New gbic inserted:
vendor: [char], p/n: [char], s/n: [char]

EEPROM GBIC
GBIC EEPROM

Catalyst 4500 Cisco 10S
m. 0L-9663-01-J |



COMMONHWACLMAN | |

COMMONHWACLMAN

ACL COMMONHWACLMAN

COMMONHWACLMAN-4

C4K_COMMONHWACLMAN-4-ALLACLINHW:All configured ACLs now fully
loaded in hardware TCAM - hardware switching / QoS restored

Access Control List ACL;

Quality of Service QoS;

C4K_COMMONHWACLMAN-4-FAILEDTOSWITCHPORTTAGS:Failed to switch
port tags, old tag: [object-info] new tag: [object-info] . Software paths: [dec]
Hardware paths: [dec]

ACL

ACL

C4K_COMMONHWACLMAN-4-FAILEDTOSWITCHVLANTAGS:Failed to switch
vlan tags, old tag: [object-info] new tag: [object-info] . Software paths: [dec]
Hardware paths: [dec]

ACL

ACL

C4K_COMMONHWACLMAN-4-HWPROGSUCCESS: [char] [char] - now fully
loaded in hardware TCAM

ACL

QoS
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H COMMONHWACLMAN

C4K_COMMONHWACLMAN-4-OUTOFPATHS: Could not allocate path for
( [object-info] )

ACL VLAN LAN ACL

Access Control List ACL;

C4K_COMMONHWACLMAN-4-OUTOFTAGS :No more free tags available for
path ( [object-info] )

ACL
VLAN ACL
ACL CPU

ACL

C4K_COMMONHWACLMAN-4-PERMITALL: Out of resources for Qos,
permit all for [object-info]

Content-Addressable Memory CAM,;
QoS

ACL

C4K_COMMONHWACLMAN-4-PORTBASEDACLSDISABLED: Output Port Acl
[char] has been disabled on port [char]

CPU
ACL ACL

ACL ACL

C4K_COMMONHWACLMAN-4-PUNTTOSOFTWARE: Out of resources, punt
packets to sw for [object-info]

CAM
ACL

ACL
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COMMONSTUBMAN

Catalyst 4500 Application Specific Integrated Circuit ASIC; IC

C4K_COMMONSTUBMAN-4

C4K_COMMONSTUBMAN-4-DIAGSFAILED: [char] failed diagnostics

[char] ASIC

C4K_COMMONSTUBMAN-4-FAILEDTOSENDLOOPBACKTRIES: [char] port
[dec] failed to send packet in [dec] tries

[char]  ASIC [dec]
[dec]

C4K_COMMONSTUBMAN-4-UNEXPECTEDLOOPBACK: [char] sent out a
loopback packet on port [dec], but it came back on port [dec]

[char] ASIC [dec]
[dec]

C4K_COMMONSTUBMAN-7

C4K_COMMONSTUBMAN-7-LOSTPACKET: [char] port [dec] lost a packet

[char] ASIC
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l DHCP_SNOOPING

DHCP_SNOOPING

Dynamic Host Control Protocol DHCP;
DHCP_SNOOPING

DHCP_SNOOPING-3

DHCP_ SNOOPING-3-DHCP_SNOOPING_INTERNAL_ERROR: DHCP Snooping
internal error

DHCP
DHCP_SNOOPING-4
DHCP_SNOOPING-4-AGENT_OPERATION_FAILED_N: DHCP snooping
binding transfer failed([dec]). [chars]
30 30 [chars]
[dec]

DHCP_SNOOPING-4-AGENT_OPERATION_FAILED

[chars]
DHCP_SNOOPING-4-AGENT_OPERATION_FAILED

DHCP_SNOOPING-4-AGENT_OPERATION_FAILED: DHCP snooping binding
transfer failed. Unable to access URL.

DHCP

URL

URL

DHCP

DHCP
[TYPE]
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[VERSION]
[BEGIN]
[END]

DHCP_ SNOOPING-4-DHCP_SNOOPING_DATABASE_FLASH_WARNING: Saving
DHCP snooping bindings to [char] can fill up your device causing the writes
of bindings to device

DHCP slot0

DHCP TFTP
FTP

DHCP_SNOOPING-4-DHCP_SNOOPING_ERRDISABLE_WARNING: DHCP
Snooping received [dec] DHCP packets on interface [char]

DHCP DHCP
errdisable

DHCP_SNOOPING-4-DHCP_SNOOPING_PVLAN_WARNING: DHCP Snooping
configuration may not take effect on secondary vlan [dec]. [char]

VLAN LAN VLAN  DHCP
VLAN

DHCP_SNOOPING-4-IP_SOURCE_BINDING_PVLAN_WARNING: IP source
filter may not take effect on secondary vlan [dec] where IP source binding is
configured. [char]

VLAN VLAN IP
VLAN

VLAN IP

[ oL-9663-01-J
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l DHCP_SNOOPING

DHCP_SNOOPING-4-IP_SOURCE_BINDING_NON_EXISTING_VLAN_ WARNING:
IP source binding is configured on non existing vlan [dec].

VLAN IP

VLAN

VLAN

DHCP_SNOOPING-4-NTP_NOT_RUNNING: NTP is not running; reloaded
binding lease expiration times are incorrect.

DHCP DHCP
NTP

NTP
DHCP

DHCP_SNOOPING-4-QUEUE_FULL: Fail to enqueue DHCP packet into
processing queue: [char]

DHCP DHCP CPU
DHCP Denial of Service DoS

DHCP_SNOOPING-4-SSO_SYNC_ACK_ERROR:Error is encountered in
processing acknowledgement for DHCP snooping binding sync [char]. ack message
txn id: [hex]

DHCP ACK

DHCP_SNOOPING-4-STANDBY_AGENT_ OPERATION_FAILED: DHCP snooping
binding transfer failed on the Standby Supervisor. [char]

SSO DHCP

slot0

slot0 slot0

[URL not available for use.] URL
[Not enough memory available for creating agent.]

[Number of agents reached maximum supported limit.]

[Unable to create agent.]
[Unable to access URL.] URL
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[Unable to start agent.]
[Abort timer expiry.]
[Number of entries exceeded max supported limit.]

[Unable to transfer bindings. Memory allocation failure.]

[Error reading the remote database.]

[Error writing to remote database.]

[Expected more data on read.]

[Type string invalid.]

[Version string invalid.]

[New line expected in database.]

[V'TYPE\ not found in remote database.] \'TYPE\'
[V'WERSIONV\ not found in remote database.] \'VERSIONV'

[VBEGIN \' not found in remote database.] \'BEGIN \

[VEND\ not found in remote database.] \'ENDV'
[Type string not found in remote database.]

[Version string not found in remote database.]

[Checksum failed on an entry in remote database.]

[No failure recorded.]

DHCP_SNOOPING-5

DHCP_ SNOOPING-6-AGENT_OPERATION_SUCCEEDED: DHCP snooping
database [char] succeeded.

DHCP

DHCP_SNOOPING-5-DHCP_SNOOPING_FAKE_INTERFACE: [char] drop
message with mismatched source interface the binding is not updated message
type: [char] MAC sa: [mac-addr]

DHCP DoS

[ oL-9663-01-J
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l DHCP_SNOOPING

DHCP_SNOOPING-5-DHCP_SNOOPING_MATCH_MAC_FAIL: [char] drop
message because the chaddr doesn't match source mac message type: [char]
chaddr: [mac-addr] MAC sa: [mac-addr]

DHCP MAC
DHCP DoS

DHCP_SNOOPING-5-DHCP_SNOOPING_NONZERO_GIADDR: [char] drop
message with non-zero giaddr or option82 value on untrusted port message type:
[char] MAC sa: [mac-addr]

DHCP
DHCP DHCP DHCP

DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: [char] drop
message on untrusted port message type: [char] MAC sa: [mac-addr]

DHCP
DHCP DHCP

DHCP_SNOOPING-6

DHCP_SNOOPING-6-AGENT_OPERATION_SUCCEEDED: DHCP snooping
database [char] succeeded.

DHCP

DHCP_SNOOPING-6-BINDING_COLLISION: Binding collision. [dec]
bindings ignored

DHCP
Media Access Control MAC;
VLAN 1

DHCP_SNOOPING-6-INTERFACE_NOT_VALID: Interface not valid.
[dec] bindings ignored.

DHCP
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DHCP_SNOOPING-6-LEASE_EXPIRED: Lease Expired. [dec] bindings
ignored.

DHCP

DHCP_SNOOPING-6-PARSE_FAILURE: Parsing failed for [dec]
bindings.

DHCP_SNOOPING-6-VLAN_NOT_SUPPORTED: Vlan not supported. [dec]
bindings ignored.

DHCP VLAN

[ oL-9663-01-J
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W DOTi1X 802.1X

DOT1X 802.1X

IEEE 802.1X DOT1X

DOT1X-4
DOT1X-4-MEM_UNAVAIL:Memory was not available to perform the
802.1X action
802.1X
DOT1X-4-MSG_ERR: Unknown message event received
802.1X
dotlx system-auth-control 802.1X
DOT1X-4-PROC_START_ERR: DOT1X unable to start
802.1X
dotlx system-auth-control 802.1X
DOT1X-4-UNKN_ERR: An unknown operational error occurred
802.1X
DOT1X-5

DOT1X-5-ERR_CHANNELLING: Dotlx can not be enabled on
Channelling ports

Dotlx
Dotlx auto force-unauthorized
force_unauth

802.1X

DOT1X-5-ERR_VVID _NOT SUPPORTED: Dotlx can not be enabled on
this port with Voice VLAN configured.

VLAN LAN Dotlx

VLAN Dotlx
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DOT1X-5-ERR_DYNAMIC: Dotlx can not be enabled on Dynamic ports

Dotlx
Dotlx auto
force-unauthorized force_unauth

802.1X

DOT1X-5-ERR_DYNAMIC_VLAN: Dotlx can not be enabled on dynamic
VLAN ports.

Dotlx VLAN
VLAN Dotlx auto
force-unauthorized force_unauth

VLAN 802.1X

DOT1X-5-ERR_INVALID AAA_ATTR: Got invalid AAA attribute
settings [char]

DOT1X-5-ERR_INVALID_TUNNEL_MEDIUM_TYPE: Got an invalid wvalue
[char] for TUNNEL_MEDIUM_ TYPE [char]

TUNNEL_MEDIUM_TYPE

DOT1X-5-ERR_INVALID TUNNEL_TYPE: Got an invalid value of [char]
for TUNNEL_TYPE [char]

TUNNEL_TYPE

DOT1X-5-ERR_MULTI_ACCESS:Dotlx can not be enabled on voice vlan
configured ports.

VLAN 802.1X
VLAN 802.1X auto
force-unauthorized force_unauth

VLAN 802.1X
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W DOTi1X 802.1X

DOT1X-5-ERR_PER_USR_IP_ACL: Applied per-user IP ACL was
unsuccessful on interface [char]

Dotlx IP ACL
Remote Authentication Dial-In User Service RADIUS pub 1
RADIUS pub

DOT1X-5-ERR_PER_USR_MAC_ACL: Applied per-user MAC ACL was
unsuccessful on interface [char]

802.1X MAC ACL RADIUS
pub

RADIUS pub

DOT1X-5-ERR_PROTO_TUNNELLING:Dotlx can not be enabled on
protocol tunnelling enabled ports.

802.1X

802.1X
auto force-unauthorized force unauth

802.1X

DOT1X-5-ERR_PVLAN_EQ VVLAN: Dotlx can not be enabled on a port
with Access VLAN equal to Voice VLAN.

VLAN VLAN VLAN
802.1X

VLAN VLAN VLAN 802.1X auto
force-unauthorized force_unauth

VLAN VLAN 802.1X

DOT1X-5-ERR_PVLAN_TRUNK:Dotlx can not be enabled on private
VLAN trunk ports.

802.1X VLAN

DOT1X-5-ERR_RADIUSVLAN_EQ VVLAN: RADIUS attempted to assign a
VLAN to Dotlx port [char] whose Voice VLAN is same as Access Vlan

VLAN VLAN RADIUS
VLAN

VLAN VLAN
RADIUS
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DOT1X-5-ERR_RSPAN_VLAN:Dotlx can not be enabled on ports
configured in Remote SPAN vlan.

Switched Port Analyzer SPAN; VLAN
802.1X
SPAN VLAN 802.1X auto force-unauthorized
force_unauth
VLAN remove span 802.1X
DOT1X-5-ERR_SPANDST: Dotlx can not be enabled on [char]. It

is configured as a SPAN Dest port.

Dotlx SPAN
Dotlx

SPAN Dotlx

DOT1X-5-ERR_TRUNK: Dotlx can not be enabled on Trunk port

dotlx port-control auto
force-authorized

802.1X

DOT1X-5-ERR_TUNNEL:Dotlx can not be enabled on 802.1g
tunnelling enabled ports

dotlq 802.1X
802.1Q 802.1X auto
force-unauthorized force_unauth

802.1Q 802.1X

DOT1X-5-ERR_VLAN_INTERNAL: The VLAN [dec] is being used
internally and cannot be assigned for use on the Dotlx port [char] Vlan

VLAN

VLAN

DOT1X-5-ERR_VLAN_INVALID: The VLAN [dec] is invalid and cannot
be assigned for use on the Dotlx port [char]

VLAN

VLAN
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W DOTi1X 802.1X

DOT1X-5-ERR_VLAN_NOT_ ASSIGNABLE: Port [char] cannot be
authenticated into VLAN [dec]

Dotlx VLAN PVLAN VLAN
VLAN PVLAN
VLAN PVLAN

DOT1X-5-ERR_VLAN_NOT_FOUND: RADIUS tried to assign
non-existent VLAN name [char] to dotlx port

RADIUS VLAN VLAN
Trunking Protocol VTP;VLAN VLAN

DOT1X-5-ERR_VLAN_RESERVED: The VLAN [dec] is a reserved vlan
and cannot be assigned for use on the Dotlx port [char] Vlan

VLAN VLAN

VLAN

DOT1X-5-ERR_VLAN_RSPAN_CONFIGURED: VLAN [dec] is configured as
a Remote SPAN VLAN

802.1X VLAN SPAN

VLAN SPAN VLAN
802.1X

DOT1X-5-INVALID_ INPUT: Dotlx Interface parameter is Invalid on
interface [char]

802.1X

CLI 802.1X

DOT1X-5-INVALID_MAC: Invalid MAC address (drop, zero, broadcast
or multicast mac address) <mac address> is trying to authenticate."

MAC
MAC

802.1X 802.1X
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DOT1X-5-NOT_DOT1X_CAPABLE: Dotlx disabled on interface [char]
because it is not an Ethernet interface

802.1X
802.1X

802.1X

DOT1X-5-SECURITY_VIOLATION: Security violation on interface
[char] in single-host mode. Authorized MAC address was [mac-addr]

1 shutdown
no shutdown

Catalyst 4500 Cisco I0S
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W poTP

DTP

Dynamic Trunking Protocol DTP

DTP-4

DTP-4-MEM_UNAVAIL:Memory not available to perform the trunk

negotiation action

DTP-4-TMRERR:An internal timer error occurred when trunking on

interface [char]

DTP-5

ON

DTP-4-UNKN_ERR:An unknown operational error occurred

DTP

DTP-5-ILGLCFG: Illegal config(on,isl--on,dotlg) on <mod/port>

2 ON 802.1Q
ISL

DTP-5-NONTRUNKPORTON: Port [dec]/[chars] has become non-trunk

[dec] / [chars] [dec] / [chars]

Cisco 10S
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DTP-5-TRUNKPORTCHG: Port [dec]/[chars] has changed from [chars]
trunk to [chars] trunk

[dec]
[chars] 2 [chars] 3 [chars]

DTP-5-TRUNKPORTON: Port [dec]/[chars] has become trunk

[dec] / [chars] [dec] / [chars] /

DTP-5-DOMAINMISMATCH: Unable to perform trunk negotiation on
port [char] because of VTP domain mismatch.

2 VLAN Trunking
Protocol VTP;VLAN
2 VTP

2 VTP

[ oL-9663-01-J
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N EBM

EBM

EBM-3

Ethernet Bridge Management EBM;

C4K_EBM-3-CANTALLOCATEEBMPORT:No EbmPort memory to allocate
EbmPort for PimPort [char]

C4K_EBM-3-CANTALLOCATEIENODE:No interposition table memory to
add entry for addr %ea

C4K_EBM-3-CANTALLOCATEHOSTCHECKPOINTMESSAGE: Cannot allocate
memory for host checkpoint message. Layer2 host redundancy on standby will be
out-of-sync with active.

C4K_EBM-3-CANTALLOCATEIGMPGROUPENTRY:No igmp group memory to
add new group entry for addr [mac-addr]

Internet Group Management Protocol IGMP
IGMP

IGMP

C4K_EBM-3-CANTALLOCATEPORTHOSTENTRY :No port host table memory
to add entry for addr [mac-addr] / [mac-addr]

C4K_EBM-3-CANTALLOCATEVLANGROUPENTRY:No vlan group table
memory to add entry for addr %ea

IP 2

Cisco Group Management
Protocol CGMP IGMP
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C4K_EBM-3-CANTALLOCATEVLANHOSTENTRY :No vlan host table memory
to add entry for addr %ea

EBM-4

C4K_EBM-4-HOSTFLAPPING:Host [mac-addr] in vlan [dec] 1is
flapping between port [char] and port [char]

15

C4K_EBM-4-MAXHOSTCHKPTMESSAGEQSIZEEXCEEDED: Backlog of
checkpoint message waiting to be synced to standby has exceeded pre-defined
limits. The host table may become out-of-sync with active.

Syslog

C4K_EBM-4-ZEROETHERADDR:Filtering Ethernet MAC address of
value zero from agent host table interface (port: [char])

00:00:00:00:00:00 MAC
MAC IEEE 802.1D
MAC
00:00:00:00:00:00 MAC
MAC
show cam dynamic SNMP

MAC

MAC
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W Ec

EC

EC-4

EC-5

EtherChannel EC

EC-4-NOMEM:Not enough memory available for [char]

Port Aggregation Protocol PAgP EtherChannel

EC-5-BUNDLE: Interface [char] joined port-channel [char]

EC-5-CANNOT_ALLOCATE_AGGREGATOR: Aggregator limit reached

EC-5-CANNOT_BUNDLEL : Port-channel [char] is admin-down

EC-5-CANNOT_BUNDLE2: [char] is not compatible with [char] and
will be suspended ([char])

EC-5-CANNOT_BUNDLE_LACP: [char] is not compatible with
aggregators in channel [dec] and cannot attach to them ([char])

Catalyst 4500 Cisco 10S
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EC-5-CANNOT_BUNDLE_QOS: Removed [char] from port channel
because a QoS policy cannot be supported across multiple DFC cards.

Quality of Service QoS; Distributed
Forwarding Card DFC

QoS

EC-5-COMPATIBLE: [char] is compatible with port-channel members

EC-5-DONTBNDL: [char] suspended: incompatible partner port with
[char]

EC-5-ERRPROT: Channel protocol mismatch for interface [char]
in group [dec]: the interface can not be added to the channel group

EC-5-ERRPROT2: Command rejected: the interface [char] is
already part of a channel with a different type of protocol enabled

EC-5-ERRPROT3: Command rejected: the interface [char] is
already part of a channel

EC-5-L3DONTBNDL1: [char] suspended: PAgP not enabled on the
remote port.

3 PAgP PAGP

PAgP
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EC-5-L3DONTBNDL2: [char] suspended: LACP currently not enabled
on the remote port.

3 LACP LACP

LACP

EC-5-NOLACP: Invalid EC mode

LACP EC active passive

LACP

EC-5-NOPAGP:Invalid EC mode

PAgP EtherChannel desirable auto

PAgP

EC-5-PORTDOWN: Shutting down [char] as its port-channel is
admin-down

no shutdown

EC-5-STAYDOWN: [char] will remain down as its port-channel
[char] is admin-down

EtherChannel
EtherChannel
no shutdown

EC-5-UNBUNDLE: Interface [char] left the port-channel [char]

EC-5-UNSUITABLE: [char] will not join any port-channel

PortFast VLAN Management Policy Server VMPS;VLAN
Dest-SPAN EtherChannel
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FLASH

CAK_FLASH

C4K_FLASH-4-COMPACTFLASHNOTFOUND: Cannot find compact flash

C4K_FLASH-4-COMPACTFLASHNOTREADY: Compact flash is not ready

GBICMAN

GBIC GBICMAN

GBICMAN-3

C4K_GBICMAN-3-BADGBIC:Port [char]: Gbic's seeprom is bad, try
reinserting: vendor: [char], p/n: [char], s/n: [char]

GBIC EEPROM

GBIC

C4K_GBICMAN-3-GBICSEEPROMREADFAILED:Failed to read gbic serial
eeprom on port [char], try reinserting

GBIC Small Form-Factor Pluggable(SFP)

GBIC SFP

C4K_GBICMAN-3-S2WERROR: S2w bus error while looking for changed
gbics on port [char]: [char]

GBIC SFP
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HW

HW

C4K_HW-3-S2WERROR: [char] [char] [dec] Error: [object-info]
Device Addr: [dec] Mem Addr: [object-info] Value: [dec]

C4K_HW-3-X2IDENTIFICATIONFAILURE:Error while trying to
identify serdes type for [char] ( [dec] ) X2 module

X2

C4K_HW-3-X20UIREGREADFAILURE:Error while reading Supervisor X2
OUI register Device Addr: [dec]

C4K_HW-3-X2LOOPBACKFAILURE: Failed to put [char] Xaui ([dec])
[char] loopback

X2 X2
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HWACLMAN

ACL HWACLMAN

C4K_HWACLMAN-4-ACLHWPROGERR: [input/output] [char] - hardware
TCAM limit, [char]

ACL

Quality of Service QoS;

C4K_HWACLMAN-4-ACLHWPROGERRREASON: [input/output]
[object-info] [char] - [char]

ACL 1

C4K_HWACLMAN-4-CAMAUDIT: AC1l/Q0S CAM Health Check:
[input/output] [char] Index: [dec] [char] ( Cumulative Error Count: [dec] )

C4K_HWACLMAN-4-CAMBLOCKMASKALLOCFAILED: CAM state memory
allocation failure in region [dec]

ACL QoS TCAM

C4K_HWACLMAN-4-CLASSIFCAMPARITYERROR: Parity error detected in
[input/output] Classification CAM [char] Cell [object-info] and corrected

CAM
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N HwWL2MmAN

C4K_HWACLMAN-4-CLASSIFCAMREPLYPARITYERROR: Parity error
detected in lookup response from [input/output] Classification CAM, Response
Contents: [char]

TCAM
ASIC
TCAM

C4K_HWACLMAN-4-CLASSIFCAMREQPARITYERROR: Parity error detected
in lookup request to [input/output] Classification CAM, Data [char] Address
[char]

TCAM
ASIC

C4K_HWACLMAN-4-QOSFEATUREOUTOFSWRESOURCES: Out of memory.
[char] is inactive on port [char]

QoS QoS TCAM
QoS
ACL QoS
VLAN QoS ACL
qos QoS

C4K_HWACLMAN-4-WARNINGSTRING: [char]

[char]

HWL2MAN

2 HWL2MAN

C4K_HWL2MAN-3-STMPARITYERROR: Parity error in Spanning Tree
Memory .
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HWNETFLOWMAN

NetFlow HWNETFLOWMAN

HWNETFLOWMAN-3

C4K_HWNETFLOWMAN-3-NETFLOWSTOPPED:Too many netflow parity
errors encountered. It is very likely that this is bad Netflow hardware.
Stopping all netflow related activities.

NetFlow Services Card
NetFlow

HWNETFLOWMAN-4

C4K_HWNETFLOWMAN-4-HARDWAREUNRESPONSIVE: Netflow Hardware too
slow in responding to software requests

NetFlow
NetFlow

C4K_HWNETFLOWMAN-4-ERRORADDRS:Netflow Fatal Error Info:

Interrupt Status ( [dec] ), FDT1 Err Addr ( [dec] ), FDT2 Err Addr ( [dec]
), FLD Err Addr ( [dec] )
NetFlow NetFlow

C4K_HWNETFLOWMAN-4-FATALERRORINTERRUPTSEEN: Netflow Fatal
Error interrupt seen

NetFlow Services Card

C4K_HWNETFLOWMAN-4-FLOWSLOSTERR: Netflow stats lost due to full
hw flow table. [char] [dec] packets.

[ oL-9663-01-J
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C4K_HWNETFLOWMAN-4-NOFREEFLOWPOLICERS: [dec] flow based
policers are in use. All available flow policers are in use. Can't allocate
more number of flow policers

512

C4K_HWNETFLOWMAN-4-SWAGEDENTRYHWINVALIDATIONFAILED:
Invalidation failed for Hw flow (index: [object-info] ) associated with sw
active-aged flow

NetFlow
NetFlow

C4K_HWNETFLOWMAN-4-NONFATALPARITYERRORINTERRUPTSEEN: Netflow
Non Fatal Parity Error interrupt seen ( [dec] times)

NetFlow Services Card

NetFlow Services Card

C4K_HWNETFLOWMAN-4-SEDISABLEDAFTERDELAY: Se is Disabled After
a Small Delay

NetFlow
NetFlow

Catalyst 4500 Cisco 10S
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HWPORTMAN

HWPORTMAN

HWPORTMAN-4

C4K_HWPORTMAN-4-BLOCKEDTXQUEUE:Blocked transmit queue
HwTxQId[dec] on [char], count=[dec]

[paused]

C4K_HWPORTMAN-4-CHECKFORDUPLEXMISMATCHANDPAUSE: [char]
Tx-Queue could be blocked due to duplex mismatch or receiving excessive pause
frames

show interface <name> count all

show platform
hardware interface <name> tx TxQueue
TxQueue 1

C4K_HWPORTMAN-4-GIGAPORTRESETBYRXCONFIGWORD: [char] has been
reset by the received autonegotiation word.

HWPORTMAN-7

C4K_HWPORTMAN-7-FLOWCONTROLPACKET :Received invalid flow
control packet from [char] da [mac-addr] sa [mac-addr] ethertype [hex] opcode
[hex]

EtherType /

EtherType  0x8808 1 xoff

EtherType

Catalyst 4500 Cisco I0S
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IDBMAN

Interface Descriptor Block IDB; IDBMAN

IDBMAN-3

IDBMAN-3-AGGPORTMISMATCH: [char] : [char] ([dec] / [dec]) does
match internal slot/port state [char] ([dec] / [dec])

IDBMAN-3-DELETEDAGGPORT: [char] ([dec] / [dec]) Group [dec] has
been deleted

IDBMAN-3-INVALIDAGGPORTBANDWIDTH: [char] ([dec] / [dec]) has an
invalid bandwidth value of [dec]

IDBMAN-3-INVALIDPORT: [char] :trying to use invalid port number
[dec] (Max [dec])

IDBMAN-3-INVALIDVLAN: [char] :trying to use invalid Vlan [dec]

VLAN LAN

IDBMAN-3-NOTANAGGPORT: [char] ([dec] / [dec]) is not an aggregate
port

Catalyst 4500 Cisco 10S
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IDBMAN-3-PORTNOTINAGGPORT: [char] ([dec] / [dec]) is not present
in Aggport [char] ([dec] / [dec])

IDBMAN-3-VLANINUSE: [char] :Vlan [dec] is in use by [char]

3 1 VLAN
3 VLAN

IDBMAN-3-VLANNOTSET: [char] :Vlan [dec] not set since it already
has Vlan [dec]

VLAN

IDBMAN-4

IDBMAN-4-ACTIVEPORTSINAGGPORT: [char] ([dec] / [dec]) has [dec]
active ports

IDBMAN-6

IDBMAN-6-VLANMAPPED:Vlan [dec] is mapped to [char]

VLAN

ILCPROTOCOLERROR

Intelligent Line Card ILC ILCPROTOCOLERROR

C4K_ILC-3-PROTOCOLERROR: Service Module failed S2W protocol,
error [dec], state [dec]

ILC Serial 2-Wire S2W

Catalyst 4500 Cisco I0S
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IOSACLMAN

Catalyst 4500 Cisco 10S ACL IOSACLMAN

C4K_TIOSACLMAN-4-ACLTYPEMISMATCH: Acl RkiosSharedIos[char] was
earlier attached as [char] Acl. Please unconfigure all its uses before using
it as a [char] Acl

ACL 1
ACL ACL
DefaultAcl IP ACL
no ip access-list extended DefaultAcl DefaultAcl ACL
MAC ACL MAC ACL  Access Control Entry  ACE;
IP ACL ACL
MAC ACL

C4K_IOSACLMAN-4-MOLACLALLOCFAILURE: Mol Acl Allocation for
[char] 1s failed

MOL ACL MOL ACL
ACL
IP ACL ACL
MAC ACL
C4K_IOSACLMAN-4-MOLACLFEATUREALLOCFAILURE: Mol AclFeature
Allocation for Mol Acl: [dec] is failed
MOL ACL MOL ACL
ACL

MOL ACL IP ACL
MOL ACL

C4K_TOSACLMAN-4-VLANMAPOUTOFMEMORY: Could not add an entry to
Vlan Map [char]. Out of memory

VLAN

IP ACL ACL
MAC ACL

Catalyst 4500 Cisco 10S
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IOSDIAGMAN

Catalyst 4500 Cisco 10S IOSDIAGMAN

C4K_TIOSDIAGMAN-4-CANNOTRUNTESTNOTPORTFAILEDBOOTUP: Cannot run
the diag test as port failed bootup tests

C4K_IOSDIAGMAN-4-TESTNOTSUPPORTEDONMODULE: [char] is not
supported on this module

IOSDHCPSNOOPMAN

Catalyst 4500 Cisco 10S DHCP IOSDHCPSNOOPMAN

C4K_TIOSDHCPSNOOPMAN-4-CANNOTADDNEWIPLIST: Cannot add new IP
list for dhcp security on [char] and vlan [dec]

IP IP

C4K_TIOSDHCPSNOOPMAN-4-CANNOTENABLESECURITY: Cannot enable dhcp
security on [char] and vlan [dec]

VLAN IP
VLAN

Catalyst 4500 Cisco I0S
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IOSIGMPSNOOPMAN

Catalyst 4500 Cisco 10S IGMP IOSIGMPSNOOPMAN

C4K_IOSIGMPSNOOPMAN-3-NOSPACELEFT:No igmp group memory to add
new group entry

IGMP CGMP
IGMP

IGMP

Catalyst 4500 Cisco 10S
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IOSINTF

Catalyst 4500 Cisco 10S IOSINTF

IOSINTF-4
C4K_TOSINTF-4-DYNAMICPOLICYMEMOVERFLOW: Dynamic policy memory
exhausted - [char] policy for host %$i on port [char] not fully applied.
ACL URL
PACL
C4K_IOSINTF-4-INTVLANALLOCFAIL:Failed to allocate internal
VLAN for interface [char]. The interface will remain down.
VLAN LAN
VLAN
1006 4094 VLAN
VLAN VLAN
C4K_IOSINTF-4-REFLEXIVEACLNOTSUPPORTED: Reflexive Acls are not
supported. Ignoring the [char] entry.
ACL evaluate reflect
Access Control Entry  ACE;
evaluate reflect ACE
IOSINTF-5

C4AK_TIOSINTF-5-GBICINSERTED: Slot= [dec] Port= [dec]: GBIC has
been inserted

GBIC Small
Form-Factor Pluggable SFP

Catalyst 4500 Cisco I0S
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C4K_IOSINTF-5-GBICREMOVED: Slot= [dec] Port= [dec]: GBIC has
been removed

GBIC SFP

C4K_IOSINTF-5-NOPRIMARYVLANASSOCIATION: Packet received on
interface [char] in vlan [dec] without primary wvlan association. [mac-addr]
will not be secured.

VLAN VLAN
MAC

VLAN VLAN

C4K_TOSINTF-5-NOTXVLAN:Router Port [char] has no internal vlan
assigned to transmit packet

3 VLAN

IP
IP no shutdown

C4K_TIOSINTF-5-NOTXVLAN:Router Port [char] has no internal vlan
assigned to transmit packet

C4K_TIOSINTF-5-OUTPACLDISABLEDUETORACL: Output PACL [char] is
disabled on port [char]

Router Interface ACL RACL Switched Virtual Interface  SVI
Port-based ACL PACL
RACL PACL

C4K_IOSINTF-5-OUTPACLDISABLEDUETOVACL: Output PACL [char] is
disabled on port [char]

RACL VLAN PACL
RACL PACL

Catalyst 4500 Cisco 10S
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C4K_TIOSINTF-5-STALEPHYPORT: Dropping packets to be transmitted
out on port [char] ( Linecard in Slot [dec] may have been removed )

C4K_IOSINTF-5-RJ45ACTIVE: Slot= [dec] Port= [dec]: RJ45
connector has become active

SFP RJ-45

C4K_IOSINTF-5-RJ45INACTIVE: Slot= [dec] Port= [dec]: RJ45
connector has become inactive

RJ-45 SFP

C4K_TIOSINTF-5-TXL3PKTONPHYPORT: Transmitting L3 packet on a
physical port [char] that is part of [char] ([dec] packets). Make sure the
physical port in the L3 port channel does not have an ip addresses configured
on it.

C4K_IOSINTF-5-TXPKTDROPONETHERCHANNEL : Dropping transmit packet
out of interface [char]

[ oL-9663-01-J
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IOSIPROUTEMAN

Catalyst 4500 Cisco 10S IP IOSIPROUTEMAN

IOSIPROUTEMAN-3

C4K_TIOSIPROUTEMAN-3-ADJMANNOMOREADJS :AdjMan:
hardware adjacency resources exhausted, performance may be degraded.

C4K_IOSIPROUTEMAN-3-FIBCANTALLOCATEFIBADJ:IOS IP Route
Manager:No memory available to allocate FIB Adjacency for [object-info]

Catalyst 4500

C4K_TIOSIPROUTEMAN-3-FIBCANTALLOCATEFIBENTRY:IOS IP Route
Manager :No memory available to allocate FIB Entry for [ip-addr]

C4K_IOSIPROUTEMAN-3-PBRDOESNOTSUPPORTQOS:Route-map ' [char]
on interface ' [char] ' specifies Quality of Service rewriting which is not
supported via Policy-Based Routing on this platform. Please use the Quality of
Service feature instead. This action on the specified route map will be ignored.

Policy-Based Routing PBR;
QoS PBR
QoS

QoS

C4K_IOSIPROUTEMAN-3-VRFMANNOMOREVRFS: VrfMan: VPN routing
forwarding resources exhausted.

Virtual Private Network VPN;

VPN

Catalyst 4500 Cisco 10S
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C4K_TIOSIPROUTEMAN-3-WCCPINVALIDMASKASSIGNMENTTABLE: Invalid
mask assignment table received for WCCP service group [char]

IOSIPROUTEMAN-4

C4K_IOSIPROUTEMAN-4-WCCPUNCHANGEDMASKASSIGNMENTTABLE: Mask
assignment table update received but the table has not changed for WCCP service
group [char]

IOSL2MAN

Catalyst 4500 Cisco 10S 2 IOSL2MAN

C4K_IOSL2MAN-3-VLANCREATIONERROR:Unable to create new vlan
[dec]

VLAN LAN
VLAN

Catalyst 4500 Cisco I0S
| oL-9663-01-J .m



Hl 10SMODPORTMAN

IOSMODPORTMAN

Catalyst 4500 Cisco 10S IOSMODPORTMAN

IOSMODPORTMAN-3

C4K_IOSMODPORTMAN-3-SSOMODULEREADYTIMEOUT: Internal event:
timed out after [dec] iterations waiting for the slot [dec] to become ready.

C4K_TIOSMODPORTMAN-3-SPANCONFIGOUTOFMEMORY: RkiosSpanMan: Out
of memory. Unable to process information for RkiosSpanMan: ID. [dec]

C4K_TIOSMODPORTMAN-3 -UNKNOWNPOWERSUPPLY: Unsupported Power
Supply has been inserted in slot [dec]

IOSMODPORTMAN-4

C4K_IOSMODPORTMAN-4-CRITICALTEMP: Chassis temperature is at or
over critical threshold - current temp: [dec]C, critical threshold: [dec]C

C4K_IOSMODPORTMAN-4-CLOCKMODULEFAULTY: Clock module switched
to [dec] reason [char] for more info use the cmd:'show environment status
clock'

Catalyst 4500 Cisco 10S
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C4K_TIOSMODPORTMAN-4-INLINEPOWEROVERMAX:Inline power exceeds
max threshold:Module status changed to 'Pwr Max'

PoE
PoE

1400 W DC

ID CSCef49715
PoE PoE

1
show power detail PoE

PoE
PoE
PoE
1400 W DC

C4K_TIOSMODPORTMAN-4-SSOMODULEOLDVERSION: Received stale
acknowledgement for the linecard in slot [dec]: expected [dec], received [dec].

C4K_TOSMODPORTMAN-4-FANTRAYBAD:Fan tray has failed

C4K_IOSMODPORTMAN-4-FANTRAYPARTIALFAILURE: A fan or
thermistor/s in system fan tray have failed

1

C4K_IOSMODPORTMAN-4-FANTRAYREMOVED:Fan tray has been removed

C4K_TIOSMODPORTMAN-4-FANTRAYGOOD:Fan tray is okay

[ oL-9663-01-J
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C4K_TIOSMODPORTMAN-4-INLINEPOWERSUPPLYBAD: Inline power from
power supply [dec] has failed or been turned off

PoE

C4K_IOSMODPORTMAN-4-NFLABSENT: Netflow Services Card absent or
idprom invalid on [char] supervisor.

NetFlow Services Card

NetFlow

NetFlow Services Card

C4K_IOSMODPORTMAN-4-NFLIDPROMINVALID: Netflow Services Card
has invalid idprom on [char] supervisor

NetFlow Services Card IDPROM

C4K_IOSMODPORTMAN-4-NFLMISMATCH: Netflow Services Cards have
mismatched [char]. ([dec] on [char] and [dec] on [char]).

NetFlow Services
Card IDPROM

NetFlow Services Card

C4K_IOSMODPORTMAN-4-PEMBAD: Power Entry Module has failed
PoE

1400 W DC
DC DC

C4K_TIOSMODPORTMAN-4-POWERSUPPLYBAD:Power Supply [dec] has
failed or been turned off

Catalyst 4500 Cisco 10S
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C4K_IOSMODPORTMAN-4-POWERSUPPLYFANBAD:Fan of power supply
[dec] has failed

C4K_TIOSMODPORTMAN-4-POWERSUPPLYREMOVED: Power supply [dec] has
been removed

C4K_TIOSMODPORTMAN-4-POWERSUPPLYOUTPUTDECREASED: Power supply
[dec] output has decreased

C4K_TIOSMODPORTMAN-4-TEMPHIGH: Chassis temperature is at or over
threshold - CurrentTemp: [dec]C, Threshold: [dec]C

C4K_TIOSMODPORTMAN-4-TEMPUNDERCRITICAL: Chassis temperature is
now under critical threshold but still very high - current temp: [object-info]
C, critical threshold: [object-info] C

IOSMODPORTMAN-6

C4K_IOSMODPORTMAN-6-CLOCKSWITCHOVER: Chassis Clock Module
switched to Clock: [dec]

C4K_TIOSMODPORTMAN-6-INLINEPOWERSUPPLYGOOD: Inline power from
power supply [dec] is Ok

[dec] PoE

Catalyst 4500 Cisco I0S
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C4K_IOSMODPORTMAN-6-POWERSUPPLYOUTPUTINCREASED: Power supply
[dec] output has increased

C4K_TIOSMODPORTMAN-6-FANTRAYINSERTED:Fan tray has been inserted

C4K_TIOSMODPORTMAN-6-FANTRAYINSERTEDDETAILED: Fan tray ([char]
S/N: [char] Hw: [dec].[dec]) has been inserted

C4K_TIOSMODPORTMAN-6-INLINEPOWEROK: Inline power within
limits:Module status changed to 'Ok’

PoE

C4K_TOSMODPORTMAN-6-MODULEINSERTED: Module [dec] is inserted
[dec]

C4K_IOSMODPORTMAN-6-MODULEOFFLINE: Module [dec] is offline

C4K_TIOSMODPORTMAN-6-MODULEONLINE:Module [dec] ([char]

S/N: [char] Hw: [dec].[dec]) is online

C4K_TOSMODPORTMAN-6-MODULEREMOVED: Module [dec] is removed

[dec]
Catalyst 4500 Cisco 10S
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C4K_TIOSMODPORTMAN-6-PACKETMEMORYERRORPOWERCYCLE : Supervisor
power cycled due to packet memory errors

SRAM
/ SRAM

C4K_IOSMODPORTMAN-6-PACKETMEMORYERRORSOFTRESET : Supervisor
soft reset due to packet memory errors

SRAM

SSO

C4K_IOSMODPORTMAN-6-PEMGOOD: Power Entry Module has been
restored to working condition

PoE

C4K_TIOSMODPORTMAN-6-POWERSUPPLYFANGOOD:Fan of power supply
[dec] is okay

C4K_TIOSMODPORTMAN-6-POWERSUPPLYGOOD: Power supply [dec] is okay

C4K_TIOSMODPORTMAN-6-POWERSUPPLYINSERTED: Power supply [dec] has
been inserted

C4K_IOSMODPORTMAN-6-POWERSUPPLYINSERTEDDETAILED: Power supply
[dec] ([char] S/N: [char] Hw: [dec].[dec]) has been inserted

Catalyst 4500 Cisco I0S
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M C4K_IOSREDUNDANCYMAN

C4K_TOSMODPORTMAN-6-TEMPOK: Chassis temperature is now ok -
CurrentTemp: [dec]C, Threshold: [dec]C

C4K_IOSREDUNDANCYMAN

Catalyst 4500 Cisco 10S IOSREDUNDANCYMAN

C4K_TIOSREDUNDANCYMAN-3-BUFFERALLOCATIONFAILED:RkiosCheckpoint
Man:Buffer allocation error (client:[char], error:[dec])

C4K_IOSREDUNDANCYMAN-3-CHECKPOINTMESSAGESENDFAILURE: RkiosChec
kpointMan:Message send failure (client: [char])

C4K_IOSREDUNDANCYMAN-3-NEWCHECKPOINTCLIENTFAILED:RkiosCheckpo
intMan:Error adding new client (client:[char], error:[dec])

C4K_TIOSREDUNDANCYMAN-3-NEWCLIENTREGISTRATIONFAILED:RkiosRedun
dancyMan:Error adding new client (client:[char], error:[dec])

Catalyst 4500 Cisco 10S
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Catalyst 4500 10S

I0SSYS

I0SSYS | |

NVRAM

POST

IOSSYS-3
C4K_IO0SSYS-3-BLANKSTARTUPCONFIG: Blank or invalid
startup-config
NVRAM RAM startup-config
C4K_I0SSYS-3-SAVEPOSTRESULTFAILED: Failed to save POST results
to [char]. [char].
POST
delete \force post* squeeze bootflash:
I0SSYS-4
C4K_IOSSYS-4-BLANKPRIVATECONFIG: Blank or invalid
private-config
NVRAM private-config private-config
I0OSSYS-7
C4K_IO0SSYS-7-INVALIDVALUE: [char] Type [dec] not handled
returning a default of 0
C4K_IOSSYS-7-SETENVERR: Failed to set environment variable:
[char].
NVRAM
clear platform environment variable unsupported
Catalyst 4500 Cisco I0S
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IOSSYSMAN

Catalyst 4500 Cisco 10S I0OSSYSMAN

IOSSYSMAN-0
C4K_TOSSYSMAN-0-FATALERRORCRASH:Forced crash due to: [char]
IOSSYSMAN-3
C4K_IOSSYSMAN-3-ENVVARNAMETOOLONG:Name of environment variable
unset
C4K_TIOSSYSMAN-3-OUTOFPACKETHEADERS:Cannot allocate buffer for
a packet header
IOSSYSMAN-4

C4K_IOSSYSMAN-4-ENVVARTOOLONG: Value of env. variable [char]
is too long

NVRAM RAM
4096

ROMMON ROMMON unset

C4K_TIOSSYSMAN-4-NOSPACEFORENVVAR: Env. variable [char] cannot
be set: no space

NVRAM

ROMMON ROMMON unset
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IPROUTEMAN

Catalyst 4500 Cisco 10S IP IPROUTEMAN

IPROUTEMAN-3

C4K_IPROUTEMAN-3-CANTALLOCATEIPETHERADDRENTRY:IP Route
Manager :No memory to add Router Port MAC Address, numInUse: [dec]

MAC MAC
Hot Standby Routing Protocol HSRP
MAC

ROMMON ROMMON unset

C4K_IPROUTEMAN-3-FIBADJMANDUPLICATEADJ:FIB Entry:Tried to
create a duplicate adj for key [object-info]

Forwarding Information Base FIB;

C4K_IPROUTEMAN-3-FIBADJMANINUSEDELETION:FIB Adjacency
Manager:Attempted to delete FIB Adjacency Id [dec] which is in use

FIB

C4K_IPROUTEMAN-3-FIBADJMANNONEXISTENTDELETION:FIB Adjacency
Manager:Attempted to delete FIB Adjacency Id [dec] which does not exist

FIB

C4K_IPROUTEMAN-3-FIBDUPLICATEENTRY:FIB:Attempt to create a
duplicate FIB Entry for [ip-addr]

FIB

[ oL-9663-01-J
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C4K_TIPROUTEMAN-3-FIBENTRYNOSUCHADJTODELETE:FIB Entry:Couldn't
delete adj [ip-addr] from FIB Entry [ip-addr], no such adj.

FIB

C4K_IPROUTEMAN-3-FIBENTRYTOOMANYADJ:FIBEntry: FIB Entry: Too
many adjacencies on FIB Entry for [ip-addr], tried to add adj [ip-addr]

FIB

C4K_IPROUTEMAN-3-FIBNONEXISTENTDELETION:FIB:Attempted to
delete FIB Entry Id [dec] which does not exist

FIB

C4K_IPROUTEMAN-3-NOMOREK2FIBADJS:K2FibUnicast:no more
K2FibAdjs available, using punt adj instead for [ip-addr] route.

C4K_IPROUTEMAN-3-VRFMANDUPLICATEVRF: Tried to create a
duplicate VRF for key [object-info]

VPN Routing/Forwarding instance VRF;VPN /

C4K_IPROUTEMAN-3-VRFMANNONEXISTENTDELETION: Attempted to
delete VRF with key [object-info] which does not exist

VRF

Catalyst 4500 Cisco 10S
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IPROUTEMAN-4

C4K_IPROUTEMAN-4-CANTALLOCATEFIBENTRY: FIB: No memory
available to allocate FIB Entry

C4K_IPROUTEMAN-4-VRFMANCANTALLOCATEVRF: No memory available to
allocate VRF for key [object-info]

VRF

Catalyst 4500 Cisco I0S
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N L2MAN

L2MAN

L2MAN
C4K_L2MAN-6-INVALIDSOURCEADDRESSPACKET : Packet received with
invalid source MAC address ( [mac-addr] ) on port [char] in vlan [dec]
CPU
VLAN
M C switchport port-security

limit rate invalid-source-mac <rate>

C4K_L2MAN-7-ROUTERMACADDRESSRXASSOURCE: Packet received with

my own MAC address ( [mac-addr] ) as source on port [char] in vlan [dec]
MAC

MAC
VLAN

VLAN

L1 L2 MAC
3
L1 Syslog

show cdp neighbor

L2 show spanning-tree interface <intf>
show spanning-tree vlan
<vlan-id> Syslog VLAN
ID
STP
3 Syslog MAC
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L3HWFORWARDING

3 L3HWFORWARDING

L3HWFORWADING-2

C4K_L3HWFORWARDING-2-FWDCAMFULL:L3 routing table is full.
Switching to software forwarding.

ip cef

L3HWFORWARDING-3

C4K_L3HWFORWARDING-3-FTECONSISTENCYCHECKFAILED: FwdTableEntry
Consistency Check Failed: index [dec]

C4K_L3HWFORWARDING-3-FWDCAMCONSISTENCYCHECKFAILED: FwdCam
Consistency Check Failed: index [dec]

FwdCam

C4K_L3HWFORWARDING-3-FWDMEMPARITYERROR: Parity error in
Forwarding Memory

C4K_L3HWFORWARDING-3-MASKTABLECONSISTENCYCHECKFAILED:
MaskTable Consistency Check Failed: block [dec]

[ oL-9663-01-J
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C4K_L3HWFORWARDING-3-MASKTABLEREGIONCONSISTENCYCHECKFAILED:
MaskTable Consistency Check Failed: region [object-info]

[object-info]

C4K_L3HWFORWARDING-3-NOMOREK2FIBADJS:No hardware adjacency
resource available for route [ip-addr]

C4K_L3HWFORWARDING-3-PBRBLOCKFAILEDTOADDFLATACE : K2FibPbrBlock
:failed to add FlatAce [object-info] to block [dec]

C4K_L3HWFORWARDING-3-PBRBLOCKFAILEDTODELETEFLATACE : K2FibPbrB1l
ock: failed to remove FlatAce [object-info] from block [dec]

C4K_L3HWFORWARDING-3-PBRFLATTENINGFAILED: Software resource
exhaustion trying to load route-map for interface [char] ( [dec] ), elapsed
time is [object-info] us

C4K_L3HWFORWARDING-3-PBRNOPBRCAMLEFT: K2FibPbr: attempted
addition of [dec] blocks to PBR cam region failed, only managed to get [dec]
for FRM [char]

C4K_L3HWFORWARDING-3-PBRPUNTINGPORT: Policy routing exceeded
maximum TCAM usage, all IP unicast traffic on interface [char] will be
switched in software.
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L3HWFORWARDING-4

C4K_L3HWFORWARDING-4-FLOWCACHEOUTOFSPACEFORFLOWCACHEENTRY :
K2FibFlowCache: insufficient space to store flow of type [object-info] with
label [packet-info]

C4K_L3HWFORWARDING-4-FWDCAMOUTOFSPACEFORVRFROUTINGTABLE :
Insufficient TCAM resources to load VRF [char] routing table. Switching to
software forwarding for this VRF.

VRF
TCAM VRF
VRF VLAN 3
Cisco
10S VRF

CAK_L3HWFORWARDING-6-SUCCEEDEDTOLOADVRFROUTINGTABLETOFWDCAM

C4K_L3HWFORWARDING-4-FWDCAMOUTOFSPACEFORWCCPREDIRECTION: WCCP
Service Group [char] failed to setup one or more routed ports/SVI for
redirection due to lack of TCAM entries.

TCAM L3
Svi 1 VLAN
VLAN IPv4
VLAN
WCCP VLAN
3

L3HWFORWARDING-6

C4K_L3HWFORWARDING-6-NOLONGERPBRPUNTINGPORT: Sufficient Policy
Routing TCAM space has been found to handle PBR for interface [char] in
hardware, no longer punting to software.

Catalyst 4500 Cisco I0S
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M LINECARDMGMTPROTOCOL

C4K_L3HWFORWARDING-6-SUCCEEDEDTOLOADVRFROUTINGTABLETOFWDCAM:
Successfully loaded VRF [char] routing table to TCAM. Switching to hardware
forwarding for this VRF.

VRF

C4K_L3HWFORWARDING-4-FWDCAMOUTOFSPACEFORVRFROUTINGTABLE

LINECARDMGMTPROTOCOL

LINECARDMGMTPROTOCOL

C4K_LINECARDMGMTPROTOCOL-3-FAILEDTOSEND: EsmpDriver [char] -
Failed to send ESMP requests due to [char].

ESMP
CPU

CPU

C4K_LINECARDMGMTPROTOCOL-4-INITIALTIMEOUTWARNING: [char] -
management request timed out.

1 ASIC

C4K_LINECARDMGMTPROTOCOL-4-ONGOINGTIMEOUTWARNING: [char] -
consecutive management requests timed out.

1 ASIC
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LINECARDMGMTPROTOCOL ||

LINECARDMGMTPROTOCOL

LAN IP LPIP LPIPMAN

C4K_LPIPMAN-4-OUTOFMEMORY: Memory for constructing ACLs is not
available.

LPIP
LPIP

RAM
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Bl PKTPROCESSING

PKTPROCESSING

PKTPROCESSING

PKTPROCESSING-3

C4K_PKTPROCESSING-3-INVALIDVLAN:Packet received on invalid
Vlan from hardware. PortId [dec] [1l2-header] Vlan [dec] TagType [object-info]

CPU VLAN LAN

C4K_PKTPROCESSING-3-OUTOFPACKETINFOTODRIVER: \"Ran out of
memory to send packet information to the driver that enqueues packets to
hardware\"

C4K_PKTPROCESSING-3-OUTOFPACKETSTODRIVER: \"Ran out of memory
to send packets to the driver that enqueues packets to hardware\"

C4K_PKTPROCESSING-3-REPLICATEDINVALIDVLAN: Replicated packet
received on Vlan 0, CRC32 is valid. PortId [dec] [l2-header] Vlan [dec] TagType
[object-info] count [object-info]

VLAN 0 CRC32

C4K_PKTPROCESSING-3-UNEXPECTEDOUTPUTACLHIT:Packet hit output
ACL but sent to CPU as a result of hardware input Acl processing [l2-header]
Port char] Vlan [dec]

ACL
CPU ACL
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PKTPROCESSING | |

C4K_PKTPROCESSING-3-UNRECOGNIZEDEVENT :Packet received for an
unimplemented event. CPU Subport [dec] TxQId [dec] PDD {[dec], [dec]}

CPU

PKTPROCESSING-4

C4K_PKTPROCESSING-4-ERRORPACKET: [char]

CPU

C4K_PKTPROCESSING-4-UNKNOWNBRIDGEORROUTEREPLICATED: Unable to
determine whether to route or bridge replicated software-processed packet with
source mac [mac-addr] , destination mac [mac-addr] , source IP [ip-addr]

, destination IP [ip-addr]

Access Control List ACL;

ACL
TCP ACL

Hot Standby Routing Protocol HSRP MAC

C4K_PKTPROCESSING-4-INVALIDACLACTION:Unable to determine the
ACL action to take because we ran out of memory. Address: src [mac-addr] dst
[mac-addr]

C4K_PKTPROCESSING-4-INVALIDACLACTIONFORSPANPORT: Unable to
determine the ACL action to take because we ran out of memory. Address: src
[mac-addr] dst [mac-addr]

[ oL-9663-01-J
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Bl PKTPROCESSING

C4K_PKTPROCESSING-4-UNKNOWNBRIDGEORROUTE: Unable to determine
whether to route or bridge software-processed packet with source mac
[mac-addr] , destination mac [mac-addr] , source IP [ip-addr] , destination
IP [ip-addr]

Access Control List ACL;

ACL
TCP ACL

HSRP MAC

C4K_PKTPROCESSING-4-UNKNOWNSOURCELOCATIONFORBRIDGE:Unable to
determine source host location of replicated software-processed packet with
source address [mac-addr] and destination address [mac-addr]

ACL
VLAN ID

ACL
TCP ACL

PKTPROCESSING-5

C4K_PKTPROCESSING-5-NOTAPPLYINGACL:Not applying [input/output]
Acl for packet [packet-info]

ACL
ACL CAM

PKTPROCESSING-7

C4K_PKTPROCESSING-7-ADJLOOKUPFAILED:Draining the backed up
packets in CPU queue when we cleaned up FIB adjacencies. Last drained packet's
source address [ip-addr] and destination address [ip-addr]
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Pluggable ||

Pluggable

SFP CAK_PLUGGABLEMAN

C4K_PLUGGABLEMAN-3-BADX2: Port [char]: X2's seeprom is bad, try
reinserting: vendor: [char], p/n: [char], s/n: [char]

X2 SEEPROM

X2

C4K_PLUGGABLEMAN-3-ETHHOLEERROR: EthHolePluggableMan reviewing
port [char], EthHoleError [char]

X2  SEEPROM

X2

C4K_PLUGGABLEMAN-3-X2SEEPROMREADFAILED: Failed to read x2
serial eeprom on port [char], try reinserting

X2
X2
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H pPm

PM

PM

PM-2

PM-2-LOW_SP_MEM: Switch process available memory is less than

[dec] bytes
VLAN LAN
2 VLAN
PM-2-NOMEM:Not enough memory available for [char]
PM
[char] PM ID
PM-2-VLAN_ADD:Failed to add VLAN [dec] - [char].
VLAN VTP

PM-3

PM-3-ERR_INCOMP_PORT: [dec]/[dec] is set to inactive because

[dec]/[dec] is a [char] port

SPAN

PM-3-INTERNALERROR:Port Manager Internal Software Error

([char] : [char]:[dec]:[char])

VLAN Management Policy Server VMPS;VLAN

VLAN VLAN VLAN VMPS
VLAN VLAN
VLAN
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PM | |

PM-4

PM-4-BAD_APP_ID:an invalid application id [dec] was detected

1D
[dec] ID

VLAN

PM-4-BAD_APP_REQ:an invalid [char] request by the ‘[char]’
application was detected

[chars]
[chars]
VLAN
PM-4-BAD_CARD_COOKIE:an invalid card cookie was detected
VLAN
PM-4-BAD_CARD_SLOT:an invalid card slot [dec] was detected
[dec]
VLAN
PM-4-BAD_COOKIE: [char] was detected
VLAN
PM-4-BAD_HA_ENTRY_EVENT: Invalid Host access entry event
([dec]) is received

show tech-support EXEC

show tech-support

PM-4-BAD_PORT_COOKIE:an invalid port cookie was detected

show tech-support EXEC
show tech-support
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PM-4-BAD_PORT_NUMBER:an invalid port number [dec] was detected
[dec]

show tech-support EXEC
show tech-support

PM-4-BAD_VLAN_COOKIE:an invalid vlan cookie was detected

VLAN

PM-4-BAD_VLAN ID:an invalid vlan id [dec] was detected
VLAN ID [dec]

VLAN

PM-4-ERR_DISABLE: [char] error detected on [char]

errdisable

PM-4-ERR_RECOVER:Attempting to recover from [char] err-disable
state on [char]

errdisable

PM-4-EXT_VLAN_INUSE: VLAN [dec] currently in use by [char]

VLAN VLAN

VLAN

VLAN
PM-4-EXT_VLAN_NOTAVAIL: VLAN [dec] not available in Port
Manager
VLAN
VLAN VLAN

VLAN

VLAN
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PM-4-INACTIVE: putting [char] in inactive state because [char]

VLAN

VLAN

PM-4-INT_FAILUP: [char] failed to come up. No internal VLAN
available

VLAN

VLAN

PM-4-INT_VLAN_NOTAVAIL: Failed to allocate internal VLAN in
Port Manager

VLAN

VLAN VLAN

PM-4-INVALID_HOST_ACCESS_ENTRY: Invalid Host access entry type
([dec]) is received

PM-4-LIMITS:Virtual port count for [char] exceeded the
recommended limit of [dec]

1 1200 1 4500

VLAN VLAN

PM-4-NO_SUBBLOCK:No PM subblock found for [char]

show tech-support EXEC
show tech-support

[ oL-9663-01-J
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PM-4-PORT_BOUNCED: Port

[char] was bounced by [char].

PM-4-PORT_CONSISTENT:Port [char] consistency has been restored

PM-4-PORT_INCONSISTENT: Port [char]
[char] (set %TE ago)

is inconsistent: IDB state

PORT_BOUNCED

PM-4-PVLAN_TYPE_CFG_ERR: Failed to set VLAN [dec] to a [char]
VLAN
VLAN
show tech-support EXEC
show tech-support
PM-4-TOO_MANY_APP:application ‘'[char]’ exceeded registration
limit
[char]
PM-4-UNKNOWN_HOST_ACCESS:
received

Invalid Host access value ([dec]) is
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PORTFANOUTASIC4X1000MAN ||

PM-4-VMPS_CFG: Dynamic access VLAN [dec] same as voice vlan on
[char].

VMPS VLAN VLAN VLAN

VMPS VLAN VLAN

PORTFANOUTASIC4X1000MAN

ASIC 4x1000 PORTFANOUTASIC4X1000MAN
ASIC 1 4 1000 Mb

C4K_PORTFANOUTASIC4X1000MAN-4-DIAGSFAILED: [char] failed
diagnostics

[char] ASIC

C4K_PORTFANOUTASIC4X1000MAN-4-FAILEDTOSENDLOOPBACKTRIES: [char
] port [dec] failed to send packet in [dec] tries

ASIC [char] dec ASIC

3

C4K_PORTFANOUTASIC4X1000MAN-4-UNEXPECTEDLOOPBACK :
[char] sent out a loopback packet on port [dec], but it came back on port [dec]

[char] ASIC [dec]
[dec]
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Il PORTFANOUTASIC8X1000HW

PORTFANOUTASIC8X1000HW

ASIC 8x1000 PORTFANOUTASIC8X1000HW
ASIC 1 8 1000 Mb

PORTFANOUTASIC8X1000HW-3

C4K_PORTFANOUTASIC8X1000HW-3-UNKNOWNDEVICEID: [char] -
Linecard Management Protocol info register has unknown device id [hex]

ASIC Application Specific Integrated Circuit ASIC; IC
Device ID Field DID 1 ASIC
DID
DID [char] <asic-code>(x) X
ASIC DID
hex ID 0x0450

PORTFANOUTASIC8X1000HW-4

C4K_PORTFANOUTASIC8X1000MAN-4-DIAGSFAILED: [char] failed
diagnostics

[char] ASIC

C4K_PORTFANOUTASIC8X1000MAN-4-FAILEDTOSENDLOOPBACKTRIES:
[char] port [dec] failed to send packet in [dec] tries

ASIC [char] ASIC [dec]
dec

C4K_PORTFANOUTASIC8X1000MAN-4-UNEXPECTEDLOOPBACK: [char] sent
out a loopback packet on port [dec], but it came back on port [dec]

[char] ASIC [dec]
[dec]
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PORTFANOUTASIC8X1000HW-7

C4K_PORTFANOUTASIC8X1000MAN-7-LOSTPACKET: [char] port [dec]
lost one or more packets, [dec] transmitted [dec] received

ASIC [char]

PORTFANOUTASIC8X100MAN

ASIC 8x100 PORTFANOUTASIC8X100MAN
ASIC 1 8 100 Mb

PORTFANOUTASIC8X100MAN-4

C4K_PORTFANOUTASIC8X100MAN-4-DIAGSFAILED: [char] failed
diagnostics

[char] ASIC

C4K_PORTFANOUTASIC8X100MAN-4-FAILEDTOSENDLOOPBACKTRIES: [char]
port [dec] failed to send packet in [dec] tries

ASIC [char] dec ASIC [dec]

C4K_PORTFANOUTASIC8X100MAN-4-UNEXPECTEDLOOPBACK :
[char] sent out a loopback packet on port [dec], but it came back on port [dec]

[char] ASIC [dec]
[dec]

PORTFANOUTASIC8X100MAN-7

C4K_PORTFANOUTASIC8X100MAN-7-LOSTPACKET: [char] port [dec] lost
a packet
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W aos

QO0S

Quality of Service QoS;

C4K_QO0S-4-OUTOFPOLICERRESOURCES:Out of memory to allocate a
policer

QoS

Telnet
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REDUNDANCY

REDUNDANCY

REDUNDANCY

REDUNDANCY-2

C4K_REDUNDANCY-2-HANDSHAKE_TIMEOUT_ACTIVE: The handshake
messaging between active and standby has not yet started.

C4K_REDUNDANCY-2-HANDSHAKE_TIMEOUT_ _STANDBY: The handshake
messaging between standby and active has not yet started.

C4K_REDUNDANCY-2-POSTFAIL_RESET:POST failure on ACTIVE
supervisor detected. [char]

Power-on Self-Test POST;

POST

C4K_REDUNDANCY-2-INCOMPATIBLE_SUPERVISORS: [char]

[ oL-9663-01-J
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H REDUNDANCY

C4K_REDUNDANCY-2-I0S_VERSION_CHECK_FAIL: [char]

C4K_REDUNDANCY-2-I0S_VERSION_INCOMPATIBLE: [char]

Cisco I0S Release 12.2
Cisco 10S Release 12.1

Cisco I0S

C4K_REDUNDANCY-2-NON_SYMMETRICAL_REDUNDANT_ SYSTEM: [char]

C4K_REDUNDANCY-2-POSTFAIL:POST failure on [char] supervisor
detected. [char]

POST

POST

C4K_REDUNDANCY-2-POSTFAIL_RESET:POST failure on ACTIVE
supervisor detected. [char]

POST
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m. 0L-9663-01-J |



REDUNDANCY

REDUNDANCY-3

C4K_REDUNDANCY-3-COMMUNICATION: Communication with the peer
Supervisor has been [char]

C4K_REDUNDANCY-3-NOT_READY_FOR_SWITCHOVER: The active
Supervisor failed but standby supervisor cannot initiate Switchover activity.
Resetting standby Supervisor.

C4K_REDUNDANCY-3-PEER_RELOAD: The peer Supervisor is being
reset because [char]

[char]

C4K_REDUNDANCY-3-SIMPLEX_MODE: The peer Supervisor has been
lost

REDUNDANCY-4

C4K_REDUNDANCY-4-CONFIGSYNCFAIL:Persistent-config Sync to
Standby supervisor failed.

C4K_REDUNDANCY-4-KEEPALIVE_WARNING: Keepalive messages from
peer Supervisor are missing for [dec] seconds
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H REDUNDANCY

REDUNDANCY-5

C4K_REDUNDANCY-5-CALENDAR: The calendar has been successfully
synchronized to the standby supervisor for the first time

C4K_REDUNDANCY-5-CALENDAR_RATELIMIT: The calendar has been
successfully synchronized to the standby supervisor [dec] times since last
calendar syslog

C4K_REDUNDANCY-5-CONFIGSYNC:The [char] has been successfully
synchronized to the standby supervisor

[char]

C4K_REDUNDANCY-5-CONFIGSYNC_RATELIMIT:The [char] has been
successfully synchronized to the standby supervisor

REDUNDANCY-6

C4K_REDUNDANCY-6-ACTIVESUPNOTFOUND:Active supervisor not
found.

C4K_REDUNDANCY-6-ATTEMPTINGTOBECOMEACTIVE: Attempting to become
active supervisor.
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S2w

C4K_REDUNDANCY-6-DUPLEX MODE: The peer Supervisor has been
detected

C4K_REDUNDANCY-6-INIT:Initializing as [char] supervisor

C4K_REDUNDANCY-6-MODE: [char] supervisor initializing for
[char] mode

RPR

C4K_REDUNDANCY-6-SWITCHOVER:Switchover activity detected

S2w

SERVICECARDMAN

C4K_S2W-4-READCALENDARERR: Calendar read operation Failed

C4K_S2W-4-STARTCALENDAROSCILLATORERR: Failed to start the
calendar

C4K_S2W-4-WRITECALENDARERR: Calendar write operation Failed

Catalyst 4500 Cisco I0S
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W SFF8a72

SFF8472

Small Form Factor [SFF] 8472

SFF8472-2
SFF8472-2-NOMEM: Not enough memory available for [char]
SFF8472
SFF8472-3
SFF8472-3-INTERNAL_ERROR: [char]
SFF8472
SFF8472-3-UNEXPECTEDEVENT: Process received unknown event (maj
[hex] min [hex]).
SFF8472-5

SFF8472-5-THRESHOLD_VIOLATION: [char]: [char]; Operating
value: [char]

SFF8472_FLOAT

SFF8472_FLOAT-3-INTERNAL_ERROR: [char]

SFF8472
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SPANTREE

Spanning-Tree Protocol STP; SPANTREE

SPANTREE-2

SPANTREE-2-PVSTSIM_OK: PVST Simulation inconsistency cleared
on port [char].

CIST PVST Bridge Protocol Data Unit
BPDU;
PVST

SPANTREE-2-BLOCK_BPDUGUARD:Received BPDU on port [char] with
BPDU Guard enabled. Disabling port.

BPDU
BPDU

BPDU BPDU
BPDU PortFast

no shutdown

SPANTREE-2-BLOCK_PVID_LOCAL: Blocking [char] on [char].
Inconsistent local vlan.

[char] [char]
port VLAN ID PVID; VLAN ID
VLAN ID
VLAN ID 802.1Q

SPANTREE-2-BLOCK_PVID_PEER: Blocking [char] on [char].
Inconsistent peer vlan.

ID [char] PVID

VLAN ID

VLAN ID 802.1Q
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M SPANTREE

SPANTREE-2-CHNL_MISCFG:Detected loop due to etherchannel
misconfiguration of [chars] [chars]

ID [chars]
EtherChannel

show interfaces status err-disabled
show etherchannel summary
EtherChannel
shutdown/no shutdown

SPANTREE-2-LOOPGUARD_BLOCK: Loop guard blocking port [char] on
[char].

BPDU

show spanning-tree inconsistentports
BPDU

STP

SPANTREE-2-LOOPGUARD_CONFIG_CHANGE: Loop guard [char] on port
[char].

BPDU

SPANTREE-2-LOOPGUARD_UNBLOCK: Loop guard unblocking port
[char] on [char].

BPDU
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SPANTREE | |

SPANTREE-2-PVSTSIM_FAIL: Blocking [char] port [char]:
Inconsitent [char] PVST BPDU received on VLAN [dec]

Per-VLAN Spanning-Tree Plus PVST+ MST
CIST MSTOO PVST+ PVST+
IST
PVST+ MST
STP
VLAN
PVST

SPANTREE-2-RECV_1Q_NON_1QTRUNK: Received 802.1Q BPDU on non
802.1Q trunk [char] [char].

Shared Spanning-Tree Protocol SSTP BPDU
802.1Q
ID [char]

ISL 802.1Q

SPANTREE-2-RECV_BAD_TLV:Received SSTP BPDU with bad TLV on
[char] [char].

VLAN ID SSTP BPDU BPDU
[char] ID

SPANTREE-2-RECV_PVID_ERR: Received BPDU with inconsistent peer
vlan id [dec] on [char] [char]

BPDU VLAN ID VLAN ID
SSTP BPDU VLAN 802.1Q
[dec] VLANID ID  [char]
VLAN ID 802.1Q

[ oL-9663-01-J
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Hl SPANTREE
SPANTREE-2-ROOTGUARD_BLOCK: Root guard blocking port [char] on
[char].
BPDU
show spanning-tree inconsistentports
BPDU
BPDU
SPANTREE-2-ROOTGUARD_CONFIG_CHANGE: Root guard [char] on port
[char].
BPDU
SPANTREE-2-ROOTGUARD_UNBLOCK:Root guard unblocking port [char]
on [char].
BPDU
SPANTREE-2-UNBLOCK_CONSIST_PORT: Unblocking [char] on [char].
Port consistency restored.
PVID
STP
ID  [char]
SPANTREE-3

SPANTREE-3-BAD_PORTNUM_SIZE:Rejected an attempt to set the port
number field size to [dec] bits (valid range is [dec] to [dec] bits).

ID 16

1 255 255
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SPANTREE-3-PORT_SELF_LOOPED: [char] disabled.- received BPDU
src mac ([mac-addr]) same as that of interface

MAC
BPDU

[char] ID

no shutdown

SPANTREE-3-PRESTD_NEIGH: pre-standard MST interaction not

configured ([char]). Please

MST BPDU

BPDU

100%
MST BPDU 1
MST
spanning-tree mst pre-standard
IEEE MST

SPANTREE-4

SPANTREE-4-PORT_NOT_FORWARDING: [char] [char] [char] [char]

SPANTREE-5

SPANTREE-5-EXTENDED_SYSID:Extended SysId [char] for type
[char]

ID

0 61440 4096

4096 VLAN
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Hl SPANTREE
SPANTREE-5-ROOTCHANGE: Root Changed for [char] [dec]: New Root
Port is [char]. New Root Mac Address is [mac-addr]
SPANTREE-5-TOPOTRAP: Topology Change Trap for [char] [dec]
SPANTREE-6
SPANTREE-6-PORT_STATE: Port [char] instance [dec] moving from
[char] to [char]
SPANTREE-7

SPANTREE-7-BLOCK_PORT _TYPE: Blocking [char] on [char].
Inconsistent port type.

ID [char]

ISL 802.1Q

SPANTREE-7-RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk
[char] [char].

SSTP BPDU
ID [char]

none ISL 802.1Q

SPANTREE-7-PORTDEL_SUCCESS: [char] deleted from Vlan [dec]

VLAN
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SPANTREE_VLAN_SW

SPANTREE_FAST

SPANTREE_FAST-7-PORT_FWD_UPLINK: [char] [char] moved to
Forwarding (UplinkFast).

SPANTREE_VLAN_SW

SPANTREE_VLAN_SW

SPANTREE_VLAN_SW-2-MAX_ INSTANCE:Platform limit of [dec] STP
instances exceeded. No instance created for [char] (port [char]).

VLAN LAN
VLAN

VLAN
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C4K_SUPERVISOR

C4K_SUPERVISOR-0-SUPNOTSUPPORTEDINCHASSIS: The WS-X4013+TS
supervisor is not supported in chassis type [char]

WS-X4013+TS Catalyst 4503 WS-X4013+TS
Supervisor Engine 3
EEPROM

3 WS-X4013+TS
3 show idprom chassis

C4K_SUPERVISOR-3-SUPOCTALPHYMDIOREADERR:Failed to perform read
operation on Octal Serdes at address [dec] for the register at address [dec]

Octal Serdes

C4K_SUPERVISOR-3-POWERSUPPLYSTATUSREADFAILED: Failed to read
power supply [dec]'s status register

C4K_SUPERVISOR-3-SUPOCTALPHYMDIOREADERR: Failed to perform
read operation on Octal Serdes at address [dec] for the register at address
[dec]

Octal Serdes

Catalyst 4500 Cisco 10S
m. 0L-9663-01-J |



STORM_CONTROL

STORM_CONTROL

STORM_CONTROL

STORM_CONTROL-3-FILTERED: A [char] storm detected on [char].
packet filter action has been applied on the interface.

STORM_CONTROL-3-SHUTDOWN: A packet storm was detected on
[char]. The interface has been disabled.

errdisable

errdisable

STORE

STORE

C4K_STORE-2-OUTOFCHUNKS:0ut of chunks of memory
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Hl SUPERVISOR

SUPERVISOR

SUPERVISOR

SUPERVISOR-2
C4K_SUPERVISOR-2-MUXBUFFERNOTPRESENT:Mux buffer (WS-X4K-MUX)
[dec] is not present
[dec]  WS-X4K-MUX
EEPROM
SUPERVISOR-3
C4K_SUPERVISOR-3-BACKPLANESEEPROMREADFAILED:Failed to read
backplane's serial eeprom, read [dec], expected size [dec]

EEPROM

C4K_SUPERVISOR-3-CLOCKMODULESEEPROMREADFAILED: Failed to read
clock module's seeprom

EEPROM

EEPROM

C4K_SUPERVISOR-3-FANTRAYREADFAILED: Failed to read system fan
tray status register from hardware

10 1
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SUPERVISOR | |

C4K_SUPERVISOR-3-FANTRAYSEEPROMREADFAILED: Failed to read fan
tray's seeprom

EEPROM

EEPROM

C4K_SUPERVISOR-3-MUXBUFFERLOOPBACKFAILED: Failed to put [char]
supervisor's module [dec] muxbuffers in loopback

Catalyst 4500

/ EEPROM

C4K_SUPERVISOR-3-MUXBUFFERREADLOOPBACKFAILED: Failed to read
whether [char] supervisor's module [dec] muxbuffers are in loopback

Catalyst 4500

/ EEPROM

C4K_SUPERVISOR-3-MUXBUFFERSEEPROMREADFAILED: Failed to read
mux buffer [dec]'s serial eeprom

EEPROM

/ EEPROM

C4K_SUPERVISOR-3-NETFLOWCARDSEEPROMINVALID: Invalid Netflow
Services Card seeprom data

NetFlow Services Card EEPROM

ROMMON sprom read nffc

[ oL-9663-01-J
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Hl SUPERVISOR

C4K_SUPERVISOR-3-NETFLOWCARDSEEPROMREADFAILED: Netflow
Services Card seeprom read failed

NetFlow Services Card EEPROM

ROMMON sprom read nffc

C4K_SUPERVISOR-3-NETFLOWCARDSEEPROMUNKNOWNTYPE: Unknown
Netflow Services Card revision: Read fru major/minor ([hex], [hex]) but expected
([hex], [hex]) .

NetFlow Services Card EEPROM

ROMMON sprom read nffc

C4K_SUPERVISOR-3-POWERSUPPLYSTATUSREADFAILED:Failed to read
power supply [dec]'s status register

C4K_SUPERVISOR-3-POWERSUPPLYSEEPROMREADFAILED: Failed to read
power supply [dec]'s serial eeprom

EEPROM

C4K_SUPERVISOR-3-RETIMERDISABLEFAILED:Failed to disable the
retimer of the active supervisor's uplink.

C4K_SUPERVISOR-3-RETIMERINITFAILED:Failed to initialize the
retimer of the active supervisor's uplink.

Catalyst 4500 Cisco 10S
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C4K_SUPERVISOR-3-SEEPROMREADFAILED:Failed to read supervisor's
serial eeprom, try reinserting supervisor

EEPROM

C4K_SUPERVISOR-4-INLINEVOLTAGEOUTOFRANGE:Output voltage of the
on-board inline power convertor on this board is [char] and i1s outside the
expected range of [char]

Supervisor Engine I1-Plus TS

PoE 1
12V

show power detail show power inline module 1 PoE

LED

C4K_SUPERVISOR-4-OTHERSUPERVISORACTIVEDEBOUNCE:Other
supervisor is still holding hardware lock

C4K_SUPERVISOR-4-SUPMGMTMACFATALRXERR: Supervisor MAC device
type [hex] reset due to a fatal Rx error

SUPERVISOR-7

C4K_SUPERVISOR-7-BACKPLANESEEPROMWRITEFAILED:Failed to write
backplane's serial eeprom

EEPROM
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Hl SWwITCH-QOS-TB

C4K_SUPERVISOR-7-SEEPROMWRITEFAILED:Failed to write
supervisor’s serial eeprom

EEPROM

EEPROM

SWITCH-QOS-TB

QoS SWITCH-QOS-TB

SWITCH_QOS_TB-5-TRUST_DEVICE_DETECTED: [char] detected on port
[char]

trusted

SWITCH_QOS_TB-5-TRUST_DEVICE_LOST: [char] no longer detected
on port [char], port set to untrusted

untrusted
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SW_DAI

ARP

SW_DAI | |

DAIMAN

SW_DAI-4
SW_DAI-4-ACL_DENY: [dec]Invalid ARPs (Reqg) on [chars], vlan
[dec].
ARP ARP
Access Control List
ACL; ACL
[Man-in-the-Middle]
SW_DAI-4-DHCP_SNOOPING_DENY: [dec] Invalid ARPs (Req) on
[chars], vlan [chars].
ARP ARP
[Man-in-the-Middle]
VLAN LAN
DHCP IP MAC
SW_DAI-4-INVALID_ARP: [dec] Invalid ARPs (Req) on [chars], vlan
[chars].
ARP ARP
MAC MAC IP
MAC MAC
IP
SW_DAI-4-PACKET BURST_RATE_EXCEEDED: [dec] packets received in
[dec] seconds on [char].
[dec] ARP
errdisable
/
1
errdisable
Catalyst 4500 Cisco I0S
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H sw_pAl

SW_DAI-4-PACKET_RATE_EXCEEDED: [dec] packets received in [dec]

milliseconds on [char].
[dec] ARP
1 errdisable
SW_DAI-4-SPECIAL_LOG_ENTRY: [dec] Invalid ARP packets [%CC]
ARP ARP [dec]
[Man-in-the-Middle]
Dynamic Address Resolution Protocol ARP Inspection DAI

SW_DAI-6

SW_DAI-6-ACL_PERMIT: [dec] ARPs (Req) on [chars], vlan [chars].

ACL ARP

SW_DAI-6-DHCP_SNOOPING_PERMIT: [dec] ARPs (Req) on [chars],
vlan [chars]

IP MAC VLAN DHCP
ARP
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SW-VLAN

VLAN SW-VLAN

SW_VLAN-3-VLAN_PM_NOTIFICATION_FAILURE: VLAN Manager
synchronization failure with Port Manager over [char]
VLAN
SW_VLAN-3-VTP_PROTOCOL_ERROR: VTP protocol code internal
error: [char]
VTP

SW_VLAN-4-BAD_PM_VLAN_COOKIE_RETURNED: VLAN manager
unexpectedly received a bad PM VLAN cookie from the Port Manager

VLAN
VLAN VLAN

SW_VLAN-4-BAD_STARTUP_VLAN_CONFIG_FILE: Failed to configure
VLAN from startup-config. Fallback to use VLAN configuration file from
non-volatile memory

VLAN startup-config VLAN

VLAN

SW_VLAN-4-BAD_VLAN_CONFIGURATION_FILE: VLAN configuration file
contained incorrect verification word: [hex]

VLAN
VLAN

Catalyst 4500 Cisco I0S
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H Sw-VLAN

SW_VLAN-4-BAD_VLAN_CONFIGURATION_FILE_VERSION: VLAN
configuration file contained unknown file version: [dec]

VLAN VLAN
VLAN

SW_VLAN-4-BAD _VLAN TIMER_ACTIVE_VALUE: Encountered incorrect
VLAN timer active wvalue: [char]

VLAN

SW_VLAN-4-EXT_VLAN_INTERNAL_ERROR: Extended VLAN manager
received an internal error [dec] from [char]: [char]

VLAN VLAN

SW_VLAN-4-EXT_VLAN_INVALID_DATABASE_DATA: Extended VLAN
manager received bad data of type [char]: value [dec] from function [char]

VLAN VLAN

SW_VLAN-4-IFS_FAILURE: VLAN manager encountered file operation
error: call = [char] / file = [char] / code = [dec] ([char]) / bytes transferred
= [dec]

VLAN Cisco 10S

SW_VLAN-4-NO_PM_COOKIE_RETURNED: VLAN manager unexpectedly
received a null [char] type cookie from the Port Manager

VLAN
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SW_VLAN-4-STARTUP_EXT VLAN_CONFIG_FILE_FAILED: Failed to
configure extended range VLAN from startup-config. Error [char]

VLAN startup-config VLAN
VLAN

SW_VLAN-4-VLAN_ CREATE_FAIL: Failed to create VLANs [char]:

[char]
VLAN VLAN
1 VLAN VLAN
VLAN
VLAN VLAN
SW_VLAN-4-VTP_INTERNAL_ERROR: VLAN manager received an
internal error [dec] from vtp function [char]: [char]

VLAN VTP

SW_VLAN-4-VTP_INVALID_ DATABASE_DATA: VLAN manager received bad
data of type [char]: value [dec] from vtp database function [char]

VLAN VTP

SW_VLAN-4-VTP_INVALID_EVENT DATA: VLAN manager received bad
data of type [char]: value [dec] while being called to handle a [char] event

VLAN VTP

SW_VLAN-4-VTP_USER_NOTIFICATION: VTP protocol user

notification: [char]

VTP

[ oL-9663-01-J
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H Sw-VLAN

SW_VLAN-4-VTP_SEM_BUSY: VTP semaphore is unavailable for
function [char]. Semaphore locked by [char]

VTP

SW-VLAN-6

SW_VLAN-6-OLD_CONFIG_FILE_READ: 0l1ld version [dec] VLAN
configuration file detected and read OK. Version [dec] files will be written
in the future.

VLAN VLAN
VLAN

SW_VLAN-6-VTP_MODE_CHANGE: VLAN manager changing device mode
from [char] to [char].

VLAN VLAN
VTP
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SWITCHINGENGINEMAN

SWITCHINGENGINEMAN

SWITCHINGENGINEMAN-2

C4K_SWITCHINGENGINEMAN-2-PACKETMEMORYERROR3: Persistent Errors
in Packet Memory [dec]

show platform

SWITCHINGENGINEMAN-3

C4K_SWITCHINGENGINEMAN-3-BADDELIMITER:Recived CPU packet with
bad delimiter

C4K_SWITCHINGENGINEMAN-3-BADLENGTH:Recived CPU packet with bad
length

CPU

C4K_SWITCHINGENGINEMAN-3-CIMPKTBUFPARITYERROR: Parity error in
Cim Packet Buffer at offset [dec]

128

C4K_SWITCHINGENGINEMAN-3-ERRORINTERRUPT: Error condition
detected by hardware. Interrupt Status [hex]
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M SWITCHINGENGINEMAN

C4K_SWITCHINGENGINEMAN-3-FREELISTMEMORYPARITYERROR: Parity
error in freelist memory, flm addr=[hex], reg bits=[hex], total errors=%u

128

RFI

C4K_SWITCHINGENGINEMAN-3-JUMBOPACKET:Recieved a Jumbo CPU
packet

2032

C4K_SWITCHINGENGINEMAN-3-NOMEMORYFORRXRING: Not enough memory
to initialize CPU packets

CPU

C4K_SWITCHINGENGINEMAN-3-PACKETENGINERESTARTED: An error
happened in the Packet Engine logic

C4K_SWITCHINGENGINEMAN-3-PACKETMEMORYERROR2: Multiple Errors
in Packet Memory [dec]

show platform

C4K_SWITCHINGENGINEMAN-3-PACKETMEMORYPARITYERROR: Parity error
in Packet Memory at address [dec] , total errors= [dec]

128

show diagnostics online
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C4K_SWITCHINGENGINEMAN-3-PACKETMEMORYTESTFAILURE:Packet
Memory buffer test failed!!! Insufficient packet buffers are available to
continue booting.

CSCdz57255 DDTS

C4K_SWITCHINGENGINEMAN-3-PACKETMEMORYTESTPARTIALFAILURE: Packe
t Memory buffer test detected errors with [dec] % of the packet buffers. Switch
operation will continue, with potentially reduced performance. Use 'show
diagnostic result module all detail' command to see test results.

show diagnostic result module all detail
CSCdz57255 DDTS

C4K_SWITCHINGENGINEMAN-3-PPECELLDUPDETECTED: Free cell
duplicate(s) detected [hex]. System will be reset!

C4K_SWITCHINGENGINEMAN-3-PPELEAKDETECTED: Hardware buffer leak
detected. System will be reset!

PPE

diagnostic monitor action conservative

C4K_SWITCHINGENGINEMAN-7-PPELEAKMONITOR: Current Freelist
count %u. Fell below threshold %$u times consecutively

PPE

diagnostic monitor action conservative

[ oL-9663-01-J
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SWITCHINGENGINEMAN

C4K_SWITCHINGENGINEMAN-3-RDPMEOPMISMATCHERROR:
RAPMEopMismatch error , subcell addr=[hex], reg bits=[hex], total errors=%u

EOP 1024

EOP 1024
RFI

C4K_SWITCHINGENGINEMAN-3-SUBCELLCNTMEMORYPARITYERROR: Parity
error in subcell count memory, addr=[hex], reg bits=[hex], total errors=%u

128

RFI

C4K_SWITCHINGENGINEMAN-3-TXCNTMEMORYPARITYERROR: Parity error
in transmit count memory, addr=[hex], reg bits=[hex], total errors=%u

128

RFI

C4K_SWITCHINGENGINEMAN-3-QUEUEMEMORYPARITYERROR:Parity error
in Queue Memory, addr=[hex], total errors=%u

128

C4K_SWITCHINGENGINEMAN-3-TRANSMITQUEUESINIT:Tx Queues
initialized multiple [dec] times
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C4K_SWITCHINGENGINEMAN-3-RXDELIMITERERROR: Invalid packet
delimiter received. Expected [hex] Received [hex]

CPU

SWITCHINGENGINEMAN-4

C4K_SWITCHINGENGINEMAN-4-PACKETMEMORYERROR: Error in Packet
Memory [dec]

show diagnostics online

C4K_SWITCHINGENGINEMAN-4-SYSTEMNOTRESET: System has already
been reset [dec] times due to Packet Memory errors. System will not be reset
anymore

[dec]
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Hl SWITCHMANAGER

SWITCHMANAGER

SWITCHMANAGER

SWITCHMANAGER-3

C4K_SWITCHMANAGER-3-DUPLICATESWPHYPORT: Internal Event: Tried
to create new sw PimPhyport [char], but it already exists

C4K_SWITCHMANAGER-3-DUPLICATESWPORT: Internal Event: Tried to
create new sw PimPort [char], but it already exists

C4K_SWITCHMANAGER-3-SSOACTIVEPORTACKTIMEOUT: Internal Event:
timed out after [dec] iterations waiting for Standby to acknowledge port status
change for [char]

SSO

C4K_SWITCHMANAGER-3-SSOHARDWAREACKTIMEOUT: Internal Event:
timed out after [dec] iterations waiting for the [char] hardware to be
programmed

SSO

SWITCHMANAGER-4

C4K_SWITCHMANAGER-4-CANTPOWEROFF:Internal Error:
PimEthAutoNegotiator - Can't power off port [char]
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C4K_SWITCHMANAGER-4-CANTPOWERON: Internal Error:
PimEthAutoNegotiator - Can't power on port [char]

C4K_SWITCHMANAGER-4-HARDWAREERROR:Power management hardware
for port [char] bad.

C4K_SWITCHMANAGER-4-S2WERROR:Power control to port [char] bad.
Possibly power is turned on.

PoE

C4K_SWITCHMANAGER-4-S2WERRORREPORT: PimEthAutoNeg: S2w
Read/Write Error for port [char].

CSCef87815
PoE WS-X4248-RJ45V
WS-X4248-RJ21V  WS-X4548-RJ45V  WS-X4224-RJ45V WS-X4524-RJ45V

C4K_SWITCHMANAGER-4-SSOEANWARNPORTRESET: The state of the port
[char] is unknown after switchover, resetting its link.

SWITCHMANAGER-5

C4K_SWITCHMANAGER-5-FLAPSHUTDOWN: Temporarily disabling port
[char] due to flap

link up/down

5
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Hl SWNETFLOWMAN

SWNETFLOWMAN

NetFlow SWNETFLOWMAN

SWNETFLOWMAN-4

C4K_SWNETFLOWMAN-4-FLOWSTATISTICSLOST: Flow rate too high.
[dec] packet byte count statistics update lost [object-info]

Cisco 10S 32
NetFlow Services Card 39 32
32

C4K_SWNETFLOWMAN-4-NETFLOWCACHEFULL: Netflow hardware-software
map cache full. Could not create a map.

SWNETFLOWMAN-6

C4K_SWNETFLOWMAN-6-FIXEDCREATIONTIME:Fixed creation time of
[dec] flows.
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SYSMAN

SYSMAN

C4K_SYSMAN-2-POWERONSELFTESTFAIL: Supervisor module in slot
[dec] failed Power-On-Self-Test (POST). Line cards are **NOT** initialized.
Please use 'show diagnostics result module [dec]test <tid> detail’ command for
details.

Power-on Self-Test POST;
show diagnosticsresult module dec test tid detail

C4K_SYSMAN-3-LINECARDDIAGSFAILED:Module in slot [dec] failed
online diagnostics. Please use 'show diagnostics result module [dec]test <tid>
detail' command for details.

C4K_SYSMAN-3-LINECARDDIAGSPARTIALFAILURE:Partial failure on
module [dec]. Please use 'show diagnostics result module [dec]ltest <tid>
detail' command for details.

SYSMAN-4

C4K_SYSMAN-4-MORETHANONEDEBUGCOMMANDEXECUTING: Cannot execute
'[char]' right now, please try again later

Telnet
1 Telnet Telnet
Telnet

Telnet
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| oL-9663-01-J .m



Hl TRANSCIEVER

TRANSCIEVER

TRANSCEIVER

TRANSCEIVER-3-INTERNAL_ERROR: [char]

TRANSCEIVER

TRANSCEIVER-3-LAYER CHANGE_ERROR: Error changing layer for
port [char]

TRANSCEIVER

UFAST_MCAST_SW

UplinkFast UFAST_MCAST_SW

UFAST-3
UFAST_MCAST_SW-3-PROC_START ERROR:UplinkFast packets will not
be transmitted as the process could not be created.
UplinkFast
UplinkFast
UFAST-4

UFAST_MCAST_SW-4-MEM_NOT_AVAILABLE:No memory is available for
transmitting UplinkFast packets on Vlan [dec].

UplinkFast VLAN [dec]
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VQPCLIENT

VQPCLIENT

VLAN Query Protocol VQP

VQPCLIENT-2

VQPCLIENT-2-CHUNKFAIL: Could not allocate memory for VQP

VQP

VQPCLIENT-2-DENY: Host [enet] denied on interface [chars]

VLAN Membership Policy Server VMPS;VLAN
MAC [enet]
MAC [chars]

VMPS

VQPCLIENT-2-INITFAIL: Platform-specific VQP initialization
failed. Quitting

VQP
VQPCLIENT-2-IPSOCK: Could not obtain IP socket
VMPS IP
VQPCLIENT-2-PROCFAIL: Could not create process for VQP.
Quitting
VQP
VQPCLIENT-2-SHUTDOWN: Interface [chars] shutdown by VMPS
VMPS [chars]

VMPS
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Hl VQPCLIENT

VQPCLIENT-2-TOOMANY: Interface [chars] shutdown by active host
limit

[chars]

no shutdown

VQPCLIENT-3
VQPCLIENT-3-IFNAME: Invalid interface ([char]) in response
VMPS
[chars]
VMPS
VQPCLIENT-3-THROTTLE: Throttling VLAN change on [chars]
10 VLAN
VLAN [chars]
VMPS
VQPCLIENT-3-VLANNAME: Invalid VLAN ([chars]) in response
VMPS VLAN [chars] VLAN
VLAN VMPS
VQPCLIENT-7

VQPCLIENT-7-NEXTSERV: Trying next VMPS

VMPS

VQPCLIENT-7-PROBE: Probing primary server [IP_address]

IP VMPS
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VQPCLIENT-7-RECONF: Reconfirming VMPS responses

VMPS
WATCHDOG
C4K_WATCHDOG-3-CHILDFAILURE:Watchdog failure ([char]) - system
may reset
[char]
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