GE)

DATL AYE—DDHE

IO~ == 7L TIE, Catalyst 3750, 3560, 3550, 2975, 2970, 2960, ¥ L1 2960-S EH DT AT
A AyE—VIZOWTHBALET, TN6DAvE—VEBEIT, VAT A YT =T hbay
V=l (BIOMEETHIOT AT LOoaX 7 H—nN) IZEFEINET, TXTOVAT A A vE—
UNVAT AOMBEERTHOIT TR FHA, BHMENO X vE—T8 bILUL, BERE. AN —
RO =7, ETETAT A YT Ny =T OMBEEZHT 55 XA TELOAyE—VHHY ET,

Catalyst 3750, 3560. 3550, 2975, 2970. 2960, F721%2960-S 77 v b 7 — A[EH TixeW v R
T h A vE—UIZONTIEL, www.cisco.com T, Cisco I0S Release 12.2S (x5 [Cisco I0S
Software System Messages] #ZMR LTI 7230,

o [V 2T A Avb—U0FHLI) (P1-1)
e 25— Ay b—VDRL—RANRNy 7 LAR—1] (P.1-8)

DARATL AyvtE—DEHAA

VAFA O Aub—UIFEK S0 XFE 1 oD~y FERE (%) THRIN, ZEINTVHEE
BIZIXZFORNZ, 73 ar s LTy —HF U ABEEIIX A LAY T IEERN Hﬂﬂéz}’hiﬁ‘ A
-, /520)77r~<7/ FCERRENFET,
ST REFEE A ARZ T % T T - A == 2 G (R R P F-n)
(Catalyst 3750, 2975, B X U2960-S A1 v FDFr)
S REFF KA ARSI T Y TV T - BAE - =—F =2 7l (Catalyst 3750,
2975, B L 2960-S LIS D Z A F)
VAT A A=V HENIT 74NV ERT, BX S o RCEEEINET, Ay TF AX I T
L, RAE T AUNPNUAT A Ay E—VHNICEADFA NAEBIL, A¥ v 7 <AX—FEOn
XV Fuv A EREXLET,
BUVAT A AvE—UFN—kY FE (%) 26MAED 7, HERIFRO LB T,
%FACILITY-SEVERITY-MNEMONIC: Message-text
o FACILITY 1Z. AvE—URERTE57 73UV T 4 23T 2 XFULEOKRLFETT, 772U T4
X, "—KRo=T TNA A, Tabar, FLEEFEVATA YT RN 2TOEY 2— LR ETT,
# 1-11Z, Catalyst 3750, 3560, 3550, 2975, 2970, 2960, } L W2960-S HAED 7 7+ U T 4
a— RERLET,
B2E Ay —VYBLOEETFIE T, 773054 a—FOT7 V7 7_y MNE, BEREDOE
W BERANEN) 2T =BT, HA vE—VIEOWTHBALET,
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\'0

RATL A vE—DOHRAA

% 1-1 J7YUF4 a—F

27074 2—F H L SH%

ACLMGRR ACL ~3%—T v TACLMGR # vtE—)
(P.2-4)

AUTHMGR e A S o [AUTHMGR #X v t&—]
(P.2-8)

AUTOQOS Automatic Quality of Service TAUTOQOS # vE&—¥|

(auto-QoS) (Catalyst 3550 &
1A v F D)

(P.2-10)

BACKUP_INTERFACE

Flex Link

TBACKUP_INTERFACE # v
—v) (P2-10)

BADTRANSCEIVER [EERNT o —N Ay b— BADTRANSCEIVER * vt —
(3750, 2975. 2960-S A A »F |] (P.2-11)
D Ir)
BSPATCH T—F == RyF [BSPATCH # vt —v7]
(P.2-11)
CFGMGR a7 4 Falb—Y3gry wx— |[CFGMGR X vtE—)
Y% (Catalyst 3750, 2975, ¥ |(P.2-12)
J N 2960-S A A v FDIr)
CMP ITAR A NR—= 7 Fa ks [ICMP X vyE—) (P2-15)

94 %

DHCP_SNOOPING

DHCP AX—¥t' 7

'DHCP_SNOOPING # v t—
] (P.2-16)

DHCP_SNOOPING_CAT3550

DHCP A X —t > 7 (Catalyst
3550 AA v T DOH)

DHCP_SNOOPING_CAT3550
Ayt—) (P2-19)

DOTI1Q_TUNNELLING

802.1Q h> U v (Catalyst
3550 AA v FDOH)

DOT1Q _TUNNELLING # v
t—) (P.2-20)

DOTIX

802.1x

DOTIX # vE— ) (P.2-21)

DOTIX_SWITCH

AA v FH 802.1x

DOTIX SWITCH % v t&—]
(P.2-22)

DTP AFIvr FNFoxr 2 Fu [IDTP A vtv—) (P.2-26)
=%

DWL Down-When-Looped MDWL # v&—v) (P.2-27)

EC EtherChannel [EC A vtE—] (P.2-27)

ENVIRONMENT B5% (Catalyst 3550 A4 v F @ |[[ENVIRONMENT 2 v —|
) (P.2-32)

EPM RY T E Y 2 — [EPM #* vt—v] (P.2-33)

ETHCNTR A —HFy harho—57 [ETHCNTR # v & —¥]

(P.2-33)

EXPRESS SETUP

TIJATF VA Yy N T v/

TEXPRESS_SETUP # v & —
] (P.2-37)

EOU

EAP over UDP

EOU A v&—v) (P.2-38)

FM

BERE~ 1 — 3+ (Catalyst 3550
AA v FDH)

[FM A vt&— ] (P.2-40)

l _ Catalyst 3750/3560/3550/2975/2970/2960/2960-S R4 v F YR TL * 42— A F

0OL-26552-01-J |



| 1%

VRATL A yE—VOBE
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27)F4 a—F (&E)

VRFL Fyte—Somss B

27UF4 a—F

B

BEE

FRNTEND_CTRLR

JunyhxzrFarre—7
(Catalyst 3750, 2975, 2960-S
AA  F D)

[FRNTEND CTRLR # vt —
] (P.2-49)

GBIC

¥y N AV H—T xR 2
=% (GBIC) €Y a—/L?D
Wl LOHEIET = v 7
(Catalyst 3550 A1 v FDH)

[GBIC % vt&—v (P.2-50)

GBIC_SECURITY

GBIC € ¥ 2 — /v L O Small
Form-Factor Pluggable (SFP)
TV a— X2 )T

[GBIC SECURITY * v+t —
Y1 (P.2-53)

GBIC_SECURITY_CRYPT

GBIC # L (X SFP £ =2 —/L &
X2y

[GBIC SECURITY_CRYPT
A vt—v) (P.2-57)

GBIC_SECURITY UNIQUE

GBIC BXUSFP £V a— &
Fa2 VT4

[GBIC_SECURITY UNIQUE
A vt—] (P2-58)

GIGASTACK GigaStack GBIC £ = —/L [GIGASTACK #* v & —]
(Catalyst 3550 A1 v FDF) (P.2-59)
HARDWARE N—FRy=T [HARDWARE # vt —3)]
(P.2-60)
HLFM O—H)N TxT—F 4T~ THLFM 2 vt&— | (P.2-63)
F—Vy
HPSECURE HP % =7 HPSECURE # vt&—3]
(P.2-64)
HULC HULC THULC # v&—) (P.2-65)
IDBMAN A H—T7 A A7 ay 7  |[[IDBMAN X vE&—|
e S (P.2-65)
IFMGR A B —T o f A vF—T% MFMGR #A vtE—] (P.2-68)
ILET 10S T A & A3&#H|T % K MLET # vtE—<) (P.2-70)

IGMP_QUERIER

Internet Group Management
Protocol (IGMP) 7= U 7

MGMP_QUERIER % v &—]
(P.2-69)

ILPOWER Power over Ethernet (PoE) [MTLPOWER * vt —)
(P.2-71)
IMAGEMGR A A=Y v —+ (Catalyst [IMAGEMGR #* v&—]
3750, 2975, F L 2960-S A (P.2-77)
A v FDOH)
P AV H—F v N Fakan MP 2 v&—) (P.2-78)

IP_ DEVICE_TRACKING HA

NA TRAFGEVT L DIZdD
IPTFNRNAA NT X7

IP_DEVICE_TRACKING HA
A=) (P2-79)

L2T™M LAY 2 74 V—T 4T < L2TM A vt&—) (P.2-79)
F—¥ v (Catalyst 3550 A1 >
F D)

L3TCAM LAY 3az=%¥ AL L—7T 41 |[L3TCAM X vE—]

V7 wFx—V % (Catalyst 3550
ALy FDH)

(P.2-80)
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|
\'0

RATL A vE—DOHRAA

£ 11 27T 4 3—F (&)

27YUF4 a—F EHER e Jisb

MAB MAC FBRF/3A /3 A TMAB #* v&—] (P.2-81)

MAC_LIMIT MAC 7 FL A2 F—7 b = [TMAC LIMIT # vt&—|
D) (P.2-81)

MAC MOVE RANT T 4ET 4 TMAC MOVE # vt&—3|

(P.2-82)

NETWORK_PORT _
SATELLITE

Xy hT—27 F—hK~HT77A4 b
(Catalyst 3550 A A v F D)

[NETWORK PORT SATELLI
TE A vt&—) (P.2-82)

PAGP_DUAL_ACTIVE

Port Aggregation Protocol
(PAgP) 2T AT V5 4 T
H

[PAGP_ DUAL ACTIVE # v
t—v) (P.2-83)

PBR R —=_R—=A =T 4 T [PBR % vE&—v (P.2-83)
(PBR) (Catalyst 3550 A1 v F
DFH)

PHY PHY [PHY # v+&—] (P.2-85)

PIMSN Protocol Independent Multicast |[TPIMSN # vt&—3] (P.2-88)
(PIM) AX—E 7

PLATFORM TLL~ v 75y b7 4 —AE |[TPLATFORM % v tE—)

Gl

(P.2-88)

PLATFORM_FBM

Tx—IvR 7 TN T =
F—Vy

[PLATFORM_FBM # vt —
v 1 (P.2-90)

PLATFORM_HCEF

Cisco Express Forwarding
(CEF) (Catalyst 3750 3 X O
3560 2 A > F D)

[PLATFORM_HCEF # v & —
v (P.2-91)

PLATFORM_HPLM

7T N7 F—LDRET L
X —Vx

[PLATFORM_HPLM * vt —
v] (P.2-91)

PLATFORM _IPC

VA A N by = R e T
#{E~7' 2 b =L (Catalyst 3750,
2975, 2960-S AA > FDH)

[PLATFORM IPC # vtE—)
(P.2-92)

PLATFORM_IPv6

IP Version 6

[PLATFORM IPv6 % vt&—|
(P.2-94)

PLATFORM_PBR

Ty N T F—LDORY —
NR—2 J—F 4 7

TPLATFORM_PBR # v & —%)
(P.2-94)

PLATFORM_PM

7Ty N7 F—LbDKR— <=
F—=Tx

[PLATFORM_PM % v & —]
(P.2-96)

PLATFORM_RPC

Ty N7 F—LbDIE—F T
03—y a2—, (Catalyst
3750, 2975, 2960-S A A v F
D H)

TPLATFORM_RPC # vt —%)
(P.2-97)

PLATFORM_SPAN

Ty N T F—LDAA vF K
R—hk T7FIA4Y

TPLATFORM_SPAN % vt —
> ) (P.2-100)

PLATFORM_UCAST

TIy b T F—LbDI=F R
M—F 7

[PLATFORM_UCAST % v t&—
¥] (P.2-100)

PLATFORM_VLAN

75 v N7+ —5D VLAN (K
8 LAN)

TPLATFORM_VLAN * vt —
] (P.2-103)
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£ 11 27T 4 3—F (&)

VRFL Fyte—Somss B

27UF4 a—F

BifA

BEE

PLATFORM_WCCP

77 v b7+ —2D WCCP

[PLATFORM_WCCP # »t&—
v (P2-104)

PM

R—bh vFx—=Tx

PM A vtE— (P.2-104)

PORT SECURITY

A=k EX2UT g

PORT_SECURITY *# vt&—
v (P2-112)

POWERNET Powernet [POWERNET * vt—)
(P.2-114)
QATM QoS B LU ACL TCAM < *— |[QATM % vE&— | (P2-114)
¥ % (Catalyst 3550 A4 v F D
)
QM QoS ¥ *— % (Catalyst 3550 |[QM A v&—"] (P.2-116)
AA T D)
QOSMGR QoS v —¥ ¥ TQOSMGR # vt —¥]
(P.2-118)
RMON Ve—h %y hU—27 £=4%Y [[RMON # vt&—] (P.2-125)
N
SCHED A a— )L [SCHED # vt —%]
(P.2-125)
SDM A v F T FT—HNR—R < [SDM £ v t&—) (P.2-126)
F— % (Catalyst 3750 A1 v
FDH)
SPAN AL vF R KR—=K TFF4Y  |ISPAN 2 vt —3) (P.2-126)
SPANTREE A= 7 YY) — [SPANTREE # vt —%|

(P.2-127)

SPANTREE FAST

e

ANRZ ) — @ a N —
VA

[SPANTREE_FAST # v —
) (P2-135)

SPANTREE VLAN SW

A= 27"> )— VLAN A A v
a’_

[SPANTREE VLAN SW % v
t—v) (P.2-135)

STACKMGR

AH 7 <F—Tx (Catalyst
3750, 2975, 2960-S A A v F
D)

[STACKMGR # v t&—¥|
(P.2-135)

STORM_CONTROL

A b L) ]

[STORM_CONTROL # »t&—
v (P.2-138)

SUPERVISOR A—s—=34 % ASIC [SUPERVISOR # vt&—v|
(P.2-139)

SUPQ A== N W F o — [SUPQ # vE&— ] (P.2-139)

SW_DAI HAFTIv 7 ARP A LV AY [SW_DAI A vE&—]

vay

(P.2-141)

SW MACAUTH

MAC 7 R L A#GE (Catalyst
3750 B L3560 A1 v F D)

'[SW MACAUTH # v+ —)
(P.2-144)

SW MATM

MAC 7 RL A T—7)L w3 —
¥ ¥ (Catalyst 3750 35 X T 3560
AA T DH)

[SW_MATM % v t&—|
(P.2-145)
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RATL A vE—DOHRAA

= 11 27)F4 a—F (&E)

27¥)F4 a—F B SHE

SW_VLAN VLAN v —3' % TSW_VLAN A v—)
(P.2-145)

SWITCH_QOS_TB

QoS fRHHEL A

[SWITCH_QOS_TB A v+t —
v (P2-152)

TCAMMGR Ternary Content Addressable [TCAMMGR X v¥&—)
Memory (TCAM) ~%—% [(P.2-152)
UDLD H—J5m Y > 7 i TUDLD 2 vt&—%] (P.2-155)

UFAST_MCAST_SW

UplinkFast /37 > [ A%

[UFAST MCAST SW # v+ —
U] (P2-156)

VQPCLIENT VLAN Query Protocol (VQP) |[VQPCLIENT # v &—|
7747 b (P.2-158)
VLMAPLOG VLAN 7 /7R <=7 ar [VLMAPLOG A vE&—V|
(P.2-157)
WCCP Web Cache Communication [WCCP * v&—v] (P.2-159)
Protocol (WCCP)
WRLSCNTR Catalyst 3750 Integrated [WRLSCNTR # vtE—)

Wireless LAN Controller A1 v~
97—-

(P.2-160)

o EREIFXO~TODIMHOa—RT, REOEKREEZRLET,
BWLET, £ 1212, AvE—VOERELZRLET,

ZOENNEVITE, BRI E

EWEPEREZES HIRETT,

WA v B—,

= 1-2 rAytE—CDEKRE

EXE BTLL]

0: B2 VAT LEHEHATEEE A,
1:77—Fh 7212 ISR S LB IR EE,
2: 707 4G faBR7 KRBT,

3:x=7— =7 —IRETT,

4: % HERETT,

5:

6:

7:

TNy THEZR Y KIREND A vE—,

e =—E=y i AvE—UER-BIZHMNTSa—RFTT,

o Ayt —UTFFA ML, REZHBELETFA LTI TT, A vB—T0Z OESICIE., SR
A= FEE. XY FT—27 T RULRA, FFRIFEVATL AEY 7 RLRA AXR—ZADOMBIZRIET S
T RUVARRE, ARV NOFMERNEENDIZENDVET, ZORET 4 — /L FOERITA »
VLR RLZOT, T2 TEHAT Yy ([]) CTHAREWXFSITRLET, ExiE 10
HEHIT [dec] TERLET, £ 1312, AvE—VHAOEE 7 — NV FERLET,
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% 1-3 EHI4—ILE

=i i EE

[dec] 10 %K

[char] 1 305

[chars] SCFH

[enet] A=Yy F TRLR (FExiE
0000.FEED.00CO0)

[hex] 16 AL

[inet] A ¥ =%y P T FL2R

VAR — AA v FLSD Catalyst 3750, 2975, B LU 2960-S A A1 v F AR LT Syslog A »vE—
X, %7 (Switch-x) THDY 3, Switch-x X, A E—VE2ERLIEAZ T A ROFE ST,
VAR — AL v FBRER LT Syslog A v E—UE, AR MOIXFIR L TRRAINET,

KOFE, Catalyst 3750, 2975, BE T 2960-S UANDAAL v F DAL vF VAT L AyE—VD—
T,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernet(0/2, changed state to up

00:00:48: S$SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2 *Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2
(10.34.195.36)

18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

WOBX, Catalyst 3750 AA v F A ¥ v 7 Catalyst 2975 A A »F 2% v 7 F7=1% Catalyst
2960-S AA v F AZ Yy TNDRE » 7 v AZ—BLORE v 7 AN AL vF (KRR MNIT
Switch-2) \ZHIET DAL v F VAT L A vE—TYO—HLTT,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl1/0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up (Switch-2)
00:00:48: S$SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2 (Switch-2)
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B 15— Xot—SOrL—RISys LE—F

— o~ S g (o]
IS— Avyvt—DRL—RINYY LiR— B
Ay =02, N —RNTdm I, "L—ZARN ZHERBPEENTHAE00R3H0 4, 7
J =N R— bOHELEICHEERET D EEE, ZOFEREEEL TLLIEE N,
KDOA v E—=IHNIT P L —ARNy JERPEENTWETS,

-Process= "Exec", level= 0, pid= 17
-Traceback= 1A82 1AB4 6378 A072 1054 1860

VATFAAvE—VICLoTiE, =T — A v tE—VEab— L) 2 TCELICHINEERINARES
NHNET, WOFLTA L V= IVINL VAT A TT— Ayt —VOFMESEZ L TEET,

TFIoORTvbA23—T1Y4A

T Ny b A F—T7Y ZiL, show tech-support fi EXEC =~ R &, SEFIERCLI =2+
Y ROHATHEDNT, FEMERS L OHERET xR 2 Rt L E T,

https://www.cisco.com/pcgi-bin/Support/OutputInterpreter/home.pl

Bug Toolkit

Bug Toolkit 1%, gk A F 72 I3 RAROBESICBET D HE =4 L E 7, FED Cisco 10S Release
THEHMODO AT 2T N THRETETET,

http://tools.cisco.com/Support/BugToolKit/

TAC ~DEE

TS —DFEEFEETAZENTERVWESIL., (R T VOAFFEBIOTFT 7 =1 $R— )
(Px) 2L T LI,
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