GE)

Web R—XEBETDEERTE

ZDOETIE, Web R—ARFEEZ R T T D HIEZOWTHHLET, ARITRO LB TT,
o Web X—AZFEOHE | (P.11-1)

o Web X—AFFEDOFHE] (P.11-9)

o [Web R—RFFEAT — X ADFE] (P.11-17)

COETHEHTIEIAAL vF a~<r FOBXB IOEHFIEOFEMIC DWW TIX, 2o U —RZxsd
Haw R Y77 L 2AF2BRLTLIEEN,

Mdea)ﬁﬁgg

IEEE 802.1x 7V h v P RETENTWVWARNWEARA N VAT 2Dy N 22—V RREET HI21E, Web
muﬁE7U:F/&u¥ih5 Web/\ Xnmuﬂi’f% b%'fﬁﬁﬁ Lij—o

Web N—ZGRIET, LA ¥ 2BIOLAF¥ I A X —T oA XA LICTRETEET,

HTTP &> v a U EBIAT 5 L. Web X—AFREEIL, AA R HDOAT HTTP X7 v M & RATZAE L.
2 —F|Z HTML = 7o «—y%:ﬂﬂp. LET. :L—ﬁf 7 vrrvy e AN LES, 2O LT
Ty i, Web N— R RGERE FRAED 7= ¥ 12 Authentication, Authorization, Accounting
(AAA; FRFE, FFFI. T 7/74 /7) P—rNZ 9é1;. INnET,

OREIZEE) L7238, Web N—AFREIL., 1 27 A Oz T HTML R—2 2R 2 MMIkE L,
AAA F— D BRINTZT 7 A R v—%dHLET,

AR R Lo 856, Web N—ZFBFEIL, v 7 A v DRz RT HIML N— V&2 —FIZiiEk L, v
TA v EHRTT DL, 2a—FIoT v T haRRLET, RRRATEZ@iE L7256, Web
N—ARBFEE, BT A COHIREINEZ RS HTIML N— Y &2 R A Mgk L, 2 Oa—F A £,
VA vF VA MIHEELNET,

T I T, AAA O—FE LTD Web X—XFHFEOHEENZ DWW THB L E T,
o [ 2D%E) (P11-2)

o AR Mot (P.11-2)

o TZvarofEk (P11-3)

o [FEFFut2] (P.11-3)
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d (%@ﬂﬂ@%’% & Web X— 2 A uE@*HE{/EﬁHJ (P11-7)

Web NR— 2RI TIL, X v FT—7 LEOF AL ZR/RD L 9 REAOERED N H Y £9,

o 2F5 772, LANBIOASL vF —EZ~DT 7 BAZERL, AA v FNDEOERITGE
TEHTNRA A (V—J AT —var), ZOT—7 A7 —3 3 TiL, Java Script 84 F—7 I
BEINIZHIML 77 U RETEINTHWDILERH D 7,

hd 55"7572#“_‘/‘ . 77/])77\/ F%u‘uuﬁbij—o n»uu ‘*j'*—‘/\j:ﬁ 7/])77\/ f\@ﬁ%”fﬁ%&%ﬁﬁﬁb %0)7

FGAT LU MILAN BEORAAL vF B —ER~DT 7 ERAEZHAT AN, HELHTANE AL v FIT
ML ET,

o XS vF i ITAT VMDA T =X AZHESNWT, Ry NT—T ~OYHT 7 X EHIH L F
T, AL v FIEITA T bEFBHEF—NEDOMNERE (Teky) ELTEIEL, 277472
WCHEBIE A BR L, ZORBMERBEYS— N NTHRL, 27947 MIsZE%E2 ) L—LET,

11-11X, Ry FT—=7 TOINHDT A ADOZEE Z/R L TWET,

1-1 Web R—ZEBRET /31 R DEE
—-‘l Catalyst 21 v F ABAL
g =% H—N
Cisco JL—4 (RADIUS)
- s
RECrENSN =
(547 R
—
o
———

79549

A FDOEH

AL v F I, BRHEESNTZFAA MIET2BEWMERNTH72DIZ, IPT AL A N T vF T T—T %
HERF L4,

(i¥) FTITFINVETIE, AAYFDIP T AL A TR THEITT 4 B—T7 MR EESNTWET, Web
NR—=ZFHFEE AT DI, IP T AL AD T v R THREE A X — T LIZ ?‘52%7»3@@1“%

LAY 2A L Z—T oA AT, Web X—RBFEIX, TNOHDRAI=ALEFEHL T, IP KA M&H
HLET,

e ARPRX—ZD I IUH—:ARP Y XA L7 K ACLIZED, Web X—RAZFEIX, A¥T 127 IP 7T
FUR, F723FAFTIv I IP 7 RLRAZREORA MERHITEET,

o XA FIv I ARPA VAT v al,

e DHCP AX—VE L : AL v FITLY, ZDOKRAMNITSDHCP NAvF 47 =2 N BE
ENDE, Web _N—RFRIEITBAMNIE SN E T,
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vy a DER

Web N—ZFHFEIZ LV, HILWARA M eshd &, ROE Sty v a UMERSNET,

IO R

FS ) A R ELE2—LET,

ARANIP RFIHY A NTEENTWDEHA, ZOFIS VAN 2 MY NLERY —03 8 H S,
vy va R ENET,

RRENA N2 L E2—LET,

BAANIP BFIFLY A2 MZEEN TV RWIEE . Web ~<X— ZAF8FEIX NonResponsive-Host (NRH; Jix
BLRWERA L) EREY—NCHELET,

Y= RDIRE D access accepted THoT-HE | BIALIZDHRA ML 2SI ET, By g
VSN I NET,
HTTP 1 v % —t%~7 F ACL #%EL £7,

NRH ZERIZHF 5 — DISE R access rejected T -85, HTTP A > % —& 7 K ACL 2
TIT 47 kEN, By v a IR ASPRLOHTTP b T 7 4 v 7 R L E57,

Web X—ZBFEE A X—TNWIZT D E, ROA XU INBFELET,

=N HTTP by v a v &BBLET,

HTTP F7 7 4 v 7 BPRATZAE S, RIS NE T, A v Fid, =—HFler s A <—
CEEELET, 2—WEa—VHEART—-FREANLET, A v FIXZOx> N 2
H— |z /Jé1cll-/i7;ﬁ

AR LEGE . A v FiL, B —\I0S 02— T7 /7 A R —% Ky no—
KL, 7272747 LET, a7 A ORIXR—UNa—PFICEEINET

FRAEIC R LB/, A v TFiEe /A v ORBR—VEEEFELES, 2—ViEe 1 v 2HR
ﬁbi#o%mmﬁﬁﬁﬁﬁﬁﬁwmkm_ibt Gy AL v TR, vl A BRI —T %
EELET, TORA NIV YT VR MIANONET, UdvTF VR NDZA LT U M,
:L—‘H: uquE7 D?X%ﬁuﬁﬁ?ﬁé kﬁ‘(%ij—

FEEY— NN A A o FITSE LR WES . AAA RBER Y O —BREINTWIUE, A1 v Fidk
W77 A RY V—IZKRAME#ERALET, B4 L ORIR—V N2 —FIEEINET
(rlﬂ*ﬂjill/Web uuuﬂi/\bj_’_ﬂ (Pll 4) %%HE)

RAMNBLAY2ALH—T A A LD ARP 7 —7 08 E Lo 28548, IR A MR L
AVIA L E—T2ARATTA RNVEALT T NRNIZNT 74 v 7 BEE Lo aha, A
4’/?: i77/])7/]‘%ﬁuunf£bié_

COMREIX, Xura—RENEXA LT U b, FlEe—b VIR ESNzEYy v a Ly XA L
T NEEHLET,

Termination-Action 7 RADIUS T 256, Z OfREIX. ¥ — N2 NRH ERZX{E L E7,
Termination-Action 1%, V" — MO DNEICEHE TN E T,

Termination-Action 237 7 4+ /V b THDHEE, By v a VFFEEs . A IR Y v —I3HIBR
EnET,
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O—AJL Web 2B5E/\F—

Web ZBFEE M L TAAL v FICm A v LTn L ICERENDI AT —EERTE £,
ZONRT—E, vl Ay RV LRI R AR Y T T v T NV O GICETRENET,
o AL

ip admission auth-proxy-banner http 72—/ V)L 27 4 X2 Lb—v g a<vw s REFEHLT, A
F=FERTEET, BT A RX=VITE, T T AN SO — Cisco Systems, 3 L O Switch
host-name Authentication 32~ XV E T, Cisco Systems 1, 11-2 1R T X9, B ROKR >
TT T R=VIIRRENET,

11-2 BRERkTh/ N —

< @ BB P foreos @ - 5B B
Address QJMD:JFZZ,U.D.L' V Go liks @

Cisce Systems

Sunil-swl Authentication A Success Page - Microsﬂfklnlern... g =]

Usemame: webauth | Cisco Systems

Password: sesssese :

Authentication
Successful !

271536

E3N HBIRTEI, X —2 WA~ A AT HLHTEET,

* ip admission auth-proxy-banner http banner-text 72—\ 27 4 Fab— g avs N
EEHLT, A v F, v—F, ISt —IBMLET,

* ip admission auth-proxy-banner http file-path 72— )L 27 4 X alb—vay avy RN&ff
ALT, B dEEZ TR 77 A0 EAAFT—ITEMLUET,
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Web ~—z@2in#s N

11-3 HRETA XEht=- Web /34—

E DOT1XWIN-B2F158

O © RNRBG Poothnom @ 2- 533

Address 48] http:j22.0.0.1/

Links **

Welcome to My Network

A Success Page - Microsajt Intern... [_.__| E

_________________________________ Welcome to
Usermanne: (weheuth My Network
Password; |
Authentication

Successful !

271648

NP =N F =TI ENTORVEA, 11-4 [ZR9 & 512, Web 5BGER 7' A »HBIE ICIT2—F4
ENRART—=RDOFATu TRy 7 AT REREN, A v FlZun s LI SITF AT —FRRE

nEHEA,

11-4 NF—BRFRREhTWELNAY A VEE

ga\ulhenﬁtaﬁon Proxy Login Page - Microsoft Internet Explorer ...,- ! _

J; \_) |ﬂ @ {ﬂ )r_)Seaﬂ:h \;\_SiFawribes @ D:{;- }f '3

adiess | €] hatpefj10,100,100.150] tnks »

3 hitp://10.100.100.150 - Sucee. . [T ][E1][5]

Username: [Guesti |

Basrword: [savevese Authentication

Successful !

&lo © Incenet
(=]
g
€] Done ® Internet 15

SRz >V TiE, [Cisco I0S Security Command Reference] XY TWeb #BGEw — B /L /N — D%
£l (P11-16) 2L T IZEW,

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
[ OL-26593-02-J .m



E11E  Web —IBEORE |
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Web BEEH X2 714 Xa[§E7E Web X—

Web X— 238 7013'[?2“60:]:\ AA /%W%ﬁ@ HTTP ‘}j"“/ili\ uquEP@y FAT M Eﬂ'f%éﬂ%)
4 FEFHD HTML X—Y %2R A M LET, P—NEFIN6DOR—IUAFA LT, 2—FITRD 4 FIED
BT oA AT — ME@RMLET,

FRER

0y BREERPERINTOET,

B e I A AR L E LT,

K m A TR E LT,

HIRREIN . v 7 A ORREIEN LT ET, v/ Ay By va UBRHIRENICRD £ LT,

774N FORE HTML X—Y 0ROV IZ, MEO HTIML X—Y 245 2 L8 TE £,

BRI ATD b TEET L, v s L B X OHREFL Web <—2 TT % X
FEARETHZEHTEET,

NF=R=TT, BT X=VDTFAPEHETEET,
ZhHD_—2iE, HTML TR ENTWET,

A= TIE, HEO URLIZT 78 AT572DD HTML V¥ A L2 b o< FEFLAT L
ERdH0ET,

Z @ URL XXF5EE %7 URL ({5 : http://www.cisco.com) T2RIFILERYD THA, REER
URL %, Web 77 W T, [ N—BEONn D FEHA] T CEL T 2T —DFINER D
"REMEN BV F 3,

HﬂPmﬁfﬁ%éﬂ6W%A~v%miﬁéﬁA B ON—UZiF#EY /e HTML =< > K
] : R—=DFA LTI NERE, ELENT- AT —FOHRE., RLX—U02 BEEESN
Tmﬁw:k@%;&&)%ﬁk#éﬂ%ﬁ%@i?
WESINTEBTA Y T —ENA F—TNMZEINTWEHE, ¥BED URLIZ=2—FE2 ) F A 1LY
42 CLL a2~ RIZEATEEHA, EFEIT. Web X—=J IV XA L7 IRREENTND
CLEERRETAMENH Y FT,

FREE% . K5 €D URL 12— 47“‘%1») XAV FTDHCLILa~Y FEASTLTHDL, Web _X—T &%
ETHa<vr REANLESRE, HEDO URLIC2—YE2 VXA 1L 7 5 CLI o~y RiZghh%
BHbE¥A,

REEINTZ Web =T, AA v TFDOT—h 7T via, $REFT7T vy alilab—TxEd,
WEINTZR=VIZE, AH v I v AF—FNIANEDT T v andb T I EATEET,

0y RX=Tkhk 1 o077 T vva bz, RN—VERBR—VENOT T vy a (T2 20X
A g RAM— FFA RO T T v a) IZTHIENTEET,

4 NV NTERETDOILENDHY £,
Web _R—U %o TN — X—=UERRE LIS ZONF— R=DIZ3RITH Y £ A,

VAT AT 4 V7 MY (F2& 2L flash, disk0, disk) IZRIFENTWT, B A R=DIFR
FTHUEOHLUT T7 AN (A=, TTva, F—F A, EFARE) TRTITH,
9, web_auth_<filename> O THRIZ DT T E W,

RESNTRBFET v % UBREIX. HTTP & SSL i xR —FLTHET,

X 11-5 (P.11-7) | _r¢;9 . T 74/ FORE HITML X—2 28 E O HTML X— Y TE X #ix

52

ErncTEES, #Hi BoO2—FOYF AL MET, NEBRI_X—T R0 £722% URL 25 E

THILEHLTEET,
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11-5 HRE A XATHEIRERRER—D
[T |

il I Il Il ' ol
cisco o
Customized loga page [ Page + @ Tooks +

a pubic service. It by the ing and P aless [

5
Vistors shoud kmow that s of i ste s collected for m [Emed
lﬂﬂ mierest, ﬂ(':m"ll\ h«d*ﬂmwﬁmmﬂwws rvstem perfommance of problem areas stﬂrmmmaw
his system eanploys meaic nervark
' dualogs wl

and ther authorized law i - ty These logs

destruction it accosdance wih Company Gradelioes.

Gowameeat o sup ageae, conkactr o sbooalbctr el

TestCenter

contained therein. Reference herein to any specific commercial product, ¢ by trade name, trademark, mamufacturer, or
otherwise, does not necessarily const imply its endorsement, reco org by e Government or any agency,
contractor, or subcontractor thereaf. The views and opiions of authors expressed herein do not necessarly stat or refict those of the
Government or any agency, contractor or subcontractor thereof

TestCenter

FEHIZOWTIE, BRI 2 X%y Web X—2 D 2 2= A X (P11-14) ZBRL T IFEW,

ZDHMDHEEE L Web XA—RZEDHEEER

e [R—=rtEX=2UT 1) (P11-7)

e [LAN A— K IPJ (P.11-7)

o [F—hFUxA 1P| (P.11-8)

« TACLJ (P.11-8)

o [AVFTFHFAIR—RTI/EA ar ba—] (P.11-8)
o [802.1x #dk) (P.11-8)

o [EtherChannel| (P.11-8)

R—bk X2 Ta

LAN R—

Web X—AFBFEE R —b BX 2 U T 00k, FIUAR— MIHRETEET, Web X—Z3RFHIFA— F 23
FEL. R—F X2V T 413, 7747 FOMAC 7 RLRAEETTXTO MAC 7 KL RIZHRT 5
Xy NT—2 TI7RAEERLET, ZOH%E., ZOFR— 2L TRy NU—I~T 7 ERATE?S
TIAT v O ETN—TEZHBTE LT,

R— b EX2 VT 452, FX—TNCTHFIECHONTIE, [R—F X2V 7 0 ORE (P25-9) %
ZRLTLZEN,

LAN Port IP (LPIP; LAN i"— K IP) & LA ¥ 2 Web X—AFEGEIL, R UAR— MIRETEET, &
A ME, T Web X—ZFGE, KIZ LPIP RAF v MRiE & H L CRAESALE T, LPIP A ~ R Y
“/—Lj\ Web N— A u:u\thE@_]‘X ]\ T J ‘/‘_‘ {E% éﬂ\iﬁ—o

| oL-26593-02-J

Catalyst 3750 RA v F Y7 kw7 av2«4¥al—arv i4F



E11E  Web —IBEORE |

W Web R—RBIADEES

Web N—ZFBIED T A R T35 &, NAC R Y v —ITHIBRS N E T, AR MBRBIES AL, R
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F—rk9xzA4IP
VLAN OUWFRHD A A v F F— b T Web R— RBIENRBEINTNSEE,. LA 3 VLAN A >
5 —7 =4 Z T Gateway [P (GWIP; % — k7 =4 IP) #BET5HZ LI TEEHA,

Web“\\‘“_‘XmL‘u ibA ]\'73:/]) 1P EHLV4'\734/& 73:/])X Lﬁﬁf%i‘é—o Y7}"7177
T, WHOHREOFRA N R —REHINET, GWIP AR b AV > —ik, Web X—RFEFED K A
b ARY =B ES N ET,

ACL

A H#—7xA AT VLAN ACL, £721% Cisco IOS ACL ##&% & L7234 . ACL 1%, Web ~_— X 3F
DFEADN RV —0EHINZE%TE T, AN I 70y @A INET,

L1 ¥ 2 Web «“~xmmﬂi R— MBS NTEZRA RDPSDOANT T 7 4 v 71220 T, Port
ACL (PACL; *— b ACL) %777r/vw>7’7kx R —L LTRETHLERDHY 3, 787
#%. Web «~XME(DT7\ r AU >—i%, PACL IZEBLEENET,

MAC ACL & Web X—ZRFEZF LA F—T =2 ATRET D LITTEEHEA,

7 7 A VLAN 78 VACL %% 7F ¥ HICRE SN TV DR — MIIE Web X—ARBIALITHRETE £
Ao

AVTFAM-_KRAF7IVEXar k-

Context-Based Access Control (CBAC; 2T F A MR—A T 7R arbta—)) RN, K—h
VLAN DLVAVYIVLAN A VX —T oA ATREINTWDHHAE, LAY 2R — T Web ~X— 2585
TR ETE TR A,

802.1x 23t
7ﬂ‘”—/l//\“‘/7muuﬂ:.)(//]\kb ; 7;— i‘ jflg%jc—( Web/\ thu &j: 802. IXmL‘uEJ:I—JL/j—‘—]\
FIZEELARNZ EaH#EE L E 5,

EtherChannel

Web _— 2385FlX. LA ¥ 2 EtherChannel f v ¥ —7 = A A FIZCERETE £9, Web X— R FERTE
i, TR_RTOAN Fy 2 UHEHINET,
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Web X—X

TI4IL D Web R—

Web ~N—

nn‘.\ n.l.T: 0) nﬁi

o [F7 4L hD Web X—AZRFFDOFE] (P.11-9)

o [Web X—RFBFEDOHEIZHET D

HEEFHEHINFE (P.11-9)

o [Web X—RBFEDREHX A2 U A ] (P.11-10)
o BEFENL—NEAS X —T A ADFKRE] (P.11-10)

o TAAAGRGEDFZE] (P11-11)

o XA v FEBIORADIUS +— foi@EoeE] (P.11-11)

e THTTP #— & (P.11-13)
L4 (Web /\'_‘qurd‘.[‘./\7)l 570)

(P.11-16)

o [Web N—ZFHFEF v v =2 = b Y OFIER] (P.11-17)

AEEDERTE

Web A—z@BitnE N

#11-11F. T 740 5D Web XR—RFBIEOREEZ /R L TWET,
= 111 T4 D Web R—RBIEDHRE

BERE T+ LERE
AAA F 4 =T
RADIUS #—

e IP7T KL XA o fRERL

o UDP @BFER— F « 1812

* Key o fREMRL
BIEEN X A LT U hOT 7 4V MA 3600

TIREN Y A LT 7k A FX—=T

ABEDREICRET HFEFHLEHWEER

o Web N—AFRAEIT AN IZIT OFERE T,

Web/\‘_‘;(muu Lj 77tx T'—}‘fx_ jﬂf /,_.:F__’VC%ET;— Web/\'—xmhu bj\ }\5:/7 ﬂ_\g—}‘\
EtherChannel A > /N R— k| FHEIF¥AFIv 7 T 7 F—=FTEYFR—FEINTWHERA,

Web N—ARFEEHRET DRI, A VX —T =2 A ATT 74NV D ACL 2R ETAHLENRHY £
"3‘ 1/4"?24'/57 T oA AWK LTHR— DM ACL X ET DM, FllbAv¥3IA ¥ —T =
{Z%F LT Cisco IOS ACL ##&% & L £,

ABT 477 ARP ¥ % v v aBF VLB THENTNDELA Y2 A F—T x4 A LEDKRA NI
umfgiﬁho _ﬂQODTX X ARP A vt — /%f aé1;:! L/fotb\f_y) Web /\“—‘Zuuufﬂ%% 0i*ﬁ
HanEdi,

77 v kT, x/r/%@IP%“/wx M7 o X THEREIXT 4 =T VICRESNTWVET,
Web X—AFBIEZFHTHI120F. IPT XA AD T v XU THEER A X —T NWIZTHMENRH Y
9,
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W Web R—RBIEDHEE

o A4 v F HTTP 4—R_"ZFETT DI, IPT KL RAZDR b 1 DRETILERDHY £,
Flo, HEHRANIP 7 RLRIZE#ETHE I — FERETHILELH Y £3, HTTP +— %
ARARMIHITP v /A v _R=VZEXELET,

e 2Ky T LU LN LEZAIZHDBHEARNTIEH, STP hARBYOEFIZLD, RAN T 74270
BETDHIR— IR EDLo>T LESTHA, VT 70 v 7 BMMEIETARRERHY 3, Zihid, v
A% 2 (STP) FARuTOEEHKIC, ARP B LU DHCP O FEHNEE SN TWARWEAITRAEL

ij‘o

o Web N—ZFRFEIL, F U m— RARERAA N RY T —& LT, VLANFIDV Y TEZYR—-FLT

WEE A,

e IPV6 FT 7 4 v 71T 20 TIE, Web N—ZFFEL Y AR — F I TWER A,

o Web ~N—2ZFHFEH & U Network Edge Access Topology (NEAT) 1%, FHEIZHHMAITE, 1 >
#—7 = A AT NEAT 284 F— 7»037,]—:.\ Web N—AFEREZEH TEF, A =T =4 R
T Web R—AFRFENEITSINTWDHHEIX. NEAT 2 T /A,

Web R—XZEFEDHRFEFRY URX b
o [FEFNL—NEA v HZ—T A ZADFE] (P.11-10)

o TAAAGRGEDFZE] (P11-11)
o 24 vy FIBLV RADIUS —_[HO@EDRE] (P.11-11)

e [HTTP % — DK E ]

(P.11-13)

e ['Web NR— ZAFRRE/NT A — &0);&“7]'3] (P11-16)
o [Web _X—AFRFENT A=%D E] (P.11-16)
o [Web R—ZAGHFEF v v 2 = MY DOFIER] (P.11-17)

BEL—ILEAVE—T T4 ADRE

avy kR

B&

A7971 ip admission name name proxy http

Web N— A F Aty uJ‘_E/C'fﬁﬂ% é ?(Lé [ uJ‘.E/I/*_‘ﬂ/%&h/ﬁ:E Lij_o

7972 interface type slot/port

A B —T A A AT 4 Fal—ary FT— RNE2EKEL. Web X—2
DBFEDT=DOIZA F—T M EINDANVA Y2 FHIETLA Y3 A Z—
7 A A%t H/Eﬂbiffo

type \Z1X, fastethernet. gigabit ethernet, ¥ 7213 tengigabitethernet % #5
ETEET,

A7973 ip access-group name

774V~ ACL AL ET,

A7974  ip admission name

?Elﬁéihzf:/l) \/57“_‘733/1)1 Web/\“_‘Xu‘uuiE% /'_.:F__‘Liﬁ—

ATy75  exit ary74F¥al—var E—RIRYET,
7976 ip device tracking [PTARARNT R T T—=TNEA =T M LET,
279717 end Rt EXEC £— RIZRE D £7°,

A7978 show ip admission configuration

a7 4 FXal—TarEERLET,

27979 copy running-config startup-config

UEE) 274 F¥alb—vary 7y ANVICEREERTLET,
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Web A—z@BitnE N

¥z, Fast Ethernet A" — b 5/1 T Web XR—RBiFE2 A 21— 7 M T 20 %2R LET,

Switch(config)# ip admission name webauthl proxy http
Switch (config)# interface fastethernet 5/1

Switch (config-if)# ip admission webauthl

Switch (config-if) # exit

Switch (config)# ip device tracking

WIZ, BREEMBT 202 RLET,

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
Auth-proxy name webauthl

http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA ZFREDHE

=1 BEY

A7971 aaa new-model AAA BEEZ A R — T MIZ LET,

27972 aaa authentication login default group {tacacs+ | 0 s A CEEOEGESFEDOY A MEEHRLET,
radius}

Z7973 aaa authorization auth-proxy default group {facacs+ |Web ~— 2 DI CTHEH SN BRI SHFEDOY A k% ERk
| radius} LET,

7974 tacacs-server host {hostname | ip_address} AAA F—\EHELET. RADIUS H— 220 Tk,

24 »F LV RADIUS H— ] O#{E D IE
(P.11-11) 22 LTI EE W),

A7975 tacacs-server key {key-data} Z A v F L TACACS H— ORI SN ARIER &
V¥ —%2&ELET,

A7976 copy running-config startup-config (EE) =2 74Falb—vay 774 NVICEEERT
LET,

WOHITIX, AAA A X —T T B HEEZ R LET,

Switch(config)# aaa new-model
Switch(config)# aaa authentication login default group tacacs+
Switch (config)# aaa authorization auth-proxy default group tacacs+

AA v FE LU RADIUS Y—/\HDREEDETE

RADIUS % = U T 4 $—"OikBIEHRITKD LB T,
e KA
o RARMDIPT KL X
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W Web R—RBIEDHEE

ATy71

AFy72

o KA N EFED UDP R— &5
o IP7 RLRLEED UDP K— b7

IP7 FL 2t UDP R— FESDOMAGDLEICL->T, —ED ID MEF SN, —"DFE—IP 7 FL
A FIZH 585 UDP A — MZ RADIUS ZERZFEFTE 5 L5170 £9, [F L RADIUS #—/3 |
DEIRB2ODOFRAF T b VALY —E R (2L 2 IF3BFE) 2R ELEHE. 2 BDICREENT-
RAR T M, VIR EESNTEZARA N o NI DT 2—d == Ry 7 v 7L LTEMEL
F9, RADIUS AR b = b UL, BE LLIEFICHE > TERIRSNE T,

RADIUS #—/ RT A =X 23T 2 FIHIZ, kD LB TT,

avwv R

Sy

ip radius source-interface interface name RADIUS X7 > I3, RSN A V H—T =4 AD

IP7 RLREFRSZEEEELET,

radius-server host {hostname | ip-address} test JYE£— k RADIUS =R KA FDKRA ML FEIZIP T
username username RLUAZBELET,

test username username %. RADIUS Y — 8D H
;T A RNEARX—TNMZTBHAT T a T, BEIN
7= username (I —VF L THLIMEITH Y THA,

key &7 a3 i, AA v F & RADIUS H— "D Tfff
MENDBAEL W SF—2HRELET,

%> RADIUS % — 24 51213, £hZho
h—NTZDavr REAHLTLIEE N,

27973 radius-server key string RADIUS #— /% | CEi{E+ % A1 v F & RADIUS & —

TORTHEMA SN DBIEB LOR FF—2RE L £
R

AT97 4 radius-server vsa send authentication RADIUS +— 50 ACL DX 7> u— R&E A4 x—7

WM LET, ZDEREIZ. Cisco IOS Release
12.2(50)SG THHE— F &N TWET,

27975 radius-server dead-criteria tries num-tries RADIUS #— NZEE SN A v B— T ~DIEER 720

BRI, 2OV —R"NRHET 7T 4 T THHERRTET
DOREEEEFE L ET, IBETE D num-tries DA
X1~ 100 T9,

RADIUS #— 3 85 2 — 2 2 ET DAL, IROFICHERE L TIIZE N,
o Moa~vwr RTA 2%, Key string 48 E L E T,

e key string \Zi%. AA »F & RADIUS #— 3 L CTHEI{EJ % RADIUS ¥ —% > & O THEHT 558
FEXF—B LU S —Z2 B ELE T, key (ZXFFITHY . RADIUS — "THEH I ATV DL
BlbF— =BT M ERH Y T,

o Kkey string ZHEETH5HE. ¥—0FH, BLXOKRBICAXN—REMHALET, F—ICAX—2%
FERTL2HGIE. SIAFRF—0—HMoThHIEEERE, SIAKFTF—2HERNTIIZE N,
¥ —(X RADIUS ¥ —F  CHHAT IR KL TWIHERD Y 7,

o F_T® RADIUS = NZ2OWNWT, A LT U b, HBEERE, BLIOWTF—EE 2/ m—rUr
\ZRET HI21E. radius-server host 70—/ )L a7 4 Falb—igy a<wr FEEHLET,
INSOHA T a vk — REATERET SICIE, radius-server timeout, radius-server
retransmit, 35 X (' radius-server key 7 u—/ L a7 4 Fal—T gy avr NEfHLE
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9, FEAIZ DWW TIX, %@ URL T [Cisco 10S Security Configuration Guidel ¥ X O [Cisco 10S
Security Command Referencel] %2 1L T 723\,
http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html

(GE) RADIUS H—/TlE, AA v F IPT RV A =X A v F THHEIND key string, LD
Downloadable ACL (DACL; ¥ 7> u— Ra[fE72 ACL) 72 EOREEITHIXLERNH Y £9, FEMICo
WTiX., RADIUS ' — O~ =a2T7 VL ZSH L T 7Z &,

WOHITIL, AA »F TRADIUS = RITA—ZERETDHHEEZRLET,

Switch(config)# ip radius source-interface V1an80

( )
Switch(config)# radius-server host 172.120.39.46 test username userl
Switch (config)# radius-server key radl23
Switch (config)# radius-server dead-criteria tries 2

HTTP 4 —/\D&E

Web XR—2RFEEFHE AT DI, AA v F THTTP —RZ2 A X—TNCTHXERHY £, 2D
H— L HTTP £721% HTTPS DWW NN HOWNWTA X — T NI TE £,

avwv R B
A7971 ip http server HTTP #—Z A 2 —7 M2 L ¥ T, Web _— ZFFFEREIL. HTTP ¥-— "%
LTAHA ]\&%{gb g "j‘nthJE%f’le/\i—aﬂ
A7972 ip http secure-server HTTPS # A4 Xx—7 VI LET,

HAZLRFET B X Web X—VERET D0, ka7 DV FA4 1272 2> URL 2HELE
7,

S,

()  ip http secure-secure =~ N&Z AJ) L7 & &2, EF 2 TRIEVPHEEITONDL L) I 51X
=R HTTP ERAXEFE L72HAETH, 2/ A v A—=3d HTTPS (3% =7 HTTP) U7
HEOITLET,

o FIITHEXL Web N—YDHARF<A R
o WIIm A KT DY XA LY g URL OFEFE
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| OL-26593-02-J .m


http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html

E11E  Web —IBEORE |

W Web R—RBIEDHEE

BEETO¥S Web R—DDHRETA X

ATy71

ATy72

ATv73

ATy7 4

Web X—ZXDFRFEF, AL v FDF 7 4/ N HTML X—YTliE72 <, Y O HTML ~X—Y 32—
‘H_uﬁﬂ#éhéij Web uAL‘uJ‘.Eid‘.) Z’E“C%iﬁ'

jJX&-L\u‘qu7D?Y‘/W€b’\ﬁl/@{ﬁﬂ%%ﬂ{ Té i i"‘)— jJX&AHTML77/])/I/€’X/])/?:
DT Tyva AEVIHEEL, RIZZa—)L a7 4 FXal— gy F—RTCIDXATEZFEITL
iﬁ—o

=1 N B

ip admission proxy http login page file AZAFDAEY T7AI)V VAT LT, T4V D

device:login-filename arA4y X=YORbVIFEHINDE A A HTML
77 A IOFEMERE L ET, device: 37T v =
ATV TY,

ip admission proxy http success page file TN IO TA R R=T O VIEREND

device:success-filename I AZ LD HIML 7 7 A VOFEMAIEE L ET,

ip admission proxy http failure page file TI7HN ORI A RN —=T DR ICER IS

device:fail-filename AL LD HIML 7 7 A VOFHEMZRRE L ET,

ip admission proxy http login expired page file FI7xhoa A CHBRENSA—oRb 0 IER S

device:expired-filename NWBH AR LD HIML 7 7 A VOFFEMAEIEE L E T,

HARA RINTZFRIET 2% Web X—TV 2R ET HBICIE, ROFEBEFHIZES T ZE0,

o WAZ L Web N—UHREZ A R — T NICT DT, WAL L HTIML 7 7 A V% 4 i35~ THEL
T, ARELIZT 7 AV OED 4 RGOS, W7 7 40 b HTML ~— VA S k4.

o INBHAHDOHIML 77 AME, AA v TFDTTvia AFYRIHEMELRITIERY ¥ A,
% HTML 7 7 A VD kYA X% § KB T,

o HNABLN=VLEDAA—=VITTRT, 77 B AFRER HTTP — N LICHFEE LR ITNIER Y £
T, A% —87 M ACL 1T, BHL—LNTRELET,

o HAFL R=UNLONEY 7 IETRT, FHEHA—ILNTOAL X —7 N ACL DR EZHLE
L LET,

o {72 DNS H— NI T7 7B 2T 5I120E, Y 7 F03 A A =DM BERARIFR T, B
= IVNIZA 2 —% 7 F ACL R TETHLENH Y £97,

o AH L Web X—UBKREN A R — T VICERE STV A YA, BXE S 1L72 auth-proxy-banner (X ff
HaInEti,

o WAZ L Web N—UHHREN A R—TNVICRESNTWDHE, u A VORI THY 24
7 v ay URLIIMEHATE EH A,

o HABLN 77 ANDIEEERMRGETHICIE. Z0a~vr Rono BXEFHLET,

HAZ LT Ay RXR=FNT Vv Web 74 —ALThHDHEH, ZORXR=IIZONTIL, ROTEEF

BIZHE> TL7ZE0,

e TUJA Y Tx—IhiE, 2—WILLB2—VLLRXRU—-FOANZZTHIF. 215 % uname 5
L0 pwd & LTRTRERD Y 7,

o NAZL mTA L N=VF R=V FALT U BELINTNRAT =R TURIEEOR L2
EL Web 74— AT HNA N TT 7T 4 AT BERH Y £7,

WOBITIL, BAZLRBFET B X Web X—VE2RET D HEEZRLET,

Switch(config)# ip admission proxy http login page file flash:login.htm
Switch (config)# ip admission proxy http success page file flash:success.htm
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52y 1= R/ < i R I B (27 4
ntu\uJ‘.E?(ﬁ — W%K%ﬁHTML /\O“‘y%;ﬁ%%ﬁ:%

Web A—z@BitnE N

Switch(config)# ip admission proxy http fail page file flash:fail.htm
Switch (config)# ip admission proxy http login expired page flash flash:expired.htm

R OFIC

TlX, BAHZ A

Switch# show ip admission configuration
Authentication proxy webpage

Login page
Success page
Fail Page
Login expired

Authentication
Authentication
Authentication
Authentication
Authentication
Authentication

flash:
flash:
flash:
flash:

login.htm
success.htm
fail.htm
Page expired.htm

global cache time is 60 minutes
global absolute time is 0 minutes
global init state time is 2 minutes
Proxy Session ratelimit is 100
Proxy Watch-list is disabled

Proxy Auditing is disabled

Max Login attempts per user is 5

URL DIE%E
XHLZ

THIENTEET,

RIET B XL Web N—VORELERT D HELZRLET,

=Y FE A VT Nk b URL #i8E

avy kR

E[:3)

ip admission proxy http success redirect ur/-string

FIEN OO LA R —T DR b YT, 2—FD
VEA LY Nekled URL 2ELET,

M 74 AT XA Vg URL R ET 255G, IROIEEFIHEL

o MAXLFIET XL Web R—UHEEEN A X —T IR EESN TN D
URL #EE1Z7 4 E—7 iz &, CLI Tl TE /A, VEA LI v aid, WAX L 0T
A VIR — P TEITTEET,

o UX AL 23 a URL BERENA X —

TINCRE SN TV DA

EH S EE A,

o VXA L7 g URL OREZMRERT HITIL,

WZHE- TLEE W,
VEAL LT g v

éﬁD\

% E &7z auth-proxy-banner

Zoawr RO no BXEHFEHLET,

WOBITIE, P Licu 7 A N4 T 25 # A v 27 a URL 2RET 2 Hika R LET,

Switch(config)# ip admission proxy http success redirect www.cisco.com

WOFITI

Switch# show ip admission configuration

Authentication

Proxy Banner not configured

Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com

Authentication
Authentication
Authentication
Authentication
Authentication
Authentication

global cache time is 60 minutes
global absolute time is 0 minutes
global init state time is 2 minutes
Proxy Watch-list is disabled

Proxy Max HTTP process is 7

Proxy Auditing is disabled

Max Login attempts per user is 5

Il S e T AU XA L7 g URL 2MERT 5 HiEE T LET,

| oL-26593-02-J
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W Web R—RBIEDHEE

Web R—RFBEE/NT A —52 D

ATy71

27972
7973
A7974
27975

Web

R TE

K CTEpal A B ITRIBORREEZZELET, KERLERITREENZDEZ2B2D &, 7747
¥ MIFEHIER, v v F U R RNICHEHELNE T,

avyk

=]y

ip admission max-login-attempts number

KTEon 7 A dfTOR@MEEEZREL £, /E
TE DML 1 ~ 2147483647 [BITF, T 74/ ME S
‘(‘\\?AO

end

¥t EXEC £— FIZED £,

show ip admission configuration

PAET R X UREER R LET,

show ip admission cache

WRET > Y DU A M EFRLET,

copy running-config startup-config

(EE) av 74 Falb—rary 77 A VICRELRRTE
LETS

WROFITIE, Kiwr 7oA AT ORKEEEZ 10 ISRET D HEEZRLET,

Switch(config)# ip admission max-login-attempts 10

BSIO—AHIL INF—DERTE

Web FBRENRE SN TWVWD AL vy FlZua—I/ NF—%FET HITIE, FiE EXEC £ — KN TRDOFIAE

ZRITLET,

ATyF1
A797 2

A7y73
ATv7 4

avwro kR

=]: 5]

configure terminal

Ja—) ar7 4 F¥al—yary T— REEBLET,

ip admission auth-proxy-banner http
[banner-text | file-path]

O—hN RF—F A F—T N LET,

(f£&) Cbanner-text C E ASJL T, I AH L NP —ZER L ET,
2T, CliEREIY g, £ —ICERENE T A0 (B
od, FRFTXANTrAN) BERTT 7 AN NATT,

end

¥eHe EXEC E— RIZRD £,

copy running-config startup-config

UEE) 2v 74 FXalb—ary Z7ANMVIHREFRTELET,

WORFITIX, TMy Switch] £ WIHAZA AvE—IUNERRINTWNDER =N NF—2RETHH

EERLET,

Switch (config)
Switch (config)
Switch (config)

( )

Switch(config) end

configure terminal
# aaa new-model
# aaa ip auth-proxy auth-proxy-banner C My Switch C

ip auth-proxy auth-proxy-banner =~ > FOFEMIZDOWTiX, Cisco.com @ [Cisco IOS Security
Command Referencel] @ TAuthentication Proxy Commands] #Z&M LT 7ZE0,
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Web RA—ZXBERT—42 20%x N

Web R—RBZBEExX vy a T2 M) DHIRR

=1 N E[:3)

clear ip auth-proxy cache {* | host ip address} Delete i 7YmXxy = MU REIBRLET,. v v i =
Ty M) FTRTEEIRT DX, TAX VA7 2R L
FT, VUV FRA MO MY ZEIBRT HI12iE, BE
72 P 7 RLAZ AN LET,

clear ip admission cache {* | host ip address} Delete #WREF 2 ¥ = F VEHIBRLET . Fr v =
T MY FTRTEHIRT 1T, 72&)%7%1%%1/
i#o//7WTXF@I/F)%%%¢ X, BAIR
B2 IP 7 FL A2 AN LET,

Wiz, IP 7 RLZ 209.165.201.1 @27 54 72 MIkT 25 Web X— R v ¥ 3 2R+ 501 %
~LET,

Switch# clear ip auth-proxy cache 209.165.201.1

Web X—RFRER T— 2 ADRT

FTRCOA VH—T =2 A A, FEITHFEDKR— MIKT 5D Web X— 2 DFRGERE L F T 5 FIEIT
WDEEBY TT,

avwv R B#
A7971 show authentication sessions Web X — RZBIFHRELEZFRLET,
[interface type slot/port]

type (Zi1d, fastethernet, gigabitethernet, %7213
tengigabitethernet Z 5§ E CX £,

EE) BEDA v 2 —T = A A5 5 Web ~— 238
FAERRE A F R T HITIE. ¥ —7U— F interface ZfifH L
iﬁ—o

Wiz, 7 a—s 7 Web R— RO AT — X AT 2 EKRTH0 2R LET,

Switch# show authentication sessions

WIZ, FHTEY b A Z =T A X 32712532 Web X—ZADFEIEREEZRKRT DB 2R LET,

Switch# show authentication sessions interface gigabitethernet 3/27
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