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AR LTI,

o [V AT A Avv—y uXrr7ofE] (P31-1)
o [VZAF A AvtE—y aXr7oRE] (P31-2)
o [A~—F vXrrofEE] (P31-15)

o TuX U IUHEOER] (P.31-18)

(E)

FML—FTary Y= ~DRA =V %ETDE,. CPUDHEHRNELS 2D, AL v FOEEIC
TEBE B 2 DAREMADH D 9,

Ayt—L OF T OBE

AA Y FIFT 74NV R T, VAT A Ay =TI debug Fi#E EXEC 2~ > Folihzax v 7
DERCERELET, RE V7 ALUNCEY, VAT A A=V P H—TEET, VAT A
Ave—VEERTHAZ v T AL, RAMNE hostname-n DT THML (i1~ 9 DA
AvTFEKS), MhEAX v ~2AF—puXr s 7avAYVXA L7 NLET, AX VT <R
H—lFZ AR T AUNTTR, FORARNIZIVAT A AvE—VOKRBICENSAFEAL, 2XF
7 FuktRiEn s Ave—VE&s0 GREICGLT, B Ny 77 REIRE, UNIX Syslog ¥ —
N E) ICEETANEARELET, eX S FukRE, arY—ilb AvE—UEEELE
R

Syslog 7 #—~ v k% 4.3 Berkeley Standard Distribution (BSD) UNIX & H#MERNH 0 F9,
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ATFL AyvE—L AXVTDERE

DX T ARNT =T NVOEE, AvE—ViTar Y —IlOREEENET, AvE—Y

ITERBHOEESIND 2D, Ave—VBILOT Ay FHACE T a7 bofio a< > Kol a3vE|
NIABET, AvE—URNT I T 47 Rary I — Il RENDIDIL, AvE—V2ERLE nEX
BETLTHLTT,

AvE—VOEREZHELT, Y ABILOFERICERINDIA v E—VOF A T HFHIHTE
FT, O A=V HA L AL T HFRELED, Syslog HELT FLAZHKELEZYV LT, Y
TIEALOT Ny JHERERS L OVEHRE 2 b T 9, REINBA vE—JIZoVTIH, 2DV
V=2 Z5ETEV AT A A ytE—2 HA RESRBLTLLEEN,

BX T EINTEVAT A AvE—VIIT 7 ERATHITIE, A vTFDoav s RIf A2 —TxA
A (CLD ZfERT 20, F2IX@EUICERE SN Syslog —NIZZNHEDV AT A A v —T %R
FLET, AAMvF VY7 b7 =TL, Syslog A v —V&AZ L KTy AL v F EORNENY 7 7
WRFELET, A v TF AZ v 7 OREIE, A¥ v d v AF— REIZBRFELET, AF U RTRrY X
AYTFERIFAZ v v AZ—ICWENBETHE, RV 2T T v va AEVIRIFELTNRBST
Bh. v ixkbnEd,

VATA AyE—VEVE—FTE=FTHITE, Syslog =R ETRIZERFZT L, F720T
Telnet HA5WNEa > Y — L R— MREHATAAL v FIZT 78 ALET, AL vF AF v 7 TlE, +C
DAF 7 AN aryy— iy, Rtary—n2rBhRHESNET,

VATL A ytE—D OX T DRE
e [RFL vl AyvE—YDT74—~vv M (P31-2)
o VAT A AvE—VY aX I OT 74 NEE] (P31-4)
e Ayt —vaXrro7rv—70b) (P31-4) (LE)
o Ryt —YRIRHET NA ZADFHE] (P31-5) (EE)
e m7/ 2yt—UoRH) (P31-6) ((LE)
o (BT Ry —=VDEA L RAZLTDA =T NEBLIOT 4 =711k (P31-8) (FRE)
e BT Rot—VDV—l UV ABFOA =T MLEB LT 42— {k) (P31-8) (EE)
o Ayt —VEKEDOEH] (P31-9) (EE)
o [BIET—7 /8 L0 SNMP (2[5 &5 Syslog A vE—V O (P.31-10) ((BE)
o IFEEHE N —DAF—7 1) (P31-11) (TE)
e [UNIX Syslog #— 0% &) (P.31-13) ({E&)

DARATL AT AyE—SDITH—T Y k

VAT A BT Avt—UEFRKS0 XFE =k FEE (%), BLOZORNCEEIND ATV a
YDl U AFERIA DAL TR BRESNTVOEE) THRRShTHwES, Avt—v
i, ROT7 +—~ v FTERRINET,

seq no:timestamp: %facility-severity-MNEMONIC:description (hostname-n)

=t MNFLBDORID A v —UE551%, service sequence-numbers, service timestamps log
datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 723 service
timestamps log uptime 72—/ VL 27 4 ¥ a2l —v a3y av s ROBREICI > TEDLY 77,
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YRFL Ayb— nxvdone B

7 31-1 12, Syslog A v E—VOHEEEZRLET,

£ 311 SRTFL O Ayt—CDER
EXR HL
seq no: service sequence-numbers 70— Nl 22T 4 X al—T a3y avy RRFESNTHDHHA

. v Aye =V = U RAF S ERAZ T LET,

HHICOVWTIE, T Ayt =YD= UV AFZOA F—T LB L OTF 4 E—7 11k
(P31-8) ZZMML T I,

timestamp D7 4+ —< > | A vyE—IFEIIA X FOHEETT, service timestamps log [datetime | log] 7' = —/ 3L =2
N T4F¥al—vary avy RRREIN TV LIHAEET, ZoF@RFrEnET,

mm/dd hh:mm:ss FHEMZOWTIE, 87 Ay —VDH A L AZ L TOALX—T B LIOT 4 B—7 11k
(P.31-8) #ZML T ZEW,

F2X

hh:mm:ss (FLRFRE)

E

dh (W)

Jacility A v —URBBT 5 (SNMP, SYS 72 &) TF, HR— SR HHED BT o0 T,
# 31-4 (P31-14) =&ML T EE0,

severity AvbE—VOEKRKEEZRTO~TO1HOa—RTT, BREOFHEMIONTIE, £ 31-3
(P.31-10) 2R L T 7EEW,

MNEMONIC AyE—VE—BIRTTHFAN AN T TY,

description LAR—FINTNEAXRY NOFEMERTTHFA N A MY 7 TT,

hostname-n (X 5 AR T AUNDIKRANGBLIORRAZ Y IVNDARAL v FHK S, AE T v AZ—FTAZ 7 R

-n) VRTETNR, TORAFE VAT L A vE—VORBICENSAEZEA,

WORNT, AX v I v AFX—BIORAK v 7 AN (FA ML Switch-2) (CHIRT DAL vTF VA
Th A=V O—EGTT,

00:00:46: S$SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: S$SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

00:00:46: $SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: $SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed
state to down 2 (Switch-2)
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DRTL AvtE— AX U TDTIAILMERE

% 31-2 DRTL AYE—S OAXIDTIAIL NEE

BERE T4 NEEE

A= ANDYAT A A=Y aX s A X—=T )V

Y= VOEKE debugging (& L UEKMEAIZ LV KV L,
# 31-3 (P31-10) =&R)

a7 77 A NVERE T ANBDEERL

gy Ny 7y A X 4096 /X1 h

a7 g A X 1 AvE—v

B AL AR T FA4E—T

EE =S TA4E=T

Xl = T AE—T

Syslog #— "D IP 7 KL & R

RELE T — Foe—7

— SFRE Local7 (& 31-4 (P31-14) &)

H— DK informational (3 X OEUERIIZ L D KW L~UL,
# 31-3 (P.31-10) &)

Ayt—o OX DT« tE—T Ik

ATy71
27972
27973
A7y7 4

ATy75

A=y aX 3T 74N R TS RX—TNVICEESNTHET, 2 Y=L PUSADONT D5
T A B —VEEETIERIT, AvE—Y aX o 724 X—T N THUERHY £, A v
=Y X IR X —TNVOEE, vl Avke—iEeX S ek ACE EENET, u¥X s
Tut A, Ave—UEAERT IR YR LR LAV G ESTICEREE L =T,

Aoyt —v uX T ET 4 —TNMIT DT, B EXEC E— FTROFIEEZETLET, ZOF
JEFAEE T,

avUF iy

configure terminal Jua—rL ar 7 4 X¥a2lb—ay B— NEEBLET,

no logging console AyE—U aX o TET 4 —T NI LET,

end H:HE EXEC E— NIZREY £,

show running-config HEEMERLET,

EJ N

show logging

copy running-config startup-config EE) av74Fal—yay 77 A NVICERERHRELET,

X FaeRET =TT AHE, AvE—URar Y - MIEZIAENSETT B ERT
@ﬁﬁﬁ%%%fé%%ﬁ%étb\X%/%@@@%Wﬂﬁ?? k#%@i# X/ 7o
BANRT 4 =T NVDOHE, A vE—VIEERETCIC EFIXa~y FHAICEVATLET) v
VWL RRRINET,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4

0OL-26593-02-J |



| £31E SRTFALAvE—L OF¥LIBLUVRR—F OF VT DEE

YRFL Ayb— nxvdone B

logging synchronous 72—/ N)L 2> 7 4 Xalb—Taly avwr R, aryV—~DAvE—UFK
R LET, Z0a~vy FaA X —7 0T 5 L, Retun 2SI RITNIEA v E—UBRRREN
FHA, FEHICONWTIE, 17 XAye—YoRME] (P31-6) 5L T EEN,

Av—y aX o ET =T M LTERICFEOA 2 — 72T 5I21E, logging on 7' —/ 3L =2
Y7 4FXalb—varawr REFEHLET,

A yt—ORRI|ET/INA ADEE

A= 8X L INA R —TNAOHEE, 2V AT TRIUIFEDOERFTICH A vE— V% EET
xFET, AvE—VOZEHEHERTET DI, B EXEC T— R TROa~ > FE 1 DE 7138
FRALEYT, ZOFIEXMEETT,

avwyk B#
27971  configure terminal Ja—r)L ar 7 4 ¥al—ay T— FEABEBLEST,
AT972  logging buffered [size] RB U RTRY AL v F Bl ETE A v T AL v I OBEITA

o) wAB— LT, v Ay —VERNHBANy 77 ICRFELET, 15
ETE DHAFAIL 4096 ~ 2147483647 /S N CTT T 74NV DRy 77
P A 13 4096 XA T,

AR RTRY AL v FERITAL v <A —|ZBENRRET D L
0y 7 ANETTvia ATEVIEGFELTWAEN-E8E, s
TrANMIERbNET, AT v 74 E2BZML T EEN,

GE) RNv 77 FAXERETELMMICHRELRNTLEE N, o
VEEIHEAT AT RARRETHIENLVET, AL vF LD
eExTuty¥ AEY ERRFT DL, show memory FikE
EXEC a~ > REMHHALET, 2770, BRENDEEHHTE
LDERFETHDHIZO, Ny 77 A X% ZOEICHE LT

<TEEvy,
27y73  logging host UNIX Syslog #—/3 AR A MZ A vE—T &7 L ET,
host 121X, Syslog —/ 8L LTHMAT R A FOLARTEIXIP 7 F L
ArIRELET,

ns Avw—U%%ETDH Syslog —"DV A NEERT DI, 2
Dawy FeBEREIATLET,

Syslog % — /O EFMEIZ DV TiL, TUNIX Syslog H—/SDFIE
(P.31-13) LTI ZS W,
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W S xFLAvE—Y aX TOBRE

AT97 4

ATv75
27976

ATy7 71
ATv7 8

avwyFk

B&

logging file flash:filename
[max-file-size [min-file-size]]
[severity-level-number | type]

07 Avk—VE7T79v3 a2 AFRVDTFANLRICARNT LET (AH
VR TuY AL vFE BBVEIAL T AL I DERRITAL T
v AH— 1),

o filename \Zi¥, BT AvE—VDT A NLEATILET,

o (EE) max-file-size \Zi%, v 77 A VORKY A XERELE
9, fHETE 2L 4096 ~ 2147483647 T9, T 7 4 /v MiZ
4096 /51 FCF,

o (EE) min-file-size \21X, 727 77 ANDER/MNI A XEFELE
9, fHETE 2#iFEIL 1024 ~ 2147483647 T9, 7 7 4 /v MiZ
2048 /N1 KT,

o (ERE) severity-level-number | type IZI%, v ¥ VT OERKEE 1T
XTI TREELET, HEAEICHEETE H#AIT0~7 T
T BX LT XA T F—U—RO—EIZONTE, #£ 31-3
(P31-10) ZZMWL TSV, 774/ TR, 79T Ay
=Y BIOHEMNIZEVEWLXLDA vy E2—URr s 77 A
MK SNET,

end

b EXEC E— NIZED 77,

terminal monitor

BEOE Yy a iz, aryy—LUNORIZA vyE—V 2308 L E
‘d—o

MR NRFGA—F a7 4 Fal—Tary avy RIr—hLUTHRES
N, By oa O THRIZENC/RY 9, TR0 T XAy —V52ER
THEEGIT, By arTLItioRT v FEETTALENH Y £,

show running-config

BEEMRLET,

copy running-config startup-config

UEE) =2v 74 Fal—ay Z7ANVCREXHRTELET,

logging buffered 7 o —/ )L 2> 7 (Xl —v gy avr NEETTLIE, B A vv—URRNK

Ny Z7ilabt—shEd,

BENY T 72D T, Ny 77BN b e, Ayt —U08H

LWAyE—UTEEMIONET, Ny 77 TSN A vy =V EEKRT 5T, show logging
it EXEC a~ > FEMEMLET, Ny 7 7HOROEWNWA v —VRRAICFERINET, Ny
77 ONEE 27 U T+ 5I21E, clear logging ###% EXEC =~ F&HHA L £,

FFE D PoE TR L7z R

— b T Power over Ethernet (PoE) 4 XY hOBEX V7% A F—T I LT-

DT 4 E—7WIC LY T 5I2IL, logging event power-inline-status 1 > % —7 = A 27 4 ¥ =a
L—Yvay avwr ReEALET, 26O FR—bh~0uaXo 7, 57440 8 TA X—T7 L TT,

ALY = ~DUX T BT =T T HITIE, no logging console 7 v — 3L 2T ¢ ¥ o b —
varvavwry REFRLET, 77 A ~ORF U T ET 4 B—T7LICT HITIE. no logging file
[severity-level-number | type] 77—/ 3L a7 4 Falb—vay avy FEERLET,

Oy Avyte—o0NRAEE

REED 2y Y —)b AR — MEFEE 72X REIRR ISR LT, FEREEFER A v & — % LU debug $5#E

EXEC =2~y FOH % %(E

FRT AL AOHAB LT r T e RIlsEs N TEET, &

REWDSCCHMPICHNEND A v =V DI A TEHFFETEET, £2, WROHERHA v —
PHIBRSN D ETHREFLTEIANAY 77 DRREERET DI EHTEET,
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HEEEFHRA v E—TYEBLWdebug 2~ FHOOREa X2 7B A X—T NVOHE, EIEFHERT A

AAMNR 2 Y = VKRR EITHR SN BIS, FEREFERT S 2020 O 0 F R E I i3 FI]
ENFET, FEEHERAvE—VBIWdebug 2~ FOEAIE, =2—FANATn 7 FRESN

TeRIC, a Y= MIIERREINET, LER-> T, EFEHRA vy -V LW debug =~ FOH

N, EEFERT AL ARNDBLOT e 7 MIEIVIAENDZ E13H D A, EEEFHRA v E—
UREFRENTRKIC, 2y —Ea—Y Ter T N EFFRRLET,

FIHio X 7 2R ET DL, $## EXEC T— R TROFIEZETLET, ZOFIEIEETT,

avv Rk B
27971  configure terminal Jua—r ar7 4 X¥al—vary B— REEEBELET,
27972 line [console | vty] line-number Avb—UORMEXEL Y ETI L 9IC. BEErRELET,

[ending-line-number ¢ ALy FOAY YL F— b ER LTHDASREICH,

console ¥— U — F&HEHA L £,

o XL 7% A F—TNMIT D vty FRERET H121F
line vty line-number =~ > FZafEH L £9, Telnet v 3
ZNLTITORDREICIE, vty BRiA2 A LE 4, FRES
WZHBECTE HHPHIZ 0 ~ 15 TT,

16 A0 vty BB OBRE 2T =T —EICEET 510013, KO L HIZA
HLET,

line vty 0 15

Tz, BEOERICHEA SN TS 1 DD vty [BIFROFH E%Wﬁﬁ“
HEHTEET, HERE, vty B2 OREELE T HIC
WDE SN LET,

line vty 2

Zoaxry FEANTHE G4y ar7 4 Falb—vay £
NIz72 0 £9,
27973 logging synchronous [level [severity-level | | 2 v & — ORI XL V5 A4 F—T M2 LET,

all] | limit number-of-bujfers] o ({LE) level severity-level 1213, A v tE—TVOBEBRKEEZFEL
F9, ERENRZOMLUETHS A vE—U1F, ERBICHD
SNET, ERNSWIEEEREFRE S, ERRESWIFLE
KREZNSLRVES, 7740 ME2 T,

e ({EE) levelall 25 E T 5 &, EREICEHHRZRL, T
Av—UnIERBICHDEINET,

o ({EE) limit number-of-buffers (2%, ¥ = —A > 7 SN DR
DRy 77 BEB/ELET, ZNEBADIH LA vy E—VIF
BEFEINFE T, IBETE HHIFHIL 0 ~ 2147483647 T3, T
7 4V MiE 20 TH,

7974 end M EXEC T— FIZR D £,
27975 show running-config REEWRBLET,
7976 copy running-config startup-config EE) av74Xal—ay 77 ANIREXRELET,

FEREFFHRA v E—VBLOT Ny ZHHAHORM AT & —7 1127 5121%. no logging synchronous
[level severity-level | all] [limit number-of-buffers] 74 > a7 4 Xalb—rary avy NEEHL
Er AN

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
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AT Avt—PDRALREZTDAR—TEEEKUT 1 E—TILE

FIFNLIRITIE, B AvB—JIZFE AL AFUCTFRERENEY A,

0y A= DEA L AL T A F—TNMIT DT, ¥t EXEC T— FTROFIEEZEITLE
T, ZOFRFEETT,

= S B
A79y71  configure terminal sa—sy a7 4 F¥alb—va s E— RelBLET,
27972 service timestamps log uptime 0T DEALNARE T A F—T VI LET,

EJ/ s RHIDA~Y REFE[TTLERn T Ayt —VDF AN A

service timestamps log datetime [msec] [localtime]
[show-timezone]

VITWA R =TI VAT A EFHIEE) L% ORIE
AR REINET,

2/EDODaT L REFEITTHE, B AvE—UDF A A
AP TNA X =T N ET, BIRLIZAT Va3 1
JEUT, B—H)L AL — UL U B, R

(RUR), FAL =V BEFA L AX T ELTERT
xFET,

27973 end Rt EXEC £— FIZRE Y £,
A7974  show running-config REAERLET,
27975 copy running-config startup-config UEE) 274 Falb—rvaly 77 A NVICREEZHRFLE

‘j‘o

Ay Ayvt—

ATy71
A7y72
27973

TRy T Ay—=2bual Avg—VOMFOEA L AZ L TET 4 2—TWIZT HIZIE. no
service timestamps 70—/ 3L 27 4 X2 L —T gy avr NEFERHLET,

KIZ, service timestamps log datetime 7' 72—/ )L 2> 7 4 Xa b —vay avwy Ref x—T7LC
LB EeEon FRRO—HERLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
(Switch-2)

&IZ, service timestamps log uptime 72—/ 3L 2> 7 4 Fal—v gy avy REAf x—7LCL
Tehaon FRRO—FMERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)

SOV—TRABEDA F—ITNEEEIUTFT 1 —T L

oo Avb—DH AL AR UTRREICICRDZZENRDDTZHD, 1 DO X vE—% FEREICHR
BTELXHICT, AvE—VWCov—F AFFEFERTEET, 774V T, v Avt—VIC
V= U AFBFIIEREINERA,

BT A=V DU U AFGEAF =TT HITIE, B EXEC £— FTRO FIRZ FET L&
T ZOFHEFIEETT,

avwUFk B

configure terminal sa—sar 4 Xal—var T—NElBLET,
service sequence-numbers =TV AEFE G EARX =TI LET,

end 5t EXEC E— RNICRE D £,
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avw> kR B#

show running-config WEEMWRLET,

copy running-config startup-config (EE) arv74Xal—ay 774 NMVMIEREXIRIFEL
9,

V=l VAR T ET 4 —7 T HIZIE, no service sequence-numbers 72— /3L 2T F o
L—vay avwr REEALET,

WIZ, V=TV AFEGEAR—T NI LESEOR X U IV RRO—HE R LET,
000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36) (Switch-2)

Ayt —CEREDES

BINLTET NS RAZEREIND A v =V %GIRTHI2E, AveE—VOEREZRELET

(3 31-3 2&H),

Ay —VOEREZERT DL, HE EXEC E— FTROFIEAZFEITLEST, ZOFIEIIEET
7,

avwvFr B
A7971  configure terminal Jua—nNL ar7 4 ¥al—ay T— REBEBELET,
A7972 logging console level Y= VTR END A v =V EHIR L ET,
TIANET, ary—=V@3T Ay 7 Ayt—v BLOHEMNIC L
DIRNL LD R =T %%ZELET (F 31-3 (P31-10) &),
27973 logging monitor level SARRFRICFEESE SN A v E—VEHIR L £,
T 74N RNT, WRIET ANy 7 A v—T BLOEMEMIZ LD KN
LARLADAyE—UEZELET (F 31-3 (P31-10) 25,
27974 logging trap level Syslog r— NIZFEEREND A v E—VEHIR L ET,
77 4V h T, Syslog »— NHEMA v E—Y, BLOEMEMIZLY
BN~ DRA =T %ZEFELET (F 31-3 (P31-10) &),
Syslog % — D% E FMAIZ SV TiL, [UNIX Syslog ¥ —/ D% E |
(P.31-13) Z#ZBL T EEW,
27975 end ¥ EXEC E— RIZREY £,
A7976 show running-config AR LET,
EelEe
show logging
A7977 copy running-config startup-config (FE) avr74F¥al—vary 77 A NVICEREEZRELET,
>
GE)  level ZIFETDHE, ZOL VDR v —Y BRUOBIEMICE VRN LNALD X v — W55k

KRENET,

| oL-26593-02-J
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A= A~NDRF T ET 42— T HITIE, no logging console 7 72— N)L 22T 4 ¥ o L —
var avyFEEALETS, ar Y =AM KR~OR X T E2T 4B =T T HITIE, no
logging monitor 70—/ )L 27 4 Fab— g avr FE@HALET, Syslog —~Du ¥
VT 4 =TT BHITIE, nologging trap o — )L 2T 4 X ab— gy awr RElH
LET,

# 31-3 1T level ¥—V—FZRLET, £/, 57T 5 UNIX Syslog £ 4, EREOR S HEWOH D
MBJEICR LET,

# 31-3 Avt—T AXUY level ¥—7—

level ¥—7—F LARL B Syslog &%
emergencies 0 AT AIRLEETE LOG_EMERG
alerts 1 B BER LB 23 4 B8 LOG_ALERT
critical 2 VAR Y %ISIN - LOG CRIT
errors 3 = —JfRHE LOG_ERR
warnings 4 L e N E LOG_WARNING
notifications 5 EFEENEREE TS HR0E LOG NOTICE
informational 6 [ERA v =720 LOG_INFO
debugging 7 TR T Ay—y LOG_DEBUG

V7 U =TIE, TSN O 40D T A DA =V EERLET,

. P =T EEAN— FY =7 OBREEICET 527 — A v k— : warnings ~ emergencies
ODEjU“'Ci'%/Téﬂiﬂ”o IDHAT DAy =V, A v TFOERBICEERNHLDLZ L ERLE
T, ZOMIMELSLOEEFIEIZOWTIE, 2OV Y —RICKHIETIVAT A Av®—2 A KR
EHERL TSN,

e debug =~ ROH ) : debugging DERE TR IREINET, BFE. 73y a~v NiE
Technical Assistance Center (TAC) TOIFEHA I E T,

o AUH =T 2 A ADT v FERIFIE T FToVvar AvE—VBIVVAT AFEEIA v
+— / notifications D EKE TERINFE T, TORA v E—VFHERZAERTHD., 2, v FOD
REBICIT BN DH Y TR A,

o Jun—KRERLETa kR ZAZ v 7 A vE— : informational DEKRETCEREINET, 2D
AvE—VIHERIBERTHY, A v T OERBIITEENDH Y THA,

BET—JILELY SNMP [iE{ESh % Syslog # v t—COHlR

snmp-server enable trap 72—/ 3L 227 4 ¥ a2 b— 3 a~vr &M LT, SNMP Network
Management Station (NMS; x> bV — 27 FBHRAT —3 3 ) IZEEFEEND X 512 Syslog A vtE—
NI Y TPA R =T NMCRESN TV DHEIE. A v FORET =T VITEEBIOEHENLD A Y
- VOEKEEZERTEXET, £/, BET T VICENEINDA v E—VOKEERETLIZ LT
TET,

SNMP k7 v FFSEE~DRIZENRIEI N TRV D, A v =3 BET —7 Vg ESnE T,
T 7 4 b T, Syslog b7 v 7 WA X —T N TRWVES S, EAED warnings D A v & — BX
OB E VRN A v E— (FF 31-3 (P31-10) 2Z5H) 23, BET—7 I 1 oS hvET,
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YRFL Ayb— nxvdone B

EREBLOBRET —7 1V A XOFT 7 4V MEEERET 521X, F7#E EXEC E— R TROFIEE 5=
TLET, ZOFIRIFEETT,

avwyFk B&

A7971  configure terminal sa—n)arz 4 Xal—vay w— FElBLET,

27972 logging history level' JBIEZ 7 A T E ., SNMP #— Z3%(E S5 Syslog 4 v —
DT T AN FOERELZERELET,
level ¥—U— KDY A MZHOWTIE, # 31-3 (P31-10) #BWLTL 7
S,
7 7 4/ h TiL, warnings, errors, critical, alerts, IO
emergencies O A vt —UNEEEINET,

A7973  logging history size number JBRET — 7 NAHEHNITE D Syslog A vE—VUHERELET,
T7HNVETIEL DDA v E—URRMHENE T IBETE 28X 0 ~
500 T3,

27974 end FrtE EXEC £— FIZR D 7,

A7975 show running-config LEAERLET,

A7976 copy running-config startup-config | ({L%) =L 74X al—Sar T A NMCRERREFELET,

1. # 31-31Z

. level ¥ —U— %kJ:U\E)\VZET LEd, SNMP 2 L TV o HAIE. EREDMEDN 1 ETHAET, 2L 23,

emergenczev £ 0 TiEAe< 11T, critical 1X2 TiX73< 312220 £7,

BRET —7 A0 X 0054 (logging history size 70—/ 27 4 Fal—y 3y avw KT
BELERKA v E—Y = VBB ENTVEEE) I, FiLnAyE—Y 2 MY 2T
D&, by YR T =T AnbHIBRISET,

Syslog A v =Y Ou*¥ o 7 %T 740 FOEKREICETIZIE, no logging history 7 m— 3L 2

Ta4F¥alb—varyavwryFeHLES, BET—7AHNOA v —V8%ET 7 40 MEIZRETIC

i%. no logging history size 7 o —/ )L 27 4 Fal—v a3y a<wr REHRALET,

BREZEEOH—DA r—TILIE

avw RIA v A F—TxA4 A (CLD) TIToiRELEE N T v XV VT AR ER T —% A
X =TT H T N TEET, logging enable FFELAEr /— a7 4 Falb—rvay avy Kz
ANTHE, BELABHIZANESN-Ey gy, a—FBLOavy R JIciigan:d, ®E
a7 0% A XF1~1000 = hOMTHETDHZENTEET (F 74/ ML 100), no logging
enable =~ > KD#IZ logging enable =~ > K2 AL TrX¥ o 7427 4 E—T7 ML THUA 13—
TMNZTHIET, WOTHLRITEIT VT THIENTEET,

show archive log config {all | number [end-number] | user username [session number| number
[end-number] | statistics} [provisioning] ###% EXEC =2~ > F&#H L C, & En /&R EidfEe L
TR TGA—Fou s 2R RLET,

FT7HIN N TREDX L NEIT 4 =TIl > TWET,

av ROFEMZDOWTIE, RO URL I2H 5 [Cisco I0S Configuration Fundamentals and Network

Management Command Reference, Release 12.3 T] LML TL7ZE 0,
http://www.cisco.com/en/US/docs/ios/12_3/configfun/command/reference/cfr 1g04.html
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W 274 2v&— nXoy0EE
REBRF L T oA X—TMIT DI, FtE EXEC E— FTROFIEZETLET,
avwyk By

A7971  configure terminal sa—n)ar7 4 Xal—var E— FERBLET,

27972 archive T—HAT ar 74 ¥al—vay T— ReitLET,

27373 log config REEFOH— ar T 4 Fal—var T— REfBLET,

A7974 logging enable RELEFaX L VA F—T NI LET,

A7y75  logging size entries () #ER 7 TREBT 5Ty N KERELE T, FHETE 54
i1~ 1000 T¥, 774/ X100 TT,
GE) BEvI/DB0oldWichsd, Hiflor NI BALENET-W

WEbivwe Z = MU REHIBRERET,
27976 end ¥t EXEC ©— FIZREY £,
A7977 show archive log config REQ T FRTHILET MU ZHERLET,

WIC, REEF T —%A X =7 M LT, rnZ70Ox bV EE 500 ICRETHH 2R LET,

Switch (config)# archive
Switch (config-archive)# log config

config-archive-log-cfg)# logging enable

Switch (config-archive-log-cfg)# logging size 500
Switch (config-archive-log-cfg) # end

(
(
Switch (
(
(

RER 7 OHNBNTIRO LY TT,

Switch# show archive log config all

idx
38
39
40

radius
41
42
43
44
45
46
47

sSess

11
12
12

13
14
14
14
16
16
16

unknown
unknown
unknown

unknown

user@line
user@vty3
user@vty3
user@vty3

user@vty3
temi@vty4d
temi@vty4
temi@vty4
temi@vty5
temi@vty5
temi@vty5

Logged command
Ino aaa authorization config-commands

|Ino aaa authorization network default group radius
Ino aaa accounting dotlx default start-stop group

|no aaa accounting system default
|interface GigabitEthernet4/0/1

| switchport mode trunk

| exit

|interface FastEthernet5/0/1

| switchport mode trunk

| exit
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UNIX Syslog H—/\DxX5E
WIZ, UNIX #—30D Syslog 7 —F L Z#E L, UNIX VA7 A o X 7H#EZ ERT 5 FIEIZON
THHALET,

UNIX Syslog T—E>~DOY A yt—

VAT A vy A vE—T% UNIX Syslog % — /M2 k(59 D A0, UNIX $— /3 LT Syslog 7 —% >
ERETLSLENDHY £T, ZOFIEIEETT,

root LLTRITA L, ROART v T HETLET,

(GE)  &H/N—T =2 O UNIX Syslog T —F > OFIIE, T 74NV TRy NU—27 050 Syslog 737 v b
EZFANBZNEORHY ET, ZOLIBRVAT LADOEEI, Syslog A vE—YDUE—F X
Tl AT —TNWITT HITIE, Syslog 2> B T4 VGEBMETITHIBRT 20ER R H LA T2 a &,
UNIX @ man syslogd =~ > F&&EHLCHBIL £,

AT9F 1 Jete/syslog.conf 7 7 A MZIKD L 5 7efT% 1 4TBILE T,
local7.debug /usr/adm/logs/CiSCCLZOg

local7 ¥— 7 — KL, T 20X V#ELZEE L £, BREROGEMIZOVWTIX, # 314
(P.31-14) 2L TSV, debug ¥— 7 — Fi, Syslog DEKELZIEE L ET, EHKREOFEM
ICONWTIH, % 31-3 (P31-10) #BHLTL &L, Syslog F—E ik, ZHhE EOEKEDOHAE
W2, RO7 4=V RTHEINLE 7 7ANMCA Yy E—VEEELET, ZD7 7 A&, Syslog 7—
FUICEZABIMERP D LBEF7 7 A L TRIFIER Y XA,

AFvF 2 UNIX V=)L Fur7 NMokOa<wy REASLT, 87 77 AV EERLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AFvF 3 Syslog T—FUICH LR EEBM ST LT,
$ kill -HUP ‘cat /etc/syslog.pid’

FEANC DWW TR, DA @ UNIX 27 A man syslog.conf 35 0" man syslogd =~ > REZ&H L
TLIZE,

UNIX X T L AX T HBEEDRTE

VAT A BT Ay URIET N RZEGFET DEHA L. A v E— % UNIX Syslog #EEM 5 E1(E
SNTAvE—VELTHETALICVATLAEZRETEET,

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
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|
\

ATy71
AT972

ATv73

ATv7 4

ATy75
AT976
ATy7 T

[l Catalyst3750 R4 v F Y2 byz7 av74Fal—av (4 F

ATFL AyvE—L AXVTDERE

UNIX VAT LEREA v — v XU V2R ET DL, 5 EXEC T — R TROFIEEZFEITLE T,

ZOFNEIEETT,

avy kR

E[:3)

configure terminal

Jua—r ) ar7Z 4 X¥alb—ary B— REBLET,

logging host

IP7 KL A& AJ LT, UNIX Syslog #—/3 7 2 T2 vt —2 % idk
LET,

n/ Avv—V%%ET 5 Syslog F— DY 2 FEEKT DI, 20
a~ s FEBEEEATLET,

logging trap level

Syslog h—NICFLEEND A v —VEHIRL 7

77 4V M TiX, Syslog — NFT@HAIA v E—VBLOENL LY TOL
NNV DA =V EZELET, level ¥F—TU— FIZOWTIE, £ 31-3
(P.31-10) &ML TS,

logging facility facility-type

Syslog #éRe &2 5% & LE 3, facility-type ¥ —7 — NIZOWTIE, % 31-4
(P.31-14) 2L T EEW,

57 4V Mi% local? T,

end

¥ EXEC E— RIZEV £,

show running-config

REZMER L ET,

copy running-config startup-config

UEE) v 74 Fal—ay Z77yANMVCRETHRTELET,

Syslog ¥ — %I 511X, no logging host 71— /N\)L a7 4 Xal— gy a<vr ReEEHAL
T. Syslog ¥ —XDIP 7 RV AZBELET, Syslog br—"~0uaX o 727 =7 NMIITHIZ
L. mnologging trap 72— )L a7 4 F¥Fal— gy avr REASJLET,

#3141, V7 U7 THR—FENTWD UNIX VAT AEREAZ R LET, 26 OBEEDZEM
WCOWTIEL, ZHHAO UNIX X —F 4 7 VAT AOBE~=2T7 V2B L T ZEW,

& 31-4 X >4 facility-type ¥—7—F
facility-type ¥—7—F BieA

auth FA[ AT A

cron cron ##HE

daemon VAT A T—F
kern B —F )V

local0 ~ local7

O—ANVIZERINTZAvE—T

Ipr FGAL FVE VAT A

mail A=) VAT

news USENET == —2X

sys9 ~ sys14 VAT AT

syslog YAF L uy

user a— R

uucp UNIX 7205 UNIX ~Oa v — VA7 A
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AX— b+ OF VT DHRFE

Avw—huaXTE, HOEDPLDLERINTWVD N H—Fida—VFIcLoTERESINZ N H—
WZHESWTARry b 7e—Z2RDiAR, =7 AR— T DA =X %x#EMmLET, Cisco I0S
Release 12.2(58)SE LIED A A v FTiLk, IROA XYy MIKLTAY— b BX U IR R—FINT

WET,

e DHCP AX—Vt' 7 EK

o HA4FIv 7 ARP A VAT v a ViEK
e IPY—AH—FTHERENZ T T 47
o ACL THHEIFERINZ T 7407

Av—bh aX T EFERATHICE, Av— N BF U T EA R —TICT HERICIRE T 5 NetFlow =7
AR—H ZHICHE L TBLLENH Y £7, Cisco Flexible NetFlow D% E H¥EIZ DWW i, [Cisco
10S Flexible NetFlow Configuration Guide, Release 12.4T)] % ZMR L T Z &0,

http://www.cisco.com.do/en/US/docs/ios/fnetflow/configuration/guide/12_4t/fnf 12 4t book.html

A<w—h XU 0Bk

BE SAToA X MR LT NetFlow /37w R23MERR S hu, SN D

NetFlow [UELEICC D7 v bRRESNET, Av—b oXr 7 By 23, RS ry
FOEAERLET, A4 v F L NetFlow IEEEEDOH Ty A 128 Fry sl 2
DENT, WEEEICKEESNIAT Yy FOBERITIZZRY £,

Avw—hBXUTE, A v FLETTa =N X—T NI LET, TDH%, Av—h rX 7
NAHWAIDA R M EHRETEET,

AR—hkOX250D4 1r—TILE

Aw—h BX T E T o= A X =TT BT, B EXEC T— R CTROFIEEFEITLET,

avy kR

E[:5)

27971  configure terminal

ya—r L ar74X¥al—ary EB— REREELET,

27972 logging smartlog

Av—h XL L T LET,

A7973 logging smartlog exporter
exporter_name

Aw—h vl =7 AR—%%FELE£9, Flexible NetFlow CLI % fi f
LT, HOMUDTIAR—FEREL TBIMLERHY T, =7 R
R—H B PIFE LI WIS I7~></Jz URERENET, T4
JVERTIE, AL TN 60T L —ZERNEEBEICEE LET,

A7974 logging packet capture size
packet _size

(&%)I7xﬁ~&m%%énénﬁyb@%4z%&ibifo%E
T BHIAL 64 ~ 1024 51 b (451 NHfD) TH. F7 40 hoY
A K% 64 /54 N T

GE) A7y b ¥y T Ty FA XEMRT L 1Ty b h 07
B— La— RSB LET,

27975 end

¥ike EXEC E— FIZR D £9°,

A7976 show logging smartlog

B & RS L E T

A7977  copy running-config startup-config

(BB av74Xal—vary 77 A NVICEREEZRELET,

| oL-26593-02-J
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WM zxv—roXosonE

DHCP X X—FEVFERDAI—F OF 5 DA4 2—TIL{E

ATyF1
A797 2

ATv73
ATy7 4
AT97 5

HAF =

Uik

ATy71
ATy7 2

ATy73
ATv7 4
ATy75

DHCP A X—tE > 7%, FEHTEXRVWA— MT%[E L7 DHCP <7 v hERITZELTHRAEL, A
Ty heRkERII ey LET, Fry 7Sy hOWNRE% NetFlow [UEEEIZREFET D
72912, DHCP AX—V v/ ZA<w—h BX 7 %A F—TWIZTE&ET, DHCP AX—E 2 F A~<w—
bR T EAR—=TNICT HITIE, K EXEC E— FCROFIREZFITLET,

avwvF B

configure terminal Jua—r) ar7 4 X¥alb—vary E— FEFBLET,

ip dhcp snooping vlan vian-range DHCP AX—V¥ o7 A~—hk uX> 7 %A Fx—7/NIZT2%5 VLANID £
smartlog 721X VLAN fif & 45 L £

end i EXEC E— RIZREV £7,

show ip dhcp snooping BREEWRLET,

copy running-config startup-config EE) av74FXalb—vay 774 VICREZHRFELET,

99 ARP A VARG VI VBRDAIR—F AFTDA R—T

ZAFIv7 ARP A VAN vavid, FHEHTERWVWAR—FED ARP X7y hEITZEL, Th
DAHRET DANCMAE L £9, Z OMREIL. ARP X7 v b 3x5Th 5 Z L LISME DHCP A X —E
JERULTY, #1417 ARP A > A7 g > u X 7L, ip arp inspection log-buffer 7' = —
SN arZ4Fal—vay av U REFRHLTCERETCEET, 7740 TR, Rry 7 E&hied
RTONry MRREFEINET, B, aXF IR ELoTVWHRIL ATy MzA~w—h X
THMATHEIICAAL v FEREL T, ZTNHD/7 v NONE% NetFlow INEEEIZHRET D 2
LHTEET,

AL FIv 7 ARPA VAR v ay A<vw—h aX L oA F—7 W T 51215, B EXEC ©=— K
TROFNEEZFETLET,

avwy Rk B

configure terminal Ja—N) ar7 4 ¥al—gy F— REEBLET,

ip arp inspection smartlog BER X TR LIRS TVDLTRTONRT y b (F 740 MEF T
DRy T Ny R) RAY—h BX L TORHETHHLI EEIEEL
\i‘j‘o

end i EXEC B— NIZEDY £9°,

show ip arp inspection RE &R L ET,

copy running-config startup-config EE) av74FXal—yay 77 A NVICREXZHREFELET,
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IPV—X #—

27—+ oxvsoie B

FERDAI—F OFX5DA4 2—T It

IP V—A H—FKiZ, DHCP AX—bE  J\CE#E L7t F 2V T (HRETYT, IP V—A H— &AL
T, ;9749 7% IPERELT FLAEEITIMAC 7 FLAICHESWT 7 FZ ) v 7 TEET, §8
EINET RLARL DHCP AX—E VLo TEHEINZT RVALANOEE LT RLAERD IP
N7y MITRTHESERET, IPV—X H—FR ZAv—h aX o 024 x—7 LT, ESEhT
Ny N ONE % NetFlow [N E CEFETEET,

IPV—RAH—F Av—h X 7% A x—7 T 5%, HitE EXEC E— FTCROFIEEX FE
*7,

=1 ]3]

27971 configure terminal Jru—rJL a7 4 F¥al—gy T— REBEBLET,

A7972 interface interface-id A B =T 2 ABEEL, f v HF—Tz2Af A a7 FXal—g
E—RFERBLET,

A7973 ip verify source smartlog IPY—ZAH—RIZLoTHESEINDLETXTONRT Y M LTIP Y —XR
H—=R 2Rw—buaXr 7% F—T N LET,

27974  end FekE EXEC £— RIZREY £7°,

27975 show ip verify source BEEAMALET, AT, Av—F BXL IR DA v F—T = A
ALETAR—=T NI o TNDINE I DDBRENET,

27976 copy running-config startup-config |({Li%) 2> 7 4 Fal—ar Ty A NMCERERRTFELET,

R— bk ACL DIEBXELEFHATIaVvDAT—F OFXF VT4 R—T

Uik

AA v FTlE, "—F ACL, »—% ACL., BLXUVLAN ACL "% FHR—hrEInFzT,

o A"—HFACLIE, VA ¥ 2 AR —hMIEHEND IP £721X MAC ACL T9, &A— K ACL TiZr¥
YTFH R EINFEEAR, LAY 2R - MIEH SIS IPACL TIEA~Y—h B 7R3 Y
N—hrENET,

o N—X% ACLIE, VA4 ¥ 3AR—hMI@EHAENDH ACL T, +—# ACL TlErF o /B HR— I
NETH, Av—hF eXo 73 R—FShEEA,

* VLAN ACL ¥7z1% VLAN v v 7%, VLAN IZ@EH S415 ACL T9, VLAN v v 7/ Cldr ¥
THFBBETEETN, Av—F e XU T IERETETERA,

R EIIHES ACL 2R ETHEE, nX U FERIA~— b X 027782 A VA MD—HE
LCHRETEET, ZHITLEY, 2O ACL THAIERIZHESESINDGTXTO NI 7 4 v 7k LTl
HahEd, aXor 70X 4 71%, ACLZMT25RK— b OX A FIZLoTREDET, Av— L 1
7ﬁ RE SN ACL 20— £721% VLAN I3 2% &0 ACL iZfHinanEd28, A~v—bh a¥

TIEEDIR0 F/ A, LAY 2R — MM ENTZ ACLICu XU 7 52RETHE, ToOaF T
F—U— RNIEHRSNET,

ACL OFF A M0l A 2B T 2B, A~— b v /R EA T a vy #BMNMLET, KiZ, &5
#WT77EA VAN CA—b aX o T4 X—TNCT BB ERLET,

Switch (config)# access-list 199 permit ip any any smartlog

WIZ, ZAiff&E T /A VA RNTCAY—bh BX P24 X—TNICT B2 R LET,

Switch (config)# ip access-list extended testl
Switch (config-ext-nacl)# deny ip host 10.1.1.3 any smartlog
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W ox y8F0%s

» ~ \\E —
O > JHREDRT
X IHRERBIOR S Ny Ty ONFEFRRT 5121E. show logging ik EXEC 22~ > REMHEHA L
FT, TOBBICRREND T 4 —/V FOFEMIZHOWTIE, Cisco.com IZH 5 [Cisco 10S
Configuration Fundamentals Command Reference, Release 12.4] #ZR L T 72 &0,

Zw—h o X 7GR EERT HI2IL, show logging smartlog =~ > REfHLET, Zoa~<w K
DFFCHONTIE, 2OV V—RZHIETDa~vr R V77 L ZAEBRLTIEI N,
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