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V=% 7 THRAZAPRLET —FR_R=2A M L T2—VRIEERE (BEIE U THFTERS)
/HZENTEET, FHMICOVWTIE, [TACACS+HIZ LD AA vF 77 ADH#E) (P9-10) %
LTS ZS,

o Flo, RMLIm A v EITE R ISR T o0 7 A VIEEBREL A X —T T L TEE
T, B A YRR, RELEEEOr A4 R LT L, ERUBEOe A VTR T
0y THEDICRETDHIEHTEET, FMICOWTIE, kD URL @ [Cisco [0S Login
Enhancements] ZZM L T 723V,
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ZEIVYBTCHZETT, NAT—FREIZE->T, Xy MU= FRERY hT—T TANALA~NDT
JEARHIBRBENET, HBLLZE->T, Xy U= TSR T A %, 2—FREDX
Vpav REFERATE IR ERSINET,

GE) CZZCTHEMTZa~r FOBEZOEEHGEOFEMIZ OV TIE, Cisco.com T, [Cisco [0S Security
Command Reference, Release 12.4] %# ML T Z &,

2T ROBEICOOVTHALET,

o [FT73NhDONRAY— REBIOHER LN AEEE] (P9-2)

o [(RAT 4w AF—T N NRAY—RORTEEITIEE] (P9-3)

o MEBICE DA X—TNBLIOAS F—T N =2 Ly h R2U— RKOE#] (P.9-3)
o [INXRT—REEDOT 4 E—7 0t (P.9-5)

o [HEREIBCKTT % Telnet /XA U — RO E] (P.9-6)

o [a—VH LT~ FOTOFHE] (PI9-7)

o [HEOHERL~NVORE] (P.9-8)

FIHXIEFDINRAT— FEXIUVHER LARILEE

# 9-112, T74NFDONRAT— RBXUOMRL VR EEZ R LET,

= 941 FIAIWEDIRRAT—FBEUERLRILERTE
H#eE FI4I FRE
A F =T NRAT— B LUHER L ~L NRAT— RIIEHZBINTWVETA, T 740 MIL~UL 15 T (B

EXEC L ~V), RRATU—NKNE, ar74F¥alb—var 774 LNT
RS S TOZRVREE T,

AX—=TN =Ly b RRAT—=RBIUOHR |[XRAT—=RNITEBEBINTWETA, T 740 MILV~L 15 T (Kl

L~ EXEC L ~v), R"RAT—RE, BEbshThbary7 s ¥alb—
VI ANMIEIRAENE T,
AR AT — R INAT— RIERINTWVERTA,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
m. 0L-26593-02-J |



| £89F RAyF R—RAFHORE

R EXEC 37> F~O7 7 t205E B

ARATFA YYD A R2—TIL NNAT—FOHREF-IILEE

A =T NAT— KL, B EXEC E— R~DOT7 VA5 HIELET, A¥ T4 v A F—T L %
AT — REREEITEES 2I121%, F5H# EXEC E— FTROFIEEZFATL ET,

avy kR

E[:3)

27971  configure terminal Ja—) ar7 4 X¥al—vary T— RFERBLET,

A7972 enable password password it EXEC £— R~DOT7 7 ZHIZ. HTLWRAT — RETEET D),

BFEONRAT— FEEELET,

T 7N R TIE, XAV —RIEZBESNEE A,

password \Z1E, 1 ~ 25 XFOFEKFOA N VT2 HELET, A b

Vo 7B THbA LT TEERA, KXFE/NXFEXBIL, A

NR—REHHTEETHR, S‘Eﬁ/’v\"~7\ TG S ET, BRSF (2)

L, NAT— REERT 25612, BRFOFNIC Ctrl+v 2 A3 idfE

HT&xEd, =& 2iE, X 7_ I\ abc?123 ZERLT 5 & X1, D L
W LET,

abe z AL £,
Ctrl+v z A L ET,
2123 Z NI LET

‘/X?Aﬁ%% F—T N NAT— REANTDHEIITRD N HE,
B ORINC Crl+v Z ANT 24T, NRAT— RO T a7 M
FDEFE abc?123 L AN TE £T,

A7973  end

¥t EXEC £— FIZRED £,

AZ7y74  show running-config MEARMERLET,

A7975 copy running-config startup-config EE) =27 4Falb—vay 77 A NVICREERTFLET,

A =T RRAT—RIIEELENT, AL vTFDar7 1 Fal—
vary 7y ANNTIEHEAMD Z ENTELHRETT,

RAT — RZHIFR9 5I21%. no enable password 72—/ 3L 2> 7 4 Fab—T 3y a~vy K&
LET,

WIZ, A F—T I NAT— R& [Ju2c3kdy5 \CEFETHH 2R LET, ATV — RIS LENTEDL
T LI5S OT 7 ARG Z5NET (EROFHE EXEC T— K 77 & A),

Switch (config)# enable password llu2c3k4y5

EEEICEKBAMRF—TILELIVSR—TIL =9 Ly b RRT—FDRE

BMOEX207 4 LAYE, FRHCRy N —27 28X 5320 — R TFTP = NCREFES LT
HRAT — Rkt L TR ET 535A 121X, enable password £ 721X enable secret 7 = —/3/L 3/74’
Fal—raryavwryRefTEEd, a<r FoERAREELBRAETYT, Z0a<wr R
BELEN/RAV— FE2RECTEET, FHE EXEC E— F (F 74+ /L FaRE) if_i%m@%ﬁﬂv
NUET 7R AT H2—WE, ZONRT—REANTLLERDY £7,

FVEERKE BT AU XAMEH S D DT, enable secret 2~ REEHTHZ &2 HRLF
\?AO
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B %iE EXEC a7 FADT7 I L ROEHR

enable secret =~ F&RE L7ZHA. 2D~ i enable password =~ > F XV H LS E
T, RFHZ2 2Da<wr REFIIZIXITE EHA,

AF—TNVBEOA X—=T N v =2 Ly b RAT— RICHEBLERET 2121, ##H EXEC £— R T
WOFNEEFATLET,

avy kR

E[:3)

27971 configure terminal sua—)ary 7 4 ¥al—vay T— FEBEBLET,

27972 enable password [level level] {password | b EXEC B— R~DT7 7 A2, HTLWARAT — %
encryption-type encrypted-password} EHRTAD, BEONSAT— RELEHLET,

F2X

F72X

enable secret [level /evel] {password | —2 Ly b RAU— REEZE L., EREE TR E M
encryption-type encrypted-password} LTIHREFELET,

o (EE) level [THRETE AHIPHIZ 0~ 15 T, L~Ub
1 Ni@H O — EXEC E— RHERTT, 741k
LUl 15 T3 (Fi#E EXEC &— RHEMR),

o password (213, 1 ~ 25 LF-OFEHFOA Y 7 & fi
ELET, AN 72T THOD LT TEEE
o RIXFENXFERNL, AXN—REMHTEE
T, FATAN—RFER S NET, 7740 TR,
NAT— RFEIERENET A,

o ({EE) encryption-type \Zi%, ¥ A2MB OKEFLT v
S RNThBAAT 5 LMEATE A, EEL
AT EBETDIHAF, R bahiz AU —F%
ATV ERDY £9, ZOREE/ AT — i,
BIDAAL v FORENS AL —LET,

GE) MBI ZATHBELTCIIUVT TFA L NAU—
K2 AT LI25A1EL, B O%E EXEC £— FEBA
THZELIITEEH A, M {bENTZ AT — R
Kbh-HaIE, Coki Bk TchbRETHZ L
IETEEHA,

A7973  service password-encryption (L) NAU— REERTH LS, $RARELRETS

LEIC, NAT—FziEs{b L £,

WELETTD &, BT 4 Fal—a Ty LNTA
20— FBHHEY REARRIC R DD EPIETE 7,

A7974  end

F5HE EXEC £— RIZR D £,

A7975  copy running-config startup-config (FEE) 274 Fal—vary 77 A VICREERFELE

\?AO

AF—TNEBIOAX—T N v—27 1Ly b AT — ROMAEDREBZEINTWAES, 2—WFiFA( *—
TN =Ly b RAT—REANTHLERNHD 9,

BEDHERL SNV ORAY — REERT HHE1F, level ¥— U — REFEHLET, LLERELT

NRAT—=REZRELLEL, FOLRXLVTT VAT HULEDOH DL —YETICEDNRNAT — REE LT
KTV, SEIERLVLVLTT 7B RARER 2~ FEEET 254614, privilege level 7 = — /31
arZ4Falb—vary avy PR LET, FlICONTE, MEEOHRL ~LokE] (P.9-8)
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INAT)—

ATy71
ATy7 2

ATy73
AT974

GE)

R EXEC 37> F~O7 7 t205E B

EHRL T &N,

RNRAT—= RO EA X —T VT DHE, 2—FHRRT— K, BFEF— NAT— R, S x—=T )L

g R ARRT =R 2V =B IOMEAERERRSA T — R 8 $_RTONRRAT — RZHEA S

ET,

NAT— K& LUV ZHIBRT 5121, no enable password [level level] & 7-1% no enable secret [level

kwqyu~ﬂw:/74%1v~ya/:v/k%ﬁﬁbi? NAT— RO EbET 4 E—7
IZ3 %121, no service password-encryption 72— 3L 37 4 Fal— gy avy REffiH

L,i“io

WIZ, HERR L1 2 12%F LTI 5 bR AU — R $18FaD038Xyti5Rkls3LoyxzS8 # iR B+ Dl %~ L E
R

Switch (config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

FRIEDT « E—TILik

AL FITWEICT VB ATED Y K a—Pid, T 740 8T, A v FOBBFRFEAFIZT—
Tat REYAI, FILWRRAT—=REANTDHZ EICE T, Kb/ AY—RERECTEE
7,

WNAT— REHET 4 £ =7 LR TIZ. ZOREO—HME2T 4 E—7 VT DI LICEV AL v TFD
IRAT — RDT 7 A% (i T%iﬁo_@% ENA X—=TNVDHE, = F =%, VX%A

BT 74NV IIPRECETZLICAELESEICRY, 77— e RCH VAL ENTEET,

AT —=REEZT =7/ L ThH, 7*F7utx JDQETAXUEF%wET%iTﬂ

Ay 74 F¥alb—ar 774 (config.text) 3L VLAN 7 —#X—X 77 AL (vlan.dat) (%
HIBR S E 9,

NAT—REEEZT 4 =7 VT 555K, = Fa—Fn7— b 7o RXZHVAALTY AT A
T 74V FOWRBICET LI RGA i, EFaT7 h—RNZar7 4 FXal—valr 774D
N7 o7 ab—%RfRFLTRB I LE2HELEST, AfvFLETCarr7s¥al—vary 7y7A

NDONy I T o7 abt—EREEFELRZVWTLEEY, VIP (VLAN hJ %7 ZFa bajn) FJ R
NRT L b B=RTAAL v TFPREEL TWEHEIE. VLAN T—HRX—R2 T 7 A )LDy 7T v 7 a
E—bEICEx 27 = NBRFELTLEE N, AL v TN VARATLADT 74/ hREIZRE-T- &

X2, XMODEM 7u ba LA LT, RELEZV 7 ANV EAL v FICFA T yu— R TEET, #

MZOWTIE, XA — REENHEORIE ] (P49-3) 2L TLEEn,

NAT— ROEIEET 42— NMZT D2, B EXEC ©— RTROFIEEZFEITLET,

avyU kR

=)

configure terminal Ja—s L arZ 4 Xal—rvar T—RelBLET,

no service password-recovery NRAT—RKOEEET 4 =7 ML ET,

ZOFREE, 7T vva AFYOFT, 7— bha—FEB LU Cisco 10S
4’% UNRT VT EATEHHEIBRIRGEINETN, 7740 VAT AT
HEaEhFEFthA, T, 2—VPRT 78 A THZLITTEEEA,

end

4 EXEC £— FNIZREY £4°,

show version gy FHEHDOREOEITE2TF v /7 T2 LI0E-oT, REEMRL

£,
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B %iE EXEC a7 FADT7 I L ROEHR

GE)

NRAT— ROEE ZF N, F— 7T HI21E, service password-recovery 7 2 — 3L 227 ¢ ¥ =
L—vay avy REFRALET,

NRATU—RFEEOT 4 v—7 k%, boot manual 7 o — )L a7 X2 L — g0 avwy Raff
FALTFHTT— T E2E5CAAL v TFZREL TWAEAITELTT, Z0avr R, AL vFD
BIROBEAKL., 7—ru—&% a7~ (switch:) #ERSEET,

iREKEERIZXT S Telnet /SRAT— FDRE

ATy71

A797 2
ATv73
ATy7 4

AT975

AT976
ATyFT

AT978

WD TAA v FICBRAEBANT D L, E@?/&7/77&7?Aﬁt@LTTP%%%ﬁD%T\:
OBFET THEATEA LT 74NV MREEZERLET, EBIZ, By Ty 7 TarJaE, A
AU — RIZ LD Telnet 77 & AHIZ X/f/?%: ZE“ﬁ”%) &%E?kbi‘é” Ty N7 v 7:177,&
DEITFICZDONRRAT — RERE LR HAIL, ZORRTavr R4y A X —T AR
(CLI) #fFHLCRETE £,

AA v F % Telnet 77 B AHFIZRET H121E., F7# EXEC E— FTKROFIEEZEITLET,

avy

T

B&

TIalb—ary V7N 2T AT PC ELT V- AT— a3y
LAAL v FDar ) —)b R— b &R L £,

oV =)L R— b DT 7 )V bDOTF—HEMEL, 9600 R—, 8§ T —H
Ey b 1AMy EY R RNUFT472LTY, a4 Tar
7 ERFRTREND E T, Return F—ZAJEIFFTHLERNSH D 7,

enable password password Hi#E EXEC B— RERMIG L ET,

configure terminal sua—)b ar7 4 Xal—vary T—REEHBLET,

line vty 0 15

Telnet & v 3 v (FfR) OBEHRTEL, 74> a7 4 ¥al—g
v E— RERBLET,

O RS AA v F T, K16 Dy a URAETT, 0 BIW
15%2EE4+5¢, FHTXH16D Telnet Ey > a3+ _XCEHRETS
ZElizh ET,

password password 1 DFEIFEEOBERRICKIST 5 Telnet /SA T — K& A LET,

password 121, 1 ~ 25 XFOFKFOA RN VI HRELET, A b
U T T THOLIEFITEETL, RUFENLTFERHL, &
N2 EATEETR, BITAR—RIEYHINET, 774V T
X, RAT—REERINTHA,

end

¥iHE EXEC £ — FIZE D £,

show running-config RELMRLET,

< K line vty 0 15 O FIZRA T — RRFRINET,

copy running-config startup-config (EE) av 74 Xal—val Iy A VICRELRTFLET,

RAT — RZ&HIFRT 5I21E, no password 72—/ 3L a7 4 Fab—v gy avr REFERHLET,

Wiz, Telnet /XA U — K% let45me67in89 \ 23R E+ DBl %R L E£7,

Switch(config)# line vty 10
Switch (config-line) # password let45me67in89
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R EXEC 37> F~O7 7 t205E B

A—HFRENNRT—RKDRT7DEHRTE

ATyF1
ATy7 2

A7973

AT974

ATy75
AT976
ATvFT

A—YPHENRRAT— RDOAT %7 ﬁf%i?o:@m71x4/%ifuﬁﬁ» RFESNET, 20O

ANTEEFREZIIR— MBS Ton, F2—VERIELET, 2 —FIEFRER. A v FIT7 7 &
ATEET, HBRL_AVEZERZLTODEHEAIL, 2T 4 L ARRT— ROKTITHEDHER L ~ L
. IS AMERIB L OMERE EHIcHv Y TH I b TEET,

Z—PHZR— 2DV AT D EFHET DL, ¥ EXEC E— R CTKROFIAZFEITLET, T O
EVAT AT, el Ay a—WL LR T — FRBEREINET,

avwvF B
configure terminal Ja—N) ary7 4 Xal—yary ET— REHBLET,
username name [privilege level] Fa—Yoa—¥4, HRL~L, R2RTU—FE2AHLET,

{password encryption-type password}

o name lZlE, ==Y ID %1 UV—RFRTHEELET, A= L3 HH
WA TE £ AL

o (EE) level IZiX., 77 v AMELR B - —FITERET HMHERL L
ZIRELET, IBETERHMIT 0~ 15 T, LU 15 TIIAHE
EXEC €E— R TOT 7 B ANAHRETT, L~ 1 Tik, =—%
EXECE—RTOT7 7 kALY £,

* encryption-type \Z1F, BEE LS TWRWNAT — RHE 5 1THE <
BAIT0 &, R &N AT = FRBAIHESEAIT T 25 E
LET,

o password \Z1E, Z—VBAL v FIZT 7 VAT HHEICANT DL
HEOHDHNRAT—RFERELET, NAT—RiE 1 ~25 35T, #
WIABANR— A% TE, username 2~ ROFEHEOA T 3
YELTHELET,

line console

Eell e
line vty 0 15

0 FAv a7 4 F¥al—yary ET—RElHBL, a3V —L KR—Fh
(EI#R 0) F21X VIY EfE (B0~ 15) 2R ELET,

login local

aJA O =N NAT— K Foy A X—T NI LET,
X, A7 v 72 THRESN 2 —FLRICESIETET,

LpiE

= m

end

Fife EXEC £— RIZRE Y £7,

show running-config WEEMRLET,

copy runnin

g-config startup-config EE) v 74 FXal—vay 77 A NVICRERRTELET,

BEL—YO2—VHZEIEET £ —T7 MIZT 25I21E. no username name 72— )L 227 4 F =
v—yay:v/k%ﬁﬁbiﬁ NATU—R Fxzv I %T 42—TNIL, RATU— KRR LTOH:
Bex ATREIC T 5121%, nolegin 714> 27 4 Xal—v gy awry FeERLET,
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B %iE EXEC a7 FADT7 I L ROEHR

BHOERLANILDERTE

CiscoIOS Y7 b =TT 74/ F T, 2HEEONRRAT— R X2 T 0 E—FEEALET, =—
P EXEC B X O EXEC T3, T—RKIZ &L, a~v > FOBBEL~LE 16 T TRECTEET, &
BONRAT—REBRETDHZEICED, SESEFha—F I —TFIZH LTHEDa~ KR~DT 7

TAEFATE £,

7L z21E. 2L Da—HPiZ clear line =~ > F~D7 /& 2%

FATH5E. LU 208X T o

BED LT, LUV 2 ORAY— REILFHO 22—V ICEif & 7, F7=. configure =~ K~0D
77 v AR EBRILT DAL, LoL3 DX YT 4 2ED YT, TONRAT—RERONLZ2—
P IN—TIRAMT DL b TEET,

2T ROBEICOOVTHALET,

o Ta<w ROMERL~LDFRE] (P.9-8)

o TEFRCKIT 2T 7 4V b OHER L)L OEE] (P.9-9)
o MERLL~OBr T A BIOET] (P.9-10)

av Y FOERLAILDERE

AvY R = FOMER VNV EZRET HI21E, ¥ EXEC £— N TROFIEEZFEITLET,

avy kR

=]y

A7971  configure terminal

sa—N) ar74X¥al—yay E— ReBBLET,

A7972  privilege mode level level command

A~ ROMERLV~VERELET,

e modelZiZ, /m— )L a7 4 Fal— gy ET— FOBEAIT
configure #, EXEC E— FO¥H (T exece &, A LV F—T =X 2
V74X alb—v a3y E— NOEAIT interface 2, 7142 a2
T4 FKa2lb—vary T—FOEAEITline xZhENANLET,

o level IZIRETZH#MIZ0~ 15 T3, LU 1 BNEEO—F
EXEC £— FHEERTT, L~UL 151X, enable "2 TU— NIZXk - T
FAIENL7 78 A LUV TT,

e command \Z1%, 77 BAEHIRLIZ-VVa~wr RERELET,

27973 enable password level level password

HERR LTS T D4 2— T/ NRAT— REFRELET,

o level CHEETEHHMIZO0~ 15 T, L-UL | BNlHEDO2—F
EXEC &— FHER T,

o password IZ1%, 1 ~ 25 XFORBPFOA N VI EIEELET,
ARV T ERTTHOD I EIXTEEEA, RXFENLTFERK
ML, AR=ZEFEHTEETR, BITARX—RTER N ET,
T 74N T, RRAT—REEREINERA,

27974  end Rt EXEC £— RIZRE D £7,
A7975 show running-config BELRTERLET,
ElEs show running-config 2=~ > NI/ ATV— KL 778 A LLORER

show privilege

For LE T, show privilege 2~ > Rix, #RLAVOFEEZERLE
R

27976 copy running-config startup-config

L) av74¥al—Yay 77 A NMCRELRIELET,

[l Catalyst3750 R4 v F Y2 byz7 av74Fal—av (4 F
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R EXEC 37> F~O7 7 t205E B

avy RaedhDHHERL LV _EEZTET%) L IXIREFEOav L OV T2y hTHD v NIET T,
FTOLVCHEESINE T, =& 21X, show ip traffic 2~ K& L-~UL 15 IZRET 5 &, show =
<~ FBXUshowip =2~ NiZ, ERENHDL-JLITRE LRWERY . BEIFIZ L~V 15 [ZFRE
ShET,

BEDa~<y oW T, 7740 FOWHERIZETIZIX, no privilege mode level level command 7'
g—N\)L Ay 74 Xal—ay avy REFRHLET,

configure =~ > FEMER LUV 14 IZEHEL, LU 14 0a<wy REERT 52— RANT
BHNAT— KL LT SecretPswdl4 % €&+ HH %25~ LET,

Switch (config) # privilege exec level 14 configure
Switch (config)# enable password level 14 SecretPswdl4

E#RICHT HT 74 FDERBLARILOESE

ATyF1
A797 2
ATv73

ATv7 4
A7y75

AT976

BT BT 7 40 hOHER L~ A T4 51213, 854 EXEC T— R TROFIEAET LET,

avwyv R

=]y

configure terminal Jua— ar7 4 X¥al—vary B— REEEBELET,

line vty line

T 7 A &R D AR R B A IR L £,

privilege level level [EHRODT 7 4V N OHER L~V EEFELET,

level HRETEXAHMIT 0~ 15 T, LU 1 2@ o= —% EXEC
— NHEFRT9, LUl 151%. enable NATU— RNk THFAJENS
77txumw1#o

end Rt EXEC £— RIZRE D 7,

show running-config REXMERLET,

EJ e show running-config =~ NIRRT — K LT 7R LULOEREE
show privilege FRLEJ, show privilege =~ Fix, #RLVLOREEZFERLE

‘d—o

copy running-config startup-config (EE) 274 Falb—ay 77 A NVICREXZRIEFELET,

a—WiE, BfRICE 7L L, BIDOMHERL NV E A X—TVICRET D Z LI LD privilege level 7
A ar7 4 FXal—vary avry REEALTRESNEMHERL Ve FEETEET, $2,
disable =~ > REMFHAT L LICL D, HBLLVEBI X FIFHZENTEET, ELOHERL -~V
DRAT — KR Do THIIE, 2—FIEZF DAY — R&2EH L TEMOMRL L% A R—TIZ
TEXFET, BBROEAEZHRT2I21E, 22 Y —AEBICE WD LSV E IR L S~ALEEELTLFE
S0y,

[ %2 T 7 4 /v N OHER L~ VIZRTIZIE, no privilegelevel 74 207 4 Fal—v gy avy
REMHALET,
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ERLARILAOOATAVELURT

BELMRL~ Va7 A 35, E3HEE LIEHR L~V EKRT I 51213, $##E EXEC £— T
WOFNEZEFATLET,

avwy kR B
27971 enable level BELEHRL Ve 7 A v LET,
level IZIHEECTZ 2#iHIZ 0~ 15 TT,
27972  disable level e LI MR L~ L a4 T LET,
level IZIEECE 2#PHIZ 0~ 15 TT,

TACACS+ [CEBRA YyTF 7 EADFIH

Z Z i, Terminal Access Controller Access Control System Plus (TACACS+) %A x—7 /L2 LT
RIET DBV T LET, TACACSH X, FEMRT AV T ¢ o 7EREZINE L, Rifk &
VA7 o 225 L CRBREEEZITVE 3, TACACS+ (%, Authentication, Authorization,
Accounting (AAA; BBFE. #FA, TH U T 40 7) BEICIVIEESNTEY, TACACS+ &1
F—=T T BT AAA a~ 2 REFRATAIHLERS D 7,

Cisco IOS Release 12.2(58)SE LA, A A » F1F IPv6 xtita® TACACS+ %A — b LTCWET, Fi#

W22\ CIE, [Cisco 10S XE IPv6 Configuration Guide, Release 2] @ [Implementing ADSL for IPv6 |
DFED TTACACS+ Over an IPv6 Transport] # S L T Z X0,

Z OB DR EIZB T 2 FEMIC DWW TIE, [Cisco I0S XE IPv6 Configuration Guide, Release 2] @
lMmplementing ADSL for IPv6] ®#® [Configuring TACACS+ over IPv6] #ZML T Z X0,

GE) ZZTHERATIavY RO XOMERGFEOFEMIZ DWW TIL, [Cisco I0S Security Command
Reference, Release 12.4] 1 L O [Cisco 10S IPv6 Command Referencel %#ZM 1L T 720,

GE) ZZTHERATLavY FOWMIE XOMERAFEOFEMIZOWTIL, [Cisco I0S Security Command
Reference, Release 12.4] #ZH L T &0,

ZIZTHE, ROBEIZHOWTHBHALET,
o [TACACS+ o#t%| (P.9-10)
[TACACS+ O#E)fE] (P.9-12)
[TACACS+ O%7E ] (P.9-13)

o [TACACS+ REDFK =] (P9-18)

TACACS+ DOt

TACACS+ %, AA v FILT 7 EBALL D LT 52 —FOREEZEFTNATIEX=2D T4 7Y
r—3a T3, TACACS+ —E 2%, % UNIX F721X Windows NT V—2 A7 —3v 3 LT
B4 25 TACACS+ T —F L DT — A _XR—ATEHINET, A1 v FIZ TACACS+ HREZ R ET DHIT
IZ. TACACS+ ¥— 27 72 AL T TACACS+ —R"EZHEL TEBLERHD F7,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
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| £89F RAyF R—RAFHORE

>
B

TACACS+ =& 3R vF 7o t204m W

AA T AL w7 L TACACS+ H— "L ORI ESEREARTET D E&2MRLET, 2t Lo T,
BEGRIE R DAL 7 A RD 1 DINAAL v F A v 7 ILHIBRENTZHAETH,. TACACS+ —C
T RATEET,

TACACS+ Tix, A, BLOEY 2 — L TOFGE, BA, BLOT I U T ¢ v TN RIES
nFE9, TACACS+ Tix, H—7 7R v br—/ P—N (TACACS+ T —F ) BNEIF—ER
GREE, e, BIOT IV T 40 7) ZRHEICEMELET, F Y —ECRZFEHDOT —Z X— AITHE
AL, ToEOBREIIE L TEDOY — AR @d Ry MU= THRIITE 20— 22N TE
S

TACACS+ O BWIX, 1| DOFEHI—EANLHEHD IRy NU—7 TI7HARA L MEEHET L HX
PR AL T, AL v T, MO Cisco V—F T 78R =L L HiIZxy NUV—7 T ®
A Y= TEET, XYy bTV—2 TR =T, AxOD2—Y Xy NI—TF2EFH TRy
FU—2 BIOMAEERSNEZXY FU—27 LR EERLET (K 9-128R),

9-1 —i&897% TACACS+ vy D —V /R
UNIX D—9 RXRFT—2 3>
(TACACS+ Catalyst 6500
RAmARY SY—ZX AL YF
_/'/ ’
171.20.10.7

UNIX 9—9 X F7— 3>
(TACACS+

TACACS+ H—/I N7 FLA#HRELT
A4 YFERELETS,

uunﬁﬁzé IEL&?’
(TACACS+ #r—/3\I2%
RLCRERELEY)

AAA EA =T IIZLET,

D] O54 VBIEARY R FEERLET, g
— BREGIZ YR R EBRLET. =
Lm—— BEIHCTHABLUTHIVTA0TD

T—7ART—¥av FEYR L EERLET, vazv

TACACS+ 1%, AAA X2 V7 4 P—ERZLoTEHIN, KOX I e — R8I LET,

o WL vl AVBLORRY—RZFA4 70T, FXL U VBIOGE, Ave—Y R — R
iofutuuﬁ@%éﬂ%ITﬁﬂ%fTb\i‘j—o

RAMEEEIL, 2=V L OFHEEZFEITTEET (L 2iE, 2—PLH LR U= KR ANENTE,
HEOEF, OB, —C R ¥4 7, HERRESZ2EOW OrOER 2452 LIk
Da—HER_LET), TACACS+ BFEV— b A id, 2—VEMEICA v —VEEEFETDHZ LT
XFET, LEAE, SHOSRT— REHWHARY > —I2en, NAT— ROEEOLERH D Z
LEra—WIZEMT AL TEET,
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e FF7l : autocommand, 7 7 & X :r/]w:Zw/l/ tyva ., e bhal BR— NOREE
Wol, 2—% vy va o —VPHEREIC OV TE O HIBELET, £72. TACACS+ #F
AHEREIC L - T 1**?75‘)‘%???%637‘/ FEfllR+oZ &b TEET,

o THUVT 4VT e, BE, BLOLEAR— MIEHTIEHRELINE LT TACACS+ T —F
c:‘éﬂébi#o Fy NI = OFHFIZ, THhU T 4 HREFEHLT, X2V T BEAD
O a—YFOFEHRNE T X 7LD, 2a—VREAoBEREEgE LY TEEd, T
W/T4/7V:~F WX, =— ID, BREAREZIER L OME THEZI, TS hiza~> K (PPP 7
)Y, Xy ML BIONAS MEREENET,

TACACS+ 7' b auid, A4 v F L& TACACS+ 7 —F VM DOFBREZATV, AA v F & TACACS+
Tt rHEOT R A Hie T ST ST S 2 Sk o THRERRZRILL £,

AA v F T TACACS+ ZHEAT H121E, TACACS+ T —F2 V7 NV =T BBEBT A AT ANNE
T,

TACACS+ DEIE

2—H5, TACACS+ 2L TCWD AL v F I LTS ASCIL v 7' A v &#IT L., BRFEAHLE
AL ROTaEARRKAELET,

1. B L ESND &, AL v FIL TACACS+ 7 —E VI L Ca—VF AT m 7 MERAF L,
IhEza—FZRRLET, 2—FR2—PFHEATTHE, XA v FIL TACACS+ 7 —F T
B L CRRAY— R Yo ERBLET, A v FICEoTRAT— R Fro 7 FRFERS
N, =R RAU—RKEANTDHE, TONRT— B TACACS+ T—FVICEEINE T,
TACACS+ 12X » T, 5—F vt a—YLOBOMNENRFEICRY ., T—F it —Y 2T
HETOERERETEDLOCRVET, T—FUEF, 2—VFLERXRT—FOMHAEEDEE A
NTDEHIRDETN, 2—FORBORERE, TOMOEAZEDHLI L TEET,

2. AA v FUIE. BKEMIC TACACS 7 —E U N HROVT NI DINEEFET,

. ACCEPT A—WRFEIEEN, V= RAZBBRTEET, FA2S4ELTEIIICAL v FN
HESNTWDEEIR, T O S CHFLENBRB I ET,

e REJECT : =—¥% nwméniﬁ/v TACACS+ T —F G LT, =PI 7 7 v A& EE
SNBn, aldAy = ARHERITTA2 LR ENFET,

e ERROR : 5‘\”—:{‘/& J:énquE‘H_ EX@&)%H#EVC 3571:_ iT—"E/J:24 /%@FEﬁ@Z‘
f\‘7 7%% IBWT=7 —ARAELE L, ERRORISENEREINTZHEE. A4 v T
%[J@ﬁ{ff‘i_‘y_%uhuﬁbijkbiﬁ—

e CONTINUE : =—#%, ELICFRFEEHROA N Z RO N ET,

AR X%/?TﬁTﬁ%% TN TWDEGAE. 2—FILEMOFHFR 7 = — XA F
T, —H1L TACACS+ FF AN H#ETeRTIC, £ TACACS+ RIEAERICE T THALENDL Y £7°,

3. TACACS+ #HFAIBPLE AT, O TACACS+ 7 —F I8 L, 7 —F 2 ACCEPT F721%
REJECT OFANISZEZIE L3, ACCEPT IGEN RS NT-HEIE, TONEIL, FOa2—HFEB X
REDL—YRT 7 EATELHH—EAD, EXEC £72I1X NETWORK & v ¥z Vs TOREMEDOR
RTT—FREENTVET,

o Telnet, Secure Shell (SSH; &% =7 ¥ =/l), rlogin, F 72134 EXEC ¥ —t %
o B NTA—H (RANERIFITIAT U IMDIP T RLVA, TR VAN, BLOPa2—F
A A LT T NEET)
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TACACS+ =& 3R vF 7o t204m W

TACACS+ DEEE

ZZ T, TACACS+ VR —bTDEICAAL v T HZHET D HIEICOWTHBHLET, KR,
Tmmcyiu%y%ﬁﬁﬁémx%(101&@@&)%%EL\DmAawmﬁwﬁt)xb%m
BT HMLERHY T, £/2, EETTACACS+HFABLORT YT 47 OFRY A FE2E
b TcExFET, FRYRAMIE-T, =—YDOFEIL, ﬁﬂ\iKMTﬁWVF%%®tw@m¢k
FREEHRLET, FRUVAMEFEALT, AT EX2U 70 7r batz | SE3EEIEE
TELHDT, HDOFANKRLIZHADNNY 77 o7 AT ARREINET, Y7 U =TI,
)zhmwﬁm®ﬁﬁ%ﬁﬁbf: FOFRIE, 7], TH VY bOMFFEITVET, ZOHATIEE
BELNEho T8 *\/7FW:Ti%@)XF#%&@ﬁﬁ%Eﬁbi?o:@7nk2ﬁ\UX
FAROFRICE ZWEREDT 50, FRY A FOFRETRTRLEDS ETHREET,

ZIZTIE. ROBEICHOWTHALET,

o [TACACS+ OF 7 4/ Fi%iE) (P.9-13)

o [TACACS+ H—" AR A FOFFER L OREREX —DFRE] (P.9-13)

o [TACACS+ v /A UFBFEOFKE ] (P.9-14)

o i EXEC 77 EABLO Ry hU—7 F—E 2D TACACS+ #FAIO#E] (P.9-16)
e [TACACS+ 7o vT 4 v 7Okl (P.9-17)

TACACS+ DT 7+ )L FERTE

TACACS+ & AAA X, T 74NV R TCTF 4 B—7NICREENE T,

X2 VT o DR EIET D20, *y hT— 7"1"5%77)5‘ v a U EMEH LT TACACSt Z8%
ETAHZLITTEEHA, TACACS+ 24 X —T NIZHKELTZHE. CLIZE L TAAL v FIZT 7B A
T52—YERIAETEET,

~

(G¥) TACACS+ OREF CLI ZEA L TITWE T, TACACS+ — N3HER L~ L 15 ITRE S
HTTP #fkc 2 5Fr LE T,

TACACS+ H—/N\ KRR FORFES & VEBEEF—DHRE

REEAIC 1 2OF—REHEHT L2, £z, BBFOT— B N &2 7 V=TT 572012 AAA
=N TN —T 5T HEIICHET DI TEES, =2 L—T L T Eﬁﬁﬁ—ﬂ
RANOY Ty FEBIRL, FEDOT —ERCEOY—NEFHTEET, =T A—=T1L, 7
2=/ = N RA N YRR EEBITERHES, BRENTZT—ANFAIDIPT FLADY A R
EENRTNET,
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ATy71
AT972

ATy73
AT974

AT975

ATv7 6

ATyF T
AT978

TACACS+ ¥ — " Zfffid 2 IP A A b Z2fE L, (EETH S —2Ed 2121E, ¥t EXEC £—F

TROFMEZETLET,

avy kR

E[:y

configure terminal

Jua—) ar7 4 ¥al—ygry ET— RelBLET,

tacacs-server host sostname [port
integer] [timeout integer] [key string)

TACACS+ =" ZHaRF$ 25 IP AR A b (1 DEITER) 2RFELE
To ZOATY FEEKFIAT LT, BERZFOY X FE2ERLET,
VIR =TI MESNEIEFTRA PEBRRLET,

o hostname (21X, A NOLARIEIZIP 7T RLAEZEBELET,

e ({EE) portinteger IZi%, H—"OFR— " EEEHEELET, T
T A MEIAR— N 49 TH, FHETE LML 1 ~ 65535 T,

o« (f£&) timeout integer |21, AA v FNT —FT b DOISE &1
ORFMEMECHEELEY., ThEREDRL AL v TFIEE A LTV
FMLC=T7—%2BSLET, 774V MNISHTT, HETEDH
BHIZ 1 ~ 1000 > C3,

e (EE) keystring IZiX, AA v F & TACACS+ 7 —FE DT T
DRI T7 4 B H LB L O SMHRT 27O S —%2HE
LET. BEERlIT 512i%, TACACS+ 7 —EVICFRI ¥ —%
WET DMEND Y T

aaa new-model

AAA ZAX—TNVIZLET,

aaa group server tacacs+ group-name

UEE) I NA—T4% T AAA b —N T —THEHLET,

Zoavwry RZEoT, AL v TR I N—T T a7 %o
L—y gy '—RIZRDE4,

server ip-address

(FE) FED TACACS+ — & ERF LV — N T — TR T
9, AAA — 7 L—F D% TACACS+ H—RICH L TZIDAT v
TEYIELET,

TN—=TDEY =L, AT v 7 2 TERBEHDO SO TRITIITZRD F
T,

end

HebE EXEC E— RIZREY £,

show tacacs

REEMEBLET,

copy running-config startup-config

L) av74FX¥al—vay 77 A NMCRELRIELET,

fEE S 7c TACACS+ h— A E720137 FL A ZHIBRT 521X, no tacacs-server host hostname 2
m—s\b arZ4F¥alb—var avy REEHLET, REV X RS —N 7L —T7ZHIRT 5
IZ1%. no aaa group server tacacs+ group-name 72—/ N)L 27 4 Fa b— 3 avr REfH
LFE9, TACACS+ #—D IP 7 KL A& HIBRT % 121%, no server ip-address —/\ 7 )L —=7 47
a7 4 Xal—vay avy REFEHRALET,

TACACS+ OJ 1 VZREDERE

AAA BRREZ R ET 21213, BAEAT ADOAFIFTE U A P 2ER L T FHAR— MZED U X b2
MLES, FRY R MIETSNOBRADZ A T LETIEFZELLET, ZOU X MEfFEDOR— b

WCEHA LT D, ERBEARIETRE2ETITILENLYD £, ME—DOFMIT 7L FDOFRY R b
(BRI default L4BIBTTFHENTND) T, T 744 FOFRY 2 b, AT EFRY 2~ %
R ER SN AV F—T =2 A 2ZBNT, HEIWICTRTOR— MIEASINET, EBEFEALDF
RKUARMI, 7740 0 FRY 2 MIEBELET,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
m. 0L-26593-02-J |



| £89F RAyF R—RAFHORE

TACACS+ =& 3R vF 7o t204m W

FHHXY A M, 2—VRFEOTDIC /=) =% EFE2(T) FIALFESF R ETLR LZb O T, BRI
BT 21 oFH 3 8EOEX2 YT 4 7 haLzEETX 0T, BUOHFRMNI LT
Ny 2T o7 VAT ABERENET, Y7 b '7:701\ U 2 N D)0 )5 % ] L“C:L““*f%
BAELE T, TOFKRTILENEGEONRoT25GE, VY7 b= TIZEDOY A ML IROFREER L
T, Zo7akvAX, VA MNOREFESRIC J:én_ﬁ ‘\EJ‘ZIJJTéﬂ\ ERINT TR E TR TRHLKE
DOHETHRVIEISNET, ZORIDH DA TRIEND KB L7285 (Oi”) 'IZ#:)T{ P
FloFe—INDa—PHT = ZX= AR —H 77’zx%$57a‘é LINELTIZSE) . k7 vtk A
IFEIE L, FRUEGEREAFANTITEINA Z L IEH Y £ A,

o s A CBAFEARET A1, HiiE EXEC E— R THROFIEA FEITL £,

avUFk B&
A7971  configure terminal sa—n)ar4¥al—vary w— FEBLET,
A7972 aaa new-model AAA A F—T NI LET,
A7973 aaa authentication login {default | a s A UREREF Y A N EER L ET,

list-name} methodl [method?...]

. login authentication =~ > FIZAHIF & U A FRMRE S L2707

HEM SN T 740 FOY A P afERT 512i1E, default % —
—]\@&5 T 74N PRTCHERT 2 AR ELET, 7

Zan bOFAY A ML, BB TN TOR— M@l s Ed,

o list-name \ZI1%, fERT DYV A bO&ARIE L THHAT 2 XFH % HEE
Li‘j—o

e methodl... \Zi%, FRFET VU X ABRFRITT D EER @jiJCf&T
iﬁ‘ Ebu@uunﬂzﬁﬁi %@Hl]@ﬁﬁfi7 ﬁ)ﬂéﬂf\_
ROEHSNET, BIOFRARKE L 25513 EH éﬂiﬂ”ho

RONFT RO SHRARIRL 4,

e enable : /],* 7/1//\;(]7‘_‘]\;5"uun 'Tﬁﬁﬁbiﬁ*o u@uuuﬂzﬁﬁ
ZEAT 5121, 502 enable password 7 1 —/3)1 :1/74'
Fal—vay avr REERLTARX—T L RRAT— REE
TELILERHY £7,

» group tacacs+ : TACACS+ Rt L9, ZOfRAE XA
T5I21F. HENP LD TACACSH —"Z2HE L TRBLLERDHY
F9, FEMC oW TIE, TTACACS+ H— 3 7R A FORFER L OGR
AEX— % E] (P9-13) 2L TS EEN,

e line : [/ 82 U — K& R R LET, OB EHEHT
X, HOEPUDEBASAT - REERL T MLERHY T,
password password 74 > 27 4 F¥al—Tary avy NEfEH
LET,

e local: BE—H )V 2—HWHLT —FRX—2EZZILHEHLET, T—#
NR=2 a2 —PLIEREZ AT L TBL LENRH Y £9, username
password ra—nR) a7 4 Fal—vay avr REHEHRALE
‘é—o

* local-case : KX FL/ILFERKENLr—TN a—F4HT—%
N— 2 ZFRFEICEH LE ¥, username name password 7 17—/ 3L
ary74Falb—var avry REEALT, 2a—FaliHe T —
A=W ANTDREND Y £,

e mone: /A IEEEHEH L EEA,
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avwvFk B#
A7974 line [console | tty | vty] line-number 5 4 varZ 4 Xal—varyE—RFEHGL, FBREY A b O x4
[ending-line-number] HIRRAERELET,
A7975 login authentication {default | ﬂ@%i TR E v MR LT, BEEY XA REEALET,
list-name} o default Z5/E3 534 1%, aaa authentication login =~ > K T{E
L2774V DY A M EREALET,
e list-name \Z1%, aaa authentication login =~ > FTIER L=V *
FNEfRELET,
27976 end FrHe EXEC £— FICRY £,
A7977 show running-config LEAERLET,
27978 copy running-config startup-config (EE) av74F¥alb—vary 77 A MCREEZRFELET,

AAA 25 4 &B—7VIZT 5I2IE, no aaa new-model 72—/ 3L a7 4 Falb— g avy KN
HLET, AAARFEE T 4 E—7 /2T 51213, no aaa authentication login {default | /ist-name}
methodl [method2...] 7R — 3L a7 4 Falb—vayavry NEERALEST, 7400
TACACS+ §BiE% T 4 B—7 NMZT B 00T 7 4/ MEIZKE 33414, no login authentication {default
| list-name} 4> a7 4 Xalb—ary a<vy FeHLET,

AAA FREFEHLTHTTP 7 7 B RIZK LAAS v FO®x =2 VT 4 ZERT HITIE, ip http
authentication aaa 7 o — )L 27 4 X2l —r gy av L NTAS v FE2RK ﬁf}‘éﬁ%fp&;@ ES
T, AAAFRREZREL TH, AAA FREFEH L7 HITP 77 B RIZK LAAL v FOEX 2 U T 1 1%
TR L EH A,

ip http authentication =~ > FOFEMIZ DWW TIL, Cisco.com T [Cisco 10S Security Command
Reference, Release 12.4] # S L T30,

HEEXEC 7V RBLURY FT—9 H—EZXHAD TACACS+ FFRAIDERTE

GE)

AAA BFEIC L > Ca—YRFEATEX 2 —EARHIRINE T, AAA FIENA X — T VIZRE I
TWns L, 7«4’/3‘i:w4j-0)7m774’/1/75\6ﬁ LizEhEEHLET, 207077 A 00
g—HLDa—Y F—ERXR—2F - TeFa2 VT4 =R Ehh), a—FDtyi g %7 bei
T, 2—HFF, 2—%F 7o 77 A LVANOEFERTRDOOLNTWDIEAICRY, BRLEZYV—EADT 7
EARBFENET,

aaa authorization 72— 3L 27 4 ¥ a2 L— g a2 FiZ tacacs+ ¥— U — Fa$E L THEH
T2 &, i EXEC T— R~Da2—H DRy hU—7 T v ZAZHIRTH T A X ERETEET,

aaa authorization exec tacacs+ local =~ FiX, IROF AT A =X ZHELET,
o TACACS+ ZfEH L CEIEEZITo 725813, Bt EXEC 7 7 ® A A[1Z TACACS+ ZfEH L £9,
o FWHFIZ TACACS+ ZHHA Lo 72881, v—HhL F—F_R—2 2R L £,

FADRRESINTHTS, CLIZEHRHLTr A L, BiFsn-a—Pioxt LT, FaTsEksn
9,
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ATy71
AT972

ATy73

ATy7 4
AT975
ATy7 6

TACACS+ =& 3R vF 7o t204m W

¥i#E EXEC 77 B AB LRy b U —27 —E RIZBT 5 TACACS+ Al 25T 511X, ke
EXEC E— FTHROFIEA FEITLET,

avy kR

=]y

configure terminal Jua—n) arZ 4 FXal—vary T— REfBLET,

aaa authorization network tacacs+ Xy hT— 7 BEOFTRCOY—E RER|ZHT S 2 —F TACACS+ %

AE, Ay FICRELET,

aaa authorization exec tacacs+ 2 — VIR EXEC O 7T 7 & AMERN H B854, = —3 TACACS+ 7F Al

HAAL v FICHEELET,

exec ¥— U — F&EETH L, 22— o7 7 A LIER
(autocommand F# 72 L) BDEINDIGERH D T,

end

Fife EXEC £— RIZRE Y £7,

show running-config REZHRLET,

copy running-config startup-config (FEE) av74FXal—Yay 77 A NVICETEXIRTELET,

FFR % T 4 B —7 2T 51Z1%. no aaa authorization {network | exec} methodl 7 v —/N)L 227 4
Xal—varavwrRFeEALET,

TACACS+ 7ho VT4 VT DIER

ATyF1
A797 2

A7973

ATy7 4

AT975
ATv7 6

AAA T H O T 4 Vv 7HREIZ, =2 — R T 78R LY —bERE, WELERY NU—2 VY —2 &
ERToX T LET, AAM AT AU T A0 T 3 =TT DL, AL v TFidaz—F OIRENRI
BT TF 4 La— ROFBRTTACACS+ EX 2 VT 4 — N CHELET, KT 7T 4
V7 Lva—RIZIIT Y T 4 7O Attribute-Value (AV) X708 & £, V:%Fit%;)74
P— RN ENET, ZOF—%%, Xy hNU—JEH, 7747 biER, TRITEEDOZDITSH
rcEEd,

Cisco IOS DHERBL~LEB L%y b T —7 —E 2T S TACACS+ T H I U T 4 VT oA F—
TN T BHITIL, FiHE EXEC E— FCROFIEZ ETLET,

avwv kR B

configure terminal Ja—r )L ar7 4 Xal—vary E—RFeRKBLET,

aaa accounting network start-stop X "= EOTRTOY—E RERIZOWT, TACACS+ 74
tacacs+ TT AT A XTI LET,

aaa accounting exec start-stop tacacs+ |TACACS+ 7 H o T 472k, Bt EXEC 7 u k& 2 DKAICE

BRBHAET B0 2 T 2 VA, TR TR I T 5 & 5 1
RELET.

end ke EXEC £— FIZED £,
show running-config WEEMERLET,
copy running-config startup-config UEE) v 74 Fal—ay 77 A NMIHREEZRTFELET,

TR T 4T ET =T /WZF HIZIEL, no aaa accounting {network | exec} {start-stop}
methodl... 7 a—s3v a7 4 ¥ alb—vay avy R LET,

| oL-26593-02-J
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AAA H—/\NEZER

BLGEBEADIL—3 LDty a DML

aaa accounting system guarantee-first =~ > RiX, AT AL THU T 4 VI BRRYIO L a— RIZ
RHZEERIELET, ZHIET 74NV FORETT, BEICL T, VAT 2BV e—FREhb %
Tary Y= LVELFmAERTE Yy v a VERBTERWEERH D ET, VAT 20U 7 — RITH)
HREMIL 3 DEBADZENH D ET,

N—2 DU — RRIZ AAA P —ARBEARERG A, V—F Da Y — N EiL Telnet £y v a v
Z NI 5121, no aaa accounting system guarantee-first =~ > K&l L 7,

TACACS+ FZE DR

TACACS+ ¥ — HettE# % &7 5121%. show tacacs ¥t EXEC =~ F&EHEH L £,

RADIUS [C& DR A Y F 7V XDHIH

GE)

Z ZTiE, RADIUS %A X —7 /W L TRET D HIEICHO>WTHBI L £7, RADIUS I, #7774
VT4 TEREIEEL, qu?oJ:UafFT7 2 2% L CRRE ATV E T, RADIUS i
AAA 2t LTHEESIL, AAA A~ FEMEA L TORA X—T I TEET,

Cisco I0S Release 12.2(58)SE LA, A A v F 1% IPv6 I RADIUS ZH AR — kL CWET, 1F#HIC
DWTIE, [Cisco IOS XE IPv6 Configuration Guide, Release 2J] @ Tlmplementing ADSL for [Pv6] @
E@ [RADIUS Over IPv6] #ZM L T2V, ZOMEEOBREIZHE T 23/ >V T, [Cisco
10S XE IPv6 Configuration Guide, Release 2] @ Tlmplementing ADSL for IPv6] DFE®D
Configuring the NAS] &ML T 23V,

ZZCERT D vy RO L OMERFEDFEMIZ W TIE, [Cisco 10S Security Command
Referencel ¥ X O [Cisco I0S IPv6 Command Referencell %2 1L T 72 &\,

2T, ROBREIZHOWTHH LET,
o [RADIUS O#%| (P.9-18)

» [RADIUS ®&i{E] (P.9-20)

e [RADIUS #Fr DL ] (P.9-20)

« [RADIUS O] (P.9-27)

» [RADIUS O ED#FE ] (P.9-40)

RADIUS DOt %

RADIUS X, RERT 7 AN Ry b U — 7@?%:)74%%@3‘5 S FA T b P—

VAT ALTY, RADIUS 7 94 7 v ME, ViR— RO Cisco V=X BLOAL vF L THBHL E
T, 7T A7 MEHF SO RADIUS Y — NIZEBREER 2% 0 97, F1920 RADIUS $— NZiE 9T
Oa—FREEMEFHR, *y hY—7 =R T 72 AFRBBEEI N TOET, RADIUS & A MM, @

3750 RAYF YI b7 AV 724 Falb—3y Ha4F

i Catalyst
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http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html
http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html#wp1118705
http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html
http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html
http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html#wp1027195
http://www.cisco.com/en/US/docs/ios/ipv6/command/reference/ipv6_book.html

| £89F RAyF R—RAFHORE

GE)

H.
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A= (Cisco Secure Access Control Server /18— = > 3.0), Livingston, Merit, Microsoft, %

2oy 7 v 27 L —D RADIUS =N VY7 b =27 ABH L TV b~ L Fa—H o
AT ATY, BEMIZOVTIZ, RADIUS H— "D~ =a2 7 LAZBRL T E &0,

AA wvF A&y L RADIUS — "L ORICTUEEREZRET A Z L 2HE L ET, ZNITL- T,
BEGREHRDAL 7 A RD 1 ONAAL v F AF v 7 hHHIBRENT-HETH,. RADIUS — N2 7
I ATEET,

RADIUS X, 77 ADEX 2V T 4 BHER, KOy NI —J7BRETHERLET,

FNENHN RADIUS 2V R —hT5, VFXRF—T IR YP—NZLDRy NU—7, 72 &
21X, BEORE—DT A =N, 1 20O RADIUS V—_"R—2X X2 VT 4 T—X
R=2ZZEALET, BENF—DT 78R F—=_"NEREIPR—=ADFRy NI =7 TiE, ¥
A YA 22— X RADIUS — 3% U CiRiE S ¥ 3, RADIUS ¥— 3%, Kerberos &
X2 T4 VAT ATEHET DL A~ A XENTWVET,

TV r—vayPNRADIUS 7a harz Y R— 354 —rF— Xy hT—7 vX=2 U7 48R
B, -2 A~— P —FT7 7R aryba—)L VAT LAEGERT T 7 ARE, b5

r—ATiX, RADIUS IZ Enigma Dt¥ =2V 7 ¢ I—REEBIHEAL T2—FE2HEERAL, Xy
NO—27 VY —=2DT 7 A%FALTHET,

4 TIZ RADIUS #fEfF oy hU—27, RADIUS 7 54 7 > FEE®D Cisco 2 A v F &% b
T—ZZIBITEET, NN TACACSH b —N~DBITORPDOAT v T L5 bH 0 FE
7, 9-2 (P.9-20) 2L T 7Z&W,

2—HN 1 OO0 —ER LT 7 ATERWVW Ry FU—2, RADIUS 242 &, 22—
DT I EAE 1 ODFRAN, Telnet 2D 1 >O=2—F 4 U5 4, £721F IEEE 802.1x 72 & D7 1
FaNVEEHT IRy NY—ZIZHITEES, 207 m ba/boFEmc >N TiE, & 10 =
MEEE 802.1x A" — F_X—ZFRFEOFHE ] 2B LTI 7EE 0,

Uy—xTﬁ?y?4y7ﬁME&Zy&U—&JMDmsmﬁit IFFA] & BIME I RADIUS
ThIoT 4 TR TEET, RADIUS 7T H T T 4 » ZTHREIC L » T, —E 20BEER
;U%Tﬁmf%—&%%EL\:@kyv5yﬁmﬁ%éﬂéuy—x(ﬁﬁxﬂﬁy$‘ﬂ4
Kl OBEZERTEET, AV F—Fv b =R T F—F, RADIUS 77 A =
re—ABIRT I T4 VTR 2TDT V=727 N—=g U RER LT, Bnt
X2 VT A BLOHBEICHT I =— X2zt TEET,

RADIUS X, KO L H7exy hT—27 X2 U T o REUSITHE L TWER A,

v/ F 7 han T 7 v RAEE, RADIUS X, AppleTalk Remote Access (ARA). NetBIOS
Frame Control Protocol (NBFCP). NetWare Asynchronous Services Interface (NASD), F721%
X.25 PAD #fii ey A — N LEE A,

A Ay FRIE 13— 2 EIRRE, RADIUS 3. M5 HRFEEZITWEH A, RADIUS 1%, flitlo

TN ANBIEE LB L TIHHAIC, HDT A ADSMAERO T A A~OBFRICHFATE £
\?AO
EFEOY—E 2 ZH AT 5%y hU—2, RADIUS I, —#%IZ 1 AD=2—H% % 1 2OV —E R £

TININRA v R LET,
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9-2 RADIUS 4—E 25 TACACS+ H— E R~
R1 &g RADIUS
———pll
7777777777 __
| | —
| | R2 Egf RrADIUS
“ gy
e
— I Y - I TACACS+
O 4 =
y I —
_—
Y Eg k T2 Nl TACACS+
—] A
|
—
|
——2 5
T—JRAT—v3r 8
RADIUS D&

RADIUS #—= N2 K-> TT 7R ar br—LENd A v FIZ, a—Fhn s rBIORELR
D&, WDAN EBFELET,

=YL BLONRAT - ROANEERT LT 07 MRFRINET,
2—FLEB IO S SN "2 T — RR, *v T —27&H T RADIUS — NICEE S ET,
3. ==X RADIUS #—"\inb | ROWNWT UL DIREEZIFELET,

a. ACCEPT : =—¥R@WFEI NIz &5 RLFET,

b. REJECT : =2 — ¥ OFEEN KL, 2—FAB LAY - FOFBANRERIND ), 72
7 7B ARERINET,

c. CHALLENGE : =a—#|ZBEMT — % 8K L £,
d. CHALLENGE PASSWORD : = —#{TH LW\ A Y — FEZRIRT 5 L S ICBERS L ET,

ACCEPT 721X REJECT I, #7E EXEC £7213x v hU—7 ﬁT (T 287 — 2 B3N
RS TWET, =—%% RADIUS #F i #eiiic, £7° RADIUS @BAEA EFIZE T 5L ENR H
DNET AR —TNVICHREINTWDEEA), ACCEPT 721% REJECT /37 v MIIFKOBINT — ¥
NEENET,

o Telnet, SSH. rlogin, F7=iZ4FH EXEC Hh—t' X

o BERINTA—H (KRANETWFZTIAT U MDIPT RLA, T7EA VAR, BLOa2—% ¥4
LT U N EET)

N =

RADIUS HrRINZEE

ZZTE, EAARER T Y 2T 4 7B L OEN S O Change of Authorization (CoA) TOEM L%
Gir, RADIUS A v ¥ —7 = A4 ZADOEEZ OV T L E 7,

o =) (P9-21)
e [Change-of-Authorization %K | (P.9-21)
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o [CoA ZRIGZE =2— K] (P9-23)

e [CoA Zxk=~> K] (P9-24)

o v a UEEGE (P.9-24)

o Ty a VBl TOAZ v 7RI A K74 (P.9-26)

BME

FEYE RADIUS A v % —7 = A Z{TMH, Ry b —=ZITEH L TV DT 3 A0 B ERDPIEE S,
7Y —=RNREEENEZY—A"BIGETH 7L EFATHB S ET, Catalyst A4 v F L, @FH 7 v
o :E?‘/l/’dﬁﬁﬁ &35 RFC 5176 CTHLE & 7= RADIUS Change of Authorization (CoA) JLiERERE
Y AR— L, IMHROREE, FFr. BLOT I T 47 (AAA) EER) —H—"0bo
Ty /@574’% Y HRENTEDLIICLET,

Cisco I0S Release 12.2(52)SE LI TIZ, 2 bDE v a2 T & D CoA ERNB AL v FIZHR— |
SNTWVET,

o by la HIEGE

e kyTalHT

s K—=hTx¥y MU TOEY Va U #&T
e R—hr RO ATHOEY g KT

Z OFREIL. Cisco Secure Access Control Server (ACS) 5.1 IZHE SN TWET, ACS OFEMIZ DN
i, RO URL 2L T IZE0,
http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html

Catalyst A »F T, RADIUS 4 > X —T = A RIT 74V F TA R =T NVICHEINTWET, &
7ZL. —EDEARR LR E TITROBIERLIETT,

o X2 UT A BIURAT— K : [Catalyst 3750 Switch Software Configuration Guide, Cisco
Release 12.2(50)SEJ] @ TConfiguring Switch-Based Authentication] ®ZF® [Preventing
Unauthorized Access to Your Switch] #ZH L T 72 &0,

o THhUrT 4 v [ Catalyst 3750 Switch Software Configuration Guidel2.2(50)SE] @
[Configuring Switch-Based Authentication] ?®# ¢ [Starting RADIUS Accounting] #Z&M L T
<TZEvy,

Change-of-Authorization 3k

Change of Authorization (CoA) Zk(X, RFC 5176 IZFEH SN TWDH L HIZ, v a TV THEH
THZLICEST, Byva VBl A MERIE,. BLOEyva v &TEITH ZENTEET, 2
DOETNVIE, 1 D2OHER (CoA-Request) & 2 DOAFERIGE 2 — FTHEASINTWET,

* CoA acknowledgement (ACK) [CoA-ACK]
* CoA non-acknowledgement (NAK) [CoA-NAK]

ZRITX CoA 7 747 » b (BF I RADIUS F7213ARY — =) nbRESNAT, JAF—LL
TEMET 2 A v FIZEESNE T,

T, RONFIZHOWTHBALET,
o CoA ZRIEE=—F

o CoA ZRka~voF

e v ia UEREE

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
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http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html
http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.2/configuration/guide/acs42_config_guide.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_50_se/configuration/guide/swauthen.html#wp1109671
http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_50_se/configuration/guide/swauthen.html#wp1109671
http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_50_se/configuration/guide/swauthen.html#wp1091613
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RFC 5176 %
Disconnect Request A & — 1% Packet of Disconnect (POD) & HIHINETN, By a VHTIZ
SLTAAL v FTHR—FENTVET,
# 9-212iF, ZOWMRETYR—FSh T2 IETF Bz s L £,
= 9-2 YR—FrShTUL3 IETF B
BiEES B4
24 State
31 Calling-Station-1D
44 Acct-Session-1D
80 Message-Authenticator
101 Error-Cause
F# 9-3 121, Error-Cause BT D Z E N TEXLEZEZRLET,
® 9-3 Error-Cause DfE
-] EEA
201 HIp skl Ey v ay avy 7% A b
202 572 EAP 37 v b (4ERR)
401 FAR—hETWRWEMSE
402 Rombin @i
403 NAS #BERD I A~ v F
404 eSS 72 R
405 PR— I TN RN —E R
406 PR — SN TR WILIRERE
407 2 7 IR A A
501 R oKk
502 J— FARFIRRZRER (FrF )
503 tyvary arr¥A bBRgH IR
504 tyvary ar7Fx A MRHIBRTE RN
505 FOMoTa X AH T T —
506 U — R DME A A RE
507 ZLRMFE(E Shiz
508 TITF By v a YOBRBRBFFR— I TN
ARG H

CoOA A v Z—T x4 AT IHITE. A v FICEy v a BT TIHEELTWALERD Y £,
CoA 2T DL, By a v Oilil & #EmMEREREFEITTCEET, 7y 77— ME, HEXIN
ToTa ZEHERALET,

[l Catalyst3750 R4 v F Y2 byz7 av74Fal—av (4 F
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CoA EXRIEZEI—F

v a Dk

CoA BRIGEa— FEFEHRTIL, A vFila~vr RemETEES, PR—Fr&hTndavy
Fa#k 9-4 (P9-24) IZRLET,

HBEDOE Y a AT b e CoA ERIZHOWTIE, A v FiF 1 DL FOwkDBHEIZHE SN
T, By varzBBLET,

e Calling-Station-Id (7F % k® MAC 7 KL 2% &t IETF &% 31)
* Audit-Session-Id VSA (3% =2 ® Vendor-Specific Attribute (VSA; <> & —[EAFBEM))
* Acct-Session-Id (IETF &4 44)

CoA A v tE—VIZEENDLI TN TOEya D EMEREDEYy Y a s E—HKLARONED, A A v
F1% TInvalid Attribute Value] =7 — 22— FJg{t:% & ¢e Disconnect-NAK F721% CoA-NAK %K L &
ERS

FEDE v v a ST 28RS LU CoA ZROG G, ROVWFR»rOE Y a v ID AT
xFET,

» Calling-Station-ID (MAC 7 KL 2% &t IETF &% 31)

e Audit-Session-ID (3 2 DO~ F—[E A4 EE)

* Accounting-Session-ID (IETF &% 44)

AvE—VICEBE O v a v IDBENGENDEE. TATORMENRE Y v a v & BT 20N
bV FET, —BHLRWGEITX. A4 v T 0 [Invalid Attribute Value| =7 — 2— N&&{r
Disconnect-Negative Acknowledgement (NAK; & EMRIGE) £7-1X CoA-NAK #iK L F7,

RFC 5176 TEFRSNTWVD CoA ER=a—Fory hoERE, =2—F, ID, £&, —t 7+«
r—4 . BEO Type Length Value (TLV; ¥ A 7, E&, ) BRXOBRENOHEESET,

0 1 2 3
012345678901234567890123456789¢01
fod—t—t—t—t—t—t—t—t -ttt -ttt -ttt -ttt —F—F =t —F—F—F—F—F—F—+—+

| Code | Identifier | Length

B e et et e e e e e e st st b S b SR S e S
| |
| Authenticator

| |
| |
B s et e e e st s A
|  Attributes ...

f—t—t—t—t—t—t—t—t—t—F—t—+—

B~ +— RiZ, Cisco Vendor-Specific Attribute (VSA; X ¥ —@EFEME) ZBET DO A
LET,

CoAACKIE&EI— K

FFA] AT — b OEFIZHKL LI2HAE., 5 EMRIGE (ACK) Bk fEaNnEd, CoA ACK A TIES
N2 JEMIE CoA ERIZE - THRZRY | Hx D CoA a2~ RTHRFINET,

CoA NAK &I — K

HEMIGE (NAK) 1FFFAI AT — hOZFICKRRLIZZ L 2R L, =7 —OHHZ R T BEL G0
LT ENTEET, CoA B3I L7eh a8+ 5121%, show 2~ FEAMHA L £,
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CoAEXRav VKR

vl a UHB

ZOHTIE, KONFIZOWTHHALET,

e kyvvalHRE

o AA YT AF I TOE YT a3 DFREG

e BylalrdikT

o CoA HffiIREiK

e CoAER :HRANR—FDOF 4 E—T 1L

e CoA Bk : RNz FK— |

Cisco 10S Release 12.2(52)SE LI Tix, & 94 IR SND vy RB AL v FIZHFR—F IR T E
¥

= 9-4 A4 YFTHR—F&ENS CoAaTUF

= 22230 VSA

Reauthenticate host | Cisco:Avpair="subscriber:command=reauthenticate"
Terminate session AL, VSA ZER LW, EHREOBRMERER TT,
Bounce host port Cisco:Avpair="subscriber:command=bounce-host-port"

Disable host port Cisco:Avpair="subscriber:command=disable-host-port"

I. ¥_TDCoA a~y RiZik, AL vF L CoOAZT7A TV FMEDE Yy v a VEIEERREEN TV DLIHLER D
nET,

ARRID F72FRAF ¥ EZFFORA MR Ry NT—=ZIZIMALT, $IREN=T 78 AFA 777
A (Tz& ziX, A K VLAN) ([ZBHEf TN D & AAA — 3@, By = /EMEEX%
éEE‘Z L/ij‘ ﬁ:utuuﬁg;k X, 7 VT//’\”/I/ﬁ)TEﬁVC&)%)iEA AR A ]‘ﬁllﬁﬁjfcﬁmunl‘ﬁyﬂ/“— Eﬂgé
N5 EEFAILET,

vy va VREEEERBBT 70D, AAA — T
Cisco:Avpair="subscriber:command=reauthenticate" DX T A a D ¥ —EHHFREME (VSA) &
1 DU kDt Y a D EEEGTRERE CoA ERA v E—VEEELET,
BEOE Yy ay A7 — ML, Avk— 7’%¢5x4y%®m%%&ﬁbi¢onyHVﬁﬁE\
IEEE 802.1x (2 X » TRGES N T WD A, AA v F i Extensible Authentication Protocol over LAN
(EAPOL; LAN X OJLEFRFE 12 k= /1) Requestld A v E—T & — NICEETHZ L TIRELE
7

BIfE, & v 3 2% MAC Authentication Bypass (MAB; MAC F8FE/NA /3 R) TRRIES N TWDHHE
X, ALy FIFF—ARNZT 7B RAEREFE L, PIHEFTIETHEN SN2 DO LFEL ID BHELZEL
iﬁ—o

Ay FRa~vy FeZE L&ty va VBAENFEITT THLHEE. A4 v FiI7Tnkt 2ok
TL, BBREY—7 A& Bl L, &ICEITSND KO ICRES NI ATHIBLET,

Ty va URNELEEIEESN TR, HDHWIEST A N VLAN, 7 U T 1 /0 VLAN, E70EREEOKRY
V—THRIEESNTWAELAIE, AiiEA v E—UNRT 78R a2 be— VX2 HBE L, HOICHEIT
éﬂéi 9 L&Eéhﬁ-ﬁﬁfgﬁﬁi\bi# ’E//H /@fﬁ‘?l—@nq:j‘i ﬁ:umn J:/)/C/El\ifoe}:)wunﬁ'fﬂ:
RIC72 B ETHEFF S NE T,
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RAYF R8O TOEyLaVOBE

vy avnRT

CoA &HMRER

AA T AF w7 TEy v a FibiEA v —VERETDHE, WOMENREELET,
* Acknowledgement (ACK; i®GE) %R HIC, HRAEDLEMENT = v 7 SNET,
o WYty Y e THRERENRMGENET,

o WRENI E LI RMDONTNINTHET T2 &, Btz b Y H—F2EZBNAT v 7 A3
LHIFRS N ET,

o RIALDETHNIAY v/ v AX—|ZBENRRET L L, (BTHIBREND) toa<wy NiZkSn
TPAE 7 <= AX—DU 0z th, FRiENBMbEINEJ,

o ACK OREEHNCAY v 7 v AX —IZEENBE LGS, BilzhA X v 7 < AX—TiL, FHisk
aw L RRFLWVavwr ReELTHbRLET,

ol a AR TEED3FEO CoA ERNH D £3, CoA iR RiZ, "A F R— 27 4
TN PTICE Yy a v E KT LET, 2oavr ReafHTE. HEINERA MOF—F
TAT—H AT — K = UREYHEENETE, FORAMNDOR Yy U= ~DOT 7 & A FH|R &
nEEia,

RARDFR Y NI =T ~DT 722 EHIRT DL,
Cisco:Avpair="subscriber:command=disable-host-port" VSA D% E T CoA EXRZHHL 5., Zo=
TURIE Ry U7 ETHRELESEILE LB B INTVDIRA MRHLGEIENTHY . £
DFEANMILTHRY NT—2 T BREEEBIZTay 7 T50ERHDET, A—F~Ox > b
U—27 77 A%EIBT 55461, IERADIUS A W =X L&2FEH L THOA X—7 M LET,

TV BREDYT TV a0 T AL ABRHFLWIP 7 FLRAEZEREGET20LERD HEE (2
LziF, VLANZEF%) X, R— M AU ZATHRANR—FEOEYy a2 % TLET (FB— 1%
—BEIZT 4 =T N LTk, BOA 32—T7 2T 5),

o awy RIFEEOBEGERERTT, Zoavr Fidtyya L BaThain, [tyiaro
Al (P9-23) TREND I DULEDEy a3 IDBHE EHITHERTAILERNHY FT, Byis
VIRROMMBRWEA, A4 v F i Disconnect-NAK A v — L [Session Context Not Found] =
FJ—a—FRMERLET, By iarBNbsHGEE. AMyFidkyia 2 TLES, By
va UBRFERICHIBRS B, A v FITEERR ACK 2R LET,

AA Y FNT T AT v MTERER ACK ZIRTRNINZAZ V3, AL v FIZT = — )V A —"—F 554
I, 24TV P LERPBFREINDLEIL. HILWT 7T 47 A v F ETEDOT 1k AN
ViIRENFET, BEEHRLE Yy a BRSNS R WAL, Disconnect-ACK & [Session Context
Not Found|] =7 — a— FEEREEFE I ET,

CoA EXR : KRRk R—bDT 1 —T Lk

Zoav Y RiE, OB LW VSA BEENTODENE CoA HRA v — TV TREINET,
Cisco:Avpair="subscriber:command=disable-host-port"

Zoavry Rty va ERTHLIZD, Ty va ol (P9-23) TraEnd 1 2bkoty
varIDBMEEBIHEMTOIMNERDHY £, By a VREONLRVEAEIT, CoA-NAK £ v
&— & TSession Context Not Found] =7 — a2 — RBHEMNMRINET, ZOEy v a RN iH56
X, AA v FIFHRA N R— b 2T 4 =T NIZL, CoA-ACK A vE—T%IELET,
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GE)

CoOAER : 1\HUR

AA T D CoA-ACK 27 T AT 2 MIETHIUZAAL v T IEENEELTZGAIL, 771472 b
LERNMBERFBINDILEEL, TILWT I T 47 A, v F LETEOToEARNBEYIRSINET, R
A v FNCoA-ACK A vt —2%2 75472 MTRLEB T, DhOFOEERRZET LTWARNnE X2
ALy FIEENFELEREAIE. LT V7547 A4 v F L TCEOBMENFERINET,

FIEE o~ v ROBRICHERMBRESR DR T 5 & (BEhtfEbR ACK 2R E SN TRWEEID) F=u
VA=AN—FCE Yy v a UBREERK T L, ERFTOav Yy FRFITSNTAZ AN, AL v F BT
T4 TR DETORICRE LMo FE (e 2iE, Vo 7BEE) vy iarndgkr+sz
ERHY ET,

A— b

ZDawr Rk, kO VSA Z2ETEHED CoA-Request A v — VU TRESNET,
Cisco:Avpair="subscriber:command=bounce-host-port"

Zoa<wry Iy va U BETHDLZD, By a ol (P9-23) TREND 12U EO® Y
varvID ML EBIHEHTOIMNERSD ET, By a UREOHLRWVWESIX., CoA-NAK A v
& — & TSession Context Not Found] =7 — a— RREMEPEINET, 20y aBHH568
. A v FIEFRA N R—=Fr2 10BET o= 1L, HBOARX—TLIZL ((KR—F RXRT U R),
CoA-ACK #iRL £,

AA T CoA-ACK %27 T AT ¥ MIRTHNZAA v FITEENRRE LIZHEIX. 727472 b
LERNFEEINDIEZIZ, FILWT VT 47 AL v F ETEOT AR EEINET, A
A v F N CoA-ACK A v —% 75470 MR LTEZHB T, MOFOEENRZET LTWARWE X
AA v FIBENRRAELZLGEE, ILWT 7T 47 A v F ETEOIERHREINET,

Ty aVRERTORE Y OBEAA RS54

AA v F ALy 7 TiE, CoA HEMMRER A v & — VICHLBER R R ABITH Y 8 A,

COA BERNIYVR R—FDRE Y HERTA FS14 Y

bounce-port =< RDZ —7 >y MIR— FTER<Eyva o, By raBRRILLRDS
Teia. 2wy FIEFEITTEERA,

AH vy < AH—T Auth Manager =2~ N > KT 03H%)72 bounce-port 2~ NEZET D L
CoA-ACK A v E— V&R HENTR DIFRPER SN ET,

o K—F NT U ADLEM

o R—FID (B—=HLEyiary arTxA rTHREBSNLZES

AA v FT, K= NG UAREBEINET (F— B 10 BET =702, BOA x—T v
WZENET),

R— b N UAREFICETSINTZGE, R—F XU RAE M) H—LIEETRAZ RN, AZ v
Y AZ = LHIBRSNET,

N—=F NYUADFETHNCAS v 7 v A2 —ICEERBEET L L, (B THIREND) T~ RIC
HEDNWIERE v 7 ~AZ =DV Ex%E, A—F AU ARG INLET,

CoA-ACK A vy =V DREEFNIA Y v 7 ~ AZ—IZEENBELIZGE, R A S v 7 v A8 —
T, HEEa~vr RRHLvwavwy FE LTHbILET,
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COAERTAt—TIL R—rDRE v IHEEHAL FSA>

disable-port =~ FOZ—5 v MIKR—FTiE <ty a D), By ra rBRONLRN-
it 2wy FIEETTEERA,

AH Y <= AZ—IZ% % Auth Manager 2~ > K N K7 T, H%h72 disable-port =~ F&5Z{5 L
728, CoA-ACK 2 vt — V&I T HNIRDIERPBRGE S ALE T

o KR—k F 4 B—TNLDONLEN

e R—FID (m—H L tyiary arsTxANCHREENEZEE

AA v F T, B— 2T 4 v—TNTABERRITINET,

R—=br2T 4 B—=T VT HERENERICEITEINTZHE, R— b 2T =703 58/E2 ) T—L
TEENAF N, AR T <~ AZ—BHIESINET,

R—=b2T 4 B—TNVTHRIEOETHICAY v 7 ~AZ—|ZHEENFELETEHE, (B THIBRENS)
DAY NIZESWZRAE v 7 v AZ—DEINE2%, F— MR T 41— canET,
CoA-ACK A v E—YDRERNCAZ v 7 v AX—|ZBENRAE LTSRS, iR AZ v T v A X —
T, BEEa~vr RR#HLLa~wr RE L THEbRET,

RADIUS DE%E

ZZ T, AA vy F B RADIUS VAR — b3 25 L IICRET D IIECONTIHALET, RKIER,
RADIUS — R V7 U =7 RBET 58K 2 b (1 o213 24 E L. RADIUS #R3ED AR Y
2 NEEHRTAHALERHVET, F/-. ETRADIUS HFAIBLOT I LT 4 v T DHFRY X &
EETEET,

FHFRIVAMIE-T, 22—V ORIE. &, FREIT 0y MEFO-ODIEFRE FXE2EELET,
FRYVAMEFHALT, T2 8x=2V7 4 7Fu ba (TACACS+, B—h/b 2—FLHEKR L)
1 OFERIFEBIEETELIDO T, BEHOFRBRBULIZBED NNy I T v 7 VAT APRHERSE
T, Y7 bhou=TiE, VA MNOROFREFEH L C2—FOREE. #Frl. 772 FOHERFZITW
9, FOHFRTIEENELN R -T28BEE. Y7 o 2TI3ZF0) A M bROGFRAERIR L £

T, ZoO7atRiE, VA MOFRICL2@BEDKRDT L, FRIV XA MOFRETXTHLKEDS
FETHREET,

AA v F T RADIUS #RE DR E %17 9 #ilic, RADIUS +— N7 7 kAL, —R"ZRETDMLHE
B0 ET,

» [RADIUS ®»F 7 4/ higiE| (P.9-28)

e [RADIUS #— 3 52 L Oi#hl) (P.9-28) (#7H)
o [RADIUS = 7' A VFIEORE] (P.9-30) (WZH)
o TAAA V=R I NL—7DEFH] (P9-32) (HEE)

o 22—V A X—TNTI7EABIOF*y U —27 $—E R |29 % RADIUS #F 7] OF% T )
(P.9-34) ({EE)

e« RADIUS 7H VT 4 v 7 OiL#H) (P9-35) (EE)

e [F~To» RADIUS H—DE| (P.9-36) (L&)

o Ry —[EH D RADIUS BHAFEHT LA A v F&E] (P9-36) (1)

o Ry X —JA® RADIUS H— L D@BFEICET 2 A1 v FRE] (P.9-38) (TE)
o [ZA vF ETD CoA OFE] (P.9-39)

o TCOAMBEDE=HXV VI BIRNT TN a—TF 47 (P.9-40)
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e TRADIUS =" m— K NRZ v 7oEiE] (P.9-40) (fEF)

RADIUS DT 7+ )L FERSE

RADIUS BEI T AAA X, 774NV P THETAE—TVICRESNTVET,

X2 VT 4 DRDEIETHZD, Fxy V=BT ) r—3a U &HEHA LT RADIUS 2% 7E
THZLIXTEERA, RADIUS 24 F—7NICEELTZHA. CLIZE U TAL v FIIT 7 AT
53%%%utunﬁ‘(%i¢

RADIUS #—/\ /R R FDEERI

AA »F & RADIUS H—_"O@EIZIE, ROBERMPBEAKRLET,
o KRAMLERLIZIP 7 FL R

o RREDFEIEAR— b

o THULT 4T DR~ b

T

o XA LT T N

o FEEEIK

RADIUS ¥ = U5 4 —NF, RAMERIZIP 7T RL A, KRR ML EHED UDP R— M &
FIFXIP T RLALEED UDP R— FEFIC L > THELE T, IP 7 FL 2 & UDP A— & B DM
BEDEICE ST, —FEDOID BEREN., HED AAA J— v 2 %4925 RADIUS AR A b & LT
e DR— N2 EHRTEET, Z2O—BOID ZFEMATHZLICL>T, RLUIP T FLRIZH DY —N
Fo#%% o UDP R— iz, RADIUS R ZHETEET,

[l U RADIUS "j‘*—/U:O)EiEZ) 2O00FA N 2 hYIZFEILCY—ERA (2B THTT 4 7)
ERELIEEE, 2FDICHELTLARA RN = FUIE, BUICERELIZAA RN =2 I DT =2 —)b
Fr—N— /\/77 vy 7L LTEELES, ZOBITIE, RYOKRA S 2 NIRRT IO T 407
P—ERERMETE RS AE. A4 v T [3RADIUS-4-RADIUS DEAD] A vE—T%FRL, £
DOH, RLTNRAALET2EDICHRESNTZAA LN 2 NV TT AT T 407 = AERBEET
(RADIUS R A k = b Uid, BRE LTNEAFICHE-> TRITENET),

RADIUS PN A v TFiF, HETEH—T Ly P TXAN AN VT EFEHLT, RAT—FOD

B EbB L OISE DO EZITVE T, RADIUS TAAA ¥ =20 T 4 o~ REMHATD LI ICRE
T 5121k, RADIUS — R F—E VBT 5FA ML, ZOFRAMRAS v FEIEFETEH—7
Ly b 7% 2 (F—) AN U HIBETALENDHY £7°,

A LTU N, BEGEEH., BLOREEF—0OfEIL, 7CToD RADIUS #— NZxt L TZ r— 3L

HETHIEHTEET L, — BT ﬁ?‘é EHLTEET, F, Tu—rARREL A
ﬁﬂf@ﬁﬁ%%ﬂﬁ/\bﬁé EHTEET, A vy FLWBET 5T TD RADIUS $—NTH LT,
INOLOREEZ a— VICHEM T 2121, radius-server timeout, radius-server retransmit, 35 X
O radius-server key ® 3 DOEAD /o — L arv 7 4 FXFal—vary avr FEFEHRHLET, 2N
D DOFRE & B E D RADIUS H— N2 H 3 5 121E. radius-server host 72—/ N 2327 ¢ a2 L —
varvavwr REERALET,

S

GE) AAvTFRIZ7e— URBREL b — NBEALTOBEE (X127 7 b, FREREEK, iocto“%w:rv‘/
R) ZELIEESE, V=B TRELIZAA LT U B, ﬁ%fnﬁlﬁz BLOF—ICET a2~ K
L, 78— NVICRELTZZ A LT U M, BEERH, BLOF -+~ FE2 EEXLET,
F_TOD RADIUS H— N2k LTINS DB EFHET 5 HFIEIZOW T, [93TD RADIUS H—
DOFE] (P9-36) 2L T I,
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BEFEDOV— N R A MEFHFEFICTN—TT D720, AAA =R TNV —T%2HEHTDHLICAAL v F
FRETEET, FMCHOWTIL, TAAA =R 7L —7DEFK] (P9-32) 2BML T 7EEW,

Y — NHAL T RADIUS H— N L OlE &2 8ET 212i1E, i EXEC E— FTROFIRZFEITLET,
ZOFIETHHATT,

avyv Rk B
27971  configure terminal Jua—) ar7 4 X¥al—vary T— RFERBLET,
27972 radius-server host {iostname | JE— K RADIUS #— RN AHKA MDD IP 7 RLRAFEITHA A ML EEEL
ip-address} [auth-port port-number| =S
[acct-port port—num.ber] [.tlmeout e (fEE) auth-port port-number \Z1%, FRFEE KO UDP sieh— b %
seconds] [retransmit retries] [key i
. ?H/E l/i‘d—o
string]
e ({EE) acct-port port-number \Zi%, 7 H U VT 4 > 7 HERD UDP
EAR— FERRELET,
e (£EE) timeout seconds 21X, AA v F 5 RADIUS H— D% %
AL CTHEGET 2 ECoRFRBREAHEE LT, HETE DHA
X1~ 1000 T3, ZOFFEIL. radius-server timeout 7' &= — 31
ary74Xal—vary avr Rk sREE LEXLET,
radius-server host =~ > R TX A AT 7 F&RE LRWEGEIT.
radius-server timeout =~ > FOZRENMEN S £,
e ({EE) retransmit retries (213, — "DBILE LR WESE, 7203
BB BEWEGEIZ, RADIUS BR %2 — NCHEET DR EE
LE4, f8ETX28PHIL 1 ~ 1000 T4, radius-server host =~
v FTHEBEREEETE LRV A, radius-server retransmit 2
o—)L a7 4 FXFalb—ray avwy RORENMEAEINLET,
o ({LE) Key string \Z1%. RADIUS #— 3 - CEifE+ 5 RADIUS
T—EL AL T ORI THAT BB LS —2HELE
‘d—o
GE)  key (3XFHITHY, RADIUS — TEA STV HEEE1L
F—L—HTHMENDY £T, F—IL% I radius-server host
A ROREDTATLELTHREL T EEN, FEHEOR
N2 IR I N E T, key OF B L OERRE DO A A— 23
HAEInEd, F—ICAR—22FEHT2581F. 5IHERNF—0
—EATHLIGEERE, IR/ TEF—Z2HERLNTIEIN,
1 2DOIP 7 RLRIZHIET AEEOKRA b = MU B AL v F0NREHT
HEIICHEETHITIE, FNENR/AS UDP A— FEFEMFEHL T,
COa=wy REMEREEIZDADLET, A4 vF V7 =T,
BEINZIERFIZEST, FANERELET, & RADIUS R A K Cff
HA352427 0 BEERERE, BLOK X —2ENENHEELT
<TZ&EW,
A7973 end ke EXEC E— FIZRED £,
A7974  show running-config LEAMERLET,
27975 copy running-config startup-config EE) av74Xal—ay 77 A NMIBREEETFLET,

¥¢E D RADIUS H— 3% HIFR3 521X, no radius-server host {hostname | ip-address} 77—/ 3L =
V7 4FXalb—var awr REFEHLET,
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WIZ, 1 2® RADIUS #—_"ZZRFEMIC, 9 1 2O RADIUS v —&T7H 0 T 4 7V HICRE
LR L ET,

Switch (config)# radius-server host 172.29.36.49 auth-port 1612 key radl
Switch (config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

WIZ, hostl % RADIUS —E LTHREL., BIEBXOT DU T 4 7 OWFIZT 740 FO
R—rEEHTLEIICHRETHHERLET,

Switch (config)# radius-server host hostl

GE) RADIUS =R ETH, W ODDHEERETALENDH Y FT, ZTNOLOREMEE LTIX, AL v
FOIPT RFLA, BEOY—NEZXAL v TFORFTHEETLHIF— ARV I7RHY T, dHMcON
Tit. RADIUS — D ~==a T LE2EB LT FE I,

RADIUS 05 1 EZRED®E

AAA ek H/:F:TJ*}Z) EN uunﬁﬁﬁ@% HU&T% U A ]\%ﬂzﬁk L/Tﬁ)rQ %*ﬁj“— MZZD U A b %f‘:l@
HLFET, ﬁﬁ)xkiiﬁéﬂémﬁm&47&£ﬁﬁf% FLET, ZOUV A MZREDOR— K
WHEALTOL, ESEHAREFREFTTILERNLY 3, M— mmﬂi77ﬁw$®ﬁﬁ)xb
(ﬁ%b: default &%HU#H ToiTnD) T, 7740 FOHFRY A ME, ARift&EHRY 2 &8
RICERE SN AV F—T = 2ZFRNVT, HEIBICT X TOR— MIEH I ET,

FHARY A NI, 2— #mﬁmtwm7iu—%E%ﬁﬁ%%tmﬁﬁtgﬁth%mffoMu hfE
AT 2 1 23 EEOEX=2 T ¢ 7o haLEZBEETEL0T, MOFAN KK LS
Ny I T o VAT EAPMRSNEST, Y7 =T, VA FW®%?)J®?§£E%@H%LT:L~*;“%
BAELET, TOFRTISERGONR»oT2GE, Y7 MU =TI3ZEDOY A MO LIROFAEZERRL
F3, 2oL, VR FAORIFFRIC ;5kﬁﬁﬁ%¢5# EFRINTZHFAETATHLK
DOLETHRIVERINET, ZONMHEOH DA CTIRIEN KK LT (Oib ’zﬂ%a.)74 H—
Fldn— N O —YL T —H_XR—=ZA P2 —H 77-EX%?ET?“%’>§:F5/§L7‘: B). WIAETut A
HEIEL, 2R ERFEFRBRITEND Z 2 IEH 0 8 A,

07 A UERAEARET DI, Kt EXEC E— FTIROFIHAZETLE T, ZOFIEIILHETT,

avvF BHY
Z7y71  configure terminal sua—s b ar7 4 Xalb—vary w—FElBLET,
27972 aaa new-model AAA A X—TMIZLET,
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A7973

AT974

ATv75

ATv7 6
ATyFT
ATv7 8

RADIUS [2& 3RS vF 7o x04@ W

avwyFk

]3]

aaa authentication login {default
| list-name} methodl [method?...]

07 A RS Y A N EERLET,

. login authentication =~ > FIZAHITE Y X RBMEE I 222 2856
WHERSNDT 740 DU A NEERT 2I21E, default ¥—U— KD
BACT 7 AN PRI THERT 2 FXEHBELET, 7740 FoHK
VA NI, BEIMIZTRCTOR— MIEAINET,

o list-name (21X, BT 2V A MOL4ETE L THAT 2 XTI EHELE

j‘o
* methodl... |Z FREET NI Y X LNRFATT D %F@O)jﬁﬁ%ﬁ? ELET,
EJJDODM,JEJ?JE;* %@Hu@jﬁﬁ’(l’/ PIRSNTH AR EH &S

NET, BIOFRNER LIZESIXMFEHAINET A,
WDONT DT XAEBIRL £,

— enable : 42\ 7/1//\217”—]\%;%11 1§%Lij—o — mL‘qujJQ
AT 521X, H 55 L enable password 7' a— /3L :1/74
Fal—varyavry REHERALTAR—T N RAT—REE
TELILEIH Y £,

— group radius : RADIUS FFEA M LE3, Z OISR EEMH
212 H51 U H RADIUS —R"ERE L TBLERH Y £7,
PRI DWW TIX, TRADIUS H—/3 58 2 Foi%5l) (P.9-28) =& H
LTL7ZEN,

— line : [FIfR/ SR U — R & FRFEC A LET, ZORBMEIFXEMMEHTD
Wik, H60UDEARAT — FEZER L TBLERH Y 7,
password password 7 A4 27 4 ¥ alb—ar avy RefiH
LET,

— local : m— )V 2 —FH/HT —FRXR—2REWEEEALEST, 7—4
NR—= 22 —FH/EREAST L TEBL BHERHY £9°, username
name password 70—/ )L 27 4 X ab—a s avwy e
LET,

— local-case : KIXF L/ XFRRFIEND0—H )L 2—FL4LTFT —X
N— R ZFRIEICHE M L E 3, username password 7 7 —/3)L 3
T4 F¥alb—vary avry REERLT, =2—V4ERET—%
NR—=ZZ AN T HMEN DY £T,

— none : 77 A VICFRFEEHFH L EH A,

line [console | tty | vty]
line-number [ending-line-number)

FAy ar74Xalb—ary T—FEHBL, RBiE) A FO@EASR LT
HEEERELET,

login authentication {default |
list-name}

@%@if:&i@%}i’k/ ]‘(:;(‘TLT uqu}Z ]‘%‘fl@ﬁﬁ Lié_

o default Z$5E 3 5% 41X, aaa authentication login =~ > K CERL L
774N DY A NEMEHLET,

e list-name 21, aaa authentication login =~ > R CERK L7=VU 2 L %5
ELET,

end

ke EXEC £— FIZREY 17,

show running-config

BOEETRLET.

copy running-config
startup-config

(LE) av 74 Fal—vary 774 VICREFRTFLET,
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AAA %5 4 £ —7VIZT BHIZIE, no aaa new-model 70— /)L a7 4 Fal— gy avwr R
AL ET, AAA BFEET « E—7 M2 F %121%. no aaa authentication login {default | /ist-name}
methodl [method2 JZue—Svarry 4 Xal—varyav s ReALET, ara ¥l 5
RADIUS BiE%ET 4 £ —7MZT 5, HDHWIET 7 4L MEICERTIZIE, no login authentication
{default | list-name} 74> 2> 7 4 FXal—Tar avy REHLET,

GE) AAA FREFEHLTHTTP 77 BRI LAA v FOEX 2 VT 1 ZRERT HI2IE, ip http
authentication aaa 7 n— )L 27 4 Xal—v gy av RTAL v F &R Eﬁ‘é%%ﬁ‘&)@i
T, AAAGREZRELTYH, AAA FXEHH L7 HITP 77 2 RICH LAL v FOEX =2 T 11X
R LEEA,

ip http authentication =~ > FOFEHIZ DWW TiX, Cisco.com T [Cisco I0S Security Command
Reference, Release 12.4)] %# 2L T 72 &0,

AAA H—N\ TIL—TDES

BEfF OV — R R A M EFRFEHIZ I NV—T1bT 5720, AAA V=N TNV —T2HHTELIICAAL v T
ERETEET, mi‘{ﬁ%«mf%/\ RAROY Ty hEBRIRLT, TREREOT—ERMEAL
F, =N TN —FT BIRENT-— RN EKFAIDIP T RLADY A MaGte /g — Lt —N
ARAR VA RNEEBICHERAESNET,

PN TN —F120F, RS —_DEEDRAN 2 N 2EDDHZEHLTEETN, = FUMN
—BOID (IP 7 KL AL UDP F— hEFOMAALE) 2> TWNDA I ENFMETYT, ZD%HA.
B2 DR— &2 ZNENRFED AAA V—ERAEEMT 2 RADIUS RA R E L TERETEET, HL
RADIUS y—R"EDERZ 2 OOFA N =2 RUVICRICY—ER (2B TAhAv T T) &%
FELTEHA, 2BFDICHELIEFAA N 2 ML, RUICHRELTEAA N 2 NI DT7 = — /b4 —
NR= RNy 777 LTEELET,

EF LTI IN—T = NI ED Y — "G 52X, server Jv—7 4 — R a7 4 X a2l —
varyavry REFERALET, =% P 7 FLATRHETHZ b TEET L, EEBED
auth-port 35 L O acct-port ¥ — VUV — FEMHEH L THEHEBEDOFRA N A v RAZ U AEITT Y MY 2RET
LHTEHTEET,
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RADIUS [2& 3RS vF 7o x04@ W

AAA F— R T —FREFE L. FOZIL—TFIZHED RADIUS Y — &SI fTT 1208, ke
EXEC E— FTHROFIEA FEITLET,

avvk E[:3)

A7971  configure terminal Ja—\)aryZ 4 Xalb—vary ®—RFeRBLET,

27972 radius-server host {hostname | JE—h RADIUS #+— N R Z FDIP 7 FL A E 3R X R A EELE
ip-address} [auth-port I,
port-number] [a-cct-port o ({EE) auth-port port-number 1213, FBIEER O UDP s65EHR— - 45
port-number] [timeout seconds] FLET

[retransmit retries] [key string]
o ({LE) acct-port port-number \ZiX, 7H U T 4 7 Hko UDP %85

R—bEEELET,

o ({EE) timeout seconds 1%, AA v F I RADIUS V— DJSE %15
L CHEETHIETCORMBBRZEELET, HETE HHMIT 1 ~
1000 T4, Z O EIL. radius-server timeout 7 27—/ L 237 ¢
Fal—raryavr NICLPEEEZ LEX L E7, radius-server
host =~ > R TH A LT U M ERELZRWEEIE, radius-server
timeout =~ RORENFEHINE T,

o ({EE) retransmit retries 21X, — ADIEE LRWGA, £E0EE
DIBVEAIZ, RADIUS ZRE YV — NICHRET 2R A FEE LT,
FEET& AHiPHIZ 1 ~ 1000 T, radius-server host =~ K CHIX%(E
% 2 F8€ L7254 . radius-server retransmit 7' 2 —/ N\ 227 ¢
Xal—varyavwr FORENMERAESNET,

o ({EE) Key string 121X, RADIUS #— - L CTEI{ET %5 RADIUS 7 —E
VEAAL y FOMTHEMAT 5RIAEB KOS — & E L E7,

G¥) key IZ3XF5ITH Y, RADIUS — THEHIN TV DX —
E—HTALENDHY F9, F—(XHIT radius-server host =~ >
ROBRBEDT AT HE LTHREL TSI, JBEHORAN— 2T
MENETH, key OFBBLOREBOAR—RFIHEHINET,
X ZAR—REFHT 251, sITAFR X —0—HnTh 55
GEBRE, SIABFTEF—ZHERNTIEE N,

1 2DIP 7 RLAICHIETHEBDOEA L = U B2 AL v FRR#HT 5
EOICHRET AR, TNENERLSL UDP RA— FES2FEHL T, Zo=
<Y REREREIHIZTJADLET, A4y TF VY7 =T, BESh:
EFFIZE> T, RA MEMRBKLET, &4 RADIUS AA N CTHEHT X1 4
7T b, BEEREK. BLUOKSX—2ZNETNRELTIEIN,

A7973 aaa new-model AAA A X —T M LET,
A7974 aaa group server radius AAA —R T —TFh BEO I N—FLTEZLET,
group-name IoaTY FEMHATLL A v FRE =R IV —TF av T (Fal—
var E—RICRVET,
A7975  server ip-address HE D RADIUS B —REZERFH DY —N 7 —F 1Tk T £, AAA

P— R I —7D RADIUS V— R L2, ZORAT v 7k LET,
TN—TFDEY—NF, AT v 72 TEBHFHLOLOTRITNIEARY £4

o
A7976 end M EXEC £— RICRE D £,
A7977 show running-config REXERBRLET,

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
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avwy kK

]3]

A7978  copy running-config (fEE) av74Falb—ay I A NVICREERTELET,

startup-config

A7979 RADIUS v 7' A VBFiE& A x—7 M LET, [RADIUS 1 7 A iBFED#
EJ (P9-30) ZZ ML TESN,

¥57E @ RADIUS Y— "% HIER 3 521X, no radius-server host {hostname | ip-address} 7' v — 3L 2
Y74 Falb—Varyavs s REEHLES, AN =T Ear T Falb—var UR IR
HIBR9" % (21X, no aaa group server radius group-name 7’0 —/3)b 27 4 Fal— g avw K
ML E7., RADIUS — 3D IP 7 F L A ZHIFRT 521X, no server ip-address —/" 7 )—7
ary7 4 Xal—varyavwry ReEHALET,
WOBITIL, 2 2DH72 5 RADIUS Zv—7 % —3 (groupl 3 X O group2) %8+ 5L 51
A v FEFELTNET, groupl TiL, [A L RADIUS ¥ — N EDRZRL 2 DOFA N = b %\ I
CH—bE2AHICRELTWET, 2FDDOHRA N = MR, IO N DT = — )V —/3—
RNy T7 v 7T LTEELET,
Switch (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch(config)# aaa group server radius groupl
Switch (config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config-sg-radius) # exit
Switch(config)# aaa group server radius group2
Switch (config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch (config-sg-radius) # exit

A—HF A R—TLTFIERAELUVRY FT—9 —ERIZEAT % RADIUS FFrIDERE

AAA BRI L > Ca—VMEHATE AT —EARFIREN T T, AAA BiEEZ A X —T T 5 &,
ZA v FE (B—H N 2—F F—F_R—2FE Tt x 2V T4 =N LIHFET D) 2a—F 7o
T ANADSERGLEEREEHA LT, 2—Foky T a v 2RELET, 2—FiF, =2—% 7
77 ANADIERTRDONTVDHFAICIRD | BERLEY—ERDOT 7 EARBAIINET,

i EXEC E— R~ —H+Dxy bU—27 T2 RA&HIRT 535 A—F ZHRET 521, radius
X — U — R&FETE LT aaa authorization 72— 3L 207 4 Fal—T gy a<wr ReEHLET,

aaa authorization exec radius local =~ > FlX, ROZF AT XA —Z ZHELE7,

e RADIUS %ffi/H L CHIEEAEIT - -84 1L. RADIUS #H L T4 EXEC 77 B A X L E
ﬁ—o

FFEIZ RADIUS 2R L2 o e lHiid, v—W v T—F X=X &R LET,

FFAIRRESNTNTS, CLIZfHLTr 7 A L, BRES Nz —PITH LT, FFiddEiSn
iﬁ—o
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ATy71
AT972

ATy73

ATy7 4
AT975
ATy7 6

RADIUS [2& 3RS vF 7o x04@ W

HHEEXEC 778 AB L0 %y hU—27 +—tE X2+ 5 RADIUS FFal ##5E T 5121, HHE
EXEC E— FTHROFIEAZFEITLET,

avwyFk B

configure terminal Jua—n) arZ 4 FXal—vary T— REfBLET,

aaa authorization network radius Zy NI — 7 BEEOTXTOY—E RBERICHT 52— RADIUS ZF 8]
. A Y TFITRELET,

aaa authorization exec radius 2 — I HE EXEC O T 7 & AMERMN & D546, = —3 RADIUS #F7f
T, A v FITRELET,
exec ¥— U — R&EETLHE, =—% Tr 7y A UER
(autocommand &7 &) NEINALERH Y 7,

end i EXEC ®— RIZEY £,

show running-config REXMERLET,

copy running-config startup-config FEE) zv74F¥a2lb—vay 774 NVICEREEZHRIFELET,

FFR % T 4 B —7 2T 51Z1%. no aaa authorization {network | exec} methodl 7 v —/N)L 227 4
Xal—varavwrRFeEALET,

RADIUS 7h VT4 2T DiEE)

ATy71
A797 2

ATv73

AT974

AT975
ATy7 6

AAAT T T 4V THEREIL, 22— R T 78 ALY —vRE HELEXY T —2 VY —2&
HERToXU T LET, AAAT IO T 40 T A R—TNMITDHE, AL v Fida—FOIFENRN
ETHhOrT 47 La—ROBRKTRADIUS BX =2 )T 4 — NICHRELET, KT T T 4
7 La—RIET BT T 4 7O Attribute-Value (AV) X7 BEFEH, La—Ridkx=UT 4
=N MENET, ZOF—F%, Ry NT—=08B, 7747 MR, £RITEEDO-DITSH
rcxEd,

Gwom8®%@V&N%£U*/FU 7 Y—E 22T 5 RADIUS 7 AV T 4 v T A F—
2T 5HITiE, ¥ EXEC E— R CKROFIE2ETLET,

avwy kR B

configure terminal su—s UL ar 7 4 Xalb—vary ®— FelBLET,

aaa accounting network start-stop Xy N —Z B EOT R TOY—E RER|IZHOWT, RADIUS 7h 7
radius VT4 T A F—T NI LET,

aaa accounting exec start-stop radius  RADIUS 7h v 7 1 > 712 LV, ¥iHE EXEC 7 1t A DRI LR

BT B o T 4 7@, BICEEEIE LT Dy T o v @ E
EETHEICHELET,

end ¥+ EXEC £— NIZREY £7°,
show running-config BREXMER L E1,
copy running-config startup-config (EE) a7 4Fal—vay 774 NVICHREZHRELET,

THOT 4T %T 4 E—TMIT 52, no aaa accounting {network | exec} {start-stop}
methodl... 7 —/N)b 37 4 Falb—vay avy RefiLET,

| oL-26593-02-J
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AAA —/I\DREEFRRELBIFEEDIL—2 DY 3 VDR

aaa accounting system guarantee-first =~ > RiX, AT AL THU T 4 VI BRRYIO L a— RIZ
RHZEEBRIELET, THULT 74NV FORETT, JBHEICL->TE, YAT LRI r—RINdE
Tay Y= VERRmAERTE Yy v a VAR TERWEERHV £T, VAT DU m— RZhHh

DI 3 pEBALZEBHY ET,

=2 DY u— FEIZ AAA Y= "REERERG G, V—F 0ar Y —Elid Telnet £ v g~
% #ESL T 5 1Z1E, no aaa accounting system guarantee-first =~ > RZ{#H L E£7,

9 RT®D RADIUS H—/\DEKE

A v F LT _TD RADIUS — BT/ o — VICEEZRET D101, FitE EXEC £— KTKRD

ATy71
A797 2

AT973

ATv7 4

AT975

AT976
ATyFT
AT978

FMEZFEITLET,

avwy kR

=]y

configure terminal

sa—N\) ar74X¥al—yay E— ReBBLET,

radius-server key string

ZA v F LF_TD RADIUS — A ThfFshdv—7 by b 7%
P ARV TERBELET,

GE)  key 1Z30F5ITHY . RADIUS H— " THEA SN TV HEFE1L
F—L BT LOLEPDHY 4, LHOAN—ATEPA I E T
2, key DFHBLOREROASN—RIMEHENET, F—ICR
NR=2 %M T 2561, 5IARF—O—H2Th 556 2k
. BIAfFCE—FHERNTLIEEN,

radius-server retransmit retries

Z A F ) RADIUS Rz ¥ — NCHEET R EEELE T, 7
T ANV T3 T, FRETE H&MIE 1 ~ 1000 TY,

radius-server timeout seconds

AA v F 5 RADIUS ZRICH T DI0E 25> T, BEREZHEETLHET
OFEE () #HEELET, 774V MNMEISHTYT, HETX 28I 1
~ 1000 T,

radius-server deadtime minutes

FROREZRIZIGZ L 72V RADIUS Y — "% 2% » 7 505 (47) Z48E
L, ERBIA LT T T L2ETHET L2 & RIZRESHLTVD
P—NEdITTELLIICLET, 774/ NI 0O TY, FHETE DHMA
130 ~ 1440 43 T,

end

¥iHE EXEC £ — FIZE D £,

show running-config

BE RS L ET

copy running-config startup-config

UEE) =27 4FXalb—3ay Zr A NVCHREXRFELET,

FHEERSE, A4 L57 7, BXOHBEEMOBREEZT 74V MIETIZIE, 2hhboa<> RO ne

Bz ML ET,

VS —EEFD RADIUS BEZERT 5 R A v FRE

Internet Engineering Task Force (IETF) K7 7 MHKIZ, N ¥ —EHOEM (B 26) AL
T. AA vF & RADIUS ¥ — TR X —EHADEREBET DO HFEANED LN TWET,
#~_ o #—1%, Vendor-Specific Attribute (VSA) ZEHT 22 Lizk > T, — AV HREIITE S 72
W E OILRIEMEEZ Y AR — hTEET, R pELET 5 RADIUS Tk, ZofRTHLREE NS
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m. 0L-26593-02-J |



| £89F RAyF R—RAFHORE

RADIUS [2& 3RS vF 7o x04@ W

Tr—~y hEERALT, RUF—HFOAT v arE 1 OPFR—bFLTVWET, YRAIDORF—
IDIZ9 THY, Y R— GO AT v a I F— X147 1 (&ENZ cisco-avpair) T, ZOfE
X, WO T 4 —~y hOA Y 7T,

protocol : attribute sep value *

protocol 1X, $sEDH R LA FIEHT A Rao 7 e ha/VEghofE T3, attribute 33 X O value
1L, A a® TACACSH fEEk CEZ I N TV A )7 Attribute Value (AV; BYEME) <7 T, sep
X, REOBMEOREIE =, TERBEEOEEDEEIT * TF, TACACS+ #Fal CHEATE 2T X ToH
felX, RADIUS THEHATE £,

722X, D AV T ERET S L, IPFFa[lE (PPP @ IPCP 7 KL ADEIY B TH) 12, Y Aad
HRDELFIFEIP 7 FLX 7 — RN G720 9,

cisco-avpair= ”ip:addr-pool=first"

WIZ, AL v FinbFHE EXEC v > RAORIRET 7 8 AR AR L R D a—Y v 7 A v &4 % 4
ZRLET,

cisco-avpair= ”shell:priv-1vl=15"

RIZ. RADIUS H#— F =2 _X—2ANDOFHFF VLAN Z45ET 20 %R~ LET,

cisco-avpair= ”“tunnel-type (#64)=VLAN (13)"”
cisco-avpair= ”tunnel-medium-type (#65)=802 media (6)”
cisco-avpair= ”tunnel-private-group-id(#81)=vlanid”

Wiz, Z oI ASCH XD AN ACL 24 ¥ —7 oA AZ@HT 26 %2~ LET,

cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”"
cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

WIZ, ZOHEFRIZ ASCH RO ) ACL 24 v Z—7 = A AZi#EAT 5017 LET,

cisco- avpalr: “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

DR H =2, FRNENME O X —ID, A7 v ary, BIUOKHGETD VSARHY £, N
#— 1D B X U“ VSA OFEMIZ 2OV TiE, RFC 2138 [Remote Authentication Dial-In User Service
(RADIUS)J] Z2ZM L TS 7ZE0,

AA v F 0 VSA Z38ik L TR 2 K 5 ICRET 2121, i EXEC £— FTROFIRZFEITL E
R

avwrk B
27971  configure terminal Ja—rJL 2y T 4Kl — gy B R LET,
A7972 radius-server vsa send [accounting | | %7 v F 7 VSA (RADIUS IETF B 26 CiE%) #@W# L CFHTX 3
authentication] ol LET,
'(Eﬁ)mﬁéﬂéA/& lﬁ@iwﬁA%Tﬁﬁ/74/7Eﬁ
WZBRET A 121X, accounting ¥— 7V — REHEHLET,
* ('fifé::) [ uﬁkéﬂ /\/& .ﬁ@y émﬁ/\jffmh uIEE ﬁf’ j' Bﬁﬁj—
%1Z1%, authentication *— 7 — K& HH L 9,
F—U—REHEETICZOa~vy FEANTLE, TV T 4008
FORBFEDOR U F —EFBHEOW SN EHINET,
A7973  end ¥i#E EXEC T— FIZEY £7°,
A7974 show running-config MEAERLET,
A7975 copy running-config startup-config | ({-%) =L 7 4 Fal—L gy T A MCERERRELET,
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~

GE)

RADIUS @D —%& & N & —[EAORME 26 OFEAMIZ 2V TiX, Cisco.com < [Cisco I0S Security
Configuration Guide, Release 12.4) Of1§% TRADIUS Attributes] #ZM L T 7230,

NS —HBED RADIUS U—/\NEDBEICEAT 2R v FERE

RADIUS (B89 % IETF K7 7 MEAECTIL, AA v F & RADIUS H— 3T &#—il B LR D 1F
ZETDEHRUCOVTED BN TWHE T, RADIUS Bt v M &M A ICHERETRE L T b
Z—HH Y ET, CiscolOS V7 hv =T lx, X F =AM RADIUS BHEOY7+& » &3
R—hrLTWET,

AR L7z & 912, RADIUS (R Z—OMBERICE 2500, IETF F7 7 MIERT 5 H 0% R
DI ERETDHITIE, RADIUS =N F—F BB L TWDEHEA ML, TOERANBAL vF L
WHEFTH I Ly b THFAN AN U TERETHALENHY £9, RADIUS AR B LU —7
Ly b 7% A A MY T ERET D2, radius-server 70— a7 4 Fal—v gy avw
Y REHEHLET,

R —MEMLEDO RADIUS =N ARA b, BIOHKEFEINDI—F Ly N THFAN AN T %
FET DI, ¥4 EXEC E— R CKROFIEAZ EITL X7,

avvk E:5
A7971  configure terminal sa—) ar7 4 F¥alb—ar E— FEBMBL
i‘é_o

27972 radius-server host {hostname | ip-address} non-standard |J &£ — } RADIUS % — X HxA FDIP 7 FL A E7-

IR A N EIEEL, FORA RN, XA —H0
HIZHEE L RADIUS #ff H L TWA Z L 2T L
i‘d_o

A7973  radius-server key string 2L v F LR A —ERED RADIUS — L D

fcFsnNd—21Ly F TFAN AN T %
BELET, AA vy FEBIORRADIUS — %, =
DTHANANITEHEHLT, "AT— RO
BB LS EORZ B E TN ET,

GE)  key (Z3XFHITHY, RADIUS H— T
SNTVAEREE L —L —HTH2XLERDHY
F9, LEHHO A= FTME SN E TN,
key DHFEB L ORKED A= 13 S
F9, F—CAX—2EHHAT HGEF, 5l
A/ N —O—EyThrHEERE, 51/
FTHF—%WHERNTLEE N,

A7y74  end ¥i#E EXEC T— FIZRED £,
A7975 show running-config RELMERLET,
A7976 copy running-config startup-config (EE) 274 Fal—vary 774 VICEREL

RFLET,

AR H = A Ak RADIUS R A k ZHIER$ % 121%. no radius-server host {#ostname | ip-address}
non-standard 7 m— 3L 27 4 X2 b—v gy aw s R E2FEHLET, F—2F 0 —7 2T
%1Z1%. no radius-server key 70— 3L a7 4 Fal—ay avr REFEHLET,
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WIZ, N Z2—A {40 RADIUS &R A k& 457E

RADIUS [2& 3RS vF 7o x04@ W

L. A vy F LI —"OM T radl24 &5 R

F—2MEMAT OB 2R LET,

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch (config)# radius-server key radl24

AALyFETDH CoA DERE

YSEVA
AFy72
ATy73
AT974

ATv75

AT976

AT971

ATv7 8

ATy79

279710

AT97 1

ATyF12

2L v F LT CoA ZRETD

(213, ¥4 EXEC T— FCTROFIAZETLES, ZOFIHITLHAT

ERS
avwy R B
configure terminal Jya—) ar7 4 Xalb—ary T— REREEBELET,
aaa new-model AAA A F—T NI LET,
aaa server radius dynamic-author AA T HRAE, FA, BLOT U T 007 (AAA) — NTRE

L. MR Y =Y — N DHEFEMNEZFETLET,

client {ip-address | name} [vrf vrfname]
[server-key string]

HAFI v IR —H )L =R a7 4 Fal—gr F— 2
WL, T3 A0 CoA 2% T, BREHRV 43 RADIUS 7 54 7
Y RERELET,

server-key [0 | 7] string

RADIUS ¥—%5 /314 2L RADIUS 7 54 7> b EDRITHE SN D
LR ELET,

port port-number

REINT RADIUS 27 A 7~ ~inb RADIUS ZsRE T /84 ZAN%ZAF
TOR—PERELET,

auth-type {any | all | session-key}

AA v FINRADIUS 7 74 7 > MERT L5 AIDO X A4 7 HETE L E

7
TIAT NI TFTHICERESNETRTOREE —FHL T aiTh
X720 F8 A,

ignore session-key EE) Byvary ¥—2BUHTLIIOIICAS v T ERELET,

ignore =~ > ROFMIZ >V TiL, Cisco.com D [Cisco 10S Intelligent
Services Gateway Command Reference] %ML T E &,

ignore server-key

(EE) =" F—2BMUATLLIICAS v TFERELET,

ignore =~ > ROFEMIZ DV Tix, Cisco.com ® [Cisco 10S Intelligent
Services Gateway Command Referencel ZZH L T 720,

authentication command bounce-port
ignore

(EE) COAERZEH LT, v al 2R AT 4T DHHR— %
—BFNCT 4 BTNV T DI DAL v TFEHRELET, R— &2 —
BEIOICT 4 =T T 5 BMIE. VLAN OEEREALTCH, FOXE
FEBRET 237V h b=y RRA > b EIZRWEGEEIT, KA M
5 DHCP Fxay = —y g v &iThb¥ s 2L TY,

authentication command disable-port
ignore

UEE) By v arva2hAT 407 LT0WAR— 2B EDOL vy b F
TURREICT DI LA ERT HIE o RERIET D LIRS v
FEHRELET, F—FrET Yy h T Byl alBETL
9,

R— b HOA R—
ZfEHLET,

TN T BT, =YD CLI £721% SNMP =2~ K

end

F#E EXEC £— RIZRED £7,
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FIE RAyF R—RABUORTE |

W Kerberos =&

B3R vF 7 EADHIEH

avwyFk

B&

A79713 show running-config HERHERLET,

A797 14 copy running-config startup-config EE) zv74FXalb—vay 774 VICREEZHRFELET,

AAA %5 4 &—7 2T 5121, no aaanew-model 72— L 27 4 X2l —v gy avr RE
EALET, AAM vTF LD AAA V— R MEEE T « Z— 7 N2 3 5121, no aaa server radius
dynamic authorization 7’0 —/ )L a7 4 Xalb—v gy a<wr FEERALET,

COABBENE=R Y VT BV IS TNV a—TF 1T

D Cisco I0S <> FZHHALT, AL vF LD CoA LT FZBIVO N T TN Y a—TFT 47
LET,

* debug radius

¢ debug aaa coa

* debug aaa pod

* debug aaa subsys

¢ debug cmdhd [detail | error | events]

e show aaa attributes protocol radius

RADIUS H—/ N\ O— R NSV U5 DHRE

Z DR %4%%“‘)—5 L. T RERAERB IO ERE, — 7L —TNDOFT~TD RADIUS H—
ANCH L CHFICEFETEET, FEMIC OV TIX, ko URL T [Cisco I0S Security Configuration

Guidel ® TRADIUS Server Load Balancing] O&EZ# ML T Z X\,
http://www.ciscosystems.com/en/US/docs/ios/12_2sb/feature/guide/sbrdldbl.html

RADIUS DFREDRT

RADIUS OF%E %K~ 9 5I21%. show running-config £t EXEC =~ R&MH L £,

Kerberos [C& B RS yF 7O ADHHE

ZZ T, Kertberos EX =2V 7 4 VAT LEZAR—T VI L TRET DHIEIZONTHHLET,
Kerberos E¥ =2 U T 4 VAT A%, EETE 5% — F‘/\°~7‘4”£’ﬁﬁﬁb“(7\/ cO—2 U Y — Xkt
THERPBIELET, ZOMEZHHTIICIE. A4 v FIAAL T V7 MU =T OREB{L/N—
VarEA VANV THLERDY T,

ZOHEEMFEH L, Ciscocom WOl EALY 7 Ny =T Ty A NEF U ra— KT 523255
VHERHY £, FEMONWTE, 20V IV —2DY U —2 /J—rEZRLTIEEN,

ZIZTIE, ROERIZOWTHHILET,
o [Kerberos DA% | (P.9-41)
o [Kerberos ®#fFE] (P.9-43)
o [Kerberos D% iE] (P.9-44)
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Kerberos &3 XS vF 7o Axnsa M

Kerberos @ EFIZOWTIX, D URL 2 5 [Cisco I0S Security Configuration Guidel @
[Security Server Protocols] ®#FE® [Kerberos Configuration Examples] #ZH L T &\,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/fsecur_c.html

I CHERT S 2w ROMSCE JOMER FIEOFEMIC OW T, ko URL IZ& 25 [Cisco 10S
Security Command Referencell @ TSecurity Server Protocols| @& ® [Kerberos Commands| % %M
LTL7IZEN,

http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html

Kerberos @& ERFIF L Y [Cisco 10S Security Command Referencel] TiL, [BHHOBIT 5 — K3—
7 4 & LT Catalyst 3750 A4 v FZHFHL TWES, ZDRA v FiL Kerberos IZxfIE L, X FV—
7 X2 VT 4 =L L CHEESI, Kerberos 71 Fa /LM L2 —FREENTEET,

Kerberos D&

Kerberos (I F 2 —t v Y THKXY (MIT) BB LIEMEX—ICL2*y NV—273iE7 R b=
/l/'C@‘ Data Encryption Standard (DES; 7 — % lf 5L #4%) 5:1/‘95 BT ATV X AEREEL &R

WERL, Xy hT—27 U Y —ACkT 5 ERZZEEL £ 7, Kerberos i%, EHHTE 5 — K 3—
74 VIS EMH S Ta— PP - RH L TEF2 U T ORFEEZFEITLET, ZORFETED
W — K/X—F 1 % Key Distribution Center (KDC; ¥—%1T/m) LFEOET,

Kerberos (X, =—¥PHETH LN, ZO2—PFRFEALTCND Ry NT—7 Y —ERIATH L)%
BAEL T, TNEFETT 57292, KDC (0F W{EHE T& 5 Kerberos —/3) BNa—F|cF 47 v b
ERITLET, ZNHOF 7y MUTEDHIRRIH Y, 2—F 7 LTy hOF v v ¥ 2 TR FES

N9, Kerberos — N3, 2—HFHARLRRAT—RORDOVIZTry bafioTa—YLxy hU—

7 %%E‘X%utuuﬁbi‘d—

Kerberos — 21X, X2y FU—27 X2 U7 ¢ — L L CTEE I, Kerberos 71 b /L%
L Ca—T%RFETE 5 Catalyst 3750 A A v FEHHTE E4,

Kerberos @7 L7 23 ¥ LIEIT A X — L Cld, single logon &) FIEEFEHLET, ZOFIETIE
a—%% 1 lilmm“é L, 2= I LT Uy URAEMREIE (DR T — ROR LA {THTI0)
‘E%J?uuu 75>ﬁf is?@i‘?”o

oY 7 =T U U—x% Kerberos 5 1250t L CUWvE$, Kerberos 5 TiX., 9 TIZ Kerberos 5 Zfif
HALTWDHEEN, (UNIX =L PC 22 ED) thoxry hU—27 AR RMEHLTWSD KDC Lo
Kerberos fRFET —# X— R &l TE 7,

OV 7 ru=T U U —ATIEX, Kerberos i(TIKDF >y hU—27 —E R&ZHVHR—FLTWET,
e Telnet

* rlogin

e sh (VE—F v/ 7u hajn)
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# 9-512. —#%M7% Kerberos Bh#HFEE T DO EFE R LET,

£ 9-5 Kerberos M FA5E
E EH
383 =P —EARMOY—ERIIK L TEHSEHFOH Tt EIEAT 5T
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DA—PNRFR Y FT =T RAAL v FITBNTED L) RHEREZHLTE
D, FLEOLOREEEZFTITTEENE, AL v T RilAIT 25 T

VA ANV ED %

FAF o b (TGT RV —E R 7 LF ooy &) 2ETHRR,
Kerberos 7 L5 v ¥ VT, 2—HE/1I P — 2D ID it L £

T, Xy NU—27 $—EANRF v h&3IT L7z Kerberos V— %17
T A LICLiimE, 22— FARRRATU— REFANTARDV Iz
nNeffRcEEd, 77Uy VOFHRIE, 8 KN T 7 41 b
DFETT,

A AR A

Kerberos 7'V v 7L DEGR L~ T UL, 13 & A ED Kerberos 7'V

VIR, user@REALM & W H R TT (T2 & 2,
smith@EXAMPLE.COM), Kerberos 1 » 2% 2D & % Kerberos 7
V2V, user/instance@REALM &\ 5 AT (=& 2 s
smith/admin@EXAMPLE.COM), Kerberos A > A & > A%, 8 ufl:ﬁ\ﬁk
DL ED2—FOEBLANVEZRETDDICHEATEETS, &
Xy hU—27 =20 P— %, Kerberos A A% LV ZADFH v v
VI ERBEHLETTEETN, LATIEHY A,

(¥) Kerberos 7V L ULAB LS, VA X VAL T T/ LF
TRNTHITZR D FY A,

(G¥) Kerberos UV ALITT X TRILFTRITAITZR D FHA,

KDC?

F v hU—27 KA NTEET 2 Kerberos Y —"BLNF—F X—2 7
07T ATHER SN X —RITRH

Kerberos %)

Kerberos 7 VT v XY VDALV T TARN T I F XV R— 5720

CEESNZT TV r—va 0¥ — A0 2 L a5

Kerberos L /L A

Kerberos " — &SN /-2—H, "A M, BLXUOXxy hU—7

P —bE 2 TR ENS RA A, Kerberos Y —"ZEEL T, =—
FlldAy b= =R T DHHO2—FEmiFFry hU—7
P—r 2D ID #HIEL £,

(GF) Kerberos UV AT T X TRILFTRITAITZR D FHA,

Kerberos #—/

Fy RNU—7 FARNCTEBHLTWLIT—F, 2—FBLOXY hU—
7 =R FZENEFN Kerberos — M2 ID 88K LET, 1 b

U —7 #—E A% Kerberos +— NI/ =V —%XELT, fiox v b
J—r b—EROBIEEFEE T,

KEYTAB?

Py hU—7 = 2N KDC LHFF 5327 — K, Kerberos 5 UL
D=V 5 TlE, Ry hT—2 —1 21Z KEYTAB %> TH 51k
ENFEY—ERA 7 LT ooy LEGESMMR L CERIEL£9, KEYTAB
I% Kerberos 5 £V & pidA— 3 > Tld, SRVTAB* & FEIZN TV E
R

VAN ZaYiZ

Kerberos ID & & IEIEH, Kerberos — NIHkS&, a2—WRn#ETH D

», = ARNMTHINERLET,
GE¥) Kerberos 7 U VNNV LIT T RCUNLFTRITHILZR D FHA,
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Kerberos &3 XS vF 7o Axnsa M

£ 9-5 Kerberos OFTE (Z)

i B EH

PF—ERX LTI ¥ Ry NT—F F—EXOI LTI ¥, KDCHHZ LT v LR
FITINHE, Xy hU—27 $—r 2 KDC B"EFTH IR T — KT
BEefbanFEzd, =2—V TGT ¢ b XAV —R&EHF L FT,

SRVTAB Fy hU—27 = 2R KDC &3 T %5320V —F, SRVTAB i1,
Kerberos 5 LLED X— 5 Tl KEYTAB & FEEHL TV £,
TGT BRI ED Z LT, KDC NRBIAF AL —PICRITT L7 LT iy

Vo TGT Z3Z T HL - 7= —W %, KDC #37 L7= Kerberos L' /L AN D
Z/ ]\]7 7 ‘}j- E X ’i‘TLTH'UuE%ﬁ%é kﬁlf‘é’fi?“

TGT = Ticket Granting Ticket (& 737EA®E)
KDC = Key Distribution Center (¥ —%17 /7))
KEYTAB = key table (¥— 5—7/1)
SRVTAB = server table (— % 7 —71)

B

Kerberos OEI{E

Kerberos —NZid, X v U —7 X2 U T ¢ h— L UTEHE I, Kerberos 7' k2L
LCYE—h 2—PERFETE 5 Catalyst 3750 A1 v F Z{EH T& £3, Kerberos & h A X~ A X
5ﬁ{£ib\<0733%>0?i3“7)x Fy U= —bER T 7EBALLIETAHYE— b =L, 3
ODEFXF2 VT4 LAY EFBBLARNERY NT—2 F—ERIZT 7 EATEERA,

Kerberos #—/3& LT Catalyst 3750 A A v FEFEHL T, Xy NV —7 $—E Rk L TRIAEEHED
FIEIX, KkDEBY TT,

1. Hﬁﬁx/l’ ‘)g—‘:jﬂ'jﬂéum uEODE&?%‘J (P9-43)
2. TKDC 750 TGT OS] (P.9-44)
3. Xy U—7 = RIZHTHRGEOHAF) (P.9-44)

BRAA v FIxd HEAEDOEGF

T, VE— b a—¥R@Ea L g nE R s vt x 2 T 4 LA RIZOoOW T LET,
:L%*)‘ T, FTERAAL o FITH L CRIFEEBRTNIERY THA, VE—F 2—PRERAA v F
WXk U CRBRER 15256, RO T ot ANRBELET,

Z—FRER AL v FITHk LT, Kerberos Xt Telnet 825t 2 BHAA L £ 37,
A—PHENRRT = ROANZRDL T 0T e A v FRFERLET,

AA TN, ZO2—H%D TGT % KDC IZER L £7,

KDC = —% ID &Lk ok 7z TGT 2 A A v FIZHEELET,

AL v FiE, 2—PBATLIZRAT — REfli> T TGT O 5k E23 1T L 7,
o WFEMEBRICRTI LA, =—WIT AL v FITk L CRGEE S E T,

o MEBMEBRICEH L2 WA IX, 2 — V4 & XA U — FZH AT (Caps Lock % 721% Num Lock
DAV FZIZER) T2, BlOaZ—=FHLNAT=REANLTAT v 7 2 OFIHEZHERY
BLET,

o A D=
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W Kerberos IT& B3RS v F 75 L ADH{E

Kerberos KXt Telnet ¥ v a v ZE L, BRAAL v FORGFELZETCVWB T E—F 2—F I 7 7
AT T —LORNANICVETR, Xy NT—27 $—ERIZT7 72T 5121, KDC 26 BHERIEZ 15
HVERH Y 9, 2=V KDC M ORBAEEE2 TR 52001k, KDC 23%179 % TGT i34

AV FIRTFEENTREY, 2=V RZOAAL v FIZasFr LannE ), BIMORBGECHERATE 20

ﬂ\ 6 ‘/C“‘d—o

KDC m oM TGT MOEF

::T@\U%Hbi*fﬁ@@b&Tniﬁ6ﬁw2§b®t%;)?4V%?’O%Tﬁ%bi
T =PI Ry MU= =L RICT 7B AT LHDIT, 2O LA ¥ TKDC ORBFAEET T,
KDC 726 TGT #Bf&G L7221 nuide v 8 A,

KDC (2% U CRRREE 155 FIEIC DWW Tk, IR URL IZ&H D [Cisco 10S Security Configuration

Guidel @ TSecurity Server Protocols] ®#® [Obtaining a TGT from a KDC| # &ML T 7Z X0y,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfkerb.html

2y b= Y—ERIIHT SHEREDOEF

ZITIE, UE— P 2—PR@EE LR 3FODOEFR 2V T 4 LA YIZOWTHILE
9, TGT #HfF L7z —WE, Z®D LA ¥ T Kerberos LV AND Ry T —27 H— 2Tk L CRRFE
BRI TER 0 8 A,

X NU—7 P—ERH L CRIEE S D FIEIC WL, O URL 1255 [Cisco 10S Security
Configuration Guide)] @ TSecurity Server Protocols] ®#® [Authenticating to Network Services|

L TLIZIN,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/sctfkerb.html

Kerberos MD&E%E

~
¢:3)

VE—h 2—=FNFRy hU—7 F—E R0 L CRIEE S D121E. Kerberos LV ANDEA k&
KDC #REL, 22—Vl xy hU—7 —EROMFITBEIEEZITV., HAICHRIESEILERH D £
9, ZTNEFEET L. AVOFRBINMLETY, KDC o Kerberos 7 — % _X—Z|ZH A hDOxT 2 |k
U ZBM L., Kerberos LV ARNDTXTHOFRA M KDC 234K L7Z KEYTAB 7 7 A L& B L%
T, ¥72. KDC F—4# _X—RZa—FHox o U EHR L £,

FANBLEO2—FDOx N ZEMEIIMERT 2HEGOEEFHIIRO LBV TT,
o Kerberos 7'V VBT R TNLET LRI D E VA
e Kerberos A ' A ¥V AZET X CNLFTRIZAILZZ D FHA,
e Kerberos LV AZIIT R TRILFTRITAILR D FH A,

Kerberos — N2k, *v hI—27 X2 U T ¢ $— L LTEE SN, Kerberos 72 kL& H
L Ca—P%RFETE 5 Catalyst 3750 A1 v FaHHTE LT,

Kerberos BiFFEHY— N/ 72 5G4 T v N VAT A ERETHFIEIZ. kDO LB T,
e Kerberos 2~ FEHEHLTKDC & ELET,
e Kerberos 7u Fa v EFEHTHL AL v T EHRELET,

REILDNTIE, WD URL IZH D [Cisco I0S Security Configuration Guidel] o TSecurity Server
Protocols] ®# D [Kerberos Configuration Task List] #Z ML T 720,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfkerb.html
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AAYFOA—HILE

ATy71
AT972
ATv73
ATy7 4
AT975

ATy7 6

ATyFT
ATv78
ATy79

AL v FOO—HLBESLUVETOZE W

RES & VEFRIDERTE

n—H)L E— RTAAA Z2FHET DL LA v T EZRETDHE, =B THLEMET D LI
AAA ZRETEET, ZOHAE. AL v T m£%i0ﬁ7®@ﬁ%ﬁwiﬁo:®$ET@7%?
VT4 v TRERBITEE A TE AL

A T —T1 AAA HIZRET A2, F5# EXEC E— N TKROFIEEZFEITLET,

avy kR

E[:3)

configure terminal

Ja—)L ar7 4 Fal—gr BT—REREBLET,

aaa new-model

AAA A F—TNMIZLET,

aaa authentication login default
local

O—INDL—VFEZT—F_XR—=2%EHT LI H v /A VREEHTELE
T, default ¥—UV— Kk, v—h a2—% F—Z_X— XFIENT T
OFR— MIEHINET,

aaa authorization exec local

:L’“"j-@ AAA u:uuﬁ%gﬁib H— 7!7/1/7‘ 57’\’_‘;{%5:@% LT, ZD—
YIZ EXEC v = VO ETEHF LET,

aaa authorization network local

Xy P =7 BEEOTRTOY— B RERICHT 52— Y AAA FBIEE R E
LET,

username name [privilege level]
{password encryption-type
password}

R=HN F—=FR=2EHA L, 2—PAX—ADBIEL AT LERE L
i‘j‘o

2P TLilavr FEBRVIELAADLET,

e namellit, 2—HF D% 1 UV—FTHEELET, A= L 3| HHFIIME
HAT&xEtA,

o (EE) level 12X, 727 B AMEEFB[I—FICRET DR LA
ELET, BETEDHEPHIT 0~ 15 T, UL 15 TidfrH#E EXEC
F—RTOT 7B ANARETT, LU0 TlE, =—¥ EXEC £E— KT
DT 7 EALIRY ET,

* encryption-type IZ1%, B LI TWRWASRRAY — RR%A TR HH
0%, BEbEN AT — FR%AIRHRSGHEIZ T 2B ELET,

o password |21, =V NAL v FIZT I ATLGEEICANT HLE

DBHBHNRAT—=FREHRELET, XAV —RiE 1 ~ 25 07T, #HbiA
BANR—Z 5 TX, username 2 <> FOREOA T ar L LT

fRELET,
end HiE EXEC £— FICREY £7°,
show running-config REEMERLET,

copy running-config startup-config

(EE) av74Falb—vary 77 A VICEREERTFELET,

AAA T 4 =7 /WIZT 5IZIX, no aaanew-model 7 12—/ 3L a7 4 Falb—T g avy K
FRLET, FuET 4 B—7/WIZF 5I21E. no aaa authorization {network | exec} methodl 7' =7 —
SV ary T 4 ¥alb—vay avy REFERALET,

GE) AAA FRXEMEHLTCHITP 77 B RIZK LAL v FOEX 2 U T ¢ AT S0, ip http
authentication aaa 70— Nl a7 (X2l —I g0 a<w L RTAAL v FE2RETILERHY £
T, AAAGRREZREL TH, AAA FRXEMHALZHITP 77 B A LAAL v FDOEF2 Y T 11F

etk LA,
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W SSH OE=HORS vy FOBRE

ip http authentication =~ > KOFEHIZ D\ TiX, [Cisco 10S Security Command Reference, Release
124] #ZH LT EE W0,

SSH Of-ODRX A v FDEEE

GE)

T Z T, SSHHREZ R ET D HIEICOWTHBALET, ZoOMEEEZMEHAT 21013, BBE (BB
VIR T ARXA—VEAAL v TFIIA VA M= AT ERLERHY E£F, ZOHEZMEH L, Cisco.com
MOREELY 7 b7 Ty AN EL T — RTDICEFFA 2520 ER’H Y £9, FEMICONT
i, 2OV V=20V Y —R J— | EZRLTIEZE,

e TISSH IZHoWT | (P.9-46)
o [SSH ®#& & (P.9-47)
o [SSHOZEBLOAT—X ZADFE 2] (P.9-50)

SSH D% EFNZDWTIX, D URL IZH D [Cisco I0S Security Configuration Guide] @
[Configuring Secure Shell] ®# @ [SSH Configuration Examples] #ZM L T 7230,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfssh.html

IPv6 ® SSH #HEIT IPv4 1T HIEREL W U TF, IPv6 DA, SSHIXIPV6 7 R L AZHR— K L,
IPv6 T U AR— b EIZBWT, VE—FIPV6 / — RLDEFx =T 4 Ri#R IO Sk S - B
EHEMELET,

ZITHMT D vy FORIE LU A GIEOFEMIC OV TR, RO URLIZHD Z DY U —R Tk
T Hawr R U757 L AB LW Cisco IOS Release 12.2 Da~<wr K U7 7 Ly AERBBLTLE
S,

http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur r.html

F 7=, [Cisco 10S IPv6 Command Reference] H 2L T 7ZEW,

SSH [CDI\T

SSH X, T34 AT 2LV T — MEH A AREICT 57 1 ha/L T3, SSH X, T34 ADFE
FAERFICHR D I B b AT 2 & T U — MEERICOWT Telnet L EDOBXF 2 U T 4 ZFEHE L EJ,
ZOY7 b =27 VU—AF, SSH A=V =1 (SSHvl) BELOSSH ~— 3> 2 (SSHv2) %4
AR—FrLTWET,

o I[SSHY—R, #HBIZIFIAT b, BIXOIR—FrENTWNERR—=T 30 (P.9-46)

o [HIRFE) (P.9-47)

SSHY—/\, 8V 547 b, BELUVYR—FrShTWEN—D 3 Y

SSH #BEICIZ SSH =B L USSHMAEZ FA T FBRHY, ZNHITAL v F ETEITENDT
TV —varTYd, SSHZ A7 befHATDE, SSH Y — BB T2 A1 v F IR TE F
9, SSHH¥—F, 2OV Y —RTHR—-FINTWSLSSHZ 747> B LW, Mitk#lo SSH 7
FAT o hEFERALEY, F2, SSHZ 94T ME, 2OV IV —ATHR—FZTWD SSH H¥—
NBE LML SSH — " EfEHA L £9,

AA v FiE, SSHvl £72iE SSHV2 =" ¥R—FLET,
ZA v FiE, SSHvl 7 54T FaEYR—FLTWET,
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SSH 0-HD 2 4( vFnEe N

SSH 1%, DES Bf 54t 7 /L =2 U X4, Triple DES (3DES) WiZfb7 T Y XL, BLONRAT—FR
N—2OFAEE IR — R L TWET,

SSH i&@iw%u‘uuﬁﬁﬁ%%j—“—‘ }\ b‘(b\i‘j_
e TACACS+ (GEMZ oW TIX, ITACACSHIZL DAL vF 77 EZADHIH#H] (P.9-10) &ML T

<IEEW)
e RADIUS GEMIZHOWTIE, RADIUS ICL B A A vF 727w A0#I#H] (P9-18) &ML TL
7ZEW)
. _ﬁ/bu:uuﬁki()\u$j (ﬂé"ffﬂ ZOWVWTIE, ’VX/I) /%@D”—ﬁ/vumuiki(}u¥j@§ﬁiﬂj
(P.9-45) #ZML T ZE)
~
GE) AAvFFIPEX=2YT 1 (IPSec) ZHHAR—FLEFA,
HIFREIR
SSH (21, ROFIRFE HEH S ET,
e A A wFiL. Rivest, Shamir, and Adelman (RSA) FRiEZ VAR — kL ET,
o SSHiE, #7v =N 77V r—va vz —rLET,
e SSHHY—A_"BLWSSH 7 F74 7 I, DES (56 £ ) BIXO3DES (168 £ v ) T—XHf
Y7 2T TCORYR—FENET,
o AAyFIE, 128y b F— 192 By |k F—, £71F 256 £y | F—0D Advanced Encryption
Standard (AES; & ERFSALHK) BT 3V A L2V R—FLET, L. F—2R 1k
4 5% FE Sk AES I3V R — h&hEE A,
SN s
SSH DERTE
WNRIZRD LBV T,
o [RTEMRFOEEFE] (P.9-47)
e R4 vFTSSH 2#FETT 5100ty 7 7] (P.9-48) (W7H)
e [SSH — "D E] (P.9-49) (AA v F % SSH — "L L THTET DB DHNIE)
BREROIESIE
AA T % SSHY—NFEXSSH I T4 7 b ELTHETIHIHAIE, WOFEBFHEIIH - TS
AN
e SSHv2 ¥— 3%, SSHvl V= R_"TARENS RSA F—DXT 2EHTEFT (WoGE b R
<),

o AH v wAHX—TSSH VT —"NETEINTWEHHEAT, AF v I v AX—|TEENEAE LS
B LWAZ v v RAFZ =T, BiIDAX v 7 v AF =L > THERENTZ RSA F— TN
ERENET,

e crypto key generatersa 72— 3L a7 4 Fa b —alr avr NEAN)LE%, CLI =T —
Ay EB—UNRRINDIGE, RSA F—T[TAERINTVETA, FAMMBIORNAAS V%
FREL T2 5, crypto Key generatersa =< REZ AN LTI, FEfICONTIE, TA
A4 v FTSSH #FETTHODEy T v (P9-48) ZBBL T ZEW,
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SSH O-HDR A v FDE®E

RSA F—DOXRT AR THELEIT, A /’YZ“*‘:) [No host name specified] MF/RINDH T &N
HBVET, ZOAXAvE—URRREINTEEAEIX, hostname 7o — )L a7 fFal—Ta
a<w Y REHFEALTHRA N EE ET%%%ﬁ%Di?

RSA ¥—DO_XT7 24T 25 LA /’IZ Y INo domain specified] MEBERINDBIENH Y
T, ZOAvE— ‘/“7535%/1“5%71 A%, ip domain-name 7' o — )L 27 4 X2l — g
avy REFEHLTIP RAAL VA EK E#éb%ﬁ)%@i’e"

0 — W NVEBIEB XA OFEERETDIHEIC., a0 — L ETAAA BT 42— &N T
WwWanHZ &%ﬁﬁmubf<7téb\c

A4 YFTSSH 217750ty rF7y 7T
SSH # E(TT2 L3102 v F %k y FT7 v 7 T2, KOFIEEZEF LTSN,

ATy71
A7972
27973
A7y7 4

ATy75
27976

YSOVA|

9-48

1.

ey 7 v =7 A4 A—T% Ciscocom OB X v rua—RKLET, ZOFETSHETT, #FH

WZoWTiE, 2DV V=20V U —X /—FE2ZRLTIIZEN,
2L v FDORAMBIOIP FAS A EZRELET, ZOFIHEZFETT L0 2AA( v F %
SSH #—"L LTRHRET 2HEET T,

7\/1’ v F 2 SSH # BEIZA R—=T VI T 272D RSA F—DXT AR LET, ZOFIEELE
797201, A4 vF% SSH —~EL LTHRETDIHELETTT,

R—=H T 7 EAEBVE—F 77 AR YPRIEEZRELET, ZOFIETLETT,
FEMZOWTIE, TAA v FOr—HVRRERL LU ORKRE] (P.9-45) #ZRL T ZE0,

aul

RARLETIP RAAL A ZRTE L, RSA F—DOXT 24K T 5I12i%, FitE EXEC £— R TROFIE%E
FITLET, :OHEJILE%%ﬁﬁ‘é@ L. AA vF % SSH — L LTRETDHHEZT T,

avwvF B

configure terminal Ja—rLarZ 4 Xal—yary T—RelBLET,

hostname hostname AL FDRANGEFRELET,

ip domain-name domain_name AL FDRAL AL ERELET,

crypto key generate rsa ALy F ETr—=h B IO E— FMRFEAIZ SSH — % 1 2 —T L
2L, RSA F—DO_XT7 &AL LET,
WPNEV2TA YA XT, 1024 By MZTDHZ EEHERELET,
RSA ¥ —DO_XT 24T HHBIC, TEVaTADESOANEZROLN
FT, BEVaTAREL RDIEERETT R, AR E HEAITRR 230
nES,

end ke EXEC E— FIZRED £,

show ip ssh SSH =D —T 3 VB LU EFRERRLET,

EJ e

show ssh ZA v F D SSH —_"DRAF—& 2% FRLET,

copy running-config startup-config UEE) =27 4FXalb—ay Zr A NVCHREXRFELET,

RSA ¥ —DO_7 ZHIkr7T 5121, crypto key zeroizersa 72— 3L 27 4 Fa b — gy avy
REFEHALET, RSA F—DOXT7 2HIBRT D &, SSH — NIZHBICT 4 B—T7 2720 £7,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
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SSH 4 —/\D®E

SSH 0-HD 2 4( vFnEe N

SSH #— "% HKET HITIL., ¥4 EXEC E— F RO FIEZFEIT L ET,

avwy kR

B&

A7971  configure terminal

Jua—)L ar7 4 F¥al—yary ET— RRaelBLET,

27972 ip ssh version [1 | 2]

({ERE) SSHvl F£721X SSHV2 #FETT DL IHIICAAL v TFERELET,
e 1:SSHvl #FEITTDEICAAL v TFEHRELET,
e 2:SSHV2 #FE{TT LA v FERELET,

Zoa<wry REANLRWEA, FEF—V—FE2EELRVES.
SSH #—NiZ, SSHZ 747 FTHR—FENTWEERHNI—T 3 v
» SSH #3&IRLFT, 7-& 21X, SSHZ 747> b2 SSHvl BL O
SSHv2 #H% AR — F T 546, SSH ¥— 3% SSHv2 #&R L F 5,

A7973 ip ssh {timeout seconds |
authentication-retries number}

SSH il N T XA —=F % ELE T,

o HALT YU METHWEMTIRELET (F7 4/ MEZ 120 ), 48
ECEXDFMAIZ0~ 120 T, ZO/RT A—X %, SSH x=
T—vary Zx—XREAINET, BEEAELIND E, ALy
FILCLIRN—RZ By avDF 7NV MDA A LT 7 MEZEHL
9,

FIFNERTIE, Xy FU—7 LOBEEHDO CLIN—RX Eyig v
(By¥ar0~4)Zx LT, kS5 >0l 5{FEFE SSH B % £
HT&EET, FETv=nPE#T5L, CLIN—R By 30X
ALT Y MEIZT 74V D 10 5I2RY £97,

o UIAT U Y= NRAFHEFE T OREERELE T, T 74N
ME3 T, FHETEIHBIZ0~5 T,

W FDINT A= R ESTHHEITZOFIMz#EY IR ET,

A7974  line vty line_number
[ending line_number]

transport input ssh

(FEE) BRI E 2R E L E T,

o T AT 4 Xalb—ar T— FEHBLT, RAARE R
EERELE T, line_number 3 L ending line_number \Z%F L
T LT ZHRELET, FHETE %ML 0~ 15 TY,

o AA »F TI SSH Telnet #fc & [0S 2 L HICRFELET, Zil
XV, —%I% SSH #KeICBRE S NET,

27975 end K EXEC B— FIZRE Y £,

A7976 show ip ssh SSH =D —Y 3 VBLUREFREFRRALET,
EJlE
show ssh AA »F kD SSH Y —_"OEEHAT —F ALK R LET,

A7977 copy running-config startup-config

UEE) 2o 74FXalb—ay Zr A NVICHREXRFELET,

77 v k@ SSH #1737 A —ZIZEJI21Z. no ip ssh {timeout | authentication-retries} 7' 1 —/\
N arZ 4 Xal—varyavr ReEALET,
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SSH DFEEH L URT—F ADRR

SSH 4 —"DOBREBLOAT—HF R RTTDHITIE, £ 9-6 OFE EXEC 2~ K& | o713

ERLET,

% 9-6 SSH H—NRDOBEBLUVRT—ERAERFTTHaATVFE

avwyFk Br

show ip ssh SSH H—"ONR—2a VBIOREEHRERRLET,
show ssh SSH = _"DAF—HF 2% FRmLET,

INoDa~wy FOFEHIZOWTIL, kD URL IZ& 5 [Cisco 10S Security Command Reference] @
Other Security Features] ®#® [Secure Shell Commands] #Z L T2 &0,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfpass.html

SSLHTTP Of=HDAR A v FDERTE

ZZ T, HTTP 1.1 O —A"B LT T A 7 & MIxHE L7c Secure Socket Layer (SSL) 23— g
3.0 ZRETDHHIECHOWTHHLET, SSLi%, ¥%=7 HTTP WEZ2FEHE T 570, HTTP 7 5
ATV RBREZ T TR, = NGRRE,. BBk, BIOA ve—Vomett bt LES, SSL &#
AT 2103, by 7 b =T A A=V BRAAL v FIZA VA R— L ENTWVWIRERSLY T, =
DOREZEM L. Cisco.com MHIER{LY 7 NI =T T AN EF T u— RT A3 F 02555
ENRHY ET, BobA A—COFEMICONTE, 20V V=20V —2 /= EZRLTIES
A

T ROBEHIZONTHHALET,

o (=7 HTTP ¥ —_"EBLVY T4 7 bOE| (P.9-50)

o [EXo7 HTTP —"BLOZ 747 FOi#E] (P.9-52)

o (X7 HTTP ¥ —NBILRI T4 T hOAT—HZADF R (P.9-56)

I TCHERTRELR v FOMILE L OMEH FIEOFEMIC OV TIX, kD URL IZ& % Cisco
10S Release 12.2(15)T @ THTTPS - HTTP Server and Client with SSL 3.0) OEEEFHZ S L T<
ZEN,

http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_https_sc_ssl3.html

ggll

X217 HTTP Y—NEXUVI 5172 FOBE

% o7 HTTP ##£0%HE, HTTP 4 — "R EZETEHT — XIS LI TA v ¥ —3 v MIXk(E
ShEd, SSLEFB(bZfED HTTP iX, Web 77 UM H AL v F 2 ET D X 5 7effglc, ¥
TREEHGARME L ES, YR anNEET LA EF 27 HTTP Y — "B L OHTTP 27 547> FTlE, 7
TV r—va v EOREEIBI SSL N— 3 > 3.0 ZfEH LE 3, HTTP over SSL i, HTTPS & Ag &
NET (BF =7 2BkOA. URL 2 http:// ORI 0 12 https:// THAEE D £1),

¥ 27 HTTP — (AA v F) OERFEENL, f8EDOKR—F (57 /L b® HTTPS A— MiZ
443) T HTTPS ER&2FH% 17T, HTTP 1.1 Web ¥ —_"~ZOEREZES = L T, HTTP 1.1 ¥ —
NEFEOERZWFLL T, X =27 HITP —~IEE (O T) LEJ, % =7 HTITP H—
I X HTTP 1.1 = Rb iz, TOERITIEZET,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
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SSLHTTP 0602 A vFoEe B

X7 HTTP 7 A4 7 F (Web 75 ) OFEAREENL, Cisco IOS 77V r— g LERITE
KELT, 2OT7 7YV r—3a UNER LU HTTPS User Agent —E 22 FET L, I8E%E (0T 7Y
r—3aril) BT ZETY,

CADLSRERSAU K

Certificate Authority (CA; 8iER) (X, BERZRBAILTEIMT DRy bU—2 T34 R EZ
TLET., 206D H—ERE, BMT 271 AT 2 _ETH R X2V T ¢ F—BLOGE
HEOEHARMLET, HED CAF— NE AFX AAT 2 FPETFENET,

BEmnFEITENS L, HTTPS —NF, F T AMRA U M ERDEED CA 264572 X.509v3 DFFH
EARITTAHI LT, EXaT7REFE I TAT Y MTIRIELES, 2547~ (BH. Web 75
'7'92) Lj: %@nE%i@uuu l%\%ﬁﬁﬁﬁ#”%f%ﬁbf“i?—o

X =27 HTTP ##i1213, CADO R AMKRA U FERETHZ L E@MHAELEL F9, HTTPS $—N
EFERITLTWVWETFASAAL ZZCAD T ARRA U FBRRESHTWARWE F— N3 HF AL T
G RSA DX —DO_XT 2AEKLET, BFTHRIELE (HECE4) EAE 3@ 2207 4 Tl
WD T, T D7 7A4AT 2 MIZTOHAENBCIEHAETHA Z E2BAIL, 2 —FITEEFE ORI
(FesLE-ITHER) 23 WHAMERHD 4, ZOBRKEIZINE Ry NUY—2 vAReY (5 N

L) ML B ET,

CADINTAPKRA LV FERELTCWRWE, X a7 HITP 2 AN LT=HE. 08X aT

HTTP +— (£72137 74 7> b) (x4 5 —Fi £ 72130k 0728 B © B4 GEH =S B B Ak &
nEJ,

o AAVFITHRA M E RAL VARBREESNTARWES, ARENIHCEBLHEITZ N2
DTT, A v T EHEET L &, ZO—FRNLALELIEAEIIRDIL., #FH-ICACELERE
(—HFR9IZ) NEY S THRET,

o AA YFILHRAMLE FAL VAPRESNTWEIEE, a2 B EEATEREIT KBNS
DT, TOFEAET, A vFE2HESHLTH, B3 =7 HTTP y— "2 EHIZ L THLAEZO
FE T, TOD, HELF27 HITP B2 A58 Lz ST £9,

REIERBEIR T A RRA  ME, lx DT AL ATRETDHDULERDHY T, OT /A A6 =3
=358, ENDHIFAL v F ETEYITRY ET,

HOBATEHENER SN GE. £ OFE#IL show running-config f##% EXEC =~ R T T
F¥, BLBAMRELR T L~y ROWJ) (show running-config =~ K) %l & L T—#»
LET.

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072

revocation-check none

rsakeypair TP-self-signed-3080755072

|

I

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
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<output truncated>

HOB4REAEIL, %27 HTTP %— 3% #4512 LT, no crypto pki trustpoint
TP-self-signed-30890755072 7 o — 3L a7 4 ¥ alb—vay avy REANTHI L THIRTE
F9., £0%, EX =27 HTTP ¥ — "2 HEANIT DL L. BOCBEAENENHZIERSNET,

GE) TP self-signed D% AHIZEFINTNDLEIL, T ADV Y TR ZFICE > TR ET,

F7varda~ K (ip http secure-client-auth) Z{£M3 2% &, HTTPS — 82 74 7>k
HO X509v3 GEAELZZRLET, 7747 MO, T—"BHOBIELY bEWEF 2
T it LET,

FRAER DI DWW TiX, Cisco.com T [Cisco 10S Security Configuration Guide, Release 12.4] @
[Configuring Certification Authority Interoperability] DEEZZMML T Z &\,

CipherSuite

CipherSuite 1ZHf 5L T LTV XABLOX A P2 A b 7Y XAEEE LT, SSL#ERRICERL E
9, HTTPS —NcHifed 5L, 27747 b Web 77 UL, #HR— x5O CipherSuite DY
AN LET, FO%ITA Ty NV —NF, WA THR—FINTODERHEB(LT LAY XAT
KERHOEY A IPLERLTRrIT=— M LET, & xIE, Netscape Communicator 4.76 1%,
KED X =2U T 1 (RSA AR ¥ —K5 MD2, MD5, RC2-CBC. RC4, DES-CBC, B LW
DES-EDE3-CBC) #H A —FLTWHET,

il 7 iE bz, 128 By MEBALEYR— b T2 747 b 77 04 (Microsoft Internet
Explorer /\H“/ 2 > 5.5 LIF: ¥ 7213 Netscape Communicator /X—3 3 > 4.76 L7 &) N T,
SSL_RSA WITH_DES CBC_SHA CipherSuite i%, 128 vy MNEFS(L ARG L7222, o
CipherSuite K1V bt x =2 U T 4 BMELS 220 £,

CipherSuite 1%, £V X =2V T s BELS, BHIRNULRHI1EE, DT TTNAHEKEM A LB/
DEF, KIZ, AA v FTHFR— I D CipherSuite 35 LUV — & ORBEERT HE) 1255
CipherSuite ®7 > 7 (EWIH) #EHELET,

1. SSL_RSA WITH DES CBC SHA : # vt — Y0l E{kiz DES-CBC. BLUA v — ¥4
U= A MC SHA %/l L72 RSA O % —2s# (RSA 2B % —K51k)

2. SSL RSA WITH RC4 128 MDS5 : RC4 128 E' v hMiE4L, BLUOA vt —Y 1V x % MC
MD5 %f# fl L 7= RSA 0% —55#

3. SSL RSA WITH RC4 128 SHA : RC4 128 £y hifEfb, BIUVUA v —Y AP = A bIC
SHA %[l L7z RSA O F —%5H#a

4, SSL RSA WITH 3DES EDE CBC SHA : # vt —Y®O5{kic 3DES & DES-EDE3-CBC,
BIOA Y=Y A V= A NI SHA i L7z RSA OF—%# (RSA A X —k51k)

(BEEBIOE AV AR TV XL EZNETNRE L THRASHOE ) RSA I, SSL #Fi2
WTHF—DARB LOFEFEOM FIZHEH SN ET, ik, CAD NT R MKRA Y b0 ﬁzéﬂﬂ\é
MEIMITDDY FH A

X217 HTTP Y—NEXUI 5472 FDOETE

o [SSL OF 7 4V bkl (P.9-53)

o [SSL O EREOFZ S (P.9-53)

e [CADLNZANKA LY FOFKE] (P.9-53)
o %27 HTTP »— 0% iE | (P.9-54)
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o X7 HITP 7 947 > b ORE] (P.9-55)

SSL DT 74U FERTE

BEHED HTTP Yr— N3 A R — 7 VIR E SN TWET,
SSL 1A F—TICHREINTWVET,
CADBIIFARRA Y MIFKESINTWVERA,
BOBAEAEIIAERSIN TOWERA,

SSL D/ ERDITESIE
SSLAEZAAL v F 75 AFTHATSHE, SSLEY S a v NI TRAX a<w FTRTLEYT, 7T A%
AURDAA » FIIIEARED HTTP TEMES A MLERNH Y £,

CADFIARMRA LV MEBRET DRI, VAT AL 70y I NPEEINTVWDLIEEHRLTLIES
W 7By ZMBREINTW RS, REZAMCEVEAERERINET,

AA T AF Y ITHNDAS v 7 ~AX—"T, SSLE v a s BNEfliETranEd,

CADLFRFRSLY FOERTE

X =27 HTTP #6213, CAD M T A MRA L FEERICRET DAL E#HELET, CADMT R
FARA YV ME, BEEBLIFHEL YV EWVWEX 2T 02350 £97,

CADFTAPIRA Y baEHRET DL, FitE EXEC £— FTROFIREZFATLET,

=1 N =]y

A7971  configure terminal sua—nN)arz4Xal—vary w— FElBLET,

A7y72 hostname hostname AL v FORA N EEELET CIHTAR M 2RE L TORVEA
DHWZE) s FAMGITEX 2V T 4 F— LFEEICMLETT,

A7973 ip domain-name domain-name ALY FDIP RAAL A %BELET (LETIP RAA 4 %% ﬁb“(
WRWEADHNAE), IP RAAL U ATEXF2) T4 F—LaEFIC
ET\?‘O

27974  crypto key generate rsa ({E7) RSA ¥—DT7 2K LET, RSA F—DXTE, AL vFD

FAEAEEZ AF T OHNCKLETT, RSA F—O T IZHERICAEK I E
T MBETHILL, ZOa~vr FEFEHALTHF—ZHERTEET,

27975 crypto ca trustpoint name CADRIANRA L MR —HNLORELEHELT, CA FF AR
Avhar7 s Xalb—vary T—RKeRBELET,

A7976 enrollment url ur/ FEAZOEROEFEEA AL v F O URL ZfHELE T,

27971 enrollment http-proxy host-name (Ei‘) HTTP 7%y — %A LT CA »LIHEELZ ATTAE LS

port-number AL v TFERELET,

A7978 ecrl query url 7 OIHENTR Y I TW AW 2R T 57- 512, Certificate
Revocation List (CRL; fEBIELRZHY X ) %E?kﬂ‘é J: AL v F
ERELET,

27979  primary (EE) FTZAMKRAY IR CAERIZHLTCTIA~Y (T 741 1)
FIZARRA L PELTHERASND LOITHEELET,

279710 exit CAFIFAMRAL b a7 4F¥alb—vary T—FRE/RTL, Ju—
SN arZ 4 Falb—vary ®—RIRY 7,

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
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avwvFk B

A797 11 crypto ca authentication name CADORARF—ZHE LT CAZRIELET, A7 v 7 5 THEALIEA
AiEMUCbOEFERLET,

A79712 crypto ca enroll name FREDCADITANKRA Y MLIEAEEZRELES, Z0a~vwr R
1Z. % RSA F—DXTIZH LT 1 DOFEHLANY OFEHELZERLET,

279713 end FitE EXEC £— FIZRE D £,

Z7y714 show crypto ca trustpoints RELHRLET,

A79715 copy running-config startup-config EE) a7 4Fa2l—ray 77 A NVICREEZHREFELET,

no crypto ca trustpoint name 70—/ 3L a7 4 Xal—val avwry REFHA LT, CA ICBE#ET
52T _CO ID FERE L OGEHELZHIBRCTE £,

¥ a7 HTTP —/\DERE

FEICRERAE OBREZ 4 256, #OFIELZMEMLTAA v F D CA FTF A MRS U FERELT
o5, HTTP 4= NG T HLENRHV ET, CAD T A MRS UV FERELTWRWES, &
ﬂF:LT HTTP =R PNTEINC LI R T, BLBAMAENERENE T, F—"EZREL

BB LU X 27 HTTP 4 — "W HICEMT 247 a sy (ONAL @HT27 2782 U XK,
Ezﬂ%m%z FLFHALT TR RY—) ZRETEET,

¥ =27 HTTP —N"%ZHET HI21E. ¥ EXEC E— R CROFIHEZEITLET,

=1 N B&
A7971  show ip http server status (EE) HTTP ¥ — RO AT— 4 A% F R LT, €% =27 HTTP — 1D
BEREN Y 7 b =7 THR—F SN TNLNLE I it LEd,
T, ROTA L DELLNEMHIRL T IZIN,
HTTP secure server capability: Present

or
HTTP secure server capability: Not present

27972  configure terminal Jra—r)L av T 4 ¥al—ay B REBEBLET,
A7973 ip http secure-server HTTPS % — 1T 4 =T VOE4E, 4 x—7 WM LEF, HTTPS
=K, T7ANV P TA X =T NVICRESNTVET,
ATy74  ip http secure-port port-number (EE) HTTPS — AT 2K — MEBEHELET, 7740k
DFR— hEF1X 443 TT, 443 £721% 1025 ~ 65535 OHFPFHTHEE T
ES RN
A7975 ip http secure-ciphersuite ({£#&) HTTPS #ftO#s Sl i+ % CipherSuite (Bf5{L7 L=V X
{[3des-ede-cbc-sha] [rc4-128-md5] L) ZHEELET, FED CipherSuite % Hi 4 2 HLH 23722 1 4uiE,
[rc4-128-sha] [des-cbc-sha]} P—=RE T AT MR, @SR YR— 35 CipherSuite TH =3
T—FTHEICERELET, T 74V FTT,
A7976 ip http secure-client-auth (L&) HTTP h—N\%ZZE LT, EEAEORM., BIAEO=DI2, 754

TV b0 X509v3 GEAEAZERLES, T 74NV RTIE 247
VRS OFEEEERT IR EIC RS TWET R, F— 1T
JIAT Y NERFELRNE DI TNET,

A7977 ip http secure-trustpoint name X 509V3 XU F A HEHEOREB LY T4 72 FOIFEHEREED
B3 WCEATACADRT A ]\_J—/])/]\fi’? L/i'd—o

GE) o<y FoHIZ. BIOFIEICESTCAD NI A MRA v
FETTICREL TS EWVIRHEEZEX THHAL TWET,
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avwyFk

B&

A7y78 ip http path path-name (f£3) HTML 7 7 A L D_X—R L 72 HTTP NAZHRELET, /%

IZ. B = VAT AZHD HTITP B —R 77 A VOB EEE L7
(EHE, SATALADT7TFIyvia AFYVEEELET),

A7979 ip http access-class access-list-number |({£5&) HTTP — _"~DT7 7 ¥ ZADHFANMEHTET7 7R U A R %

fRELET.

A79710 ip http max-connections value ({£E) HTTP — N~ R R AEERAEE LE T, BETXA%H

X1 ~167T4, 74/ ME5TT,

A7y7 11 ip http timeout-policy idle seconds life | ({£:75) $5EDORI FIzI51F 2. HTTP H— "~ i fic KRR 2 45 7E L
seconds requests value £7

o idle s T—H DRI, IET —F BEETERVBEOR
KIS, $5E T X HAGBIE | ~ 600 BHTT, 77 b Ml 180 B
(34 <

o life : BERA T LT B ROCHEN, JET & BRI 1 ~ 86400 £
(24 B[#) TH, T 740 ME 180 BT,

o requests : KFEH 2R CUIE S N D FR OB, KM
86400 T4, T 7/ hit 1 TY,

A79712 end

4 EXEC £— FIZRE Y £9°,

A79713 show ip http server secure status X227 HTTP V' — DA T —H A A2FE LT, RELWRLET,

A797 14  copy running-config startup-config ER) 27 4FXalb—ray 77 A NVIIEREEZRGT LET,

tFa217 HTTP

BHED HTTP $— %7 4 E—7MIZT 5IT1, noip http server 72— L a7 4 £ 2 b —g
vavw o REHEALET, %27 HTTP ¥ — %7 4 E—7 /23 520X, no ip http
secure-server 72— 3L a7 4 ¥ al— gy avy FEFEALES, 740 FOBREICHETIC
I%. no ip http secure-port ¥ X U" no ip http secure-ciphersuite 7’ 2 — )L 227 ¢ ¥a L — 3
a<w REFEHALET, 72747 2 FBEOENZHIRT 521X, no ip http secure-client-auth 7
B— L a7 4 Xab—rary avry ReFEALET,

Web 77 U %A L CE¥ =7 HTTP Bt % MR 3 2 121%, https://URL # A LEF (URL iX IP
T RUVA, FEFV—N AL v TFORA M), T 74N~ B— b UADKR— FZHELTODIHA,
URL D% AIZAR— MNEBLHRETAILENH Y £9, WIZHZRLET,

https://209.165.129:1026

E

https://host.domain.com:1026

V93472 FDOBEE

D HTTP 7 9 A4 7> B L Ok =27 HTITP 7 94 7 ¥ MIFIZA 2 —7 L TF, FEHEORGE
(Xt %27 HTTP 7 74 7 > FOFEHENLE T, ROFIMETIE, BIOFIETCA O M7 A bR
AV PEAAL v FICTRELTWVDLZ LEEFHRICLTCWVWET, CADOMTARNRA LV IRHBRESINTES
T, UE— DO HTTPS =7 T4 T FNOFBFEZER LA, %27 HTTP 2 7 A4 7> b~
DRI L 7,
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TX¥ 2T HITP 7 74 7~ MR ET 511, ¥k EXEC E— FTROFIEEZETLET,

avwy kR B
A7971  configure terminal Ja—) a7 4 Xal—yay ET— NEBBLET,

AFy72 ip http client secure-trustpoint name (EE) VE—FOHTTP 4+ — RNV S 47 MNREEAER LT~

FEATSH. CAODNIFARFRA LV MEBELES, Zoavw R ﬁﬁ%

6\%®$W%E%LTCA®F51%f4/ T TICRELTWD
EWORHEEBEX THBALTWES, 7747 Fuhu 3 %iﬁlﬂiﬂ

B, FEETITATID N TANKA Y PRTTIZEESNTND

X, Zoa<wr NIHEE T,

A7973 ip http client secure-ciphersuite (f£%) HTTPS £t O 5k 9 % CipherSuite (K5{k7 /=Y X
{[3des-ede-cbc-sha] [rc4-128-md5] L) ZfRE L £, $iED CipherSuite Z 5 E 7 % B 28 721 AL,
[rc4-128-sha] [des-cbc-sha]} PR T AT bA, BNV AR— 45 CipherSuite TH T

T—FTBEICHELET, ZNEFT 74 FTT,
A7974  end i EXEC E— RIZREY £,
A7975 show ip http client secure status X% 27 HTTP Y — O RAT— X A% F R LT, BEAHALET,

A7976 copy running-config startup-config (EE) 2o 74FXal—Yay 77 A NVICERERRTELET,

IIAT VR D RTARRA L FOREZHIFRT HI21%. no ip http client secure-trustpoint name =
SUREMEHLET, 7747 MCT TIZRE SN TS CipherSuite fEARZ HIFR 7T 2 121%. no ip
http client secure-ciphersuite =~ > KZEH L 7,

X217 HTTP Y—NELUVI 5472 FODRT—2 ADERFR

SSLEF a7 —_"BLRI T4 TV bPORAT—F A% FRTHIT1E, £ 9-7T ICERH S NIHHE
EXEC =< RZHHALEI,

& 9-7 SSL X2 7 H—NB&UVI A7V FDRATF—RRAERFTHaATVF
avwyk By
show ip http client X7 HITP 7 94 7V POREEFERLET,

secure status

show ip http server ¥ =27 HTTP — ROBEEZH R LET,
secure status

show running-config |& %27 HTTP #I2 L TAR SN - HEBLAIEHELFRLET,

SCP Df=-bDARA vy FNDEE

Secure Copy Protocol (SCP) #EEIZ. AA v FTORERA A —Y T 7 A NDALE—ITEF 2T RFFE
FRE#EYE L EJ, SCP ITid. Berkeley r-tool IZRPDDEFXF 2V T4 OFENT T r—ra BLY
7a halr<chibr¥aT b (SSH) BDMETT,

SSH #EESE5121E. A A1 v FIZ RSA OABF— L MBEXF—O_T7 DL ETT, Zihix SSH 244
72 SCP LAEKET, X a7 REEEZERIEIITEF. ZNHDOF—DXT NLETT,
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SCP O-HDR4A vFnEe N

F7o, SSH IZIE AAA FRREN KL E D=, WENIRET D121, SCP IZH AAA FBRENMEIZ/R D
ﬁ—o
« SCP %A FX—TMCFBHHNC, A4 vFO SSH, RiE. #. BLOTH LT 4 2 7 %I
BELTLESW,
o SCP i% SSH &/l LT = 7 RE% & BT 5720, /L—# ICI1E RSA F—D 7 RUETT,
~

GE) SCP ZfEMT 2%HE. copy A~v > FIINAT—=REANTLHZLITTEERAL, o7 FRERRS
Niz&EZ, ANTHLERHY £,

Secure Copy B3 %18k

Secure Copy HREAZ R ET 221X, ROMEZHET 2 HLBENRH Y £7,

SCP 1Z—1#® Berkeley @ r-tools IZHEDSWTREF SN TS 72D, ZDEENEIEL, SCP 23 SSH Ok
F o U7 4 IZxHE LTV A A EBRITIE, Remote Copy Protocol (RCP) &SHHEIL CWE§, %72, SCP
DFEITNT AAA DF RIS BBERT=D, N—Z T2 —PFNIELVHER L~V E2RE LTV 20 R T 5
VEPRHY £,

WY 72 FF Al 23 T B 2 —HF%, SCP %A L T Cisco 10S File System (IFS) O 7 7 A V& A A v F
W2 (ERFAA v Fnb) BRICaE—TEET, ab—lidcopy =2~v > FEEHLET, £/, 7F
A EINTWAEERE G ZOEEEZTY— I AT —2a UL FETTEET,

SCP O ER L OMFEFEOFEMIC >V TiE, D URL IZH D [Cisco I0S Security Configuration
Guide: Securing User Services, Release 12.4]] @ TSecure Copy Protocol] #ZH L T &\,
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_secure _copy_ ps6350
_TSD_Products_Configuration_Guide Chapter.html

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
| OL-26593-02-J



FIE RAyF R—RABUORTE |

W SCP Or:=HDORXS vy FOBRE

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
EEI. 0L-26593-02-J |



	スイッチ ベース認証の設定
	スイッチへの不正アクセスの防止
	特権 EXEC コマンドへのアクセスの保護
	デフォルトのパスワードおよび権限レベル設定
	スタティック イネーブル パスワードの設定または変更
	暗号化によるイネーブルおよびイネーブル シークレット パスワードの保護
	パスワード回復のディセーブル化
	端末回線に対する Telnet パスワードの設定
	ユーザ名とパスワードのペアの設定
	複数の権限レベルの設定
	コマンドの権限レベルの設定
	回線に対するデフォルトの権限レベルの変更
	権限レベルへのログインおよび終了


	TACACS+ によるスイッチ アクセスの制御
	TACACS+ の概要
	TACACS+ の動作
	TACACS+ の設定
	TACACS+ のデフォルト設定
	TACACS+ サーバ ホストの特定および認証キーの設定
	TACACS+ ログイン認証の設定
	特権 EXEC アクセスおよびネットワーク サービス用の TACACS+ 許可の設定
	TACACS+ アカウンティングの起動
	AAA サーバが到達不能な場合のルータとのセッションの確立

	TACACS+ 設定の表示

	RADIUS によるスイッチ アクセスの制御
	RADIUS の概要
	RADIUS の動作
	RADIUS 許可の変更
	概要
	Change-of-Authorization 要求
	CoA 要求応答コード
	CoA 要求コマンド
	セッション強制終了のスタック構成ガイドライン

	RADIUS の設定
	RADIUS のデフォルト設定
	RADIUS サーバ ホストの識別
	RADIUS ログイン認証の設定
	AAA サーバ グループの定義
	ユーザ イネーブル アクセスおよびネットワーク サービスに関する RADIUS 許可の設定
	RADIUS アカウンティングの起動
	AAA サーバが到達不能な場合のルータとのセッションの確立
	すべての RADIUS サーバの設定
	ベンダー固有の RADIUS 属性を使用するスイッチ設定
	ベンダー独自の RADIUS サーバとの通信に関するスイッチ設定
	スイッチ上での CoA の設定
	CoA 機能のモニタリングおよびトラブルシューティング
	RADIUS サーバ ロード バランシングの設定

	RADIUS の設定の表示

	Kerberos によるスイッチ アクセスの制御
	Kerberos の概要
	Kerberos の動作
	境界スイッチに対する認証の取得
	KDC からの TGT の取得
	ネットワーク サービスに対する認証の取得

	Kerberos の設定

	スイッチのローカル認証および許可の設定
	SSH のためのスイッチの設定
	SSH について
	SSH サーバ、統合クライアント、およびサポートされているバージョン
	制限事項

	SSH の設定
	設定時の注意事項
	スイッチで SSH を実行するためのセットアップ
	SSH サーバの設定

	SSH の設定およびステータスの表示

	SSL HTTP のためのスイッチの設定
	セキュア HTTP サーバおよびクライアントの概要
	CA のトラストポイント
	CipherSuite

	セキュア HTTP サーバおよびクライアントの設定
	SSL のデフォルト設定
	SSL の設定時の注意事項
	CA のトラストポイントの設定
	セキュア HTTP サーバの設定
	セキュア HTTP クライアントの設定

	セキュア HTTP サーバおよびクライアントのステータスの表示

	SCP のためのスイッチの設定
	Secure Copy に関する情報



