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PEIEL, HIRFEURS L2553y e Ray 7 LET, A vFiE, VLANKNTTZ U v 7
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A H—7 x4 ATIEEE802.1Q h> RV 7 HHRELTNDEHA, b FL R— b TEEFELE
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LAY 2A LV E—T oA AZHEHTEA2DIZ.IPT7EA VARLDEMACTZ7E®A UAK1 D7
JTY, 3 TIKIPT7 78R VURFEFIIMACT 78 A VR IRRESNLTWDDLLA Y2 A4 X —
T A AZHLWIP 77 A VA RERIIMACT 72 YA M2@EHT5E. REFHD ACL 3%
LWACL IZE & iz HivE T,

VLAN ~O LA ¥ 3 A% —7xA ATH D Switch Virtual Interface (SVI; AA v FRIEA > ¥ —
TxAR), MEE 3 A X —T =4 A, BLOLA ¥ 3 EtherChannel A > ¥ —7 = A AT, /L—H4
ACL i C& £9, V—% ACLIIA V¥ —7 =A ZADORFED R (GEIEFI33E) 1Tk L T
SNET, 1 2DA v F—T A ZADKHMITLIZ, »—F ACL % 1 D#HTEE7,

1 5D ACL ZH D8 EA » F—7 = A ADOHEHOKBEIHEAN TS £, £72, 1 SOEKREICHEED
ACL #1452 &b TEET, 1 20— ACL 2B OEETHEMNT 5456, £DLr—% ACL
IEEE, BEEShET,

IPv4d b T 7 4 v 7 TYHR—=FENDBT 7R VR MIKRDOLEBY TY,
o EHEIP 7/ ER URRNTIH, BMAEBEIZEELT FLAZEALET,

o JLRIP 77 ®A URADMI, FELT LA, 5%T FLA, BLUOA T Y aro7m b afEi
ZER LT BB EZITHET,

R—F ACL OBA LR, A vTFIIA v F—T 24 ATRESN TV HEEEICEBEMN T BN TN D
ACL ZBREEINET, 72720, v—¥ ACL Il FATHFR—FENETH, #HTE2DIFEEFER—
FACL 72T, X7y FRAAL v T DAL H—T oA AZFERETDHE, T H—T =4 A&
EENTVDETXTOERBEEICHIETD ACL ARAESNET, X7y bBAA—T 4 7 ERTHE
FT AR Ry FITEHESNDGETOMIC, WA v Z—T =4 RTHRE SN RBEMEICHST 5T

_TO ACL BHRASNET,

ACLIZACLHDO= > MY LTy hO—ERERITS T T, N7y NEREZTFAIT 20, HRT 200 %
WOES, ACLZMHMT 2L, Xy U= 2KELITRY N =7 OIS 27 7 & A Z il
T&EET, 34-1 TiX, V—F~DANTHEASIN TS ACLIZEYD, AR MAFIAFTRY b
V=0 ~DT 7 EARFAISINETH, AAFBIFELSSNET,

VLAN ACL £721Z VLAN ~ v 7%2H LT, 9 XTONT 74 v 7 %7 78X a3 un—)LTxFE
F. VLAN DR TL—T 1 785, E£EAZ vy 7O VLANNTT Y vV 7S5 _TO
Ny M, VLAN ~ >y 72 L E7,

VLAN ~ v 73X =2 0740 Xy b 740020 7L TLEEW, VLAN ~ v 7 THIA (G5
BERIIRE) TEHZBSHEEA,

VLAN v~ v 7%HHELTC, IPV4 F T 74 v 7 DL A ¥ 3T RLAZBAETEET,

FTRTOIHIP 7r haiiE, MAC VLAN v v 7% LT, MAC 7 R L 235 L O Ethertype 12 & -
Tr77kEAaryvite—nasnEd (P M7 74 v 72X, MACVLAN v~ v 12Xk A7 27X b
02— /BN TEFEA), VLAN v v SR v FE@BRT 537y MIET#EATEEST, N7 EEk
X2 DAL » FITHERENTZHNDOAL v F EOFA MO MT 7 4w Z712iE, VLAN ~» 7 &2 &
HHZENTXERA,
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VLAN ~ v 7% fiT 5 &, ~ v FITHREESNET 7V a ZESW TRy v FORENHT £ 721
ERENET, K 34210, VLAN v 72EA LT BEDNT 7 4 v 7 XA 7% VLAN 10 D& A
FMAMNGEETERNILIICRETDIHEZRLET, & VLAN IZiE, VLAN <> 7% | D72 #EH T
xFET,

X 34-2 VLAN T v FI2&b T 714 v Ol

Dl—gvﬂl

=y i
"R kA "X B
(VLAN 10) (VLAN 10)

X=RRAFADNSDHEED S T1 v o84 T%
EETHVLAN T v T
> =/1\7y bk

92919

TS5T*AMESNF S T4 9D ETSTAVMESATWWEWERS
7149 DN

IP %7y NI, XYy N — 72 BB TAHALEICTTTAL MEENAZ BBV F1, FOEEL.
TCP £721Z UDP R— F B ERLICMP # A4 7B X Pa— KR ED LA ¥ 4 FERIT. 7 v S DBRPIDOES
BRHD T T A FETICEENET, D7 T 7 A MIiZ, ZOBERIZHY A,

ACE IZiF, VA Y 4ERET =y 7 Lgncd, $XTONRTy b 777X MIEAShD bOR
BVET, LAY A4FEREFIDL ACEIX, 777 A Mz IP Ty bDIZEAEDT T T A

CARHER) 72 7L CIXEHA CE EH A, 777 A MCLA Y 4 ERAEENTB ST, ACE 28—
DAY 4ERETF = 7 TE3HE, —BNL—MFTROLIICEFESHET,

o TITAVINDOLA Y IEFR (TCPLUDP 7 hal AT 2Et) 2F v 7+
A ACE I, EFENTWARWVWL A ¥ 4 FROBEIZO»DLT, 777 A e —HTDHLERRS
nEJ,

o LAYARKERETF = v /TG ACEIL, 7F77 AL MILA TV ATFERNEENTHRWVIRED
T TA B LER A,

ROa~<y FTHEIN, 7772 MEShiz3 2oy MZEHENS7 278X VA K102 %
BHZHL > TR L £ 97

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet
Switch (config)# access-list 102 permit tcp any host 10.1.1.2

Switch (config)# access-list 102 deny tcp any any

GE) &K@ 250 ACE ITIFSEHT RLADRKIZ eq F—TV— KRSV £+, ZHUFEEF O TCP 565t R —
hF 5 R ZEZE 4 Simple Mail Transfer Protocol (SMTP; > 7L A —/Ldgik 7w hajl) BIO
Telnet & —EHTHNEINEF =2 v/ TDHILEERLET,

o XAy MAIFAAR 10222 OFR— 1 65000 2>5H KA B 10.1.1.1 @ SMTP iR— MMZEE S5
TCP X7y hTo, ZONXRTFy "R T7 T 7 A MEENTZHA, LA ¥ 4 1RSI THi> T
5720, BTy NTHAGAELFRLLIITEYIDOT T 7 Ay P EWIO ACE (permit) &
—EHLET, BOVDOT7T T A ML &\YO ACE & —FHLET, L, ThHD 7T 7 A0 M
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SMTP A — MEBRBEEN TR TYH, MO ACE BDEH SN & XL AV 3FERIET%E
Fxv I TDHNLTT, ZOBDOERIT. X7y B TCP THHZ & &, %608 10.1.1.1 THD
ZLTY,

e XAy hMBld, AA N 10222 OFR—k 65001 254 A K 10.1.1.2 @ Telnet A — MMIEE I E
T, ZORT Y BRI FZ T Ay MEEShTeGa, VAY3ERE LA T 4ERDTXTHi-» TV D
72O, WHOT7Z 7 A R 220D ACE (deny) & —ELET, ZODOTTF 7 AL ME, LA
Y ABERBNEEN T RNED, 220D ACE & —HLERHA, VDT T T AL MI3DDD
ACE (permit) & —FLE7,

WO T7Z 7 A MREGINTTD, FA N 10112 137227y FEFEBETE T, Ok
Re Ny P BIRERENET, L, UEROFRNSNIZT T 7 A FRR Yy MU —27 OFFK
MRz L, AR 10112 8337y P2 L LS E DL ICHRRA DY Y —2ANHESH
£,

o TI U A MEERTT Y B CiE, AA R 10.2.2.2 DA~k 65001 7 5HAEA K 10.1.1.3 DFR—
Kp ICEFEEINET, ZOXRTy MR T T T Ay MeShEEHmE, BPIOT7 7 7 A hid 420
@ ACE (deny) &—HLET, ACEXVAY4ERET =y 78T, T XTDODTIFTAL DLV
A Y 3EWICTELEN AR A S 10.1.1.3 THDHZ EARS I, JiD permit ACE [X572 5 H A h%&
FryZ LTWEEZD, MOT7 T 720 b T_XT425HD ACE & —FLET,

ACLERAMYTF RE2vY

AL vF AZ 7D ACL Y R— M, 2L F7er 24 v F LFELTYT, ACL ORERIFE®RIZ, =
By IHNOTRTCDAL v FILERBEINET, AH VI VAL —2EORAT v ITHRDTRTOAL v
FTIE, BFEENLE I, "~ R =708 7al I L53NET (A vF A¥ v 7 OFEMI OV T,
WSE AL vF A2y 7DE] BB LTLIIEEN),

ALy AL —=IZLD, ThbD ACL BRENEITSINE T,

o ACL HRIEHRPLE E N, HHRNT R TOAZ v A NTREENET,

o ACLEHIZ, AZ v ZIZIMALTWATRXRTORAL v FICEEENET,

o (il xiX, T n—FRU=T UY—=ZAR2W0RE) MENOEBT, Y7 hy=TIZkoToN
Ty RREESNDIVERD HE,. ACL 237y MIZEHRICOR, ~AX— AL vFIT Lo
TNy RAREREINET,

o FTDON—FRU=TIL, T B ACLEHR T e 7 53 nFET,

AL 7 ALY, RO ACL BRENFEITENE T,

o AL YT AUNRTIE, v AF— AL v TFM6 ACLIEREZEL, "— RV =7 Rn7m /I 63N
£7,

o RH Y AUNE, AN, AL v FELTEEL, BEFE~A X —ICEENBE LZHAICA
Bl v AL —OKE G R SEFNEZ S, FILWAX v v AX—L L TERIRENET,

A 7 AR —IEENEEL, HTILWAX v 7 v 2AZ—=PNERINZBEE, i@ Rsh T~
AB—ICLY, R T v FPENEZETary 74 Fab—ya URNEHERSNET B S%FE (24>
FAE v OEH) 25, EfTar 74 X2l —valr0o—{THH ACLETEH., ZOFIETH
TSN ET, HLWRE Y7 vRAF 2L, ZAFZ v 7IZHDTXTDOARAL v FIT ACL 5N E(E
EhEv,
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ZDAA »FTIP vAACL %% ET 5 FIAIX, thod Cisco AA v F N —% TIP v4ACL 2R ET 5 F
JEL R TY, 22Tk, TOREFREZMEICHILES. ACL OBEICET DL, [Cisco
10S IP Configuration Guide, Release 12.4] @ [IP Addressing and Services] D #|Z4 % [Configuring
IP Services] #ZML T Z&V, a~r NIZET23EMIC SV TiE, Cisco.com T [Cisco I0S IP
Command Reference, Volume I of 3: Addressing and Services, Release 12.4] #Z L T 7Z& W,

ZDAA v FiF. Cisco [0S /—% D ACL IZBIET HROMRELZ R — F L TWER A,
e JEIP 71 Fh 2L ACL (% 34-1 (P34-9) 2%/) 137V v S Ar—7 ACL

s IPTAVT 4T

o BHEBIUOREL— MMIBR (QoSACLIZX D L— MilRZ K<)

e V7V VT ACL 72344 F v 7 ACL (A v F 77 A2 ) JHRETHEM SN L2HEMO
#4733y 7 ACL %Br<)

e F"—hFACLBIOVLAN v~ v 72T 5 ACLu¥> 7
ZDAA v FTIPACL ZEHT2FIHITIKRDO LY TT,

ATF9FT 1 TI7BAVAMNOEFESELITLATET 7 ¥ AFME2HBEL T, ACL 2/E LET,

ATFvF 2 ZOACL %A ¥ —7 oA ZAETTMAREHICHEH L E 3, %S JOYLE IP ACL % VLAN v v 7
WHEHAT 22 b TEET,

2T ROBEICOOVTHALET,

o [1E# [Pv4 ACL 3 X QML IPv4 ACL OfER) (P.34-8)

o iR REIFR~D IPv4 ACL O] (P.34-22)

o (AU H—T A ZA~DIPv4 ACL O (P.34-22)

e IN—FRU=T7BIWY 7 +v=TI2XK5 P ACL O] (P.34-24)
o TACLO NI 7Ny a—F 7] (P34-24)

o [IPv4 ACL O%EHI) (P.34-26)

=% IPv4 ACL & & ULk IPv4 ACL DERX

ZZTHE, IPACLICOWTHEHHILET, ACL X, #Frl&t L EREGOIRF T bNEE D TT,

AL v FIE, TR VAMNNOEMLEZ 1 STOMX, Nry hETAMLET, RN —H L5

HIZEoT, AL TRy bEZTFANDIDERT20BRESNET, A1 v F i —KT 55K
DEMEM R ADINSTZREE TNy hOT A NEELT 5720, FMEOHFNEELRE®REZHRLET, —
HBITDEED20GE. AL v FIIry FEESELET,

ZOVT7 by =TlE, IPV4IZOWTIRD ACL (727®A URAR) 2 KR—FLET,
o fEUEIP 77 &R URBNTIE, BMABIEIZEELT FLAZFEHLET,

o WRIP 77X VX MTIE, BMEBRIMEIZHELTT FLALSET FLAZMEHL, EETT e b
) I A TIEREERN L THEOEOMMrS2mO 5 28 bTEET,

TR, TR VARNEZFDOERFIEIZOWTHALET,
e 77 ®A URNER] (P.34-9)
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e TACL®OuX 7| (P.34-10)

e [Z=—F X7 (P34-10)

o [FHSHIEUE ACL OfFER (P.34-11)

o [FHSfr&hisE ACL OfFk) (P.34-12)

o TACL N® ACE O ~#x% | (P.34-17)

o [Z&miff &R ACL I X O il B3k ACL OfFR) (P.34-17)
o TACL TokHfHOEM ] (P.34-19)

e TACL ~®O=x v FOffAN] (P.34-21)

TOEA VA ES

ACL Z# T 212D 2F 513 T 27 278X VA MDA THRLET, £ 34-1 1T,
TI7EAVRAPEGZEMET DT 78X VAN ZATERBT, ZOZXAAL v FTER—FSNTHD0
EIYMERLET, ZOAAL v FIL, IPVAEET 782 VA MBIWEET 7 X VXN (1~ 199
BLU1300 ~2699) ¥ R—FLET,

=& 34-1 7R YR MES
HiR—rSh

TOERA YR +EBS (447 )
1~99 IP (YT 72 U 2 K Yes
100 ~ 199 IPHEBET 72 U 2 K Yes
200 ~ 299 Juabhay A4 Fa—RK 7R URL No
300 ~ 399 DECnet 7 72 U 2 |k No
400 ~ 499 XNS (8T 7 & 2 U 2 b No
500 ~ 599 XNS $EET 7 &2 U & b No
600 ~ 699 AppleTalk 77 A U A |k No
700 ~ 799 48ty FMACT RLA T727&A U b No
800 ~ 899 IPX HEHET 7 2 U A b No
900 ~ 999 IPX 3T 72 U 2 k No
1000 ~ 1099 IPXSAP 77 & & U Z b No
1100 ~ 1199 JrE48 £y F MACH~YU— 7 FL 2 727+t |No

2 YRR
1200 ~ 1299 IPX#~U—F RKLATZEA VR No
1300 ~ 1999 IPHE#eT 72 A U A b (PLAEHIPH) Yes
2000 ~ 2699 IP LT 72 A U A~ (BLAEDH) Yes

GE) HEMNETEACL BLUOFESMNEEE ACLICMA, ¥YR—FENDLHF 5L L CTAAIT S ELE
ACL B L UOA AT S 4Rk ACL bAEKTE 9, FE% IP ACL 04 #[E 1 ~ 99 T, #L3k IP ACL O4
A% 100 ~ 199 TH, F & U A bORD Y IC4HTMTE ACL 242 Z L12id, = U Z2E5]
WCHIBRTE 2 & WO REDRH Y £,

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
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W 1Pv4 ACL DEEE

ACLORXy 4

TP 77 EAR UR ML THFAELITIER SN ATy NIBET R T A \‘/“’Z—“/‘%i AL v F
DY 7 T zTICE>TRRENET, 2FV, ACL & T 537y bR3bHo=HAIE, T
oy MIET I S@MA v =V Nar ) —LVICERESRET, 3 Y= %Téhé%/t v
DL~YLE, Syslog A v E—VEGlITAHrX 7 avy—L a<w s FTHEIENET,

GE) N—T 4273 N—FKy=7T, aX 73V 7 bvaT7 TEITENET, LEB-T, log F—U—
REETdrrl (permit) F7213HEE (deny) ACE &L —9 237 v RS EAFET 254G, V7 b
T2 TIE N R = 7 OLBEEIZIBNO ZENTERNZD, — Oy MIrXr 7 snizn
HENHY £T,

ACL ZEB) L2/ DT v MZHOWTIE, B XAy b—URTCICRRSNETN, TRLUED R
Ty MZOWTIE, 5 o MONERHA RS L THhoRREIrn L ranEd, ns Ayv—UC
X772 URARES, N7y POFREIFEGTICET R, X7y FOREFEILIP 7 FLA B
FOERTD 5 3BICFFAT £ IR SN BN b DT v MRS E T,

AT—h OxXyy

AA v FTAZ— | m«*v“/ﬁ?ﬁ/r;‘r\ TALTHY, X7~F 2X I TRESNTEZACL VA V2 A
VHE—=TxAA (AR—bF ACL) | Déf%ﬂfb\é . ACL IZft» THRE ERITFFr S )
7w F DN NetFlow W%*ﬂﬁ bEEINET, Xv—l\ a X7 OFEMZ OV, [A~— |
nX 7 ORE] (P31-15) ML T &N,
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BSHRLE ACL DERK
i34 X EYE ACL % 1ERT 51C1E, #5# EXEC £— FCROFIAE FATL £ T,

avyFk B
27971  configure terminal Fa—r ) ary 7 4 F¥al—vay B— REEBLET,
AT972  access-list access-list-number {deny | permit} |3%£(ZT7 FL R &L T AL R — R&#H L CELE [Pvd 7 27 & %
source [source-wildcard] [log | smartlog] VA NEEZRLET,
access-list-number 1Z1%, 1 ~ 99 F 721 1300 ~ 1999 @ 10 #%L
ERELET,
SN LIEEAIT 78 22 ERT 5854513 deny, #FA[9

53541 permit %?H;E LET,

source (21X, /N7y FOREEITLLE DRy MU —27 723K A b
DT RLAZROEXTHELET,

o Ry MIx 10#ERTICLS 32 £y NEOHE,

e source 3 LW source-wildcard @ 0.0.0.0 255.255.255.255 @
B EEWT 5% —Y— K any, source-wildcard % AJ19
HYEXHY FH A,

e source B L U source-wildcard DfE source 0.0.0.0 DE I %
EHT %% —7— K host,

(EE) source-wildcard 1%, VANV KA —F By hE2HXETLT R
ZIZHEHALET,

ER) log ¥ 8ETH &, = MY &E—ETH 0y MTBT 5
O ZEmA = Na s = ICEEENE T,

(&) smartlog Z 5/ ET 2 &, EREFIFFT SN T v B
® = ' —M NetFlow IUEEEICHEFEINET,

GE) mXolEF. LAV3IA v EZ—T oA ZAHYYTHN
72 ACL TRV FA—hranEd, Av—F aX 7
LAY 2A4 4 —T x4 R|Z IJDé’CEﬂtACLTtT
PR—FENET,

27973 end ke EXEC £— NICEY £,
27974  show access-lists [number | name) TI7HAVAMOREEFRLET,
A7975 copy running-config startup-config EE) 274 X2 —ay 77 A NVIREXZRELET,

ACL &K Z B4 5121Z. no access-list access-list-number 7 0 —/3)L 27 4 Fal— gy a<
VREMHERALET, BEMET IR VA MNLMELD ACE IZHIBRTE T8 A,

~

GE)  ACL ZfEkT 5 & &12i%. ACL ®KREICT 7 4 /v F THEYZ: deny A7 — b A > haviBII S,
ACL O# bV IZBIET DI ET—ETEIREBAONL R T_RTCONry MIERAEND Z &1
HELTLEEY, ZEH#T7 782 U MTIE, BEFTFONZIPAAXARN 7 FLX ACL OEENL~
AT BT HE, 0.0.0.0 3~vAR7 LR INET,

IZ, IPARA B 171.69.198.102 ~D7 7 L 2 ZEH L, iOTXTORZX F~DOT 7 X ZFFA L,
i R A2 TR DHEUE ACL OFERBI 2R L £,

Switch (config)# access-list 2 deny host 171.69.198.102

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
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W 1Pv4 ACL DEEE

Switch (config)# access-list 2 permit any
Switch(config)# end
Switch# show access-lists
Standard IP access list 2
10 deny 171.69.198.102
20 permit any

AA v FiE, host —BEEMNHBHT L U L don't care ~ A7 0.0.0.0 & —HE&MRHL Y
DY A OEFHICBEI L, 0 LSO don't care ~ A7 2 gtem > MU L0 HENCMET D L )i, %
TIEA VR RNOIEFEZEEHRZET, TOED, show a2~ RO Ivar 74 FaL—vayv
T77ANTiE, ACEXLTLHLANSINEEBYDIRFCERESNETA,

{ERR L7 B B HlE%E IPv4 ACL 1%, SmeREI#R (DR RE#R~0 IPvd ACL O | (P.34-22) #&M),
Ao B2 —=T AR (LB =T A A~D IPv4 ACL D] (P.34-22) &), £7-1% VLAN
(T'VLAN ~ v 70#% &) (P.34-33) #&M) [c@#fcE £,

BE T EHiR ACL DERK

Y ACL TIZRAICEE LT FLAFE T2 LET 28, ¥E9E ACL TlE. RAEBIEICEETT L
A LFHET FLAREHATE, EETT e hal Z 4 FIEREZFEH L CHEOZOMh S 25D 5 2
LN TEFET, BEMNEIET /A UAMD ACE 21EKT 5 & &%, /ERRL7Z ACE XY X+
KEIZBMENAZ EICEBELTLLEIY, F5f1& U XTI, ACEDIEFA AR LY, VA
WNORFEDBATICK LT ACE ZBIEZIFHIBR LIZY TE 8 A,

—ERDT T h I ZiE, BHEDONRT A =X —TU— A S ET,
WOIP 7a ha RN R—bhENET (Febhbal F—U—REHyaNIZKFETTRLTHY £9),

F8FRE~v % — 7' k=L (ahp). Enhanced IGRP (eigrp). Encapsulating Security Payload (esp).
Generic Routing Encapsulation (gre), £ > % —=x v MilffiA v&— v b2/ (iemp), 1 4% —
Fv N IN—7EHT e haL (igmp), EEONEH 7w k= (ip), IP-in-IP bV 7
(ipinip) . KA9Q NOS At IP over IP k> VU > 7 (nos). Open Shortest Path First L' —F ¢ > 7
(ospf) . Payload Compression Protocol (pep). Protocol Independent Multicast (pim). fmisH|H 7 =
Fan (tep), =—¥ F—%7F 5 7a hai (udp)

H7H FAOF—=U = FOFMMIONTIE, KOOI N Y77 L 22ZBL TSN,
» [Cisco 10S IP Command Reference, Volume 1 of 3: Addressing and Services, Release 12.4]
» [Cisco 10S IP Command Reference, Volume 2 of 3: Routing Protocols, Release 12.4.]

e [Cisco 10S IP Command Reference, Volume 3 of 3: Multicast, Release 12.4.]

GE) ZOAA TR, AAFTIvIERRFIIVIVT TR A VA2 R—-FLTWERFA, £72,
XA 7 AT $—Er A (ToS) ® minimize-monetary-cost £ MIFESL 7 4 ¥ V7 HHR— 1L
TWEHEA,

PR—=FINTNDENRNFTA—=EDAT VX, TCP, UDP, ICMP, IGMP, Z®ftd IP T,
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JEBRE ACL Z1FRT 2121, % EXEC E— R TROFIEEZETLET,

avy kR B
A7971  configure terminal Jua—) ar7 4 Xal—vay T— REREGELET,
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W 1Pv4 ACL DEEE

avwyFk

B&

X797 2 access-list access-list-number
{deny | permit} protocol
source source-wildcard
destination destination-wildcard
[precedence precedence] [tos fos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

GE)  dscp lEE AN LIZHA.
tos ¥ 7213 precedence i
AN TCEERFA, dsep &
AN LW FEIT, tos &
precedence fE O )7 & A
NTEET,

R IPVA 7 78X YA RBEOT 7 B AEMHEERZL ET,

access-list-number 121X, 100 ~ 199 F 7213 2000 ~ 2699 ® 10 #EX & FHE L

iﬁ—o

GHER—HLIEGAIC Ty FEEST 2% E61% deny, FFR[ T2 561%

permit ZfiE L £,

protocol IZ1%, IP 7'2 N a VOARIELIIFESEZATILET, HHTE HHE

/X, ahp eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos. ospf.

pep. pim. tep. udp. BLUIP v ha K EE2KT 0 ~ 255 OB TT,

—FHEEE LA X —Fy b 7a bz (ICMP, TCP, UDP 7 &) %

ET BT, F—U—Nip aFEHALET,

GE) ZOFEIZ, EEAEDIP VR harod Ty a rBEERTHE
3, TCP. UDP. ICMP. BILOIGMP DEMD/NT A —H |22\ T
X, A7 v 72b ~2e ZBRLTIEE NN,

source \Z1x, NI A—HFDEEFELTHDLRY NI —T EIEEA NOFE T %5
El/iva—o

source-wildcard 1%, VANV KHI—FK Ey hEXEETT FLAICEHLET,
destination \Zi%, /XT A —F DL THH XY hT—7 AR FNOFF%
fBELET,
destination-wildcard 1%, 7AWV RA—F By "N&EFEET FLAIZEMA L ET,
source, source-wildcard, destination, ¥ XU destination-wildcard OfEIX,
KOG THRE L E7,

e Ny MIZ 10#ERTITL D 32 By FROME,

e 0.0.0.0255.255.255.255 ({EFEDFA L) #HKTF—7U— K any,

e H—mDFEA L 0.0.0.0%KSF—T— N host,
ZOMOF—T— RiZA T a s Thh, ROBKERLET,

o precedence: N7y NE 0~ 7 OF S EIIALAITRET HELE L —H
SELHEBICANLET, FRETE HMEIX. routine (0). priority (1),
immediate (2). flash (3). flash-override (4). critical (5). internet
(6). network (7) T,

o fragments : 2 DOLUMDO T F AL b T 2 v 7T HHEICANLET,

e tos: X7y hE O~ 1S OFRSELIFLBTHET D2V —ERX X147 L~
NE—HSELHBBICANLET, FEETE 2MEIE. normal (0).
max-reliability (2). max-throughput (4). min-delay (8) T,

e log: = FU E—EFT 257y MIET LR ZEMA v E—VZER L,
ay Y —/UZEE LET, log-input Z5ETH L, 7 = MUICAN
A B =T A ANBMSNET,

o smartlog : IEE ELITFFAT SN v b D3 B —% NetFlow (LA LE &
WEET DDA~ — b B X IR T m— S TA =T NV RGE I
El/iva—o

e time-range : Z DO F — T — ROFEMIC DWW TiX, TACL TORFEIFEIH O ff
M1 (P34-19) 2L TIEEN,

e dsep: X7 v hE 0~ 63 DEFTIHEET S DSCP i E —HIE25HEI
AN LET, £7o, HETEBHMEO) 2 M ERAT B0, BIE ()
EHERALET,
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Epel s

Epels

AT v
7 2b

AT v
7 2¢

IPva ACL oz N

avwyFk

B

access-list access-list-number
{deny | permit} protocol any any
[precedence precedence] [tos fos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

TIHEA VAN 274X =2b— 3y F— KT, source 3L W source
wildcard O1E 0.0.0.0 255.255.255.255 OE W & destination 35 LY
destination wildcard ™1E 0.0.0.0 255.255.255.255 OAME M H L T, ILE
P72 UAMNEERLET,

BEILLEHEDT FLABIVBIA L FI—FORDYIT any F—U— Fafl
HTEET,

access-list access-list-number
{deny | permit} protocol

host source host destination
[precedence precedence] [tos fos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

source 3 X O source wildcard DfE source 0.0.0.0 DEWEIE & destination 3 X
" destination wildcard O destination 0.0.0.0 DA 24 H LT, $L5E IP
TR VR NEEHRLET,

EETESED T AN R — REIE~2 27 DDV IC host F— U — R&A{f
Ac&EET,

access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [established]
[precedence precedence] [tos tos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

[flag]

(EE) ETCP 77 A VA MBIOT /AL 2 EHELET,
TCP OA1T tep ZA N LET,

WROBINEIRE, AT v 7 2a OB H DT A —F LRILNRT A —H %Al
MLET,

UEE) operator BE W port ® AJ13 5 &, XEILXAR— b (source
source-wildcard DHI\Z AN LicHra) 7213568 — ~ (destination
destination-wildcard D#%IZAT) LTc6) NS vE 3, AR A
FiE, eq (FELW), gt (KOREW), It (KD/hEW), neq (FELL W),
range (A&#H) 72T, HEFICEIRA—-IES2EETILENDHD £
7 (range DHFEITL 2 DOR— "MEBEEARXR—ATRY) > THET D LELDH
DEF),

port 1Z1%, 10 % (0 ~ 65535) OKR— FEEEILTCP F— " EATIL
F9, TCP K— M AR T 5I121F, ? 2T 20, HD VT, [Cisco I0S
IP Configuration Guide, Release 12.4] @ [1P Addressing and Services| D&
\Zd % TConfiguring IP Services] #ZML T Z3 W, TCP 27 4 V&2 U
735 & &ITE, TCP R— hDFEZEIIALAIE T LHEHLET,

MDOFTarDF—U—FROEWRIIKDO LB T,

 established : fE. SNz L METL2HAICANILET, ZOF—TU—
FiZ, ack £721drst 75 7 TORE LR UMEEZ B7- L=,

o flag : fEE SN TCP ~v ¥ — vy hEEBIILTHRELEST, ANT
X577 70%, ack (FERRIGE), fin (8 T). psh (F> =), rst (U
v M), syn (R, FiTaurg (BE) <F,

access-list access-list-number
{deny | permit} udp

source source-wildcard [operator
port] destination
destination-wildcard [operator
port] [precedence precedence]
[tos tos] [fragments] [log
[log-input] | smartlog]
[time-range time-range-name)
[dscp dscp]

(L) JLEEUDP 77t A UA RBLOT 7 v AL R ERLET.
2= F—2 TN Ta harOREE, udp EASLET,

UDP /XF A —# X TCP OfiicdHh 5 /37 A—& LA L TT, =71,
[operator [port]] A— F&EFETIEHR— h4iE, UDP FA— b OF G E 21340
TRITNIEZ Y FHA, £, UDP TiL, flag 33 L O established /X7 A — %
IXHEL)TT,

| oL-26593-02-J
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W Pva ACL DEE
avwyFk B#
A5 access-list access-list-number (EE) EEICMP 727t RA UAMBIOT 7B RA&B2ERZLET,
724 A{deny|permit} icmp source |, o i x b Fu ka0 BAR. fomp A AS LET,
source-wildcard destination
destination-wildcard [icmp-type | |ICMP /XT7 A —=Z(ZAT v 7 2a D IP 71 f aLO@IZh /37 A—2 L1F
[[icmp-type icmp-code] | LAERUTTN, ICMP A vE—Y A4 7LV a— K T 2 —Z 3800
[icmp-message]] [precedence SINTVWET, A7 aroXF—U—RFROERIIROEFBY TT,
precedence] [tos tos] [fragments] | , ;.. e ICMP A vt —3 XA FTTAAE Y L IFBEAICASL
[log [log-input] | smartlog] E, HETE HEOMBEIL, 0 ~ 255 T,
[time-range time-range-name] ‘
[dsep dscp] o icmp-code : ICMP /X7 % ICMP A vt&—Y a— R XA T TT7 4 V%
Vo7 55B8ICANLET, fETELHEOHMMAIL, 0~ 255 TT,
e icmp-message:ICMP /37w % ICMP X v&— ¥ A 74 F 7213 ICMP
A=V FATLa—RETTANEZ) A TTDHHEICATLET,
ICMP A v t—Y ZAT7HBLRa—RADY XA 2RI 5551, 2
M3 %5, [Cisco 10S IP Configuration Guide, Release 12.4] @
g
Configuring IP Services| #ZH L T Z &,
A7 v access-list access-list-number (L&) HIRIGMP 778X U A PBLOT /v ALMEERLET,
72 ideny|permit} igmp source | o 5\ y—sEETE LA OBAE, igmp F AT LET,
source-wildcard destination
destination-wildcard [igmp-type] |IGMP /X7 X —2 327 v 7 2a D IP 7’0t b AV OBHIZH 537 A =5 L1Z
[precedence precedence] [tos tos] | £ A LR L TT N, WITRT AT v a DRI A=2RBIMSHTHNET,
[fragments]‘[log [log-input] | igmp-type : IGMP X v & —U A T LRET HITIE. 0~ 15 OFSEIT
smartlog] [time-range AvtE—U4 (dvmrp. host-query. host-report, pim. F72(% trace) & A
time-range-name] [dscp dscp] HLET
27973 end KiE EXEC ©— RICEY 7,
A7974  show access-lists [number | name] |7 7% 2 U A OB EE R L £,
A7975  copy running-config (fEE) 2y 74 Falb—var 77 A VERELRFLET,

[l Catalyst3750 R4 v F Y2 byz7 av74Fal—av (4 F

startup-config

T A UARNEKREHIFRT SIZ1E, no access-list access-list-number 70— 3L 227 4 X2 L —
varvavwry REFEHLET, FEMET 78R VX ML~ O ACE [FHIFRTE £HA,

wIZ, £ hU—27 171.69.198.0 DT _XTDOHEAMMNHFRy hT—7 172.20.52.0 DT XTDHRA b~
D Telnet 7 7 B AZER L, DT XTOT 7 BAE2HFATLHIET 782 U MEER L, FRT
2Bl RLET (eq F—V— R&ILIILET RLADKRIZIEET D &, Telnet (Zxfind % TCP 384K — b
BENT o7 SNET),

Switch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq

telnet

Switch(config)# access-1list 102 permit tcp any any

Switch(config)# end

Switch# show access-lists
Extended IP access list 102

10 deny tcp 171.

69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eqg telnet

20 permit tcp any any
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GE)

IPva ACL oz N

ACL OIERZIC URRNSED AN R EICL-TC) BMLEZ MU, VA MOKRBIGEBNENET,
HoMET /A VA NOEEDRFIZIZIT Z7ERXA VA = M) ZBMERITHBRTEEH A,

ACL #ERT 5 & &2k, 772 VA MOKRIZT 7 4V k THEIWZ: deny A7 — b X v hAVE
mEiv, ACL Of DV IZEIZET D2 E T—ETDRUDAONS RN T XTONRT y MZEH S
HZEICEELTLEE N,

YERL L7- % Bl Pk ACL 1, dmREHE (DmRERE~0 IPv4 ACL O] (P.34-22) #&/), 1 v
=Tz R (L HZ—=TxAA~DIPv4d ACL O] (P.34-22) #%M). £721% VLAN
(T'VLAN ~ v 7 0% &) (P.34-33) #&M) @i cs £,

ACL A ACE DiiRE =

TI7EAIVAMNOTZ L M) DY —br v AFKFIE, B LW ACL OFERIFIZ B BIICAR S VE T, ip
access-list resequence 72— \)L 27 4 ¥ a2 b —vary avr REHEHALT, ACLOY—F A
FoamBE LY, ACE OBMIEFZZHE L) T& £, 72& 21X, ACLIZH# L\ ACE Zigin
&, DO ACE XY A NORRICRBINET, ZOHAG, V=V U AR SEETTLHZ LT, ACE
# ACL NORIDOALEICEE T £,

ip access-list resequence =~ > ROFEHMIZ DWW TIL, KD URL 22 L T 72&E 0,
http://www.cisco.com/en/US/docs/ios/12_2s/feature/guide/fsaclseq.html#wp1027188

BRI E1RE ACL & XU AHIT EH3k ACL DYERL

(E)

IPv4 ACL ##B14 5 FEE LT, BEETERSEHTFORA N 7 (41 ZEHATEET, ARt
X ACL Z2fHAT DL, V% L TEBMET 7R VA NDOHELIVEZLDIPVAT 7R VA A
BRETEET, 778A URAMOBEINFEL LTARIEZHEATIHAOE— N a~r FESUX, &
FEEATIHRE LIV RLVES, FELIPT 278X VR MNEHEHTLT_RTOa~vy Fe4
AiffE 7722 VA RNTHEHATE2bITTIEHY THA,

1 ACL £ 7213959E ACL IZHRET 240 0N%, 778X VA MESOFR— R SNDEHANOEF T
THZEHTEET, RUEIP ACL OA4AHNT 1 ~ 99 T, L9 IP ACL D4 Hi{IE 100 ~ 199 T, &5
2V X OOV IZATTE ACL 232 2 Lk, =2 MY ZERNCHIERTE D &0 ) FILEH
HvET,

AHMTE ACL ZRRET 2 & 11T, ROEEFEHL LOHIRFHICEE L T ZEV,

o FTEAIE ACL THHTELT_RTOa~y RBLEITE ACL THOIEHTEX 213 Tiddh o £8
o A VB —T 2 A ADNNTry N 74 VEZBLOIL— 702D ACL Tl, 4RixfEH T
9, £7/2. VLAN ~ v 7 CH AR ZIRETE £,

o 1EUE ACL & ¥E3E ACL IR CARNIEA TE 8 A,

o [#RYE IPv4 ACL 3 XL UMLK IPv4 ACL OfERL) (P.34-8) TaHiBL7z& kv, FHSfF& ACL bl
MTEET,

o VLAN v v 72, 5% ACL 3 JUOWLIE ACL (A4 i & £ 7213%F 5H)) 2T £7,
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$£34F ACLITEDRYFT—Y £FaVT1OHRE |

W 1Pv4 ACL DEEE

iz i LR ACL 2 B9 21213, %7 EXEC £— FTROFIHZ ET L £,

avvFk B
A7971  configure terminal Ja—sYb ar 7 4 X¥ab—vary ET—RElELET,
27972 ip access-list standard name F AT LI IPvA 7 7 €2 U A N EEHL. 77 ER

ARhary7 4 FXal—ary B—RFEEBLEST,

ZENZIE, 1 ~99 OFFEFEHTEET,

A7973  deny {source [source-wildcard] | host source| |77 &A YA ar7 4 Xal—vay ET—RT, vz
any} [log | smartlog] HET 20N KRRy T 500ERET S 1 DL EOERSEEE
E 0 CIXFFRI SR EELET,
permit {source [source-wildcard] | host source | * host source : source 3 X O source wildcard O1fE source

| any} [log | smartlog] 0.0.0.0

e any : source 3 £ U\ source wildcard ™1 0.0.0.0
255.255.255.255

27974 end FitE EXEC £— FIZRY £,
27975 show access-lists [number | name) TIHAVANOREEFERLET,
27976 copy running-config startup-config (FEE) a7 4FXalb—vay 77 A MIEREEZRELET,

£l & HE%E ACL ZHIBRT 5121, no ip access-list standard name 7’0 — )b 227 ¢ ¥ o L —
vavavwry REFERLET,

KA A U CHRaRHEIPE ACL ZAERCT 2 121E, ##E EXEC £— R TROFIEEZ FEITL T,

avwyk B
A7971  configure terminal Jua—s\) ary 74 ¥al—ary ®— REBEBELET,
AT972 ip access-list extended name AEiE R L CHBEIPVA T 7R URANEEHRL, 778X Y

Ahary7 4 ¥al— gy B—FE2BEBLET,
ZENZIE, 100 ~ 199 OFFEMHFHTE E9,

27973 {deny | permit} protocol {source TIEA VAN avr7 4 F¥al—var T— T, FrEMx
[source-wildcard] | host source | any} FIEG R E2EELET, log ¥—V— FEMHAT L, B E
{destination [destination-wildcard] | host G T 7R VA NDORT A=V ERETEET,

destination | any} [precedence precedence] [tos
tos] [established] [log | smartlog] [time-range
time-range-name|

7u haBLOMOF—U — ROEFRICOWNTIL, [FEA T
L9k ACL OfERk ] (P34-12) MR L TL &V,

e host source : source 33 X O source wildcard D1E source
0.0.0.0

e host destination : destination 3 JL O destination wildcard @
& destination 0.0.0.0

e any : source 3 £ U\ source wildcard O ¥ 72 1% destination
¥ L O destination wildcard DfET#H % 0.0.0.0
255.255.255.255

A7974  end et EXEC £— FIZRY £,
27975 show access-lists [number | name) TI7HAVAMOREEFRLET,
A7976 copy running-config startup-config (EE) v 74 X2l —ay 77 A NVIRESZRELET,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
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At ZAERE ACL % HIBR T 2 121%. no ip access-list extended name 7’2 —/3)L 227 4 Fa L —
varvavwry REMFALET,

FERE ACL F721340E ACL 1B % & &2k, ACL OKRREIZT 7 4/ b THERM 7 deny 27— b
AV IPEMES, ACL DOV IZEET A2 ET—BETORKMENAR oML R o7 T XTONRT v |
WHEHEN D Z LICEE LT EE N, % ACL T, BEfFon/ZIPAARN T FLA T 7 &R
VA RNDREND YA B8BTS E, 0.0.0.0 3v2A7 ERRENET,

ACL offitziciBmiiz= p VI, VX FoRRBIZEMENET, ACL= MY Z8ED ACL IZ
BIIBMCEERHA, 770, nopermit LU nodeny 772 URA bk av7 4 Fal—g
v E—R aw s REHEATSE L, AR E ACL o= M) 2HIBCTE £, RIiZ, LHiftE 72
v 2 U A b border-list 7> ACE Z{HBNCHIRT 202 R L £,

Switch (config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

F P& ACL TiZZe< A4nif& ACL 27 28D 1 & LT AR E ACL TIH TZ@IRL T
HIFRCEDZ MDY £,

fER L7 4 mift& ACLIZ, A1 v X —Tx2A A (A X —T A A~D IPv4 ACL O (P.34-22)
%) F7213 VLAN (IVLAN < v 70O% €] (P.34-33) #&M) e £,

ACL ToORREERDER

time-range /' 20— )L a7 4 X2l —v gy awr FEEMRTHIZLICE - T, BB LIOMHIC
EOWTHLIE ACL #@IRWICEM T& £4, £7, KHEMEOAMZER L, £ ORHHFAN O K
BIOBMELIIREEZRELET, KIZ, ACLZEALTT 78R VX NMIHIREZRET D & X1
RERIEEIH A A L E3, FMEHAEMHT 5L ACL OF AT — AV M ERIFIESEAT— A Y
F OB FREHRNCHEER A 72 L) Z#EHRTEE T, time-range ¥ — 7 — FEB L OBH#IC>
WL, TEEHE TPv4 ACL 35 KL OMEHE IPv4 ACL O 1fFik]) (P.34-8) BLT T4RIF SR ACL B LW
A HIfS L9 ACL OFERL (P34-17) IT&® 2400 & B L OF S &L ACL OFERICET 2% %
ZHRLTIEEN,

e 2 DR RO —H 2RISR LE T,

o T — a0 Y—ZX (IPT7T RLRAEZRATDONT . BIOER— FEES TR ~o
22— T RAE LB ERIIET TEET,

e B Ayvb—VEHTEET, ACLZY N ZFAL CHEDHLICELTOR N T T 47
EaX U TE LD, 7 BRICERESN S5 Or VE ST LR T, BT 7R %
ERTEET,

B R_R—2D7 72 VA M2HEHATHE, CPUICARMPNAELET, 2L, 778 A UAX FDOHL

WERE Z L OBKRES TCAM 122 — RSN AHEHADORE L~ — VT HULERHLHT-OTT, T07

O, HEOT 7R YA MPEMBEICER LT (AWICESURNID) ARhéhd i oRBREstebi

WEDICHEBETOILERND Y £7,

GE)  HEEEIE. Ay TFOVARAT LA 7uy 2|l FET, LEB-T, FETELZ 702y J—AR
VB CT9, Network Time Protocol (NTP; %y hU—2 XA A 7nu bhajl) ZEHLTAL vF 7
By ERMPESELZEAHERLET, SO WL, 27 A RBOFHE] (P7-1) 22BLT
<TE&EW,
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W 1Pv4 ACL DEEE

ACL ORI T A — X 23 ET H121E, 5 EXEC £ — R CROFIEEZFITLE T,

avwy kR B
A7971  configure terminal Ja—\)L a7 4 Xalb—rary T—RR2fBLET,
AF972 time-range time-range-name VERE T A RS HEICIIE RO B D401 (workhours 72 E) ZE|0 4T,

£,

B#iEz 7 X2 lb— gy T— FREBBLET, LEHIZAN—Z
RLEMBAEZEDDLZ EITTEERA, 2. XFENLHRDILERNDH Y

A7y73  absolute [start time date] B S OBREN WV OBIERTREIC R 2 & fE L ET,

[end time date]

o IRFM#IPAIZIL. absolute A7 — KX h%& 1 “Df: FEHTE £,

EJ/ B B D absolute A7 — h AV b ERE LILGEIE, KEBICRE L
periodic day-of-the-week hh:mm to AT — AU NETREITEINET,

[day-of-the-week] hh:mm

o H¥® periodic A7 — AV FEANTEET, &2, FHE

EJ B BRICER DB ZRETE £,

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

REFEBRL T TEEN,

27974 end FeHE EXEC £— RIZRY £7,
A7975 show time-range B OREEWRLET,
7976 copy running-config startup-config EE) 274 Falb—valy I ANVIIREERTFLET,

HEOHBE % ZNZE N R DRI HENICT D

Bix. FEROFIEAEVIRL T EE W,

B E L 7 IR S PH O i SR 2 HIBR 9~ 2 121X, no time-range time-range-name 70— 3L 2327 ¥ a

L—yay avwy REERALET,

WIZ. workhours (CEZEHER]) OBFREIHEMEB L OSSR HE Q00641 1 H) &% EL. RTEH

T ol ERLET,

Switch (config)# time-range workhours

Switch (config-time-range) # periodic weekdays
Switch (config-time-range) # periodic weekdays
Switch (config-time-range) # exit

Switch (config)# time-range new_year day 2006
(

Switch (config-time-range) # absolute start 00:

Switch (config-time-range) # end
Switch# show time-range

8:00 to 12:00
13:00 to 17:00

00 1 Jan 2006 end 23:59 1 Jan 2006

time-range entry: new year day 2003 (inactive)
absolute start 00:00 01 January 2006 end 23:59 01 January 2006

time-range entry: workhours (inactive)
periodic weekdays 8:00 to 12:00
periodic weekdays 13:00 to 17:00

FERDRIPE 2 3 21203, R 2 RE T & 2 5E ACL WICHRIRIEA 2 A D LET, &Iz, 5k
7&tx,b<kMS%¢mLf%a¢ém FLET, 20T ER UZXNTIR, EFINTIRER
BT T R TORETLHTRTOZ5HE~D TCP b T 7 4 v 7 Z4EE L, EEFERTIZTTD TCP

T T4y BFFRILET,

Switch (config)# access-list 188 deny tcp any any time-range new_year day 2006
Switch (config)# access-list 188 permit tcp any any time-range workhours

Switch (config) # end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-range new_year day 2006 (inactive)
20 permit tcp any any time-range workhours (inactive)

[l Catalyst3750 R4 v F Y2 byz7 av74Fal—av (4 F
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WIZ, 4HiftE ACLAMHLTRIC N7 7 4 v 7 &I B L OHESET 2614 R LET,

Switch (config)# ip access-list extended deny_access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

ACL~ADO AV FDEA

remark X — 7 — RE2FHT B L. (EEO IPEEE 7 ITIEE ACL I NI A (F
W) ZBNTExET, 2 A M2ffHTHE., ACLDHfiEE Ay UREZHITRVET, 1 DDa R
v MTORKER 100 XFTT,

a Ay ME, permit A7 — bk AV hEiddeny AT — M AV MORIZELLICTHLEECEEY, =
AV RN ED permit A7 — h AV hE/ziX deny AT — AL FOBHTH 5 OB D L9
(2. FAY POMEICEL T HEEZROBERH Y £, LL2E HDHI AL MIMIET D
permit £721X deny A7 — M AV hDRIIZH Y, O X2 MIFHIETHAT— M AL bO®%AIIH D
L. RELZHS TR D Y £,

FH & IPAEAEE 72 13HEE ACL 122 A > M &FEAT 5HI21E, access-list access-list number remark
remark 7 a—s)L a7 4 Falb—gry avy R LET, a X0 bE2EIRT IR, 2oz
~ RO no IBXEHEHLET,

OB TIL, Jones DYV —7 AT —3a AAJET 7B AZFFA L, Smith DU —27 A7 —3 9 /3T
7B AZFALEE A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config) # access-list 1 permit 171.69.2.88

Switch (config)# access-list 1 remark Do not allow Smith through

Switch (config)# access-list 1 deny 171.69.3.13

AEIfTEIPACLO= > FUIZIE, remark 778X U AN a2y 74 Xalb— gy avwy REfH
LET, 2 A M2HIBRT DT, Zoa~<> Ko ne BN EMHALET,

WwOBITIL, Jones DY 7% v MIIEZIE Telnet DFEANH T SN EH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet
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W 1Pv4 ACL DEEE

i K BlIF#R~D IPv4 ACL DiER

Fft& ACL ZEA LT, 1 2 TBHOMKERRA~OT 7 8 A ZHH X £, WARBRIZITIA
Aift & ACL ZACE WA, TXRTOEBEKBIFUC 2 —FRERT D AR S D720, 33T
IR CHIIRZ R ET 2 HMERH Y 37,

ACL A v Z—7 =2 A RG@EAT A FIEICHOWTIL, (A F—T = A A~D IPv4d ACL O )
(P.34-22) %ML TL &V, VLAN ~® ACL OEAFIZ >\ Tix, TVLAN < v 7O
(P.34-33) ML TLE &,

AESAR IR & ACL ITHE SN2 7 B L AR OB E R R L OF(E ki & fIfR4 2 1213, FrHE EXEC
T— FTROFIEELFATLET,

avwvFr B
27971  configure terminal Sa—L Ay T 4 X al— gy B REREL £,
A7972 line [console | vty] line-number ETARBAREEL, ATy 2T 4 X2l — a3y T— REH
LET,
e console : =Y — Ui KREAERELE T, 2 Y —/L F— I
DCE T,

o vty: UE—F V= 77 AHORBImAKEERE L £,

line-number 1%, [BIRZ A TEBET HHAEIC, FRET HEH I V—THNT
BYIORFEES T, EETE 28MIT 0~ 16 TY,

A7973  access-class access-list-number (FNRL Z~D) B EOHABMEKERE T 7 A U R MUEEINT-T N1
{in | out} AW DEEES R L O EEREZHIR L E T,

27974 end FitE EXEC £— RIZRE Y £,

27975 show running-config TIEAVANDBRELRRLET,

7976 copy running-config startup-config |((1&) 2> 7 4 Xal—vay 77 A MIBREFRELET,

AR EIFED> 6 ACL ZHIBRT 5 IZ1% . no access-class access-list-number {in |out} 71> a7 4 ¥ =
L—vay avy ReALET,

A23— x4 A~D IPv4 ACL D:EF

KOFEBFHITEEL T &N,
o ACLIFZERBLA VY2 R—=FETICEALTLES Y,
o LAVIALUHE—T A ADEAIF, ACL ZFEERIIREOWTNAO FEIC#EA L ET,

o AUF =T A ANDT I AZGIET H5E, AiftE ACL £7213%F 54+ & ACL 2 T
iﬁ—o

e VLANDA U NTHDLHA— MIACL Zi#EHTE,. ZOR—FD ACL X VLAN A > ¥ —7 = A
AWCHA SN ACL kv b LS ET,

e VLANIZELTWAHLAY2A 4 —T7 x4 AZACLZ#EHLZSA, V1Y 2 (GF— 1) ACL
IX VLAN A > ¥ —7 = A ZZHWHA SN AT F DO LA ¥ 3 ACL, F£721% VLAN (2 iz
VLAN = v 77XV 6 EBELET, R—FD ACLIZEICLA Y2 R—=FTCRELEZEE Yy b &
TUNEY T LUET,
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YSEVA
AT972

A7973

ATv7 4
A7y75
ATv7 6

IPva ACL oz N

o LAYIALUE—T AR ACL BBEH I, Vv —T 4 VT HBA R =T NI o> TOWRWIGEIL,
SNMP, Telnet, Web N7 7 1 v 772, CPU TRELIND N7y FEFWR 74 vEZ Y 7 &N
FT, VAY2A X —T2AAZACLZ#EHTOIHAE. VT4 T E2ARX—TNICT HHE
TH Y EHA,

o T4 _—F VLAN RREESNTWAEE, 74~V VLANSVILIZZiF/v—4% ACL @<
EFET, ACLIZZIA~VBIOELI U FY VLANDLAY 3 bT7T7 4 v 7 ICASNET,

o BEDDSCPED NT 7 4 v/ BFATAHEIICHS ACL R ETHHEAIT. ExHz oM
DORHVIZTD DSCPEEZFEHTHIHLERH Y £77,

~
GE) Ty M7 27%A2 IA—FEoTHEGENESHA, T 74/ Tk, V—#13 ICMP BEREE
AvE—VEERELET, 778AITNA—TIL o THESNZINGLD X7y MEIN—RT7 =7 TR
o0y 7E3NT. AL vFOCPUILTY vV 73T, ICMP Bl#EREA v E—U % AR LET,
AN— b ACL (Zf## T4, R"— F ACLIZICMP ZEARFERA v — 24K L EH A,
ICMP ZiZEARHE A v &—1%, /b—% ACL T no ip unreachables f > % —7 = A X a~<w> R&EffHAL
TF A4 —T NI TEET,
AVBE—=T 2 A A~DT 7 AZHIET DI, FiiE EXEC £E— FCTROFIEZFATL E T,
avwy R B
configure terminal Jua—n) arZ 4 FXal—vary T— REfBELET,
interface interface-id RETDHAVE—T 2 A AEREL, AV F =Tz A 2T 4 Fal—

vary E—FEHBLET,

AE=T A AZF, VIV 240 2—T7=(4Z (R—F ACL) 7=
FELA¥3IA v F =T R b—% ACL) ZfRETE LT,

ip access-group {access-list-number | |}REINT-A v B —T = A ZA~DT 782 ZHE L F7,

namey {in | out} out ¥— U —RIFLA ¥ 245 —T =A% (F—} ACL) THHH— b
ShEEA,
end F##E EXEC £— FIZIRD £,

show running-config TI7RA VA NOEREERFLET,

copy running-config startup-config |((LZ) =2 7 4 Fal—ay VA NMIEREEZHREFELET,

GE)

BELRET 78R ZV—7%HIBrT %IZ1X. no ip access-group {access-list-number | name} {in | out}
A B =Tz A aArT 4 Fal—varyavr ReEALET,

WIZ, R=PMT7 78R VRA2ZBHLT, A= NMIEETLINTy a7 o2 ) 0 73 50%
R~LET,

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 2 in

ip access-group f V¥ —7 x4 R a7 4 Fal—vary avlRFRELAPIA L F—T =z R
(SVI, LA ¥ 3 EtherChannel, E£72i3Vv—7 v KRR — 1) C#EHT DT, DA F—T A4 R
IP7 RLARFEESNTWARERSHDET, LA TVYITI7ERXR ZL—T1FX, CPUDOLATY3 Ttk
ALk TN—=T g T E3REEND Ty b a7 42 ) 7 LES, 207 =713, VLAN
WTT U w7 snd\ry MIEEEL 52 F8 .
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W 1Pv4 ACL DEEE

#E1G ACL OFE . AL v FIE 7 vy bOZEHRICACL &3y FEBAELET, ACL BNy b
AT 556, A v T3y hOREB LG L ET, ACL 337y NEESRT 285G, A vF
FRTy NERFELET,

315 ACL O%6a, A v Fid, flHl SNz A v X —T =24 ALEDORETNT v 5% L72%I1Z ACL
Ry bERELET, ACL B3Ry FEFAILIEBEIX, A4 v Fi3ry F2EELET,
ACL By NEHEGT 56, A4 vy T3\ ry N2BEELET,

T 74N NTIE, STy MBEEINEHGEIEL. TORRPANA ¥ —T7 = A A0 ACL £7-135%15
AV B =T x4 AD ACL DTN TH>TH, WICANA X —T7 = A 205 ICMP ZERGEA v
tT—UREEENET, ICMP EZERERA vE—JITEHE., AN v F—T A4 X1 DIC0%, 058
TEIZ IO AEKRINET, L. ZOFKEIL ip icmp rate-limit unreachable 7' — 3L 2
TA4Xal—Yay av s R LTERTE £7,

KEFRD ACLZA v F—T A ACHEMT DL, A4 Yy FITACL A v F—T7 = A RSN T
WIRWEHIETL, X TORNT y FEFAILET, Xy hU—27 X2 VT 4 DLDIIRERD ACL
EEHAT 256, COXRIBRBRBELD Z LITERLTIEI N,

N—F9xz7EEXUY I O x7IZ&5 IP ACL DOLE

ACL OMBITFIIN— R =7 CEITINETN, N T 74 v 27 7a—OHIZIX CPU IZHEELTY
TN 2T ETOMLERSD LD ET, ~— KU =7 T ACL O E L RFT D HEIRN N2
T5HE, Ny MIEEEOEZDIZCPUICELNET, Y7 NV =THRERNT 7 4 v 7 OlizEL— |k
F. N—RU=THRENT 7 4 v 7 LD RIBITIKRLS 20 7,

AB T AUNDY ) —ARERFEETHN— R =272 ACL B ETXRWES, 28225 (Y
TR T TEREESND) DI, AL v FICERBLEZEY VLANHWNDO N T 7 4 v 7 OHRTT, N7y
FDOY 7 MU TEENRAET D E, WEIND CPU A 7 AEITGE T, AL vTF AZ v 70N

TA = U ADKRTTHZERHD ET,

N—% ACL D&, ROBAEIC 7y bR CPUICEEENDZ ERHY £7,

e log ¥—VU— NEFEHT 5,

o ICMP BEFRHEA vE—VEANKT S,

N7 T7 4w Ta—0uXr S EEEOMEEITOHA, BEEFN— Ry o7 TSN ETR, v
XL T MU 2T TTUBTAMERDY ET, N— R =T YT hNT =T TN Y FALEERE
NERLDE-D, aX o 7R THLTRTOT7u— Fava—LiEGR 7 a—) O&FHHIENIER IR
XVGAIL, BEINTE ATy FO—HfE X S TEERA,

N—% ACL OFEEN— Ry =T IZHEH TERWEHEE, VLAN IZEE LIV —T 4 V73R v b
XY 7 =T ThA—T 4 7 ENETHR, 7V P =R =7TfrbhEd, ACLIZLY
ZHONNry PN CPUILEESIND E. AL v T ORI 53— ABME T T DAREMERH D 77,

show ip access-lists 74 EXEC =2~ FEZ A L7eHE, Rrsnd —Hh vy Mad, "—FRu=
TTTI7RARGEEIND X7y MIGENEEAL, A v TF RBLOL—T v K Xy MIET S
N—RT =T O ACL OERWFHEFERZ ST 285412, show access-lists hardware counters ¥
e EXEC 2~v FEFEHLET,

ACLO TN a—TFTa 2y

KD ACL ~ % —T % A vb—URERSNT [chars] BT 7 £ 2 U A MM ThHHAILL

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]
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AA v FITiE, ACL ON— Ry = 7 RBLAAFKT 2 DI FERY Y —ZARRELTWES, Z0D
UY =2, "— R =7 AFVBLIRT L ZAR—ZPEENETHN, CPU AEVIZEENEYE
oo ZOMBEOIRRIL, HAMERGRHEEL 2=y PELIIERAON—RY =7 VY —2ADORETT,
MEEA =y ME, TCP 77 7 ®—%, F£7%ix TCP, UDP, SCTP R— FEHTD eq LiF+ (ne,

gt. It, range) O7 A K THIE T,

RONWT N OERERAZEH L ET,

e ACLBEZZEELTHEHT LY YV —2ZHOLET,

o fthd ACLAFEITHES LV b EBFIMTHRICKRRINDIARETITE S ACL DARTZET L

iﬁ—o

HHON—FRy =7 U Y —R%&i#579 212i%, show platform layer4 acl map 55 EXEC =~ K%
AN LET, A v FITHEAARER Y Y — A2 W IEEIE, 712 index 0 ~ index 15 23 T X 720
ZEWRENET,
+5370 0 Y — AW 72 0 ACL O EDFEHIZ DWW TIE, Bug Toolkit @ CSCsq63926 #& M L T £ &
AN
ol ZE, RO ACL 2A v F—T7 oA ATHALET,

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

REMNDIRDA v E—URRRINDLGEITRO LI LET,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

75 VEEORAIIMERTE TR A, ZORMBEA T 5120,

* ip access-list resequence 70—/ NL AT Fab—T gy axy FEFERTLZ LIk o T,
4 2D ACE % 1 2% ® ACE ORIICBEI S £,
permit tcp source source-wildcard destination destination-wildcard
permit tcp source source-wildcard destination destination-wildcard range 5 60

permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

E

o D ACLAEITH S LY bRMFIETHRICKR RSN DAHE21TFE ST ACL DA ZZER L
F9 (& ziE. ACL79 % ACL 1 IZAEELET),

INT, ACLIND 120D ACE A ¥ —7 A AZHMATEET, A1 v T X ACE % Opselect
index NOEAFEER~ Yy BT By MBIV Y Tth, 77 7BEOHEE 2% Y ¥ CTTCAM A
ORICEy FEMHLET,

N—2% ACL OffElE, kD EB0 TT,

o ITEHE ACL BXOMLIE ACL (ANBLOH)) OFA 77 va voHET 7 v avan—RKu=T
THIEIL, 77X arbto—notxa T ¢ 2k LET,

e ip unreachables 1’7  E—7 NV DHE, log #IELRNE, EX =2 VT 4 ACL OEZAT— K
AUVNE—EHT L7 —P =Ry =T IZLoT Ry InET, FAAT— AV Ne—&KT
278—F, "—KRU=T CAL v TF T EnNET,

e LW—X% ACL®D ACEZlog ¥—V—FzBEMT25L, N7y boab—in CPUICEESHh, ¥
VIR ThbIvET, ACEBRFAAT—RMAV FOEFEL, N7y NMIN—RY =T TAL v
FrIBLIOLV—T 4 T ENET,
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IPv4 ACL DER3E

IPv4 ACL D% E Bl

Z I T, IPVAACL 2R EB LM T 26127 LET, ACL O3 A T 23O T
%, [ Cisco I10S Security Configuration Guide, Release 12.4] 1 X O [Cisco 10S IP Configuration
Guide, Release 12.4] @ TIP Addressing and Services| D FE(Z#H % [Configuring IP Services] % %M
LTL7ZEN,

34-3 12, MR Y N — I PR INT AT 4 AREEA SR LET, A—T v K AR— b 2 IZHHES
NV =N AT, TRTOUEENRT 7 B ATE DSR2 EOFRPEM SN TNET, V—T v
F A= R LicER S =SB ICiE, ERVORBESIWT =2 P EMES L THnET, y—YA
WIET AR TCOZ—FRT I ERATEETR, F—_"BIZT 7 EATE 22— WFIHIRINTNET,

N—% ACL ZHA LT ERO XL I ICERET DI, ROWVWTNOOFEEFEHLET,
o EYEACL Z1/ERLL., R—F I MO —RNIEETDNT T4 v T4V E ) T LET,
o PEIE ACL Z{ERR L. y— "B R—F LIZEHEETE NI 749w 0527 4N E2Y T LET,

K 34-3 IL—3 ACLIC&D 57499 DOFIE
H—/NA H+—/\B
IR #% (R 2 N A
_a— —
=2 =1
|

Tﬁ—hzg77h°—}~1

gﬁg \ﬁ;!

AEHM = = $ REHM

172.20.128.0 ~ 31 El 172.20.128.64 ~ 95

4 4

101354

WIT, BB ACL ZHH L TR— IO —N"BIZEETANFT T 4w 25T 4 NZ Y 7L, &R
DEFTT R 172.20.128.64 ~ 172.20.128.95 B EEEND N T 7 4 v 7 2T 24 56 %2R
LEd., 20 ACLIE. HBESNEEELT RLARHSOL—F v R B— K1 0% ESNS 5
T4y i@ INET,

Switch (config) # access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config) # end
Switch# show access-lists
Standard IP access list 6
10 permit 172.20.128.64, wildcard bits 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 6 out
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&Sl ACL

i3k ACL

IPva ACL oz N

Wi, JEE ACL Z#ALCH— "B OO R—MNIERTDI N T T4 v I 2T 4 NE YT L, fEED
FEILT N R (ZOHEIF—B) »OREEOSET FLR 172.20.128.64 ~ 172.20.128.95 I
EEINDNTF T4y RTEFAT26EZ R LET, ZOACLIEZ, V —7 v R A=K 1IZEETH
N7 4y 7SI, FREDSLET RLAIZEEIND N T 74 v V2 EFFILET, IRk
ACL Z T 25613, HEXBLOEFRONZ, v han (IP) ZANTHLERDY £7,
Switch (config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31
Switch (config)# end
Switch# show access-lists
Extended IP access list 106

10 permit ip any 172.20.128.64 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 106 in

ROFIDOF Yy 8T —27 36,000 1X.2FOOF 7Ty "3 73y VERET LI/ TA ARy hT—7
T, 2FV, ¥7 xRy b A 213255255.00 TJ, *v bUV—2 7 FL236.0.0.0 03 FDIB L
W4 BDOA 7T v MI, FFEOFAMERELET, 778X VA2 EZMHHLT, 7% | 48
DT R A% 12FFf L, ALY 7Ry hOMOT RLAFZTRTHEALET, 207 278X J R b
DRATIE. XY FT—72 36.0.0.0 DIOFTRXTOY T Xy F EOT RLARFAIINDZ EERL
F34, ZOACL I, A—MIEETLH Ty MZEHAESNET,
Switch (config) # access-list 2 permit 36.48.0.3
Switch (config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255

(

(

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 2 in

OB DFTEITIE, 1023 £V & REVGEHER— F~D5E(FE TCP HEfi 47 i LE T, 2 FDOITIE, &
Z b 128.88.1.2 @ SMTP K — s ~0D15 TCP #fziFnl LE 3, 3 FDOITIE, =7 — 74— Ky
7 HOF#EE ICMP A v —T 27 LET,

Switch (config) # access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023

Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch(config)# access-list 102 permit icmp any any

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 102 in

ROBFITIE, A F—Ry MTERS N Y NTV—IB3HY ., ZOXy FU—27 EOEEDR A R
A E =2y N LOMLEDOHRA M TCP #fit 2L CED LIHCTOIHEEMEL CWET, 2L,
IP AR DBIE, FEHA—L KA D A=/ (SMTP) R—&RE, Xy FT—7 LOKRR ML
TCP HEft L TE VW E I LET,

SMTP 1%, ##D—8 TIE TCP R—hF 25, &9 —MTIET o X LRR— " ESZEHALET, #L
TWAHEE, FMUR—FEEMEHINET, AV F—F v EDLFEET DA =N Ny hOsEA
A— ML 25 TT, BE Ty FOR—FEBEITREINTWET, BE&72Fy NT—7 VAT AT
WA — b 25 TORA—AEGENEH SN TWE D, BEF—E R EREF— X 2 @B HIHE T X
F9, ACLIIREA > F—T7 =24 ADANT ACLBLOEREA VX —T =2 ADH ] ACL & L THRT
SNDVENRBY 5,

WOFITIE, Fy FU—Z1F7 FL AN 1288800 DI/ T AB Xy hI—F7 T, A—)LHEAIDT K
L A% 128.88.1.2 T4, established ¥ — 7 — NX, #EX. SN2 a2R7-"T 5 TCP EHOXF —TU — R
T9, TCP 77— 77 A2 ACK £721X RST By bBRFEESN, 27y "BRBEFOHEFHIZE L TV 5
LT R E, —EERLREINEST, AX VT AN DA EY P A=Y Xy b A X —T =
ARNIF, V—F &AL Z—Fy NIRRT DA FZ—T =2 A ATT,
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W 1Pv4 ACL DEEE

&HIf+E ACL

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established
Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config)# interface gigabitethernetl/0/1

Switch (config-if)# ip access-group 102 in

I, internet_filter &\ 9 ZRTOIENE ACL 3 X O marketing _group &\ 9 A iOJEE ACL #1ERT
1%~ UET, Internet filter ACLIE, BBEILT FL A 1234 O EEENDITRTONT T 4 v
7 EHFRILET,

Switch (config)# ip access-list standard Internet filter
Switch (config-ext-nacl)# permit 1.2.3.4
Switch (config-ext-nacl) # exit

marketing group ACL 1%, %857 KL AL T AV KH— ROfE 171.69.0.0 0.0.255.255 ~DIEED
TCP Telnet 77t v 7 %FFRIL, ZDMD TCP 77 4 v 7 H#HELET, ICMP 77 1 v 7 %
AL, [EEOKEILND, 5EER— F23 1024 LV /hE 171.69.0.0 ~ 179.69.255.255 5T K
VANKESNDUDP b7 74 v 7 2R LET, ZRUADTRTOIP M7 7 4 v 7 2EHL T,
ERERIT R IBRRINET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet

Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl) # permit icmp any any

Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl) #

Switch (config-ext-nacl) #

deny ip any any log
exit

internet_filter ACL (35818 N7 7 « v 7 \C# [ v, marketing_group ACL 13X LA ¥ 3 R— FDE(E k
F74yZICHEHINET,

Switch (config) # interface gigabitethernetl/0/2
Switch(config-if)# no switchport

Switch (config-if)# ip address 2.0.5.1 255.255.255.0
Switch (config-if)# ip access-group Internet_filter out
Switch (config-if)# ip access-group marketing group in

IP ACL [S#A & h 5256

WIZ, AL ERER OFRT 8 i~ 6 i (18 ) ORICIP @ HTTP T 7 4 v 7 &7 541
R LET, UDP FT7 7 4 v 2%, THEEBLOHEROEF~F% 8§ (20 B) oM7ZITH TS
£,

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config) # time-range udp-yes

Switch (config)# periodic weekend 12:00 to 20:00

|

Switch (config)# ip access-list extended strict

Switch (config-ext-nacl) # deny tcp any any eq www time-range no-http
Switch (config-ext-nacl) # permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config)# interface gigabitethernetl/0/2

Switch (config-if)# ip access-group strict in
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IPva ACL oz N

AV MIEDIPACLTV MY

ACLDORXx> Y

WIRTHE G E ACL OFITIE, Jones BHTAT DY —2 27— a U Ilix7 7B A% AL, Smith
BETHT—I AT —2a NIT 7B AZF R LER A,

Switch(config)# access-list 1 remark Permit only Jones workstation through

Switch (config access-list 1 permit 171.69.2.88

( )
( ) #
Switch (config)# access-list 1 remark Do not allow Smith workstation through
Switch (config)# access-list 1 deny 171.69.3.13

RIRTE S E ACL OfITIEL, Winter 3 X Smith DV —27 25— 3 1C Web BB Z#F A L%
A,

Switch(config)# access-list 100 remark Do not allow Winter to browse the web

Switch (config)# access-list 100 deny host 171.69.3.85 any eq www

Switch (config) # access-list 100 remark Do not allow Smith to browse the web
( ) #

Switch (config access-list 100 deny host 171.69.3.13 any eq www

W RT LM & ACL O TIiL, Jones DV 7 xRy MIT 7B AZFFRI LEH A,

Switch(config)# ip access-list standard prevention
Switch (config-std-nacl)# remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

WA T4 & ACL O Tk, Jones D7 % v MI¥{E Telnet OEAZ7FF L EH A,
Switch (config)# ip access-list extended telnetting

Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out

Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

1|

N—% ACL T, 2O X IR R —FSNTWET, log¥F—V— FEEETLE, =Y
E—HKT By MCBT A u EmmA v e—URa s =L FE IR E T, log-input ¥—7U— K
ERETLE, v 2 NVCANA v F—T oA ABBINESNET,

WKOFTIE, ARt EEET 722 UK stanl 14 10.1.1.0 0.0.0.255 "B D T 7 ¢ v 7 B2HE L,
ZOMDT XTOERELNOED T T 4y 7 &ZFAILET, log F—TV— FHEEINTWVET,

Switch (config)# ip access-list standard stanl
Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Switch (config-std-nacl)# permit any log
Switch (config-std-nacl)# exit
Switch (config) # interface gigabitethernetl/0/2
Switch(config-if)# ip access-group stanl in
Switch (config-if)# end
Switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):

00:00:48: NTP: authentication delay calculation problems

<output truncated>

00:09:34:%$SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
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W Z#74f= MAC 3k ACL DR

WIZ, BRIMTEYEET 782 VR B extl IZL > T AREOEEFEILI S 10.1.1.0 0.0.0.255 ~@D ICMP /¥
o NEZHFAL, T _TO UDP X7y hE2ESTHHZ2 R L ET,

Switch (config)# ip access-list extended extl

Switch (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log

Switch (config-std-nacl) # exit

Switch (config) # interface gigabitethernetl/0/2
Switch(config-if)# ip access-group extl in

Wiz, JEE ACL ou Zoflz R LET,
01:24:23:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1

packet
01:25:14:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet

01:31:33:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IPACL ®F_RThr¥2 7 = b UL $SEC-6-IPACCESSLOG CTHABE L £9, =2 FY oERT., —&
L7ZACLR7 78R = MY OFEICIE U THETRRD 9,
WIZ, log-input ¥—V — REHELTHEOHNIA v =V ORlZRLET,

00:04:21:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log X —U— FZ4EELLELE, RO ATy MCET 07 XAy —VIZBANA »F—T =4 R1E
WMREENEE A,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

A+ E MAC #iisk ACL D1ER

GE)

VLAN $7213v A ¥ 2 A F—T7=A ATHIPVE NI 74 v 274 NE Y 7T 5IT1E, MACT
FL 2B LOARITE MAC #69& ACL 26 L£¥, £OFIEIT, ARy < ikik ACL 2 E 7
L%6 ERKTT,

LAY 3 A2 —T7 A R0, AHifTE MAC $K5R ACL 2@ T& ¥ A,

mac access-list extended =~ R CTHHR—FINTWBIEIP 71 b LVOFEMIZHOWTIZ, 2DV
J—20avr R Y77 L REBRLTLIEEN,

appletalk i, =2~ RT3 A O~V T X R U TIZRRINETH, deny I LT permit MAC 7 7
A VAN a7 4F¥al—var E—Ravr FO—HEHLELTHR—- RSN TVEEA,
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ATy71
AT972
ATy73

ATy7 4
ATv75
ATy7 6

Z{tE MAC 3 ACL oferx M

A& MAC JE3% ACL Z BT 51213, F¢H EXEC ©— FTROFIHZFITL £

avwy kR

E[:5)

configure terminal

Ja—) ar74Xal—yary ET— REREEBLET,

mac access-list extended name

AAiEEH L CIREMAC T 72X VA NEERELET,

{deny | permit} {any | host source MAC
address | source MAC address mask} {any |
host destination MAC address | destination
MAC address mask} [type mask | 1sap Isap mask
| aarp | amber | dec-spanning | decnet-iv |
diagnostic | dsm | etype-6000 | etype-8042 | l1at
| lave-sca | mop-console | mop-dump | msdos |
mumps | netbios | vines-echo |vines-ip |
xns-idp | 0-65535] [cos cos]

JEEMACTZ7®A UAN arv 7 4 ¥al—v gy £— RTIL,
T_TOD (any) EEILMAC 7 KL A v A7 fF&%#(F 58 MAC
T RVAL FRIEIHEDOKA L (host) HFEL MAC T FLA
BLOTRTO (any) %65% MAC 7 RL A, v A7 fiF&565%
MAC 7 RV A, F73FrED5E%E MAC 7 R L AIZ, permit %
71X deny ZI8E L £ 7,

(EE) oA T arvE ANNTHZELTEET,

* type mask : Ethernet Il £721% SNAP TH 7/ bz N
7w b OAEE D EtherType # 5, 10 5, 16 #%, £7213 8
EHTRETEET, —BMREAEORNIZ, EETHEETE?
don'’t care ¥ kD~ A7 3 EtherType |2 H SV E T,

e lsap Isap mask : IEEE 802.2 TH 7/ b/ hD
LSAP %75, 10 65, 16 . F72i13 8 R THRALTE %
T, fEETdontcare By DS AT HIRETE ET,

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip
| xns-idp : JEIP 7’12 b =L,

e coscos: TIAFVT 4 EZRET D 0~ 7 O IEEE 802.1Q
CoS &=,

end

Kt EXEC £— RIZRE Y £7,

show access-lists [number | name]

TI7EAUANOREEZRRFLET,

copy running-config startup-config

ULE) 2y 74 Fal—ay Z7ANVICRESHRTELET,

ACL 21 ZHI%4 % 121%. no mac access-list extended name 72—/ 3L 27 4 X2 lb—3 g a
<~V RZMMA L ET, L4AifTE MAC 359 ACL 7°5 ACE Z#HBIICHIBRT5 2L b TE 1,

I, EtherType DECnet Phase IV N7 7 4 v 7 2 %KL, thOT_XTCOXATDNT T 4 v I %
AT 57 27€8A VAN macl 1FEB LORFT 20 2R LET,

Switch(config)# mac access-list extended macl

Switch (config-ext-macl) # deny any any decnet-iv
Switch (config-ext-macl) # permit any any
(

Switch (config-ext-macl) # end

Switch # show access-lists

Extended MAC access list macl
10 deny
20 permit any any

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
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W Z#74f= MAC 3k ACL DR

LANY24203—T x4 XA~D MAC ACL DEHH

MAC ACL 1B L, ZNELVAT2 A F—T =2 AZWATDHE. DA L F—T =1 AERE
THHIP T T4 v 72740 FY 7 TEET, MACACL ZiEMT5 & 21213, ROEFHIHEIC

ATy71
AT972

ATv73

ATy7 4
A7y75

ATv7 6

HELTIEE,

e VLANIZELTWALA V244 —T x4 A ACL Z#EH L7EHE, V1Y 2 (K—F) ACL
X VLAN A V¥ —T =4 RZWH IR ATIFRIO LAY 3 ACL, F721% VLAN (@A -
VLAN = v 7 X0 B LET, LAY 2R = FTZETIHERE Y ME, ®IZKA—KF ACL T

TUNEY) U TENET,

e FULA¥Y2AL X —TxARIIE IPTZ7ERIVRAREMACTZERA URRME 1 DT HOLH
WHTEERA, IPTI7HR VRANMNIIP XNy y NETE 74XV 7L, MACT 78R U X
MIFEIP Xy baT7 4B 7 LET,

e 1ODLAF¥2ALF—T A AZHEHTEALMACT KL A VA ML DEIFTY, 9T
MACACL BHBHREENTWVWALAFY2 AL F—T A AZMACT 78X VA MNEHEHATH L.
FHEWHD ACL BDE LW ACL ICBEX#HZ ONET,

LAY 2A L E—T oA ADT 7 A EHIET572DIZMAC 7782 VA ME@EATI20E, %
e EXEC E— FCROFIEEFEITLET,

avwy kR

E[:5)

configure terminal

Ja—)L a7 4 FXal—yary E—RREEBLET,

interface interface-id

FEDA L E—T A AEREL, AV F—T AR A7 4
Fal—raryrET—RelBELET, BETDHA X —T AR
BV A Y2 A —T7 A A (K—F ACL) TRIFNIERY
FHA,

mac access-group {name} {in}

MACT77%A2 URAMEBHLT, HEESNEA LV EZ—T A R
~NOT 7 AR L E T,

AR— B ACL (X, BEHMICRY bR —FEnE7,

end

b EXEC B— NIZEDY 77,

show mac access-group [interface interface-id|

FDAH =T 2 A AFEFEITTRTOLAY2 A X —T AR
WHEHHAENTWSEMACT 7R URAMNEFRRLET,

copy running-config startup-config

L) av74Xalb—ay 77 A NMCHREZRIELE T,

BELET 7R ZN—7%HIRT %I21%. no mac access-group {name} { VX —7 A A 27 4
Xal—varavwr ReALET,

WIZ, 77%8Z2 VAN macl Z R — MIEALTR—MIEETI Ny 2740 0E ) 7T 50%

RLET,

Switch (config) # interface gigabitethernetl/0/2
Switch(config-if)# mac access-group macl in

() macaccess-group { V¥ —7 A A AT 4 Fal—varavr NI YWHELA Y2, F—T =
AAZHEHASINTHBEICRB A E /2 9, Zoa~ 2 Rk, EtherChannel AR — k F ¥ U2

IS VR
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VLAN vv 7oz N

2L vFiE, Ny b EZETHE, HEACL L7y FERAELET, ACL ANy v FEHFAT5
BE. AL v Fi3 oy bOMBEEREGE LET, ACL 837 v FE2HEETIHEE. A v Fi3 7y
FMEBEELET, REFEDOACLEA L X —T oA RAZHHATAE, 24 v FIZTACLRA v ¥ —T =
ARZHEH SN TWRWEHE L, T XTOXRXTy hEFRILET, Xy bFTV—27 X2 T 00
WDICRERD ACL ZHATHHEAIT. ZOXIRMEENELDZ LICEELTLIEE N,

VLAN < v TDERTE

2FyvFT 1

ATvT 2

ATFyvFT 3

GE)

ATv7 4

ZIZTiE, VLAN = v 752 ET D HIEIZOWTHBALET, Z0FHETZ, VLANRNTTZ 4 v v
T a T DME— 0 HFETT, VLAN = v FIIEHFROBRERH Y A, VLAN v > 7 Z&FEHL T,
BEOHBEMD T T 4 v 7T 4 NE ) 7T HIC0E, BEDOEETELITSET FLUARE TSR
ACL ZEMMT3H0ENH Y £3, VLAN ~ v THRICHL 7 v b X4 7 (IP £721% MAC) (2333
match A)03H DA, T 74V F T, ~ v 7HRNOEOZ RV —FH LW ry M ke vy
NET, ZU Ty b XA TIHT D match 2~ 2 RRRWEE, T 7 40 KTk, X7y boddgk
SNET,

ZZTHEMT D 2~ FOMIE LOHAGEOFHMI SN TIE, 20U U —=RZHsd 52~ R
V77 V2B LTSN,

VLAN =~ v 72 EA LT, 1 2F£7-138% D VLAN CEHT2121E. ROAT v T HFETLET,

VLAN (23 4 2 4% [Pv4 ACL £ 72133E59E IP ACL. F 72134 Bifh & MAC $53E ACL Z1ERk L £9,
MEYE IPv4 ACL 38 L OWEIE IPv4 ACL D1ERL) (P.34-8) BL W [VLAN ~ v 7O 1ER] (P.34-35) %
ZRLTLEEN,

VLAN ACL v v 7 = U Z{ERLT S ICIE, vlan access-map 72— 3L 27 4 Fab—3 g
avry FeAJLET,

TI7RA <y ar7 4 ¥al— gy £— KT, action & LT, forward (7 x/L }) F72i%
drop ZANTH5Z b TEEd, £/, match =~ FE AN LT, DO MAC 7 R L AT
MENTZIP Ny FERIIIEIP X7y hERELZD ., 1 DE13HE SO ACL (EHEE 7 3E5R) &
Ry hERELEV T ELTEET,

Ry b Z47 (IP £721X MAC) 1Z%F% % match A28 VLAN = v ZICREENTWAHEA T, €D
2T T arNRuy FOBRRE. FOLAL FI—HTETXTORry b Ry FE8RET,
match AJ78 VLAN = v 71T | BESNTWET 7V arBn Ry Z7Oo8RA1E, 7 XTO IPBLO
LAY 22Xy RS Rey a3 ET,

VLAN ~ v 7% 1 DF /1384 VLAN (29 5(2i%, vlan filter f > X —7 = A a7 4 ¥z
L—Yay avwry REERLET,

ZZTE, ROBEICOWTHALET,

o [VLAN ~ v 7 OREROEEFHE] (P.34-34)

e [VLAN = v 7O{ER] (P.34-35)

e [VLAN ~® VLAN ~ > 7 Oii 1] (P.34-37)

o Xy hU—2T®D VLAN = v 7O %] (P.34-38)
e [VACL uxX>70#E] (P.34-40)
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W VLAN =y F0EE

VLAN 7 v JORERDIEEIER

AVE—T oA ATKT 74 v 7 BESTDHLIICEREINT ACL 372<, VLAN = v 7B E
SHTHRVGE, 9 _XTO NI 74 v BREFATENET,

% VLAN = v 7 id—#HoxT > U TR EINET, VLAN vy 7oz ) DOIEFIZTEE T,
A A /% WCERE LIy M VLAN <y TORPAOT FUIZHLTT A MESRET,
L7=35813, VLAN v v 7OZOESICHESNLET 7 v a U REITSNE T, —H Lo Tz
% \A#/Fi7/7W@&®I/FUKﬁLT?XFéMi?O

%Ny b AT (IP £721X MAC) (%9 % match A)2% VLAN ~ v 72 1 > £ 72138 5H 5
BAETH, N7y FRENSO match AIIC—H LARWES, T 74V Ty bR Fa v 7
SNFET, YTy b XA IR D match 7] VLAN = v ZHICR WSS, T 7 40 Tk
Ny B ESNET,

255D ACL DR ESNTVAEASIT. VAT AORECEHBN AN E I ER"H D 9,

VLAN = v 70ua X 73R — SN TWER A,

LAV2A U F—T oA RAHEAINTZIP T 7EA U A l\if_MAC TIZEAVRARNNAA T
ZH->T, "— FMNJET S VLAN IZ VLAN ~v 72w HT 556, 7— F ACL 8 VLAN v~
B LET,

N—= R zTIZVLAN = v 7ORELFBEH TEX2WHAIL, £ VLAN NOTXTORT v b &
Ny =T TV P TBIONAN—T 4 T AHLENHY £7°,

774~U VLAN BELOEH ¥ U VLAN TVLAN vy V2R ETCEET, L. 774
—h VLAN D774~V BLOEL Y VLANIZR U VLAN v v 752 RET 5 2 &
L%,

TL—LNT T A=k VLAN NTEIESND LAY 2 DA, AL VLAN < v 728 Al & H
SO EHFICEH S NET, 7LV —2NB 7T A4 X— kK VLAN ORI LA R — Morv—TF 4 >
TENDHBE, 774 X—hF VLAN ~ v 7B AN EH S £,

— RAN R— " HEERR—F~DT v AN —ATEEEINEZ 7L —LD8E. Eh
AU VLAN ICRESN TS VLAN =~ v 7N EH S E 7,

— EERIR—IMNOERAN R—=F~DE T AN —ATEEEINDZ T VL—2DHE., 774
< U VLAN ICREENTWD VLAN =~ v 7DNEH & n£1,

T A4 _X—KVLANOHEEIP 774 v 7 %7 4 NE ) 73 52iF. 774~ 1U VLAN B X
WA %Y VLAN O 512 VLAN v~ v 72T 20 ERH Y £7, 774 X—k VLAN ©
FEIZOWTIE, BB 16 FE [T 4 _X— K VLAN OFT] 22 LT &,

FEBNZHONWTIE, Ry FU—27 TH VLAN ~ v 7O %] (P34-38) 2L TL7Z&W,

N—4 ACL BL W VLAN ~ v 72 A EbE THEAT 2 FIEICOWNTE, [VLAN v v 7 L —%
ACL O ERFOEREFH] (P34-42) 2B LT &0,
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VLAN vv 7oz N

VLAN < v T DR

ATy71
A797 2

A7973

ATv7 4

ATy75
27976
ATvFT1

% VLAN v v ZIEF T ~bn/c—@#EHo = M) THE SN ET, VLAN v v 7 = U Z{EAk,
BN, E7ITHIBRT 2121, F7# EXEC £— R TROFIEA FEITLET,

avyv Rk B

configure terminal Jua— ar7 4 Xal—vary B— REEEBELET,

vlan access-map name [number] VLAN = v 7% Ef L, LB I OES ((EF) 2HBELET, H5I1T
vy THNOT ) DY — v RAEFTT,
[ C4RID VLAN ~ v 7 Z2EMT 2 &, 10 7283 25 F 5 0NIEICE Y
BTonET, vy TEETELITHIRT L L XX, 4T~y T =
N OFSZEATEET,
AR REANTEE, T/RA Ry a7 4 F¥alb—a

T NEDY ET,

action {drop | forward} EE) ~v 7 o MU TDT 7 a v 2 RELET, T 740 M
#ixik (forward) T9,

match {ip | mac} address {name | 1 OFERITEBOEREE-ITIET 78X UX MIH LTy F2RA

number} [name | number] LET (IP £FIEMAC T FLRA%EEH), 7y hoREE, X535
fmb:wﬁ%fmTﬁtzbe’ﬁbfﬁiﬁbﬂi# IP ">

NI, EHEEZIIIEEIP 77 EZX VX MIFLTREESNET, FEIP /S

T MM, 4RITE MACHEET 72 A U R MIRLTRETRAESINE
7

end Juo—)Lar7 4 Fal—ary E—RIREYET,

show running-config TIEAVANOREEZFZRLET,

copy running-config startup-config |(1jE) =L 7 4 F¥al—vay 77 A NMCRELRELET,

~ v FEHIRT 512X, no vlan access-map name 72 —/N)L AT 4 Fal—Tal avw REfl
HALET, v~ v 7RO —Fr 2 = b Y% 1 DHIBRT 5121, no vlan access-map name number 7
og— )L a7 4 Xal—gryavy REFERALET,

FTI7FN DT I arThHEEEEITHIICIE, noaction 77t A v~y a7 4Falb—v g
avr REFEHLET,
VLAN = v 7" Tii, %ﬁé@ permit £72iX deny ¥ —V — F&EMH L EHA, VLAN vy 72 L T

Ry NEEGTHICE. X7y FERET D ACL 2{F LT, 77 varvid ke y FICEELE
3, ACL N® perm1t o ETBEVIEKRTT, ACL AD deny 1X, —ELARWVWEWI BIRTT,

ACL 8& U VLAN 7 v 704l

Bl 1

wIZ, BEOBHIOZD D ACL BL W VLAN =~ v 7 E2{ERT 202~ L ET,

T, Xy FEERT S ACL BE O VLAN ~ v 721ERT 502 R LET, DO~ v 7T
X, ipl ACL (TCP /X7 v b) IZ—&T 53Ty b3 keyFE&8nEd, &I, 3TO
TCP "7 v M:.#FTL FNLS DTy b EFTRTHEST S ipl ACL Z1ER L E T, VLAN ~v
WZIEIP 237 v MZKT 2 match AINFEET D720, T 74V OT 72 a Tk, ED match Al & b
—HLARWIP X7y MR TRT Ry 7ENnET,

Switch (config)# ip access-list extended ipl
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W VLAN =y F0EE

#l 2

#l 3

Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 10

Switch (config-access-map) # match ip address ipl
Switch (config-access-map) # action drop

W, "7y FEFFAT S VLAN ~ v 72 Bl d 5612~ LE ¥, ACL ip2 13 UDP /37 v b &iFn]
L. ip2 ACL & —EF 2T _RTCONRTy FBRBEINE S, 2O~y TR, ZHLETIOED ACL &
Hb—HLARNWTRXTOIP X7 v kb (TCP TH UDP THRWAT Y ) B ReyranEd,

Switch (config)# ip access-list extended ip2
Switch (config-ext-nacl)# permit udp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map) # match ip address ip2
Switch (config-access-map)# action forward

WOFED VLAN = v 7 Tld, 774/ FTIP N7y FBAFry 7S, MAC "7 v PRk S E
T, FEHED ACL 101 B L OARIFHEHLIET 7 & A U A b igmp-match 35 XY tep-match % Z D~ >
TEMABEDETHEHTLE, ROXLIITRY ET,

e T RTDUDP Ty MREEEINET,

o TRTDOIGMP X7y MR Re vy FSiET,

e TRTOTCP N7y MPfEEINET,

o ZTOMDOTRTOIP Ty "R Rr Yy FINET,
o TRTOIIP /N7y bBEREINET,

Switch (config)# access-list 101 permit udp any any
Switch(config)# ip access-list extended igmp-match
Switch (config-ext-nacl)# permit igmp any any
Switch(config)# ip access-list extended tcp-match
Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map drop-ip-default 10
Switch (config-access-map) # match ip address 101
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map) # match ip address igmp-match
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# wlan access-map drop-ip-default 30
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

WoOHO VLAN v v 7Tk, 774V FTMAC Xy MR Fay7Zan, IP 37y hBREREINE
J. MAC JEBET 72 A2 U A | good-hosts 55 & T good-protocols 2 = O~ v 7 LA G W T T
L&, MDEIITRYET,

A A K 0000.0c00.0111 3 £ T 0000.0¢00.0211 235 D MAC ~7 v b3 ZE S NET,
e decnet-iv £721% vines-ip 7'v IV EFHT S MAC /N7 > FREEESNE T,
FOMDFTRTDIEIP Xry bR Ry FINET,

TRTOIP A7y FREEINET,
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#l 4

VLAN vv 7oz N

Switch (config) # mac access-list extended good-hosts
Switch (config-ext-macl)# permit host 000.0c00.0111 any
Switch (config-ext-macl) # permit host 000.0c00.0211 any
Switch (config-ext-nacl) # exit

Switch (config) # mac access-list extended good-protocols
Switch (config-ext-macl) # permit any any decnet-ip
Switch (config-ext-macl)# permit any any vines-ip

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map drop-mac-default 10
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map) # action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-mac-default 20
Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map)# action forward

WOBID VLAN v 7 Tld, 774V FTTRTORTy b (IPBLOIEIP) ARy FEinEd,
F2HBLOBH 3 DOT 78R J R tep-match 3 LU good-hosts 2 Z D~ v 7 LA G LY THEAT S
ELROE ST ET,

o TRTODTCP N7y MRREINET,

e A K 0000.0c00.0111 33 LT 0000.0c00.0211 235D MAC 737 v kM kS E 7,
o ZOMDOTRTOIP Xy bR RuryFIRET,

o ZEDOMODFTXTDMAC N7y bR Rry FIRET,

Switch(config)# vlan access-map drop-all-default 10
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-all-default 20
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

VLAN ~® VLAN < v 7 D&M

1 2O VLAN v v 7% 1 DFE 7213850 VLAN [Z# AT 5121, 554 EXEC £ — R TRO FIEE £
TLET,

avw vk B

27971  configure terminal Ja—rL ar T 4 X¥al—ay e REEBLET,

A7972  vlan filter mapname vlan-list list VLAN = v 7% 1 DF 721385 VLAN ID (28 /H L ¥ 9,
list (213 Hi— VLAN ID (22) ., e L& (10 ~ 22), F721X VLAN
IDDARNY 7 (12, 22, 30) 2FETEET, B~ A 7 ORI
BRICAR—RAZHAT L EHTEET,

A7973 show running-config TIEA VR NOBREEF L LET,

A7974 copy running-config startup-config |({£E) =L 7 4 Xal—ay Ty ANMIREEARELET,

VLAN = v 7% HIBr3 % 121%. no vlan filter mapname vlan-list list 72— S)L 227 4 Fa b — 3
vavwry FEERLES,
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W VLAN =y F0EE

WIZ, VLAN v 7' 1 % VLAN 20 ~ 22 I[Z@EH T 2047~ L E7,

Switch(config)# wvlan filter map 1 vlan-list 20-22

2y FJ—-TOVLAN 7 v JDERE

Tk, —f&AY7 VLAN ~ v O RIEICOWT—HEH L £,
e [UAXY VT Ju—Fy FOFE] (P.34-38)
o [HDO VLAN IZ®H DT —"~D7 78 ZADHES| (P.34-39)

24x) Vg ya—€y FOEKE

IA¥Y V7 sa—Fy MERTIE, V=T 4 VI NAAL vTF ETAX—TNMZENTORWIGEN
bV FEF, L, TORETH VLAN v » 7B L QoS 0% ACL IV AR —FEhTwnE 7,

34-4 TIE.AAPMXBIOFEARN Y IZELRD VLANNIZHY . A4V 7 Ja—FEy b A v
FABIOAAL v F ClZHEHINTWDEEELTVET, FANXNDLHRARNY ~D T T 47
W, =T 4V ITRA F =T NVCRESNTZ LAY 3 AL v FThDHAAL v F BIZE > THREMIZ
N—=T 4T ENET, FRAMXDOERARNY ~D T T 471, T 747D MY KAV
FCHEIAALVF ATT A L ha—LTEXET,

34-4 JA4x Y T sa—€y FOBRE

VLAN T Y T : XD Y ~AD !
HTTP 289 %, = |

HTTP [T > kY RA Y b T —>
EEINb, |:||
— —
AR kX RRRY
77777777 VLAN 1 10.1.1.32 10.1.1.34 )
— — — VLAN2 &

—> N7y b

HTTP FT7 7 4 v 7 %FRA N XMHARARY ~AA v F o7 LgngGAIE, FARX IP7 RL A
10.1.1.32) 26 ARA MY (IP 7 FLA 10.1.1.34) I[ZENDTXTO HTTP N7 7 4 v 7 DNAAL vTF A
ThRey7a&3N, ALy F BTV vV 7E3NR20nEH1T, A4 vTF ADVLAN v TERETE
ij‘o

BUINC, HTTP A— K ECHTRTOTCP b7 7 4 v 7 &FFa (—F) T2IPT7 7R URD http %
EFxRLET,

Switch (config)# ip access-list extended http

Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch (config-ext-nacl) # exit
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VLAN vv 7oz N

W, http T2 ®AVANE—=HET DT 74y Im™ Ry a3, TOMOTXTOIP FT77 1 v
IBEREEINA LI, VLAN 7278 A ~ v 7 map2 #{ERLET,

Switch (config)# wvlan access-map map2 10

Switch (config-access-map) # match ip address http
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map2 20

Switch (config-access-map) # match ip address match_all
Switch (config-access-map) # action forward

WIZ, VLAN 77t A ~v 7 map2 % VLAN 1 I LE T,

Switch(config)# wvlan filter map2 vlan 1

A®D VLAN [2HEH—/\~DT7 IV 2 ADIER

BD VLAN IZH DT —R_~DT7 7 A%&HIRTEEd, =& xiE, VLAN 10 NDOH—,310.1.1.100
TliE, WDFBRA DT 7 BRAEZERTLHLERSD £9 (X 34-5 25M1),

e VLAN20 NOY 7 x> F 10.1.2.08 IZHDHHRA DT V2RI LET,
e VLANIOHNDOAHAEZA K 10.1.1.4 BELWV10.1.1.8 DT 7 A &EEIELET,

X 34-5 o VLAN LOH—/I~DT7 VI L RER
VLAN < v 7

= @
10.1.1.100 l
|

********** \ IRy b
H#—s% (VLAN 10) \ 10.1.2.0/8
| |
A \
10.1.1.4|:L‘ ””””””””” —
— Ak (VLAN 20)
&Rk (VLAN 10) LAY3RAYTF
A
10118 (-
=y 8
=Rk (VLAN 10) —>» /N7y k2

Wiz, 7% > b 10.1.2.0.8 HOKRZ b, AR L 10.1.1.4, BLUKRZ b 10.1.1.8 DT 7 & 2 Z4EH
L. ZDOMDIP b7 7 4 v %§F" 35 VLAN ~ v 7 SERVERI-ACL #/Ea L T, B> VLAN N®
Y= RA~DT I AEEET HHERLET, HEDAT v 7T, ¥ v 7 SERVER] % VLAN 10 i
WHLET,

AFvF 1 ELWATy b —ET5HIPACL Z#E£LET,

Switch (config)# ip access-list extended SERVER1_ACL
Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100

( ))

Switch (config-ext-nacl))# exit
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W VLAN =y F0EE

A7y 2

SERVERI ACL & #3425 IP X7 v h& Fuy 7 LT, 20O ACL £ —8LARWIP 7 v N EFEEET
5ACLEZMFEHALT, VLAN~ Y 72 EHRZLET,

Switch (config)# vlan access-map SERVER1_ MAP

Switch (config-access-map) # match ip address SERVER1_ACL
Switch (config-access-map) # action drop

Switch (config)# vlan access-map SERVER1_ MAP 20

Switch (config-access-map)# action forward

Switch (config-access-map) # exit

VLAN 10 IZ VLAN ~ v 7" & @M L £7,

Switch (config)# vlan filter SERVER1_MAP vlan-list 10.

VACL B> T D%E

VACL v ¥ v 7 %R ET 25613, WOWWTHES Sz [P Ty MIxt LT Syslog A v E—U 034
SV ET,

o —HITAERHO Ay FEZE LS

o BEDSHMIC—ETDH Ty NEZELESS

o SHORBTHANC L EWVHEISEL TV A HE

ns Ayt—VF 7o —BMTERSNET, 7o—iZ,. ACUIP 7 FLABLOLA ¥ 4 (UDP £7-1%
TCP) A— "EFZEFFONTry bELTERENET, 7o —T5 5Ty FaZELRWEA, £
DO7u—F¥ X v anbilfRENET, Syslog A vE—UNERINDE, XA —BIUT Yy
FATERT Y FENET,

VACL » ¥ > 7 Ol [RFEIIHRDO LB Y TH,
o I SNLIP ATy METREERSNET,
o REXR—KACL TuX U INBER/ Ty ME, VACL TH&ESNZGEG, nXrr7ahid
/Uo

¥t EXEC £— FCTROFIEEZFITLET,

avv Rk B

27971  configure terminal Jua—) ar7 4 X¥al—vary T— FEBBLET,

A7972 vlan access-map name [number] VLAN ~ v 7Z1Ef LEd, VLAN ~ v FIZ4H1 & &5 ((EE)
PRTET, FEIE, vy THAHO= NI OY—F U AFETT,
v o AF S ORI 0 ~ 65535 T,
R C4HRID VLAN v v 7 2AER T2 & 10 T84 2F 5 23AE
WEIY Y ToNET, vy 7 EEATEITHIRT S & &1d, %Y
b~y 2 NI OFEFEATITEET,
v THERT (EE) ZHRETHE. T7E8AYYy S a7
Xal—Lary E— FRBBENET,

A7973 action drop log IP X7y REMERBIOa X 79589 VLANT 78R v
ERELET,

AT974  exit VLAN7 78R vy ar74¥alb—ary F—RFEa&TL,
Ja—n) a7 4 Xal—rary ET— RIED £,
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

avwyFk

B&

A7975  vlan access-log {maxflow max number | VACL B> 7 RIRXA—ZAEBELET,

threshold pkt count}

o maxflow max number : @7 T—7 )L YA XeBELET,
maxflow OfE% 0 IZRET D &, vl T—TILVONEZHIR
TEET, B T—TAROSXVDEE, AL v FITHL
W7 a—nbu RISy MR Re vy T LET,

EDOFPHIE, 0~ 2048 TI, 77 4/b MEIE 500 T,

 threshold pkt_count : v x> 7 LEWEEZRTELE T, 5ok
BT AR 7 —D LEVHEIZET S E, eX o Avk—v
ARSI IET,

L& WMEDFEFRIL 0 ~ 2147483647 T3, 7744 hDLE L
12 0 TH Y. Syslog A vE—UB 5T LIcARSNET,

27976 exit Rt EXEC £— RIZRE D 7,
27977 show vlan access-map RTELXHRLET,
7978 copy running-config startup-config EE) v 74 Fal—ay 77 A NVIRETRELET,
no vlan access-map 2~ K& —7 VAR FLEBIHEAL Cey TEFEZHIBRLET, > —4F v
AFFRLTa<wr FOono A=V a 2L T~y 72HIBRLET,
WP ATy PEBEERBLOnX 792589, VLANT 7R vy PERET H02RLET,
T 2T, net 10 DA VI —ETBIP b T 7 4 v/ BEERSIuX S EnET,
Switch (config)# vlan access-map ganymede 10
Switch (config-access-map) # match ip address net_10
Switch (config-access-map) # action drop log
Switch (config-access-map) # exit
Wiz, 7a—SV VACL e X7 NI A =2 5RETHHEZRLET,
Switch(config)# wvlan access-log maxflow 800
Switch (config)# vlan access-log threshold 4000
>
GE) ZIZTHMTLa~vr FOMIE XOMEMGIEDOFEMIZOWTIE, ko URL TAFATREZR [Cisco

10S LAN Switching Command Reference] % ZM L T 7230,
http://www.cisco.com/en/US/docs/ios/lanswitch/command/reference/lsw_book.html

JL—% ACL Z VLAN v v JLllAEHETHERAT 5

TV DU T ENTE N T T4 BIONN—T 4 T ENE N T T4 Z7OWFIZH LTT 7R o
Y= EZITHI0IE, VLAN v v 72 HMTHEMHT 50, E72i3b—% ACL & VLAN v > 7%
HEDLETCHALET, AAEHAH G DOL—T v FVLAN £ X —7 = AT/L—H ACL % E#H
Lz, ZV P T &N NI 749w DOT7 78 A%2ary be—L35 VLAN vy 72 EHRLTY
TEET,

Ry b 7ur—20" ACLIN VLAN v v 7 ® deny A7 — A2 b E—HLZGEA, V—4% ACL O E
WKL, Ny b 7e—3ERSNET,
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JL—% ACL % VLAN ® v F LA EHETHAT HE

>
B

—4 ACL % VLAN = v 7 LflLAabETHEAL, v—% ACL TORX 7 &0 EE 4587y b
BN VLAN v v 7 THEEINZHE, 2oy y MirXorrEhEtdi,

Ny b 247 (IP £7213 MAC) (283 % match A28 VLAN v v FI2H 556 TH, 7 v b
MEDEATIZ—HLRWEE, 774NV TEARATry M Fay7EnEd, VLAN v v 7HIC
match A]23 72 <, 727 v a UBREESNTWRWES, EOVLAN vy 7 =2 b L —F LRV
7y MIgEER SN ET,

ZZ Tk, v—% ACL % VLAN = v 7 L #AE b THEAT L HEICOWTHBA L £,
e [VLAN = v 7 &b —#% ACL OFFEROIEFIE] (P.34-42)
e IVLAN [ZHEHAENSH/1—% ACL & VLAN ~ v 704l (P.34-43)

VLAN ¥ v J&IIL—% ACL OFRERDIEEE

ZZicEEEN - EESFHEIZ, L—4% ACL ALFVLAN = v 7% [F U VLAN ETHBAT2LERN S
HEEICHHAINET, L—% ACLBLOVLAN v v 7% 8724 VLAN IZE W Y TABREICIE., =
NOEOREEFEHETEASNEEA,

AL v F =R =71, i\ (ANBLOHA) Zeict®xaU7 0 ACLz 1 HELET, Lz
MWoT, =4 ACL BLOVLAN v v 7% [ U VLAN IZERET 2 HEIE. 2L EMET D5 0NENR
HYET, =% ACL & VLAN v v 7% a5 & ACE OBPERIZR L2561 H Y £,

N—4 ACL 8L VLAN v v 7%[F U VLAN IZRETALENH H5E61F, +—4 ACL & VLAN
<y T OMFOFEICHL, 2 THPATIERFHIIES, T EE,

o VLAN A % —T x4 ALK HH (ABLOHA) I VLAN v v 7B XL —% D ACL % 1
DOFTOICWRYRETE T,

o ARV, TRTOTL NIDOT 7 v a YRE—T, KROT 74N b 727 a 20 B3
DIAT LD X ACL Zitid LET, ROWThrDORAEMEM LT, ACL Zitik L £,
permit...
permit...
permit...
deny ip any any

FoX

deny...
deny...
deny...
permit ip any any

o ACLINTHEEOT 7 ay (v, X)) 2ERTIHIHEE. ThZhoTrvay ¥4 7%%
LT, = FUEREHIRL £,

o ACLNIZVA Y A4HEREIBELZNVTLEI N, LAV A4IEREZENT S L, E T AN
MlZZe 0 FET, ACLOZ7 o nZ V7M. full-flow GEEITIP 7 KL A, 1P T RLA, 7
a k=, :IoJ:U‘?’D Faj R—=K) T, IPT RLR GHERBLUO%EE) IZESWTITH
NDGEZ, ERHEEERPGEONE T, FIEEREY ., IP 7 RV RIZiX don't care v F &
LX< f:éb‘o

IP ACE & L1 ¥ 4 4 &7 TCP/UDP/ICMP ACE 2357 & % ACL WNIZ/ETE L. full-flow &—
RERETOILERSDL EXE, VA VY4ACEZ2 ) A MOKBICHEBELET, ZOME, IPT K
AWHEASS N T T4 v I DT 4 NE ) T NBERENET,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
m. 0L-26593-02-J |



| $34E ACLIZKZDRYIFTI—Y X2 UT1OHRE
L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

VLAN 2@ B/)L—4% ACL & VLAN < v 70O H
ZIZTIE. V=% ACLBXORVLAN v 7% VLANICHEAL, AL v F R Xy b, 7Y PR A
Ty =Ty KX Try b BEORAFXY AR Xy bEUETLHEZRLET, ROKTIE
FNENOGBEEICEIEINDE Ny bERLET, 27y FOXZAR VLAN < v 7R ACL &R 75
ERETDHRA L NT, XNy MeiREdFIc ey 73506 sL 50 £9,

ACLBEURAYF K /7y b+
34-6 IZ, VLAN NTRAAL v F o 7a3nNs3r v M ACL ##AT2 5ikERLET, 74—
Ny TV P TIZEhoTh—T 4 7T EITHREEINT, VLANINTAAS v T T E3NE37
FiZlX. AJT VLAN @ VLAN ~ v 772 AEA S x4,

A4 YF E 1’45y bA®D ACL OEA

34-6
AN A !
VLAN10 | JL—% L—% | VLAN20
¥v7 1 ACL ACL L X
v Vv v v
.
—
RZ R A
(VLAN 10) ‘ |
L= T YRR (T
A=Y Ty
RAKC _/ 3
(VLAN 10) I:l' |
VLAN 10 | —> Ry VLAN20 2

ACLBXUIUY KTy k
34-712, TH =N TU IR Ry MZACL 242 5EZ2RLET, 7V v P R
7y hOBEIE. AJJ VLAN VA Y 2 ACL 2B SN Ed, £7/-. EIP BEXUIE ARP 7 v
KNZTNR T =N 7 TY P R Ry ey Ed,
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FHUE

ACL [&3F Y FI9—Y X2 VT 1 ORE |

W )L—2 ACL # VLAN vy LA hETHERAT A

34-7

TYyS RISy bAD ACL OEA

VLAN10 ! ' VLAN 20
<v 7 o RvT
s | i
F— | | F—
KRR kA KX kB
(VLAN 10) ‘ ‘ (VLAN 20)
LAy Ty D
VLAN 10 ! > Sy b VLAN20 35

ACLBLUIL—TFTy F 7y b+

34-8 12, W=7 v R\ v MZACL zii 425 5iEE R LET, V=7 v K7y hOGE,

ACL [ZRONEFE CEH S h E 7,
1. AJ1 VLAN ® VLAN ~ >~
AJinv—% ACL
HAn—% ACL
H 7 VLAN ® VLAN ~ v 7

Lol

L—F K 184y kAad ACL DiEA

AT wH o
VLAN 10 L—4 L—43 © VLAN 20
<y ACL ACL LRy
b
| il
=y | | ——
AR KA RA B
(VLAN 10) ‘ i (VLAN 20)
B el .
| | 8
VLAN 10 | >y b VLAN20 &
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| £34E ACLISESFRYIT—Y £F2UT1DRE

L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

ACLEELUTILFEXNY R 7y b

34-9 2, IP v/ FFx A NHICER SNy M ACL 2T 2 5EE2RLET, V»—T+«
VITENDZNT XY AR Ny M, 20087 v BNEHINVET, 1 D13, sENAT
VLAN ANOMOFR— R ThHIGEIZHEH I, 9 1 20%, S8BTy hOL—FT 4 L THThHD

Bl VLAN WIZh A EAICHERSET, 7y MIEEOH ) VLAN IV—T 4 » 7 SN B5EEN
HYETHN, ZOEAIFIHE VLAN Z LI 20— 217 ACL BL WU VLAN ~ v 723 S E
7

AR, Ty MEI—Eo ) VLAN A THFRI S v, £bi4ho VLAN CTHES S ET, X7 v b
DAL =N, FAENTSECETmESNET, 27 L. AN VLAN = v 7 (¥ 34-9 » VLAN 10 = v
T LTy MR ey 7 ENsGE, N7y hOa b — 35 EIlE G INERT A,

34-9 IUFHvR /87y FAD ACL DEA
. AR Hh
VLAN10 @ JL—% JLb—#%& 1 VLAN20
wvT ACL ACL LRy T
vV vV Vv v
- > -— ]
=y =
R kA 2 B
(VLAN 10) | 1 (VLAN 20)
) e
Rk C _’/ | 3
(VLAN 10) |:|| | |
e | | 8
VLAN 10 VLAN20 5
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W pPv4 ACL OBEDER

IPv4 ACL DEEEDRT

AL v F LICRFEENTND ACL, BLA »F—7 = A A& VLAN I[ZEH &7z ACL 2 R/R-TE

£,

ip access-group { V¥ —7 A/ A a7 4 FXal—var avr REFALT, LAY 2 ERELA
Y3IAH =T A A ACL ZWMA LI HEE, TS H =T =2 AA ADT 78X TNV —T 2FRT
ETFET, Flo, LAY 2A 0 F—T oA RTHEH SN MACACL KR TEET, ZOFEMERR
FTHITIE, £ 342 (TR SN FE EXEC =~ FEMEMALET,

* 34-2 79X YR BEUT7ZIER FIL—TE2FTRTHaATVE

avwyFk

B&

show access-lists [number | name]

BAED 1 DERITTRTOIPBLPMACT RLRA 727X UAROW
B, FLABEDOT 78R VAL GBS ELB3AHINES) ORNEE
FoRLET,

show ip access-lists [number | name]

BIEDOTNTOIP T 7 8A YA~ ILBFFEDIP 727 A U A
(FEME EFARIMTE) ONEEFRRLET,

show ip interface interface-id

AR =T 24 ADFMBREBLOAT —F ZAELRRLET, IP 234
X =T NI o> TWEHA F—T = A AT, ip access-group A > % —
TxAf Ay 4 FXalb—aryavry FEEfALTACL 2@/M Lz
BEIZ. 78R I A—TFHFRENET,

show running-config [interface interface-id|

AL v FEIFRBESNTA VI —T 2 A ADaA LT (Fal—a
T7ANVONE BREEINTZTXTOMACEBEIRIPTZEA U A b
R, EDT IV BATN—TNA LV H—T 2 AZHA SN0 E) &
ForRLET,

show mac access-group [interface interface-id]

TRTOULA V2 A X —T2A AFEHIFHREINTZLAY2AM4 X —
T AZHASHTWEMAC T 782 VA MEFERLET,

VLAN 7 7 2R vy I E=

I¥ VLAN 7 4 V& [ZBET 5 EHEFKRTEE¥, VLAN v v 7 ERE X

AT HITIE, E 343 ICRRE SR EXEC =~ REfEH L ET,

Q

% 34-3 VLAN 7 v & & & ~3 57K

avy kR

Sy

show vlan access-map [mapname]

TRTCOVLAN T 7R <~y FERIXEESNEZT 7 A
<~y 7T AIERER T LET,

show vlan filter [access-map name | vlan vian-id] T _TOHD VLAN 7 4 VX2 BT 2 EH. -3 EESNn:

VLAN R VLAN 77 2 < v FICBHTAEREFRELET,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
m. 0L-26593-02-J |



	ACL によるネットワーク セキュリティの設定
	ACL の概要
	サポートされる ACL
	ポート ACL
	ルータ ACL
	VLAN マップ

	フラグメント化されたトラフィックとフラグメント化されていないトラ フィックの処理
	ACL とスイッチ スタック

	IPv4 ACL の設定
	標準 IPv4 ACL および拡張 IPv4 ACL の作成
	アクセス リスト番号
	ACL のロギング
	スマート ロギング
	番号制標準 ACL の作成
	番号付き拡張 ACL の作成
	ACL 内の ACE の並べ替え
	名前付き標準 ACL および名前付き拡張 ACL の作成
	ACL での時間範囲の使用
	ACL へのコメントの挿入

	端末回線への IPv4 ACL の適用
	インターフェイスへの IPv4 ACL の適用
	ハードウェアおよびソフトウェアによる IP ACL の処理
	ACL のトラブルシューティング
	IPv4 ACL の設定例
	番号制 ACL
	拡張 ACL
	名前付き ACL
	IP ACL に適用される時間範囲
	コメント付きの IP ACL エントリ
	ACL のロギング


	名前付き MAC 拡張 ACL の作成
	レイヤ 2 インターフェイスへの MAC ACL の適用

	VLAN マップの設定
	VLAN マップの設定時の注意事項
	VLAN マップの作成
	ACL および VLAN マップの例

	VLAN への VLAN マップの適用
	ネットワークでの VLAN マップの使用法
	ワイヤリング クローゼットの設定
	別の VLAN にあるサーバへのアクセスの拒否

	VACL ロギングの設定

	ルータ ACL を VLAN マップと組み合わせて使用する方法
	VLAN マップとルータ ACL の設定時の注意事項
	VLAN に適用されるルータ ACL と VLAN マップの例
	ACL およびスイッチド パケット
	ACL およびブリッジド パケット
	ACL およびルーテッド パケット
	ACL およびマルチキャスト パケット


	IPv4 ACL の設定の表示


