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e IPv6 "— I ACL
- LA FY2A4 =T 2 A ADA LN R T 7 47 THR—FESNET,
— AV F =T 2 A AJELTRTDIPVv6 Ny MZEA S ET,

S
GE) VFR=FSHRWIPV6 ACL ZRELIZHA, =7 — A vt —URRRIN, TORTITAMHITLY
EFH A,
AA v FIX, IPv6 +T 7 1 v 27 ® Virtual LAN (VLAN) ACL (VLAN v v 7)) &% R—FLEHA,
)

(G¥) AA v FTD ACL VR — FOFFEMIZONWTIE, B 38E TACLICE D2y hU—7 X2 U T 4 O
El #RLTLLTEE N,

150 A % —7 x4 A2, IPv4 ACL BX W IPv6 ACL O 2#EHA T £,
IPv4 ACL O34 L FEEIZ, IPv6 "R— k ACL 1Z/v—#% ACL L0 bELEENET,

o SVIIZAJINL—4 ACL BEOAJIFR—F ACL AR TSN TWAEAEIC, A— b ACL N &1
TWbHAR— MIEE LIy MdR— b ACLIZE»TCT74V&2 YT éni% ZF DAt D R —
WCERBLEAL—T Y RIP X7y ME, V=X ACLIZE>»To7 4 &) rEnEd, o
Ty MITZAaZ I TEREREA,

o SVIicH N —% ACL BEOANKR—F ACL RERESNTWEHEEIC, F—h ACL BN#EHA sHh
TWAR—=MIERBLEASAY Y MIR—F ACLICE»TI7 4V Z ) T ENET, BELV—T v
R IPV6 /%% v bE, V=% ACLICE>TT7 4V Z ) T ENET, oy MET7 4104
VITENERE A,

() DD R— 1 ACL (IPv4, IPv6, £721X MAC) MBA v Z—T7 oA ZCHEHAENT-HE. FD
A—=KMACLEZHEH LTy h&27 4 0& ) 7 L 3R"—F VLAN ® SVIIZ@#EH &n7-r—4% ACL
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ZZ Tk, AA v F D IPv6 ACL OREED —EBIZ >V T L £,
o [HR—FrEh5D ACL HERE] (P.45-2)
o [IPv6 ACL OH|[RFHE] (P.45-3)
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IPv6 ACL DHIBREIR

IPv4 TiX., F 5 OEHE IP ACL 3 L OMEH IP ACL, 4 Hift& IP ACL., 83 KLU MAC ACL 23 ET
EFET, IPv6 BNV R— M 20134 & ACL 7217 T,

A A v FI% Cisco [0S BHYAR— 9% IPv6 ACL DKRESEHR—FLETHA., —H5sbH Y 7,

e IPVv6 EHEILB L UMENT FL A : ACL & 1%, Extended Universal Identifier (EUI) -64 XD
0~/64 DTVT 4 v 7 ABIOFARN T RLVRA (/128) ZiIFTHR—FINET, AA v FIL,
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— B o— ) a2=F 3y AN T KL R
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o AA uFIFHIAR—F ACL ¥ FR—FLEHA,
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NEZNE I M b T, HIBRFEIIHY FEA, N— P Y= TIRENLER, VA —T oA A
PR — N E721X SVD) 12 ACL #3586, AA v FIEA ¥ —T7 A AT ACL BYHR—
FENDDEIMHBILET, bR —bFEnAWVESE. ACL OMINTES SN E T,

e A UHA—TxARTHWHEIND ACLIZ, V7 R—FEN72VF—U— KEEF> Access Control
Entry (ACE; 727X avtr—nL = b)) ZBMLED ET5856. A4 v FIIHEL
H—T oA AR ENTWS ACLIZ ACE N ENMEN2D%HF T LER A,

IPv6 ACL MDEXE

AFvFT 1
ATFvF 2
AFvT 3

IPv6 ACL R ET 2E 1L, FHANTT = 7V IPv4/IPv6 SDM 7 o 7L — F DWW N EBIRT 5 4
EAHY FT,

IPV6 NI 7 4w 0BT 4 NE ) TSI ROFIREFEITLET,

IPv6 ACL #{ERE L., IPV6 T 7 ERX VAN a7 4 Fal—3i g E— ReBBLET,
IPv6 ACL 2, "I 74 v 7% 7ny 7325 (JER) Fid@d@sts GF) LH9FRELET,

A B —T A AZIPv6 ACL 2@ LET, —% ACL TlE. ACL M EHEND LAV 3 A4 % —
T2 A ZAIZH IPV6 T RLAZRETALENH Y £,

Z 2Tk, IPv6 ACL O ER LA FIEIZ W T L EJ,
e [IPv6 ACL ®OF 7 4/ ki) (P.45-4)
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MihoRgRE & DM E/EM ] (P.45-4)
MMPv6 ACL OfER% ) (P.45-4)
(A% —T A Z~D IPv6 ACL O] (P.45-7)

IPv6 ACL OT 2+ )L FEERE

T 74N P T IPv6 ACL TR EXITEMA S TWER A,

fttD#aE & DHEEERA

IPv6 ACL OFREICIT. MOMREE /-1Z A A v FHME L ROMHAAEARH Y 4,

IPv6 v—% ACL 337 v bR T L ORESN TV LHAE, 7y MIFry 7EahEd,
Rryy hDabt =R 2 —xy Ml yE—Y v han (ICMP) ¥ =—IZEEISh, 7
L—AIZ ICMP BlEARREA v B — VN ER SN ET,

TV R Z7L—ANRR—FACLIZEo TRy TENDHGE, ZO7L—A 37V vV 7s
NWEHE A,

IPv4 ACL 58XV IPv6 ACL D% 1 DDAA v FIHER LT=Y |, F—A & —7 = A AT
L72) TEET, &% ACL IZIZ—EOLAHINMLETT, REFHOLAIEHEALELS T4, =
T— AyvE—UNRRFINET,

IPv4 ACL & IPv6 ACL OE. BL R —DLA ¥ 2 A v F—T oA AEHIEIVLA Y3 A H—
7z A A~D IPv4 ACL £721L IPv6 ACL O IZIE, b a~vr FEHLET, ACL &1
M BDICEsTma~y REfAT D E (728 2 iE. IPv6 ACL OfFINC IPv4 =2~ > R&Efi 4
HIRE), TT— Ao b—UREREINET,

MACACL # A LT, IPV6 7L —Lb %7 4 X2/ Tx¥8 A, MACACL I3FEIP 7L — A
a7 4VZ) o 7TEET,

TCAM MM OSE . REHFHD ACL 2B+ 5 L. /37 v NI CPU IZfsE S, ACLIZY 7
My =T THEASNET,

IPv6 ACL D{ERL
IPv6 ACL % {ERk$ 21213, 4 EXEC E— R CROFIEEFEITLET,
avy kR B#
A7971  configure terminal Fua—r L ar 74Xzl —vay B— NEBEBLET,

27972  ipv6 access-list access-list-name |IPv6 77 A YV R hAEHEL. IPV6 TZ/ A YAk a7 4 Xal—ig

v E—-FERMLET,
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avw>Fk B
A7973% deny | permit protocol FHER—BLIESGEIC Ty FEHEGT 55613 deny, FFF T 55613
{source-ipv6-prefixiprefix-length |permit Z#5E L £9, &KIZ, FIFICOWTHHALET,

|[:nzr‘al;(;):t[;:jfiiijfg:}:ﬁddress} e protocol IZIX, A vV H—F v b 7a bAoA ELIIETEATILET,
{aistination—i v6-prefix/ ahp. esp. icmp. ipv6. pcp. step. tep. udp, 72X IPv6 7’1 F =L
prop FREET 0~ 255 OBEEMWATX £F, ICMP, TCP, 4 L0 UDP ®

prefix-length | any | BI85 A —H oW TiE, A5 v 7 3b~3d #BRLTL 2 &0,
host destination-ipv6-address}

[operator [port-number]] e source-ipv6-prefix/prefix-length £ 7213 destination-ipv6-prefix/

[dscp value] [fragments] [log] prefix-length 13, EEEMGE T2 ITFF A& ERET D EE L E 2IF5E5E
[log-input] [sequence value] IPv6 x> T =20 HD NIy hU—27 7T AT, 16 By MEZBHAL
[time-range name] Tean XE0 o 16 R THEESNLET (RFC 2373 22H),

GE) CLI (a~>FRIAf v AV HF—TxAR) ~IVT T, /0~ /128 O
O VT 4 v I ARBEREINETN, AA v T, EHEER S
B— )L 2=F AR T RUVREY 7L TR—HNVREARN T
KL AD /0~ /64 OFPHDO T LT 4 v 7 A, BIOEULI X—2D /128
LT 47 AZKTDHIPv6 7 RLABAE T2y R—FLET,

o IPV6 L7 4 v T A /0 OFEMERE LT, any AT LET,

* host source-ipv6-address ¥ 7-1% destination-ipv6-address \Z1%, 55t
FTH ARG ERET A RGBT ELITSELIPVO R A N 7 KL AE AT L
FT. T RLVAFae XYY o 16 vy MaEMFEH Lz 16 X CTHRE
LET,

o (&) operator 121X, ¥EEDOT B F IVOREETR— M ELIFSEILR— b
BT 2ART U RERELET, AT P It (Ev/hsn),
gt (ZOKEW), eq (L), neq (5 L< 7)., range (Gl&#iPH)
HNHOET,

source-ipv6-prefix/prefix-length 515D & & @ operator I%, FEFILA— T
—ETDMENH Y £, destination-ipv6- prefix/prefix-length 5130 & &
@ operator X, ZEMEAR— MI—HTILERH D ET,

o (EE) port-number 1Z, TCP £72iZ UDP ®7 4 V& U v 7T, ThEH
0~ 65535 @ 10 #%xF 721X TCP & 5\ & UDP R— F DLRITY,

o ({EE) dscp value # A7 LT, % IPv6 /%37 v kb ~ v X — Traffic Class
T 4=V FND T T 4w 7T AEE DiffServ 2 — K BRA > MEE A
LET, fEETE 24X 0~ 63 TT,

o ({EE) fragments # AJ LT, HHETEHRWT Z 7 AV M EHRLET,
ZOXF—TU— RPRERINDDIE, 71 b ipve OFETEITTT,

o (EE) log 5T 5L, = N E—HKFT 5y MZTHE Ay
E—URar Yy —VZHEEENET, log-input ZFEETLHE, rs b
VIZANA v E—T oA ZABBMENET, vXr 73 —4 ACL T2
FR—bINET,

* ({£E) sequence value x AJJL T, 77EA VAN AF—FAXA D
V=T U ABGERELET, BETE AHMMIL 1 ~ 4294967295 T,

* ({£E) time-range name # AJJL T, A7 — A2 FORHE OB EE
LET,
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AT v
7 3b

AT v
7 3¢

ATy
7 3d

ATv7 4
ATy75
AT976

[l CiscolE3000 R{vF Y2 kY7 avI74F¥al—av Aiq4F

avwyFk

]3]

deny | permit tcp
{source-ipv6-prefix/prefix-length
| any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-
prefix/prefix-length | any | host
destination-ipv6-address}
[operator [port-number]] [ack]
[dscp value] [established] [fin]
[log] [log-input] [neq {port |
protocol}] [psh] [range {port |
protocol}] [rst] [sequence value]
[syn] [time-range name] [urg]

(fEE) TCP 727 EA VA RBLIOT 7 B AEMHEFERZLET,

TCP OFE T tep AN LET, XTI A—FTAT v 7 3a THHINTNBH R
FGA—=ZLEILTTN, RIRTA T a O T A= BIMENLTWNET,

e ack : acknowledgment (ACK; ##ISE) v kv b

o established : #E3. S 7-##t, TCP 5 —# 77 A2 ACK £721Z RST v v
MAREINTWBEEGA, BENThiILET,

e fin: KTy Mty RELXNLOT—ZITZNLULEDHY FHEA,

e neq {port | protocol} : FTEDHR— bFEE LIZROARTy METERAELE
7T

o psh: 7y affEry b oy b

e range {port | protocol} : R — NEFZOHERNDO T v MNETERAELET,
e rst: VEvy FhEYRNEYH

ey Py R

e urg: BERA VX By MY B

e syn

deny | permit udp
{source-ipv6-prefixi/prefix-length
| any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/prefix-le
ngth | any | host
destination-ipv6-address}
[operator [port-number]] [dscp
value] [log] [log-input] [neq
{port | protocol}] [range {port |
protocol}] [sequence value]
[time-range name]

(fEE) UDP 727 tRX URMRBIUT 7 ALK EZERLET,

A= F—=2 7T 5 Tu baroREiE, udp Z A LET, UDP /RT A—
ZIETCPIZAL THHINTWNWENT A—=F LFRICTY, 72/ZL. [operator
[port]] DAR— FEFE G EITHR— ML, UDP R— FOF S EITAFTITRITN
X720 £¥ A, UDP OH4 . established /X7 X — & (3T,

deny | permit icmp
{source-ipv6-prefix/prefix-length
| any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/prefix-le
ngth | any | host
destination-ipv6-address}
[operator [port-number]]
[icmp-type [icmp-code] |
icmp-message] [dscp value] [log]
[log-input] [sequence value]
[time-range name]

(FEE) ICMP 772X UA RBIUOT 7 B A&MHEERLET,

A HF—=Fy Ml A vE—Y 7o b OB, iomp Z AN LET,

ICMP RT A—ZFAT v 7 3aDIP 71 ba/LO@BHICH DT A —F L1Z

EAERUETTR, ICMP A vt—v A T7EBILOa— K "I A—23BMNE

NTVET, A7V ar0xF—U—RKOBERITKRD EBY T,

o icmp-type : ICMP X v —V XA T TT4AZ VT THEEIZATILE
7, HBEETE 2EOFBHIL, 0~ 255 TY,

e icmp-code : ICMP /X7 > & ICMP A vt —Y a— R A4 7T 4 V¥
Vo 7T 25 AN LET, SHETE EOFMIE. 0~ 255 TT,

e icmp-message : ICMP /X7 > F% ICMP A v & — # A 74 F 721X ICMP
A=V FATLa—RETTANZY) U TTHGEEICATILET,
ICMP A v tE—YDXATHBLVPa—RALDY X MIONWTIE, ? F—
EHEAT L0, £E3Z0V YV —A0avr RN U 77 LU AEBRBLTL
ZEW,

end

FiHE EXEC £— RIZRE Y £75

show ipv6 access-list

TI7EAVANORELHRLET,

copy running-config
startup-config

UEE) 2> 74 F¥al—ay 77 ANCHREFRGTLET,
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HBEDT 78R YR IO EEELITFFAIRGELEIBRT 512X, ¥—7— FZ45E L T no deny |
permitIPv6 7 7t A VA ar7 s ¥al—var avr RefEHLET,

WIZ, CISCO LAFIBFTOENTZIPV6 77 A U A MERETDHZRLET, VA FNORIOD
R MU, 5858 TCP A — FEFH 5000 L0 KE W ATy AT RTHESLET, 2 BOOES
T b UL, FE7E UDP A— F&E G 5000 RiFDO7 v ba2EG LET, £, 202 FDOHEL
T hUEF, FTRTO—FEza Y —MZFRLET, VA MNORYIOFFITY FUIE, §To
ICMP <7y bEFAILET, UAMNO2EFDOFA= b UL, TOMDTXTDONT T (v 7 %
FALET, BEROBSEEDOHFENFEIPV6 T 78R VA FOKRRBICH D2, 2 /BHOFALL R
TR TT,

Switch (config)# ipv6é access-list CISCO

Switch (config-ipvé-acl)# deny tcp any any gt 5000

Switch config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log

Switch (config-ipvé-acl) # permit icmp any any

Switch (config-ipvé-acl)# permit any any

A23— x4 X~D IPv6 ACL D&

ZITHEH. XY MU= =T x4 AZIPv6 ACL Z#HT D FINEIZOWTHBALET, LAY 3
ALE =T 2 A ATREETFIEE NI 74 v 712, HDODWVEILAY 24X —T x4 ATHEREINT
74 v 712 ACL #EHT& £,

AVE—T A A~DT 7 AEHIT 5121, $54 EXEC E— R CTKROFIEEZEITLET,

avroFk EL:y

27971 configure terminal Jar—sbarZ4Xalb—ary - ReflthLEd,

27972 interface interface-id TI7EAVANE#EATLOLAVY2A 02 —T7 =R (F—FACLH) £/
T A Y342 —T A% (Jb—% ACLH) #BELT. A& —T=A
R aryIZ4Xal—ay BT—REPHEBELET,
GE) IPR—RAAA—URBMHLTNDAL v FiL, F—h ACL ZHF—

FLEEA,

A7973  no switchport N—H2 ACL Z#HT2B/81E. A v 2 —T 24 AL A ¥ 2F—FK (F7%
VE) LAY 3E—FIZERLET,

27974 ipv6 address ipv6-address LA¥3A40 2 —7=4A Ob—4% ACLH]) TIPv6 7 RLAZHEL ET,

ZOavyRiE, VLAY 2 A0 —T oA ATIX, £REFA LV F—T A A
WCHRIY72 IPV6 7 RLARRESIL TV AHEAITIE, HEDH Y EFHA,

A7975 ipv6 traffic-filter access-list-name | {2 2 —T 2 A ZADEE T T4 v 7V ERIIRIELNT T4 v 2T 7 EA Y

{in | out} AREEALET,
out ¥—U—KIL A Y24 #—7 x4 A (K— K ACL) TII¥HFR—hr&
NEHEA,
A7976 end ¥iHE EXEC £— FIZREY £7°,
A7977 show running-config TI7®A VUANOHREEHERLET,
A7978  copy running-config L8) av 74 ¥al—vay 77 A MIRELRELET,

startup-config
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AVE—=T A ANLT 7 ERX URRNEHIBRT A2, no ipvé traffic-filter access-list-name A >
B—TxAAar T 4 Falb—varyavr NEERLET,

WIZ, VAVYIALE—T oA ADRENT 74 v 7IZX LT, 727EAX URA b Cisco M5 54l
R LUET,

Switch (config)# interface gigabitethernetl/3
Switch (config-if)# no switchport

Switch (config-if)# ipvé address 2001::/64 eui-64
Switch (config-if)# ipvé traffic-filter CISCO out

IPv6 ACL DR

F AL IR ENT 1 DFEHIFEROEHE EXEC 2~ FEFEH LT REFLDOTITOT 72 Y
AR, TRXTOIPV6 TR VRN, ERIEFFHEDT 7EA URNMIETHEREFRRTEET,

& 45-1 IPv6 79 £R )R MEHERTI STV F

avwy kR

E[:3)

show access-lists

A v FICRESNTZTRTOT 78R VA ME2FRLET,

show ipv6 access-list [access-list-name] REBFBHDTXRTOIPv6 77 A R NELIZLARIMNTENTZT 7 &

A YA MEFRRLET,

&Iz, show access-lists #7# EXEC =2~ > RO OFEZ R LET, HOIZIE, A4 v FITHEFHD
TRTOT 782 URIREREINET,

Switch #show access-lists
Extended IP access list hello
10 permit ip any any
IPv6 access list ipveé
permit ipv6 any any sequence 10

WKIZ, show ipv6 access-lists 574 EXEC 2~ RO MBI ZR L ET, HIITIF, A1 v FITERE
BDOIPV6 77 A U A MNZTNFRENET,

Switch# show ipv6é access-list

IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eqg telnet sequence 20
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