ACLIZEBARYFT—Y X)) T14DEE

IOETIE, 77X arbr— UA L (ACL) (TFZ7&RX VAR NMELMETIND) ZEHL T, IE
3000 A v FICXy =2 EX 2 VT4 EZRETDHFIRICOWTHMILET, ZOETIE, IP ACL
DZEGEHT IP Version 4 (IPv4) O ACL x5 & LT\ &9, IPv6 ACL OFEHIC W T, % 45
# [[Pv6 ACL OFE| L TSN,

ZOETHEHL TS a~vy OB IMEHFIEOFEMIZONWTIL, 2oV —2Da<wr R
7 7 L A, [Cisco I0S IP Configuration Guide, Release 12.2] (2% % [IP Addressing and Services |
@ [Configuring IP Services]. 3L O [Cisco 10S IP Command Reference, Volume 1 of 3: Addressing
and Services, Release 12.2] #Z L TL 72XV, Cisco IOS ®~==7/iL, Cisco.com ~X—T D
[Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration Guides] ¥ 72 1% [Command
References] WH AFTEET,

o TACL M2 (P.38-1)

o [1Pv4 ACL ®g%7E] (P.38-6)

o [4FiIfH& MAC $:88 ACL OfFk] (P.38-28)

e [VLAN ~ v 7oOi%E | (P.38-31)

e [—% ACL % VLAN ~ v 7 L filaf b CTHERAT % J51%) (P.38-38)
o [1Pv4 ACL OiREDFK <] (P.38-43)

ACL D#EE

Nry N T4 B Y TE, Ay MU= NI T 4 v P EREL, FREOL—WEIET A R K
5%y hU—7OFAERIBRT 592 CTHEIMLET, ACLIIN—F 72 EAL v T Z@imT 58T
T4 T HTANEZY) T L, BEDA X —T A AFE721T VLAN TR7 v &R, £03ES
LEJ, ACL X, X7 v NMIEA SN A &R L CESEEOIEFR T bivizEE T3, 3
T RRAE—T oA RIERETDE, AL v FIINTry FHOT7 4 — v RE#EHAINS ACL Lt
L, 77%8A2 U A MIEESNEEEICE ST, 7y MPEGEICHERHERZFH> T EnE
IMEMBRLET, 778X VA MNAOEMEE 1 >FTOM~N, v bE2T A MLET, BAOIIC—E
LS MHIC LT, AL TNy b EZIF ANDIIMEST20BRRESNET, A1 v FITHRIIZ
—H LR TT A MEHIET 50T, VA MIEGZEBETHIEFNEECTT, —HT 5408720
Bt. AA v FII ATy bEBESELET, AL v FiE, HIREER20EEIT N v MEEREE L, HIR
FHERHLIEEII Ny Ve Ry LET, A vFiE, VLANWNTT U v 7 E3nd 37 v b
EEHT, BEINDZITXTO/ry MZACL 2R LET,

Ry b= ICEARNR X2 ) T 4 ZEATIHEF, V= FELF LAY I ALy FIIT I ER
YA MERELET, ACLZRELRTNE, A v FELBMT LT NTONTy FRRy FU—7
DHHDLETHAINDARRERHY £7, ACLEZEMAT 2L, Xy NU—2ZOEHIT LT o
TAFRRRAA FEHIEHLIZD, V—F A F =T =2 AA ATHEELI TRy 7 END T T 407
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W AcL oEE

OFEFERE LY TEET, L xiE, BETA—N FNTT7 4y 7 OEELZFAL, Telnet 7

T4y OBEELESETLOIELTEET, ACLEZER NI 74 v 7 BRI 7407, £2i3%
DM GaTay 7T HRIICRETDLHILHTEET,

ACL [Zi%. Access Control Entry (ACE; 77t % 2> bur—/L = V) OIEFMT bz A B2
EENTHET, & ACE 121X, permit £1=id deny L. /37> MY ACE & —HT 572010038
Db D —HOFMNERE L ET, permit L1213 deny DEMWIZ, ACL MERAINA 2> THF A ML -
TEDLY T,

AA w»F1E, IPACL & A —H% %y b (MAC) ACL ZH KR —hrLTWNET,

e IPACLIZ. TCP, 2—¥ 5F—% 2V F A Fu hzaj (UDP), f v Z—F v h ZL—7E#H 70 |
=)l (IGMP)., BLXOA »F—F vy bHlfEIA vE—Y 71 h=v (ICMP) 72D IPv4
T4 T T4 NEY T LUET,

o A—% Ry MNACLIIFIP T 7 40 %27 4N0Z YT LET,

ZDAA v FIE, Quality of Service (QoS) 233 ACL %A — kL TWEJ, sEHIZ OV TIE, TQoS
ACL 12 H5< 08 (P39-8) 2B LT 72300,

TR, ROBEIZSOWTHBALET,
o [HHR—Fr&N2 ACLS (P38-2)

o [ TIZTAVMEENTZ T T 40P T T T AL MESNTWRWET 7 4 v 7 OALEE
(P.38-5)

W

HiR—bkEhd ACL
Y

GE) N—%ACLBIOVLAN 73, [PV —ER A A—URBEHLTND AL vF LETETHR—F
SNET,

o W—HMACLIF, VA4 ¥ 24 F—T 2 ACAND NI T4 %T7A arba—)LLET,
AA v FTIE, BEHFAOR—F ACLIZFVR—FLEEA, 1 ODLAF¥2 A4 F—T A AT
WHTEXADF.IPT77EAUVRARLDEMACTZ7E®A URAN]LDFETTY, FEIICOWTIL,
[7R— K~ ACLJ (P38-3) &ML TS,

e J—X ACL %, VLANRITLA—T 4 T &N T 74 v 7 OT7 78R ZHIL, LAV 314
H—T oA ATRHEDOHH GEEFITRE) CEAIhET, sEic> X, Thr—4% ACLJ
(P.38-4) #&MRL T &N,

e VLANACL 721X VLAN v v 713, §XCOry b (VY R 7y hBIOAL—T v K
Ny h) OF 7 AEHEILET, VLAN v v 7 &2MiH9 25 L. WU VLAN NOT A AT
S EIND N T T4 v 7T 4 NF YT TEET, VLAN > 7iE, IPVADL A ¥ 3T RKL A
WCESWTT 78R arba—nAT5E5ICRESNTHET, 1 —P x> N ACE T2 &
MAC 7 RLRIZED, FR—FrEnTWRWnWTa ha il 77k R arybe—LInEd,
VLAN = v 7% VLAN IC#EHT 5 L, VLANICASZTRTONry b b—FT v K "7y  E
7237V vV R Xy b)) BRVLAN v 7 EREENET, X7y bMI, AL v F F—rENL
T, FhF. V=TT ENTET Y bOGAE, V=T v RAR— & LT, VLANICAD Z
ENTEET, MOV TIE, [VLAN v > 7] (P38-5) #&M LT 72X,

FUAA vF ETANR—K ACL, +—% ACL, VLAN ~ v 7 Z & £4, =7L. &—F

ACL 1Z/v—% ACL £721Z VLAN ~ v 7L 0 L LI £ T,

e AMKR—FACL & VLAN v~ v 7R3l F & b SN TWHEHEAIC, A— N ACL 25 A &z

A= NIRRTy EPREEFETDHE, 2Oy MEA— K ACL L J:of74/b5'9‘/7‘é<ﬂiﬂ“o
%@ﬁﬁ@/\”ﬁ“‘y MZ., VLAN v~y FIZLoTT7 4 VvV T ENET,

CiscolE3000 RAvF Y2 +rHxz7 AV T4 ¥al—av HAFE
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R— Kk ACL

AcLogz W

. Switch Virtual Interface (SVI; /’M’ IR v H—T = A A) ITASIN—F ACL BXOAT
“— F ACL MR ESINTWAEAIZ, A— b ACL B’ EH SN TWAR— M7y FRFEET
5}: ZONRTy MIR— | ACL LkoT7anZ) o TEInNET, hOR— FTZELIZEE
DON—T 4T IP %7y MZid, V—F ACL D7 4 VW EZRERENET, thory M7 40
VU TENERA,

o SVIWCHIIN—4% ACL BEUATIAR—F ACL RFREIINLTWAEAEIZ, A— s ACL @ &
TWAHAR— MINNTy EREETHE, 2Oy MEA— K ACL | JZO“C74’/I/7 Vo rER
4, BETHEL—=T 47 IP X7y bMiE, V=% ACLD7 4 VA NEASHET, oS
Ty MIZ AN T ENERA,

e SVIIZVLAN vv 7, AJjv—% ACL, BLIOPANKR— b ACL BEREINTWDHHAIZ, F—
FACL BEHINTWDHR— My y MRERETDHE, 2Oy MEdA— b~ ACL 7214 7‘
FoTo7nEV o r73nNET, MOR—FTRELEEEDOLV—T 2 7 IP /N7 v MIZ
VLAN ~ v 7B X O —% ACL D7 4 VZREHSnET, o ik, VLAN 7/7’0)
T4 NEASNET,

e SVIIZCVLAN v v 7, HJjv—#% ACL, BEXOANF—F ACL BBRESINTWVDHHEIL, FA—
FACL A SN TWAR— MIAT Yy MREEFETHE, 203y MIA— M ACL 212
XoTo IV ranEgd, BETHLV—T 47 IP /3> MiZiE, VLAN v v 7B X
J—% ACL O 7 4 VEZREH I ET, o7 v MZiZ, VLAN ~ v 7O 7 V& 720 7338 H
SHET,

A H—7x24ATIEEE802.1Q h> RV 7R ELTCVDLHA, bR R—FTZEFELE
IEEE 802.1Q 7 7E /ML IP /37 v biE, MACACLICE>T7 4 &) 7 ENETH, IPACL T
74 vB2 Y& nEtA, UL, AA v F N IEEE 802.1Q ~v XA —HNEEO 7 v b a V&R L
W= T, L—% ACL, "— b ACL, BL U VLAN ~ v 72, ZOHIRA MM & £9., IEEE
802.1Q hr X U v 7 OFMITOWTIL, & 20 % [1EEE 802.1Q ]\/Z Vo 7BLRLALY2 71 b
) RV T ORE] ESRLTIIEIN,

AN—=FACLIFZ. AL v TFDLAY2 A X —T A AEAIND ACL TY, &"— s ACL ¥ H—
NENDDIIWEEA ¥ —T7 = A A721F T, EtherChannel f ¥ —7 = A ATV HR—hIhT, &
BEROA L E =T oA AEZFICHEHAEINET, ROTZ7ER YA MR R—FINTHET,

o ERET RVAEMHTHIP 7 7EA UXE
e EETBIVHEOT FLALEETT e hal XA S HEHREFEHCTEHIEIP 778X UA b

o REETBIUVSEDOMACT FLALEETTa hal A4 FIEHREFEHTEX 5 MACHLET 7 &
Z U Ak

AL T, AVE—T oA RTHEEINT X TOEGBHRICEET T b7z ACL 50~ X7y
723 ACL V\]@I/ MU EEDEIIT—ETDMDITESNT ANy FOIREEF A EITHER Lifh
ZOXHi, ACLBRy hNU—Z %7213 %y hU— 7@% F~OT 7B AERIELET, X 38-11
FTRCOU -7 A7 —2 3 UMNELC VLAN IZH25E8I1ZAR—F ACL Z2#HLTxry hU— 7/\0)7
IR AEHETHHERLET, LAY 2 AT éihé’) ACL }Z. 7~ A& ; A IZ Human Resources
Iy PT—=I~DT IV AZFHFALETN, FAFNBICER LRy NT—7~DT 7 A& LF
9, A—h ACL %, HREHFEDLAY2 A X —T oA AZFICHEATE T,
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W AcL oEE
38-1 ACLIZKBRY FT—OADFZ 74 vy DFIH
| -
== ]
—— 3 : y——
| e A A
. XI
Hl’ _Hl’
—— ————
AR+ B
AE GEAES
oy k=% Ry bT—7
X = KAFBHLOFFT (I EEEL, "
KRAFADDBD RS T4y EHTTHACL 3
>= 7y b 2
R—=HFMACLZ b+ 7 R—RMNI@#EATDHEACLIZTEDO T 7 R— b EDOFTXTH VLAN ThZ
T4 I ET4NEY) T LET, A—bF ACL #&7F= VLAN A— MNMZEHAT D &, ACL 1357 —#
VLAN ¢ EF VLAN OB FE TR I 74w 727 4 NVH T LET,
AR—FACLTIX. P77 R VA LEZMEHALTCIP T 7 47527 4VZ )7 T&, MACT R
VAZBHLTCIHIP N 774 v 2 T4 NF )T TEET, AILLAY2A X —T =2 ALTIP
77407 EIP FT T4 I DMFETANZ) U TTDHITE, ZDOL A —T A AZIP T2
LA YURAREMACT 7R VXA OB FEEALET,
~
GE) LAY2A L Z—T 2 RACWATELOIX IPT7EA VAR DEMACTZER YRR D
JCTd, T TICIPT7 78R VRARELIIMACT 78R VR RRRESNTWAELAT2 A2 —
T2 A ZZHLWIP 7272 VA NERIIMACT 78 A VA MNEHEAT 5L, REFSD ACL 235
LWACL IZEEZ#x bNET,
JL—% ACL

VLAN ~DLV A ¥ 3 A H—T 24 ATHDSVL, WEHL AT I A ¥ =Tz A, BLOLAY3
EtherChannel A > % —7 = A A2, V»—#% ACL 2@ Cc& 4, V% ACLIZA v H—T =4 AD
ReEO KW (FEREELIIHE) L THEAEINET, 1 2O X —T oA RO KM EIZ, LV—H
ACL % 1 ol c& £,

1 2D ACL ZH 28 EA 7 —7 = A ZAOBEHOMBEIHEHN TE £, £72, 1 SOEKREICHEED
ACL 242 2L b T&ET, 1 2OV —% ACL 2B OMRETHENTL25E6. £0or—% ACL
TR, BEShET,

IPv4d N7 74 v 7 THER—=PFENDT 7 A VA MIRDOLEEY TT,
o FREEIP 77 &2 UXMTIEL, REBRIEICHEFELT FLAZHHALET,

o JLHRIP 77 A URNI, #ETLT RUVA, 8T RLA, BLOAFvarora ha v E#R
AL T8O 2TV ET,

[l CiscolE3000 R{vF Y2 kY7 avI74F¥al—av Aiq4F
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VLAN v v 7

AcLogz W

A— bk ACL OBE LA, AA v FIFIA v Z—7 = A ATHRESHTOAHBEREICEEMN TN TV D
ACL BBAEEINET, 7L, v—% ACL IZMFRTHAR—hENETN, #HATE 20135 ER—
FACL 2T, Ny MRARA v F DAL B —T oA AERETDHE, FDOA L E—T = A AT
EEINTNDETRTCOERBKIEICHIETD ACL MRASNET, X7y b —T 4 7 ERTHH
FI AN KRy FIEEESNDETOMIC, HIOA v Z—T =4 ATHRE SN REHEICET 5T

_TO ACL BHRAESNET,

ACLIZACLNO=> b EXTy hO—FHERIZIE LT, 7y MEEEFFA T, HETH0%
kHFET, ACLEZHEHTDE, *v NIT—F&EKFRIERY MU= O—ERIHT DT 7 & A &l
TEET, 38-1 TlX. V—FZ~DANTHEHEN TS ACLIZEY ., FAMAFAFDR Y R
D= ~DT 7B ARFAINETN, A2 LBIESSNET,

VLAN ACL £72iZ VLAN v v 72 L T, 9NTONT T4 v V%77 BRX ar hr—LT&E
+, VLAN DI TL—FT 47 &EN5b, FFHEAAL v FDO VLANHTT Y v P 7 EN5TNTH
Ny M, VLAN ~ >y 72 L E7,

VLAN =y Fidtx=20T5 40 X7y b 740020 2R LTLZEY, VLAN v v 7 THa (&
BEFIIRE) TEHZENEEA,

VLAN v~ v 7R EL T, IPv4 b7 747 DL A Y37 FLAZRETEET,

FTRTCHIEIP 71 baiid, MAC VLAN ~ v 7 &2 H LT, MAC 7 KL 23 X O Ethertype 12 & -
Tr77%Aarvia—nangExd (AP 771 v 712, MACVLAN ~ v I2X b7 7182 3 b
02— /N TEFHA), VLAN v v T3 AAL v F2@imd 5y M FEATEEST, "7 EE-
LZDAAL v FIEREINTZBDOAAL v F EOKRA MO T 7 4 v 7iZiF. VLAN ~ v 7 &3 &
BHZLENTEERA,

VLAN v~ v 7%+ 5 &, ~v I ESNET 7 a RSN Ty Yy FOERENHFAE1T
EHEEhET, 3821, VLAN ~ v %2R LT, BED T 7 4 vV XA 7% VLAN 10 D& A
FADPBEETERVWEIICHETHHERLET, 4 VLAN (21X, VLAN v > 7% 1 272 #HA T
xFET,

38-2 VLAN ¥y FI2&kB bS50 v OFlE
m = =
p—— X p——
= Il =

KRR A KRR+ B
(VLAN 10) (VLAN 10)

X=hKAFADSDBRED LS T4 w984 T%
EETBHVLANT v T
> =/1\7y bk

92919

TS5 AMESNTIZ S Ta 9D ETSTAVMESNTULWEGWERS
T4 v DN

IP Xy MI,. XYy NV — 72 BBRTAEZICT T TAMEERAZENHY £, ZDOHEE.
TCP £721Z UDP R— FEZRLICMP # A 7B L Ra— FREDO LA ¥ 4 BRI 7y FORYIOHE
DWDDHTTTAL NEFICEENET, o757 A MTiE, ZOHERITIHY FHA,
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IPv4 ACL DER3E

ACE lZiE, VA Y41 ET =y 7 LRWIZD, TXTONRTy b 7772 MIEHERD b OR
HVET, LAY A4EREFADL ACE X, 77 7 A MEENTZIP Xy hDIEEALEDT T T A
MR 2 FIETITEA CEERA, 777 A MTLA VY AREENEENTE LT, ACE 23—
DLAY AfFERET =y 73256, —BUL—VEROX S ICEFESNET,

o TITAVINDOLA Y IEFR (TCPLUDP 7 hal AT 2Et) 2F v 7 +258
A ACE I, EFEN TN A ¥ 4 FROBEIZO DL T, 777 A e —HTDHLERRS
nEJ,

s LAYAERET =y 7 THHAACE X, 7T 7 AL MIUA TV AERPEENTORVIRDY |
TITA M EBLERE A

RDOa~<y FTHEIN, 7772 MeShi3 2oy MZEHENS7 278X VA K102 %
BHZHL > TR L £ 97

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet
Switch (config)# access-list 102 permit tcp any host 10.1.1.2

Switch (config)# access-list 102 deny tcp any any

BAID 2 250 ACE (XI5 T FLADKIZ eq ¥—U— FBAH Y 928, ZHUTEEMD TCP %65t R —
hF 5 R ZE 4L Simple Mail Transfer Protocol (SMTP; >> 7L A —Ldgik 7w hajl) BIO
Telnet & —EHTHNEINEF =2 v 7 TDHILEERLET,

o Ny MAIKEADR 10222 OFR— bk 65000 /54 A K 10.1.1.1 ® SMTP R— MIEEEND
TCP X7 v b TY, ZOXRTy "R T T T A MEENTEHE., VA Y 4 BRI TATHI» T
5720, BNy NTHAGAELFRLLIITEYIOT 7 Ay R EWIO ACE (permit) &
—FHLET, BOVDOT7IT T AL ML &\YDO ACE & —FHLET, L, ThHD 7T 7 A0 M
SMTP A — MEBRBEEN TR TYH, MO ACE Nl sz & XL AV 3 FERIZT%E
Fxv 7 THN5TT, ZOBOEFERIZ, X7y M TCP THHZ L &, 5852 10.1.1.1 TH D
NP G

o Ny b BiE, BAAR 10222 OFR— b 65001 2254 A F 10.1.1.2 @ Telnet R — MIEE SN E
T, ZONRT Y ERT T T Ay Meaheha, LAY 3ERELVA VT AERBTXTHi-> TV 5D
D, DT T T AL RBR 220D ACE (deny) &—HLET, VDT T 7 A ML, LA
Y ABEBRBEEN T RNED, 290D ACE L& LERA, BOVDT T T AL MI3DDD
ACE (permit) & —FLET,

BIDTZ 7 A SPEG S22, ARA S 10112 13573887037 v FEBERTE T, 20k
Re ATy FBIESENET, 2L, UROFNSNZT T 7 AL FRR Yy b U —27 O
Mz L, AA RN 10112 283837y FEFBRLE S L2 LSRR MDY Y =2ARNHESH
ij‘o

o 7TV AV MEENT Ny R CIE, BFA N 10.2.2.2 DF— bk 65001 2358 A K 10.1.1.3 DR —
M p ICEESINET, ZOXRTy MRT7 T 7 A 2 MeShihh, BPIOT7 77 A Rid 42
@ ACE (deny) &—8LET, ACEZVAY4HRET v 78T, T XTOTIFTAL DLV
A 3HEWICHELNF A S 10.1.1.3 TH D Z EARS I, #iOD permit ACE [$E /2 DA A h &
FryZ LTWEEZD, M7 T 7 A b T_XT425HD ACE & —F L%,

IPv4 ACL DERE

ZDAA v FTIPVvAACL Z#RET 2 FlEIZ, > Cisco AA v FRLN—F TIP v4ACL 2R ET 5 F
EERETY, 22 TiE, 2OREFIAEMHRICHA L ET, ACL OFEICET 7ML, [Cisco
10S IP Configuration Guide, Release 12.2]] ® 1P Addressing and Services| O FIZ# 5 [Configuring
IP Services] #ZM LT ZE, a~< 2 FOFEMIZOW T, [Cisco I0S IP Command Reference,
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AFyvFT 1
2AFyvFT 2

IPva ACL oz N

Volume 1 of 3: Addressing and Services, Release 12.2] Z#ZH L T 72& W, Cisco I0S D~ == 7 /L
%, Cisco.com ~X*—® [Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration
Guides] % 721% [Command References] 7»H AFT&Z £,

ZDAA v FiE. CiscolOS L —% D ACL [CEET IR DOMRELA R —F LTV EH A,
e JEIP 71 =L ACL (% 38-1 (P38-8) &) /137U v /r—7 ACL

s IPT7AVST 4T

o EHEEBIUFEMEL— MR (QoS ACLIZL D L — hlIRZ <)

e V7V VT ACL £72i3¥# A4 F v 7 ACL (A v F 77 A2 ) JHRETHEM SN L2HMO
A3y 7 ACL %Br<)

e R"—HFACL BEIWUVLAN v 7IZBT5 ACL rx 7
ZDAA v FTIPACL Z2EHT 2 FIHITIKRDO LY TT,

T EAVRANDOERSFELIZLETET 7 BASME2IEE LT, ACL Z2/ER L E T,

ZDACL A B2 —7 = A AF 2 IFTImARRIRUTE M L £ ¥, it L OYEH IP ACL % VLAN v~ v 7
WEHAT 22 b TEET,

T ROBEIZOVTHALET,

o [fZH#E IPv4 ACL 3 L OELAE IPv4 ACL O1ERL) (P.38-7)

o iR [REIFR~D IPv4 ACL O] (P.38-20)

o (AU H—T A ZA~DIPv4 ACL D (P.38-20)

o IN=Ry=7BLOY 7 y=TI2L%IP ACL O/LH (P.38-22)
o TACLO T Ty a—T 127 (P38-22)

o [1Pv4 ACL ®g%EHl) (P.38-24)

R4 IPv4 ACL & X UMLR IPv4 ACL DYERX

ZZ T, IPACL IZ2WTHEB LET, ACL i, FFASM E EESUOIERT T bNn-HEE 0 T,

AA v FiF, TI7EA VA NNOEHEZ 1 DT O, Xry bET7ARMLET, EPIC—HLESE

HIZEoT, AL TRy bEZFANDIDERT20BRESNET, A1 v F i —KT 55K
DEHERRON TR TNy hOT A NEEIET 5720, FHOIEFPEERBEREHRLET, —
BT 5500800 GE, A4 v FI3 sy FEERTLET,

ZOYTZ by =TE, IPVAIZOWTRO ACL (778X VA M) 2% AR—-FLET,
o RUEIP 77 A URBMTHE, BMERMEICEEILT FLAZEMRLET,

o MERIP 77 ER URXDMTIE, MEBEICKETT FLRAESEET FLRAZMEM L, EETT 2 b
) I A TIEREERN L THEOEOMMrS2mO 528 bTEET,

T, TR VRN EZOERFIECOVTHALET,
o 77 A YU RKNES (P.38-8)

o TACL®Oux>7] (P.38-8)

o [FHEHIFERE ACL OfFER%) (P.38-9)

o [FEAH&isE ACL OfFk) (P.38-10)
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IPv4 ACL DER3E

e TACL N® ACE it~ % | (P.38-15)

o [ARHIT S FEHE ACL B K O4 AT & $E3E ACL OfERk) (P.38-15)

e [ACL TOWM#BEOMEH] (P.38-17)
e TACL ~®»=z x> FdffiAl (P.38-19)

FOERA VA EE

ACL %A 272 DIFEHTBE X, (EkT257 78R VA MNDXA TEHFLET, & 38-112.

TIHEAVARNEGEERNETETIVEA VAN XA TEETF, ZOAL »FTHR—FENTWVDEH
EoOnERLET, ZTOAAL v FiE, IPVEIREET 72X VA NBIWNIEETY 2782 VXK (1~ 199
BELO1300 ~ 2699) Z#HHR—hkLET,

= 38-1 7oER YR MES
YR—FEh

7oA VR +ES |447F %)
1~99 IPHEHET /A U R b Yes
100 ~ 199 IPHEET 722 U & b Yes
200 ~ 299 Tabhary A4 7a—RKT7I7EA VAR No
300 ~ 399 DECnet 7 72 U 2 |k No
400 ~ 499 XNS EHET 7+ A2 U A b No
500 ~ 599 XNS $EET 7 &2 U 2 b No
600 ~ 699 AppleTalk 7 7 &2 U & | No
700 ~ 799 48ty hMACT RLA T727%A U b No
800 ~ 899 IPX fE%EY 7 & 2 ) Z b No
900 ~ 999 IPX 3T 7 A U 2 k No
1000 ~ 1099 IPXSAP 7 7 & & U Z b No
1100 ~ 1199 JriE48 €y P MACH~U—7 KL% 727+% |No

2 YRR
1200 ~ 1299 IPX#~U—F7 RKLATZERA VAR No
1300 ~ 1999 IP YT 722 U2~ (EIEFF) Yes
2000 ~ 2699 IPYEBRET 72 A U A N (PEoR#HIFH) Yes

GE) EFEEMNEHEEACL BIUOEGMNEEER ACLIIMA, ¥YR—FEN5EF 52 HH L TARIMT SR
ACL B LU i & k3 ACL bERLTE £9°, R%E IP ACL 04 HTIE 1 ~ 99 T, 4ik5k IP ACL 04
AE 100 ~ 199 TY, FofTE U X bORDVIC4HIFTE ACL Z2EH+ 5 2 &iid, =~ Y z2f@5]
WCHIBRTE 2 & WO REDRH Y £,

ACLORX> 4

38-8

BEH¥IP 727 EA VA MIL o THAERIFERTENT ATy MIBET LIRS AvbE—UR, AL vF
DY 7R zTIZEoTRRINET, 2FV. ACL & —ET 27y bBRbHotB{mEE, TN
Ty MCHET IR ZE@MA =R ary Y — IR ESNET, Ay YIRS A v =Y
DL~LiX, Syslog A v E—V%EHET I X7 ar Y — av o RCHIEShE T,

CiscolE3000 RAvF Y2 +rHxz7 AV T4 ¥al—av HAFE
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IPva ACL oz N

~
GE) V=T 4 73 N—FRv=T7 T, aX T3 Y7 a7 CETSNET, LEB-ST, log F—7—
REETLFF (permit) ET2I13HES (deny) ACE & —ET 257 v "REREETLHHE., V7 K
VT iEN— R =7 ORBEHEICBENWO ZENRTERWZD, —Ho Ny MEr¥ o7 Ihkn
ERHY ET,
ACL ZE LA D/ > MZOWTIE, B Ay e—URTIRERINETH, ZRUBED S
T MZOWTIE, 5 SMROIERFARE L ThoRFELIFe X 7ENET, 7 AvkE—TIC
X7 78R VA NEES, X7y hOFAIERITESTICET2RE., X7y hOEELIP T FLX, B
FOEFO 5 M E R ITER SNTEEE b0y MR TRENET,
HESHIIRE ACL DIERK
FEF AT IR ACL Z1ERT 51T1E, F#HE EXEC T — FCIROFIRZ FEIT L ET
avwvk B
A7971  configure terminal ya—r L ar 7 4 Xa2lb—ay B— NEEBLET,
A7972  access-list access-list-number {deny | permit} |3%(ET7 RL AL T AL KA — K& L CELE [Pvd 7 27 & A
source [source-wildcard] [log] VA NEEELET,
access-list-number (21X, 1 ~ 99 F721% 1300 ~ 1999 » 10 ##K
ERELET,
FHER—FLIESHGAILT 7 B ARERT 25461 deny, AT
LA permlt 75:? ELET,
source \ZiX, N7y NORETXERD Ry NU—T FF AR b
DT R vx%&@ﬁﬁ?%ibifo
e Ny MIX 10#ERFTICED 32 By MEOHE,
o source ¥ X O source-wildcard ® 0.0.0.0 255.255.255.255 ®
B E BN T D ¥ —U— K any, source-wildcard # A /19
HLEIIH Y EH A,
» source 3B L O source-wildcard DM source 0.0.0.0 DEIETE %
BT %% —7— K host,
UEE) source-wildcard 13, VANV KI— Ky NEXEFELT K
A L ET,
UEE) log #fgET 5L, = N &—HKT 537y MZBET 5
TU@EMA yE—URar Y —MIEEERET,
27973 end ¥t EXEC — RICEY £,
A7974  show access-lists [number | name) FTIrEvRA URARNDORELFRLET,
A7975 copy running-config startup-config () av74Fal—vary 77 A NVICREEZRELET,

ACL 2K ZHIx9 521X, no access-list access-list-number 7 0 —/3)L 27 4 X2 b — g a~
VREFEHLET, %7717“%77-&2 YA b4 ACE IZHIBRTE 8 A,

| oL-28707-02-J
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W 1Pv4 ACL DEEE

~

GE)  ACL Z{EKT 5 & &12i%. ACL ®KREICT 7 4 /v F THEAYZ: deny A7 — b A > RaMiBAI S h,
ACL DbV ICEZET D ET—HTD2HRMEB RO RN T2T _RToNry Ml IS Z LI
HEELTLEEY, EH#ET 782 VX MTIE, BEMfTONZIPARAR 7 FLA ACL OEENL~
A7 BT HE, 0.0.00B~vART ERARINET,

WIZ, TP R Ak 171.69.198.102 ~DT 7 ZAZHEE L, OTXTDHRRA MA~DT 7 EAZFFA L,
FER A FoR T DA UE ACL OERBIZ R LE T,
Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any
Switch(config)# end
Switch# show access-lists
Standard IP access list 2
10 deny 171.69.198.102
20 permit any

AA v FiE, host BN H B U L don't care ~ A7 0.0.0.0 2 ET—EHE&MRHDHZ Y
DY A FOFEICBEI L, 0 LD don't care ~ A7 ZHgtem MY L0 BENCMET D L Hic, HEYE
TI7RA VR MDIEFEZEZHRZET, TOED, show a2~ FOH a7 4 Falb—v g
T77ANVTiE, ACEXRLT LHEANSINZEBYDIAFCRESINEYA,

1ERK U 7= B HIE%E IPv4 ACL (%, SmeREIRR (DK R#R~0 IPvd ACL O | (P.38-20) #& M),
Ao B =Tz AR (L HZ—T A A~D IPv4 ACL O] (P.38-20) ZZ&M). F£7-1% VLAN
(T'VLAN ~ v 7oi%E] (P38-31) #&M) (@A caex1,

TS (T &R ACL DER

1 ACL TIIBEICHEILT FUV AT 2 LE 425, 0k ACL Tid, BEBRFEICEELT FL
AEHIET LR TE, AFETT v ha A4 7EREMEH L THEOZDMMEE2md 5 2

ENTEET, BEMNEHERT 782 UA D ACE 21T 5 & &i2id, R L72 ACE Y X hd
REICEMEND ZEICEELTSEZSY, FoME U XA MTIE, ACEDIEFEZLE LY, UR b

WNOFEDHFTIZ R LT ACE ZBIMEITHIBRLZY TEEE A,

—EOT v b ailiE, BEDONRT AR —U— RFhEH I E T,
WOIP Fa halihyR—bENET (Fe bal F—U—FEHyaNICKETGRLTHY £9),

FRAE~> % — 71 2/ (ahp). Enhanced IGRP (eigrp). Encapsulating Security Payload (esp) .
Generic Routing Encapsulation (gre), > % —%» Ml A »E— 7m b2 (iemp)., A % —
Xy b =TT e ha (igmp), EEONEH 7w k=2 (ip), IP-in-IP oY 7
(ipinip) . KA9Q NOS A# IP over IP > U > 7 (nos), Open Shortest Path First L —F 1 > 7
(ospf) . Payload Compression Protocol (pep). Protocol Independent Multicast (pim) . =%l fH > =
rav (tep), =—¥ F—% 7 F 5 7o bai (udp)
H7B haLOXF—T— ROFEMIONWTIE, ROavwr R I 77 LA LTIEIN,

» [Cisco I10S IP Command Reference, Volume 1 of 3: Addressing and Services, Release 12.2 ]

» [Cisco 10S IP Command Reference, Volume 2 of 3: Routing Protocols, Release 12.2.]

» [Cisco 10S IP Command Reference, Volume 3 of 3: Multicast, Release 12.2]

IhbdO~v==27 /X, Cisco.com ~*—® [Documentation] > [Cisco IOS Software] > [12.2
Mainline] > [Command References] 7> AFT&E £ 7,

CiscolE3000 RAvF Y2 +rHxz7 AV T4 ¥al—av HAFE
m. OL-28707-02-J |
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IPva ACL oz N

~

GE) ZORAvFIE AATFTIvIFERFTITILIVT TI7EA VA MEFR—PLTWERA, Fi2,
2A T A7 $—EZ (ToS) ® minimize-monetary-cost £ MIES T4 Z Y 7 HHR— KL

TWEHE A,

PR—FENTNBENRFA—FDHT TV (X, TCP. UDP. ICMP. IGMP, #®fth® IP T3,
E ACL 2 {ER T 21213, #itE EXEC E— F RO FIEAZ EIT LT,

Cisco IE3000 R4 vF VI kw7 avI4Fal—varvi4F
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W 1Pv4 ACL DEEE

avwyFk

B8

A7971  configure terminal

Ja—) ar7 4 Xal—yary T—RRelBLET,

A797 2 access-list access-list-number
{deny | permit} protocol
source source-wildcard
destination destination-wildcard
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp]

GX)  dsep lEE AT LIZHGA,
tos £ 723 precedence /X
ANNTEERFA, dsep %
ATTL72 0 E, tos &
precedence fED i 5 % A
HTEET,

JWEIPVA 7 7 BRA UAMBIOT 7B AE&ME2EHELET,

access-list-number (21X, 100 ~ 199 F 7213 2000 ~ 2699 ® 10 EHEFEE L

ESc RN

FHER =B LIEEEII Ty FEEST 25 E1E deny, FA[ T 55 61%

permit Zf5E L E7,

' pZIATONWTIE, IP 78 b3 L OARTEIZBE S EANLET, LEiE

7213%E 51X, ahp. eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos,

ospf, pcp. pim, tep. udp, HHVNFIP Vv haLFEEEKT 0 ~ 255 O#

o, —HEbE LT ¥ —%xy b 7m bz (ICMP, TCP,

UDP 72 &) ZIBETHITIE, ¥—TY—RFip 2HEHLET,

GE) ZOFECE, FEAEDIP Fu halrodTya ryBEERTHE
9, TCP, UDP, ICMP, B X IGMP DiEMD /T A —H|ZDNT
IE. A7 v 7 2b~2e ML TLIZE W,

source \Z1x. NI A—HDEEFELTHDL R Y NI =T FTITE A NOFE T EIE
ELET,
source-wildcard 1%, VANV KO—F ¥y FEXELT FLAIZEHLET,
destination \Zi%, T A—FDHTHDHF Y NI —7 I EA FOEFESE
BELET,
destination-wildcard %, VANV K KH—F By 557 FLRIZEHLET,
source, source-wildcard. destination. 35 & (8 destination-wildcard DfEIE.
WO THELE7,

e RNy Mbix 10EELFITLD 32 By FEDOfHE,

e 0.0.0.0255.255.255.255 (JEEDOAKA ) #FTHF—7— K any,

e H—®DFKARF0.0.0.0%FT*—7U—K host,
FOMDOF—U—RIA T aryThHhY, WOBEREZFELET,

o precedence: N7y NE 0~ 7 OFSZFEITAAITRHRET HELE L —H

SELHEBICANLET, FRETE HMEIX. routine (0). priority (1),

immediate (2). flash (3). flash-override (4). critical (5). internet
(6). network (7) T,

o fragments : 2 DOLUBEDT T I AL NaTF =y 7T HBEICATLET,

o tos: Ny hE O~ 15 OFFELIFARMTEET 2 —ER X147 L
NE—HISELIBBICANLET, FEETE 2MEIE. normal (0),
max-reliability (2). max-throughput (4). min-delay (8) T,

e log: = bV E—FT 5y MBT L e l@MA vy E— Y %ER L,
Y —)VICEFE LET, log-input Zf5ET 2L, v/ = hUICAS
A B =T A ANBIMSNET,

e time-range : Z DK% — U — FOFEMIZHOWTIL, TACL TORrHHiPH O
M1 (P38-17) ZZWL TS,

e dscp: X7 hE 0~ 63 DEFTIHEET 2 DSCP li: —HXE2LEI
ANLET, £, HETEZEOY A MEFRT HI2iE, 8BS (2)
EHEALET,

CiscolE3000 RAvF Y2 +rHxz7 AV T4 ¥al—av HAFE
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Epel s

Epels

AT v
7 2b

AT v
7 2¢

IPva ACL oz N

avwyFk

B

access-list access-list-number
{deny | permit} protocol any any
[precedence precedence] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

TIHEA VAN 274X =2b— 3y F— KT, source 3L W source
wildcard O1E 0.0.0.0 255.255.255.255 OE W & destination 35 LY
destination wildcard ™1E 0.0.0.0 255.255.255.255 OAME M H L T, ILE
P72 UAMNEERLET,

EEILEMWEDT RV ABLIRYA LRI — FORDYIZ any ¥ —VU — FEff
AT&xFET,

access-list access-list-number
{deny | permit} protocol

host source host destination
[precedence precedence] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dsep dscp]

source 3 X O source wildcard DfE source 0.0.0.0 DEWEIE & destination 3 X
" destination wildcard O destination 0.0.0.0 DA 24 H LT, $L5E IP
TR VR NEEHRLET,

EETESED T AN R — REIE~2 27 DDV IC host F— U — R&A{f
Ac&EET,

access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [established]
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp] [flag]

(EE) ETCP 77 A VA MBIOT /AL 2 EHELET,
TCP DA iT tep # AT LET,

WROBINEIRE, AT v 7 2a OB H DT A —F LRILNRT A —H %Al
MLET,

UEE) operator BE W port ® AJ13 5 &, XEILXAR— b (source
source-wildcard DHI\Z AN LicHra) 7213568 — ~ (destination
destination-wildcard D#%IZAT) LTc6) NS vE 3, AR A
FiE, eq (FELW), gt (KOREW), It (KD/hEW), neq (FELL W),
range (A&#H) 72T, HEFICEIRA—-IES2EETILENDHD £
7 (range DHFEITL 2 DOR— "MEBEEARXR—ATRY) > THET D LELDH
DEF),

port 1Z1%, 10 % (0 ~ 65535) OKR— FEEEILTCP F— " EATIL
F9, TCP K— M AR T 5I121F, ? 2T 20, HD VT, [Cisco I0S
IP Configuration Guide, Release 12.2] @ [1P Addressing and Services| D&
\Zd % TConfiguring IP Services] #ZML T Z3 W, TCP 27 4 V&2 U
735 & &ITE, TCP R— hDFEZEIIALAIE T LHEHLET,

MDOFTarDF—U—FROEWRIIKDO LB T,

 established : fE. SNz L METL2HAICANILET, ZOF—TU—
FiZ, ack £721drst 75 7 TORE LR UMEEZ B7- L=,

o flag : fEE SN TCP ~v ¥ — vy hEEBIILTHRELEST, ANT
X577 70%, ack (FERRIGE), fin (8 T). psh (F> =), rst (U
v M), syn (R, FiTaurg (BE) <F,

access-list access-list-number
{deny | permit} udp

source source-wildcard [operator
port] destination
destination-wildcard [operator
port] [precedence precedence]
[tos tos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

(L) JLEEUDP 77t A UA RBLOT 7 v AL R ERLET.
2= F—2 TN Ta harOREE, udp EASLET,

UDP /XF A —# X TCP OfiicdHh 5 /37 A—& LA L TT, =71,
[operator [port]] A— F&EFETIEHR— h4iE, UDP FA— b OF G E 21340
TRITNIEZ Y FHA, £, UDP TiL, flag 33 L O established /X7 A — %
IXHEL)TT,
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W 1Pv4 ACL DEEE

AT v
7 2d

AT v
7 2e

AT973
ATv7 4
A7y7 5

[l CiscolE3000 R{vF Y2 kY7 avI74F¥al—av Aiq4F

avwyFk

B&

access-list access-list-number
{deny | permit} icmp source
source-wildcard destination
destination-wildcard [icmp-type |
[[icmp-type icmp-code] |
[icmp-message]] [precedence
precedence] [tos tos] [fragments]
[log] [log-input] [time-range
time-range-name] [dscp dscp]

(EE) MEICMP 72782 VA MBLEOT 7 B ALMEEERZ LT,

A —Fy Ml A vE— v ha/ oA, iemp Z A LET,

ICMP RT A —HFZAT v 7 2aDIP 7 ha VO@HHICH BT XA —4% L1F

ENANERUEUTTN, ICMP A vt — XA 7BLNa— K XTF XA —F)NEM

ENTWET, 7Y arOF—U—ROBKIZIKRD LB TT,

o icmp-type : ICMP * v —2 ZATTT4NZ ) TTHERICATL
F9, IBETXAEOHFMHIL, 0~ 255 TY,

e icmp-code : ICMP /X% > % ICMP A vtk —Y a— K XA TT7 4 L%
Vo 7T 55 AN LET, HHETE 2MEOHMIE. 0~ 255 TT,

e icmp-message:ICMP /37w % ICMP X v&— ¥ A 74 F 7213 ICMP
A=V FATLa—RETTANEZ) A TTDHHEICATLET,
ICMP A vtE—Y ZA 748 L 02— A0 Y X NE2RT58550F, ?
M9 % 5. [Cisco 10S IP Configuration Guide, Release 12.2] @
Configuring IP Services| #ZH L T Z &,

access-list access-list-number
{deny | permit} igmp source
source-wildcard destination
destination-wildcard [igmp-type]
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp]

EE) IEIGMP 778X UA MBLOT 7RG EERLET,

AV HE—=Fy N TA—TEFHRT 0 ha oL, igmp AN LET,
IGMP /RT A =X IAT v 7 2a®IP 7a harO@Iich b3 A—4 LiZ
EAERUTTR, RICRTAT T a ORI A—ZPBIMENTHET,
igmp-type : IGMP A v & — A4 7 LWET HITIEL, 0~ 15 OFFEIX
A v¥E—T4% (dvmrp, host-query, host-report, pim, F7-iX trace) % A
JILET,

end

¥t EXEC £— FIZED ¥4,

show access-lists [number | name]

TI7EA VA NOBREEMHRLET,

copy running-config
startup-config

(EH) a7 4Fab—vary 774 VICREZRFLET,

T A UARNEKREHIFRT SIZ1E, no access-list access-list-number 70— 3L 227 4 X2 L —
varvavwry REFEHLET, FEMET 78R VX ML~ O ACE [FHIFRTE £HA,

wIZ, £ hU—27 171.69.198.0 DT _XTDOHEAMMNHFRy hT—7 172.20.52.0 DT XTDHRA b~
D Telnet 7 7 B AZER L, DT XTOT 7 BAE2HFATLHIET 782 U MEER L, FRT
2Bl RLET (eq F—V— R&ILIILET RLADKRIZIEET D &, Telnet (Zxfind % TCP 384K — b
BENT o7 SNET),

Switch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq

telnet

Switch(config)# access-1list 102 permit tcp any any

Switch(config)# end

Switch# show access-lists

Extended IP access list 102
10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eg telnet
20 permit tcp any any

OL-28707-02-J |
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GE)

IPva ACL oz N

ACL OIERZIC URRNSED AN R EICL-TC) BMLEZ MU, VA MOKRBIGEBNENET,
HoMET /A VA NOEEDRFIZIZIT Z7ERXA VA = M) ZBMERITHBRTEEH A,

ACL #ERT 5 & &2k, 772 VA MOKRIZT 7 4V k THEIWZ: deny A7 — b X v hAVE
mEiv, ACL Of DV IZEIZET D2 E T—ETDRUDAONS RN T XTONRT y MZEH S
HZEICEELTLEE N,

YERE L7- % Bl Pk ACL 1, dmREHE (DmRERE~0 IPv4 ACL O] (P.38-20) #&R), 1 v
=Tz A (L HZ—=TxAA~DIPv4d ACL O] (P.38-20) #&M). F£721% VLAN
(T'VLAN ~ v 7o &) (P.38-31) #&M) [ cs £,

ACL A ACE DiiRE =

TI7EAIVAMNOTZ L M) DY —br v AFKFIE, B LW ACL OFERIFIZ B BIICAR S VE T, ip
access-list resequence 72— \)L 27 4 ¥ a2 b —vary avr REHEHALT, ACLOY—F A
FoamBE LY, ACE OBMIEFZZHE L) T& £, 72& 21X, ACLIZH# L\ ACE Zigin
&, DO ACE XY A NORRICRBINET, ZOHAG, V=V U AR SEETTLHZ LT, ACE
# ACL NORIDOALEICEE T £,

AR E1RE ACL & XU AT E 43k ACL DYERL

(E)

IPv4 ACL %33 2 FE L LT, BETEHZIERFOA N V7 (41D ZHEATEET, 40l
X ACL 2T HE, V% L TEBMET 7R VA NDHELIVEZDIPVAT 7R VA +E
WETEET, 778A VA NOHMTFEL LCAHZERATLIHEOE—RRLa~vy RN, &

FEEATIHRE LIV RLVES, ZELIPT 278X VR MNEEHTAT_RTOa~vy Fe4

Bift& 7722 VR NCHATE 2D TIEDY $HA,

B ACL ¥ 72134558 ACL ITHRET 24001E. 72782 YR MBSOV R— SN DFHENOEF ST
THZELEHLTEET, RUEIP ACL OAHNT 1 ~ 99 T, L9 IP ACL D4 H{IE 100 ~ 199 T, &5
P&V 2 FORDOY AT E ACL Z26H3 2 Z &2k, = P Y 2 5ICHIBRTE 5 & v ) FLEAR
3?)@ ij‘o

AHMTE ACL ZRRET 2 & 11T, ROEEFHEL LOHIRFHICEE L T ZEV,

o EBEfTE ACL THEHATE 29T _RTCOa~y RB¥4HIfE ACL CHEfI CE52biTTiidbn £4
o AVE—=T A AZADNRTy N TANAEZBLOL—K 74 VZ D ACL TliX, 4HixfEHA T
*9, £/, VLAN ~ v 7 TCHLARIZIRETE £,

o fEME ACL L 459k ACL ICRICARNIMEA TE £ A,

o [HEYE IPv4 ACL 3 X OMELE IPv4 ACL OfER) (P38-7) TaoiBL7z& kv, FSfF& ACL bl
MT&EET,

e VLAN v v 72, 5% ACL 3 JUOWEIE ACL (A4 fifh & £7213%& 5H)) 2Tt £7,
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W 1Pv4 ACL DEEE

iz i LR ACL 2 B9 21213, %7 EXEC £— FTROFIHZ ET L £,

avvFk B
A7971  configure terminal Ja—sYb ar 7 4 X¥ab—vary ET—RElELET,
27972 ip access-list standard name F AT LI IPvA 7 7 €2 U A N EEHL. 77 ER

ARhary7 4 FXal—ary B—RFEEBLEST,

ZENZIE, 1 ~99 OFEEEHTEEIT,

A7973  deny {source [source-wildcard] | host source| |7/ %A YA K arv 7 4¥al—ay T—RT, v %
any} [log] AT D00 Ka vy 7T 5005 RET S 1 DLL EOHEG &M £

SRS ERE LET,

EJAAES
permit {source [source-wildcard] | host source | * gtz)st)s(;)urce : source ¥ & U source wildcard DfE source
| any} [log] o
e any : source 3 £ U\ source wildcard ™1 0.0.0.0
255.255.255.255

27974  end Rt EXEC £— RIZR D 77,

27975 show access-lists [number | name) TIOERA URANORELFTRLET,

27976 copy running-config startup-config ULE) av74Xal—ay 77 A NMVCERELRELET,
£l & HE%E ACL ZHIBRT 5121, no ip access-list standard name 7’0 — )b 227 ¢ ¥ o L —
vary avry REFERLET,

AR U CHRREHIPE ACL 2 1ER 7 2 121%, F##E EXEC £— R TROFIAE ET L £,
avwyk B
A7971  configure terminal Jua—s\) ary 74 ¥al—ary ®— REBEBELET,
A7972 ip access-list extended name ZEIZFEH LU CHEIPVA 77X VA NETERL, 7782 Y
Aharv74Xal—vary E—RRElBLET,
ABNZIX. 100 ~ 199 OFFEMHEHTEET,
27973 {deny | permit} protocol {source TIEA VAN ary74Xal—3 gy B— RNT, FAEKMEE
[source-wildcard] | hest source | any} TSR EEELET, log ¥ —TU— RFEMHT D &, EX
{destination [destination-wildcard] | host EELTI7REAVANORT AvE—VERETEET,

destination | any} [precedence precedence] [tos
tos] [established] [log] [time-range
time-range-name|

7u ha B LOMOF—U — ROEFRICOWTIL, [HBEA T
L3k ACL O1ERk ] (P.38-10) &ML T Z&W0,

e host source : source 33 X O source wildcard D1E source
0.0.0.0

e host destination : destination 3 JL O destination wildcard @
& destination 0.0.0.0

e any : source 3 £ U\ source wildcard O ¥ 72 1% destination
¥ L O destination wildcard DfET#H % 0.0.0.0
255.255.255.255

A7974  end et EXEC £— FIZRY £,
27975 show access-lists [number | name) TI7HAVAMOREEFRLET,
A7976 copy running-config startup-config (EE) v 74 X2l —ay 77 A NVIRESZRELET,
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At ZAERE ACL % HIBR T 2 121%. no ip access-list extended name 7’2 —/3)L 227 4 Fa L —
varvavwry REMFALET,

FERE ACL F721340E ACL 1B % & &2k, ACL OKRREIZT 7 4/ b THERM 7 deny 27— b
AV IPEMES, ACL DOV IZEET A2 ET—BETORKMENAR oML R o7 T XTONRT v |
WHEHEN D Z LICEE LT EE N, % ACL T, BEfFon/ZIPAARN T FLA T 7 &R
VA RNDREND YA B8BTS E, 0.0.0.0 3v2A7 ERRENET,

ACL offitziciBmiiz= p VI, VX FoRRBIZEMENET, ACL= MY Z8ED ACL IZ
BIIBMCEERHA, 770, nopermit LU nodeny 772 URA bk av7 4 Fal—g
v E—R aw s REHEATSE L, AR E ACL o= M) 2HIBCTE £, RIiZ, LHiftE 72
v 2 U A b border-list 7> ACE Z{HBNCHIRT 202 R L £,

Switch (config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

F P& ACL TiZZe< A4nif& ACL 27 28D 1 & LT AR E ACL TIH TZ@IRL T
HIFRCEDZ MDY £,

B L7 4 mift& ACLIZ, A1 v X —Tx2A A (A X —T A A~D IPv4d ACL O (P.38-20)
%) F7213 VLAN (IVLAN < v 70O% €] (P38-31) #&M) @ TcE £,

ACL ToORREERDER

time-range /' 20— )L a7 4 X2l —v gy awr FEEMRTHIZLICE - T, BB LIOMHIC
EOWTHLIE ACL #@IRWICEM T& £4, £7, KHEMEOAMZER L, £ ORHHFAN O K
BIOBMELIIREEZRELET, KIZ, ACLZEALTT 78R VX NMIHIREZRET D & X1
RERIEEIH A A L E3, FMEHAEMHT 5L ACL OF AT — AV M ERIFIESEAT— A Y
F OB FREHRNCHEER A 72 L) Z#EHRTEE T, time-range ¥ — 7 — FEB L OBH#IC>
WL, TEEHE TPv4 ACL 365 KX OMEHE IPv4 ACL o fFik) (P.38-7) BLT T4RIF SR ACL B LW
AT L9 ACL OFERL) (P38-15) IT&H 240 & B L OF S L9 ACL OFERICET 2% %
ZHRLTIEEN,

e 2 DR RO —H 2RISR LE T,

o T — a0 Y—ZX (IPT7T RLRAEZRATDONT . BIOER— FEES TR ~o
22— T RAE LB ERIIET TEET,

e B Ayvb—VEHTEET, ACLZY N ZFAL CHEDHLICELTOR N T T 47
EaX U TE LD, 7 BRICERESN S5 Or VE ST LR T, BT 7R %
ERTEET,

B R_R—2D7 72 VA M2HEHATHE, CPUICARMPNAELET, 2L, 778 A UAX FDOHL

WERE Z L OBKRES TCAM 122 — RSN AHEHADORE L~ — VT HULERHLHT-OTT, T07

O, HEOT 7R YA MPEMBEICER LT (AWICESURNID) ARhéhd i oRBREstebi

WEDICHEBETOILERND Y £7,

GE)  HEEEIE. Ay TFOVARAT LA 7uy 2|l FET, LEB-T, FETELZ 702y J—AR
VB CT9, Network Time Protocol (NTP; %y hU—2 XA A 7nu bhajl) ZEHLTAL vF 7
By ERMPESELZEAHERLET, SO WL, 27 A RBOFHE] (P7-1) 22BLT
<TE&EW,
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W 1Pv4 ACL DEEE

ACL ORI T A — X 23 ET H121E, 5 EXEC £ — R CROFIEEZFITLE T,

avwy kR B
A7971  configure terminal Ja—\)L a7 4 Xalb—rary T—RR2fBLET,
AF972 time-range time-range-name VERE T A RS HEICIIE RO B D401 (workhours 72 E) ZE|0 4T,

£,

B#iEz 7 X2 lb— gy T— FREBBLET, LEHIZAN—Z
RLEMBAEZEDDLZ EITTEERA, 2. XFENLHRDILERNDH Y

A7y73  absolute [start time date] B S OBREN WV OBIERTREIC R 2 & fE L ET,

[end time date]

o IRFM#IPAIZIL. absolute A7 — KX h%& 1 “Df: FEHTE £,

EJ/ B B D absolute A7 — h AV b ERE LILGEIE, KEBICRE L
periodic day-of-the-week hh:mm to AT — AU NETREITEINET,

[day-of-the-week] hh:mm

o H¥® periodic A7 — AV FEANTEET, &2, FHE

EJ B BRICER DB ZRETE £,

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

REFEBRL T TEEN,

27974 end FeHE EXEC £— RIZRY £7,
A7975 show time-range B OREEWRLET,
7976 copy running-config startup-config EE) 274 Falb—valy I ANVIIREERTFLET,

HEOHBE % ZNZE N R DRI HENICT D

Bix. FEROFIEAEVIRL T EE W,

B E L 7 IR S PH O i SR 2 HIBR 9~ 2 121X, no time-range time-range-name 70— 3L 2327 ¥ a

L—yay avwy REERALET,

WIZ. workhours (CEZEHER]) OBFREIHEMEB L OSSR HE Q00641 1 H) &% EL. RTEH

T ol ERLET,

Switch (config)# time-range workhours

Switch (config-time-range) # periodic weekdays
Switch (config-time-range) # periodic weekdays
Switch (config-time-range) # exit

Switch (config)# time-range new_year day 2006
(

Switch (config-time-range) # absolute start 00:

Switch (config-time-range) # end
Switch# show time-range

8:00 to 12:00
13:00 to 17:00

00 1 Jan 2006 end 23:59 1 Jan 2006

time-range entry: new year day 2003 (inactive)
absolute start 00:00 01 January 2006 end 23:59 01 January 2006

time-range entry: workhours (inactive)
periodic weekdays 8:00 to 12:00
periodic weekdays 13:00 to 17:00

FERDRIPE 2 3 21203, R 2 RE T & 2 5E ACL WICHRIRIEA 2 A D LET, &Iz, 5k
7&tx,b<kMS%¢mLf%a¢ém FLET, 20T ER UZXNTIR, EFINTIRER
BT T R TORETLHTRTOZ5HE~D TCP b T 7 4 v 7 Z4EE L, EEFERTIZTTD TCP

T T4y BFFRILET,

Switch (config)# access-list 188 deny tcp any any time-range new_year day 2006
Switch (config)# access-list 188 permit tcp any any time-range workhours

Switch (config) # end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-range new_year day 2006 (inactive)
20 permit tcp any any time-range workhours (inactive)

CiscolE3000 RAvF Y2 +rHxz7 AV T4 ¥al—av HAFE
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WIZ, 4HiftE ACLAMHLTRIC N7 7 4 v 7 &I B L OHESET 2614 R LET,

Switch (config)# ip access-list extended deny_access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

ACL~ADO AV FDEA

remark X — 7 — RE2FHT B L. (EEO IPEEE 7 ITIEE ACL I NI A (F
W) ZBNTExET, 2 A M2ffHTHE., ACLDHfiEE Ay UREZHITRVET, 1 DDa R
v MTORKER 100 XFTT,

a Ay ME, permit A7 — bk AV hEiddeny AT — M AV MORIZELLICTHLEECEEY, =
AV RN ED permit A7 — h AV hE/ziX deny AT — AL FOBHTH 5 OB D L9
(2. FAY POMEICEL T HEEZROBERH Y £, LL2E HDHI AL MIMIET D
permit £721X deny A7 — M AV hDRIIZH Y, O X2 MIFHIETHAT— M AL bO®%AIIH D
L. RELZHS TR D Y £,

FH & IPAEAEE 72 13HEE ACL 122 A > M &FEAT 5HI21E, access-list access-list number remark
remark 7 a—s)L a7 4 Falb—gry avy R LET, a X0 bE2EIRT IR, 2oz
~ RO no IBXEHEHLET,

OB TIL, Jones DYV —7 AT —3a AAJET 7B AZFFA L, Smith DU —27 A7 —3 9 /3T
7B AZFALEE A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config) # access-list 1 permit 171.69.2.88

Switch (config)# access-list 1 remark Do not allow Smith through

Switch (config)# access-list 1 deny 171.69.3.13

AEIfTEIPACLO= > FUIZIE, remark 778X U AN a2y 74 Xalb— gy avwy REfH
LET, 2 A M2HIBRT DT, Zoa~<> Ko ne BN EMHALET,

WwOBITIL, Jones DY 7% v MIIEZIE Telnet DFEANH T SN EH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet
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W 1Pv4 ACL DEEE

i K BlIF#R~D IPv4 ACL DiER

Fm5ft& ACL #A LT, 1 272 3EEOEKEIRRA~DOT 7 v A &HETE 9, MmAREBRRICIZSA

ﬁﬁﬁ?—s ACL Z#fA CTE A, TXTORBEEBRHUZ 2 —F RN ERET D AREMERH D720, 3T
CRICHIRZ R ET D2LENH Y 7,

ACLZA V2 —T =2 A AZEATAFEICOWTIL, M X —T =4 A~D [IPv4 ACL D |

(P.38-20) &ML TL &V, VLAN ~® ACL ®O@EHIZ>W\WTiL, VLAN = v 7O E ]
(P.38-31) &ML T &,

AESAR IR & ACL ITHE SN2 7 B L AR OB E R R L OF(E ki & fIfR4 2 1213, FrHE EXEC
T— FTROFIEELFATLET,

avwvFr B
27971  configure terminal Sa—L Ay T 4 X al— gy B REREL £,
A7972 line [console | vty] line-number ETARBAREEL, ATy 2T 4 X2l — a3y T— REH
LET,
e console : =Y — Ui KREAERELE T, 2 Y —/L F— I
DCE T,

o vty: UE— b a2y — 77 AHOBRREEELET,

line-number 1%, [BIRZ A TEBET HHAEIC, FRET HEH I V—THNT
P OEHRFESTT, FHETEHHEPMHIL0 ~ 16 “C?L

27973 access-class access-list-number (FR4 Z~D) BEDFMBISRERKE 7 72 U X MIEESHET FL
{in | out} A OFEE R L OREHEEHIR L £,

27974 end FitE EXEC £— RIZRE Y £,

A7975 show running-config FIEAYRANOBREELERLET,

A7976 copy running-config startup-config |(£%) 2> 7 4 Fal—T a3y T A NMCEELETELET,

AR EIFED> 6 ACL ZHIBRT 5 IZ1% . no access-class access-list-number {in |out} 71> a7 4 ¥ =
I/—Va vaxr FEERLET,

A23— x4 A~D IPv4 ACL D:EF

WOEBEFHICEE L TLEEWN,
o ACLIFEBERLAVY2AR—=FEFIZEAL TN,
o LAYIAUH =T xA A TiE, REMELIZEGMUONTAMNT ACL Z#EH LT &0,

o AVH =T 2 A ANOT 7 A &HEToHE, ARiftE& ACL £7213%& 5f+& ACL Z2fif T
iﬁ—o

e VLANDA U NTHDLHA— MIACL Zi#EHTE,. ZOR—FD ACL X VLAN A > ¥ —7 = A
AWCHA SN ACL kv b LS ET,

e VLANIZELTWAHLAY2A 4 —T7 x4 AZACLZ#EHLZSA, V1Y 2 (GF— 1) ACL
IX VLAN A > ¥ —7 = A ZZHWHA SN AT F DO LA ¥ 3 ACL, F£7-1% VLAN (2 S iz
VLAN = v 77XV 6 EBELET, R—FD ACLIZEICLA Y2 R—=FTCRELEZEE Yy b &
TUNEY T LUET,
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YSEVA
AFy72

ATy73

ATy7 4
AT975
ATy7 6

IPva ACL oz N

o LAYIALUE—T AR ACL BBEH I, Vv —T 4 VT HBA R =T NI o> TOWRWIGEIL,
SNMP, Telnet, Web N7 7 1 v 772, CPU TRELIND N7y FEFWR 74 vEZ Y 7 &N
FT, VAY2A X —T2AAZACLZ#EHTOIHAE. VT4 T E2ARX—TNICT HHE
TH Y EHA,

o T4 _—F VLAN RREESNTWAEE, 74~V VLANSVILIZZiF/v—4% ACL @<
XFET, ACLIZTZ 94~V BLIOEI XU VLANDLATY3 T 74 v 7 IZEAESNET,

~
GE) Ty MRTI7RRA ITN—TICE>THERENEZSHE. 77 4/0 hTliX, v—% 13 ICMP BEARFE
AvE—VEERLET, 7T78AITN—TIL o THESNZINGLD X7y MEIN—RT =7 TR
oy 7ENT., AL vFOCPUILTY vV 73T, ICMP Bl#EREA v E—T%AERLET,
AN— N~ ACL 1Z#4CT9, "— b ACL IZ ICMP ZIZARREA v =V B ERLETA,
ICMP ZZEARHE A v & — 1%, /b—% ACL T no ip unreachables { > ¥ —7 = A A a~<> K& L
TTF 4 =T N TEET,
AVE—=T 2 A A~DT 7 EAZHIET D121, FiiE EXEC £E— R TROFIRZFATLET,
avwy R B
configure terminal Ja—r\) ar7 4 Xalb—ary T— REREEBELET,
interface interface-id RETDHA L E—T oA AEZEEL, {2 F—T 2 A AT (X2l —

vary E— F‘%Eﬁﬁébij‘o

Ao H =T AL, VA VY240 —T x4 A (R— K ACL) F7=
FELA Y34 X =T A (Jb—HF ACL) 2fEET& £,

ip access-group {access-list-number | [ }SEINTZA LV Z—T oA A~DT 7 A5 HIH L ET,

name} {in | out}

out ¥x— 77— KRNI A¥2 4% —T7=xA4A (K—hK ACL) TiFHA—+
SNEEA,

end

4 EXEC £— FIZRE Y £9°,

show running-config TIERAVRANOREERRLET,

copy running-config startup-config | ((£5) 2> 7 Fal—ar 77y A VTR ELZRFLET,

(E)

BELILT 7' A NV —T%HIBRT 5IZi%.no ip access-group {access-list-number | name} {in | out}
A H =Tz A arT 4 FXal—varyavry RelifLEd,

WIZ, A= M7 78R VA2 ZBHALT, A= MNMCEETLI Ty Va7 o2 ) 0 T3 56%
RLET,

Switch (config) # interface gigabitethernetl/1
Switch(config-if)# ip access-group 2 in

ip access-group { >4 —7 =2 A A AT 4 Falb—valy av RELA Y3 F—T (R
(SVI. VA ¥ 3 EtherChannel, £7/-131—7 v K R—F) IQ@EHATHITIE, TDOA v F—T oA A
IP7 FLARRESNTWOIRERHY LT, LAY3IT7E8A Z7L—T71% CPUDLAFY3 Ttk
AL o TN—T 4V TERFREEINDI Ty N7 g NZ ) 7 LET, 207 V—71%, VLAN
WNTT Y w7 &by MOEERZ B X 8 A,

15 ACL D6, A vy FId Ty bOZERIZACL L7y FERAELET, ACL ATy M
AT 556, A4 T3y hOREB LG LE T, ACL 337y NEERT 285G, A vF
ATy FEREELET,
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W 1Pv4 ACL DEEE

15 ACL DFE, A v F L, flHShizA v Z—T7 24 AL DORITRTY v FEEZ{E L% ACL
LRy FERAELET, ACL B3Ny bEHFALESGAIE. A4 v T3 ry hEaXELET,
ACL 337y b EIEST 2856, A T3y FEREELET,

T 7 AN NTIEH, Ty FREEINZGAE. FORRNATNA 2 —7 24 2D ACL £72135%(E
A B—=T x4 AD ACLOWTIThHh->Th, WICANA L F—T =4 A5 ICMP BEREA v
E—UBRREEINET, ICMP ZEREA v =@, AWM E—T =42 1 DIZ2&, 058
TEIZ I O AERSINET, L. ZOFKEIL ip icmp rate-limit unreachable 71— 3L 2
T4 F¥alb—varyavwr REFERALTETRTEET,

REZEDACL A v A —T oA AZHWHTDE, AL v FITACL A U F—T oA AZEHINT
WRWEHIT L, T XTOXRT Y hEFAILET, xy hT—7 X2 VT 4 DZDIZRKEZRZD ACL
FERTDGEIE. ZOLIRERNELDZEICEELTLEIN,

N—F9xz7EEXVUPYIT FOxT7IZ&S IP ACL OLE

ACL OBII LI N—RU =27 TITFINETH, M F 74 v27 70 —0HI21T CPU ITERE L TY
TR THUEETOLERHD O EH D E9, N— NV =7 T ACL OFE L RAT 2 HIEN R
THE, Ny MNIEEOLDIZCPUIZELNET, Y7 MY =THXERNT 7 4 v 7 OlgEL— |
E, "= RU=THRENT 7 4 v 7 LD RIBIIKLS 220 £9,

GE) AAvFDOVY—ARENEKRNTHN—F 7 =TI ACL ZRETERWES, BEBL2%Z155 (Y7 b
T 7 THREIND) OiF, AL v FIHEEFELEZY VLAN NO v T 7 4 v 7720 T, 27y b
V7 MU THRENEAETDE, MEEIND CPU VA Z LB LT, AL v FDONRT 5 —< 2 AN
BKFT22:03H0 £7,

N—2% ACL OBAEIE. ROBGEIZ ATy PR CPUICEEEINDIZ ENnH Y 7,

e logX¥—V—FRzfHT %,

o ICMP EEZEARREA v —V2AEKT D,

N7 47 Ta—0uXr S EEEOMEEITOGAE, BB N Ry o7 TR INETR, v
XTI 7 b 2T CUBTAIMERLD ET, N— R =T &Y T N =T Ty FALEERE
BERLDE-D, aX o 7R THLHTRTCHOT7u— (Fa7e—LELT70—) OAFHEHIENIEH IR
XWEEIL, BRIy hO—fzuX 7 TExERA,
N—4 ACL OFEEN— Ry =T IZHEH TERWEE, VLAN IZEE LIV —T 4 VxR v b
Y7 2T =T 4 T ENETH, TV oI N— R 2T frbivEd, ACLICLEDY
Oy MR CPUILEFEEIND &, AL v TFORT 3 —< U ABRKTTDAEEND D 7,
show ip access-lists ###£ EXEC =2~ K& AN LIZHAE, FRENH—H 7 bMaE, "—Fv=x
T CT 7 RARKMEND Ny MIEGENETA, AAMvF R Xy hBEXUOLV—T v K X7 v b
W35 —FoU =7 ® ACL ORI 2 HEHEHRZ BS54 1%, show access-lists hardware
counters £t EXEC =~ R&fEH L E 7,

ACLDO S TN a—Ta2yT

WD ACL v~ F—V % A vE—UNRFERINT [chars] BT 7 A VA NATHDLEEIL,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]
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AA v FIZIE, ACL ON— R = 7 REEAELT D2 DIHEHAIRRRY V—ZARNRRELTWET, 20O
UYY—221F, "—F =7 AFEVBIRT L ZR—2ZANEGENETHA, CPU AEVIIEENEY
ho ZORBEORRZ, EAERREEE=y NERIERAON—FT =T VY —ZXADRETT,
FRERHA = > MX, TCP 77 7D —%, 721X TCP, UDP, SCTP K— h&EE T eq L4+ (ne,

gt. It, range) @7 A F THLETT,

WOWT ORGSR Z A LT,

e ACLEEZZERLTHHTLZY Y —ZXZHOLET,

o fid ACL A E721FFE S LV bRHMFIATRICK RSN DAHTE2ITF ST ACL D4R ZEHE L

ES RN

HHON—FU =7 U Y —R%&#R3 %121, show platform layerd acl map 55t EXEC =< R%&
ANLET, AL vy FIHEHARER Y Y — 2B WAL, HUIC index 0 ~ index 15 BMEHATE 220
TEBRENET,
+372 U ) — A0y ACL ORRE DOFEMIC SV Tix, Bug Toolkit @ CSCsq63926 # 5L T 2 &
AN

T2EZIE, WO ACL A v ¥ —7 oA ZAZHEALET,

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

BREBMNDOIWDA v E—URNRRINDILGEITRO LI LET,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

77 7HEOHEE MR TE EE A, ZOMEE R 5121,

* ip access-list resequence 70—/ 3L 27 X al—v gy avr REFERHTHZ LICE- T,
4 55D ACE % 1 2H® ACE ORiICEE S EF 7,
permit tcp source source-wildcard destination destination-wildcard
permit tcp source source-wildcard destination destination-wildcard range 5 60

permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

F72X

o D ACLAEIFTFES LY bRHFIATERICK RINDAAMEZITEGIC ACL OARTZLHE L
F3 (& 21X ACL79 % ACL [ ITEE L E¥),

INT, ACLHRND 120D ACE %2 A v F—T7 =4 ATWMHATEET, A4 v FiX ACE % Opselect
index NOEHAFEER~y BV S By MV YTt 77 7BEOEE F2E Y ¥ CTTTCAM N
DORICE Y EEHLET,

N—% ACL OHEREIZ. RD LBV TT,

o FUEACL BELUHEIR ACL (ANBEOHAN) OF A7 72 a o REST Vv arin—Ru=T
THIEIL, 7782 arbro—nDeX=2U T ¢ 2k LET,

e ip unreachables 2’7 T —7 VDL, log #FRELRVE, ¥X =2V T 4 ACL OELFAT—
AVME—=ETH70 R N— Ry =T IlkoTCkryTINET, FHAT— AV N E—ET
Hu—ix, "= KU T CAS vF L TENET,

e N—% ACL ® ACE IZlog ¥—VU— RZEBMT 2L, Ty bOab—» CPUICKEEFEIIL, =¥
VIR MIbNET, ACE RFHAT— AV FOBEEL, 7y MIN—FY =27 TAAL v
FUITBLUOAN—T 4T ENET,
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IPv4 ACL DER3E

IPv4 ACL D% E Bl

Z T, IPVAACL 2R EB LM T 2612 R LET, ACL O3 A BT 23O T
%, [ Cisco I0S Security Configuration Guide, Release 12.2]. ¥ X O [Cisco 10S IP Configuration
Guide, Release 12.2] @ TIP Addressing and Services| @& I|Z& % [Configuring IP Services| #ZH
LTL7ZEN,

38312, /NAB R v N — 7 PR INT AT 4 ARKEA/RLET, L—7T v K R— b 2 [T S
NV =N AT, TRTOUEENRT 7 B ATE DSR2 EOFRPEM SN TNET, V—T v
R A= b LICEER SN — B, BERVOREIINWT =2 BEMInTHWET, —A
WIET AR TCOZ—FRT I ERATEETR, F—_"BIZT 7 EATE 22— WFIHIRINTNET,

N—% ACL ZHA LT ERO XL I ICERET DI, ROWVWTNOOFEEFEHLET,
o EYEACL Z1/ERLL., R—F I MO —RNIEETDNT T4 v T4V E ) T LET,
o PEIE ACL Z{ERR L. y— "B R—F LIZEHEETE NI 749w 0527 4N E2Y T LET,

B 38-3 L—5 ACLIZ&D b5 71 vy DHIEH
H—NA $—/\B
Lk BEXHWL
Ay A
= | =i
L

Tﬁ—hzg77h°—}~1

gﬁg \ﬁ;!

AEHM = = $ REHM

172.20.128.0 ~ 31 El 172.20.128.64 ~ 95

4 4

101354

WIT, BB ACL ZHH L TR— IO —N"BIZEETANFT T 4w 25T 4 NZ Y 7L, &R
DEFTT R 172.20.128.64 ~ 172.20.128.95 B EEEND N T 7 4 v 7 2T 24 56 %2R
LEd., 20 ACLIE. HBESNEEELT RLARHSOL—F v R B— K1 0% ESNS 5
T4y i@ INET,

Switch (config) # access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config) # end

Switch# show access-lists

Standard IP access list 6

permit 172.20.128.64, wildcard bits 0.0.0.31

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# ip access-group 6 out
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&Sl ACL

i3k ACL

IPva ACL oz N

Wi, JEE ACL Z#ALCH— "B OO R—MNIERTDI N T T4 v I 2T 4 NE YT L, fEED
FEILT N R (ZOHEIF—B) »OREEOSET FLR 172.20.128.64 ~ 172.20.128.95 I
EEINDNTF T4y RTEFAT26EZ R LET, ZOACLIEZ, V —7 v R A=K 1IZEETH
N7 4y 7SI, FREDSLET RLAIZEEIND N T 74 v V2 EFFILET, IRk
ACL Z T 25613, HEXBLOEFRONZ, v han (IP) ZANTHLERDY £7,
Switch (config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31

Switch (config)# end

Switch# show access-lists

Extended IP access list 106

permit ip any 172.20.128.64 0.0.0.31

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# ip access-group 106 in

ROFIDOF Yy 8T —27 36,000 1X.2FOOF 7Ty "3 73y VERET LI/ TA ARy hT—7
T, 2FV, ¥7 xRy b A 213255255.00 TJ, *v bUV—2 7 FL236.0.0.0 03 FDIB L
W4 BDOA 7T v MI, FFEOFAMERELET, 778X VA2 EZMHHLT, 7% | 48
DT R A% 12FFf L, ALY 7Ry hOMOT RLAFZTRTHEALET, 207 278X J R b
DRATIE. XY FT—72 36.0.0.0 DIOFTRXTOY T Xy F EOT RLARFAIINDZ EERL
F34, ZOACL I, A—MIEETLH Ty MZEHAESNET,
Switch (config) # access-list 2 permit 36.48.0.3
Switch (config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255

(

(

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# ip access-group 2 in

OB DFTEITIE, 1023 £V & REVGEHER— F~D5E(FE TCP HEfi 47 i LE T, 2 FDOITIE, &
A 1 128.88.1.2 @ SMTP A" — h~D35(F TCP i 27 F il L9, 3 FOOITIL, =7 — 74— K3y
7 ADAEEICMP A vt =Y ZFFRI LE T,

Switch (config) # access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023

Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch(config)# access-list 102 permit icmp any any

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# ip access-group 102 in

ROBFITIE, A F—Ry MTERS N Y NTV—IB3HY ., ZOXy FU—27 EOEEDR A R
A E =2y N LOMLEDOHRA M TCP #fit 2L CED LIHCTOIHEEMEL CWET, 2L,
IP AR DBIE, FEHA—L KA D A=/ (SMTP) R—&RE, Xy FT—7 LOKRR ML
TCP HEft L TE VW E I LET,

SMTP 1%, ##D—8 TIE TCP R—hF 25, &9 —MTIET o X LRR— " ESZEHALET, #L
TWAHEE, FMUR—FEEMEHINET, AV F—F v EDLFEET DA =N Ny hOsEA
A— ML 25 TT, BE Ty FOR—FEBEITREINTWET, BE&72Fy NT—7 VAT AT
WA — b 25 TORA—AEGENEH SN TWE D, BEF—E R EREF— X 2 @B HIHE T X
F9, ACLIIREA > F—T7 =24 ADANT ACLBLOEREA VX —T =2 ADH ] ACL & L THRT
SNDVENRBY 5,

WOFITIE, Fy FU—Z1F7 FL AN 1288800 DI/ T AB Xy hI—F7 T, A—)LHEAIDT K
L A% 128.88.1.2 T4, established ¥ — 7 — NX, #EX. SN2 a2R7-"T 5 TCP EHOXF —TU — R
T9, TCP 77— 77 A2 ACK £721X RST By bBRFEESN, 27y "BRBEFOHEFHIZE L TV 5
TEWHATAE, —EERRENET, FAEY P AT Xy b AU EF -T2 A A1 X, V—F%
AVE—Fy NIRRT A4 v F—T =4 AT,
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W 1Pv4 ACL DEEE

&HIf+E ACL

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established
Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# ip access-group 102 in

WIZ, Internet_filter &\ 9 ZRTOFENE ACL 3 X O marketing _group &\ 9 A OJEE ACL #1ERT
1%~ UET, Internet filter ACLIE, BBEILT FL A 1234 O EEENDITRTONT T 4 v
7 EHFRILET,

Switch (config)# ip access-list standard Internet filter
Switch (config-ext-nacl)# permit 1.2.3.4
Switch (config-ext-nacl) # exit

marketing group ACL 1%, %857 KL AL T AV KH— ROfE 171.69.0.0 0.0.255.255 ~DIEED
TCP Telnet 77t v 7 %FFRIL, ZDMD TCP 77 4 v 7 H#HELET, ICMP 77 1 v 7 %
AL, [EEOKEILND, 5EER— F23 1024 LV /hE 171.69.0.0 ~ 179.69.255.255 5T K
VANKESNDUDP b7 74 v 7 2R LET, ZRUADTRTOIP M7 7 4 v 7 2EHL T,
ERERIT R IBRRINET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet

Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl) # permit icmp any any

Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl) #

Switch (config-ext-nacl) #

deny ip any any log
exit

Internet_filter ACL 13315 b7 7 « v 72 M S 4L, marketing_group ACL XV A ¥ 3 R— FDE(E F
F74yZICHEHINET,

Switch (config) # interface gigabitethernetl/1
Switch(config-if)# no switchport

Switch (config-if)# ip address 2.0.5.1 255.255.255.0
Switch (config-if)# ip access-group Internet_filter out
Switch (config-if)# ip access-group marketing group in

IP ACL [S#A & h 5256

WIZ, AL ERER OFRT 8 i~ 6 i (18 ) ORICIP @ HTTP T 7 4 v 7 &7 541
R LET, UDP FT7 7 4 v 2%, THEEBLOHEROEF~F% 8§ (20 B) oM7ZITH TS
£,

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config) # time-range udp-yes

Switch (config)# periodic weekend 12:00 to 20:00

|

Switch (config)# ip access-list extended strict

Switch (config-ext-nacl) # deny tcp any any eq www time-range no-http
Switch (config-ext-nacl) # permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# ip access-group strict in

CiscolE3000 RAvF Y2 +rHxz7 AV T4 ¥al—av HAFE
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IPva ACL oz N

AV MIEDIPACLTV MY

ACLDORXx> Y

WIRTHE G E ACL OFITIE, Jones BHTAT DY —2 27— a U Ilix7 7B A% AL, Smith
BETHT—I AT —2a NIT 7B AZF R LER A,

Switch(config)# access-list 1 remark Permit only Jones workstation through

Switch (config access-list 1 permit 171.69.2.88

( )
( ) #
Switch (config)# access-list 1 remark Do not allow Smith workstation through
Switch (config)# access-list 1 deny 171.69.3.13

RIRTE S E ACL OfITIEL, Winter 3 X Smith DV —27 25— 3 1C Web BB Z#F A L%
A,

Switch(config)# access-list 100 remark Do not allow Winter to browse the web

Switch (config)# access-list 100 deny host 171.69.3.85 any eq www

Switch (config) # access-list 100 remark Do not allow Smith to browse the web
( ) #

Switch (config access-list 100 deny host 171.69.3.13 any eq www

W RT LM & ACL O TIiL, Jones DV 7 xRy MIT 7B AZFFRI LEH A,

Switch(config)# ip access-list standard prevention
Switch (config-std-nacl)# remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

WA T4 & ACL O Tk, Jones D7 % v MI¥{E Telnet OEAZ7FF L EH A,
Switch (config)# ip access-list extended telnetting

Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out

Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

1|

N—% ACL T, 2O X IR R —FSNTWET, log¥F—V— FEEETLE, =Y
E—HKT By MCBT A u EmmA v e—URa s =L FE IR E T, log-input ¥—7U— K
ERETLE, v 2 NVCANA v F—T oA ABBINESNET,

WKOFTIE, ARt EEET 722 UK stanl 14 10.1.1.0 0.0.0.255 "B D T 7 ¢ v 7 B2HE L,
ZOMDT XTOERELNOED T T 4y 7 &ZFAILET, log F—TV— FHEEINTWVET,

Switch (config)# ip access-list standard stanl
Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Switch (config-std-nacl)# permit any log
Switch (config-std-nacl)# exit
Switch (config) # interface gigabitethernetl/1
Switch(config-if)# ip access-group stanl in
Switch (config-if)# end
Switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):

00:00:48: NTP: authentication delay calculation problems

<output truncated>

00:09:34:%$SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
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W Z#74f= MAC 3k ACL DR

WIZ, BRIMTEYEET 782 VR B extl IZL > T AREOEEFEILI S 10.1.1.0 0.0.0.255 ~@D ICMP /¥
o NEZHFAL, T _TO UDP X7y hE2ESTHHZ2 R L ET,

Switch (config)# ip access-list extended extl

Switch (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log

Switch (config-std-nacl) # exit

Switch (config) # interface gigabitethernetl/1

Switch(config-if)# ip access-group extl in

Wiz, JEE ACL ou Zoflz R LET,
01:24:23:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1

packet
01:25:14:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet

01:31:33:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IPACL ®F_RThr¥2 7 = b UL $SEC-6-IPACCESSLOG CTHABE L £9, =2 FY oERT., —&
L7ZACLR7 78R = MY OFEICIE U THETRRD 9,
WIZ, log-input ¥—V — REHELTHEOHNIA v =V ORlZRLET,

00:04:21:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log X —U— FZ4EELLELE, RO ATy MCET 07 XAy —VIZBANA »F—T =4 R1E
WMREENEE A,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

A+ E MAC #iisk ACL D1ER

GE)

VLAN $7213v A ¥ 2 A F—T7=A ATHIPVE NI 74 v 274 NE Y 7T 5IT1E, MACT
FL 2B LOARITE MAC #69& ACL 26 L£¥, £OFIEIT, ARy < ikik ACL 2 E 7
L%6 ERKTT,

LAY 3 A2 —T7 A R0, AHifTE MAC $K5R ACL 2@ T& ¥ A,

mac access-list extended =~ R CTHHR—FINTWBIEIP 71 b LVOFEMIZHOWTIZ, 2DV
J—20avr R Y77 L REBRLTLIEEN,

appletalk i, =2~ RT3 A O~V T X R U TIZRRINETH, deny I LT permit MAC 7 7
A VAN a7 4F¥al—var E—Ravr FO—HEHLELTHR—- RSN TVEEA,
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ATy71
AT972
ATy73

ATy7 4
ATv75
ATy7 6

Z{tE MAC 3 ACL oferx M

A& MAC JE3% ACL Z BT 51213, F¢H EXEC ©— FTROFIHZFITL £

avwy kR

E[:5)

configure terminal

Ja—) ar74Xal—yary ET— REREEBLET,

mac access-list extended name

AAiEEH L CIREMAC T 72X VA NEERELET,

{deny | permit} {any | host source MAC
address | source MAC address mask} {any |
host destination MAC address | destination
MAC address mask} [type mask | 1sap Isap mask
| aarp | amber | dec-spanning | decnet-iv |
diagnostic | dsm | etype-6000 | etype-8042 | l1at
| lave-sca | mop-console | mop-dump | msdos |
mumps | netbios | vines-echo |vines-ip |
xns-idp | 0-65535] [cos cos]

JEEMACTZ7®A UAN arv 7 4 ¥al—v gy £— RTIL,
T_TOD (any) EEILMAC 7 KL A v A7 fF&%#(F 58 MAC
T RVAL FRIEIHEDOKA L (host) HFEL MAC T FLA
BLOTRTO (any) %65% MAC 7 RL A, v A7 fiF&565%
MAC 7 RV A, F73FrED5E%E MAC 7 R L AIZ, permit %
71X deny ZI8E L £ 7,

(EE) oA T arvE ANNTHZELTEET,

* type mask : Ethernet Il £721% SNAP TH 7/ bz N
7w b OAEE D EtherType # 5, 10 5, 16 #%, £7213 8
EHTRETEET, —BMREAEORNIZ, EETHEETE?
don'’t care ¥ kD~ A7 3 EtherType |2 H SV E T,

e lsap Isap mask : IEEE 802.2 TH 7/ b/ hD
LSAP %75, 10 65, 16 . F72i13 8 R THRALTE %
T, fEETdontcare By DS AT HIRETE ET,

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip
| xns-idp : JEIP 7’12 b =L,

e coscos: TIAFVT 4 EZRET D 0~ 7 O IEEE 802.1Q
CoS &=,

end

Kt EXEC £— RIZRE Y £7,

show access-lists [number | name]

TI7EAUANOREEZRRFLET,

copy running-config startup-config

ULE) 2y 74 Fal—ay Z7ANVICRESHRTELET,

ACL 21 ZHI%4 % 121%. no mac access-list extended name 72—/ 3L 27 4 X2 lb—3 g a
<~V RZMMA L ET, L4AifTE MAC 359 ACL 7°5 ACE Z#HBIICHIBRT5 2L b TE 1,

I, EtherType DECnet Phase IV N7 7 4 v 7 2 %KL, thOT_XTCOXATDNT T 4 v I %
AT 57 27€8A VAN macl 1FEB LORFT 20 2R LET,

Switch(config)# mac access-list extended macl

Switch (config-ext-macl) # deny any any decnet-iv
Switch (config-ext-macl) # permit any any
(

Switch (config-ext-macl) # end

Switch # show access-lists

Extended MAC access list macl
10 deny
20 permit any any

CiscolE3000 RA wF Y2 kmxz7 avI24¥al—>ay A4 F
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W Z#74f= MAC 3k ACL DR

LANY24203—T x4 XA~D MAC ACL DEHH

MAC ACL 1B L, ZNELVAT2 A F—T =2 AZWATDHE. DA L F—T =1 AERE
THHIP T T4 v 72740 FY 7 TEET, MACACL ZiEMT5 & 21213, ROEFHIHEIC

ATy71
AT972

ATv73

ATy7 4
A7y75

ATv7 6

HELTIEE,

e VLANIZELTWALA V244 —T x4 A ACL Z#EH L7EHE, V1Y 2 (K—F) ACL
X VLAN A V¥ —T = A AZHWH IR AT FRIO LAY 3 ACL, F721% VLAN (@A -
VLAN = v 7 X0 B LET, LAY 2R = FTZETIHERE Y ME, ®IZKA—KF ACL T

TUNEY) U TENET,

e FULA¥Y2AL X —TxARIIE IPTZ7ERIVRAREMACTZERA URRME 1 DT HOLH
WHTEERA, IPTI7HR VRANMNIIP XNy y NETE 74XV 7L, MACT 78R U X
MIFEIP Xy baT7 4B 7 LET,

e 1ODLAF¥2ALF—T A AZHEHTEALMACT KL A VA ML DEIFTY, 9T
MACACL BHBHREENTWVWALAFY2 AL F—T A AZMACT 78X VA MNEHEHATH L.
FHEWHD ACL BDE LW ACL ICBEX#HZ ONET,

LAY 2A L E—T oA ADT 7 A EHIET572DIZMAC 7782 VA ME@EATI20E, %
e EXEC E— FCROFIEEFEITLET,

avwy kR

E[:5)

configure terminal

Ja—)L a7 4 FXal—yary E—RREEBLET,

interface interface-id

FEDA L E—T A AEREL, AV F—T AR A7 4
Fal—raryrET—RelBELET, BETDHA X —T AR
BV A Y2 A —T7 A A (K—F ACL) TRIFNIERY
FHA,

mac access-group {name} {in}

MACT77%A2 URAMEBHLT, HEESNEA LV EZ—T A R
~NOT 7 AR L E T,

AR— B ACL (X, BEHMICRY bR —FEnE7,

end

b EXEC B— NIZEDY 77,

show mac access-group [interface interface-id]

FDAH =T 2 A AFEFEITTRTOLAY2 A X —T AR
WHEHHAENTWSEMACT 7R URAMNEFRRLET,

copy running-config startup-config

L) av74Xalb—ay 77 A NMCHREZRIELE T,

BELET 7R ZN—7%HIRT %I21%. no mac access-group {name} { VX —7 A A 27 4
Xal—varavwr ReALET,

WIZ, 77%8Z2 VAN macl Z R — MIEALTR—MIEETI Ny 2740 0E ) 7T 50%

RLET,

Switch (config) # interface gigabitethernetl/1
Switch(config-if)# mac access-group macl in

() macaccess-group { V¥ —7 A A AT 4 Fal—varavr NI YWHELA Y2, F—T =
AAZHEHASINTHBEICRB A E /2 9, Zoa~ 2 Rk, EtherChannel AR — k F ¥ U2

IS VR
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VLAN vv 7oz N

2L vFiE, Ny b EZETHE, HEACL L7y FERAELET, ACL ANy v FEHFAT5
BE. AL v Fi3 oy bOMBEEREGE LET, ACL 837 v FE2HEETIHEE. A v Fi3 7y
FMEBEELET, REFEDOACLEA L X —T oA RAZHHATAE, 24 v FIZTACLRA v ¥ —T =
ARZHEH SN TWRWEHE L, T XTOXRXTy hEFRILET, Xy bFTV—27 X2 T 00
WDICRERD ACL ZHATHHEAIT. ZOXIRMEENELDZ LICEELTLIEE N,

VLAN < v TDERTE

2FyvFT 1

ATvT 2

ATFyvFT 3

GE)

ATv7 4

ZIZTiE, VLAN = v 752 ET D HIEIZOWTHBALET, Z0FHETZ, VLANRNTTZ 4 v v
T a T DME— 0 HFETT, VLAN = v FIIEHFROBRERH Y A, VLAN v > 7 Z&FEHL T,
BEOHBEMD T T 4 v 7T 4 NE ) 7T HIC0E, BEDOEETELITSET FLUARE TSR
ACL ZEMMT3H0ENH Y £3, VLAN ~ v THRICHL 7 v b X4 7 (IP £721% MAC) (2333
match A)03H DA, T 74V F T, ~ v 7HRNOEOZ RV —FH LW ry M ke vy
NET, ZU Ty b XA TIHT D match 2~ 2 RRRWEE, T 7 40 KTk, X7y boddgk
SNET,

ZZTHEMT D 2~ FOMIE LOHAGEOFHMI SN TIE, 20U U —=RZHsd 52~ R
V77 V2B LTSN,

VLAN =~ v 72 EA LT, 1 2F£7-138% D VLAN CEHT2121E. ROAT v T HFETLET,

VLAN (23 4 2 4% [Pv4 ACL £ 72133E59E IP ACL. F 72134 Bifh & MAC $53E ACL Z1ERk L £9,
% [Pv4 ACL 35 JOMESE IPv4 ACL OfERE] (P.38-7) B X [VLAN ~ v 7 dO1ERk] (P.38-33) %
ZRLTLEEN,

VLAN ACL v v 7 = U Z{ERLT S ICIE, vlan access-map 72— 3L 27 4 Fab—3 g
avry FeAJLET,

TI7RA <y ar7 4 ¥al— gy £— KT, action & LT, forward (7 x/L }) F72i%
drop ZANTH5Z b TEEd, £/, match =~ FE AN LT, DO MAC 7 R L AT
MENTZIP Ny FERIIIEIP X7y hERELZD ., 1 DE13HE SO ACL (EHEE 7 3E5R) &
Ry hERELEV T ELTEET,

Ry b Z47 (IP £721X MAC) 1Z%F% % match A28 VLAN = v ZICREENTWAHEA T, €D
2T T arNRuy FOBRRE. FOLAL FI—HTETXTORry b Ry FE8RET,
match AJ78 VLAN = v 71T | BESNTWET 7V arBn Ry Z7Oo8RA1E, 7 XTO IPBLO
LAY 22Xy RS Rey a3 ET,

VLAN ~ v 7% 1 DF /1384 VLAN (29 5(2i%, vlan filter f > X —7 = A a7 4 ¥z
L—Yay avwry REERLET,

ZZTE, ROBEICOWTHALET,

o [VLAN ~ v 7 OREROEZ FHE] (P.38-32)

e [VLAN = v 7O{ER] (P.38-33)

e [VLAN ~® VLAN ~ > 7 Oiii 1] (P.38-35)

e [Xv NU—27T®O VLAN ~ v 7O A (P.38-36)
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W VLAN =y F0EE

VLAN 7 v JORERDIEEIER

VLAN = v 7% RET 5 & I, ROTFEFHIZES> TLEE W,

o AUH—TxAATKTI T4 v HERTHLICEESNT ACL B72< . VLAN ¥ v 7 BEE
SATHRIVES, TRXTDO N T 74 v 7 BRFAENET,

e X VLAN v v 7 id—#HoOx N THEINET, VLAN vy 7o M DOIEFITEE T,
AA v FIZERE LNy ML, VLAN ~ v 7ORIIO= VIR LTT A MEhET, —
L7288 1%, VLAN = v 7OZOEGICHRESNT 7 v a URFETEINET, — B Lo 7
BE. X7y MIvy 7HRHORO= FUIZHLTT A NERET,

o My kAT (IP £721F MAC) (Z%9 5 match A)A VLAN ~ > 7|2 1 D F 721388 H 5
LETH, Xy bRZFENSLO match AJI—F L72WgHEAE, T 74V TEAXry bR R v
SNFET, Z4 v b XA TZHT D match A)55 VLAN ~ v 7RI WA, 7 7 4/ FTlX
Ny MIREREESNE T,

o 2D ACL BRHBEEINTWVAEAIE, VAT LAOBRMICEERINANDEZ ERH Y 7,

e VLAN=v7oux 73R —FrSNnTWHEREA,

s LAY2AF—T oA AZHWHINIZIP T 7 A Y A l\it MAC TIEAYVAXNBAAL T
IZdH->T, R— 2R T 5 VLAN IZ VLAN ~ > 72 EHT 5% 6. &A— F ACL 2 VLAN v v 7
R LET,

o N—KRUxTIZVLAN =~y 7OREEZBEH TERWHEIE, £ VLAN NOTXTONRTr v M
27 TV oD I BIONN—FT 4 o 7T HMERLY 3,
e 774U VLANEBLOtH %Y VLAN TVLAN vy 7H#RETEET, 2720, 74

N—hF VLAN D7 T A4 <V EBLUED ZY VLAN IZRU VLAN v~ v 72 RET H 2 & 2 HiLE
L%,

o TL—LNTTA_X—F VLAN NTHREIND LAY 2 DA, AL VLAN < v 72 Al & H
JMoOmFIZ#EHSNET, 7L—A0 7714 X— K VLAN ORI BT AR — MMav—TF 1~
TENDEE., T4 X—K VLAN = v 7R AINCER S E T,

— RAN BR— DL EENR—F~DT v AN —LATEEINEZ T L—LD8E. B
ZY VLAN ICREENTWD VLAN v~ v 7R s x4,

— ESERR— RN BHRARN R ~DX T AN —ATEEEINDE T L—LOEE. 754
< U VLAN ICHRESHTWS VLAN ~ v 7l S nE4,

7T A RXR—=K VLAN DT IP VT 7 4 v 0 %7 40 &) 79520k, 774~V VLAN Bk

Utﬁ/&JWAN@ﬁﬁ VLAN ~ v 7 Z#H$T 30 ER’HY £, 774 X—k VLAN ®

ZEICHOWTIT, F 19% (794 X— 1 VLAN ORE] 28R LTSN,

BEFNZHONTIE, Ry NU—27 TO VLAN ~ v 7OFERE] (P38-36) 25 L TL &V,

N—% ACL BEL O VLAN ~ v 752 flAEHLE THEHAT 2 HIEIC DWW TiE, [VLAN v v 7 & r—%
ACL O ERFOEREFEH] (P38-38) #ZMML T &V,
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VLAN vv 7oz N

VLAN < v T DR

ATy71
A797 2

A7973

ATv7 4

ATy75
27976
ATvFT1

% VLAN v v ZIEF T ~bn/c—@#EHo = M) THE SN ET, VLAN v v 7 = U Z{EAk,
BN, E7ITHIBRT 2121, F7# EXEC £— R TROFIEA FEITLET,

avyv Rk B

configure terminal Jua— ar7 4 Xal—vary B— REEEBELET,

vlan access-map name [number] VLAN = v 7% Ef L, LB I OES ((EF) 2HBELET, H5I1T
vy THNOT ) DY — v RAEFTT,
[ C4RID VLAN ~ v 7 Z2EMT 2 &, 10 7283 25 F 5 0NIEICE Y
BTonET, vy TEETELITHIRT L L XX, 4T~y T =
N OFSZEATEET,
AR REANTEE, T/RA Ry a7 4 F¥alb—a

T NEDY ET,

action {drop | forward} EE) ~v 7 o MU TDT 7 a v 2 RELET, T 740 M
#ixik (forward) T9,

match {ip | mac} address {name | 1 OFERITEBOEREE-ITIET 78X UX MIH LTy F2RA

number} [name | number] LET (IP £FIEMAC T FLRA%EEH), 7y hoREE, X535
fmb:wﬁ%fmTﬁtzbe’ﬁbfﬁiﬁbﬂi# IP ">

NI, EHEEZIIIEEIP 77 EZX VX MIFLTREESNET, FEIP /S

T MM, 4RITE MACHEET 72 A U R MIRLTRETRAESINE
7

end Juo—)Lar7 4 Fal—ary E—RIREYET,

show running-config TIEAVANOREEZFZRLET,

copy running-config startup-config |(1jE) =L 7 4 F¥al—vay 77 A NMCRELRELET,

~ v FEHIRT 512X, no vlan access-map name 72 —/N)L AT 4 Fal—Tal avw REfl
HALET, v~ v 7RO —Fr 2 = b Y% 1 DHIBRT 5121, no vlan access-map name number 7
og— )L a7 4 Xal—gryavy REFERALET,

FTI7FN DT I arThHEEEEITHIICIE, noaction 77t A v~y a7 4Falb—v g
avr REFEHLET,
VLAN = v 7" Tii, %ﬁé@ permit £72iX deny ¥ —V — F&EMH L EHA, VLAN vy 72 L T

Ry NEEGTHICE. X7y FERET D ACL 2{F LT, 77 varvid ke y FICEELE
3, ACL N® perm1t o ETBEVIEKRTT, ACL AD deny 1X, —ELARWVWEWI BIRTT,

ACL 8& U VLAN 7 v 704l

Bl 1

wIZ, BEOBHIOZD D ACL BL W VLAN =~ v 7 E2{ERT 202~ L ET,

T, Xy FEERT S ACL BE O VLAN ~ v 721ERT 502 R LET, DO~ v 7T
X, ipl ACL (TCP /X7 v b) IZ—&T 53Ty b3 keyFE&8nEd, &I, 3TO
TCP "7 v M:.#FTL FNLS DTy b EFTRTHEST S ipl ACL Z1ER L E T, VLAN ~v
WZIEIP 237 v MZKT 2 match AINFEET D720, T 74V OT 72 a Tk, ED match Al & b
—HLARWIP X7y MR TRT Ry 7ENnET,

Switch (config)# ip access-list extended ipl
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W VLAN =y F0EE

#l 2

#l 3

Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 10

Switch (config-access-map) # match ip address ipl
Switch (config-access-map) # action drop

W, "7y FEFFAT S VLAN ~ v 72 Bl d 5612~ LE ¥, ACL ip2 13 UDP /37 v b &iFn]
L. ip2 ACL & —EF 2T _RTCONRTy FBRBEINE S, 2O~y TR, ZHLETIOED ACL &
Hb—HLARNWTRXTOIP X7 v kb (TCP TH UDP THRWAT Y ) B ReyranEd,

Switch (config)# ip access-list extended ip2
Switch (config-ext-nacl)# permit udp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map) # match ip address ip2
Switch (config-access-map)# action forward

WOFED VLAN = v 7 Tld, 774/ FTIP N7y FBAFry 7S, MAC "7 v PRk S E
T, FEHED ACL 101 B L OARIFHEHLIET 7 & A U A b igmp-match 35 XY tep-match % Z D~ >
TEMABEDETHEHTLE, ROXLIITRY ET,

e T RTDUDP Ty MREEEINET,

o TRTDOIGMP X7y MR Re vy FSiET,

e TRTOTCP N7y MPfEEINET,

o ZTOMDOTRTOIP Ty "R Rr Yy FINET,
o TRTOIIP /N7y bBEREINET,

Switch (config)# access-list 101 permit udp any any
Switch(config)# ip access-list extended igmp-match
Switch (config-ext-nacl)# permit igmp any any
Switch(config)# ip access-list extended tcp-match
Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map drop-ip-default 10
Switch (config-access-map) # match ip address 101
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map) # match ip address igmp-match
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# wlan access-map drop-ip-default 30
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

WoOHO VLAN v v 7Tk, 774V FTMAC Xy MR Fay7Zan, IP 37y hBREREINE
J. MAC JEBET 72 A2 U A | good-hosts 55 & T good-protocols 2 = O~ v 7 LA G W T T
L&, MDEIITRYET,

A A K 0000.0c00.0111 3 £ T 0000.0¢00.0211 235 D MAC ~7 v b3 ZE S NET,
e decnet-iv £721% vines-ip 7'v IV EFHT S MAC /N7 > FREEESNE T,
FOMDFTRTDIEIP Xry bR Ry FINET,

TRTOIP A7y FREEINET,
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#l 4

VLAN vv 7oz N

Switch (config) # mac access-list extended good-hosts
Switch (config-ext-macl)# permit host 000.0c00.0111 any
Switch (config-ext-macl) # permit host 000.0c00.0211 any
Switch (config-ext-nacl) # exit

Switch (config) # mac access-list extended good-protocols
Switch (config-ext-macl) # permit any any decnet-ip
Switch (config-ext-macl)# permit any any vines-ip

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map drop-mac-default 10
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map) # action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-mac-default 20
Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map)# action forward

WOBID VLAN v 7 Tld, 774V FTTRTORTy b (IPBLOIEIP) ARy FEinEd,
F2HBLOBH 3 DOT 78R J R tep-match 3 LU good-hosts 2 Z D~ v 7 LA G LY THEAT S
ELROE ST ET,

o TRTODTCP N7y MRREINET,

e A K 0000.0c00.0111 33 LT 0000.0c00.0211 235D MAC 737 v kM kS E 7,
o ZOMDOTRTOIP Xy bR RuryFIRET,

o ZEDOMODFTXTDMAC N7y bR Rry FIRET,

Switch(config)# vlan access-map drop-all-default 10
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-all-default 20
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

VLAN ~® VLAN < v 7 D&M

1 2O VLAN v v 7% 1 DFE 7213850 VLAN [Z# AT 5121, 554 EXEC £ — R TRO FIEE £
TLET,

avw vk B

27971  configure terminal Ja—rL ar T 4 X¥al—ay e REEBLET,

A7972  vlan filter mapname vlan-list list VLAN = v 7% 1 DF 721385 VLAN ID (28 /H L ¥ 9,
list (213 Hi— VLAN ID (22) ., e L& (10 ~ 22), F721X VLAN
IDDARNY 7 (12, 22, 30) 2FETEET, B~ A 7 ORI
BRICAR—RAZHAT L EHTEET,

A7973 show running-config TIEA VR NOBREEF L LET,

A7974 copy running-config startup-config |({£E) =L 7 4 Xal—ay Ty ANMIREEARELET,

VLAN = v 7% HIBr3 % 121%. no vlan filter mapname vlan-list list 72— S)L 227 4 Fa b — 3
vavwry FEERLES,
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W VLAN =y F0EE

WIZ, VLAN v 7' 1 % VLAN 20 ~ 22 I[Z@EH T 2047~ L E7,

Switch(config)# wvlan filter map 1 vlan-list 20-22

2y FJ—-TOVLAN 7 v JDERE

Tk, —f&AY7 VLAN ~ v O RIEICOWT—HEH L £,
o [UAXY V7 Ju—Ey bORE] (P.38-36)
e [HDO VLAN IZ®H DT —1"~D7 78 ZADES] (P.38-37)

24x) Vg ya—€y FOEKE

IA¥Y V7 sa—Fy MERTIE, V=T 4 VI NAAL vTF ETAX—TNMZENTORWIGEN
bV FEF, L, TORETH VLAN v » 7B L QoS 0% ACL IV AR —FEhTwnE 7,

38-4 TIE.AA M X BIOWFEARN Y ITELD VLANNIZHY . A4V V7 Ja—FEy b A v
FABIOAAL v F ClZHEHINTWDEEELTVET, FANXNDLHRARNY ~D T T 47
. =T 4 VIR R =T NVICEHESNTZ LAY 3 AL v T ThHDAAL vF BIZ Lo THREMIZ
N—T 47 ENET, FANXNOERANY ~DINTFT7 4713, VT 747D M) RNA YV
FCHEIAALVF ATT A L ha—LTEXET,

38-4 DqA4xI T yo—€Ey FOBRE

VLAN T Y T : XD Y ~AD !
HTTP 289 %, = |

HTTP [T > kY RA Y b T —>
EEINb, |:||
— —
AR kX RRRY
77777777 VLAN 1 10.1.1.32 10.1.1.34 )
— — — VLAN2 &

—> N7y b

HTTP FT7 7 4 v 7 %FRA N XMHARARY ~AA v F o7 LgngGAIE, FARX IP7 RL A
10.1.1.32) 26 ARA MY (IP 7 FLA 10.1.1.34) I[ZENDTXTO HTTP N7 7 4 v 7 DNAAL vTF A
ThRey7a&3N, ALy F BTV vV 7E3NR20nEH1T, A4 vTF ADVLAN v TERETE
ij‘o

BUINC, HTTP A— K ECHTRTOTCP b7 7 4 v 7 &FFa (—F) T2IPT7 7R URD http %
EFxRLET,

Switch (config)# ip access-list extended http

Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch (config-ext-nacl) # exit

CiscolE3000 RAvF Y2 +rHxz7 AV T4 ¥al—av HAFE
m. OL-28707-02-J |



| £38E ACLISESFRYIT—Y £F2UT1DRE

VLAN vv 7oz N

W, http T2 ®AVANE—=HET DT 74y Im™ Ry a3, TOMOTXTOIP FT77 1 v
IBEREEINA LI, VLAN 7278 A ~ v 7 map2 #{ERLET,

Switch (config)# wvlan access-map map2 10

Switch (config-access-map) # match ip address http
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map2 20

Switch (config-access-map) # match ip address match_all
Switch (config-access-map) # action forward

WIZ, VLAN 77t A ~v 7 map2 % VLAN 1 I LE T,

Switch(config)# wvlan filter map2 vlan 1

A®D VLAN [2HEH—/\~DT7 IV 2 ADIER

BD VLAN IZH DT —R_~DT7 7 A%&HIRTEEd, =& xiE, VLAN 10 NDOH—,310.1.1.100
TliE, WDEBRA DT 7 BRAEZERTLHLERS D £9 (X 38-5 25MH),

e VLAN20 NOY 7 x> F 10.1.2.08 IZHDHHRA DT V2RI LET,
e VLANIOHNDOAHAEZA K 10.1.1.4 BELWV10.1.1.8 DT 7 A &EEIELET,

X 38-5 o VLAN LOH—/I~DT7 VI L RER
VLAN < v 7

= @
10.1.1.100 l
|

********** \ IRy b
H#—s% (VLAN 10) \ 10.1.2.0/8
| |
A \
10.1.1.4|:L‘ ””””””””” —
— Ak (VLAN 20)
&Rk (VLAN 10) LAY3RAYTF
A
10118 (-
=y 8
=Rk (VLAN 10) —>» /N7y k2

Wiz, 7% > b 10.1.2.0.8 HOKRZ b, AR L 10.1.1.4, BLUKRZ b 10.1.1.8 DT 7 & 2 Z4EH
L. ZDOMDIP b7 7 4 v %§F" 35 VLAN ~ v 7 SERVERI-ACL #/Ea L T, B> VLAN N®
Y= RA~DT I AEEET HHERLET, HEDAT v 7T, ¥ v 7 SERVER] % VLAN 10 i
WHLET,

AFvF 1 ELWATy b —ET5HIPACL Z#E£LET,

Switch (config)# ip access-list extended SERVER1_ACL
Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100

( ))

Switch (config-ext-nacl))# exit
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W )L—2 ACL # VLAN vy LA hETHERAT A

A7y 2

SERVERI ACL & #3425 IP X7 v h& Fuy 7 LT, 20O ACL £ —8LARWIP 7 v N EFEEET
5ACLEZMFEHALT, VLAN~ Y 72 EHRZLET,

Switch (config)# vlan access-map SERVER1_ MAP

Switch (config-access-map) # match ip address SERVER1_ACL
Switch (config-access-map) # action drop

Switch (config)# vlan access-map SERVER1_ MAP 20

Switch (config-access-map)# action forward

Switch (config-access-map) # exit

VLAN 10 {12 VLAN = > 7% H L £7,

Switch (config)# vlan filter SERVER1_MAP vlan-list 10.

JL—% ACL Z VLAN v v JLlAEHETHEAT 55

TV T ENTE N T T4 I BIONN—TFT 4 TSN N T 74y 7 OWFIZR L TT 78X =
Vb= EITHIZE, VLAN = v 72 HMCEHT 2, 723 —4% ACL & VLAN <~ v 7%
HEbLYTHERHLES, AMEE Il For—7 v RVLAN A v X —7 = A A TL—H ACL 2 EH
Lz, ZV P 7 &8N N T 74977 7 A% a be—L$d5 VLAN Yy 72 EELTY
TEET,

/\/7/ b 7a—2 ACLN VLAN ~ > 7 ® deny A7 — h A b E—FHLEGA, V—% ACL OFE
BRSNSy b Te—dER SR ET,

N—2% ACL % VLAN v v 7 LA G DR THEHA L, V—% ACL TORX U V7 ENELET 537y b
7 VLAN = v 7 THG SN HE. ooy Mindrr7anEti,

%Ny b AT (IP £721% MAC) (259 % match AJ78 VLAN < v FIZHAHETH, 27 v b

NEDHEATIZ—FLARWEES, T 74/ bTII Ny b2 Re vy 7&NnET, VLAN = v 7HIC

match AN 72<, 77 aryNBEESNTWARWESE, FOVLAN vy 7 = U &b —F LR
MIfmkEhEd,

T T, —% ACL % VLAN < v LA THEMAT 5 HFEICONTHRB L4,

e [VLAN v v 7L —% ACL OFEHoEESIA] (P.38-38)

o [VLAN C#H&ENn5/1L—% ACL & VLAN < v 7 0#il] (P.38-39)

VLAN 7v & I)L—% ACL DEFEEBDIEEIR

: TICR#E SN EEFEIZ, v —F ACL ALFVLAN v > 7% [H U VLAN ETHEMATILERD
LZRECHEHMAENET, +—% ACL BL T VLAN v v 7 & 87220 VLAN I[ZHI Y B THREICIT, Z
NOOEEFHITEN S L EE A,

2y F N—FRu=7, i (ANBIOHA) Zick®xa27 40 ACLEZ 1 BIRLEd, Lz
Bo5T, —4% ACL LU VLAN v » 7% R U VLAN IZRET 25815, 2L EiEa T D5 0EN.
HYFEF, V=% ACL & VLAN v v 7 Zifia T %5 &, ACE DHENFERICR D561 HY £1,
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

N—4 ACL 8L VLAN v v 7 %[F U VLAN IR ETLH2LEND H5E61F, —F ACL & VLAN
<y 7OMGTOREICEHL, 2T T2EBREHEIIES TS EEN,

VLAN A > #—T = A 2 LOKFE (ANBLOHN) I VLAN = v 7B L0 —4% 0 ACL % 1
DT OIRY FEETE ET,

FEEZRFRY . T R_RTCHO U NI DT I v ayRNE—7T, KEDT 74V T2 g 2Bt
DEAT LD HITACL 2B LET, ROWVWTNUIOBEXEZHEHL T, ACL 25tk L ET,
permit...

permit...

permit...
deny ip any any

Elne

deny...
deny...
deny...
permit ip any any

ACL A CHEEOT 7> ay GFrl, IR 2EXRTLH LA, ENENOT Vv ay 24 7% F
LT, = MUEEEHIRLET,

ACLNICLVA YV AERERELRNTLLEESY, LAV AEREZEMTLE, AT B ERADRHE
Ml E9, ACLDOZ 4 &V v 70, full-flow GEEIP 7 RV A, s IP 7T RV A, 7
ghan, BLO7a har R—F) T, IPT7T RV RA BETBIO%E) ICESWTiTh
NAHEEIT, KEREERBENEONE T, FIRERBY . IP 7 L R IZiX don't care € v ~ &
LTK téb\o

IP ACE & L A ¥ 4 5 A 57> TCP/UDP/ICMP ACE 23/ /5 & % ACL WNIZTELE L. full-flow &—
REIRETHIVNENHDLE XX, LI VY4ACEA2 VA MOKRRBICEEBELE T, ZoOfE. IPT K
WHSS NI T4 v I OT7 4 V) IRERISNET,

VLAN [SEREhSI/L—% ACL & VLAN < v T4l

T V=% ACLBLXOVLAN v v 7% VLAN [ZEHA L, AL vF K X7 v b, 7V v KR
Ty b =Ty RXXFy b BB ATFXFXY AN Xy hERBETLIHEZRLET, KROKTI

ENENDFERICEEESIND Xy NERLET, 237y FO/RAD VLAN = v 7' ACL 27”7 #

LREFTDHRA T, Xy heigkEFIc ey 7950 LH 0 9,

ACLBIURAYF K 7y b+

38-6 12, VLAN WTRAA v F 7 E3d /X7y MZACL ##HT 2 k2R LET, 74 —/b
Ny TV P Il i o T—T 4 V7 EFEEINT, VLANNTAAS v F 7 E3hb /7y

Mz

X, AJJ VLAN @ VLAN = v 772 B S ivE T,
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W L—% ACL # VLAN = v FL#AahETHRT 3 5%
38-6 ARAYF R 1%y b~AD ACL OiEHA
. AR HA
VLAN10 | JL—%& JL—% 1 VLAN20
<v 7 ACL ACL Py
N \ V N
-
—_—
RA KA
(VLAN 10) ‘ !
V=T Y URREER (T
P A=y Ty
ARk C _/ 3 |
(VLAN 10) l ! !
a— 1 | 5
VLAN 10 > Ky b VLAN20 &

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

ACLELUIYY DK 7y bk

38-712, 7= Ny 7 TU PR ANry MCACL #EMAT 5 HEEZRLET, 7V vV R R
7y bOBEIF. A VLAN IV A ¥ 2 ACL 2 s Sk, £72. FEIP BLUIE ARP 7 v

FEFRT =Ny 7 TP R ATy e ET,

Ty E Ry bAD ACL OEA

VLAN 10 VLAN 20
K&V K&V
A— A—
R -
RZ kA "R B
(VLAN 10) | ‘ (VLAN 20)
VAN Ty
VLAN 10 | > By b VLAN20 3
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

ACLBLUTIL—TY R N7y b
38-8 12, V=T v F 7y MCACL M T 25k RLET, V=7 v K 7y FOBA,
ACL I3 ONEE Tl il ShvE T,
1. AJJ VLAN ® VLAN ~ v 7

AJI—% ACL

tijr—2% ACL

i/ VLAN @ VLAN ~ » 7

> »® DN

38-8 =Ty F 35y bh~A®D ACL OEA

L AR a:p) 3
VLAN10 | JL—%& JL—% ' VLAN20
<v7 ACL ACL DR

b !

wes | | il
_’j‘ | | ——
RAMA HRA B

(VLAN 10) ‘ | (VLAN 20)

VLANTO s Ry VLAN 20

101359

ACLEBELUTILFEXNY R 1y k

38-912, IP v v Fx v 2 MICE- SN/ v M ACL @M+ 2 hiEE R~ LET, v—T 4
YITENDHTNT XY AL ATy MR, 2 0D0RRD T 4V REHASNET, 1 DlE, SENR AT
VLAN ADOR— F THLHEIHEH S, 9 1 21k, 5EN Ty FOAV—=FT 4 7% ThD

B VLAN WIZh 258 S E T, ~F7y MIEEOH ) VLAN IV —T 4 7 SR 5580
HYFETH, ZOHHIF%E VLAN Z IR 50— 217 ACL 5L T VLAN v v N S E
R

B, Xy ME—EoOoH ) VLAN N CHFRT &L, 240 VLAN THEESINET, N7y b
DA =N, FAENTSEICEEEINET, 727 L. A VLAN v > 7 (4 38-9 ® VLAN 10 ¥~
T Lo TRTFy MR Ry 7SnNs5E6, N7y hoab—3smlicktEGInEti,
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W )L—2 ACL # VLAN vy LA hETHERAT A

38-9 TIFFY Rk 17y bAD ACL DOEA
AR A
VLAN10 | JL—% JL—% 1 VLAN20
<v7 ACL ACL L RvT
v v v v
T > ()
= —
RR A KR~ B
(VLAN 10) ; 1 (VLAN 20)
) LT VTR
KRRk C _/ i 3
(VLAN 10) l : 3
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