GE)

R— FEMGD FF T 1 v I HIHOERE

ZOFETHEH, IE3000 A4 v FIZHR—F_X—=2D T 7 ¢ v 7 HlEEEZRET D FNEICOWTEIBHL
7,

COBETHEHTDa~y FOBIBLOMEHFEOFEMIZONTIE, 20V V=R T a~vr R
V77 LU AESRLTITEEN,

ZOETHATIANEE. ROLBY TT,

o R b—2HlEORE] (P.29-1)

o [ME#ER—FoORE] (P.29-6)

o WK=K TuvXr7oREl (P.29-7)

o [FR—=FEX2VT 0TS (P.29-9)

o [Fuhal Ah—Ah FuaFriar0REl (P29-20)
o [R—=1HMNDNT 7 4w 7 HiliHEEEDER] (P.29-22)

A F—LFIHDEETE

T ITIE, ROBEEREFRICOVWTHHALET,

o (A b—2filHOME] (P.29-1)

o A M—2iilflDOT 7 4V MeRE] (P.29-3)

o [AF—LHIEBLRLEWVELVOERE] (P.29-3)
e hEWTZL—LDFHEFLV— hOFRE] (P.29-5)

A F—LHEHOBME

A b= ALY, MBEA AT 2 AD 1 OTEAELETo—FFy A b, v LFF¥ A, F20T
Z=F XY AR AM—AIZES5TLAN EO N7 7 4 v 7 BNRELT 2 Z L ZFiEE3, LAN X F— A0,
LANIZRTZ y bR T T 9T 4 0 T LB AICRBAELET, TORE. T 7 4 v 7 PNEIZHE 2 T
Fy hT—7 RT3 —< U ANETLET, Y0 halzx¥ vy 7 0EECT— v FU— 7RO
MEW, -k CHlER &N DoS K& H A F—2DAIZ/RY £,
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E2E K FEED ST 4 v HEORE |

N = r—LE@ORE

A —LH (ERIZ T 70w 78D 1T A E—T oA AN AL v F T N @ 5%
o et L, Xy hdRa=%y AL, vAFFY A, FREFETe—FREFry 2 bOWNWTNTH
HENEHHLET, 2 vFid, 1| BEICSZTBRA B EDEZA 707y hOFEHh T P LT, H
BICEREINIMHEI LD LEVE L ZOHIERS E2 i LET,

A b =Ll#EE, ROILONTNNENT T4 v 7 TI7T 4T 4 DREFIESHEMR L ET,

o HHE (Zu—FXxy AN, vAFFXFY AN FREEZ=FXYAN T T4 v I BFEHTED
N— b ORI OEIE)

e Tu—RE¥xy AL, wAFF¥ AL, FEEFI=FFYRA Xy MRZEESNRDINT T 400
L— NOBEN O > MK,

o Ju—FXx¥ R, vAFXFY AL FLEFa=FY AL RT Y IBRZEENDNT T4 v
L— hOBHEAOE Y ML

o INEWVWTL—LDITT 4w L— b ORHEAONry ME, ZOBERIX, Fa— g x—
TNTT, NENTL—LDOLIWVMHEIL, HFA X —T 2 ATHREINET,

EROFEOWTNEZEHALTH, LEWVEIKEET S E, A~ NINT 74 v 7270y s LET,
FT7 74227 =R FRLEVE BESNTWEHEE) 2 FRISARWVWRY  R—KMive v s &
NEEFITRY, Z0%, BFEOBENFHINET, FRMH LSABREEShL T RWES, T
T4 w7 L— BN ERMIHIL L ETRLRWED, A, v FIEZTRTCONT T 4w ETavr L
4, RIS, TOLARETNEEWVIEE, 7r—FF ¥ A b A b =LK B HREDRITHEL
A=

GE) ~AFFXYAL FTT7 4y 7 DOA MLl LEVWEICE LSS, Bridge Protocol Data Unit
(BPDU; 7V v ¥ 7u bhajp 5—% ==v k) B L Cisco Discovery Protocol (CDP) 7 L — A7z
EORIE N Z 7 4 v 7 UHNOIATF XX AR 8T T7 4y 733 _XTCT vy ShET, 2L, A
A > FTiX Open Shortest Path First (OSPF) 72D —7 47 7w 75— k&, EHOALTF X v
ANT—=H NTT7 47 BFERBISNBWED, WEDNT T 4w FATR TRy 7 SET,

X 29-1 7 Z 7%, —ERRICBIT A v —T 2 A LT a—RK¥y AN T T 407 NE—
ERLTWHWET, 2oL, v~V FFYy A MBLOP2=F Y A F T 74007128 TUETED 7,
ZOFTIE, TIND T2, TA DS TS DX A b A F =L T, IBETLHTo—FREyv A b b7
TAYIVRESINTZLEWVEEZ EEloTWET, IEEO N T 7 4 v 7 &R LI WEEZ RS &, RO
AVE—=IN)VT, ZOFATDRT T 47N T_XRCRey7EnETd, LaRoT, T2 & TS 0%
DA E—=VDOM, 7a—R¥x AN N7 7400 B3 70yl ENET, TORDA > F—r3)1
(7o xiE, T3) T, LEWEZ ERIORWVWED, 72— FX¥ XA F FT7 7 4 v 7 RHFUEREINE
7
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| £20% #H—FEHO 5T 4 voHEORE

THO—FHvX b
Ny R EREIE
NS M DEER

(E)

Z2 b—Laimoz: W

291 TO—FX¥ R + R b—LiIHOH

BEEnf-+37197

---JAavyIntzb3 7099

46651

A N —AHIEHE Ll 1 BRI OA VX — SV EHAGDE T, A M—AHI#ET AT Y X AOEEE
FE L9, LEWVERASWZE, BRT2 7y MEREL< 20 F3, LEWED 100% THILZE,
F7 74w 7T HHIBIEIHY FHA, HE 0012TDE, £FOFR—FETEHTRTOTr— RF ¥
AN, wNAFFY AN, FlhEa=FY AN NT T v BT ay s INET,

Ny ME—EORBETHES DI TERVNOT, b I 7497 777487 42 ET D 1 BHOA
YE=VISA S — A OEEE AT D ARENS H D £,

HERNTT 4T BATOLEXWVMEERRET DIT1E., storm-control f VX —T7 A A a7 4K
L—yvay avwry ReEHLES,

A F—LFHEHDOFT I+ I FERE

TNV ITHEH, 2=2F ¥ A b, 7ue—FF¥ X b, BEOALFHFx 28 2 b—AHHIIA A v F
A HE =T 2 A A LETT 4 2—T MRV ET, LT, Wl L~U1id 100% T,

A F—LH#EEB IV LEMELRILOERTE

R—MZA P—LflHZREL, ED T T 4 v ZATTHEATLILEVEL LV EZ AT LET,

L, "—Fu=TOHIKE L HIT, SESERFA XDy b2 EOXIITHR LNV ME
BHLOT, LEWVEDOEEGTIHS ETHEEMETT, HEFT 74 v 7 2B T 237y hoth A4 X
IZE-T, EERICEMAEND LEVWEITRE SN LT LT, 8% OZEEBET DR H
DEJ,

A b— AN, A A —T 2 ATHR— &N TWET, F£72. EtherChannel T% A b — 24
HlE 2R E TEx£9, A b—2/#% EtherChannel THRTT 52HA. A b—AHlHREIX
EtherChannel A > % —7 =4 A LT,
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E2E K FEED ST 4 v HEORE |

N = r—LE@ORE

A P— AL LEWEL A ERET 5121, B EXEC £ — N RO FIEZ 4T LE T,

avy kR

E[:3)

A7971  configure terminal

Ja—)L ar7 4 Fal—gr B—REREBLET,

7972 interface interface-id

HET DALV E—T 2 A REHREL, AV FX—Tx2AfA AT 4 Fal—

vary E—FRERBLET,

A7973  storm-control {broadcast| multicast
| unicast} level {/evel [level-low] | bps

bps [bps-low] | pps pps [pps-low]}

Ta—R¥y A, wAFFr A, FhEaz=Fr A N 2 =L E

RELET, 7740 FTIE A P—2HIZT 4 E—7 /MTREINT

WET,
F—U— RFOEKRIIKRDO LB TT,

o Jevel IZiF., 77— FF ¥y A b, wLFFr A b, FFz=Fr R |
NS 7 497D FERLXVVELSALEERIEO S—t T — 2 TEE
LET UMLEE 2HMET), ERLEVWEICEREST S E, A— M b
T7 4yl ETuyr LET, HETE A 0.00 ~ 100.00 TT,

o (EE) level-low 121X, FRRLZWHE L)L EFIRIEDO S—& 27—
VTHELET UMEAEFE2MET), ZOMEE ERIMHEEL Y /S0
M FEEELLRTNERYVEFA, NT T4 I BRIOLULE
Tlal-> T, f%%ﬁ%?74y7%%%biT TRRENH L~
NWEFE LRWGS, ERIEILNVOEICRESNET, fHETE
B #EPHIE 0.00 ~ 100.00 <7,

LEVEICHEKRE (100%) 2fELEZHA. b7 74 v 27 OFIRIZZR
K72V ET, LEWHEIZ0.0ZHETDE, ZOR— b EOTTO
Ta—RKR¥x¥ A, wAFF¥ R FEI=FX AN FTT 4 v
IRTay s InET,

e bpshpsZiE, Vr—FX¥x A b, wAFF¥ AL Fhiiz=Fr R
M2y OERBLEVELNLEZE Y MBTHEELET (b
BRE IMET), ERLUEVEIZRETDSE, R—MNIFNTF T4 v 7
E7uav s LET, HBETE %I 0.0 ~ 10000000000.0 T9,

o (EE) bps-low lZix, FTRLEWELLVEZE Y N THELET
UNEREBINMET), ZOMEITERLEVVEL VLU TOMETH D
ERHDET, FT T4 v I NZDLLE FlElo ThiuiE, R—
XN T7 7 4 v 7%k LET, BETE HHPHIX 0.0 ~
10000000000.0 T,

o ppsppsiZiE, Tur—FKF¥ A b, v LFXP A, FhiFz=F v R
M7 47 DOERLEVVELNLVEZ Yy N/ THEELET
UNBESFEINMET), ERLESVWEICEETDE, A—MIMT
T4l Ty LET, HBETE %ML 0.0 ~ 10000000000.0
<7,

o ({EE) pps-low 12X, FIRLEWEL~LE 7y N BTHRELE
T UNEAEE INMNET), ZOMHEITLEELEVEL~AUTOETH D
VENBDET, "I 74 v BRZDOL~YLE FE> THIIE, R—
MNMEINT 74 v %L LET, HETE 2T 0.0 ~
10000000000.0 T,

BPS B LXU'PPS OREICIEZ., LEWVEOEMEZ KESHFETEDL LI
Y7y 7 AZWERLS ke m, gd) BEHTEET,
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| 208 HK—

FERID ST 1 v O HEDEE

Z2 b—Laimoz: W

avw vk B#
27974  storm-control action {shutdown | Z M= AR SN BRI FETTAT /v a v aEELET, 740
trap} Ff@%?74v7m74w&)/7%£ﬁb\F7/7i%hbﬁw
ETI,
o A h—2aH HR— k% errdisable DIRFEIZT 521X, shutdown F—
U— RZe®ERLET,
o R LM—LAPHINTZHE, SNMP (ffigry N —7FH T b=
N N Ty T EARTDICIE, trap ¥—TU— RZBBRLET,
27975 end ¥t EXEC E— FITREY £7°,
A7976 show storm-control [interface-id] BELERNT T4 97 B FIZONT, A B —T 2 ZATHRELEA
[broadcast | multicast | unicast] k —Afﬁlﬁﬁﬂﬁﬂﬁﬁﬂ VNALERERLET, T 7490 ZFATEANTI LR
AR, T —R¥y 2 N A M= AGIHOBRERFRINET,
A7977 copy running-config startup-config | ({£%) => 7 4 Fal— a3y T A NICEREFRTFLET,

A M —=Afilil a2 T 4 & —7 T 511X, no storm-control {broadcast | multicast | unicast} level
VH—T xR AT 4 Fal—varavr REERLET,

Wiz, A— b ET, ERRIHI L% 87%., TERIMHI L~ % 65% ICEREL, =2=F ¥ A M A F—2L4
ﬂﬁ%%z TV T D HEERLET,

Switch# configure terminal
Switch (config) # interface gigabitethernetl/1
Switch(config-if)# storm-control unicast level 87 65

KIZ, R=FET, 78—=FF¥ 2 7 FLADZ h—A4Hl#1Z 20% O L~ TA F—T T fém
ERLET, 7R—FX ¥ AN T 740970 T 74 v 7 AM—LHIfHA o F—SVHIZR— b
THEATELDRHEIRD 5B, REINZ20% DLV EBR LA, VT 747 A b— JA%’JﬁM’
VE=INAPKDDLET, AL v FIETRTOTr— KXY AN NI 74w 7%k Fuy 7 LET,
Switch# configure terminal

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# storm-control broadcast level 20

INEWT L—LDEEL— FDRE

67 N1 MR DOFF VLAN # 7 &y M, NS 7L —ALRA723hET, ZO7y IR
A FIZEVEBEINETN, AL vTF A b—LHED T ¥ EHEMIEEE A, Cisco I0S
Release 12.2(44)SE LI TIE, INEWT L—AaRfgESNZL— F (LEVVE) T LSEAIE
A= BT 4 8—TNMIRDILIITHETEET,

2L v F EO/INENT L—LADEEMIESY 70— U F—T NV LT, KA X —T A ADINR
Ty hOINSWNWTL—AD LEVWEEZRELET, /A XL /s, FESNZL—h (L
VWME) THEETDI Ty M, A= BT =Tz anzkiz ey 7anEd,

errdisable recovery cause small-frame 72— L 207 4 Xa L—valy avr REANT R L,
FRE S NTEREIZ IR — PO X —7 /1272 ) £F  (errdisable recovery 7 m— 3L =17 ¢
%;V~Va/:v/k%ﬁﬁbf\)ﬁNUﬁ%%%ﬁLi¢%
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E20E M FEEO 5T v HHORE |
B RaEt—romE
FALE =T 2 A ADLEVE L~V ERET HI21E, FHE EXEC E— R CTROFIEEZ ETL ET,
avwyFk B
A7971  configure terminal sa—nN)arz 4 Xal—vay w— FElBLET,
A7972 errdisable detect cause small-frame AL v F OISV T L —LADERF L — MEREE A X —TLIZL
7
A7973  errdisable recovery interval interval (&) 45 & iz errdisable A7 — b S [EIE T 5 REM 2 H5E L
£7,
A7974 errdisable recovery cause small-frame (EE) NEWVWT L —LDEEIT X D R— R errdisable 1272 - 7=
%, FOFR— MEBBICEHA X—TWIZT 5B U N Y REfE & 5%
ELET,
27975 interface interface-id Ao B —T oA A AT 4FXal—gy T— FEEBL, BE
THA L E—T A AERRELET,
A7976 small violation-rate pps AV R —T oA ANEEry F 2 Ry 7 LTHE— M
errdisable IZT 2 L HICLEVMEL— FE2E L £, #@PHIX
~ 10,000 Packets Per Second (pps; /X7 > b /) T,
27977 end FiiE EXEC £— FIZE D £,
A7978 show interfaces interface-id EETRLET,
A7979  copy running-config startup-config (EE) av 74 X2l —ray 77 A MIBRTEEERTFLET,

RER—

WIZ, INEWNWT L—ADFHEEL— |
T LEVWEERET DR EZ R LET,

Switch# configure terminal

errdisable |

MEREE A R —

Tl R—=FrDU IRV ZREL, A— %

Switch# errdisable detect cause small-frame

Switch# errdisable recovery cause small-frame
Switch (config) # interface gigabitethernetl/1
Switch(config-if)# small-frame violation rate 10000

Switch (config-if)# end

k DERTE

7fv#~yaym
[Fl—AA vF EDOKR—

Xy AL, EFFIALFHFY AR
MZIE, ROWERH YD £7,

o A ML, FEECEEA— MR TUBMOR— MIH LT, 2=2F 12 b, vAFF 4 2

PRt R —

LoT ;t BHDORAN=PER LT N T T 4 v 7 BHID XA /N—
METLAY2 N7 4 v 7 BBEINZVEIIIHRETILENDY F
fo_®;9ﬁ%ﬁfi R#ER— 2FEATIE, A v FLEOR— I Ta=F ¥ A, 7u—F
KT T 4T DB HEIET IR 2D 97,

WO bRnE )

b T3 7u—REx X b FI 74 v 7 2BELE A, 7—F FT 74273 bAY 2 Dk
HER— M TIRESNEE AL, PIM N7y b2 81 CPU TREEINTY 7 U =7 TEEEIND
2, ZOXIREE T T 4 v 7T REmESNET, R#ERN— MEZBERT LT ITOT—X
FIT 4y LAY I TAAL R LTIESRRTNIERY T A,

o REEAR— b &R — I OEXEIE

L BRE SR ICHERE T,

ZZTIE, ROBEICHOWTHBALET,

ECS
o RN —

cDF 7 4V b
I 3% E F D 1 B 5T

(P.29-7)
(P.29-7)
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| £20% #H—FEHO 5T 4 voHEORE

HK—r JovEoome B

o [REHER—FIOFRE (P.29-7)

RER—FDTF I+ FERTE

TN TR, RER—-MIERSNEEA,

RER— FERERDIEEH

PR — Mix, WBLA > % —7 = A A (GigabitEthernet I"— k 1 72 ¥) F 721 EtherChannel 7 /L — 7
(port-channel 5 72 &) IZRETEET, A —F F¥ XNV TRER— "2 A X —T VI LTEHEEIX. £
DR—F Fx¥ 2N TA—THOTXTOR— N TARX—T /IR0 ET,

77 A=k VLAN R— F Z2Ri#ER—F & LTHELRNTSZSY, R#ER— 2774 = |
VLAN A= F L LTRELRWTLZSV, 774 X— | VLAN O AR — MME, OB R—
Al a=7 4 R—MIFT 7472k LEYA, 774 —F VLAN OFFMIZ OV TR, 2 19
B 774 ~_X— K VLAN ORE)] 2ZR LTI EE0,

REER— FDERTE

RN— FERER— & LTERT DL, FHE EXEC — FTROFIEZFEITL £,

avwvFk B

A7971  configure terminal Su—) ar 7 4 Xal—iay T— REEWBLET,

A7972 interface interface-id BEFEA A —T A ABEFEL. A H—T (A O
T 4Xal—Tary ET—RERBLES,

A7973  switchport protected AVE—T oA AERER— MIHELET,

A7y74  end Bk EXEC £— RICRE Y £,

A7975 show interfaces interface-id switchport MEAERLET,

27976 copy running-config startup-config (EE) av 74 Xal—Tay 77 A NMIBER T LE
7

R — N &2 T 4 =723 5HI21L. no switchport protected 1 > ¥ —7 = A A a7 4 Fal—
varavry REFEHLET,

W, RER—FELTHR-FERET D02 RLET,

Switch# configure terminal

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# switchport protected
Switch (config-if)# end

R—k JOYXTDETE

F 74 N TlE, AL v FIERMOSELE MAC 7 RLARBEINT- /7y 32T _RTOR— b7
FoF 4T LET, ROy A MBI AFHF¥ AN T 7 ¢ v 7 PEHER— MIHEEE S
ndE, BXxa U7 4 B BEIZRAEERHY T, REOZ=2%Fr XA MBIV LT H¥ X b

CiscolE3000 R4 wF Y7 k9?7 av74¥al—>ayv Hq4F
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E2E K FEED ST 4 v HEORE |

B +—r JovxoJomsE

K274 NBDIR—FPORHOR— MIEREINRNE DT L7010, (PREFE IXIERE)
R—rx7my 7L, REODZ=F v 2 NELIIZATFXF Y 2N X7y "RUOR— N7 T T 4
T ENBRWEDITLET,

GE) ~“ATFF¥Y AL FT 74907 TiE, R—F 7o v FEREITMBER LAY 2y b ETFE2 T 2y
JLET, ~yF—IZ1IPv4 L7213 IPv6 ODIFERE L~V LT XY AR Xy MNI7ay 7 EanEdi,

2T, ROBREICOVWTERBALE T,
e [R—hTuvxrr7oO7F 71V EE] (P.29-8)
o (MU H—T 2 A ATDTT T 42T "NTFTT74vr7DT7ayx7] (P29-8)

R—bk JOYyXTDF I+ FERTE

T 74N R T, A= IR LRAMOVILF XY A MBLO2=X Y A b7 49T DT T T 4
IBRT Ry 7 ENT, TATOR-MIZOLI BTy MBT T v T 4 7 ENET,

A2B—DIAARATDISYTAVT bS04y oDTAYXIYT
N

GE) A HF—T=ARIWHEA X —7 = A A F721% EtherChannel 7 /L —7 O Wb ARETT, A— b
FX¥ FZNDONVTF XY A NERT2=F Y AN VT T 475 T vy TBHE A=K FrrnL s
N—=T DT RTOFR—FTTay 7 INET,

=X AR Xy PBELRLATY2VAT XY AN Xy NOAL UV H =T 2 A ADEDT T VT 4
VT ET =TT BT, Bt EXEC E— R CTROFINEEZETLET,

avwyk By
A7971  configure terminal Ja—r ) ar7 4 X¥al—vay T— REEELET,
27972 interface interface-id RET DAV =T oA REREL, AV F—T AR 3
T4 FXalb—vary - RFEBBLET,
A7973  switchport block multicast R— EMEORMDOVILFF ¥ X NOEEY TRy 7 LET,

GE) MEARLAVY2~ATFIXYADN FT T4 v IR T
oy ENET, ~v X —IT IPv4 7213 IPv6 DF R %
Gle~w /LT XY AN RNy MITe vy InNFEREA,

A7974  switchport block unicast R I MEDORMDZ=F % A NDEEEE T a7 LET,
27975 end FiiE EXEC E— RIZRY £,

A7976 show interfaces interface-id switchport BEEERLET,

27977  copy running-config startup-config fEE) 27 4Falb—3ay A NVIHREXRELET,
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| £20% #H—FEHO 5T 4 voHEORE

f—F XU 0Eze B

R—FETrI 74y T ry 7 S0TIT, BHEOLENTONDLT 74/ FOREIZA Z2—T =
A A% R7IZIE, no switchport block {multicast | unicast} f > % —7 =/ X a7 4 Fal—T 3
vavwr FEERLET,

WIZ, F—=F EOa2=F% ¥ A MBIRVAY2VAVTFHRY RN T T T 40 7% 70y 7T 50 %R
LT,

Switch# configure terminal

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# switchport block multicast
Switch (config-if)# switchport block unicast
Switch (config-if)# end

R— b 2XaUT1DEE

R—=Fr X2 VT o HEELHEHTDE, R— b ~OT 7B AZHATIHAT—a D MACT Kb
ZEHIRBELIOHEN LT, A2 F—T 2 A~DANERIRTEET, EXF=27 F—hkxFaT

MAC 7 RLAZED Y TH L, R—=MIERLINEZT FLA A —TLHNOEEFTLT LA EFH O/
Iy hEERELETA, X227 MACT RL2%%E 1 DIZHIRL, H—Dt%=27 MAC 7 KL A%
B Y THE, FOR— MR EINTZT—27 2T —3 9 12, B— FOFEIESENMEEESHE T,

X7 R— L LTRESNER—FDOEF2T7 MAC 7 RUADRRRBICELEZBHAIC, R— |
T 78 ALEIETHAT—a D MAC 7 KLU AR, @AlENZE0®F27 MACT RL Rt
bRRDEXIT, BEX 2V T A EXBPBELET, £/, HD5EF 27 F— M ETEF 27 MAC T
RUABRBREELIZTFEINTWVDEIARAT—va N, jlotxaT7 R—RhIT77kEALELS ELEEE
XIh, BRXOT T TN THNAET,

ZIZTE, ROBEEREFBRITOVWTHHALET,

o [F—F X270 (P.29-9)

o [R=FEX2VT4DOTFT 75V FRE] (P.29-12)

o [F—hFtEXaV 7 OREFOEEFH] (P29-12)

o IR=FEXF2UT DA X—TMbBLORE] (P.29-14)

e [R=brtEX2VT 4 ==V 704 X7 LOE] (P.29-18)
o [R—hEF2VUT4BLOTF4 3~k VLAN] (P.29-20)

R—k X2 T4 DBE

T, ROEIZOWTHEBALE T,
e [EX=27 MAC 7 KL 2] (P.29-9)
e X VUT ¢3EK] (P.29-10)

%27 MAC 7 FL X

R—=FTHAENDEF 2T 7T FLADHRREEZRET 2I121E. switchport port-security maximum
value { V¥ —7 x4 A a7 4 ¥alb—vay avy REERHLET,
~

GE) HBEREEZA L H—T2A A LTI TRERESNTVEEX2T 7 RLVADOELV/NSWEICREL &
YETHE, avr FRESEINET,

CiscolE3000 R4 wF Y7 k9?7 av74¥al—>ayv Hq4F
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R—F %2 V)71 OBE

AL v FiF, WOEF2T7 MACT LR ZA TR —FLET,

e RAZT (v 7 X277 MAC 7 R L X : switchport port-security mac-address mac-address 1 >
=Tz R aAryT74F¥alb—vary avy FEEALTFHHTRESNL, T RLRA TF—T7(C
REENTZDOE, 2 v FOETFar 7 ¥ab—aicBmEnsd,

o AT Iv s EXa2aT MACT FL A BIBICREINTT RLA T—TF VOB RIES I, A
A v FOFEBEIZHIBRINET,

e X7 yFEX2T MACT RLA #INICFEETHZ LY, FHITRETLHILEHTEET, 7
RLZ F—FNWVIRIES N, EfTar 74 Fal— g VITBMENET, 207 RLxpar
T4 FX¥a2lb—Yary T ANMIBHEINTOD L, AL vy T OFEBIRIZIA F—T = A AT 2
NOZHICHERET H2LERHY £HA,

RTF gy F T AT NITDE, FATFTIv I MACT RLAEZAT v F X7

MAC 7 FLRAIZEHML TEITa Ly 7 4 F a2l —a BT 2L0 A v F—T oA ZAEARETE

FT, AT 4 vF T—=U T EAR—TMITT HITIX, switchport port-security mac-address sticky

AVH =Tz AT 4Xal—varyavwr ReANLET, Zoa~vr REANTHE, 1V

H—T o2 f RIAT 4 vF T—Z U TRA X —T NI DENCFER LT DEEH, TXTOXAF

2w ¥F¥a2aT MACT RLAEAT 4 vF EXFaT7 MAC 7 L RIZEHBLET, §XTHR

T4 vF EXaT MACT FLRIZETa L7 4 X2 b—ra JBEMENET,

AF4vF EXR2T MAC T FL R, av74Falb—ary 7740 (R v FREEHEND
CNHEHAENAAZ— T o7 a7 4 Falb—ay) I, BERIIIBEESNEEA, A
F4yvF EFa2T MACT RL 2% ar 7 4 X¥al—3ay 7y A NVRET D L. AL v FOTFHR
BFFICA VX —T 2 AF NG ZHREETILERDLDVERA, AT 4 vF X227 T RLAE
BRIFLRWEE, 7T RV R ikbhET,

AT A4 OX T—=2 TR T 4 2—TNDOBE, AT 4vF %27 MACT RLVAFEAASFIv s &
a7 TRLVRIZEBLIN, T2 74 Fal—arhollRahEd,

2L o FICRETEDEF 27 MAC T RLADRKREIL, VAT LATHFAZNTND MACT RLA

DERRBIZE>TREY £F, ZOEFIET 7 7 1 772 Switch Database Management (SDM) 7 > 7

L—FCXoTHOLNET, 6 10 ISDM T 7L — FOHRE] BB L TLLZE N, ZOMEIE
AR MAC 7 RLZ (FOMD LA ¥ 2 HEREOA & — 7:4x_miéﬂt%®m®f%;7
MAC 7 FL AT ENS MAC 7 RLAZET) OREEERELET,

tXal)T4ER

WDOWTIINOIRMMBFEET L E, X2 U T 4 ERITRY £,
o EREOEXF2T MACT RLART RLRA F—TLTEMENTWARIET, 7 RLX F—7

VICRBEEED MAC 7 RLAZEDAT —Ya UNA L Z—T A AT 7B ALLD & L2

AN
E o

e HDEXaT A X T2 A ATEEEILEIRESNTET FLAR, [Al— VLAN HOBIDOE ¥ =
T AH =T A ATHEAINZHGA,

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
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| £20% #H—FEHO 5T 4 voHEORE

f—F XU 0Eze B

BN ELEGEOT 72 a DN T, RO 4 OOEKE—ROWTNDNIA VF—T oA A%
HETEET,

o protect (f3) : EX¥ 27 MAC 7 RLADHEMN KR — FCTHAI SN TWDLRKIBEICET DL, K
K% THEIZETHYREOEX 2T MAC 7 RUARAZHIBRT 20, §FA 7 FLUAEEESLI 20
RO, RADOKEETLT RLREFSXry MIFny78hEd, EXxa2 VT BN EZ - T
H, —WIx@EmEShEEA,

S

GE)

N7 v/ R— NZ protect IEXE— REZRET DT LITHREL EH A, Ri#ET— FTIL
A= MR RIITEL TV < TH VLAN BMREE— NORKRMICET L L, T—=v7
NT 4 B—T N0 £9,

o restict (fHfR) : €¥ =27 MAC 7 FLADEBKR— FTHAIESNTWDRKRBREIZETD &, K
KiEZ FEZETHSREDOEF 2T MAC 7 RLAZHIBRT 50, A7 RLAEEZHEPLS N
RO . RADEFEILT RV RAEFO Ry NI Fay7E&hET, ZOE—FTIE, E¥=2V7 7
EXBRAE L ENBMEINET, SNMP 7 v 7BREEFESNET, Syslog A vE—Um ¥
VTEI, EX T BB ET,

e shutdown (%> FF DY) i A—F X2 UT 4 BERIZLY, 4% —7 oA AN errdisable 12
e, ZlEbicvyy MEUrIRET, £O%, A— FDO LED BAEILET, SNMP ~7 v~
DEFEEINET, Syslog Ave—vBaFr 73, AT ZRENMLET, %27 K—
k2% errdisable 27— kD5 1X, errdisable recovery cause psecure-violation 7’1 —/ 3L 2
T4 X¥alb—vary avwr FEANLTIDAT— h&HRT 59>, shutdown 3L no
shutdown £ > % — 7 = A a7 4 X2l — gy awr REANLTEFH THRS 2—7 L
T ET, ZhE, T4 OE—RTT,

o shutdown vlan (VLAN > v v &) : VLAN B Tt Fx 2V T4 ERE— RZ2RETHED
WHEHLET, ZOF— RCTENDBRET D L, A— M2 TIE/ <. VLAN 2 errdisable (272 9
F7,

£ 29-11, R—=b X2V T 452 0¥ =T oA AHRE LIEHEOERKE— NI L OSRHLIZ DN T
RLET,

= 291 txai) T ERE— FOLE

k3527492 ® SNMP F3v Syslog *y |I5— Fvt— BRAVVED R—btDPvyy
BRE—F L3y TDiEE E—CDEE | CORF? 8o iy
protect No No No No No No
restrict No Yes Yes No Yes No
shutdown No No No No Yes Yes
shutdown vlan |No No Yes No Yes No?

. +07%#H0t¥xa7 MAC 7 RLRAZHIBRT 2 FE CTRAOERFILT FLAZROR Sy MB ey 7ENET,

2. BEX2UTAEREGEEITT FLREZFETRELZHA.

3. EREALEZ VLAN OARY v v hE U LET,

AL v FNTT— Ayt —VEBLET,
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E2E K FEED ST 4 v HEORE |

W f—reF1iUFr0BE

R—b X2 UTsDTIT4IFEERE

#2921, AU =T =2 A AT HR—F X2V T 4 DOTFT 7+ MREETLET,

& 29-2 R— bk £X2UFAOF T+ FRE
e FI4IL R
A b Xa VT4 e ETF 4 =T

ATA4 X T RVARA TF—=2F [T 482—T L
R— b7~ DExF27 MAC |1
7 R L 2O
EBEE— K Uy MET L, BF 2T MAC 7 RL AR KRE A EES L
A= BT vy hFTLET,

R=br X2V T 4 2=V T | To4—TN 2=V 7 XA LIT0

ABT 4 v 2=V T =T
5 A4 71X absolute

A—bk X271 DRERFOIEEHR

A—bh X2V T4 2RET DL L, KOEEFHIIWE-> T LIV,

o N—hEXF2 VT4 ZRETELDIX, AF4T 47 TV EAR-FELIT T 27 A= MR
GNET, EFa7 R—bE2¥ A FIv 7 TI7EAR-MNITDHILIITEEEA,

e ¥ a7 F— k% Switched Port Analyzer (SPAN; A vF K R—h 7FZ 4 H) OlhrR— k
2T HZ LILTEERA,

A Y
GE) EFFVLANIIT 7EBA R—FTORYR—FINTEBY, REARETH-THLFNT 7
A= FTIEYR—FINTWEEA,

o EF VLAN NRESNTA LV E—T =24 ALETHR—=F ¥F 2V T 424 2= N TBEEIL.
A= DORREX2T7 7 RUVATFREE 2 IZHELET, A— h% Cisco IP Phone I[ZHific T 5%
#1&. IP Phone IZ MAC 7 R LA A | DE T, Cisco IP Phone @7 KL A |ZHEH VLAN £ T
FEINETN, 77 EAVLAN ECIIFEE s EE A, 1 5D PC % Cisco IP Phone 128t 9
54, MAC 7 RLADBEBMINED Y A, 25D PC % Cisco IP Phone (Z8#Hi T 254
% PC &£ IPPhone IZ 1 DT oHTEX 3L 912, +00K0EX%aT 7 RLAZRET HILEN
HYFEI,

o "IV F—IBKR—F EX2VT A THREEN. T—F FT7 7427 D77 EAVLAN BLD
BHRRNTT7 4y 7 OT 78AVLANIZEID S THR TV DAL, switchport voice 35 X Y
switchport priority extend f > % —7 =2 f X a7 (Fal—v g avwr REANLTHHE
EH Y EE A

BB U MAC 7 RLAZEHLTCT7 78 AVLANDIP 7 FL A, H7= VLANDO IP 7 K
VADNRICEERTHE, 727 A VLAN 2B IP 7 RLAIZEID B THNRET,

o F—h X2 VT 4 ERETDHHAEIT. &I switchport port-security maximum 1 > % — 7 =
AR A7 4F¥alb—vay avy REFEHLTHTT S MAC 7 RLADOBFEEZREE L, K
WZFFR[9 57 7 A VLAN (switchport port-security vlan access f > % —7 = A a7 ¢

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
m. 0L-27302-01-J |



| £20% #H—FEHO 5T 4 voHEORE

f—F XU 0Eze B

XFal—rvary avrR) ORBILVER VLAN (switchport port-security vlan voice 1 > % —
TxA A Ary74F¥alb—var avrR) OREFRELET, UICEIREEE LR o7
BEE. VAT AL TT 740 FRE (1 DO MAC 7 RLR) BRI ET,

AVE—T 2 ADRRKEF 2T T RLAMEZAD LIz EZIZ, HLWERZENLE TOME Y X
FWNWE, FNETCRESNTCWELIF LWMEIC L > T EEXEINET, FHLVENRIEOME XL Y
INEL, AUV H =T 2 A ATHREESNTWVEEF2T 7T RUVAEDHTLWVEL Y KEWEA, o
<~ RIIES SN ET,

ZA v FIIAT 4 v X BEXF2T MACT FLAZADOR—F X2 VT 4 =2— 0 T 5P R —KFLT
WEH A,

# 29312, MMDOR— b _R—2EREL AHBMEOHDEHR—F EXF 2V T 4120 TELHET,

% 29-3 R— b X2y T o LaOR— FR—RiREE DE#EM
R— b 84 FElER— FOREE H—k £F1UT 4 EQEHM
DTP ' R— 12 No
cZ v 2 KR—F Yes
HAF Iy TUEA B3 No
N—T v K HR—Fk No

Switched Port Analyzer (SPAN; A1 vF K &A—k 7FF |Yes

£) REfFTEH— R

SPAN %i jcAv— b No
EtherChannel Yes
[N SRV el Yes
PR — k Yes
IEEE 802.1x A~— h Yes
%7 VLAN K— 14 Yes
77 A4 ~_—k VLAN &~— | Yes
IP V—AZ H—FK Yes

%A+ 3 w7 Address Resolution Protocol (ARP; 7 KL |Yes

AR T2 RaA)n) A ARRT g v

Flex Link Yes

1.

DTP = Dynamic Trunking Protocol

2. switchport mode dynamic f > % —7 A A a7 4 F¥al—v g av RCREENTZAR— 1,

switchport access vlan dynamic f > % —7 = A X a7 4 Fa b— 3 a~v 2 FTREI L VLAN Query
Protocol (VOP) +— k.

R— MCERRTELREF 2727 FVAZRELET (778X VLAN THREZRE X 27727 FLADRKHEK
22 &2z 7250,
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E2E K FEED ST 4 v HEORE |

W f—reF1iUFr0BE

R—bk X2 )T10MR—

TIEH K URE

R—= b ~OT 7 ERAEZHATHAT—2 2D MACT FLREHIRBLOHRNTLHZ &Ik -T, A
YH =T 2 ASDAS EMIRT H121F, R EXEC £ — FTROFIEZ FEIT L £,

avwyFk By

27971  configure terminal Jua—)L ary 7 4 ¥al—ay T— REBEBLET,

7972 interface interface-id BETHA LA —T oA AEBEEL, AV A —T A A AT 4 X2l —
vay E— RERBLET,

27973 switchport mode {access | trunk} | (. % —7 =12 ZA v FR— | E— F% access £7-13 trunk I E L F
’?” 774V~ F—F (dynamic auto) OA ¥ —7 = A AL, BF 2T

" — hELTRHRETEETA,

A7974  switchport voice vlan vian-id A—h ETER VLAN 2 A4 X —7 /W LET,
vian-id : EF N7 7 4 v 7 ZEHT 5 VLAN 2 E L £7,

A7975 switchport port-security AVE—T2A A LETR—F X2V T 4024 X—T M LET,

A7976  switchport port-security (F) maximum : K— b~ EOEF 27 MAC 7 FL ADEREEEE L E

[maximum value [vlan {vian-list |
{access | voice} }]]

T, T7ANLFTIE. 1 OO MAC T FLRADHLHFFESNET,

AL v FICHRETEHEF2T7 MAC 7 FLADRKEIL, VAT L THAl
SNTHD MAC 7 RLADERREIZE>TRED £9, ZOfEIFK. 77
TATHRSDM 7T 7L —hMZEoTIREVET, FE 10 A1 v F SDM
T —FORE| 2R LT EEN, ZOffEik, FHRER MAC 7
RLR (ZOMDO LAY 2 BERRSCA VX — T oA RTHEINEOMDE
F27 MACT FLATHHEND MACT RLAZ2&ET) ORBEELE
R

(f£7) vlan : VLAN BfLORKMEEHREL £,
vlan ¥— 7 — RZ AN, ROWTNIHOF T a2 AT LET,

e vian-list : b7 7 R— b kLT, A4’7/“CE@JO71%’E.@VLAN ES
tiﬁ/vaﬂo:~$®VLuq BIF 5, VLAN BEAL O K%
RETEET, VLAN Z##5€ LAWEA. VLAN Z & O KIE) #E
émi%

e access: 7/ AR—F T, 77/%AVLAN & LT VLAN ZFEL

7,
e voice: 77 kA R—FLET, & VLAN & LT VLAN #¥EEL£1,
GE) voice ¥—U— FNiZ. ¥ VLAN "R — MZHRESNLTWT, &6
IZZEDR—=FNRT 7 A VLAN TRWGEDHREFEHTT, 4 H¥—
7 2 A AZEF VLAN BRREINTWAHA. X277 MACT K
VADIRKREE 2 ICRELET,

Il CiscolE3000 R4 vyF Y2 b7 AV T4 Fal—aviq4F
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| £20% #H—FEHO 5T 4 voHEORE

f—F XU 0Eze B

avwyFk

]3]

A797 1 switchport port-security [violation
{protect | restrict | shutdown |
shutdown vlan} ]

(ER) EXE—F, 2E0 X2 )7 s EXARE SN E EO3IEZ,
RONTNNICRELET,

o protect ({fi#) : K— bk £F =27 MAC 7 L ZDEMNR— F TH &
NTWORKBEICET L&, RREEZ TRILZETHIREOEX 2T
MAC 7 R LA ZHIBRT 20, 7203537 B L AEBEL IR WIRY |
REDOEFEITLT RUVAZFFO/ Ny MIkry7anEd, E%a )
TABXPEZ>ThH, 2—FITFdEMmShEE A,

GE) F7v 7 F—HhICprotect T— FEBRETHZ LITHER L EHA,
RFHEE— FTIE, A= PR REITEL TV < Th VLAN 23
FT— FORRBICETDIE, T—=U BT 4= TR Y £,

e restrict: EX 27 MAC 7 RL ZADOENHR— N THA SN TWVWARK
REEICET DL, +aRkiotx=27 MAC T RLUAZHIBRT 5H, £
TEFFRI T R AAEEO IRV RY . RANOEFILT R LR &R
Fy MIrkay7ENET, SNMP +7 v 7RkfE & £9, Syslog
AvE—UnaX o i, EXATCARENMLET,

o shutdown : EXNEAETDHE, A2 —7 = A A errdisable (2720 |
A—FD LED I LET, SNMP + 7 » 70k E S ET, Syslog
AvE—=URaXr I, EXIUCEZREMLET,

o shutdown vlan : VLAN By Tk ¥ =2 U F 4 EXE— FERET H1-0
WCHEALET, 20— N TEXBEET DL L, B— b2 TIERL,
VLAN 73 errdisable (2729 £,

GE) E®F=7 H— b2 errdisable A7 — FMZ72-> 7284 1%. errdisable
recovery cause psecure-violation 7 u— 3L 27 ¥ 2 L—I 3
vavw  REAALT, ZTORAT— MR LET, FETHOA
F—7 M2 5121, shutdown 35 & % no shutdown A > % —7 =
AR AT 4 Fal—ary avwry REANT 57, clear
errdisable interface vlan f###£ EXEC =~ FZ AN L ET,

| oL-27302-01-J
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$298F F—FENDOFST 1 v HBEORE

W f—reF1iUFr0BE

AT978

ATy79

AF9710

AFy7 1
AF97 12
ATy 13

Il CiscolE3000 R4 vyF Y2 b7 AV T4 Fal—aviq4F

avwv Rk

]3]

switchport port-security
[mac-address mac-address [vlan
{vlan-id | {access | voice}}]

HEEB) AV F—Tx2AADEXFaT7 MACT RLAZANLET, 20z

<~ REFEHATDHE, RREDOEX=2T7 MAC 7 RLAZANTEET, 3%

ELt*¥=2T MACT RLABRKREL D DRWGE, 0O MAC 7 K

LA ENIC S S E T,

GE) ZoOavrROANRIZAT 4 vF T—=V T E2AX—TNIT 5D
L. BMICREE SRR 2T T RLARAT A v F BFaT
MAC 7 RLAZEBREINTEITar 74X ab— g VZBMENR
S

(fEE) vlan : VLAN HALO iR K2 #%0E L £,
vlan ¥ —U— FZAN#%, WOWTNrOF T a2 A LET,

e vian-id: F7 7 R—PFT, VLANID BXUMAC 7 RLAZ$EE T
ZF7, VLANID 25 L2WGA,. #4147 7 VLAN BfEH I E
‘é—o

e access: 7/ EAR—F T, 77/EAVLAN & LT VLAN Zf5&E L
i‘j_o

e voice: 77 AR—1FET, HF VLAN £ LT VLAN Z2HRELET,

GX)  voice ¥—V— FiX, ¥F VLAN X’ F— MIHRESNTWT, &5
WICFDR— BT 7 A VLAN TRWEADOBEFHN T, A X —
7 xA AZEF VLAN RREESNTWAHAE. EX¥ =27 MAC T K
VADERREE 2ICRELET,

switchport port-security
mac-address sticky

ER) AV E—Tx2AATART A X T—=V T A F—TNMIZLET,

switchport port-security
mac-address sticky [mac-address |
vlan {vian-id | {access | voice}}]

(EB) A7 4 vFx %27 MAC7 FLRAZA L, LERFRIZT 2~

VRERDIRLET, ZRELZEX=2T MAC 7 RL 2RO N RKRE LD D

RWNEE DO MAC 7 RLRAETBHIICFEE SN TAT 4 v F EFX 27

MAC 7 RLRIZEH I, EfTar 7 4F¥ab—r g lBnanEd,

GE) Zoa~vrROABFNIAT 4 vF T—=2 T %A F—T ML
Wk, 27— Ay bE—UNRRRINTAT 4 vF X227 MACT
RUVAZANTEERA,

(fEE) vlan : VLAN BfLORKRELHE L £,
vlan ¥— U — F&Z A1k, ROWTNULOF T a2 AT LET,

e vian-id: N7 7 R—FT, VLANID BLXUOMAC 7 RLAZHET
%9, VLANID Z48E L2 Wha. XA 7 47 VLAN BMEf S
¥

e access: 77 EAR—KMET, 77 AVLAN & LT VLAN ¥ EEL
i‘j_o

e voice: 77t RAR—FET, 7 VLAN &£ LTVLAN #HELET,

GE)  voice ¥F—TU— Fix, HF VLAN WA — MR ESNTWT, &5
WIZZEDR—INT 7 A VLAN TRWFEAEDOHRERTY,

end

¥k EXEC £— RIZREY £4,

show port-security

RIEEMERR L ET,

copy running-config
startup-config

(ER) av 74 Falb—vary 7y A VICREERTFLET,
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| 208 HK—

FERID ST 1 v O HEDEE

f—F XU 0Eze B

X 2T A= N TERNT 740 hOREEIZA ¥ —7 = A% KTIZI1E, no switchport
port-security { > X —7 A A AT 4 Fal—varyavr REEHLET, A7 0% F—=>
TNA F—TIVDIRIET @ZV/F%Aﬁﬁék AT 4 vF XaT T RUVAREfTa LT o
Xal—TarOo—icEYEIn, 7RLA T—TAMLEHIRESRES, 2Z2TTFRTOT FL
AT FE SLET

AVE =Tz AADEF 2T MAC 7 RV A %ET 7 4L MZETIZIL. no switchport port-security
maximum value f VX —7 A A a7 4 Fal—var avry ReFALET, EXE—FNE2T
7 4L MIREE (shutdown E— ) (2K T2/, no switchport port-security violation {protocol |
restrict} 1 ¥ —T7 A A a7 4 F¥al—varyav s REERALET,

AB=T A ATAT 4 vF T—=0 T %T 4 B—7 0T 5ITIE. no switchport port-security
mac-address sticky { > #—7 =2 X a7 4 FXal—var avry REEALEY, (4T =
AANRAT 4 vF ‘lzﬂ?:? MAC 7 RLVAREFAFTIv s BXaT T RUVRACERLET, 72720
AT 4% MAC 7 RLRIZ X D% EZIRIE L7255 . no switchport port-security mac-address
sticky ==~ > KO AJ1t% _.:xﬁ::%%) I ERIFLRNE, AL v T OFEBMFICAT 4 vF T FLX
PETSNET,

MAC7 FLVA T—=TNANHAL v FEBFA L F—T =24 A LDOEF 2T 7 R ATXTEITE
E BRE, A4 TIvr7, AT 4vF) ObEFXa7 7 FLATRXTEHIBRT 5I21E, clear
port-security {all | configured | dynamic | sticky} %7t EXEC =2~ RZEH L 7,

T RUVR T =T EOEX 27 MAC 7 RLRA%HIFRT 212X, no switchport port-security
mac-address mac-address A ' Z—7 = A A a7 4 Xalb—ary avry RefHLES,
B—=TxAALOTRTOLAF Iy 7 BX%a7 T RLAEZT FLA T— 7»75%%%@“&5 IX. no
switchport port-security /> % —7 A X a7 (Falb—Tal avr FORIZ, ([ F—T=
AARATHR=F EFX 2T 4 Z2HRAR—TNITT DH720H12) sw1tchport port-securlty a<w R&EAT)
L £, no switchport port-security :l’\’/bé’ﬁﬂ%ﬂ‘é HIlZ. no switchport port-security
mac-address sticky { V4% —7 A4 A a7 4 Fal—Tary avr FEFHLTAT rvF %=
TMACT RLAEZAFTIv 7 £F% a7 MAC 7 RLRAICEH LIS, FEITRES N L DOZER
ELAVE =T 2 A A LOTRTOEX 2T 7 RLUABHIBRENET,

BREFHOEF 2T MACT RLAET KL A T—7 0056 HIEICHIERT 5354 . no switchport
port-security mac-address mac-address 1 v 2 —7 x4 A a7 4 F¥alb—vary avr RefRT
LMENRHY ET,

KIC. B F ETE—F tX a2 UTF 4524 F—T NI L. EFaT 7 FLADOEKES 50 IR ET S
BIERLET, BRE— FEF 740 T, 247197 £%a7 MAC T KL R RREET, %
T4 vF T TEA F—TILTT,

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 50
( ) #

Switch (config-if switchport port-security mac-address sticky

Wiz, R—FD VLAN3 FIZZ2ZTFT 4 v 27 X% 27 MACT RLAZRETAHZRLET,

Switch (config) # interface gigabitethernetl/2

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0000.02000.0004 vlan 3

0’: RAR—=brDAT 4 oF F—bF BX2 VT 424 FX—TNMITDHHZRLET, T—% VLAN B &
?-?VLANODMAC7I\I/;<%3%3@J’C REL, EX a7 T RLAOKRKE 20123 ﬁa‘bia“ (F—
# VLAN (2 10, %7 VLAN (2 10 & B TE4),

Switch (config)# interface FastEthernetl/1l
Switch (config-if)# switchport access vlan 21
Switch (config-if)# switchport mode access
Switch (config-if)# switchport voice vlan 22
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F2E

R—FERO 574 v/ HBEDRE |

W f—reF1iUFr0BE

Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
(

) #
) #
) #
) #
) #
) #
) #
) #
) #
Switch (config-if) #

R—b+t X274 IT—

switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport

S o

v s

port-security
port-security
port-security
port-security
port-security
port-security
port-security
port-security
port-security
port-security

maximum 20

violation restrict

mac-address
mac-address
mac-address
mac-address
mac-address

sticky

sticky 0000.0000.0002
0000.0000.0003

sticky 0000.0000.0001 vlan voice
0000.0000.0004 vlan voice

maximum 10 vlan access
maximum 10 vlan voice

DA 2—T LB L UVETE

R—F EDOFTRTOEFaT TRLRAIZ =0 ZALERETDHICIE, R—F X2V T4 =—
U HEHEHLET, R—FTLIZ 29090084 7O —V 0 IR R—FEINTWET,

e absolute : FEESINTm=—T 7 XA LORKRWBKZIZ, R—FEOEX2T 7 RUAREIBREINE

ﬁ—o

o inactivity : HEESNT—V T Z A LD, X aT T RVARET 77 4 7 Thol2BE1C

BH, R—hLotXx=aT7 7 RLARNEIKRENET,
COMEEHEATOE, MEOEX2T MACT FLAZFEHTHIRLARLS TH, %27 RA—FE
DFNRAL ZEHBBEIOBML, RBPOR—FEDOEF2T7 7 RLAKEZHIBTEET, EX27
T RVAQZ =T 7%, A= MR TA X —TNVEIET 4 E—7 I TEET,

R—=h X2 VT4 2=V T ERET DL, F5HE EXEC E— FTROFIREZ FEITLET,

avwyFk

=)

A7971  configure terminal

Jua—N\) ar7 4 X¥al—vary F— NEEBLET,

A7972 interface interface-id

RET DAV E—Tz2A AEBRBEL, {1 vV F—T A A 2
V74 Fal—ary BT— REBBLET,
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f—F XU 0Eze B

avw> kR B
A7973  switchport port-security aging {static | time time| &% =27 B— " DRAXTFT 4 v J =—I L T F—T L FE
type {absolute | inactivity}} 7T 4 8—T NI LET, FiEz—T 07 F A LH
ATERELET,

GE) AAvFII. AT 4 vF X227 T RLADOKR—
X2 T 4 ==V T B R—PFLTWVER
/\/o

ZDOR—=RMI, AT 4 v IITREENTZEX2T 7T R
ADT— 0 T F—T NI T DAL, static Z AL
9,

time \Z1X, ZTOR—F OZ— 0T F A LEEELET,
FEE T DHIFHIZ, 0~ 1440 53T,

type (Zi%, KOF—TU—RFOWFh 1 D& RIRLET,

e absolute : =— T XA T EHfxtr— 7L LT
TLET, ZTOR—bDOEXF2T 7 FLRTTT,
B L7olef] (0 HGD) 2R3 2 & BIREINIC2 0 |
X7 T RLA URIMDLLAIBRENET,

o inactivity : =— U FATERIET /T 4T =D
JELTRELET, BEINE time Y FICEF 2
TEEILT RLRANSDT =% NT7 4 v 7 BRI WEA
WZIRY, ZOR—FrDEF2T7 7 RLARNHBETINITA
nET,

A7974  end Ki#E EXEC T— FIZRY £,
A7975 show port-security [interface interface-id] WEAMERLET,
[address]
A7976 copy running-config startup-config ER) a2v74Falb—vary 77 A VICREERTFLE

‘j‘O

AR—FEOTRTOEXF2T 7 RLVRAZHLTCAR— M X2 T 4 2=V T 52T =T NICTD
{Z1%. no switchport port-security aging time { > ¥ —7 = Af X a7 4 Fal—Yary avr Nz
FEHLET, IR ESINTZEXF2T T RLRAZH L TCHETZ—V 0 72T 4 =TT 5201,
no switchport port-security aging static {1 > ¥ —7 A A a7 4 Xal—var avr REHL
ESsR®

WIZ, F=F EDOEXaT 7T RLVAODTZ =V T 4 L% 2ERICHET 20 E2RLET,
Switch (config) # interface gigabitethernetl/1
Switch (config-if)# switchport port-security aging time 120

W, ZOAVHE =T o f ATRESNIZEF 2T T RLRAZH LT, ==Y 7 %A 2—7 T L,
T I T 4T 2=V T FAT D=V T B Dk 2GICRET DI ERLET,

Switch (config-if)# switchport port-security aging time 2

Switch (config-if)# switchport port-security aging type inactivity

Switch (config-if)# switchport port-security aging static

FRRD a < RE RT3 %121, show port-security interface interface-id it EXEC =~ R& A
HLET,

| oL-27302-01-J

Cisco IE3000 R4/ vF Y7 b7 avI74F¥al—vavii4F



E2E K FEED ST 4 v HEORE |

WM JoralRb—L FAFHLaVORTE

R—brEFaUT4EEVTS54~— VLAN
H— b EFa )T (TR, FEFTH- FTEET S MAC 7 FLUAREHIRLE D | A b T
BT 5 MACT FLAZER LY TEET,

PVLAN R A B LI OEZEMNR—FTR—F X2V T 0 2R ET DL, it EXEC E— FTHRD
FIEZFITLET,

avwok BHE
27971 configure terminal Jua—\) ary 74 ¥al—ay ®— REBEBELET,
A7972 interface interface-id METAA L E—T oA AEEEL, A2 F—T A A 2

V74X alb—vary w—FERBLET,
A7973  switchport mode private-vlan {host| promiscuous} | .{ > % —7 = f A TF 54—k VLAN Z A 2—7 12 L
£7
A7y7F4 switchport port-security N B =T oA A FTE—F EF 2T 452 R—TNIT
LET,
A7975  end FHE EXEC E— FIZEY 7,
A7976 show port-security [interface interface-id] WEAMERLET,
[address]

A7977 copy running-config startup-config FFEE) av74Fa2l—ay 774 IIVICERTEXHREFELE
TO

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# switchport private-vlan mapping 2061 2201-2206,3101
Switch (config-if)# switchport mode private-vlan promiscuous

Switch (config-if)# switchport port-security maximum 288

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security violation restrict

GE) FR—bFEF2VT4LFF74X=F VLAN Ol FRRESNHTWSHHR— ML, ¥ =27 PVLAN
R DT _AFHTIRARETT, EX2T7 7 RLAREF 27 PVLAN B— N CEEXRA L=, [
CtExaT? 7 RLVAEF, RL7 74~V VLAN ICET 580 x 27 PVLAN iR— h TIE¥E T £
Yh, 7L, X227 PVLAN R— FCTEEEINEZT FLVAF, AU 7A4~U VLANIZET
t % =27 PVLAN R— F THEETE £7,

BRANR—=PFTEEINDEX=2T 7 RLRIE, BH#77 (~ U VLAN THEICER I, £
BRlo, MERR—FTHEEENLIEX2T 7T LR, T _TOMEE L4 Y VLAN THEICHE
#MIxnFET, #HT KL A (mac-address-table static =2~ > R&MH) X, =2—¥FBEF%=27 KR—F
TRETDHIEEFITEETA,

— ~ —3
JOraAN R =L TAOTFHLaVDETE
e [Fubhar A h—AFaFrarolliE] (P29-21)
o [FUFNLIDTE NI A N—L FTaT s ar0BRE] (P29-21)
e [Fmnbha) Ab—Lb FuTs7varofr—704 (P29-21)
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JOoran R —4L FoFovavone A

JOraI R =L FTAOTFHL 3V DBE

(E)

A A T ) Address Resolution Protocol (ARP; 7 N LU Afigik 7" 1 b 22)v) Fiidfili# 7y v hT7
Ty Fahsd e, CPUDOEVWEHRIZLY CPUDOA— N—a— RRRETHAEENS Y £, 2
SOMBEE, WOXIITHELET,
o Tu bVl STy BRZESHT XA NRN—OBRER Ry TSN, V=T 4T T
B RALNBT Ty TTLERNPHY T,
e Spanning Tree Protocol (STP; /3= 2> U — 7w | @2/l) Bridge Protocol Data Unit (BPDU;
TV FubanF—4a=y ) BEZEINRWZO, STP BSHEIR L £7,

o CLIDEL RN E LRy £,

T harv Ah—bTurrsvar T E, Ny hOT7r— L— DO ERLEWVEEZEEEL
T, #lEHATy PREFEINDL V- bEHIITEXET, YAR—FEN5 72 b=/, ARP, ARP X
X —t 7 Dynamic Host Configuration Protocol (DHCP) v4, DHCP AX—E > 7 A H—FRv
b TN —7EBT e ha) (IGMP), BELXWIGMP A X—E 7 TT,

N7y hOL—EBRERBINTC LEIVWVEEEZD L, AL v TFIFRESNTEZARA— MIERFLETRTO
NI T7 4w 7% 30 Kay X LET, X7y b L— EAFEFIS, BERGAIIT e haL X
=& Fuasr s arpP’HEEAINET,

K VRN MEENLE RS AE., AR — & FE T errdisable 12 L, ZOMAR— F DT RTDOERE
o T4y TRy TEET, o, FEITHBER— M2 X—T NI LY, (KEEFR—FOHE)
A X =T MEORERREZRET Db TEET,

B L7y MiE, 2 2L FORER— MZBW T Ry 7EnEd,
AR — b @ errdisable 1%, EtherChannel 3 X Flexlink f v % —7 = A ATV AR —hFEINEH A,

FIOAXALEFOTOrIAN R —L TAOFHS 3 VDEBTE

Ja ha) Ah—hFaT I a NI T AN NTT =TT, TN AR—T NI D &,
BHER—= b OBEY BARYRT T4V RN TT =T M0 FT,

JOrFaL R =L TAOTFH3 DA 2—TILE

Tu A A=A TuTrva rERET DT, FiE EXEC E— FTROFIEZETLET,

=1c S N B#
27971  configure terminal S Ay T 4 X al— gy B REB L ET,
A7972 psp {arp | dhcp | igmp} pps value ARP., IGMP, 721X DHCP IcxLTFm baL A bh—Ah 71

TIvarERELET,

value (213, 1 BHEV Oy MO LEWEEZRRELE T, b
T4 I MNIOEEBZDE, T ha A —ATaTr
varnwmiInEd, fwEixEg s ~ 503 TY,
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A7973

AT974

ATy75
A797 6

avwv KR B

errdisable detect cause psp (LE) e ran A h—Ah a5 273 3 0 errdisable HH %
AF—=TNMZLET, TOWENA F—T N5 L, KER—
k2% errdisable 12720 £9°, ZOBRENT B —T TR B L,
ZOAR— ME, A— b%& errdisable (¥ T L2 > M &
Fevy7LET,

errdisable recovery interval time (£E) errdisable D{RIEFR— RO HE Y B U B 2 HAT TR
FELET, RIAR— 2 errdisable DA, ZORHZBE S &
AA v FITEBIICY ANV LET, FRETE DHAIL 30 ~
86400 T3,

end HebE EXEC E— RIZED £,

show psp config {arp | dhcp | igmp} REEMERLET,

wOBITIE, DHCP O#{8 DHCP b7 7 w7 g 35 37 v hEBATZSEIC, F 774 v 7 &R
Ry 7FHE9T7unhas A =L TuT v a rERET D HEERLET,

Switch# configure terminal

Switch (config) # psp dhcp pps 35

BEOTa haL<T, Fabhal A=A TuT s alEkT =TT 5ITIE. no psp {arp |
dhep | igmp} ###E EXEC o~ > RE#HLET,

7a haj) A h—L T T a0 errdisable A T 4 E—7 /M2 521X, no errdisable
detect cause psp 72— L 27 4 XFal—ay avr REFEHALET,

FH) T errdisable KAEHR — b ZFHE A R — T NI T 5 IZ1X, errdisable recovery cause psp 7 2 —/3/L
arv 7 4F¥al—iay avwry REHLET,

errdisable " — F DO HEY Y WY 2T 4 = —T7/LIZF 5 IZIL, no errdisable recovery cause psp 7 2 —
SN arvT 4 Xalb—varyavr REERLET,

Trhal A=A TaT s a PREINTWDLIES, Key T Shiery NoBnRay o
ICREERSNE T, ZOh Y X EFKTRT HIZIL, show psp statistics [arp | igmp | dhep] 54 EXEC =
~ U REFEHLES, 570 haroh v Z% 7 U T3 5I21E, clear psp counter [arp | igmp |
dhep] =~ > R&MHLET,

R— FEGID b5 T 1 v I HIHEEDRT

show interfaces interface-id switchport 1 EXEC =2~ > K& HT 5 &, (Loftkodhns) (v
B —TxA A NT7 4 v 7 OWEE L OCHIBEORENERINET, show storm-control 33 L
show port-security 574 EXEC =~ FEEHT 5L, A b—2fllllB LOR—F X2V 7 4 OF
ENFREINET,
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R— FEEO FS 7« voHEZEORT M

N7 7 4y 7 OFIEIERERFT DI K 29-4 OFHE EXEC 2~ R& | DEITEREHL E

ﬁ—o

& 29-4 F3 749 ORBERT—E2RABLVREERTT HHOIATUE

avwoFk

E:y

show interfaces [interface-id] switchport

TRTCOAAL v F o7 GEr—T 4 7) A= rERIIfEESNT
R— FOEFEAT =5 AL/ FIEAT — 5 2%, K=k ToyF
VBN MEEDOREEEO TERLET,

show storm-control [interface-id] [broadcast |
multicast | unicast]

TRTCOA L E =T oA AERITHREINT A X —T = A RTFK
ESNTWD A b— Al mE L~z fsESNE T 71 v 7
HATIWZHONWT, £37 e —RE¥xy AT 7407 (bT
T U T BATHRAITENTORVER) IOV TERLET,

show port-security [interface interface-id]

24 v FFRIFEEENIEA VA —T 2 A ADFR—bF X2 T4
REE, HA VI —T oA ATHREINDEF 2T MAC T KL AD
BRE, AV A =T ADEX2T7 MAC 7 KL 2D, S4ELT-
X2 VT A ERXOBM, ERXE—REEDTERRILET,

show port-security [interface interface-id] address

TRTCDAA v F A FZ—T A AETIFRESNT AV F—T =
A ANTREINTEZTRTOEXRF2T MACT RLZ2, BXOET R
ADT—T U TIEREF R LET,

show port-security interface interface-id vlan

feEESNI-A 2 —7 24 A2 VLAN B TRESHhTWAHEF 2
7 MAC 7 FLADOEEERLET,
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