GE)

VARATL AyE—D AFx VT DETE

ZoETIE, IE3000 A v FIZVAT A A= aX o V2B ETHHECOWTHBALET,

ZORETHEHIND 2~y RO EHBERAFIEOFEMIZOWTIL, [Cisco I0S Configuration
Fundamentals Command Reference, Release 12.2] %ML T E&E W, ZD R¥a A2 M,
Cisco.com DR DOEHLFTIZH Y £ 97, [Documentation] > [Cisco I0S Software] > [12.2 Mainline] >
[Command References]

ZOEONEIX, ROLEBY TT,

o [VZF A Avtk—y nXr OME] (P35-1)
o [V AF N Ayvk—Y X VORE] (P.35-2)
o Ta¥ L rREDFRR] (P35-14)

GE)

FL—hTaryy—n~DAyE—T%5HTDHE, CPUDOHEHENELS 2D, AL v TFOBMEIZ
AL 52 AN DY T,

Avt— OXLHFDOME

AL Y FIXT 74N R T, VAT A A yE—VE X debug Fi#E EXEC 2~ > Folhzax s 7
D AZEELET, vX 7 TR iEe s Avbe—UEEm REISLT, v s Ny 77,
A AR, UNIX Syslog — 372 &) ICEET AU EZHBELET, aXr 7y ek RiE, av/—
MIb A=V FELET,

Syslog 7 4+ —~ > i 4.3 Berkeley Standard Distribution (BSD) UNIX & H#PERH 0 F7,

aX S FavARNT =T NOEE, AvE—IFar Y —lOLEEISNET, AvE—
IFAERFICEGE SND 2D, AvE—VBIOT Ay WA T a7 et a~ 2w RO E
VIABLFET, Avt—UNar Y — I RINDLIDE, Avb—VEAERLET o ZARET LT
5T9,
AvE—VOEREEZHRELT, 2V —ABILOFHELEIIERINDIA vE—VOX A T EHHIHTX
FT, BT A=A AL AF T EHRELZD, Syslog BEILT FLAZBHRELZD LT, V
TNAEALLOT Ny FHERER L OVEHEBEEZ ML CE 4, BREINDA v E—VIZO0TE, 20DV
U= 2T DV AT A= A RESZRLTLLIZE,

| oL-27302-01-J
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FIFE LRTFLAYyE—Y AFXVIOBRE |

|
\

ATFL AyvE—L AXVTDERE

BX T ENTEVAT A Ay E—VIIT 7 AT HIIE, A vTFoavr RIf v A F—T=A
A (CLY) ZEHT 50, EIXEICHE S Syslog —NIZINHED VAT A A ve—VEkR
HFLET, A4 vTF V7 hy=TIL Syslog A v E—VERNEENY 7 7 ITEFELET,

VATA AvE—UEVE—NTE=XTDHITE, Syslog = ETrIZERRIT L0, F0T
Telnet HHWFa > VY — L R— MEHTAAS v FRZTI7EBALET,

SARTL AytE— AX VT DERE
ZIZTHEL ROBEIZONTHHALET,
e [VRATL BT AyvE—VDT74—~v | (P35-2)
o (VAT A AvE—Y aXrJOF 740 bkl (P35-3)
s Ayt —vuXrr07st—70k) (P35-4) ((EE)
o [ Ay —VFRHIET NA ADHKE] (P35-5) (ER)
o 7 XvtE—UoRE (P35-6) (ELE)
o BV Ay —VDHALAZ LT DA FX—TMEBLOT 4 E—7 14k (P.35-8) ({EE)
e BT RytE—VDV =l U AFBEDOA F—TMEEBLOT 42— 11k (P.35-8) (EE)
o XAyt —VERENER (P35-9) (FEF)
o [EET—7 18 L SNMP 121 & D Syslog A »E—YOHIR] (P.35-10) ((BE)
o [BEEEN—DAF—T 0] (P35-11) (TE)
« [UNIX Syslog — "0z%& | (P.35-12) ({£5&)

DARTFL AT AytE—PD 74—y k

VAT A S Av—UEERK 80 XTE A=ty iR (%), BLOZOMICEBESLS ATV 3
YDU= AR GRIA N AL TER (RESHLTWDLHEE) THEESATVWES, Ayvt—v
. RO7 4+ —~ v P TERRINET,

seq no:timestamp: %facility-severity-MNEMONIC:description

N—F v FNFLBDRIO A v —8471%, service sequence-numbers, service timestamps log

datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 7213 service
timestamps log uptime 72—/ N)L a7 4 Xal—Tay avy ROREIZL-TEDLY 97,

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
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YRFL Ayb— axvdone B

7 35-112, Syslog A v E—VOHEEEZRLET,

& 35-1 SRTFL O Ayt—CDER
EXR HL
seq no: service sequence-numbers 70— Nl 22T 4 X al—T a3y avy RRFESNTHDHHA

2, vl A== U AFEEAX LT LET,

FEHNZHOWTIE, 87 Avbt—VDY— v ARZOA X —T B I OT 4 E—7 11k
(P.35-8) =&ML T E&EV,

timestamp D7 +—~ > | A v E—TFETAIA N MO HFETT, service timestamps log [datetime | log] 7' v —/ 3L =2

ko TA4F 2l =gy avwry RRARESNTWVBREATET, ZoBERBRERENET,

mm/dd hh:mm:ss FHIZOWTIE, (B2 AvE—YDFA L AZ LT DAL F—T LB LOT 1 £—7 11k

S (P35-8) ZZBML T ZE,

hh:mm:ss (FLRFRE)

E

dh (EFERE)

Jacility Ay E—UNRBRTOMEE (SNMP, SYS 2 Y) TF, #AR— b ENDIHEO—FIZOVTIE,
# 35-4 (P35-14) 2L T EEN,

severity AvE—VOEKEEZRTO0~TO1HOa— T, BREOFEMIOVTIE, # 35-3
(P.35-10) &L TLTES W,

MNEMONIC Ave—VEBIORTTIAN AN I TT,

description LAR—FINTNEAXRY NOFEMERTTHFA N A MY 7 TT,

WIZ, AL v F VAT A Avb—VD—¥ErLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernet(0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

VRATL AytE—0 OXITDTIHIL FEEE

#3521, VAT A AybE—U aX I OT 74N MREETLET,

% 35-2 DRATA FAyE—D AXIITDOT I+ MRE

Bae T4 NERE

AUV AADYVRAT A A=Y aX S A X =T,

o — )L DERE debugging (I L UEEAIIZ L D RV L,
# 35-3 (P.35-10) =&H4)

0y 7y ANLVRE T ANBDEERL

ay Ny 7y A X 4096 /N1 b

o J g4 X 1 AvE—v

CiscolE3000 R4 wF Y7 k9?7 av74¥al—>ayv Hq4F
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Iyt—

ATy71
27972
7973
A7y7 4

ATy75

T oXyJUnME

® 352 DRTAL AyE—S AXIIDOTIHILMRE (S

BERE T4 NEEE

B A ART F k=T

EE =S TA4E=T

XU = T4 =T

Syslog #—/3® IP 7 KL & RERTE

RELE T — TAE—T N

P — HERE Local7 (% 35-4 (P.35-14) #ZM)

H— XD A informational (3 X OUERIIZ L D KW L~UL,
# 35-3 (P.35-10) #&HR)

AX> 90T 14E—TILE

A=y aX 3T 74N TS RX—TNVICEESINTHET, 2 Y=L USADONT D5
T A v B —VERETIERIT, AvE—Y aX o 724 X—T VT HUERHY £, A v
=Y X IR F—TNOEE, vl Ayve—TRErX S e RACE EINET, uaX s
Fat A, AvE—UEAERT e R ERIB LW CIEEREFNICRELET,

Aoy —v uX T ET 4 —TNMIT DT, B EXEC E— FTROFIEEZETLET, ZOF
JEFAEE T,

avUF iy

configure terminal Ja—sL arZ 4 Xal—yvar T— Rl LET,

no logging console AvE—U aX o ThT 4 =TV LET,

end ¥iME EXEC E— FICHED £,

show running-config HEEMERLET,

EJ

show logging

copy running-config startup-config EE) av74Fal—yay 77 A NVICERERHRELET,

U7 TRERET A =TT DL, AvE—UNary—LilEZRAENLETT v RIT
@ﬁﬁﬁ%ﬁ%?é%%ﬁ%étb\X%/?@ﬂ@%ﬁ#ﬁ?? k#%@if ¥y 7n
BANRT 4 B—TNVDOHE, A vE—VIFERETCIC EFIXa~y FHAICEVATLET) ar
Y VIZETRENET,

logging synchronous 72—/ Nl 2> 7 Xal—Tal avwr Ry, aryV—~DAvE—UFK
TRICEBLET, Z0avry ReEAX—7WIT 5 &, Return S RITNIEA v E—VURERRSH
FH A, SO TIE, 27 XA vE—CoREE] (P35-6) 25 LT EEN,

AvE—U BRI ET 4 =TI LIZRICHORA 32— 7 2T 5I2iE, logging on 77— 3L =
V7 4F¥alb—var avr REERLET,

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
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YRFL Ayb— axvdone B

A E—URREBET /N ADEKTE

AvtE— B X TN RZ—TNVOEE, 2 — AT TRIUGEEOEFTICH A vE— V5 EET
EFET, Avb—VOZELFHERET S, B EXEC E— N TRkOa~v> Fad 1 > 721365
FERLEY, ZoOFIEIEETT,

avwyv R

E[:y

A7971  configure terminal

Ja—n) ar7 4 X¥al—ay B— REBBELET,

A7972 logging buffered [size]

AL F ORIy T 7 ~DA vy =V LES, HETE HHMH
13 4096 ~ 2147483647 /N4 FTT, T 74/ bDNAY T 7 A XL
4096 /A KT,

Ay FIEERFELET DL, 77 v va AR VIRFSATHRNE
JTIERbNET, AT v 74 2SR TIES 0,

GE) No 77 PARXERZITEDLMICHRELRNTLLEI VN, o
ERIHEHTOIAETYDRRETHIERHVET, A v T EOD
ex7utyt AEY ZERKRT HITIE. show memory Fri#
EXEC a~> R LET, 2L, RINAEIIMEHTE
DEKMETHHIZO, Ny 77 A X% ZOEIZHEE L2 T
<TE&EW,

27973  logging host

UNIX Syslog #H—/ N RRA MZA v E—V ALK LET,

host \Z1%, Syslog ¥ —NE L THMAT 2R A FOATTEZIZIP T R
AEFRELET,

s Avt—VE%ZET D Syslog F—"D Y A NEERT DL, Z
Davy REEHEIADLET,

Syslog ¥ — DO E FNEIZ DWW TIE, TUNIX Syslog —/ SO E |
(P.35-12) ML TLIEIW,

A7974  logging file flash:filename
[max-file-size [min-file-size]]
[severity-level-number | type]

7T va AEINDT s ANMIRT AyE—VERRIELET,
o filename \ZiX, v A=V DT A NGBEATILET,

o (EE) max-file-size \Z1X, 07 77 A NVDOERY A XEH{ELE
9, FEE T HHIFAIL 4096 ~ 2147483647 T3, 7 7 4 /L Mi&
4096 /X1 KT,

o (TE) minfile-size \Z1%, v 7 77 A NDE/NY A XEHELE
T, fHETX 2L 1024 ~ 2147483647 TF, 7 7 +/V MiZ
2048 /A R T,

o (fEE) severity-level-number | type \Z1%, R¥X v 7 OBEKEE I
aX s AT EBELET, BEREICEETEZ26MIZ0~T7T
T B¥ T ZAT F—U— FO—FIZHONTIE, £ 353
(P.35-10) 2L CTLEI, TT7ANVITIE, TV T Ry
=V, BEOHEMIZEVBENL VDR vy =0l 774
JNZEESINET,

A7975 end

¥itE EXEC £E— RIZE D £9°,

A7976 terminal monitor

BAEOE Yy g vrHiz, av Y —VUANDWERIZA v E—% L
‘é_o

WRNRTA—HF a7 4 Xal—ay avwy NFe—bLIcHES
N, By a O TRIZEDNCRDVET, T3y 7 Avb—U%FR
TAHEESIT, By arlllitioAT v PEETTAHALERHY F1,

| oL-27302-01-J
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o>k B
A7977 show running-config BEEHIRLET,

A7978 copy running-config startup-config EE) v 74 FXalb—vay 774 VICREEZHREFELET,

logging buffered 70—/ 3L 2> 7 4 Fal—v gy avr FEETTLHE, B A vE—URHHE
Ny Z7ilabt—ashET, BRAY 77RO T, Ny T77B0noEWIRD &, WAy — UM
LWAyE—UTEEBZONET, Ny 7 7ICEEHmMI NI A vy E—VEEKRT 5T, show logging
B EXEC a~r FEMEHALET, Ny 77NORBHTWA Yy E—UREIICRTTEINET, Ny
77 ONEE27 VT T 5I21E, clear logging ###% EXEC =~ > F&HHA L £,

FEE D PoE 1Tk L7z A — b T Power over Ethernet (PoE) 4 x> houa¥r /%A x—7 LIl
DT 4 E—7MIC L7V T 5I2IL, logging event power-inline-status 1 > % —7 = A 27 4 ¥ =a
L—Yyay avwry ReERALET, 26O FR—bh~0uXo 7, 5740 T, X—T7 LT,

ALY = ~OUX T BT =T T HIZIE, no logging console 7 v — 3L 2T ¢ ¥ o b —
varvavwry REFRLES, 77 A ~ORF U T ET 4 B—T7ICT HITIE. no logging file
[severity-level-number | type] 77—/ 3L a7 4 Falb—vay avy FEERLET,

Oy Avyte—o0NRAEE

REED 2y Y —)b AR — MEFEE 72X REIRR ISR LT, FEREEFER A v & — % LU debug $5#E
EXEC o~ FOH N EEEFERT A AOHNBL T o T N EeRIFASELZENTEET, &
KREZSCTHRIUCHNEND A v —PDE A TEEETEET, /2, WROHERBPRA v —
DHIBRSNDETRIFLTRBI Ay 7 7 ORKEERETHZEHTEET,

FEEEHRA vE—TVBLWdebug a2~ > FRHOORa X RS 2—T VOHE, EIEHERT A
A AR T Y — VZFRE LA S %I, FEEEFERT ASA A0 D OH TN KR E 72 EHI
SINnFET, FEEEFHRA v E—VBIOdebug 2~ > KON, =—VFADATa 7 FREIR
TR, 3y —CEREINET, LER-o T, EEFEHERA -8B LU debug 2~ KO
INE, EEFERT AL AHIBLOT v T MZEIVIAEND Z L i3H Y FHA, FFEEEFEHRA v E—
UIRERENTZRIC, aryY—NiFa—Y Fur S EEERLET,

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
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Fle % 7 2RET 2121, F## EXEC £E— FTROFIEEZFATLET, ZOFIHIIMEETT,

avwy kR B
A7971  configure terminal Ja—R) a7 4 Xal—yay ET— NEBBLET,
A7972 line [console | vty] line-number Ave—VORMARX L T E2ITO LI, BERELET,

[ending-line-number] o XA vFDary—) R R— bz LTHTONDREICIE,

console ¥ — VU — N&EZfEHALET,

e [Ain X7 %A F—TNCTT D vty ERERTET 5121
line vty line-number =~ > RafH L ET, Telnet &> a3
ENL TN AR EICIE, vty B E2HEH L E T, BRES

WCHETE 2#iHIX 0~ 15 T,

16 A0 viy BEROBE 2T =T —EIEET 510013, KO L HICA
jjl_/ij‘o

line vty 0 15

Fio, BUEOERICHER IR TWD 1 D0 vty [EIFROFE E%Wﬁf
HoLbTEET, AR vy 2 OREEEFETSIC
KDOEIICATLET,

line vty 2

ZDawr REANTHE, 4 a7 Falb—Tay E—
iz v £147,

27973  logging synchronous [level [severity-level | | 2 v — Y DRMa XL 7 E A4 F—T M LET,

all] | limit number-of-buffers] o ({EE) level severity-level IZ1Z, A v —YDEREZET L
F9, ARKERZOMELETHD A vE—1F, FERBICHS
SNFET, ERNIWVFERRETIREL, BERAREWIZLEE
REZNSLKRVES, 7740 8T 2TT,

o (LE) levelall ZIFET 2 &, EREICEFERL, 7XTO
Ay —URERMICE N INET,

o ({EE) limit number-of-buffers (2%, F=2—A 7 INDHER
DRy 77 HERELET, ZNEHEZZH LA -V
BEFEINE T, FBETE HHPHIL 0 ~ 2147483647 T, T
7 4V hiE 20 TT,

ATy74  end HHE EXEC — FICE Y £,
7975 show running-config REETERLET,
A7976 copy running-config startup-config (EE) 2o 74 FXal—vay 77 A NVICERERRTELET,

FEREEFERA v =V BLOT Ny ZFHNORMET £ —7 1127 51214, no logging synchronous
[level severity-level | all] [limit number-of-buffers] 74 v 27 4 ¥ alb—ay avwy FaffiHL
7.

CiscolE3000 R4 wF Y7 k9?7 av74¥al—>ayv Hq4F
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W S xFLAvE—Y aX TOBRE

AT Avt—PDRALREZTDAR—TEEEKUT 1 E—TILE

FIFNLIRITIE, B AvB—JIZFE AL AFUCTFRERENEY A,

0y A= DEA L AL T A F—TNMIT DT, ¥t EXEC T— FTROFIEEZEITLE
T, ZOFRFEETT,

= S B
A79y71  configure terminal sa—sy a7 4 F¥alb—va s E— RelBLET,
27972 service timestamps log uptime 0T DEALNARE T A F—T VI LET,
EJ/ B RHIDA~Y REFE[TTLERn T Ayt —VDF AN A
service timestamps log datetime [msec] [localtime] - 70753: A /:r\ —TMALTRY | VAT N RS LT e Ot
RFfI RN SILE T,

[show-timezone]
2F/DDOav FEEITTLE, B AvE—VDX A A
AP TNA X =T N ET, BIRLIZAT Va3 1
JEUT, B—H)L AL — UL U B, R

RV, BA L= BELAA L RAZ LT L LTERT

TET,

27973 end Rt EXEC £— FIZRY £,

A7974  show running-config REAERLET,

27975 copy running-config startup-config UEE) 274 Falb—rvaly 77 A NVICREEZHRFLE
iR

TRy T Ay—=2bual Avg—VOMFOEA L AZ L TET 4 2—TWIZT HIZIE. no
service timestamps 70—/ 3L 27 4 X2 L —T gy avr NEFERHLET,

KIZ, service timestamps log datetime 7' 72—/ )L 2> 7 4 Xa b —vay avwy Ref x—T7LC
L7eaon VRO —fErLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
KIZ, service timestamps log uptime 72— 3L 27 4 Falb—v g avy REAf RX—7/LICL
reHaon VR RO—HERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

AT Avt—PDI—7 Vo RBEDAR—TIEELUVT s 2—TILiE

BHOO T AvE—OFA L AR TRRICICRAZZENHATD, 1 DDA v — % FREICE
BITEHEIIC, Ave—VICy— Y ABHERRCTEES, 7740 T, B A yE—Yi
V=l VAR FIIRREINET A,

0y Av—VD— U AFTEA X =TT BT, 5 EXEC T— RCTROFIEEZFEITLE
9, ZOFEIIEETT,

=1 B
27971  configure terminal sa—n)ar 4 Xal—vary E—FEBBLET,
A7972 service sequence-numbers V= U AF T EAR—TNVIZLET,
27973  end FrHe EXEC £— RICREY £7,
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SRATA A yE— AX T ORE

YRFL Ayb— axvdone B

=l B
A7974  show running-config REAERLET,
A7975 copy running-config startup-config EE) 274 FXalb—ray 77 A VICERTEEHRIEL
ESraN

V=l VAR T ET 4 —7 T HIZIE, no service sequence-numbers 7 27—/ 227 4 ¥ o
L—vay avwr REEALET,

WIZ, V=T Vv AFFEA X =T NI LG AGOR X I RRO—HE R LET,

000019: %SYS-5-CONFIG I:

Ayt —CEREDES

BIRLET A ZCRTEND A v E—VZHIRT210E, AvE—VOEREZRELET

ATy71
ATy7 2

A7973

AT974

A7y75
ATv7 6

ATvFT

(% 35-32Z%M),

Configured from console by vty2 (10.34.195.36)

AvE—VOBEKNELZEFRTHITIE, B EXEC T— FTKROFIEZETLET, ZOFIEIIMEET

R

avwy Rk

=)

configure terminal

Jua—r ) ar7 4 ¥al—vary E— REEBLET,

logging console /evel

aryy =Vl E NS A vy =V EHIRLET,

FTITANET, A= VET Ay T Ayv—y, BILOKMEMIZ X
DKWL _ALDRA vt —U%ZELET (F 35-3 (P.35-10) 2HH),

logging monitor leve!

IARERRICEER SN D A v E—VEHIRLET,

FI7 I RNT, BRIFT ANy T A vtw— BIOKMEMIC L&D
LV Ry =V EZELET (F 35-3 (P.35-10) =2&M#),

logging trap level

Syslog r— NIZFEEREND A v E—VEHIR L ET,

77 4V h T, Syslog »— NHEMA v E—Y, BLOEMEMIZLY
BNWL_ADA Y=V EZELET (£ 35-3 (P35-10) 2BH),
Syslog % — D% E FMAIZ SV TiL, [UNIX Syslog ¥ —/ D% E |

(P.35-12) LT ZIN,

end

¥ike EXEC E— FIZR D £9°,

show running-config

EJels
show logging

B & RS L E T

copy running-config startup-config

UEE) 2v 74 Xalb—ary Z7ANMCEREFRGFELET,

~

GE) level ZIRETDE, ZOLALDRAvE—Y BLUOEEMIZEZVIEW LD R vE—U 565012

KRENET,
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T oXyJUnME

A= A~NDRF T ET 42— T HITIE, no logging console 7 72— N)L 22T 4 ¥ o L —
vary avy REEALETS, ar Y —AUAOESER~ORX U 7 E2T 4 8—T /2T 521X, no
logging monitor 70—/ )L 27 4 Fab— g avr FE@HALET, Syslog —~Du ¥
VT 4 =TT BHITIE, nologging trap o — )L 2T 4 X ab— gy awr RElH
LET,

# 3531 level ¥—V—FRZRLET, £/, 57T 5 UNIX Syslog £ 4, EREOR S HEWOH D
MBJEICR LET,

# 35-3 Avt—T AXUY level ¥—7—

level ¥—7—F LARL B Syslog &%
emergencies 0 AT AIRLEETE LOG_EMERG
alerts 1 B BER LB 23 4 B8 LOG_ALERT
critical 2 VAR Y %ISIN - LOG CRIT
errors 3 = —JfRHE LOG_ERR
warnings 4 L e N E LOG_WARNING
notifications 5 EFEENEREE TS HR0E LOG NOTICE
informational 6 [ERA v =720 LOG_INFO
debugging 7 TR T Ay—y LOG_DEBUG

V7 U =TIE, TSN O 40D T A DA =V EERLET,

. P =T EEAN— FY =7 OBREEICET 527 — A v k— : warnings ~ emergencies
ODEjU“'Ci'%/Téﬂiﬂ”o IDHAT DAy =V, A v TFOERBICEERNHLDLZ L ERLE
T, ZOMIMELSLOEEFIEIZOWTIE, 2OV Y —RICKHIETIVAT A Av®—2 A KR
EHERL TSN,

e debug =~ ROH ) : debugging DERE TR IREINET, BFE. 73y a~v NiE
Technical Assistance Center (TAC) TOIFEHA I E T,

o AUH =T 2 A ADT v FERIFIE T FToVvar AvE—VBIVVAT AFEEIA v
+— / notifications DENRE TR RENET, ZORXA v E—VFHRIBERTHD ., 2L vFD
REBICIT BN DH Y TR A,

BET—JILELY SNMP [2EE SN S Syslog A v tE— U DOHIRE

snmp-server enable trap 7 2 —/ 3L 2> 7 4 ¥ a2 b —v 3 avr REHH LT, SNMP Network

Management Station (NMS Fv NT—=JEBRAT—va) ICKEESND K HIZ Syslog A v E—Y
NI Y TPA X =T MTRESN TN DLHEIR. A v TFORET =T VITEEB IO SN A Y
t—VOBEBKEZERERTEET, £ BET—TLICENENDIA v E—VOREEFETLHZELT
SR

SNMP b 7 v ZI356 I ~DBEIMEIES LTV RN 2D, A v —VIIRBRIET — 7 VIS E T,
T 7 4V hTIiL, Syslog b7 v 7 WA X—=T N ThRWEES, BERED warnings DX v —Y BX
OEEIC E VIRV A v E—2 (3R 35-3 (P35-10) #2M) 2, BET—7 I 1 SIS ET,

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
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| £35% LRTFALAFAvE—L OXUIORE

YRFL Ayb— axvdone B

EREBLOBRET —7 1V A XOFT 7 4V MEEERET 521X, F7#E EXEC E— R TROFIEE 5=
TLET, ZOFIRIFEETT,

avwyFk B&

A7971  configure terminal sa—n)arz 4 Xal—vay w— FElBLET,

27972 logging history level' JBIEZ 7 A T E ., SNMP #— Z3%(E S5 Syslog 4 v —
DT T AN FOERELZERELET,
level ¥—U— KDY A MZOWTIE, # 35-3 (P35-10) #BWLTL 7
S,
7 7 4/ h TiL, warnings, errors, critical, alerts, IO
emergencies O A vt —UNEEEINET,

A7973  logging history size number JBRET — 7 NAHEHNITE D Syslog A vE—VUHERELET,
T7HNVETIEL DDA v E—URRMHENE T IBETE 28X 0 ~
500 T3,

27974 end FrtE EXEC £— FIZR D 7,

A7975 show running-config LEAERLET,

A7976 copy running-config startup-config | ({L%) =L 74X al—Sar T A NMCRERREFELET,

1. # 35312

. level ¥ —U— %kJ:U\E)\VZET LEd, SNMP 2 L TV o HAIE. EREDMEDN 1 ETHAET, 2L 23,

emergenczev £ 0 TiEAe< 11T, critical 1X2 TiX73< 312220 £7,

BRET —7 A0 X 0054 (logging history size 70—/ 27 4 Fal—y 3y avw KT
BELERKA v E—Y = VBB ENTVEEE) I, FiLnAyE—Y 2 MY 2T
L0, B EWZ U MU BRT =T ANLHIBRISNET,

Syslog A v =Y Ou*¥ o 7 %T 740 FOEKREICETIZIE, no logging history 7 m— 3L 2
Ta4F¥alb—varyavwryFeHLES, BET—7AHNOA v —V8%ET 7 40 MEIZRETIC
i%. no logging history size 7 o —/ )L 27 4 Fal—v a3y a<wr REHRALET,

BREZEEOH—DA r—TILIE

avw RIA v A F—TxA4 A (CLD) TIToiRELEE N T v XV VT AR ER T —% A
X =TT H T N TEET, logging enable FFELAEr /— a7 4 Falb—rvay avy Kz
ANTHE, BELABHIZANESN-Ey gy, a—FBLOavy R JIciigan:d, ®E
a7 0% A XF1~1000 = hOMTHETDHZENTEET (F 74/ ML 100), no logging
enable =~ > KD#IZ logging enable =~ > K2 AL TrX¥ o 7427 4 E—T7 ML THUA 13—
TMNZTHIET, WOTHLRITEIT VT THIENTEET,

show archive log config {all | number [end-number] | user username [session number| number
[end-number] | statistics} [provisioning] ###% EXEC =2~ > F&#H L C, & En /&R EidfEe L
TR TGA—Fou s 2R RLET,

TITAN R TRERX T IET 4 E—T WMo TOET,

a< v ROFEMIZOWTIX, kD URL IZT 27 A LT [Cisco I0S Configuration Fundamentals and
Network Management Command Reference, Release 12.3 T) %ML T E &,

| oL-27302-01-J
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¥35E LRFL AyvE—L OXUTORE

W 274 2v&—3 OXTORE
REDX T A X —TNVICT DX, ¥ EXEC E— R TROFIEEFEITLE T,
avyk B

A7971  configure terminal sa—n)ar7 4 Xal—var E— FERBLET,

27972 archive T—HAT a7 4 X¥al—ay T— REEBLET,

A7973  log config BELEFH— a7 4 Fal—var ET— REBKBLET,

A7y74  logging enable BRELT XL V%A F—T M LET,

A7y75 logging size entries () #En 7 CRET = MY KERELET, FHETE 5
i1~ 1000 T¥, 774/ X100 TT,
GE) BEvI/DB0oldWichsd, Hiflor NI BALENET-W

WEbivwe Z = MU REHIBRERET,
A7976 end ¥ EXEC £— FIZRY £7°,
A7977 show archive log config REQ T FRTHILET MU ZHERLET,

UNIX Syslog H#—/\®

WIC, REEF T —%A X =7 M LT, rnZ70Ox bV EE 500 ICRETHH 2R LET,

Switch (config)# archive
Switch (config-archive)# log config

Switch (config-archive-

(
(
Switch (config-archive-
(
Switch (config-archive-

log-cfg) # logging enable
log-cfg)# logging size 500
log-cfg) # end

RER 7 OHNBNTIRO LY TT,

Switch# show archive log config all

idx sess
38 11 unknown
39 12 unknown
40 12 unknown
radius
41 13 unknown
42 14
43 14
44 14
45 16
46 16
47 16

AR IE

user@line Logged command

user@vty3 Ino aaa authorization config-commands

user@vty3 |Ino aaa authorization network default group radius
user@vty3 Ino aaa accounting dotlx default start-stop group
user@vty3 |no aaa accounting system default

temi@vty4 |interface GigabitEthernet4/0/1

temi@vty4 | switchport mode trunk

temi@vty4 | exit

temi@vty5 |interface FastEthernet5/0/1

temi@vty5 | switchport mode trunk

temi@vty5 | exit

WIZ, UNIX =30 Syslog 7—F v ##HE L. UNIX A7 L a0 X 7¥iEx EXRT 25 FIEICOW

THMALET,

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
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| #£35& LRFLA

vE—L AXL T ORE

YRFL Ayb— axvdone B

UNIX Syslog T—E > A~ADRY A vt&—

GE)

2AFvF 1

A7y 2

AT h m A y¥—U% UNIX Syslog ¥ — M2k ET 2812, UNIX #— 31T Syslog 7 —F &
ERETLLENRHY £4, ZOFIRTMEETT,

root LTI AL, WDAT v T HEITLET,

&Hi/N— 3 D UNIX Syslog 7—E L OHIZIZ, T 74/ TRy hT =2 MbH D Syslog 737 > K
EZTANZNLORHY ET, ZOXIRVAT LAOHFEIZ, Syslog A vE—YDUE—F aXr
ThAX—TMZT BHIZIL, Syslog 2~ R T4 NZBMEZITHIRTA2LERS LA TV a vk,
UNIX @ man syslogd =~ > RZ#H L CTHBIL T,

fetc/syslog.conf 7 7 A /WIZIRD X 9 7247 % 1 4TIBM L £,
local7.debug /usr/adm/logs/CiSCCllOg

local7 ¥— 7 — Ri%, AT 7L E L ET, HEOHEMICI OV TIE, £ 354
(P.35-14) 2L T Z &, debug ¥—7— RiL, Syslog DEKREZEELET, EREDOFEM
WZOWTIE, 3 35-3 (P.35-10) 2B LT 7ZEW, Syslog 7 —F > id, 2Bl LOEKREDLS
2. RO7 4=V RTHESNTZ 7 7 ANVIIA vy E—VEFELET, TO7 7 A 0%, Syslog 7—
FUICEZRBMERD D DEEFT 7 A M TRITITRY £HA,

UNIX v =/ a7 MIROa~y REAH LT, vd 77 A4 VEEMRLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

Syslog 7 —FICH LR EE R ST £,

$ kill -HUP ‘cat /etc/syslog.pid’

POV TR, DA ® UNIX v A7 A0 man syslog.conf 35 10" man syslogd =~ > REZSH L
TLIEEW,

UNIX X T4 XD T HEEDRSE

VAT A BT R y— DEIT AL RICEET D HAIL. A v — % UNIX Syslog HEfEN & 415
ENEAvE—VLLTHEETDSLIC /XTA%ﬁET%if

UNIX VAT LEHEA v — v X0 7 2R ET DL, 5 EXEC E— R TROFIEEZFEITLET,
ZOFIEIXEE T,

avwy R

E]:5)

A79y71  configure terminal Fra—s ar 7 4 ¥al—ar B— REEBLES,

A7972  logging host

IP 7 RL 2% AJJL T, UNIX Syslog #—/3 8 2 MZ A v E— U & 508k
LET,

07 AytE—T%%(ET D Syslog h— "D VU A RN EAEKT HIZIE, 20
a~ s FEBEBEEANLET,

| oL-27302-01-J
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EIBE LRTFLAyE—T AFVITOBRE |

W ox y8F0%s

A7973

AT974

ATv75
ATy7 6
AT971

avwyFk

B

logging trap level

Syslog r— NIZFEEREND A v E—VEHIR L ET,

T 7 4V hTiX, Syslog — NIl A v E—VBXOZENRLY FTOL
NIADRA =TV EZIELET, level ¥—U— RIZHOWTIE, # 35-3
(P.35-10) &ML TLEEW,

logging facility facility-type

Syslog #REZ# R E L £ 3., facility-type ¥—7 — RIZ 2\ CIL, £ 354
(P.35-14) zZML TS 7ESVY,

7 7 # v M local7 T,

end

¥ EXEC £— RIZRED £,

show running-config

ROE A TR L% T

copy running-config startup-config

B8 av 74 X¥al—ay 77 A NVIIREEZRIELET,

Syslog — "% HIERT 51Z1%, no logging host 7 m—/ )L a7 4 F¥Falb—vary avy REFRAL
T, Syslog =D IP 7 FLAZIEELE T, Syslog h—~OaX o 7%7 4 —7NICTHIC
I%. nologging trap 70—/ L a7 4 Fal—var avr REALLET,

# 35-412, Y7 by =T THAFE— IR TS UNIX & 27 LHRE

RLUET, ZhbOBEREDTEM

IZOWTIE, ZHEHADO UNIX AR —T7 4 7 VAT LADBE~=a2 7 VEBRRL T EI,

& 35-4 AX >4 facility-type ¥—7—F
facility-type ¥—7—F B

auth TR AT A
cron cron T AE

daemon VAT A T —F
kern T —x v

local0 ~ local7

n—HWVICERZRINT-A v =T

Ipr FAY TV H AT A

mail R—)L VAT N

news USENET == — A

sys9 ~ sys14 AT LT

syslog SAFLH B

user 2—H FukR

uucp UNIX 705 UNIX ~Oa v — X7 A

OX > JEREDRT

Il CiscolE3000 R4 vyF Y2 b7 AV T4 Fal—aviq4F

OXTHRERBLIOa S Ny 77 ONEERRT DHITIE,

show logging 471 EXEC =~ N&{Ef L

F9, ZOLARICERRIND T 4 —/)V ROFEHIZ OV T, Cisco.com ~X—® [Documentation] >
[Cisco IOS Software] > [12.2 Mainline] > [Command References] (Z& % [Cisco 10S Configuration
Fundamentals Command Reference, Release 12.2] # &L T &,

0L-27302-01-J |
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