GE)

DHCP #ge& IP V—R Hi— FEREDEETE

ZOETIE, IE 3000 A4 v FIZ, DHCP (DHCP; # A4} I v/ RARA L a7 4Falb— gy Fn
k=) AX—v 7 HRe. DHCP Option 82 7 — # ffi Af&rE. 3 LU DHCP #— DA — h—2
DT R AEN G THERREZRET D HIBECOWTHMALES, £/, IP Y —X I — FEREOBRES &
WCOWTHEHALET,

ZoETHEMSND Iy FOHLE LCEAFEOFMICONTE, oY —20awr R
77 LA BEO Cisco.com ~<— @ [Documentation] > [Cisco IOS Software] > [12.2 Mainline] >
[Command References] 24 % [Cisco I0S IP Command Reference, Volume 1 of 3: Addressing and
Services, Release 12.2]] @ TDHCP Commands] #Z ML T 720,

ZOEONEIX, RO EEBY TT,

o [DHCP AX—Vt > 7/ O#fR] (P.26-1)

o [DHCP AX—t' v 27 DOFE] (P.26-9)

e [DHCP AX—vt v 7 FHfoFR| (P.26-16)

o [IP Y—A H—FOME| (P.26-17)

o [P V—A H—FKDi%E| (P.26-19)

o NP V—A J— FF@HDER] (P.26-28)

o [DHCP 4 —" R— bR=2D7 FL 28 B ToOME] (P.26-28)
e [DHCP #— " F—b_X—=2D7 KL 2%V B ToOFHE| (P.26-28)
e [DHCP #— R F—h_X—=2D7 KL 2%EI0 Y THFER| (P.26-31)

DHCP X X—FE 45 Diafz

DHCP 1%, ROV — "SR A RNIP T RLAZEICEID 4 TH72HIC LAN BE CAEHA SR
THEY, FNITESTIP 7 FLAEHO A — —~y FBRRIBICEH SLE$, DHCP Tid., Xv b
T— BB SNTZARA RN IP T RUAZMEHA L, IP T FLRAEKGEANIZA A MZEID ¥ THH0
ERRL 570, BonizIP 7 R AZEMEH N TEET,

T ROBEHRIZONTHALET,
e [DHCP #—3 (P.26-2)

e [DHCP VL — x=—Y x> b (P26-2)
» [DHCP Snooping] (P.26-2)
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W DHCP RX—F /7 DER

e [Option 82 7— X4 A (P.26-4)
e [Cisco IOS DHCP #—/ 5 —XX—=2 | (P.26-7)
e [DHCP AX—Y V7 A vFT 4T T—H_—2] (P.26-7)

DHCP 7 7 A 7 > F OFEAIZ W TIE, Cisco.com ~X—’® [Documentation] > [Cisco I0S Software]
> [12.2 Mainline] > [Configuration Guides] (24 % [Cisco I0S IP Configuration Guide, Release 12.2]
@ TIP Addressing and Services| @ [Configuring DHCP| %2 L T 7230,

DHCP H—/\

DHCP Y — NI AL v FFidN—% EOREEINTZT RV A 7 —)uinE DHCP 7 74 7 2 MM IP
T RLVAZEDYCT, ZNHDOT FLAZERLET, DHCP 4 — "R ZDF —Z RX— A HH R S
NERENRTA—ZEZRELTDHCP 7 5472 MIETZENRTERVEAIT, Xy hU—7 FH
ENER LT 1 DEITEEOE L XY DHCP Y — N CZEREZEE L F7,

DHCP )L—I—Yx Vb

DHCP VL — == MNE, 72747 &Y —"OBTDHCP N7 v F&#5ikdT 5L A% 35
AATT, Vb— 2=V NI, RUPEY T Xy b EIZRWnWI T4 7 0 FES— ORI TERE

JWGEEHRELET, Vb— 2=V MIEDIREIL, IPT—% 7T 2% %y hU—7 B THl
MRS D LAY 2 TOWEEOEEL IRV ET, V—x2—Tx ME, DHCP X v&—V%
ZTmWmASE, HTLWDHCP Ay tE—VHAER LT, A F—T 24 XA ETEELET,

DHCP Snooping

DHCP A X— b U L EHTERWDHCP A vt — D7 4 VZ Y 7L DHCP AX—E 7 R4
VT4 T—2 X=X (DHCP AX—VY 7 AT 40T T—TNELMEND) OEMRB LW
BHIZE>THxy NU—7 X2 U T 4 2HfRT 2% DHCP v% =2 U 7 ¢ #4E T,

DHCP A X —t > 7L, [EHEHTE/RWHAA ML DHCP 4 — DB TT7 74 7 U — IR - & E 2 H
7-LEd, DHCP AX—VY 7% HT D EIcLD, =0 KR a2—PFICERINEEE TR0V A v
Z—TxA AL DHCP —NELGZRIDOAL v FICER INTEHETE DA X —T = A A% XFT
xF9,

(GE) DHCP AX—VE U7 ZIELLHESEL-DIIE, T XTO DHCP —RZEETX5/ X —T =
A ARETAAL v FICHERTLHILERNDH Y F5,

EHETEX/RWVWDHCP A v b=V LT, X FU—Z FHE7 74 T U —LOIMUBEE ST
AvE—VDZETT, =R T (X —REETDHCP AX—Y 72 iHT55/81L,. hAX
T—DAA Tl bR Tua, = Xy hT =7 EIZRWT AL ANLEEEINTZA v E—
UMMEHTE WA =Tl ET, RHART AL ANLEEEINTAyE—VEF, VT 7407
WERORKIZRY 2570, FEHTEEEA,

DHCP AX—VE v T A vF 4 v F—EZ_X—221F, MACT RV A, IP 7 KL &, U — 2R,

NA VT 4 T OMEE, VLAN F5, BLIOAS vy FOFHETERVa—HINL A X —T o ADA
VH—T 2 A AERNEENTVET, TOTFT—FRX—R 2L, FEHTE DA F—T oA ATEH S
TR A MOFRIZSH D EH A,
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DHCP 2x—FsnEm N

P—ER TaRSF— Ry NU—I7 T, ARy NT—TNDT A ADKR— MRS LizA v
H—T 2 A AMPMEGHETEDA L H—T 2 A ALRVET, Xy NI NOEE TR,V F—T =
AAFETEFRY FU—ZIZBERNT A, ADAL v H—T o ATERSNTEA V2 —T oA AL, &
BETEXRWA L Z—T oA ZELR0 ET,

AL v FMMEHETERNA L H—T 2 A ATy FEZEL, 2O F—T A ANRBELTND
VLAN TDHCP AX—E V7N, F—T VIR ESINTWDEHE, 7<4’/%;ta£1;szAC7bvx
LDHCP 7 9A 7 h®ON—FKo =7 7 RLAZRBELET, 7 RLAR—F LGS (T 741
M\x4/%iﬂ#/b%&$bi¢oT%Vxﬂ*ﬁbﬁw%é\X4/%1A#/b%hm/7
LET,

24w FlE WOWTULORABRFEE L7ZHEIZ DHCP X7y &2 ey 7 LET,

e DHCPOFFER /3% v~ ., DHCPACK /¥4 v~ ., DHCPNAK %% v ., DHCPLEASEQUERY /¥
7w 872, DHCP =607 3%y b I =7 2137 7 A4 T 7 4 — OIS
fE L7,

o Ny MPEFETERNA UE—T A4 AIERFL, HFEILCMAC T KLALEDHCP 7 54 7 >
FDON—=RD 27 7 RUVAR—F LRV,

e A A v F» DHCPRELEASE #7-iZ DHCPDECLINE 7o — K% ¥ A s Avtb—U%%EL., £
D MAC 7 RL AT DHCP AX—E T NA T 40T F—=AR=AZEHEENTWVDER, A
TAVT T—=HERXR=ANDA L H—T = A ANERN A v — /%xfnbf_/])/& T AL —
F L2,

e DHCP UL —x—Y x> bR 0.000UA4ADY L—x— = FIP T RL A% 4T DHCP R4 v
k Z#i5k L, Option 82 WA G TNV v hZEETE R2VE— MIlEET 5,

DHCP AX—¥> 7 %% R— T 2E8AL vFTHY ., DHCP Option 82 IFHEFATIZ v A

49%K%ﬁéﬂfﬁéx4y?ﬁ\Ommwzﬁﬁ%ﬁﬂN&y%ﬁ%ﬁfﬁﬁw4/& ZAE

WCERB LGS, Tnbory b2 Ruey 7 LET, DHCP AX—VE IR, X—TVIIREIN
TwéFAL\A&/$ﬁFﬁT%6T—$ %FLT% EHAAL v F I ER I N=T A4x®
DHCP AX—V U J A T 4 v T it d. 82 DHCP AX—VY 7 ST 4T T—X

NR—2EERTE EHA,

TRAAL v FEEETERNVA =T 2 A ARB T vy Y AL v FICHER TE 5545, ip dhep
snooping information option allow-untrusted 72— 3L 237 s X2 b — g a<vy RE AT
L EBHAL Yy TFIET Y AL v FIZL o THA ST Option 82 1E#H & Gie N7 v M EZIF ANLE
T BIAL v FIE, BEHTERVWAAS T A F =T oA A& L THEHRINIZARA FDAA &
TATERBLET, BHAL v TF T, ¥A4FTIv 7 ARPA VAT g R IP Y —RX H— g
L. DHCP tx =2 7 A HiEL A X =T VIR ETDH LB TEETAH, TOHATHLAA v T
Option 82 R E=F L/ v MERA PR INTNWAEHTERVWAINA VF—T =24 ATEEL
F, BHAAN v FLOT YD AL v F LOEHGAR— MI, BEHTELAM X —T7 A AL LTRE
THUHERDY £,
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Option 82 T—4 A

FEEHIICH DA bR X A —F 3y b 7278 ABEETIE, DHCP 12K DOIMAEIC ﬂb w7
FLZAOQEIN B TE LI EBTEET, AA »F TDHCP AX—E 27 ® Option 82 HHE
F—T T D &, MAFELEREIZMAC 7 RLARET TR, TOHE %*yh7~&mﬁﬁ?éx
AvF R—hMLoTb#EnEdT, 7 RA7 FA/NLAN EOBEDEA NET 78R AL vF
DREICA— MIERTEET, ZNOHDORA MI—BIZHN SN ET,

(3¥) DHCP Option 82 #fE1X, DHCP A X —tE > /N7 a0 — Ll 2—=7 L ThHV, ZOMEEZFERTS
MAZEENE Y Y THNZ VLAN ThA X —T LA THAGEITRY VAR — I ET,

B 26-1 12, —JEHI72 DHCP — 37 7 & X LA YD AA v FITHER S NZMAFIZIP 7 FL A%
BB CHEA PRV A A=Ky b Fy b= OFlERLET, DHCP 7 947 b b
WBhEA T 37z DHCP Y —NEFRIC IP ry N —2 £ 7 % v FNIZAFTE L7229, DHCP
UL —x—Yx> b (Catalyst AAf v F) [Z~ =T RLRAZRETHZLICLY, 7e—Fxy
A MREZ A R—T ML, 72747 b &Y — [ TDHCP A vy E—I &k L ET,

26-1 ArARYEY A —YRy b Ry FT—JIZEHFHDHCP JL— T —Pz vk
DHCP

- v

Catalyst 21 v F ;777-&7\ L1

(DHCP YL—I—2x U h)

R b A E]

(DHCP’7747JI~

-~ VLANT1O

MmAZE Bl A2 B

(DHCP ’7747/I~) 1

'
98813

AA »FTDHCP AX—VE 7 IEHA T a2 Option 82 A F—T NWMIZTHE, IROAX MR
DNEFFTHRAELET,

* KA (DHCP 7 747 b) X DHCP EsR&Z/AEK L, Zhzry hU—7 BlZ7u— Ry A
FLET,

o AA vFIE, ZT® DHCP Ek%Z%Z(FT 5L, 787 > MMZ Option 82 IEWREZEIMLET, T 7+ /v
FCE VE—=FIDHTAT v aFAA vy FOMACT FLATHY  BIHRID 747> a
X, 7y hOZER— RO ID Th 5 vlan-mod-port T,

e JL— 22—V FDIP T RLABRKEESINTWIEHAE, A4 vFIZZDOIP 7 KL X% DHCP
ARy MTBIMLET,

o AA v FIE, Option 82 7 4 —/v F&ETe DHCP Z3k%4 DHCP Y — NZ#E L 7,
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e DHCP ¥ — NFZZ D3y b &% LE T, Option 82 IZKIE LTV D P —STHIE, VE—T
ID L[EFRID OWFN»—FELEMFEEA LT IP T RLAEZE DL TEY 1 2OV E— |k
ID £721XEHRID ICEV YU THZENTELIP T RLADKEERHIRT L) 2R v—&FkEL
72 Tx F£9, &IZ DHCP % —/ 3%, DHCP JE&NIZ Option 82 7 4 —/L K& a— L E7,

o AA vFICL o TERNY =Y L—EN=HE, DHCP —NZE&E &2 A v Fil2=F ¥
ARLET, AL vFIE, VE—F ID 74—V RE, HBAICL > TUIFEH ID 7 1 —/b REFR~,
Option 82 7 —H# BNRAF A TH D Z L MR LET, AA »F 1 Option 82 7 ¢ —/L REHIER L
T 5, DHCP R AZE(E L7 DHCP 7 74 7> MIE#tT DAL v F R— M7 w b Eiigik
LT,

FIFN MOV TH T a VEETIT. fIROA R O —H U ANIET B L. B 26-212H DK
D7 4=V FOEEFELLEHA,

e FEMID V74T ar 74— K
- YT AFar 24T
- YT Tvar FATORS
— [ ID &% A~
— B ID ¥4 7DOE X
e VE—HKIDW 74T ary 74— FK
- YT AFar 24T
VTATvar A TORS
- VE—hFIDZAT
— VE—FIDHATDOES

F# ID Y747 arDOrR—bh 74— L FTH, A= MEFL3INOHBEVET, & X, 82D
10/100 A" — k & Small Form-Factor Pluggable (SFP) £ =—/b 2wy F &AL v F TiI,
A— bk 3 A Fast Ethernet 1/1 &8— ;. ;"— k 4 7% Fast Ethernet 1/2 R— F 2 ED L 912D 9, FA—
M 11IXSFPEY =2—/ 2y h 1/1 282k F14,

26212, T AN PO TEHT L a VRENMEM SN TOWELHEDOYVE—FID Y747 a vk
LFOEBID - TAH T arDRry b 73—~y MR LET, AL v TFRINbDORT Yy MEX%E
T 5Di%. DHCP AX—VE 7% 70—\ LZA Fx—7 /I L. ip dhep snooping information
option 7 m— )L a7 4 Fal— gy avy Re AN LEESHETT,
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26-2 YIFToavmbry Mgk
E#IDYITATar IJL—LIo+r—<v b

I T ary [
247 ID&4A4 7

A

T1 6 0 4 VLAN  [E¥a—|R—+

IAC SR AT S R WA S N AT S 2184 114k 181k

JE—FIDYTATLar JL—L 74—V b+

HIFToary Yr—+F
247 ID%A

l R l &

VR
TZ 8 0 6 MAC 7 KL X .
1AL 184 14 F 1584 F 634 k ¢

26-3 1, 2—VPREDIVE—FIDHT7A T ary BIOERRID V747 a o7y MEX
ZRLTCWET, AAf v FTlE, DHCP AX—E V7% 7 u—/ ULZA 3x—7 /L L, ip dhep
snooping information option format remote-id 72—/ )L a7 4 Fal—ra v avr N B&
(" ip dhep snooping vlan information option format-type circuit-id string £ > % —7 = X 3
T4 Xalb—var avry ReEANLESGAEIL, 2hoo Ty hREHIET,

Ny bTE, UE—FIDBIOEFID B 7472 a vy ZROXICHELLESRE, ZhboD
74—V ROENT 7 40 MENPOEREIRET,
e FEMID V74T ar 74— K
— EHRID ¥4 7B 1 THbH,
- RELEXFIOESIZSE LT, ESOMEPIELT S,
e VE—FIDHTA T ar 74— K
- UE—HRIDEZATB1 THD,
- RELEXFHNOEZITL LT, BEIOMENPE(T D,
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26-3 A—HBEDYITF T arhnry Mgk
B IDYTAToay JLb—L 74—y b (A—FREDR FY 2 H)

$IJ4XTary ER
547 D&4AT

[

T1 N+2 1 N |ASCIE#IDR YUY

IV AR R AR AT N /34 k (N=23-63)

DE—FIDHTHTLay IL—L IT+—3IY b (A—FBEDR YY)

HIJFTvay YE—F
247 ID&4A4 T

[

Tz N+2 1 N [ASCIHYE—FIDRKYUTFEEITIHRR M

145774

IPAY AR AT S R AC G R DA O N /31 b (N=1-63)

Cisco I0S DHCP ¥ —/\ T7—4 R—X

DHCP X— 20 H#EIFRE 7 -t A0, ¥§& DHCP ¥—/3% Cisco IOS DHCP ¥—/X 5 — % X— 2 %
FERLET, ZHICIFEIP T RLA, ZRLI NS Fr22 BIORT— K 727 AN EDOHRENT
A—ENEENET,

7 R R NA 7 4 70, Cisco I0S DHCP H—/8 F =2 X—=ZANDHKA D IP 7 FLAB I
MAC 7 RV Ao~y 7T, 7947 NPT RVAZFETEOVYTHZ &, E2id,
DHCP #—/"\A DHCP 7 KL A 7'—/inb [P 7 RLAZEI VU TLHZ ENAEETYT, FHBLOH
BT KL A NSA T 4 v T OFEIZ OV TIE, [Documentation] > [Cisco I0S Software] > [12.2
Mainline] > [Configuration Guides] ® FiZ& % Cisco.com D~X— 5 [Cisco 10S IP Configuration
Guide, Release 12.2] @ TConfiguring DHCP] OEZZHL T Z &0,

DHCP AX—FEYT NA2VF 42T T—3R—X

DHCP AX—V v 7oA X —TNITDHE, AL v TFIHEHETERNA VX —T = A AT D EHR
% DHCP AX—V U7 RA T 4T T—E_R—RREGFLET, T—F_X—RTIE, 8192 D/ A
VT4V T HEEDDHIENTEET,

HET—HRX—R 2 N (N7 T2 2) 1k TP T R A TRICEA T 5/ MAC 7 RL A
V—281M (16 X)), XA v T o v IIREAINDIA LV F—T =24 A, BEOA VF—T = A AR
BT5 VLAN THif ENET, T—F_XR—R x2—V v ME, RESNESFTO 7 7 A ML v
FAUTERTELET, HEx U PIOKRRBICHDF = v 7Y AiE, 77 A NVDEEOAL NG Hh, =
VR UICEEMAT BN TRTORS hERRELTHESRET, £ FVIE, T2 31 D
F—ERNHY ., FOBIZI DDAR—RLF v 7 MENEXET,

AL v FDYVB—RELNAL T 0 VT BRFFT5121E, DHCP AX—¥Y v/ T —F_X—2 T—V =
VINEERATAOVLENDYET, ==V MR T 4 =T NV T, XA FIv T ARP f VAR Vg
VERIRIP VA = KB A 2 =T MZE N, DHCP AX—E T AT 407 T —HN—ZAN
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A FIvINA T 4T ENTHDEE, A vy TRz INET, 20—V =2 b2
T4 =T N T, DHCP AX—E VTN A F—T NV THIGEE, A v T OEFEIIUIN I EE
A3, DHCP AX—tY' U 71X DHCP A7 —7 4 VB EZIETERWZ 083 H Y £97,

Vr—=R$2L A v TFRBI AL T 47 T7ANEGHiIAI, DHCP AX—E 7 N T 4
T T A R=AER LET, A vy FiL, T—FRX—REERMA N L I T 4 v
T I ANEEHLET,

AL v FE, LWL T 4 T EBERT DN, XA T 4T ERI ., EEBIIT 2NN
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<initial-checksum>

TYPE DHCP-SNOOPING
VERSION 1

BEGIN

<entry-1> <checksum-1>
<entry-2> <checksum-1-2>

<entry-n> <checksum-1-2-..-n>
END

D7 7ANDEEY NIRRT =y VY AMEERT X IR T onET, AL vFIL, 77 A /V%E5
LEDHEXIIL, ZTOF 2w 7Y rEEH LT MY ZRBEEL X, BAIIDITD initial-checksum =
UK, O T7 7 A NVEHICE#ET L N Y EZLEIO T 7 A VEHFICEE#E TS Y ERBILE
7,

WIiZ, RXAVT 47 T7ANDHERLET,

2bb4c2al

TYPE DHCP-SNOOPING

VERSION 1

BEGIN

192.1.168.1 3 0003.47d8.c91f 2BB6488E interface-id 2lae5fbb
192.1.168.3 3 0003.44d6.c52f 2BB648EB interface-id 1bdb223f
192.1.168.2 3 0003.47d9.c8f1 2BB648AB interface-id 584a38f0
END

AA vy TFREREL, AR INET =y 7V AERIMEEIN TN T oy 7V AEE—KLIEGEAE, A

AYFEINA T 4T T ANOT ) EFHEHIRY , NA T 4 7% DHCP AX—E 7 A
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S
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AA v FiE, DHCP H— & L THREINTVDHHAIC
AA v FiE, DHCP y— "D IP 7 RV A DHCP 7 A 7 F® SVI |

kY DHCP ZRIZISE L ET

IREINTWDLHE

s

IZBY DHCP "7 v b &Y L—L %7,

ZOMRBIZ. AA v TFNRT vV AL v FITL 5T Option 82 BREAINTZ AT v NEaZETLENAA v F THLIGAICERLET,
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$26% DHCP#HEL IP V—X H— FileO®E |

W DHCP RX—F /D&%

DHCP X X—E VR ERDIEEIA
ZZTix. DHCP OB EROTEEFHEZHMHL I,

e DHCP 2X—tE v 7%, ZAA v F LT/ a— i, x—TNCTEHERH Y £,

e DHCP ZX—FE > 7%, VLAN TDHCP AX—VE L IR AX—TNICRBETT I T 4 7R
FHEA,

o ZA4 vF L TDHCP AX—Vt 2 7% 7 u— LA 32— 12t 502, DHCP ¥ —/3%° DHCP
VIl — 2=V hELTHET 2T A ARRESIL, A RX—T N2> TWND I EEMERL
TLIEEWY,

e ZA v FTDHCP AX—VE U I ERA TV g9 2R ET LA, DHCP #— b L THRET 55
NAAZFRELTLEEY, 72&21E, DHCP 4 —\RE[D YT ORHNALIZD TEXBHIP T KL
ALIET LI, ETRITENSDF AL ADDHCP 7Y 3 V2R ETHVLERH Y £3,

o AA v FLETIXFHDLZ VT —F% v | ID Zi%ET 254G, Nonvolatile Random-Access Memory
(NVRAM; REFEME RAM) £72137 7 v v a ATV ICEVWXTFIIN G2 28 BE2EEL TS
W, —F v R ID BEENRZEOMOT —F LA GDENTEA, NVRAM £72137 7 v a A
VOREZBMATLEY, 27— Avg—UBRERRINET,

e AL vFTDHCP UVl — =V MEFHET DR, DHCP H— Nt L CHERET DT /31 2%
BRELTLZEEN, & 21X, DHCP =R E 0 YTV LY TEDHIP T RLAZIEE
T, TNNAADDHCP A7 > a v B FET D0, £IEDHCP 77— RX—R =—V %
Ty T TTEIMERLD 7,

e DHCPVlL— =V " RA %X —T7 /LT, DHCP AX—E L I NTF 4 =TI THIEE.
DHCP Option 82 7 — ¥ AKX R — N EhEHA,

o AA vF F— k2 DHCP +— NZHEH SN TWH AL, ip dhep snooping trust £ > % —7 =«
AR ar7 4 Xalb—varyavwry FEANLT, F—F2EHETELIR—FELTHELTL
k= AN

o AAyF R—FNDHCP 7 747 MR SN TV D EHEIE, no ip dhep snooping trust 1 >
=Tz A aAryT74F¥alb—vary avry FEANJLT, K= FE2EEHTERVWA—-FE LT
RELTIEEN,

e DHCP AX—E LT NA T 47 T—=HR=ZAERETDH L &L, ROEBFEIZHE-TL
7ZEW,
— NVRAM £ 7T vz 2AFEVEFE, WINRLRREBRENBELNTWDZD, XM T4
77 AN%E TFTP 4 —NIRGETDH 2 L2 HER L £,

- v hU—2 _R—=Z® URL (TFTP R FTP 2 &) 1o\ T, AL v FNAA T 4 v T %
ZFDOURL DAL T 4 77 A VIO TEZALANS, RE SN/ URL IZZEDT 7 A
NWEAERT HDMENRS D £, ZOT7 7 A NEY—NEIHERT HZRERSHH00E 5 IO
T, TFTP =D~ =27 LEZRL T ESW, TFTP — NIk > TE, £D L H I
BETERNZERHY £T,

- T AR=RZELW) — 2N S ND K21, NTP 24 X —7 WL, RETHZ
LEWRELET, FEMCOWTIE, TFEITOHKEORE] (P.7-4) 2L TIEIW,

— NTP BRRESINTWDIHA, A vy TFOYAT LA 7y 7 B NTP LRSI E X2k
T A TP T4 Y TOERNEZ N T 4 2T T 7 ANIEERBET,

o BHEHTERVWT AL ARFEREINIZT 7V F—3 3 AA v FIZ ip dhep snooping information
option allow-untrusted =~ > KZ A LN TLEEW, Zoavr KE AT L, FETE
TRNT A A Option 82 [ E AT —7 4 7T D a[BeERH Y 3,

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
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DHCP i & IP V—R Hi— FEEEORE

DHCP zX—Foyn@e N

* show ip dhcp snooping statistics =—¥ EXEC =2~ K& A} LT DHCP %2 X —t" > 7 ¥ it E#
R L72 V. clear ip dhcp snooping statistics 554 EXEC =¥ FEZ AN L TAX—E U 7k
MERE V7 LI TED IR ELL,

~

(33) RSPAN VLAN CiZ, Dynamic Host Configuration Protocol (DHCP) AX—Vt 7% A 3x—
TNZ LN TL 7ZEW, RSPAN VLAN TDHCP AX—VE > T %A X —TNIZT D &,
DHCP /3% > kA3 RSPAN $E5EA— MIJ@EDRWATREMED B 0 F 77,

DHCP Y L— I—Yx Y FDORRE

AT971
ATy72

ATy73
ATv7 4
ATy75

AA w»F ETDHCP Vb— ==V = M RX—TWICT HIC1E, i EXEC £— RTROFIEE
1ITLETS

avwvFr B

configure terminal ra—)ar7 4 Xal—ary T— NEBEEBLEST,

service dhcp AA w»F ETDHCP = "BLODHCP Vb — =—Y x> hEA F—
TV LET, ZOMREIZT 7 4L FTA X—T7 L TT,

end F5#E EXEC £— RIZIRD £,

show running-config REXHERLET,

copy running-config startup-config UEE) av74Xal—vay 77 A NMIRESRELET,

DHCP #+— "B L UDHCP J L' — =—V = b &7 4 E—7VIZT 5IZIE, no service dhep 72—
P a7 4 Fal—vary avwy RefERLET,

WD FNAIZ2WTik, Cisco.com ~—® [Documentation] > [Cisco IOS Software] > [12.2 Mainline]
> [Configuration Guides] {2 & % [ Cisco I0S IP Configuration Guide, Release 12.2] @ TIP Addressing
and Services] @ [Configuring DHCP] % ZMR 1L T 723\,

e Jl—x—Vxr MEROF =7 (FRFE)

e Jl— == MEERY V—DORE

Ngy FERET FLADIETE

DHCP H—"BLUDHCP 7 747 > bR E3y NU—J E73 TRy NMTHAIHE, A1 >
F % ip helper-address address 4 % —7 2 A A a7 4 X2l —al avy RTCRET D HLER

HYET, RN —L, 74T MIROEWVWLA Y3 A X —T A A LEIZa~vy FERE

95 Z & TJ, ip helper-address =~ RTHEHAINTNDT RL A, FED DHCP #—/ 1P 7

R LA, F7213D DHCP — N5y NV —27 27X MZhH Gy NUV—2 T Fb

AT HIENTEET, Xy FUV—2 T RLVREZMHHT 52 & T, £ DHCP #— 3§ BRIIGE
TEL L0120 £79,

Ny MERIET RV AZEEET 51213, FHE EXEC £— FCTROFIEZ FEITL £,
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$26% DHCP#HEL IP V—X H— FileO®E |

W DHCP RX—F /D&%

ATy71

ATy72

ATy73

AT974

AT975

ATv7 6

ATvF1

ATy7 8

A7979

avwyFk

B

configure terminal

Ja—N)ar7 4 X¥al—ary E— FERBL
£7,

interface vlan vian-id

VLANID Z AILCAA v FOEEA > H—T = A
2AEERL, A F—T A A AT fFal—
vary E—FREHBLET,

ip address ip-address subnet-mask

AVHE =T A AP T RLABIRIP VT xRy
MERELET,

ip helper-address address

DHCP /"7 > MEET RV AZFHELE T,

A= T R L AIHFED DHCP —/N 7 R LA
(23 B0, > DHCP — 035655 x v v U —7 &
TALNMZHAIEEIE, *y NU—2 7 RLRIZT
HZENTEET, Xy U= T RLAZERAT
52 &T, oY — 3% DHCP BERIGETE 5 &
2T ET,

BEOT—"\BHDEE, £ —NT 1 2O~L
NR—= T RV RAEHRETEET,

exit

Jua—nR) ary7 4 Fal—rary T—FRIZEYWFE
R

interface range port-range

ER el

interface interface-id

DHCP 7 54 7 ¥ NI I TW A EEO
R—hZREL, A ¥ —7 =4 AffiA= 7 4
Fal—TaryE—RE2EBELET,

F0x

DHCP 7 74 7 v MIEEH SN TV D H— WY
R—bFEREL, AV F—T xR AT ¥z
L—y gy =— REBBLET,

switchport mode access

K= D VLAN A RN— o7 E— REEHLE
D

switchport access vlan vian-id

AT w2 TRELIZD LT VLAN &R — MMZE|

end

¥ite EXEC E— FIZED £7°,

A79710 show running-config

YSPPAL

Il CiscolE3000 R4 vy F Y2 b7 AV T4 Fal—vav 4 F

ANNEZHERBLET,

copy running-config startup-config

(EE) 274 Falb—ay 774 NVIIRESY
RELET,

DHCP /3% v NMEET KL A ZHIBR9 %121%, no ip helper-address address A > % —7 = A4 A 2

T4 X2l —yary avwry FEERLET,
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| #£26%

DHCP i & IP V—R Hi— FEEEORE

DHCP zX—Foyn@e N

DHCP X X—E Y J & & U Option 82 D1 r—J )Lk

AA v F ETDHCP AX—Y U T %A R—TNMIT DL, F7H EXEC T— R CTROFIAZEITLE

ATy71
A797 2
ATv73

ATv7 4

AT975

AT976

AT977

ATv7 8

A7979

ﬁ—o

avy kR

E[:3)

configure terminal

ya—r~) ar7Z 4 Xal—ay B— REHEEBELET,

ip dhcp snooping

DHCP AX—V¥ v F % a—r A F2—T L LT,

ip dhep snooping vlan vian-range

1 >® VLAN £721% VLAN &l © DHCP A X—t' v 7 & A x— T /LT
L9, FETEXS&PMIL 1 ~ 4094 T,

VLAN ID BZIZ L > TRHREINDHE —D VLANID, ThZEthz b~
TRY)>7=—# D VLAN ID, /~A 7 > %I A L7z VLAN ID O
B, F7-13250HB L OSRE® VLAN ID TR 5h7- VLAN ID O#ip
EANNTHZENRTEET, TNUHITAX—ATXEY £,

ip dhcp snooping information option

Z A v FH DHCP #—/3~® DHCP %k 2 & — 125 C DHCP U
L—1&# (Option 82 7 4 —/L F) ZIHABLOHIBRTES LI L%
o INBT T ANV FORETT,

ip dhcp snooping information option
format remote-id [string ASCII-string |
hostname]

(EE) VE—FIDHTAHTvarizBRELET,
KDOEHICVE—FID ZRETEET,

e 63 FETD ASCII XF5 (AX—R72L)
o AA vFITHREINIZAR A M

GE)  AAMAD 64 X FLULEOHEA, VE— hIDEET 63 LFI2Y)
DEETONET,

1|

F7 4L bOYE—FIDIEAAS vF MAC 7 KL ATT,

ip dhcp snooping information option
allow-untrusted

EE) AL v FNRT Y AL v FIHERSNTEHNAL v FTH DS

B A VTN v Y AL v FIT X5 T Option 82 IEMBIFEA SNT7=5

DHCP AX—VE> 7 Ny NS AND LI LET,

FIFNIREITT 4 =TT,

GE) Zoa<wr R, BETEAT AL AR SNZEN AL v
FEFTANLTL EEL,

_—
harlll

interface interface-id

RETDHA L H—T =24 AZHEL, f{ vV F—T AR a7 4Kz
L—y gy T— REBBLET,

ip dhcp snooping vlan vian information
option format-type circuit-id
[override] string ASCII-string

UEE) HBELEA A —T=2A ATHBRID V747> a v 2RELE
j‘o

1 ~ 4094 O#iFE® VLANID Z{#H L T, VLAN 8L OF— b ID &5
FELET, T740 bOEFRID FAR—KMID T, 74—~ v M
vlan-mod-port T3,

[E## ID (X 3 ~ 63 @ ASCII X741 (A—R7pL) ZRETEET,

({£#) override ¥—VU — R, IMAEHFHREZERT 572D TLV JEK
WERID 747 a VEBALEZLS RWEEICHER L ET,

ip dhcp snooping trust

ER) AV F—T A AEEHETEDIA L —T oA AEIIEET
WA H—T 2 A AL LCHRELET, FEHTERNI ZTAT R
MHEDA Y=V EZETDIEICA LV E—T =4 AERET HITIE,
no X—U—RK&fFEHLET, 774/ FREIL untrusted T,
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$26% DHCP#HEL IP V—X H— FileO®E |

W DHCP RX—F /D&%

A79710

ATy 1
ATy 12

ATy 13
AFy7 U
AFy7 15

avwy kR

]3]

ip dhcp snooping limit rate rate

ER) AV —T oA ANZETEDL 1 H7=Y O DHCP X7 v MK
ERELET, HETEXI®MAT 1 ~ 2048 T, T 74/ FTlX
L— MMHFRITRE SN T A,

GE) BBETERWALEZ—T=AA0OL— L lREZ 1 #H720 100
Ny PUTICERET D E MR LET, FHTEDA
Z—T A ADL— MiREZFHET 584G, DHCP AX—v
T EM oD VLAN I Y Tonk 77 R— 1T
X, V= MHIBROMEEZ RELSTHZERMBIIRDLIENDHY
7,

exit

Jua—rL ar7 4 ¥al—yary T—RIREYET,

ip dhcp snooping verify mac-address

(EE) BHETE Z2WA— MIFE(E L7z DHCP ~ 7 v b D% MAC
T RVABRRTFG Yy bDITFAT L h A=K7 7T RLVARE—HTS
TEEEERTALIICAAL v T ERELET, T 74V b T, HET
MAC 7 RVANASr > vDIFA T v =Ry x7 7 RLAE—F
TAHZLEMmRLET,

end

¥k EXEC £— RIZREY £,

show running-config

REEMERR L ET,

copy running-config startup-config

EE) v 74 FXal—ay 77 A NCEREARGELET,

DHCP AX—VE 7 %7 4 E—7/MZT 5ITiX, noip dhep snooping 72—/ )L a7 4 F 2 L—

varv avwr REHFEHALET,

1 5® VLAN Z 721X VLAN Oii © DHCP A X—¥E > 7 %7 & —

72T % 1Z1%, no ip dhep snooping vlan vian-range 77— 3L 27 4 Fal—al avw R
AL E 9, Option 82 7 4 —/L ROFWEAB L VHIBREZ T « E—7MIZF 51Z1E. no ip dhep

snooping information option 72— )L a7 4 Fa b —v gy avr FeHALET, = / R
A »FIZ L 5T Option 82 THFWMBFHEA I NTEE DHCP AX—V 7 Xy haRay 7 T25X91C

ERIAL v F2RET DI

X, no ip dhcp snooping information option allow-untrusted 7 = ~/\/l/

a7 4 ¥al—vay avry REERLET,
Wiz, DHCP AX—t o 7% 7 n— LB LU VLAN 10 TA R2—7 2L, A"— FD L — MMilR% 1

WHizv 100 X7 v MIHRE

THHERLET,

Switch (config)# ip dhcp snooping
Switch (config)# ip dhcp snooping vlan 10

Switch (config) # interface gigabitethernetl/1

( )
( )
Switch(config)# ip dhcp snooping information option
( )
(

Switch (config-if)# ip dhcp snooping limit rate 100

754 ~R—F VLAN T®O DHCP X X—E 45 D4 x—TIL{E

DHCP A X—¥ v 737 T4 ~X—F VLAN L CA x—7 M T&F9, DHCP AX—VE V7R A F—
TINDEGE, BREIFT T4~V VLAN BXOBLEM T 5 TWD ¥ Y VLAN Ol 5IZ/EH7E L F
9, DHCP AX—E > 7 N7 T A4~V VLAN TA X —7VDHA, EH 41U VLAN ThHA x—7 )b

ICREESNTWET,

DHCP AX—E I NTTIZF T4~ Y VLAN ICRESNTWT DHCP AX—v o7&kl 4Y

VLAN & (35702 &9 128

Lizlma. %Y VLAN ORETANTR S, T4~

VLAN IZ DHCP AX— V'V ZRETDLENHY £7T, 774~V VLAN IZ DHCP AX—t' 7
DERESNTHWRNWEEIL, VLAN 200 28Dt % U VLAN IZ DHCP AX—VE U 7 Z2HRET D &
T, RDOA Y BE—URRRINET,
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| %26% DHCP#E&L IPY—X H—FREEDRTE

DHCP zX—Foyn@e N

2w5d: %$DHCP_SNOOPING-4-DHCP_ SNOOPING PVLAN WARNING:DHCP Snooping configuration may not take
effect on secondary vlan 200.DHCP Snooping configuration on secondary vlan is derived from
its primary vlan.

show ip dhcp snooping £##% EXEC =~ RHJ1TlZ, DHCP AX—VE LV I NBA RX—T LV THDH T T
A~IBLOEDFY 7T 44—k VLAN #&Tp, 7CTD VLAN # £ R LET,

Cisco IOS DHCP H—/\ 7—A3R—ZXD 14 #x—TJL{t

Cisco IOS DHCP #—/ F =X RXR— 2% A 2 —7/WZ L CEET D FIAIC DV T, Cisco.com ~<X—
@ [Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration Guides] (2% % [ Cisco
10S IP Configuration Guide, Release 12.2]] ® TConfiguring DHCP] ¢ [DHCP Configuration Task
List] #ZH LTI 7ES0,

DHCP A X—EVT NA T4 T—RIR—X I—xV DA R—

JILiE

e
il

AA v F ECDHCP AX—VE VT N T 40T T—HRXR—A =V e X —T ML, &
T 5L, M EXEC E— FCTROFIEZFEITLET,

avvFk iy

A79y71  configure terminal SFa—r L 2y T 4K al— gy T REE L £,

A7972 ip dhcp snooping database KONTNNOERXEFRAL T, T—FX—2 ==V = hEREFAA
{flash:/filename | VT4 77y AN URL #EEELET,

ftp://user:password@hostlfilename |
http://[[username:password|@]{hostna
me | host-ip}[/directory]

e flash:/filename
e ftp://user:password@host/filename

limage-name.tar | o http://[[username:password|@]{hostname | host-ip}[/directory]
rep://user@host/filename} | limage-name.tar

tftp://hostl/filename

e rcp:/luser@host/filename
o tftp://host/filename

A7973 ip dhcp snooping database timeout TR AR T O EANETTHOEREL, TNETIZET LN

seconds

el vt A a3k T 0 (B8) ZEELET,

77 A MiE 300 BT, FRETE HHIMHIT 0 ~ 86400 T, MR
WM ZERT 2120, 0 2 EHLE I, ikt 2 EHIRICRITT 2
ZLEBEWRLET,

AZ7y74 ip dhcp snooping database write-delay |Nf L F (L 7 F—H R—ZARNERIN THLIELEEZ BT S TORE

seconds R ZRE L ET, BT TS 2HBIT 15 ~ 86400 B T¥, T 7 4/
N 300 7 (543) T9,
27975 end ¥ EXEC E— RIZEY £,
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$26% DHCP#HEL IP V—X H— FileO®E |

W DHCP AX—F L/ E@OET

]3]

7976 ip dhcp snooping binding mac-address | ({£5) DHCP A X—E L 7 SA VT 4 2 7 Fe B _R— I, VT 4
vlan vian-id ip-address interface 7 MY EBIMLET, vian-id OFFHIT 1 ~ 4904 TT, seconds

interface-id expiry seconds DOEFHIL 1 ~ 4294967295 T,

Zoavry R, BT R TEICANILET,
GF) Zoa<wr I, AAvTFETANERZRT A I T5 L&

EHLET,
A7977 show ip dhcp snooping database DHCP AX—bE L7 NA VT4 T F—AR—A T—x 2 FDA
T A AR L OWGEHERER R LET,
A7978  copy running-config startup-config (FE) av 74 F¥al—vary 77 A NVICEREERTELET,

—HR—=RA 2=V MBI, T 4 T T A NVOFEREEILT HI21E. no ip dhep
snooping database 72— )L a7 4 Fal—v gy avr REEALET, ¥4 L7 0 hERIE
LR OE % Ft » N9 512i%, ip dhep snooping database timeout seconds % 7-1% ip dhep
snooping database write-delay seconds 7’0 —/\)L a7 4 Xal—v gy a<wry FEERLET,

DHCP AX—E> 7 NA VT 4 F=H =2 =V = hOWEHEREZ 2 U 7+ 5I21%, clear
ip dhep snooping database statistics £5# EXEC =~ > FEfIHLEd, T—F_X—RZHHFT 51
i%. renew ip dhcp snooping database F## EXEC =~ F&fEA L £,

DHCP AX =V T NA T o T—=HN=ANbN A T 47 =2 Y Z{lRd 51213, no
ip dhep snooping binding mac-address vlan vian-id ip address interface interface-id it EXEC =2+
VREHEHLET, Zoavr I BTS20 WA LET,

DHCP X X—E U JRHD TR

DHCP A X — bt U FIE#REFRT HITIE, F£ 262 I[IZ-THH EXEC 2~ REEHA L ET,

#* 26-2 DHCP ff#% &9 5-HDaTUF

avwvFk B

show ip dhcp snooping AA T D DHCP AX—V VR EEZFERLET,

show ip dhcp snooping binding DHCP AX—V ¥ NAVF 4 v F—EFR—ZANOENIZRES N ANA v

TAVTRETERRLET, ZOEIBANA T4 70 NA T4 T T—T
EBMEENET,

show ip dhcp snooping database DHCP AX—V' U T A T 4 T —=FX=ADAT —Z A% LU aHE R & &

RLET,

show ip dhcp snooping statistics | DHCP 2 X — &> 7 Ok HE 4 340 & 7= 13 EMIT 0 CFor L £ 9,

show ip source binding R L O EINTEAS VT A v T FERLET,

DHCP A X —E' > I RA R =T NCA v F =T = AN 7 AT — MIERSNHE, HIICH
ESNINA T 4 o ZITHIBRSEE A,

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
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| %26% DHCP#E&L IPY—X H—FREEDRTE

PY—=x A—roms N

IPV—X i— FOBME

IPSG i, DHCP AX—VE > T XA T 47 T—=H_R—=A BIOFETRESNZIP V—R A
VTAVTIEESNTC N T T 4w 7T 4 NB ) T THIEICED, =Ty R LAV 214
H—T 2 A ATDIP N7 7 4 v 7 EHBETHEXF2 VT (HETT, IP V—X H—F&FEHLT, &
AR, FOXAN—DIP T FLAOHERERLTGED N T 7 4 v 7V HBEFISZENTEET,

IPY—2Z H—FiF, EETERNA L Z—T A ALETDHCP AX—E U I NA R2—7MI2& TV
HPHINA F—TNMCTEET, AV F—Tx2A A LETIPSG A X—TNMICT D&, AL v Fid,
DHCP A X — b > 72X DRI &7 DHCP X7 v FNERE, ZOA v F—T =24 ATEZFELETA
THOIP "o 74y %27 vy LEd, R—h77kXx arbtae—L UZL (ACL) X, ZDA v
B —T e AZHEHENET, R—FACLIZ. IP V—A LU F 4T T—TNVITHEHETLIP T L
AEFFOIP VT 7 4 w7 FEFAIL, TOMO T 7 4 v 71 3T _XTELRELET,

A—FACLIE, RUA ¥ —T oA AL R DFDMDL—% ACL X° VLAN v v 7 L 1) L
feShEd,

IP V=AU T 47 T—=T AT 470, DHCP AX—E 2B Ensn», £
FFEBTREENET (AFT AT IP V=AU T 40T, ZOT—T Dy b )ITT T,
MAC 7 L2 & VLAN HENEHEMT O IP 7 FL22ELET, 2 v FIL IP V—R H—F
BAX—T NV ENTOWERETETIP V=AM T 47 F—T VAR ERLET,
IPSG R HR—=FEINTWVEDF,. TIZ7 A R—FIBININ T 7 R—+a2&ieb A ¥ 2HR— T T
T, BETIPT FLRA 740 Z )7, RETLIPBIOMACT RLA 74V &Y T aRMRHAL
T, IPSG 2R ETHIENTEET,

o [EETLIPT RLADTZ 4 AZY 7] (P26-17)

o [EETIPT FLABLIOMACT RLAD T 4% 7 (P26-17)

o (22T 4w 7 RANHIP V—A H— 1] (P.26-18)

EETIP7ELRD 4L E YT

IPSG TZDAT v arBAFX—TNMIENTWBEA, IP hT7 7 4 v 713, HELIP T RLRICHE
SNWTTZ4NE) U TENFET, AL vFiE, FETLIP BXDHCP AX—VE L F AT 407 T—
AR—=Z2PDT o hY FHIFIP V—ARL T 4T T—=TNDNRAL T 4 o7 —FTHEI12,
IP bT 7 4 v 7 ZERELET,

A B =T 2 A AT, DHCP AX—Y U 7 NA T 40T, FTZAZT 4w 7 IP V—RA N[ v
T AT DEBM, B, ERIEHIBRENESGS, AL TP YA NS T 4 VT OETEFEAL
T, "—FACLZZHEL, Z2OR—FACLEZA vV F—T oA ACHEBHALET,

IPY—2Z2 A4 F 42 (DHCP AX—E U AL VEICFEE SN, X FHTHREEINTZD
D) DRESH TRV F—T 2 A ETIPSG 24 F—T7 NI LEEHRE. AL v FITZDA v
=T x2AAETIP b7 74 v 7T _RTCEEGRTSHAR— K ACL Z2{Ek L, @HLET, IP V—X
H=FRaeT4E—=TMILERE, AL v Fi3A v F—7 = ZipbAR—F ACL ZHIFRL £,

EETXTIP7 FLRAELUMACT7 FLRD 24 ILR YT

IP o774 71F, BETXLIP T RLABLIOMAC 7 RLRIZESWTTZ 4V Z Y v 7 anEd, A
A yFiF, FETLIPTRLAEMACT RLARIP VYV —ZA L T 4 FT—T LD MY L—
BT 2EAEE T, VT T4 v 7 EREmELET,
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$26% DHCP#HEL IP V—X H— FileO®E |

W py—xH—FoB=E

TRLVRA TAUNEZY) TN R—TNVNDEE, AL vFIZIP b7 74 v 7 EHEIP VT 7400 %
TANZ YT LETLIP Ny b F2FFEIP N7y FOEETT MAC 7 RUVAREHZRIP V— R
NRAVTF 4o T =BT 8L, AL vFIXZ0ry ek LEd, DHCP 47 v k&, #
OMOTEHED v MEITRT, AL v FICLY FayFEnFET,

AL v FII. FETLMACT FLRAD T 4 NE ) TICR—F X2 T4 2FHLET, A—F &
FaUT A BERRELERE, AV — T4 ATV Yy NE T LET,

AET49Y9 RXAMAHIP V—X fi—F
~

GE) ToT) 7 R—b, FEENTIT R—FT, RET 47 RANHIP V—A H—FK (IPSG) %
FEALRNTLIEE N,

AZT 4 v 7 KA N IPSG %, IPSG O#BE%E DHCP Tl AX T 4 v 7 REEICHET 5 H D
T4, ZHETHOIPSG (. DHCP AX—tE L ZIC LV E SNy FY AEHA LT, AL v F o8
MEINTEARANERIEL TWE L, RAMPOLEZEFELIEN I 70 v 7055, G272 DHCP %kl
BT T rFey FanEd, 20XV T4 HEICL-T, V=T 47 &R0 A Y2
AHE =T AALEDOIP bT77 4 v 7 BHIREINET, ZOMAEIX, DHCP AX—E 27 A VT 4
VI T EAR—Z BIXOFETREINTZIP V=AU T 4 v TIZESNTC N T Ty 02T 4
NEY T LUET, BiN—Ya o IPSG Tld, IPSG #BES 572912 DHCP BRENMIE T LT,

AZT 4 w2 AAMHIPSG TiX, DHCP 72 L TIPSG #@{ESEL 2 LW TEET, AFT 4 v 7
RAANMHIPSG iZ, F—MACL ZA L A= FT DD IPT A A T vF 7 =7/ b
VICEFELTWET, TOAA v FIE, FHESNER—FTHIDREAZ MDY X F&MERFT 72012,
ARP V7 A b, £RITZFDOMDIP Nry MIHRSWTAET 4 v/ =2 M) ZERLET, £z,
BEINTER—NMIN I 74 v V2 EETXARANOKEFEETAZLELTXET, ZNIXLAY 3
TOR—F BX2VUF 1 LRELTT,

AET 4w BFANHIPSGIIF AT I v I ZAMBLYR—FLTWET, XA FI v 7 KRR,
IPDHCP AX—¥ 7 T—T7WIIFET 2 DHCP REID ¥ ToN/ZIP 7 FLAZZETLHE, IPT
NRARX NG X7 T—=7NVERLCT S MY 2%H LE T, show ip device tracking all £ EXEC =
~V REANTHEIPTAA A NT X7 =ML, ZibD=> N Y3 ACTIVE Th 5
LERRFREINFET,

~

GE) BEOXY FIT—27 AL B —T 2 ZEFHDOIPHRAMDO—HIT, XY FT—2 A F—T =
A AN T2y NEFEATDHZENTEET, ZOmh/ry NMIE, YV—A T L X
LT, WDOFRAN X2y U= A2 —T 24 ADIP T KL A, £21EMAC 7 RL AR
EENET, OBy NI AXT 4 v 7 KA NHIPSG MR A MMOEHRE S, TR
IP7 RLANRAL YT 4 T EFRIIMACT LA RS UF 4 VI REEENT, B A
VFE 4 TPERENDRINE Y Y, RA ML DES Ny FOTEAZ BB D A
WZOWTIE, SIS T DAL —FT 4 VTV AT AERY NI =T A H—T 2 f ADR H—
WZBHWEDELLTZE N,

B, AXTF 47 FANBIPSGIZACL R—ZADAX—VE L7 AH=RAN%E LT, B IP A
AT 42T, FEEMAC AL T 40T %FRLET, IP XA T 47 £721E MAC A v
T4 TE, ARP X7y b, BEORIP X7y MLV, AEZT 4 v 7 RAMMLEEINET, Zh
BIITANARA N T ovF T T R—RRGFEINET, BESNA— N TEIZEE, 238
BINCRESNIZ IP 7 RV AOEBPRKMICE LGS, BTLWIP 7 KL AEREO/7 » MIT T,
N=Ry=TIZXY Fey7a3nEd, MorOBEETBEI SN, Fl2ide Roloh A M &R
5729, AFT 47 FAMFIPSGIZIP T A A T oF U 7EIEA LT, BIBCFEE L IP
TRVANRL T 40T x2—Ur 7 7 MLET, ZOKREIL, DHCP AX—t 7 L & HIzfEH

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
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| %26% DHCP#E&L IPY—X H—FREEDRTE

PY—=x A—rFoxe N

TEET, HEAAL T 471, DHCP A A ML ZAF T 4 v 7 RA MOWFICHR SR — R
WL ENET, HExE XA T o7 TAA NI oF T F—H2_X—2L DHCP A X—VF
VI NL T T AR ADW IR S NNE T,

Ny I &y =
IPYV—X HA—FDEE
e [FT73N+DIP YV —A H—F&FE] (P.26-19)
o NP Y—RA H— RREROEFFHE] (P.26-19)
o ([P V—RA H—FDAFx—7 4] (P.26-20)
o (2B2F 4wV RANHIP V—2 H—Fo#HxE (P.26-21)

FIAILEDIP V—R H— F&TE

IPY—AH—FRiZ. 774NV ETET 4 E—TNVICERESNTVET,

IPV—X #i— FERERDIEFEHA

o RET UV IIPAL T4 TE, FN—T Y RA— M TRETEEST, LT v R AV
% —7 = A AT ip source binding mac-address vlan vian-id ip-address interface interface-id 7
B—sL arZ 4 ¥alb—vary avry ReANTLL, ROTT— Ayt —URRRINE
\?AO

Static IP source binding can only be configured on switch port.

o EETXTIP7A4NHE YV ITHEEZFEDSIP Y —A HT—KFKBRA L H—T 2 ATAF—=7LENTWH
DHE. ZDOA v HZ—T 2 A ADT 7 AVLAN T, DHCP AX—¥V 7% Xx—7 /LI LTH
SHERHY F9,

o BHDOVLAN 2> T 00 A v H—T =2 A LTIP V— xﬁ—F‘%/M’"\ 7“M L., 2 b

4 _TD VLAN TDHCP A X—t' v F %A RX—T NI LIEBEA. T3TH VLAN 2, #E7T IP
TRLVRA 74V ZREHINET,
~

GE) IPY—AHT—FRAX—TNMZEINTWVWDLEEIZ, hTFv P f X —TxAAD VLAN
ETDHCP AX—V o 7oA 3x—T, $ET 4= M LIBE. AL v F L@y
WChTF T4 T BT ANANE) T TERWARRERD Y 77,

e EELIPBLVOMACT RLA T4 NZ YU TIZEDHIP Y —A H— REeA X—7 T 5HITIX
A2 =7 x2AADDHCP AX—E U T LR—bF X2 VT 4 A RX—T VT DIRLERHY F
9, F7. ip dhep snooping information option 72— N\)L 27 4 X2l —v a3 av s N
AJIL T, DHCP ¥ — N ZHEERIZ Option 82 AR — FSE LM ELH Y £, MAC T KL R
TANEZY T EHIZIP Y —A H— RaeA X =7 MILEHE, DHCP AA MI LD U —27
RAENLET, ZORAIDMAC 7 FLRAFFHEEINEEA, V= NDBHRA My b
T 584, DHCP AX—E 71X Option 82 7 — X # i LC, &RA F AN— hZi#H L ET,

« FIA4N—k VLAN BBRESHTNEA L X —T 2 A ZZIP Y — R H— FEiE LEEE, K-
h %o T 3 R— FSRERA,

e FEtherChannels CiZ., IP Y —AZ H— RFiZ¥HrA— ST A,
o ZOMREIX, 802.1x RN — FR—ZADFEENA X — T MZENTNEHEIZA X—T NI TEET,

CiscolE3000 R4 wF Y7 k9?7 av74¥al—>ayv Hq4F
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$26F DHCP#HEL IP V—X H— FHEEOBTE

W py—xH—FoEE

e Ternary Content Addressable Memory (TCAM) = b+ U OB R KMEZE % =846, CPU Off

MRIFEIML £,

IPYV—X A—FDA4 R=—T )Lk

¥ #E EXEC =— RTBAA L £7,

ATy71
ATy7 2

A7973

ATy7 4
ATv75

ATy7 6
ATyFT

ATv7 8

27979

Il CiscolE3000 R4 vy F Y2 b7 AV T4 Fal—vav 4 F

avwv R

E]:)

configure terminal

Ja—r) ar7 4 Fal—yary T— REEBLET,

interface interface-id

BRETDHA VA —T 2 AZBBEL, f >V F—T A A AT 4Fa
L— gy B— REBBLET,

ip verify source

F2x

ip verify source port-security

EETXLIPT VA T4 NVH Y TIZEBIP ) —AT— Rl x—T )V
Iz LET,

EETLTIPBELOMACT RLA 74 AZ Y 2K BIP Y —RA H—FK
BAF—T M LET,

(3¥)  ip verify source port-security { > ¥ —7 = A A AT 4 ¥ =
L—vay avy ReHLT, IPY—X T—RFRER—F &
Fa T 4 OWMBEAF—TMITDHAITRD 2 SUCEEL

TLTEE,

e DHCP ¥— 3% Option 82 # AR — b2 H6ERH Y £9, &
R—=FLTWRWESE, 794 T MIXIP 7T FLRZHE D Y
THIENTEEHA,

e DHCP %% v FO MAC T RLAN, X =27 7 RL 2L LT
FRINDHZLEFHY FHA, DHCP 7 747> h® MAC 7
RLAREF 2T 7T RVRALELTERHEINDIZIE, AL TN
JEDHCP 7—% bT77 4 vV 2%E LI ETET T,

exit

Ja—nN) aryZ 4 Xal—yary T—RICED £,

ip source binding mac-address vlan
vlan-id ip-address inteface interface-id

ABT AT IPY—ANRL T 47 EBMLET,
ABT 4T AT 4728z 0avy REAILET,

end

ke EXEC £— FIZREY £17,

show ip verify source [interface
interface-id]

IPY—Z H—FORELHRLET,

show ip source binding [ip-address]
[mac-address] [dhcp-snooping | static]
[inteface interface-id] [vlan vian-id]

AA v F | FFED VLAN, ERBRFEDA =T x4 A RIZIP Y —
ANRNL T g TR LET,

copy running-config startup-config

(ER) av 74 Xal—var 7y A VICREERTFLET,

EETIPT RLAR ZA4NVZ Y TICEBIP V=R H—F&EF 4 &—7/WIZT 5HIZIE. no ip verify
source { VX —7 A A a7 4 FXal—rarya~xr REERALET,

ABT 4y T IPY—=ANL T 47 = b ZEIBRT 2I121E. no ip source 72— 3L a7 ¢
Xal—varavwrReEALET,

WIZ, IP V=R T—FREEFBLIPBLOMAC 7 4 V&V 7% VLAN 10 3L T VLAN 11 TA

R—=T N DBl 2R L ET,

OL-27302-01-J



F26E

DHCP i & IP V—R Hi— FEEEORE

PY—=x A—rFoxe N

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # interface gigabitethernetl/1

Switch(config-if)# ip wverify source port-security

Switch (config-if) # exit

Switch (config)# ip source binding 0100.0022.0010 vlan 10 10.0.0.2 interface
gigabitethernetl/1

Switch(config)# ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface
gigabitethernetl/1

Switch (config) # end

AE3T4 v FXAMRAIP V—X H— FDEE

e LAY 2T7 7 EBAR—-FTORAEZT 47 RAMHIP V—A I— FDOFEE] (P.26-21)

A==

o [T 4 _XR—K VLANKA K R—FEDODAFXT 47 RAFDIP V—A H— FOHRE]
(P.26-25)

LANY2T79 R R—FTCODRET4vY RAMAIP V—X H—FDERE

ATyF1

ATy72

A7973

ATy7 4
A7y75

~

(F) RA¥74v7 AAMHIPSG Z#{EX®21Zid. ip device tracking maximum limit-number A > % —
TxAAAry74Xalb—vay avys e/ a—VICRETLHIVERDVET, Z0a~vr N
R=MTHLTETLEN, IPTAA R T vXR 70—l 2—=7 M LTV RY, FT
1% IP device tracking maximum # % DA ¥ —7 = A K L TREL TWRWERIX AZT 4 v 7
BRARDIPSGIZE ST, EDA U F =T = A ANLDIP 77 4 v 7T _XTEFELET, 20
TfX, AET 4 v FARDIPSG BT 74— K VLAN AR F FA— b ECERAEI5EICHE
MEInE7,

FitE EXEC £— FCROFIEZFEITLET,

= S B&

configure terminal Ju—s YL ar7 4 Xalb—vary w—FEBLE
T

ip device tracking IPHRARNT—FNEF AL IPF AL A T vF
T T a— A F—=T M L ET,

interface interface-id A B =T AR arT 4 Fal—ary E—RzH
HMLET,

switchport mode access R—br&aT7 7R ELTHRELET,

switchport access vlan vian-id ZOR—FNHDO VLAN 2% ELET,
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$26% DHCP#HEL IP V—X H— FileO®E |

W py—xH—FoEE

avwyFk

B&

A7976 ip verify source tracking port-security

MACT7 RVA 74 nNH VT EEQITAET 40T
ARARMHIPSG A F—7 M2 LET,

(3¥) ip verify source port-security - > % —7 = A
AaryZ4Fal—varavry REfAL
TIPY—AT—=FER=F EF2VT 4D
W57 %A F—T T HEA

e DHCP #— 3% Option 82 ¥R — b T 5 M E
NHVET, FR—FLTWVWARWES, 754
T RMIZIP T FLAZEO Y TAHZERNT
ETFEFA,

e DHCP X,y FOMAC T RLANR, X a7
TRLALELTHEEINDZ LD A,
DHCP 7 A4 7> FDOMACT L AREF =
T T RLVARAELTEEINDIZIE, A vTF
MNIEDHCP 5 —% T 7 4 v 7 HZE LT
BETFTY,

27971 ip device tracking maximum number

ZOR—=FTLIPT AR FTyF 7 T—T NI L
DIFRISNDZAZT 47 IPED EREHRELET,
FRETE D#PHIZ 1 ~ 10 TF, HKMEIX 10 T,
(G¥)  ip device tracking maximum limit-number A >
H =Tz A2y T 4 Fal—ragryavw R
ERETHLENRHY 7,

A7978 switchport port-security

ER) ZOR—bsDOR—b X2 VT 42T 7T 47
WZLET,

A7979  switchport port-security maximum value

(EE) ZoF— MIKT 5 MAC 7 KL ADRAIEE
RELET.

A79710 end

¥itE EXEC E— RIZE D £7°,

A797 11 show ip verify source interface interface-id

REZMR L, AXT 4 v 7 FAMNIxT 25 IPSG #F
" ACL #ERrLET,

A79712 show ip device track all
[active | inactive] count

A F A B —T A A LEDEESNTZHRA MK
T4 IP/IMAC A VT 4 T RFRL T, REXHER
LET,
e allactive: 777 4 772 IP £721Z MAC 1
T4 NIRRT EERLET
e allinactive : 37 7 7 ¢ 772 IP E£721X MAC 3+
VT4 2 NV R EERLET
e aAll: T T A TRBIVIET VT 4 TR IP £

MAC AT 47 o N BFRLET

WIZ, A v B =T 2 A A LTAET 4 v 27 RANEHE-TIPSG &I+ 5HZRLET,

Switch (config-if)# no ip verify source

Switch (config-if)# no ip device tracking max

WIZ, "= ETAZT 4 v 7 KA EFESTIPSG 24 F—TNMIZT 5B Z2RLET,

Switch (config)# ip device tracking

Switch (config)# ip device tracking max 10

Il CiscolE3000 R4 vy F Y2 b7 AV T4 Fal—vav 4 F
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| %26% DHCP#E&L IPY—X H—FREEDRTE

PY—=x A—rFoxe N

Switch (config-if)# ip wverify source tracking port-security

WIZ. VA Y2T 7 BAR—FTIP 74V FEBHEHLTCAZT v 7 A MHIPSG & A x—7LZ
L. A v Z—T x4 Gi0/3 THERRIP A 0T 4 v 7T 2Rt D0 2R LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip device tracking

Switch (config) # interface gigabitethernet 0/3

Switch (config-if)# switchport mode access

Switch (config-if)# switchport access vlan 10

Switch (config-if)# ip device tracking maximum 5

Switch (config-if)# ip wverify source tracking

Switch (config-if)# end

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
Gi0/3 ip trk active 40.1.1.24 10
Gi0/3 ip trk active 40.1.1.20 10
Gi0/3 ip trk active 40.1.1.21 10

WIZ, LAY 2T 2782 R—=FTIP-MAC 74V EZEZHFRALTAZT v 7 RAAMHIPSG &A1 F*—
TN, A F =T A A Gi0/3 THR IP-MAC NA U F 4 V7 H2WER LTS, Z0OA v Z—
T2 A ALTERIZELIEANAL VT 4 T OBEMHRT L0 2~ LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip device tracking

Switch (config)# interface gigabitethernet 0/3

Switch (config-if)# switchport mode access

Switch (config-if)# switchport access vlan 1
Switch (config-if)# ip device tracking maximum 5
Switch (config-if)# switchport port-security
Switch (config-if)# switchport port-security maximum 5
Switch (config-if)# ip verify source tracking port-security
Switch (config-if)# end

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
G1i0/3 ip-mac trk active 40.1.1.24 00:00:00:00:03:04 1
Gi0/3 ip-mac trk active 40.1.1.20 00:00:00:00:03:05 1
Gi0/3 ip-mac trk active 40.1.1.21 00:00:00:00:03:06 1
G10/3 ip-mac trk active 40.1.1.22 00:00:00:00:03:07 1
Gi0/3 ip-mac trk active 40.1.1.23 00:00:00:00:03:08 1

OB, TRTCOA L H—T =2 A AZHTDIP £EMAC A T 47 v MY BT _TER
L¥Ed, CLIZ7 27747 = M) EHETIT 47 2 IO FERRLET, AV F—T = AR
THRAMRFEEIND L, ZOF LW ML, 7274 7~w—0ENET, TOFRAMEZDA
VHE—=T A ANGEIWI L, BIOA U H—T o AZERT D E. A NERET D ERERT, FHLW
IPEFIEIMAC AA T4 7 o NIRT I T4 7 LTCEREINET, AIOA v F—T = A A
T, ZOFRAMZHTHIENZ S NIBIET VT 4T e~v—T ENET,

Switch# show ip device tracking all

IP Device Tracking = Enabled
IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface STATE
200.1.1.8 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.9 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
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ZOBNE, TRTDA L H =T oA AR TBT 2T 4 TR IP £TIEMAC A T 47 = R

ZI_XTERRLET,

Switch# show ip device tracking all active
IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30
IP Address MAC Address Vlan Interface

200.1.1.1 0001.0600.0000 9 GigabitEthernet0/1
200.1.1.2 0001.0600.0000 9 GigabitEthernet0/1
200.1.1.3 0001.0600.0000 9 GigabitEthernet0/1
200.1.1.4 0001.0600.0000 9 GigabitEthernet0/1
200.1.1.5 0001.0600.0000 9 GigabitEthernet0/1

ZOBNE, TRTDA L E =T =24 AIKTL2HT 77 4 7R IP £T2IEMAC A T 47 = |k
VEFTRTERRALET, ZOKRA MIET, GigabitEthernet 0/1 T8 X1, &IC GigabitEthernet 0/2
TEEIXE T, GigabitEthernet 0/1 THEE SN IP £7IEI MAC XA T 47 =2 M UIEET 2

T4 TEv—T ENET,

Switch# show ip device tracking all inactive
IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30
IP Address MAC Address Vlan Interface

200.1.1.8 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.9 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.10 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.1 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.2 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.3 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.4 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.5 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.6 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.7 0001.0600.0000 8 GigabitEthernet0/1

ZOBFNE, TRTDA L H =T 2 A RAZHTDTRTODIPTANA A T yvF T HRAN IO

W £R LET

Switch# show ip device tracking all count
Total IP Device Tracking Host entries: 5

ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE

INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE

$£26% DHCP #&E& IP V—R H— FHEEORE |
IPY—R H— FO®RE
200.1.1.10 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.1 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
200.1.1.1 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.2 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
200.1.1.2 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.3 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
200.1.1.3 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.4 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
200.1.1.4 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.5 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
200.1.1.5 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.6 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.7 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
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754 R— bk VLAN "R b R—

ATyF1

A797 2
ATv73

ATy7 4
AT975

ATv7 6
ATyFT
AT978

ATy79

AFy710
ATy

VS PPAY)

AF97 13

A7y7 14

AFy7 15

~

FEDRET 49D RRARDIP V—R FH—

PY—=x A—rFoxe N

NOE

(G¥) AHET 4 w7 KRABMDIPSG ZHEE S ¥ 51T

L. ip device tracking maximum limit-number A > % —

ToxA A AT 4 FXal—ray a<wlr Rl u— VIR ETALERLD T, 0a<wy K%

A= MR U THEIT LA,

I& IP device tracking maximum Z % DA ' Z —7 = A A

IPTNRAR NT R T HTB—=IULITA R—

Tz L TR, 7
CHLTRELTOWARWESIZ AZT v 7

BRARDIPSGICLE T, FDOA LB —T A AMSEDIP T 7 4 v 73T _RTHESSNET, 20

BX, AFT 47 RARDIPSGRLA V2T 7EAKR—F ETHEHAINDIGEIC

EE

b S E

¥i# EXEC T— KT, WRIRTFIBEZETLTCLAV2TI78AR— b LEDREZT 4 v 7 RAFD

IPSG & IP 7 4 VW Z HZRELET,

avwy R

iy

configure terminal

Ja—n) ar7 4 ¥al—vay B— REBEBLE
‘é_o

vlan vian-idl

VLAN 2> 7 4 Falb—ray T— RERKLET,

private-vlan primary

774~V VLAN %77 A ~— | VLAN R— b BT
ELET,

exit

VLAN 2> 7 4 Xal—3 gy BE— REKRTLET,

vlan vian-id2

Bl VLAN O VLAN 227 4 X2 l—> g F—FK
ZRME L ET,

private-vlan isolated

WS VLAN 277 A ~— | VLAN R — b LICRGE L £
‘é_o

exit

VLAN 2> 7 4 Xal— gy B— REKRTLET,

vlan vian-idl

VLAN 227 4 ¥alb—3 gy B— RZ2BBLET,

private-vlan association 201

VLAN M2 7T A ~X— h VLAN A— MZEER T F
‘d—o

exit

VLAN 2> 7 4 FXal—Yay BT—REKRTLET,

interface fastEthernet interface-id

A F =Tz A AT Falb—vary ET—FzH
HmLET,

switchport mode private-vlan host

(EE) R—b&27 74 _X—K VLANF A b & LTHRT
LET,

switchport private-vlan host-association vian-idl (&) ZOR— XIS H 7T A4 <X— K~ VLAN %
vian-id?2 BEMEfT I E 9,
ip device tracking maximum number TOR—FMIFLTIPTFAASL A N T T—T )L

IR CEDAXT 4 v 7 IP OO EREHRELET,
BRAEE 10 T,

GE) A¥74v7 RARDIPSG ZHfESE 21T
1%, ip device tracking maximum number {1 >~
R—Tx AR avwy R&E7a— N )UIHRET S
VERHY 7,

ip verify source tracking [port-security]

IOR—FEDAZT v 7 KA RSDIPSG & MAC 7
RVA TZ4NEY o THT 7T 472 LET,
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W py—xH—FoEE

avwv kR B
279716 end AoH—=Tx2f R ArT4Falb—ar T—Fefk
TLET,
A797 17 show ip device tracking all BEATERLET,
A79718 show ip verify source interface interface-id IPY—AH—FORTEEMRLET, R¥T v 7 K
A~ IPSG OFFAI ACL 2R LE 7,

CiscolE3000 R vF Y k7 av74¥al—>av Hiq4F
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PY—=x A—rFoxe N

WIZ, 774 X—=hF VLANFRA S R—=F ETRET v 27 RARDIPSG & IP 74 NVE & A T—T
MZT B0 2R LET,

Switch (config)# wlan 200
Switch (config-vlan) # private-vlan primary
Switch (config-vlan) # exit
Switch (config)# wlan 201
Switch (config-vlan) # private-vlan isolated

Switch (config-vlan) # exit

Switch(config)# wlan 200

Switch (config-vlan) # private-vlan association 201

Switch (config-vlan) # exit

Switch (config)# int fastEthernet 4/3

Switch (config-if)# switchport mode private-vlan host

Switch (config-if)# switchport private-vlan host-association 200 201
Switch (config-if)# ip device tracking maximum 8

Switch (config-if)# ip verify source tracking

Switch# show ip device tracking all
IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface STATE
40.1.1.24 0000.0000.0304 200 FastEthernet0/3 ACTIVE
40.1.1.20 0000.0000.0305 200 FastEthernet0/3 ACTIVE
40.1.1.21 0000.0000.0306 200 FastEthernet0/3 ACTIVE
40.1.1.22 0000.0000.0307 200 FastEthernet0/3 ACTIVE
40.1.1.23 0000.0000.0308 200 FastEthernet0/3 ACTIVE

MOz, A% —7 x4 A Fa0/3 ETHEEEINTZ S5 DODFR IP-MAC A VT 4 VI REREN
TWEJ, 774 X— K VLAN OBEAIE. AT 4 7E 774~ VLAN ID 2ABEER 1T S
¥4, Lo T, ZOHITIETI4~Y VLANID Th 5 200 REICERINTWET,

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
Fa0/3 ip trk active 40.1.1.23 200
Fa0/3 ip trk active 40.1.1.24 200
Fa0/3 ip trk active 40.1.1.20 200
Fa0/3 ip trk active 40.1.1.21 200
Fa0/3 ip trk active 40.1.1.22 200
Fa0/3 ip trk active 40.1.1.23 201
Fa0/3 ip trk active 40.1.1.24 201
Fa0/3 ip trk active 40.1.1.20 201
Fa0/3 ip trk active 40.1.1.21 201
Fa0/30/3 ip trk active 40.1.1.22 201

O BIE, 5 2OFRIP-MAC A>T 4 73774~ v XY DO VLAN L
WZHDZ ENbMNY T,

CiscolE3000 R4 wF Y7 k9?7 av74¥al—>ayv Hq4F
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W P y—x - FEEOERTR

IPYV—X A— FIEHRODRT

IP V—R H— FEREERT DHITIE, £ 26-:3DFH EXEC 2a~v > F& 1 DL EEHLET,

& 26-3 IPY—X A— FEHRERTTH=HDIATUF

avwvk B i

show ip device tracking TRTCOAL UV H =T 2 A AIH LTCT I T 4 7RIPELZIIMAC A VT 4T =
RNV ERRLET,

show ip source binding ALy FEDIP Y —RA NS T 4 v THRFRLET,

show ip verify source AA v FEDIP V=R H— F#FEEERLET,

DHCP #—/\ R— kR—ZXD7 FLREIY ZETOME

DHCP #— /8 R— b X—=ZD7T R L RAEI {TE, SN T A A 7T 47 bO 1D £72137
FAT b N—=FRou=7 7 FLRIZAKR L, DHCP A —% Ry b A v F A—FTHEHLIP 7 K
VAZHEFFCE 2 K0T 2HEETT,

Py NU—TIZEBASINTZA =T Ry b AL v T, BEER ST S RCER 2RI L E T,

THOEESG L. —HORETIE, DT A ATREANXRELEZSGEX., TN EFREHC, 0
Py hU—=7 TROY DT AL ZAREMEEBIG LR TIER Y 8 A, BIED DHCP EETiE, 2o
RV OF A A2, DHCP BFE U IP 7 KL AT A HEIHEIH Y /A, 2> br— T =X
Vo7 mERTIV T N oTIE, &7 ACEEMN T SN IP T RLVAR—ETH D Z & & HFF
LTWES, FAAAL REZMLT-BE, DHCP 7 54 7 FRAERSNZHETH, 7 FLADEY
BT —EDEETRITNIERD /A,

DHCP #+— /N KR— hRX—=20D7 RLZAEID Y THEENPREINTWDIHA., ZOBBEICLEY, Ho#E
AR — M CEENTZDHCP A v &=V T I7A T MIDRITAT b =R =7 7 FLAN
EREENLELTH, RAUERER— MIEEICFECIP 7 RLUARREENDE Z M RFESNET,
DHCP = =i, DHCP X% v D27 547 NID A F L a ik, DHCP 7 547 > M &k
MLET, 2947 FIDA S a v a2E8ERWVWIFAT U MI V94T s "—Fu=7 7T RL
ALV ENET, ZOWEERTETDHE, AV F—T A ADKR— B, 7747 FID &
TN —FRo=7 7 RLAL Y BRI, BEEOBERKRA L N THDIAL v T A= "R T T34 T
MID 2720 £,

TRTOFr—2T, AUR—=MIA =Py b F—T N EERTDHIZLICLY., EEni=T /(A
I, DHCPHHTRILIP 7 FLANEID B THNET,

DHCP #—/N R— b _X—=Z2D7 F L AEIY Y THREN Y AR — F STV LD, Cisco I0S DHCP
P=NET T, =P =7 4 /{OY—_"TEYHR- SN TVERA,

DHCP H4—/\ {R— FR—ZXD7 FLREY HTOETE

I T ROBEFBRICOVWTHALET,

o [R—=F_R—=ADT FLAT—=T VDT 7 )V &E] (P.26-29)

o [R—=FRX=207 RLAFY Y CTHREROEZRFE] (P.26-29)

e [DHCP #—/N K= h_X—=2DT RLZAEIV 4 THOA F—7 1k (P.26-29)
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| %26% DHCP#E&L IPY—X H—FREEDRTE

DHCP #—S F— FR—R D7 FLRFAY &TtoZe B

gi!ll

R— FR—ZXDTZ7 FLR T—TILDT 74 FEE

F 74/ FTlX, DHCP +— 1R R— FR_R—2D7 L RED Y TIF 4 =TSN TWVET,

R—rR—ZDO7 FLREY HTEERFOTESRE

22T, DHCP R— Fr_R—2Z2D7 FL RE Y Y CHREHOREHEHEALIHLET,
e 1 ODR—FIHOZEEINVYTHZLENTEALIP T FLAX 1 ST T,

o HAT ML X (FANIREINLT RLA) L, clear ip dhep binding 7 72— )L 27 ¢ F o
L—vay a<wys FTRZ VT TEEREA

o HENIHRESINTEZT FL AL, BHEOEMZLIP 7 FL AR Y THhHIZTEBICERII SN ET,
RARN =L TlE, FRNICHREESNTZT FLAIFEATEETAN, 1 DO DHCP 7 L & F—
MK L CEBOT RVAZFRNCHET DI EIXTEET,

. MNPf—Wﬂ%%WLﬂiéﬂt%ﬁ“@ﬂwéf%ﬂﬁfé(%ﬂéﬂf“ﬁ“?%vx
IIAT v MR ERT, FOMD I TAT U MNIT— N DB —EREZIT ) 29
reserved-only DHCP 7/ —/L 27 4 X al—Yay a~<r REANTHZ LR TEET,

DHCP H—/\ R— rR—ZRD7 FLREY BTHA r—T L

R b_X=207 FLREYYBTE 7o — A F—T WML, £ VX —T7 =2 A LTMAEID %
HEWICAER T 5121, ## EXEC ®— R CROFIEEZEITLET,

avwyk B
A7971  configure terminal Ja— )L ar 74 ¥ ab—y gy F— FEBEHBL
E AN
A7972 ip dhep use subscriber-id client-id TRTCHOEE DHCP X v — T, MMAE ID 7

FATFIDELTTa— Vi END XS I
DHCP #— " &&HELE T,

A7973 ip dhcp subscriber-id interface-name A HB—T oA ZADENLENCESNT, IIAFE ID
FEBPIZER L ET,

BEDA ¥ —7 oA ATREINIZMAZE ID 1%
Zoavy RTEEINET,

27974  interface interface-id MEFTAAL LA —T oA ABEEL. A X —T =
AA AT 4Falb—var E—FefBLET,
27975 ip dhcp server use subscriber-id client-id A H—T 2 AL TFT_TODEE DHCP A v+ —

VT, MAEID R 747 MID & LTHEHIN
% &I DHCP =" &RELET,

27976 end Kt EXEC ©— RIZREY £,

27977 show running config ANNEEZHERLET,

A7978 copy running-config startup-config (EE) a2v74Fal—ay 774 NVICERESE
REFELET,

CiscolE3000 R4 wF Y7 k9?7 av74¥al—>ayv Hq4F
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Bl DHCP ¥—/S #i—

FR—ZD7 FLREIY L TOHRE

AA v F ETODHCP R— b _X—2DT KL REIY EHTh A x—T7WIZ L% T, ip dhep pool 7

g—/ L ary 74 F¥alb—vary avy REFEHLT, IPT7 RLAOEFIEY Y TE, &747/%
~OBIEHT 24TV E T, DHCP 77— L HEFNIRE SN2 TH~OE 0 Y TEHIRT 5720
r%ﬂWdMWDHa”ﬂﬂV3/74¥1VHV5/ZVVF%Aﬁiézkﬁf%iTo*VF
TJ—JIZEHENTWET LA T —LVHHIZH DT FLATEH, TSR TWARNWT KL RIT7 74
Ty MRk ENT, o7 T 47 MZIZDHCP — oY —E XN EINnETA, 20w
ROATNZLY, =2—HFF, HEO P V73w NEHFL, MORL vy TFOI7 FA4T 2 b HOEKR
AT 5 DHCP 7 — V2 FFOAAL vy FOIN—T 2B ETEET,

IP7 FLAZFERNZEID YT, Zhiaf v F—T = AL THBlSND 7 747 > MEEMT 51
(%, F#HE EXEC €— hf/k@ﬂlﬁ%%ﬁ LET,

avwyk B

A7971  configure terminal Ju—n)L a7 4 Xal—vay E— REBBL
E3 a8

27972 ip dhep pool poolname DHCP —/ a7 4 ¥ alb—3 g E— F&Bth
L. DHCP 7=V O4 i ZEL L ET, T—41Z
XA 7223055 (Engineering 72 ¥) 721385
(0728) Z#EATEET,

A7973  network network-number [mask | /prefix-length] DHCP 7 FL A2 F—1LDOH 7Ty b vy hT—27 %K
BRI ERELET,

A7974  address ip-address client-id string [ascii] A H—T oA AL TEESNEDHCP 7 547
FOIP 7 RLAZTRILET,
string : ASCIL ., F721% 16 #EEEDOWF T
D

A7975 reserved-only ({F:#) DHCP 7 FL 2 F— A Tix, THEnhr=T
RUVARRTFEERLEST, 774V TR, 77—
7 LA THIR S E A,

27976 end Fi e EXEC £— RIZREY 3,

27977 show ip dhcp pool DHCP Y— VR ELZHR L ET,

27978 copy running-config startup-config (EE) av 74 ¥al—ray 77 A VIHREE
RIELET,

DHCP A — h_X—2D7 RLREID YT T & —7 /2T 5. no ip dhep use subscriber-id
client-id 72— L a7 4 Falb—vay avr REEHALEYS, MAH ID O BHEERE T ¢

& —7 27 5121, no ip dhep subscriber-id interface-name 7’ 2 —/ 3L 27 4 ¥ 2 L —va v
av o REFEHALET, 102 —T7 A4 X ETMAFID %7 4 £—7/WICT 51Z1E, no ip dhep
server use subscriber-id client-id > % —7 xAf A a7 4 Fal—Tary a<vr REFERALET,

DHCP 7—/A2:5 IP 7 R AD T & HIBRT 2 121%. no address ip-address client-id string DHCP
T arZ4FXab—varyavr FeEHLET, 7 RV R 7= L2 ERIRICEE 3 5121%. no
reserved-only DHCP 7—/l 2> 7 s X¥al—Ta v avwr RE AN LET,

WORTIL, IMAFE ID nNEBMICAKR S, DHCP — XX DHCP X v&—YND Y 47 k1D
T 4=V REOEBEL T, 2ofbviz, MAZFOID AL TWET, MAF ID iTA ¥ —
T2 A ADY a— MIZESEET, it\7747/F®$W WY TENZIP 7 FL A

10.1.1.7 T,

switch# show running config
Building configuration...

Current configuration : 4899 bytes
|
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DHCP #—S F#— FR—RO7 FLRFAY SToxx A

version 12.2

|

hostname switch

|

no aaa new-model

clock timezone EST 0

ip subnet-zero

ip dhcp relay information policy removal pad
no ip dhcp use vrf connected

ip dhcp use subscriber-id client-id

ip dhcp subscriber-id interface-name

ip dhcp excluded-address 10.1.1.1 10.1.1.3
|

ip dhcp pool dhcppool

network 10.1.1.0 255.255.255.0

address 10.1.1.7 client-id “Et1/0” ascii
<output truncated>

Wiz, FEETED Y TEN/ZT L AR DHCP 77— VI EFIZ TREN=ZHZRLET,

switch# show ip dhcp pool dhcppool
Pool dhcp pool:
Utilization mark (high/low) : 100 / O

Subnet size (first/next) : 0 / 0O

Total addresses : 254

Leased addresses : 0

Excluded addresses : 4

Pending event : none

1 subnet is currently in the pool:

Current index IP address range Leased/Excluded/Total
10.1.1.1 10.1.1.1 - 10.1.1.254 0 / 4 / 254

1 reserved address is currently in the pool

Address Client

10.1.1.7 Et1/0

DHCP #—/N K= _X—=2D7T F L AENY) B THEEOKREDFHEMIZ >V TIX, Cisco.com I[Z7 7 & %
L. [Search] 7 4 —/V NIZ [Cisco IOS IP Addressing Services| & AJJL T, CiscolOS Y7 hv =7
2 =a T VEBRLTLESY, =27 3%k URL 6 b AFTE 7,
http://www.cisco.com/en/US/docs/ios/ipaddr/command/reference/iad_book.html

DHCP H#—/\ R— FR—ZXD7 FLRE|Y HTORTR

DHCP #—/N R— b _X—2D7 FLAEI B THERZ R RT LI121T, £ 26-4 OFtE EXEC 2~ F
Z 1 SLLEfEH L £,

= 26-4 DHCP R— FR—Z D7 FLAEIY Y THBERTT 5<HDaATF

avwUFk ]3]

show interface interface id BEEDA L HZ—T 2 A ADAT —HZABLOREEZRRTLET,
show ip dhcp pool DHCP 7 RV A F— 1 &FE R LET,

show ip dhcp binding Cisco IOS DHCP —/"_XTOT7 RLA RA 5 4 T EFRLET,

CiscolE3000 R4 wF Y7 k9?7 av74¥al—>ayv Hq4F
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W DHCP 4— 1\ R— FR—ZOD7 FLREIY BTHOERT
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