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¥z, Fast Ethernet " — b 5/1 T Web _XR—RBiFE2 A 21— 7 M T 50 %2R LET,

Switch(config)# ip admission name webauthl proxy http
Switch (config)# interface fastethernet 5/1

Switch (config-if)# ip admission webauthl

Switch (config-if) # exit

Switch (config)# ip device tracking

Yj’{ (N &E%ﬁﬁmu#é{ﬂ Tbiﬂ‘o

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
Auth-proxy name webauthl

http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA FEEDELTE

avy kR B
A7971 aaa new-model AAA BERER A X — T NI LET,
A7972 aaa authentication login default group {facacs+ |o 7 4 L HOB/IEFEDOY R M A EELET,
| radius}
A7973 aaa authorization auth-proxy default group Web _X— 2 OIECHEHAINDHIEHEDO Y X N E/EK L E
{tacacs+ | radius} 4.
A7974 radius-server host {hostname | ip-address} test |AAA Y— EEE L £,
username username ) &— k RADIUS #— S kA kDA R M E7IIP 7 FL
AEBELET,

test username username 1%, RADIUS ¥ — "$&ki o BB 7 A
NoeA F—TNCT DA T g T, FRE S username
AN =L THHIMLETHY XA,

27975 radius-server key string %A v F & . RADIUS #— S CEI{E+ 5 RADIUS 5 —F [
THASNIBIAERB L OHBEX—2RELET, O
RADIUS y—RZ2HHTHI2F, FNENOY—TZ Dz
v REANLTLIIEEN,

27976 copy running-config startup-config EE) av 74 ¥al—ay 77 A NVIICREEZRIELE
¥

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
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WOFITIE, AAA A X—TNVIT 25 EETRLET,

Switch(config)# aaa new-model
Switch (config)# aaa authentication login default group radius
Switch (config)# aaa authorization auth-proxy default group radius
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m. OL-27306-01-J |



| 1% Web A—RBHEOBE

Web A—z@BitnE N

AA v FE &V RADIUS H—/\EDREEFEDETE

RADIUS €% =2 V7 ¢ —_OBBIERIIKDO L0 TT,
e KA
e RAFDIPT FL A
o KRR N ELFED UDP A— &5
e IP7 RLALEFED UDP K— hEE

IP7 FL 2k UDP R— FBEOMAGDLRIZL - T, —ED ID NMEF SN, y—"DFR—IP 7 N L

FizdH BAH$ O UDP A— b2 RADIUS ZRZ%(ETE 5 L 51720 £9, AL RADIUS — -k
DERI2D2ODFRA R = FUVIZFEI LY —E R (72 & L8R ZRE LA, 2 FDICHRESINT
RAR PV, BUICRESNEZAA N T P DT 2 — A —_— RNy 7 v L LTEEL
F9, RADIUS KA b => b UL, BELTIERICH > GRIRSNET,

RADIUS #— 3 T A —Z ZRET D FNEIL, kDO LY TT,

avy kR

iy

A7971 ip radius source-interface interface_name RADIUS /X7y bR, faRENTA LV H—T = A AD

IP7 RLRAZEHSZEE2EELET,

27972 radius-server host {hostname | ip-address} test YE£—k RADIUS — R ARA FDKRA ML FEITIP T
username username FLAZEELET,

test username username %, RADIUS ¥ — ki H

T ARNEARX—TNZTEA TV a T, BEIN
7= username [IAN 22—V L THLILEIXH Y THA,
key 7> a3 id, AA v F & RADIUS $— D] Cff
ASHIHEIE L X —%2ETLET,

¥ RADIUS Y — "z {4 21213, £hZho
P—NRNTZDavr FE AN LTLIEZE N,

A7973 radius-server key string RADIUS #— " ETEIfET 5 %21 v F & RADIUS 7 —

FECORTHEAINOWBIER L O SF—2REL %
j‘o

A7974 radius-server vsa send authentication RADIUS +— X260 ACL D& v ua— K& A % —7

MZLET, ZOWEE
Cisco IOS Release 12.2(50)SG THAR— N TWET,

A7975 radius-server dead-criteria tries num-tries RADIUS #—N|ZEEENTEA v EB— T ~DGENR 2N

LA, ZOY—N"NHET I/ T4 T THDLERRTET
DOREEEEFRE L E T, IBETE S num-tries DOHFFA
X1~ 100 TY,

RADIUS =" NI A —=F ZBET HHEIE, ROMIIERE LTI ES VY,

e Bloa~r KT A4 021, key string ZHELE T,

o key string \Zi&, AA v F & RADIUS #— " L CEIET 5 RADIUS 7 —E 2 & O THHAT 5
FEF—FB LUK SbF — 2 E L £7, key 1ZTXFHITHY . RADIUS — A THHA STV DR
FlEF—L BT OLERH Y T,

o keystring ZIEET A6, F—0OHH, BLOKRRBIZAXN—REFEHLET, F—ITA—2%
FHT 561, BIR/FRF—0—H% 1%7%6\%}5’?% SIHA/GTx— ?a”:lii,tb\“(<7iéb\
*—|Z RADIUS 7—F > THMHT O ZIC ML TWDILERH D £7,

| oL-27306-01-J
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. FRTO RADIUS P ZONT, HA LT Y R, BEEE, BLOWEF—Hz 7 a— 1
WZEXE T 51213, radius-server host 7 o — 3L 2> 7 4 Falb—ray avy FEFHLET,
_iL'BODj‘7 a rEY— A THRET HIZE, radius-server timeout, radius-server
retransmit, 3 X0 radius-server key 0 —/ L 27 4 Xal—v gy awr FEEHALE
T, BRI OV TIE,

[Cisco 10S Security Configuration Guide, Release 12.2)] 5 X
[Cisco I0S Security Command Reference, Release 12.2]] %ML T &\,

http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html

(G() RADIUS =T, A v F P T KL R, =t A1 v FTHEIND key string, LN
Downloadable ACL (DACL; # V> u— RAa[fE72 ACL) 72 EOREEITHILENSH Y £9, Mo
WTiZ, RADIUS ' —RD~=a 7 Z ML T EEN,

WROFITIE, AA »F TRADIUS =R RITA—FERETDHHEEZRLET,

Switch (config)# ip radius source-interface V1an80
Switch(config)# radius-server host 172.120.39.46 test username userl
Switch (config)# radius-server key radl23

Switch(config)# radius-server dead-criteria tries 2

HTTP 4 —/ D&%

Web N—AFBREZMEH T H121E, A4 v FTHITP =2 A X =T NICTDUEPRDHY £, 2O
P— NF HTTP £721% HTTPS O WF AN DN TA R—T T TEET,

avwv kR B
A7971  ip http server HTTP #— % A 3 —7 2 LEF, Web ~<— A RaEMREIT, HTTP — 3% {£
LTHAFE %{nb L "j‘uALuEé‘.’??l/\ij—
A7972 ip http secure-server HTTPS # A % —7 M LE,

NAL LGBIET B H Y Web N—VZBRET D0, Rhr 7D A 173 URL ZE L&
ﬁ—o
>
(3¥)  ip http secure-secure =~ KZ AN L7z &2, %= Tmh FEHEREICAT LN D £ 91T 5121
=R HTTP HERZEEFELEHETH, /A v A= Fnd HTTPS (% =7 HTTP) Rz
2T LET,

. uuuﬂE7U3'\'/Web’\_‘/@7J?<ﬁ'74’7<
o KHIm T A NI HY XA L3 URL OIRE

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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BEETOXS Web R—DDHRETA X

Web X—ZXDFRFEF, AL v FDF 7 4/ N HTML X—Y TliE72 <, b Y ® HTML ~X—Y 82—
‘H_uﬁﬂ#éhéij Web uAL‘uJ‘.Eid‘.) Z’E“C%i'@“

jJX&-L\u‘qu7D?Y‘/W€b’\ﬁl/@{ﬁﬂ%%ﬂ{ Té i iﬁ— jJX&AHTML77/I)/I/%X/])/a:
DT Tyva AEVIHEEL, RiIZZa—)L a7 4 FXal— gy F—RTCIDXATEZFEITL
iﬁ—o

=1 N B
A7971 ip admission proxy http login page file AZAFDAEY T7AI)V VAT LT, T74L D
device:login-filename arA4y XR=YORbVIFEHINDE A 5 HTML
Ty ANVDOFEMEIEE LET, device: 137 T v
AEYTY,
A7972 ip admission proxy http success page file TI7FN IO TA URIR=T O VIEREND
device:success-filename HAZ LD HIML 7 7 A VOFEMAIEE L £,
A7973 ip admission proxy http failure page file VA WA N = G2 CaE Y aw s X A ) R 3 g W)
device:fail-filename AL LD HIML 7 7 A VOFHEMZRRE L ET,
A7974 ip admission proxy http login expired page file T7 AN FOu T A RN ASA—TORD Y ICHERS
device:expired-filename NWBH AR LD HIML 7 7 A VOFFEMAIEE L E T,

HAF <A RENTZFRIET B XY Web XR—U 2R ET LBICIE, ROTEEFHIIHE - TSIV,

o WAL L Web N—UHRELZ A R— T NICT DI, WAL L HTIML 7 7 A V% 4 i35~ THEL
T, ARE LT 7 AV OED 4 RGOS, WET 7 40 b HTML ~— VA S E 4.

o INBHAHDOHIML 77 AME, AA v TFDTTvia AFYRIHEMELRITIERY ¥ A,
% HTML 7 7 A VD kYA X% § KB T,

o HABLN=VLEDAA—=VITT T, 77 B AFRER HTTP — N LICHFEE LR ITNIER Y £
Y, A% —7 M ACL 1T, BEHL—LNTRELET,

o HAFL R=UNLONEY 7 IET T, FHEHA—ILNTOAL X —E7 N ACL DR EZHE
L LET,

o {72 DNS H— T 72 2T 5I120E, Y 7 03, A =DM BERARIFR T, B
= IVNIZA 22—k 7 F ACL R TETHLENH Y £97,

o AH L Web X—UBKREN A R — T VICERE STV A YA, B E S 172 auth-proxy-banner (X ff
HaInEti,

o WAZ L Web N—UHHREN A R—TNVICRESNTWDHE, u A VORI THY 24 L
7 v ay URLIIMEHATE EH A,

o HABNLN 77 ANDIEEERMRGETHICIE. Z0a~vr Rono BEXEFHLET,

HAZ LT Ay RXR=FNXT Vv Web 74 —ALThHDBEH, ZOXR=IIZONTIL, ROTEEF

BIZHE> TL 72 &0,

e TUJA L Tx—IhiE, 2—WILLB2—VPLZLLRXRU—FRFOANZZTHITF. 215 % uname 5
L0 pwd & LTRTRERD Y 7,

o NAZL uTA L N=VF R=V FA LTV BELINTNRAT =R TUREEOR L2
EL Web 74— AT HNA N TT 7T 4 AT BERH Y £7,

WOHITIL, BAZLRBFET B X Web X—VE2RET D HEERLET,

Switch(config)# ip admission proxy http login page file flash:login.htm
Switch (config)# ip admission proxy http success page file flash:success.htm
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Switch (config)# ip admission proxy http fail page file flash:fail.htm
Switch(config)# ip admission proxy http login expired page flash flash:expired.htm

WOFITIE, HAZLRIET 7 F 2 Web N—VORELMHERT D HELZRLET,

Switch# show ip admission configuration
Authentication proxy webpage

Login page flash:login.htm
Success page flash:success.htm
Fail Page flash:fail.htm
Login expired Page : flash:expired.htm

Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Session ratelimit is 100
Authentication Proxy Watch-list is disabled
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5

BRI AocwdHUFL4 LY a2 URL OFEE

RAERRIC, WEL AL HTML N — Y 2 RAICE Sz, = —F DV XA Lo el 722 URL ZHRE
THIENTEET,

avwv kR B
FIFN OO T A R —T Db YT, a—FD
VAL LY Nekled URL 2ELE T,

ip admission proxy http success redirect ur/-string

v 7 A N T DY A L7 v ay URL &R ET 2%E, ROEBEFHEIIWKE> TSI,

o NAXLFIET B FT Web R—UREER A R—T NWVICEHESINTWEEE, VXA LT ay
URL HEEIXT 4+ E—7 &N, CLI CTIIMfERACE EHA, VEAA LI v aid, WAZL v
A URINR— T THERIFTEET,

o UXA AL 733 URL BERENA X — T ILICRESN TV DA,
RSN ETA,

e VX AL Jar URL OEELEMRTDICIE. Z0a~vr Ko ne BXNEHEHLET,
WOF T, RSB Li-alZ A exidd 20441273 URL 2R ET D HiEEZRLET,

Switch(config)# ip admission proxy http success redirect www.cisco.com

% E &7z auth-proxy-banner

ROBITIE, B Licw 7 A N4 T %) ¥ A 272 a URL 2R 4 2 hikarLET,

Switch# show ip admission configuration

Authentication Proxy Banner not configured

Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled
Authentication Proxy Max HTTP process is 7
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5
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Web R—XFEEE/ T A — 2 DERFE

K CTEpal A B ITRIBORKEEZZHELET, KERLERITEENZDEZ2B2DE, 7747
¥ MIFEHIER, v v F U R RNICHEHELNE T,

=1 B

Z7y71 ip admission max-login-attempts number RETEBu s L RTOEREGREERELET, BE
TELHPHIE 1 ~ 2147483647 [AITH, 774/ ML S
<7,

27371 end $5HE EXEC £— FICRY £,

27973 show ip admission configuration E S X UBREFR LA LET,

Z7974 show ip admission cache HEF L RU DY A NERRFTLET,

A7975 copy running-config startup-config (EE) 27 4Falb—vary 77 A VIIREERTE
LETS

WROFITIE, Kiemr 74 AT ORKEEEZ 10 ISRET D HEEZRLET,

Switch(config)# ip admission max-login-attempts 10

Web 25O — AL IN\F—DHRTE

Web SBRENRE SN TWVWD AL v FlZa—I/b NF—%FET HITIE, F#E EXEC £ — KR TRDOFIAE
ZIITLET,

avy kR B#
27971  configure terminal Ju—)L ar7 FXal—iary B— oL E,
A7972 ip admission auth-proxy-banner http T—Hh) RF—Ff F—T N LET,
[banner-text | file-path] (f=&) Cbanner-text C E ASJL T, I AH b NP —ZER L ET,

ZZT, CIEREID XF, Fid"F—cERENDE 77 A4 (Bl :
oad, FREFTXANTrAN) BERTT 7 AN NATT,

27973  end ke EXEC £— FIZRY £1°,
A7974  copy running-config startup-config (FE) avr74¥al—vary 77 A NVICEREERELET,

WOFITIX, TMy Switch] £ WIHAZA AvE—IURRRINTWNDER =N NF—2RETHH
EaRLET,

Switch (config)
Switch (config)
Switch (config)
Switch (config)

configure terminal

# aaa new-model

# aaa ip auth-proxy auth-proxy-banner C My Switch C
end

ip auth-proxy auth-proxy-banner =~ > FOFEMIZOWTiX, Cisco.com @ [Cisco IOS Security
Command Referencel] @ TAuthentication Proxy Commands] #Z&M L T 7ZE0,

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
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Web A—X

2 2ADETR

BEAIXvvyia T M) DHIR

avw vk By

clear ip auth-proxy cache {* | host ip address} Delete L 7ymxy = MU REIBRLET,. v v i =
T MY TRTCEHIBRT DI, TAX VAT AL
9, VI ARA MO MY EHIBRTDIICE, BR
B2 IP 7 FLAZ AN LET,

clear ip admission cache {* | host ip address} Delete #WREF 2 ¥ = F VEHIBRLET . vy =
T MY FTRTEHIBRT 51T, 72&)%7%1%%1/
i#o//7WTXF@I/F)%%%¢ [ESENYN
WP 7T FLRE AL LET,

Web X—X

Wiz, IP 7 RLZ 209.165.201.1 @27 5472 MIkT 25 Web X—RBEEE v 3 2R+ 501 %
~LET,

Switch# clear ip auth-proxy cache 209.165.201.1

nn‘.\n.l.T:XT ’)"Zd)ﬁ‘]t

FTRCOA VH—T =2 A A, FITFHFEDKR— MIKT 5 Web X— 2 DFRGERE L F T 5 FIEIT
WDEEBY TT,

avy R

E]:y

A7971 show authentication sessions Web N — A BB/ TAEFE R LET,

[interface type slot/port]

type (Zid, fastethernet, gigabitethernet, %7213
tengigabitethernet Z 5§ E CX £,

EE) BEDA v 2 —T = A A5 5 Web ~— 238
FAERRE A F R T HITIE. ¥ —7U— F interface Z i L
iﬁ—o

WIZ, =317 Web R—RAFIED AT —Z AL T2 RAT 502~ LET,

Switch# show authentication sessions

WIZ, SHEY b A F—T A R3RTIZHT D Web XN—ADRBIFEHRTEFZRT LB Z2RLET,

Switch# show authentication sessions interface gigabitethernet 3/27
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