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o 7F4~_— |k VLAN #%/E T VLAN #HI& L7234 . VLAN IS sni=7F 4 _— |
VLAN R— " BIET 7T 4 72720 £77,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
m. OL-27306-01-J |



| #£17% F54~<—F VLAN Q%
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THRAAN R T 7 ICHERENLTWTT T4 vV BLOEL XY VLAN 2 87 2 7 ) BHIBRE
NTHRWEE, 774 X— K VLAN A= F2RIORy bV =2 T A RICRETE 7,

ftbDHEREICEEE T HHHIFTH

>
)

7T A4 ~— K VLAN #RET DB, thOMRE L O TRO L S 2FIRRH 5 Z LITHEL T EE

TT5— Ay bE—URLTREDNZITANLNTWTY, Iy R LA2WVWESRH Y £7,

7T A4_X—=F VLAN BRESNIZAA v FIZT =Ny 7 TV vV T EBELRNTIES
W,

Internet Group Management Protocol (IGMP) AX—Y VT NAL v F L TA FX—T N (T 7+
VR DA AL v TFNYR—1+T 57T 4 X—F VLAN FAA U#i1X, 20 £ TTT,

Remote SPAN (RSPAN; U E— Ik SPAN) 2774 _X— s VLAN D7 I A4 <V Eid® Y
VLAN & L TRELRNTLE SN,

SPAN OFEMIZDOWTIE, % 28 B [SPAN B LU RSPAN D% E] # BB L T Z &0,
WD LD BRERENRTESINTNDHA v F—T oA AT T A4 ~_X— bk VLAN K— FEHE LSRN T
STEEV,

- A4 FIv T/ EAKR—KVLAN R o=V oy

- X4y s FFr¥xr s Fabhan (DTP)

— Port Aggregation Protocol (PAgP; A — FEK 7 ®= k=)L)

- VI 77—y a vl e k= (LACP)

— Multicast VLAN Registration (MVR; v/ F %% 2 h VLAN L' VR hL— 3 V)

— &7% VLAN

— Web Cache Communication Protocol (WCCP)

774 ~_X—hk VLAN A— MMIEF 27 A= MIUFTERVWOT, RER—FL L TRETEEY
o
IEEE 802.1X R— F _X—RRGE% 7T A ~X— | VLAN RA— MIFEETEZ £7 72, IEEE 802.1X &

R—h EX=2VU7F 4, §7F VLAN, F72EAR— MEO2—% ACL %, 771 ~X— [ VLAN
A— MIRETE £ A,

774’“\“— F VLAN R A b E 7213 LR AR — R SPAN s856 R — MIIZTE £¥ A, SPAN %5k
\— & 7T A4 _X— K VLAN R— MIRE LA, R— MIET 7T 4 71220 £,

774~ VLAN NOEE[NAR— MZIAXT 4 v 7 MACT RLRAZRELEZSGA, RICAH
TA4vY T RUVAZTRTOBE#EE L Z Y VLAN :‘Eﬂua‘éﬂ%rj%@i% vHHY
VLAN AR A~ R—MIAFZT 4 v 7 MACT7 RLRAZRELEZSES. LA T v 7 T RL
AHT_NTOEET T A <Y VLAN IZEINTAMNERS Y £9, 7\51?4 v 27 MAC 7 RL 2%
77 A4 _X— K VLAN R— b B HIBRT 2BRIZ, BEINTWVWD MAC 7 RLADTRTOA A
B AE ST A X— K VLAN O HIBRTAMLERZH D 77,

~

GE) 7I9A4_X—=HKVLAN® 150 VLAN THEELEF AT I v 27 MAC 7 FL A%, B
VLAN THElShET, =& 21E, Bh 2 ) VLAN TEE SR MAC 7 FLA XTS5
A4~V VLAN ic#EREnNET, TOFAF I v 7 MAC 7 FLARHIRE N0 HIRAY)
Nr-gée, BT FLRAIIMAC T RL R T—7AMbHIBRENET,
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H17E  FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

e LVAV3VLANA UV E—T A A% 7 T4~ VLANIZHH L TEITHRELET,

754 ~A— | VLAN RA®D VLAN DOFREE & ORI
7J A4 ~_<—k VLAN %R ET 5121k, F# EXEC £— R TROFIEEZITNET,

~

(¥) private-vlan 2~ > RIZ VLAN 2> 7 4 Fab—1 g = F2RTTL2ETHIELEYA,

avyFk B#
A7971 configure terminal Ja—rYL ar 74 X¥2lb—vary T— RNEBBLET,
A7972 vtp mode transparent VIPE—R&Z F IV AT LY MIRELET VIP 2T 4 —7 L
WZLET),
27973 vlan vian-id VLAN 27 4 F¥alb—va v = RF&BB LT, 774 ~U VLAN

L7025 VLAN Z45E T 2 0ME L £ 7, VLAN ID O 2 ~ 1001
B L1006 ~ 4094 T,

A7974 private-vlan primary VLAN #7744 <1 VLAN & LTHRELET,
AT975  exit sa—) ar74¥ab—y gy E—RICREY £7,
AT976 vlan vian-id ({EE) VLAN 27 4 ¥ 2L —2 g — REBMB LT, Mar

VLAN &72% VLAN Z48E+ 22 E L £+, VLAN ID O#i[f L 2
~ 1001 ¥ LT 1006 ~ 4094 T,

A797 1 private-vlan isolated VLAN %Zs7 VLAN & LTHELET,
AF97 8 exit Ja—rL ar7Z 4 Xal—yvary T—RIEY £7,
AF979 vlan vian-id (FEZ) VLAN 2= 7 4 FX¥al—y gy F—RZHBLT, 232=

7 4 VLAN &72% VLAN Z45E T 22 E L £9, VLAN ID Ol
12~ 1001 3 L T* 1006 ~ 4094 T,

A79710 private-vlan community VLAN #=232=5 ¢ VLAN ¢ LTI RELE7,
A7y exit Ja—)Lar7 4 Xal—var E—RIREY ET,
AT97 12 vlan vian-id AT v 72 THRELEZZ7 A~ VLAN fi® VLAN 27 4 ¥ =

L— gy B— REBBLET,

A797 13 private-vlan association [add | remove] | % U VLAN #7351~ Y VLAN [ZB# {1 1F £,
secondary vilan_list

27974 end FiHE EXEC E— RIZR D £,
AZ7y71%5 show vlan private-vlan [type] SEAMERLET,
E il

show interfaces status

A7971%6 copy running-config startup config AA VT DAF—R T v T ar7 o Xalb—Tary 774 NVICEEE
RELET, T4 X— K VLAN RELZRGFET DT A v F DA
A= NTro7 arZ s Xalb—ral 77y AMIVIP T AT
LY N E—RRELTTAX— b VLAN RELZRGFTHALERH Y E
T RfFLZRVWE, 2 v FEY Y PLEHE, 774/ O VTP
=N ET—FIZRY, 7TA =K VLAN ZHHR—F L2R< 720 %

7
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v h &Y VLAN %277 4~V VLAN (ZBEA T 2B, CUCH L TROZ EICEE LT ES
A

o secondary vian list /X7 A —ZZ1Z, AR—AEEDRNTLIEIN, B TR - EHD
HEHAEODLZENTEET, FHHELELTAANTELDFE, B—DF 74— VLANID £/
[InA 7 CHfE L2774 ~— | VLANID T,

e secondary vlan_list /37 A — X 23O a1 2 =7 1 VLANID 250 b E T, ML
VLAN ID i 1 27215 ¢,

e secondary vlan_list # NJT 55>, £72i% add ¥— VU — REZ$5E LT= secondary vian_list % 1f [
LCEH#Y VLAN &7 J 1~ YU VLAN % BhEfHT E5,

e remove ¥ —7U— R & L 12 secondary vian list #fEH LT, EH > Z U VLAN & 7T A<
VLAN OB & fifkg L E 5,

o ZOavwryKNiE, VLAN 207 4 FXal—3ary BT— REKRTTAETHELEEA,

WIZ, VLAN 20 %75 A~ Y VLAN., VLAN 501 %52 VLAN, VLAN 502 8L U503 =2 ==
74 VLAN & LTREL, Zhbx 7T 4 X— K VLAN WTHEEMNIT LT, REZMRT 204~ L
ij‘o

Switch# configure terminal

Switch (config)# wvlan 20

Switch (config-vlan)# private-vlan primary
Switch (config-vlan)# exit

Switch (config)# wvlan 501

Switch (config-vlan) # private-vlan isolated
Switch (config-vlan)# exit

Switch (config)# wvlan 502

Switch (config-vlan)# private-vlan community
Switch (config-vlan)# exit

Switch (config)# wlan 503

Switch (config-vlan)# private-vlan community
Switch (config-vlan)# exit

Switch (config)# wvlan 20
Switch(config-vlan)# private-vlan association 501-503
Switch (config-vlan)# end

Switch (config)# show vlan private vlan

Primary Secondary Type Ports
20 501 isolated

20 502 community

20 503 community

20 504 non-operational

FA4R—FVLAN KRR P R—bELTOLANY 24 03— 21 ADER

Al \,

LAY2A L H—T 2 A A% T T _X—=F VLANKA M R—=FELTHEL, 2E7TIA4~I) B
W %Y VLAN & B#EAHT 212i1%, 5 EXEC ©— R CTIRO FIAZFEITLET,

(GF) MyMBLU=I=a=7 4 VLANZWIThbtD ¥ Y VLAN T,

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
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7354 R— VLAN OFE

avy kR

B8

A7971 configure terminal

Jua—r) ar 7 4 F¥al—vary E— R2BEBELE
R

A7972 interface interface-id

A B =Tz A AT 4 Fal— g FT— N2l
L. RETAHLAVY2A X —T =2 AR ELET,

A7973 switchport mode private-vlan host

LAY 2R =+ 2774 —F VLAN RA b R—h &
LCTRELET,

A7974 switchport private-vlan host-association

primary vlan_id secondary vian_id

LAY 2R— &7 T A ~— | VLAN [ZB&#AHT £,

27975 end Fi#E EXEC £— RIZRE D £,
27976 show interfaces [interface-id] switchport REZMRLET,
A7977 copy running-config startup config (EE) AA v FORE— Ty T ar7 1 Fal—

| NN

ary Ty ANIHRERRELET,

|
2

WwIiZ, A v B =T 2 A 2% TF7A4_X—K VLANKRA N R—FELLTHREL, ZHIZFTFAX— |
VLAN X7 # B 1TC, RELHERT 202 RLET,

Switch# configure terminal

Switch (config-if)# switchport mode private-vlan host

Switch (config-if)# switchport private-vlan host-association 20 25
Switch (config-if)# end

Switchport: Enabled

Administrative Mode: private-vlan host

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 20 (VLAN0020) 25 (VLAN0025)
Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 (VLAN0020) 25 (VLAN0O025)

<output truncated>

b VLAN BEZFR—FELTOLAV 240 3—T 24 ADEE

LAY 2 A48 —Tx2A A% 7T ~— ] VLAN #EJIR—-F L LTREL, Znx7 714~V EBE
Ot A 4 VLAN ([Zv v B 74 51213, F# EXEC £— FTROFIAEZFATL LT,

GE) MyyBrltala=7 1 VLANZWIFhbtEH L ¥Y VLAN T,
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avyFk B
A7971 configure terminal Ja—r) ar7 4 ¥alb—ary T— REBEEGLE
R
27972 interface interface-id AV —=Tzf R Ay T4 F¥alb—var E— N
L. BETAHLAY2A4 =T oA RAEHFELET,
27973 switchport mode private-vlan promiscuous LA¥Y2BR—+ 52754 _— K VLAN EZERIFR— K& L
THRELET,
A7974 switchport private-vlan mapping primary vian_id F5 4 ~_— | VLAN EERR— &2, 754~
{add | remove} secondary vian_list VLAN ¢8R L7 #) VLAN Iy BV 7 LE
R
27975 end ¥t EXEC ©— RIZRE D £,
7976 show interfaces [interface-id] switchport BEEERLET,
A7977 copy running-config startup config UEE) AA v FDAZ— T v F a7 4 ¥zl —
vay 7y ANVIIREERFELET,

LAY 2A 4 —T oA A% T 74—k VLAN HEZERR— M LTHELTZSHA, #CITE LTk

D

/N

k LE%IJAJE:'QL/‘(< f:éb\o

secondary vian list /X7 A —ZZi%, AXN—REFHRNVTEIN, I orwTRY - B HD
HEZEOLZLENTEET, FHHELTANTEL0DEF, B—D7 74— K VLANID £/
I A 7Tl L7277 A4 ~_—F VLANID T,

secondary vian list # N13 55, F12id add ¥ —7V — REF5E L7z secondary vian_list % f#i
LTEH %Y VLAN £ 77 A4~V VLAN %75 A X— K VLAN ZER|AR— vy B 7L
£7.

remove X — 7 — RZ 487 L7z secondary vian list i LT, B ¥ VU VLAN & 75 A ~X—
N VLAN SRR — h O~ v Er 7 &R L ET,

AP =T xA A% T T A~—h VLAN BEHNAR—-h L LTRELTENET T A= |

VLAN Z~v o B 7T 562 R LET, A v F—T AR, 7FA4~Y VLAN20 DA /T, BF
VAU VLAN 501 ~ 503 BRv v B 7 INET,

Switch# configure terminal

Switch (config-if)# switchport mode private-vlan promiscuous

Switch (config-if)# switchport private-vlan mapping 20 add 501-503

Switch (config-if)# end

show vlan private-vlan ¥ 721X show interface status £5# EXEC =~ FE2HEH LTI/ vV B L
OB &V VLAN E AL v F EDT7 T 4 _X— K VLAN R— h2FRLET,

tHhUF) VLANDTS54<1) VLAN L1V 3VLAN A VA2 —DJ (4 X

~ADIVE:

5

77 A4 ~_X— K VLAN 28 VLAN i —7 4 V ZIfERH SN 256, SVIZ 77 A4~ 1 VLAN IZRE L
TkHo %Y VLAN % SVI i~ vy B 7T E7,

MNFBRLV=a I 2= ¢ VLAN Wbl ¥ U VLAN TY,

| oL-27306-01-J

CiscolE3010 R4 vF YI kw7 avI4F¥al—arvi4F



H17E  FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

ATy71
AT972

ATv73

ATy7 4
ATv75
ATy7 6

tH XY VLAN 2754~ VLAN O SVIIZC~w v B2 LTTFF3A4A_X—KVLAN N5 7 4 7 ®
LAY 3 AL v F U T HRAGRICT HITI1E, R EXEC £— R CTROFIHEZFEITLET,

avyk

E[:3)

configure terminal

Ja—nN) ar7 4 F¥al—ygry B— RREeRBLET,

interface vlan primary vlan_id

7T7A~IU VLAN TCA Vv H—T A a7 4FXalb—Tary E— %
BA%A L T VLAN % SVI & L TixiE L £9, VLAN ID O#ip % 2 ~ 1001
B L1006 ~ 4094 T,

private-vlan mapping [add | remove]
secondary vlan_list

v H XY VLAN 2774~ VLANDOL A VY3VLAN A VX —T = A
A= LTCTIFIARX—=K"VLAN AN N TG 74 w7 DL AF¥ 3 R
Ay Fr 7 EARRICLET,

end

4 EXEC £— FNIZREY £9°,

show interface private-vlan mapping

BEE MR LET,

copy running-config startup config

fFFEE) AA Y TFDARAA— KT v a7 4Xal—ray 77 AV
EERFELET,

~

(3¥)  private-vlan mapping /1 > ¥ —7 2 Af A a7 4 Fal—var avry RE, L4 Y3 AL T T
SNTNDFFA =K VLAN F7 7 ¢ v 77T L ET,

TH o HY) VLAN 277 4<Y) VLANDOL A Y 3VLAN f vV X —T = A~ B 7T D8,
LI HOWTRDEIZHEBE L TLIEE N,

o secondary vian_list /37 A —ZZ1X, AR—REEDHRNTLEE N, Br~TRY =KD
HHZEDLZ N TExET, FHHELTANTEXZ201E, B—DF 74 ~X— 1 VLANID F£7-
I A 7 CHifE L7277 A4 ~<X—F VLANID T,

o secondary vilan list # NJ13 50, F£72iF add ¥ — VU — R%&5E L7z secondary vian list %/
LTEHnZY VLAN 27574 <V VLAN IZvw v B 7 LET,

* remove ¥— U — N&EE L7 secondary vian list #fEA LT, EH XU VLAN 7 J A4~
VLAN O~ v B 7 2R L £3,

WIZ.VLAN 501l BEUR 502 DA v F—T7 x4 A% 774~ VLAN 10 I~ vy B 735617~ L E
9, VLAN 10 Tix, 774 ~X— K VLAN 501 725 502 ~Dt %Y VLAN AT NT 7 4w 7D
=T 4 T RHFASNET,

Switch# configure terminal

Switch (config)# interface vlan 10
Switch (config-if) # private-vlan mapping 501-502

Switch (config-if)# end

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO 501
vlanlO 502

isolated
community
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| 8172 F54~<—F VLAN O%%E
FS54R—FVLAN 0E=421>5 N

T53A4R—KkVLAN DE=2Y VY

= 171 TS54R—FVLAN £E=4 )25 a2 UK

avyFk B

show interfaces status &35 VLAN 2 &8, /{2 X —T 2 ADAT—HX A&FRLET,
show vlan private-vlan [type] AA v FDOTTAX— K VLAN F#HE R R LET,

A E =T 2 A A LDTTA_X—F VLANRELZR R LET,

VLAN SVI 7' Z A4 ~X— ks VLAN v v U JICET 5 EMER R LET,

show interface switchport

show interface private-vlan mapping

IZ, show vlan private-vlan =~ > ROHFIZ R L ET,

Switch (config)# show vlan private-vlan
Primary Secondary Type Ports

10 503 non-operational
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WM FSAR—FVLANOE=AUY
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