ACLIZEBARYFT—Y X)) T14DEE

IOETEH, 7T7kA arbtu—n UAL (ACL) (772 U2 ELEEND) ZHLT, IE
3010 AA v FIZRry NT—2 X2 VT 4 2FHET D RIAICOWTHBALET, ZOFETIE, IP ACL
DBEERHL IP Version 4 (IPv4) ® ACL x5 & L CWET, IPv6 ACL DFFMIC DWW TIE, 5 43
T [IPv6 ACL OF%XE| 22 L T,

ZOETHML TS a~< >y FOMIXEB L OEMAGTIEOFEMICOWTE, 2ol ) —20avr Y
7 7 L A, [Cisco I0S IP Configuration Guide, Release 12.2] (2% % [IP Addressing and Services |
@ [Configuring IP Services]. 3L O [Cisco 10S IP Command Reference, Volume 1 of 3: Addressing
and Services, Release 12.2] #Z L TL 72XV, Cisco IOS ®~==7/iL, Cisco.com ~X—T D
[Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration Guides] ¥ 72 1% [Command
References] WH AFTEET,

o TACL O#Z (P.36-1)

o [1Pv4 ACL ®%7E] (P.36-4)

o [4FiIfH& MAC $:88 ACL OfFkl (P.36-25)
e [IPv4 ACL OFEDFE R (P.36-28)

ACL O

Nro N ZanZ )7, Xy hI—2 I 7497 %REL, BHEDL—VFEILT /31 AT &
5%y b= OFEHZHIRT 29 2 THRLLET, ACLIINV—F E/3AAS v T 2BRTDH T
T4 T T A4NEY) T L, BEDA X —T A AE7-1T VLAN TR v &R, F7213ES
LET, ACLIZ, X7 v MIEHINIHFAIRER I OEREEOIEFR T on-EE 0 c3,
Ty RIMA U E =T oA AEETDE, AL v Ty FAO 7 4 —L REBEHAENS ACL &bt
L, 7782 VA MIFBEINEREEITESHNT, X7y MG EICHERERERF > T DEnE
IVEMRLET, 7278A VR MNNOEMEE 1 DT O, Xry hETARNLET, BUIC—K
LISzl o T, AA v TF B3y bEZTANDINERT 20BN REINET, AL v FITHEMIC
—HLERRTTANEHIETEOT, VA NMEHERETHIEFNAEETT, —HT 2540870
LA, AA v FIINry FEESLET, A1 v Tk, $IREER2WGEIT Ny Faigk L, HiliR
SENHIGET ANy b RFay 7 LET, A4 vFiE, VLANRTTZ U v oo 7E3ns37 v b
BEH T, BBEINDZTXTONry M ACL AL E9,

Fy NI =7 ZHEARN R EX 2V T 4 ZEATIHREE, V—FELFLATYI AL TIIT I7ERA
VA MEHRTELET, ACL ZRELRITNEL, A v TFEBBRTILITXTONRNTry bRFR Yy hU—7
DOH LWLy THAINDAREENDY £9, ACLEZHEATDIE, Xy NU—Z OB LT 7
TAFRRRFANEREILZD, V=X A F—T 2 A ATIREE LI T ey 7SN T 7 4070
OFFEZRE LTV TEET, exE, BFA—N VT 74 v 7 OEEEEHFAIL, Telnet b7
T4y OEEEESTHIELTEET, ACLEZEEB NI 7o v 7l RIENT 740 v o, 3%
DOE 27 vy 735 CRETHLLTEET,
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W AcL oEE

ACL 1ZiZ, Access Control Entry (ACE; 727 % % 2y bu—/L = b V) OJEFMT SN R bR
EENTHET, & ACE 121X, permit F1=id deny &, /X7 > F ACE & —HT 572 DICHi- T4 E
DO DO EIRE LET, permit £721% deny DEWIZ, ACL MR SN THF A MIE-
TEDLY ET,

AA w»F1E, IPACL & A —H% %y b (MAC) ACL ZH KR —hrLTWVET,

e IPACLIZ, TCP, 2—H F—4% 7 F7 L 7u baj (UDP), f v Z—F v b JA—TEH T b
2 (IGMP), BL QA v Z—F v bl A vE&— 7a =2 (ICMP) 7280 IPv4 7
T4 I ETANEY) T LUET,

o A—V Ry NACLIZIEIP T 74 v 0% T74NE YT LET,

Z D AA v F X, Quality of Service (QoS) 733 ACL H ¥ AR — kL TWET, FEMIZ OV TIE, TQoS
ACL (2} < 4381 (P37-7) &L TLIEEWN,

Z 2T, ROEIZOWTEBALE T,
o [HFR—bFINd ACL) (P36-2)

e [TIZTAVMEENTZ T T 40P 7T T A MEESNTWRW T 7 4 v 7 OALEE
(P.36-3)

YR—rEhd ACL

AN—FACLIFZ. AL v TFDLAY2 A X —T A AEAIND ACL TY, &"— s ACL ¥ H—
NENDDIIWEEA ¥ —T7 = A A721F T, EtherChannel f v % —7 = A4 ATV AR—FENT, F
BHEFROA L E =T oA AZFICHEHAESNET, ROT 78R UA MR R—FINTHET,

o EEET RVAZMHTDHIP 77ER URX|
o ERERTBLIUSEDOT FLALEETTa hal X4 FIEREBFEHTEDIEIP 727 A U R b

o EELBIUEDOMACT FLRALEETT 1w han 24 FEREZHENTE 5 MACHRIRT 7 &
A U AR

ALy FIE, AV F—T 2 A AIHRE SN TR TOEGEHEEICEESMS T b/ ACL 25/~ X7 v
FRACLANOT Y R EEDE I —HTDENTE SN TNy bOEREEZHAIEZIFESTLET,
TDXE5IZ, ACLBRRy NI =2 $7213%y U= DS ~DT 78 2 &HLET, M 36-1 12,
TRTCOY—7 A7 —a NEL VLAN IZHH5HICAR— N ACL 2 EH L TRy U= ~O7
TR AEHET R ERLET, LAY 2 ANICHEH SIS ACL iZ, A b A IZ Human Resources
Fy NI =7 ~OT7 7B AZHFALETHN, A FBIIIRLRX Y b =27 ~DOT7 7 A%EIELE
9, A—h ACL 1%, HREHFEDOLA Y2 A X —T oA AZFICHEATEET,
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(E)

AcLogz W

36-1 ACLIZEBRY FT—OAD ST 4 vV OFIH

| —
B. il
—_— | | —
NN - B RZHA

i x<_L

A y 2

RA B
A% HRas
oy k=% Ry bT—7

X= RALBMOD IS T4 v EEEL,
RAMADNSD NS T4 99 %5FAIT % ACL
> = /\°"7‘\y|~

101365

R—rACL%ZFF7 7 R—FCEATAHLE.ACLIZZTDO T 7 R—F EDFTRTD VLAN ThT
T4 I ET4NEY) T LET, A—bF ACL #%7F% VLAN A— MNZEHAT D &, ACL 13757 —#
VLAN ¢ EF VLAN OB S TR T 7 4w 727 42 T LET,

AR—FACLTIZ. IPT7 27X VA FZHEHLTIP "5 74 v 2527402 )7 T& MACT R
VAZBHLTCIHIP N7 74 v 2 T4 NF )T TEET, AILLAY2A X —T =2 ALTIP
o747 TP T 74T DOMGFET ANEZ) U TTBHIZIE, T F—T 2 AZIP T 7
A VAN EMACTZ A VX NOBEFZEALET,

LAXY2AH =T oA AZHWHTEDDZ. IPT77E®A VAT DEMACTZ7®A VXK1 D
JTY, $TICIPT7 78R VARERIIMACT 78R VR MRRESNTVDLAY2 A0 X —
T AZHLWIP 727 A UAMERIIMACT 78 A VR 2T 5 e, REFEHD ACL 2335
LWACL IZEE#x bNET,

TS5 AMESNTIZ S T4 9D ETSTAVMEESNTULEWERS
T4 v DN

IP %7y NI, Xy N — 72 BBTAHALEICTTTAL MEENAZ BBV 1, O84S,
TCP £7-1Z UDP R— FEFCICMP # A4 7B L URa— FREDO LA ¥ 4 BRI Sy NORPIOE
DWSDHTITTAL MNEFICEENET, 7T 7 A MTiE, ZOHERITIHY FHA,

ACEITIZ, VAV ARBRET =y 7 LW, TXTORTy b 7F7 7 A MZEHAEND SO

HVET, LAY 4EREFID ACEIL, 797 AV MEENTEIP X7y bDIFEALEDT T T A

MR FETITEATEET A, 797 A MILA Y 4 BERBREENTE ST, ACE 2 —#

DLAY AERET = v 7 TH55E, —BUb—MIRO LS IEBINET,

o TITAVIADOLAY IR (TCPLUDP 207w hal ¥4 T52ET) 2F =7 T D7
A ACE I, EENTWARVWLA V4 FEROEHIIOD»DOLT, 777 A e —HTDHLRRE
nET,
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W 1Pv4 ACL DEEE

s LAYVARERET =y 7T DG ACEIL, 777 A MIUA Y 4FERPZTENTORVIRD |
TITA M E—ELUERE A,

Woa~y RCHEREN, 777 A MEEREZ3 507y MGEAENDT7 782 UA K102 %
BNZE > TR L ET,

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp

Switch (config access-list 102 deny tcp any host 10.1.1.2 eq telnet

( )
( ) #
Switch (config)# access-list 102 permit tcp any host 10.1.1.2
Switch (config)# access-list 102 deny tcp any any

GE)  HEWIO 250 ACE IZIFFEHT FLADKIZ eq ¥—T— FR3H VY 55, ZIUIEEEI D TCP F85e KR —
k%51 ZLZ 1 Simple Mail Transfer Protocol (SMTP; o 7V A —)Liigk~r' v k=)L) BIW
Telnet & T HMNEINET v 7 THILEEHRLET,

o Ny A AAF10222 DA —F 65000 7254 A K 10.1.1.1 @ SMTP A — MIEFEEND
TCP X7 v FTT, ZORTy ERT T T A MEERERE, LAY 4RSI THi-»T»
DI, FTRRNT y FTHLIGE LR UL IITHRYOT T 7 A EHRHAIO ACE (permit) &
—HLET, BODOT T AL PHRPIO ACE & —HLET, ZHE, TNHEDOT T T AL M
SMTP R — MMEBMNEENTWARL TH, MO ACE N EHEINZ EEI2LA ¥ 3HFRZET %2
F v 7T HNLTYT, ZOFIOFERIZ, X7y R TCP ThbHZ L&, 55D 10.1.1.1 THD
ZETY,

o Ny kB, AA K 10222 OF— K 65001 2>5A Ak 10.1.1.2 ® Telnet 18— hZE(E ShE
T TONTy ERT7 I T A MESNTESE, LAY 3HERE VAV AFERPT A THi- T D
7o, BT Z T AL RN 2 20D ACE (deny) & —HLET, VDT T 7 A NI, LA
Y AFERNEETNTWARNTED, 22000 ACE L —HLEFA, VDT FT T AL MNI3 2HOD
ACE (permit) &—%L £,

DT T 7 A RHEGINTZTD, RA D 10112 137227y MEFBETE T, Ok
R A7y P BIEGESRET, LU, DBOFRNESNLT T 7 AL FBRERy MU —7 O
MRz L, AR 10.112 8337y FEBBRL LD E 2L ICHRRA DY Y —=2ANHESH
£,

o TITAVMEENT ATy B CliE, BA DN 10222 OFE—F 65001 HEA N 10.1.1.3 DR —
Mp ITERFBEINET, TONRTy BT T 7 A MeSea, WD T7 77 A M3 420
@ ACE (deny) & —#HL¥4, ACEZLA Y4 FERETF = v 78T, $TOTTTAL DL
A Y 3HEHRICHENE A 10.1.1.3 THDH I ENREN, B permit ACE TR DEA M
Frxy 7 LTV, 7T 72 3T 450D ACE & —ELET,

IPv4 ACL DEXE

ZDAA »FTIP vAACL %% ET 5 FIAIL, thod Cisco AA »FN—% TIP v4ACL 2R ET 5 F
JEL AL TY, 22Tk, TOREFREZMEICHILES, ACL OBEICHET DAL, [Cisco
10S IP Configuration Guide, Release 12.2] @ [IP Addressing and Services] D #|Z4 % [Configuring
IP Services] &ML TL &V, a <y ROFEMIZOWTIE, [Cisco I0S IP Command Reference,
Volume 1 of 3: Addressing and Services, Release 12.2] Z#ZH L T 72& W, Cisco I0S D~ == 7 /L
%, Cisco.com ~X— @ [Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration
Guides] % 721% [Command References] 7»H AFTE 7,

ZDAA v FiE. CiscolOS L—% D ACL IZBHET AR OBEEE YV R— N LTWERA,
e JEIP 71 b=/ ACL (3 36-1 (P.36-6) &) F/2ix7 V) v /' v—7F ACL
s IPTHYYT 4T
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ATFvT 1
AFyF 2

IPva ACL oz N

o HERBIUEMEL— MR (QoS ACLIZ&L % L — MilRZFR<)

e UTZL I VT ACL 721384 FIv 7 ACL (RS v F 7T AF) VI BETHAINIEHHD
2 A4F 3 v 7 ACL Z[%<)

e R—FACL BIXWUVLAN v v FIZE1+ 5 ACL v ¥ 7
ZDAA v FTIPACL Z2EMAT 2 FIRITIKRDO LY TT,

TIEA VA NOEFESEITARNET 7 EAGHEEREL T, ACL Z{ERLET,

ZDACL A B —7 = A AE IR REIRTE M L %4, iR L O9EH% IP ACL & VLAN v v 7
WEHT 22 b TEET,

ZIZTHE, ROBEIZHOWTHBALET,

o [E% IPv4 ACL 8 X UL IPv4 ACL O 1ERk) (P.36-5)

o [HERFEIRE~D IPv4 ACL O] (P.36-17)

o (AU H—T A A~DIPv4 ACL ®HEH | (P.36-17)

e IN—RU=T7HEBI®Y 7 hy=T7I2L5 IPACL OL# | (P.36-19)
e TACLOFF 7Ny a—F 127 (P36-19)

o [IPv4 ACL O%EHI] (P.36-21)

F# IPv4 ACL & & ULk IPv4 ACL DERK

2T IPACLIZOWTHBI LE T, ACL 1. FFA &k LG RMEDIEFATT bz E Y T,

AL FE, TI7EBA VA MOERMEZ 1 OFTOMR, Ny haT A LET, RIS -BLE

2L ->T, 2L v TF BTy b 2T ANDLDERT 20 BRESNET. A1 v F I3 BT &)
DERUEN RN TR Ty FOT A Mk 5720, RUEOIAFPEELRE®REFHHES, —
B 2R MUENRNGE, A v T3y FEERLET,

ZOYT7 by xTE, IPVAIZONWTKRD ACL (727 EA URR) ZHR—FLET,
o FREEIP 77 &2 URXDMTHE, REBRIEICEFELT FLAZHHALET,

o JERIP 77 ERA URAMTIE, BMEBREICEETT FLRALEET FLRAZEML, FEETT R b
) A TIEREEH L THBEOEOMMrS2m0 5 28 bTEET,

T, TR VUARARNEZOERFIECOVTHBALET,

o 772 URNES] (P36-6)

e TACLOuX>7] (P36-6)

o [HSHIFENE ACL OER (P.36-7)

o [HBfF&IEE ACL OfER ) (P.36-8)

o« TACL W® ACE Ol ~#x | (P.36-12)

o AW & HEHE ACL I X O i & 3Kik ACL OfERL) (P.36-12)
o [TACL TOWMGEHOE ] (P.36-14)

e TACL ~»= A FoffiN] (P36-16)
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W 1Pv4 ACL DEEE

TR JRA+ES

GE)

ACLoRxXy4

GE)

ACL ##B T 27 DIZEHT2FZIEL, ERTDHT7 78R VA NODEZATHERLET, £ 36-112,
TIEAVARNEGEERMETET /A VAN XA THZESF, ZOAL v FTHR—FEINTWVDED
EIOMERLET, ZOAAL v FIE, IPVEAIEET 72X VA NBIOMEET 72X VA (1~ 199
B L1300 ~2699) #HHR—bFLET,

% 36-1 7oA YR MES
HR—rSh

FOER YR MES |44 7 %
1 ~99 IP BT 72 U R K Yes
100 ~ 199 IPHEBET 72 U A K Yes
200 ~ 299 Fubhan AL Fa—RF 77X YA No
300 ~ 399 DECnet 7 7 2 U & |k No
400 ~ 499 XNS (WY 7 & 2 ) 2 b No
500 ~ 599 XNS $EBET7 7 &2 U A b No
600 ~ 699 AppleTalk 7 7 &2 U & b No
700 ~ 799 48ty P MACT RLRA T7Z7&A U b No
800 ~ 899 IPX HEHET 7= 2 U & b No
900 ~ 999 IPX LT 72 U 2 B No
1000 ~ 1099 IPXSAP 7 7 & A U Z b No
1100 ~ 1199 JriE48 By P MACH~U— 7 RL 2 727+t |No

2 YRR
1200 ~ 1299 IPX #~U—F7 KLATZEAURR No
1300 ~ 1999 IPfEYET 7+ 2 U 2 b (LI Yes
2000 ~ 2699 IPHEAET 72 U 2~ (BEIEFLF) Yes

F AP EIEME ACL B X OF S &8558 ACL 12z, VAR — &2 &FE 5 & L TARIMT S iR
ACL B LU & 453 ACL HERTE £9, 5% [P ACL OA4RNT 1 ~ 99 T, #K3k IP ACL D4,
A% 100 ~ 199 T4, FEf& U A PRV ICAHITE ACL 24252 Li2id, = U 25
ICHIBRCE 2 E WO RIEDRH Y £,

EYEIP 77 BA URA NI THFAERIIESTEINT Ay NBET e Aob—UR, A( v T
DI 7RIz TICEoTERRIINET, 2FV, ACL & —HT 257y "Rbo=HEIF., T0N
oy Mt I Z@MA v —URary = LCEEENET, 2 Y- MIIEREND A vE—Y
DL ~YLX, Syslog A v 2—V T LIaX 7 avry—) avr RTHIIENE T,

N—TFT 4 TEN— Ry =7 T, aX Y7 MU= T7 THEITSNET, LB oT, log ¥F—V—
K& ELFrrl (permit) FTXEE (deny) ACE & —%$ 537 v BREEFETIHE. V7 b
Tz T IE N R = 7 OLIEEIZIBNO ZENTERNZD, —HOry MIrXr 7 anizn
LBanbo E7,
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IPva ACL oz N

ACL & LB D/ MZOWTIE, B A v —URNT ICERSNETN, TRUBED S
7y MZOWTIE, 5 ORIOIERRIARE L Th bR RELiFeX 7 E8hEd, s Avke—ViC
X7 78R VARNERS, Ty NOFRELITESICET RN, X7y FOERFILIP 7T FLA, B
L OEFTO 5 RIS ERIER SNEEB b0 v MR RENET,

BSHIRE ACL OERL
% 5t X i ACL % (BT 51013, 5 EXEC £— N TROFIEFEITLET,

avwyFk B
A7971  configure terminal Ja—r )L ar 7 4 Xalb—ay ®— NEBLET,
AT972  access-list access-list-number {deny | permit} |3%£(ZT7 FL R &L T AL Rh— R&#H L CELE [Pvd 7 27 & %
source [source-wildcard] [log] VA NEEZRLET,
access-list-number 1Z1%, 1 ~ 99 F£721% 1300 ~ 1999 @ 10 #%k
ERELET,
FHN—BLIZHBEICT 7 B AR ERT 585461F deny, #Fal7

53541 permit é‘*? ELET,
source \ZiX, N7y FOEEILE DRy bT—T FIIFTAHA B
DT RLRAZRDOIEARTHELET,

e Ry MIZ 10 ERTIZLD 32 By NROAE,

o source B X source-wildcard @ 0.0.0.0 255.255.255.255 @

B EEWT 5% —Y— K any, source-wildcard Z AJ19
HLEIIH Y FH A,

e source B L U source-wildcard DfE source 0.0.0.0 DE W %
9% & — U — K host,
({EE) source-wildcard 1%, VANV KH—K By h&2XETLT K
ZITHEALET,

ER) log ¥ 8ETH &, = MY &E—ETH 0y MTBT 5
O ZEmA vy E—=UNa = CEREENE T,

A7973  end #HE EXEC T— FICR YD £,
A7974  show access-lists [number | name] TR YR OB EEERLUET,
A7975 copy running-config startup-config EE) 27 4FXal—Yay 77 ANVICEREXHRIFELET,

ACL & ZHIBd 5 121%. no access-list access-list-number 7’01 — )b 27 4 ¥ 2L — gy a<
VREHEALET, FEMETI/ER URX LML D ACE ITHIFRTE /A,

~

GE)  ACL #1Ek9 5 & Zi2ix. ACL ORREIZT 7 4 /L k THFERAYZ: deny 27— kA h2aSiBATE 1,
ACL OV I|(ZEET HET— ﬁw‘éxﬁiﬁiﬁrm BIRMPoTleT_XTONRT y MIEHIND Z 9:
HEELTLEEN, EH¥ET 78R VA MNTHE, BEMTONZIPAARARN 7 KLA2 ACL OEE»D
A7 EBEWTHE, 0.0.0.0 3vRT7 ERARSNET,

KIS, TP ARA | 171.69.198.102 ~D7 7 A 2K L, DT X TDORA MA~DT 72 ZZFFAL,
MR 2 R T DAENE ACL OfFERBlZ R LE T,

Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
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W 1Pv4 ACL DEEE

Switch(config)# end
Switch# show access-lists
Standard IP access list 2
10 deny 171.69.198.102
20 permit any

AA v FiE, host BN H B U L don't care ~ A7 0.0.0.0 2G5 —HE&MRHDHZ Y
DY R NOFHEIZBEI L, 0 LSO don't care ~ A7 & &tex > MU L0 LENIAET D L Do, 1EH
T7EA VA MNDIEFZEZHZET, TOD, show =< FOH Nz 7 4 Fal—a v
T77ANTIEH, ACERXMT LHLANSNIZEBYOIEFCRESNEEA,

VERE U 7o B & 12 4E IPv4 ACL ZdRIEgR (T RE#E~0 IPvd ACL o] (P.36-17) #Z M)
A B =T AR ([ FZ—=T x4 ZA~D IPv4 ACL ®#H] (P.36-17) #&W) [c@EATE £1,

BS T EHR ACL DER

GE)

B ACL TIXBAICIHEILT FUV AT A LE$ 25, K3k ACL Tid, BRERFEICEELT FL
ALHIET FLRAEMEHTE, AFETT v ha A4 7EREMEH L THEOZDMM S E2mb 5 2

ENRTEET, BEMNEHERT 7 A UA D ACE 21FRT 5 & ik, E L7 ACE R Y X hd
REICEMEND ZEICEELTSEZSY, FofE U XA MTE, ACEDIEFEZLE LY, UR b

WNOFEDHFTIZ R LT ACE ZBIMEITHIBR LY T £ A,

—Eo7a b, FFEDNRT A —ZLF—TU— b InET,
WDOIP 7Fua harRnYyR—rENET (Fu bal F—U—FEhyaNICKETRLTHY £9),

Rk~ % — 7'm k@ (ahp). Enhanced IGRP (eigrp). Encapsulating Security Payload (esp).
Generic Routing Encapsulation (gre), A > % —x v MilffiA »tE— v ban (iemp)., 1% —
Xy b ZA—TEHT 7 Fa)L (igmp), LEONEH = b= (ip), IP-in-IP b U 7
(ipinip) . KA9Q NOS A# IP over IP > U 7 (nos), Open Shortest Path First L —7F 1 > 7
(ospf). Payload Compression Protocol (pep). Protocol Independent Multicast (pim) . =2 7 &
k= (tep), =—% F—% 2774 7r h=/b (udp)
70 bardX—U— ROFEMICONTIE, ROa<v R Y77 LU AZSRLTIEIN,

» [Cisco 10S IP Command Reference, Volume 1 of 3: Addressing and Services, Release 12.2 ]

» [Cisco 10S IP Command Reference, Volume 2 of 3: Routing Protocols, Release 12.2.]

» [Cisco 10S IP Command Reference, Volume 3 of 3: Multicast, Release 12.2.]

b~ ==7E, Cisco.com ~<—® [Documentation] > [Cisco IOS Software] > [12.2
Mainline] > [Command References] 7> 5 AFTE £,

ZDAL yFIE, XAFIvIERFVTIVIST TI7EA VA MR- LT0ERA, £z,
2A T A7 $—EZ (ToS) ® minimize-monetary-cost £ MIES T 4 Z Y 7 HHR—FL
TWERA,

YPR—=FINTNDENRNFTA—=FDAHT VX, TCP, UDP, ICMP, IGMP, Z®ftd IP T,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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JEBRE ACL Z1FRT 2121, % EXEC E— R TROFIEEZETLET,

avwyFk By
A7971  configure terminal Fa—L ar 7 4 Xal—ay B— REEBLET,
A797 2 access-list access-list-number WEIPVA T 72 VR NBLEOT 7B AL EELET,
tdeny | permit} protocol access-list-number 1= 1%, 100 ~ 199 % 7=1F 2000 ~ 2699 » 10 4% H5E L £,

source source-wildcard
destination destination-wildcard FER—BLEEBEIT Ty NEERT 5561% deny. T A5 A IR permit
[precedence precedence] [tos tos] ZRE L E T,
[fragments] [log] [log-input] 7 P ZUIONWTHE, IP 7R b AV OARTEIIESE AN LET, LRTE
[time-range time-range-name] 721%% 513, ahp. eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos.
[dscp dscp] ospf. pep. pim, tep. udp., »5 VI IP 7 b 2 LFEEEFKT 0~ 255 OFilH
GE)  dsep Ex A LT84 OEHTT, —BSEMELTA o F—>y s Fa b= (ICMP, TCP, UDP
tos % 7-1% precedence | 08) BEETHICIE, F—TU—Nip ZEHALET,

ANTEERFA, dsep & |GE) ZOFEITITZ, FEAEDIP Fa barod 7y arRNEgERTHE

AN L7 WIGEIT, tes & 7, TCP, UDP, ICMP, EXWIGMP DBMD /T A —H 2OV TIE,

precedence fHD[T 7 4 A AT w7 2b~2e ML T EEN,

NTEET, source \ZI%, /RT A—HDREETLTHDH Iy NU—7 FRITKA FOFZ LI
ﬁbij‘o

source-wildcard 1%, VANV KH—F By &R ELT FLAIZHEHALET,
destination |21, /XT A —Z DI THDHFy hT—27 FIZIIEFA MRS
BELET,
destination-wildcard 13, VAV RKAI— K v F&ske7 RLURICEBALET,
source, source-wildcard, destination, 3 J " destination-wildcard OfEIX, kD
A THERELET,

o Ry MMiE 10#RTICEL D 32 ¥y MEDE,

e 0.0.0.0255.255.255.255 (fEEDHRA L) 2#FTF—U— K any,

o H—mOAKRANO0.0.0.0%FTF—7— K host,
ZFOMOX—U— NI4T arTHY, KOBEREZRLET,

» precedence: /X7 v N& 0~ 7 OFFELITALRTHET HEEE L —H

WRGAICATI LET, FBETE AfEIL. routine (0), priority (1),

immediate (2). flash (3). flash-override (4). critical (5). internet
(6). network (7) T,

e fragments : 2 DOLED T T I AL N EF = v 7T HHBAICATLET,

e tos: NIy hEO~ IS DESFELIIARMTIEET A —EX 2147 LX
NE—HEELIHAEICANILET, HHETE HMEIE, normal (0),
max-reliability (2). max-throughput (4). min-delay (8) T,

e log: = b E—FT Ay MIET AR ZBMA vy E—VE/ER L,
ay Y —MCEE LET, log-input ZHEETHE, v = MUICATIA
VH—=T A APEMENET,

e time-range : Z DX — U — ROFEMIZ OV TIE, TACL CTORFMEIH O
M1 (P36-14) ZZM LTI ESW,

o dscp: X7y hE 0~ 63 DEFTIEET 2 DSCP EL —ESHLHEICA
NLET, Fo, HETE2EDO Y A M ERRT DL, BMF () %2E
ALET.

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
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W 1Pv4 ACL DEEE

Epel s

Ep

AT
7 2b

AT v
7 2¢

[l CiscolE3010 RAvF Y2 b7 avI74Fal—av Aiq4F

avwy kR

B&

access-list access-list-number
{deny | permit} protocol any any
[precedence precedence] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

TIHEA VAN 27 4X=2b— 3y F— KT, source 3L W source
wildcard O1E 0.0.0.0 255.255.255.255 OE W & destination 35 LY
destination wildcard ™1E 0.0.0.0 255.255.255.255 OAME & H L T, ILE
P72 UAMNEERLET,

EETEMEDOT FLABLOUA L FA— RFORDVIC any F—TU— R&f#
HT&EET,

access-list access-list-number
{deny | permit} protocol

host source host destination
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp]

source 33 X O source wildcard D1 source 0.0.0.0 DEIEIE & destination 35 X
" destination wildcard D1 destination 0.0.0.0 DAL A HEH L <. HL3E IP
TIEAVAREERLET,

PEITE LSO T AN B — REIE~ 227 OV I host F— 7 — K&l
ATEET,

access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [established]
[precedence precedence] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp] [flag]

(BB JEETCP 727X UA RBLOT 7 v ALt E2ER LET,

TCP D& tep A LET,

WORINERE, AT v 7 2a OMBICH DT A—Z LFEIU/NT A —H Zff
% ‘[_/i‘j‘o

UEE) operator BEX W port ® AJ1T 5 &, XEILXAR— b (source
source-wildcard D% I\Z NI LT=354) £7213568% KR — 1~ (destination
destination-wildcard D%\ AN LT256) NI E 3, HHRRERER
FiE, eq (FELW), gt (KOREW), It (KV/hEW), neq (FELL W),
range (A &#PH) 72 & TT, HEFICIIRA—FES2EETILENHD £
7 (range DHFEITL 2 DOR— FMEBEEARXR—ATRY) > THET D LERH
nE9),

port (Zi&, 10 ## (0 ~ 65535) OR— FEFELILTCP A— M E2 AL
9, TCP A— Mzl 2123, 2 2T 20 H25 Wi, [Cisco 10S
IP Configuration Guide, Release 12.2)] @ TIP Addressing and Services] DO
(2% % [Configuring IP Services] Z#ZRL T Z&W, TCP 27 4 V& U~
745 EEITE, TCP A— FOESELIAMET2HEHLET,

MDOFT L arDF—U—FROERIIKDO LB T,

e established : fEX. SN L MET HALEAITANLET, ZOF—TU—
RiZx, ack £72idrst 77 7 COME LR UHSREEZ R L E T,

o flag : fEE SN TCP ~v ¥ — vy hEEBIILTHRELET, ANT
X577 70%, ack (FERRIGE) ., fin (8 T). psh (F> =), rst (U
v M), syn (R, FiZarg (BE) <F,

access-list access-list-number
{deny | permit} udp

source source-wildcard [operator
port] destination
destination-wildcard [operator
port] [precedence precedence]
[tos tos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

EE) JEEUDP 778X UARA MBI OT /B2 EMHEERLET,

a—Y F—F 75N Fa baloBaiE, udp AN LET,

UDP /XF A —# X TCP OfiicdHh 5 /37 A—& LA L TT, 7271,
[operator [port]] A— F&EFETIZFR— h4iL, UDP FA— b OF G E 21340
TRITNIEZ Y /A, £z, UDP Tid, flag 35 L O established /X7 A — %
IXHEL)TT,

OL-27306-01-J |
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AT v
7 2d

AT v
7 2e

AT973
ATv7 4
A7y7 5

IPva ACL oz N

avwy kR

B

access-list access-list-number
{deny | permit} icmp source
source-wildcard destination
destination-wildcard [icmp-type |
[[icmp-type icmp-code] |
[icmp-message]] [precedence
precedence] [tos tos] [fragments]
[log] [log-input] [time-range
time-range-name] [dscp dscp]

(EE) WEICMP 727 A VA MBIOT 78 AL E2ERLET,

A B =3y Ml A vE— 7a ba oA, iemp Z AN LET,

ICMP RXT A —=HFZAT v 7 2aDIP 7ua haLvORHIcH i RT7 A—4 LT

EAERILETTN, ICMP XA vb—Y A4 F7BLWa— K T A —%33800

ENTVWET, £ arOF—U—FROBKIIKRD LB TT,

o icmp-type : ICMP A vt —2 ZATTT 4 NVE ) TTHHEHEIZATIL
T, FHETEHMEOFEMIT,. 0~ 255 TT,

e icmp-code : ICMP /X% > % ICMP A vt —Y a— K XA 7 T7 4%
V7T 55 AN LET, HHETE 2EDHHMIEL. 0~ 255 TT,

o icmp-message:ICMP /X7 v v % ICMP X vtv—3 ¥ A 74 £ 7213 ICMP
A=V AL TLa—=RATTANE ) T 5ECATLET,
ICMP # vt —Y A 7/ BLVa—FADY 2 FEZRTL561F, ?
ZERT 50, [Cisco 10S IP Configuration Guide, Release 12.2] @
[Configuring IP Services] #ZR L T2 &0,

access-list access-list-number
{deny | permit} igmp source
source-wildcard destination
destination-wildcard [igmp-type]
[precedence precedencel] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp]

UEE) IEIGMP 7 7 &R VA MBLOYT 7RG EZERLET,

AV HE—=Fy N TA—=TEFHRT 0 harvoBFEE, igmp AN LET,
IGMP RT7 A—=HZAT v 7 2a D IP 71 FaLOFRICH L /37 A—F L1F
EANERLTTR, RICRTAT T a ORI A= BIMENTWET,
igmp-type : IGMP A v & —2 A4 FLWET HITIEL, 0~ 15 OFFEIX
A v¥E—T4% (dvmrp, host-query, host-report, pim, F7-(X trace) % A
JILET,

end

¥t EXEC £— FIZED ¥4,

show access-lists [number | name]

TI7EA VA NOBREEMHRLET,

copy running-config
startup-config

(EH) a7 4Fab—vary 77 A VICREZHRFLET,

T A UARNEKREHIRT SI21E, no access-list access-list-number 70— 3 227 4 X2 L —
varvavwry REFEHLET, FEMET 7R VX ML~ O ACE THIFRTE £HA,

wIZ, £ hU—27 171.69.198.0 DT _XTDOHEAMMNHFRy hT—7 172.20.52.0 DT XTDHRA k-~
D Telnet 7 7 B AZRER L, DT XTOT 7 B2 E2HFATLHIET 782 U MEERL, FRT
2B R LET (eq F—V— F&FIILET RLADKRIZIEET D &, Telnet (Zxfid % TCP 384K — b
BENT o7 SNET),

Switch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq

telnet

Switch(config)# access-1list 102 permit tcp any any

Switch(config)# end

Switch# show access-lists

Extended IP access list 102
10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eg telnet
20 permit tcp any any

| oL-27306-01-J

CiscolE3010 R4 vF YI kw7 avI4F¥al—arvi4F



$£36FE ACLICEDRYFT—Y £FaVT1OHRE |

W 1Pv4 ACL DEEE

GE)

ACL OIERZIC URRNED AN R EICL-TC) BMLEZ MU, VA MOKRBIGEBNENET,
HoMET /A VA NOEEDRIZIZIT Z7ERX VAN = M) ZBMEFIZHIBRTE EE A,

ACL ZEfkd 5 & Zi2iZ, 77&8R2 VR MNORRIZT 7 4/ b THEEYZ2 deny A7 — b A > hA%E
MEiv, ACL Db VIZRET A ET BT HEMENAONLRDoTXTO/NT Y MIHEH I
HZEITERELTLIEE N,

VERE UT- 3% B & 53R ACL Z¥mREHR (MK E#~0 IPvd ACL O | (P.36-17) #5M) oA v
=Tz A ([ HZ—=T A Z~D IPv4d ACL O] (P.36-17) #ZM) Ic#f Tt £,

ACL A ACE DiiRE =

TI7EAIVAMNOTZ L M) DY —br v AFFIE, B LW ACL OFERIFIZ B BIICAR S VE T, ip
access-list resequence 72— \)L 27 4 ¥ a2 b —vary avr REHEHALT, ACLOY—4F A
FormE LY, ACE DEMIEFAZHE L2 T&Ed, =&, ACLIZH L ACE ZiENY
5L, ZOACE XV A MORRBICREINET, ZOHG, V=7V AFSELETT5HZ LT, ACE
Z ACL WORIDONEICBE T £7,

BRI E1RE ACL & XU AT EH3k ACL DYERL

(E)

IPv4 ACL #3352 FE L LT, BETEHZIERFOA N V7 (41D ZHEATEET, 40l
X ACLA2HEHTAE. VX L CREMNET /A VA NOBELVSELDIPVAT /2R YA NE
WETEET, 7782 VA NOHMTEL LCAHZERATLIHEOE—RRLa~vy FIEUT, &
FEEATIHRELIIZVRLVES, FELIPT 278X VR MNEHHTAT_RTOa~vy Fe4
Bift& 7 722 VR NCHATE 2D TIEDY $HA,

FEHE ACL E72139E5R ACL IZHRET 240 0N%., 727 E8RX VA RESOFR— SN DEANOEF T
THZEHTEET, RUEIP ACL OAHNT 1 ~ 99 T, L9 IP ACL D4 H{IE 100 ~ 199 T, &5
P&V 2 FORDY AT E ACL Z26H3 2 Z &1, = P Y 2 5ICHIBRTE 5 & v ) FLEAR
3?)@ ij‘o

Al E ACL %R ET 2 & EITiE, ROEEFEB LOHIRFHEICEEL TIEI VY,

o EBEfTE ACL THEHATE 29T _RCOa~vy RB¥4HIfE ACL CHLEHCE52biTTlidb o £4
o AVE—T oA ADNRF N ZA4NAEZBLOAL—K 740 VEZHO ACL TlE, 4RixfEA T
¥4, ¥72. VLAN v 7 CTHL4RiaRETE £ 1,

o fEME ACL L4L9k ACL ICRICARNIMEA TE £ A,

o [HRYE IPv4 ACL 3 X OMEE IPv4 ACL OfERL) (P.36-5) TaiBL7z&k v, F & ACL bl
MT&EET,

e VLAN v v 72, 5% ACL 3 L UOYLE ACL (A4 #ifh & £7213%F 5H) 2Tt £7,
A2 L CHESE ACL 2B 21213, %74 EXEC £ — N TROFIEZFT L £7,

avwyFk

B

27971  configure terminal Fa—r L ary 7 4 F¥al—vay B— REEBLES,

27972 ip access-list standard name A Hi A B L CREME P4 7 7 £ 2 U X FEERL, 7 /LR Y

ARhary7 4 FXal—ay B—FREEBLEST,
ZENZIZ. 1 ~99 OFFEHEHTE E1,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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IPva ACL oz N

avwyFk

B

A7973  deny {source [source-wildcard] | host source |

any} [log]
E

permit {source [source-wildcard] | host source

TI7EAVANaLy74FXal—gry F—RRC, Xy &
RETHOMN Ry 7T 500 ERETS 1 DL EOEGEME
TLEF R 2R E L ET
e host source : source ¥ & O source wildcard DfH source
0.0.0.0

| any} [log]
e any : source 3 £ U source wildcard ™1 0.0.0.0
255.255.255.255
27974  end i EXEC £— FIZEY £7,

A7975 show access-lists [number | name]

TI7ERAUANOREERRFLET,

A7976 copy running-config startup-config

ULE) 2y 74 Fal—ay 77 A NVICHREFHRTELET,

A Al & EHE ACL % HIBR9 5121, no ip access-list standard name 70—/ 5L 27 4 F o L —

varyavw  REHEALET,

iz i L CHRRHFEM ACL Z 1B 51213, %5 EXEC £— FCTROFIEZFITL £,

avwyFk

B

A7971  configure terminal

Jua—N\) ar7 4 X¥al—vary T— FNEBEBLET,

A7972 ip access-list extended name

ZHiEER LU CIEIPVA 7 78 A VA NEEREL, 77k A Y
ARhary7 4 FXal—ay B—REEBLEST,

ARNZIL, 100 ~ 199 OFSZE2EHTE £,

A7973  {deny | permit} protocol {source
[source-wildcard] | host source | any}

{destination [destination-wildcard] | host
destination | any} [precedence precedence] [tos

tos] [established] [log] [time-range
time-range-name)

TIERAYVARN ary74X¥al—ay B— NT, FAEME
IR EEtE2ELET, log ¥—V— R&#iH+T 5L, &K
ELT /A VA MO S Ay —UEERETEET,

Fu haLBIOMMOF—T — ROERICHOWTIE, [H X
JEE ACL O1ERL] (P36-8) ZZM LT 7Z &V,

* host source : source ¥ & O source wildcard DfE source
0.0.0.0

e host destination : destination ¥ X O\ destination wildcard @
fiti destination 0.0.0.0

e any : source 35 & U source wildcard OfE ¥ 72 1% destination
¥ £ O destination wildcard OfET#H 5 0.0.0.0
255.255.255.255

27974 end

¥itE EXEC £ — FIZED £7°,

A7975 show access-lists [number | name]

TI7EAVAPOREERRLET,

A7976 copy running-config startup-config

(TR av74Xalb—ay 77 A NIBREEHETFLET,

Lt & EHE ACL % HIBR 3 221X, no ip access-list extended name 70—/ 3V 227 4 Fa L —

varyavwr REHEALET,

HEHE ACL F 72139588 ACL 1B 2% & 21X, ACL OFKRIZT 7 + /v b CTHEE W72 deny A7 — b
AV RIEMEI, ACL DD VIZEET 2 ET—HKTHIRUEDRODL Do XTONRT v b
WHEASND Z LICEBE LT &N, Z% ACL Tk, BEfMfIToNnZIPAARN T RLR T/ &R
VA NDIBENO~ A7 BT H L. 0.0.0.0 3~vR7 ERARINET,

| oL-27306-01-J
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W 1Pv4 ACL DEEE

ACL OfERRZIZEBM L7c=> b UIE, VR MORREIZEMNMSNET, ACL=> MU Z5ED ACL I
FIRAIBINTE £ A, 72720, nopermit X W nodeny 7 7R UZXE a7 s F¥al—s
VE—R av s NEERTLHE ARifTE ACL2 b= MY RHIBRCTEET, RIZ, 4Fiffx7T 2
A U R b border-list 7175 ACE % HANCHIRT 2 F1 %~ LE T,

Switch(config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

A& ACL TI37e < AR E ACL A28 Mo 1 5L LT 4HIfT& ACL TIFfT4 3R L T
HIR T2 E0HY £,

B L7 4 mift& ACLEZA Vv ¥ —T oA AZHEHATEEY (I ¥ —T7 =4 2~ IPv4 ACL O
1 (P36-17) #&),

ACL TR DA

time-range 7 27—/ )L a7 4 Falb—valy avr REFRTLIZLICE - T, BABIOMRERIC
FESWTHEHE ACL @ IRMICEM T& £7, £7. FREHEOARNTZER L. £ DR HEFHN O R
BIOHMELIMEEZRELE T, RIC, ACLZHEHLTT 7R URA MIHIREZRET D & X
RrM A2 A LEd, BREHZEHA T 2L, ACL OFAIAT — AV FELITHERAT— K AV
N OBERHE GEEHENCHEERA 2 Y) 28X TEET, time-range ¥— 7V — FEB X OHIHICS
WTIE, THEYE IPv4 ACL I K OMEIE IPv4 ACL OfERK] (P36-5) B XUV 40 &% ACL B LU
A AT EJE5R ACL DR (P.36-12) I2& D4 I & 35 X OESAT & 9E55E ACL OERICET 2K %
ZIRLTIES N,

PR 2 3 2 R RO — 2 IRITR L £,

o TN —1 g REDY)Y—Z IPT7T RLARALSATZ DT BIOR— NEESTHAN) ~0
2—Y T I AE LY EBBICHF IR TEE T,

e l Avk—UEHIMCTEET, ACLV N ZHEAL CHEEDKLAICEHLTORNT 7 v
FuX U CELED, E—RHICAEREIN I ZHou T2 g Le Th, EICT7T 78X %
ESCcEET,

B _R—2D7 782 VA MEERATE L, CPUIRARPELET, 2k, 778X VA MOHFL
W E & OEEES TCAM I e — RENTEHABEHAOBRE L~ — VT HUNERH LD TT, Z0Dik
O, HEOT 7R VA MPEBMENGEB LT (AWICEDUNIC) B hskoRkEtnbrk

WEICHEBETAIVERDH Y £7,

REM&IRIX, A v FOVAT A Jay 7 lE3&FT, LER-T, BEHTZE7ry 7 V—AN
M FETF, Network Time Protocol (NTP; %y hU—2 Z A L Fua bhai) 2HEHLTAL vTF 7
Oy 7 REHEEL L EWRLUET, FEMIOWVWTIE, [V 2T LHEBEOEM] (P7-1) 28R LT
TEEW,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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ATy71
AT972

ATv73

ATy7 4
A7y75
ATv7 6

ACL ORFR#FIPH T A — X &5

IPva ACL oz N

RET DL, HiHE EXEC B— F RO FIEZFEITLET,

avy kR

E[:3)

configure terminal

Jua—) a7 4 F¥al—ary B— REBLET,

time-range time-range-name

VERR T 2 FREREHEE I IXE RO & 2481 (workhours 72 X)) %EH| 0D YT,
o 7 s X¥alb—vary T—RFEBLET, 4R
RLEMBAEZEDDLZ EITTEEEA, 2. XFENLHRDILENDH Y
9,

AR A

absolute [start time date]
[end time date]

EJ S
periodic day-of-the-week hh:mm to
[day-of-the-week] hh:mm

EJ S
periodic {weekdays | weekend | daily}
hh:mm to hh:mm

8 %5 DR HE

DWOEERTREIC R D0 EfE L E T,

o IFMI#iIFAIZIL. absolute A7 — KX F%& 1 “Df: FEHTE £,
B D absolute AT — AV FERE LTS . BBICRE LR
AT — KAV RNETNFEITINET,

o H¥® periodic A7 — AV FEANTEET, L&, FHE
BRICRR DM EZRTETEET,

REFZZRLTIEI N,

end

ke EXEC £— FIZREY £1°,

show time-range

I RGO E 2 RS L 97

copy running-config startup-config (FEE) arv74Fal—Yay 774 NVICERTEXRFELET,
BEOHEB 22N ZENE R 2FFMICENCT 25613, EROFIEELHEVIEL T ES W,

FE L 7 R[S PH O i R 2 HIBR 9~ 2 121%. no time-range time-range-name 70— 3L 327 ¥ a
L—yay avwy RERLET,

Wz, workhours (' 3EHERE)
BEAPERLET,

Switch (config)# time-range
Switch (config-time-range) #
Switch (config-time-range) #
Switch (config-time-range) #
Switch (config)# time-range
Switch (config-time-range) #
Switch (config-time-range) #
Switch# show time-range
time-range entry:
absolute start 00:00 01
time-range entry: workhours
periodic weekdays 8:00 t
periodic weekdays 13:00

IRp I REDH 2 8 972 12

77 A VAN 188 %1’Eﬁkbfﬁﬁa 395 Bl %

periodic weekdays
periodic weekdays

new_year_

X, WpMHIDE 2 2L T E H 4R ACL

DORFFFIM B L O thoikE (2006 421 A 1 H) ZiE L, &XE &b

workhours

8:00 to 12:00
13:00 to 17:00
exit
new_year day 2006
absolute start 00:
end

00 1 Jan 2006 end 23:59 1 Jan 2006

day 2003 (inactive)

January 2006 end 23:59 01 January 2006
(inactive)

o 12:00

to 17:00

IR SIHA 2 AT L ET, RIS, SRR

RLET, 2OT7 78R VR NTIE, ©FINIKRER

BT _RTORETLHITRTOZ5HE~D TCP b T 7 4 v 7 Z4EE L, EEFERTIZTTD TCP

T T4y BFFRILET,

Switch (config)# access-list 188 deny tcp any any time-range new_year day 2006
Switch (config)# access-list 188 permit tcp any any time-range workhours

Switch (config) # end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-

20 permit tcp any any ti

range new_year day 2006 (inactive)
me-range workhours (inactive)
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IPv4 ACL DER3E

WIZ, 4Rt E ACLAMHLTRIC N7 7 4 v 7 2B L OESE T 2614 R LET,

Switch (config)# ip access-list extended deny_access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

ACL~ADO AV FDEA

remark X — U — REFHT B L. (EEO P EEE IZIEE ACL I NUIWCBET A (F
W) ZBNTEXET, aA M2ffHTHE, ACLDBfiEE Ay UREZHITRVET, 1 oDa R
v MTORKER 100 XFTT,

a Ay ME, permit A7 — bk AV hEiddeny AT — M AV MORIZELLICTHLERECEEY, =
AV RN ED permit A7 — h AV hE/ziZ deny AT — AL FOBBTH 5 OB D XD
W2, 2 A MONMNBIZBELT—EBMEEZROVERD Y £, L xIX HDa Ay MIIET 5
permit £721F deny A7 — M AV hDRIIZH Y, O X2 MNIFIETHAT— M AL bO®%AIIH D
L. Rz TR D Y £,

FH & IPAEAEE 72 13HE5E ACL 122 A > h&FEAT 5IT1E, access-list access-list number remark
remark 7 a—s)L a7 4 Falb—gry avwy R LET, a X0 bE2HIKRT I, 2oz
~ RO no IBRXEHEHLET,

OB TIL, Jones DYV —7 AT —3 g AAJET 7B AZFFA L, Smith DU —27 A7 —3 3 /3T
7B AZFALEE A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config) # access-list 1 permit 171.69.2.88

Switch (config)# access-list 1 remark Do not allow Smith through
Switch(config)# access-list 1 deny 171.69.3.13

AEIfTEIPACLO= > FVIZIE, remark 778X U AN a7 4 Xalb— gy avwy NEfEH
LET, 2 A M2HIBRTHICE, Zoa~<> Ko ne BN E@HALET,

WwOBITIL, Jones DY 7% v MIIEZ(E Telnet DFEANH AT SN EH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet
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i K BlIF#R~D IPv4 ACL DiER

Fmft& ACL Z#MA LT, 1 272 3EEOMKEIRRA~DOT 7 v A &HIETE 9, MmARERRRICIZSA
fiftE ACL @A TE ¥ A, TXTORBEEBERRZZ —F RN EHET 5 AREMER H D720, 33T
WA CHIRZ R ET A MLERH Y £,

ACLZA v Z—T = A ZZHWAT HFEIEIZONTIX, [ Z—T A ZA~D [IPv4 ACL D)
(P36-17) &ML TLLIEE W,

AESAR IR & ACL ITHE SN2 7 B L AR OEFE R R L OF(E ki & fIfR4 2 1213, K EXEC
T— FNTROFIEELFATLET,

ATy71
ATy7 2

ATv73

ATy7 4
AT975
ATy7 6

avwvFr B
configure terminal ra— ) ar7 4 Xal—ary ET— NEBEEBLEST,
line [console | vty] line-number RETHEMEIEBEL, AT a7 4 Falb—vary E— Reflk
LET,
e console : 2> Y — /LIEKFERERELE T, 2 Y —/L F— MZ
DCE T7,
e vty: VE—F 2 YA T2 AHAORBMEERELE T,
line-number 1%, [ & A T HZIBET HHEIC, RET HEH 7 L—FHNT
AIOEHRESTT, METEHHMIL 0~ 16 TT,
access-class access-list-number (FR Z~D) BEORMBRERLE T 722 U A MUSESNET R L
{in | out} A D FEFHERR L OFEEEHRE A HIR L £,
end ke EXEC =— FIZED £,
show running-config TIEAVAMNOERELZRRALET,
copy running-config startup-config |({-&) = 74 X2l —> gy T A NVICHREZRGFELET,

AR EIRE DY 6 ACL ZHIBRS 5 121%. no access-class access-list-number {in |out} 714> a7 4 ¥ =

V—Va/ avr FEFEALET,

A23— x4 A~D IPv4 ACL D:EF

ROEFHFHICHE L TIEEW,

ACLIZEB VA Y2 A= @A LT IZEn,
LAY 3 A F—T oA AL, BEMEZIZEBMOWNT T ACL 2@ H LT 7ZE0,

AVE—T oA A~DT 7B AEHIT 58545, 4RiftE ACL £7213FZ % ACL 2 °%
iﬁ—o

VLAN DA R THLHAR—RMIACL Zi#ifHT5E, ZOFR—FD ACLIZVLAN f X —T = A
AWCHAENZ ACL kv b LS ET,

VLAN [ZJBELTWA LA Y24 ¥ —T7 A A ACL @A LS4, V1Y 2 (K—F) ACL
I VLAN A U % —T = A AZHEAINTZ AT F MOV A% 3 ACL, £721% VLAN [ZEH S

VLAN ~ v 77X D R LET, F—bDO ACL ZHFICLA ¥ 2R — b CRELEZFERFE 7Y b &
T4 NEY T LET,
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W 1Pv4 ACL DEEE

YSEVA
AFy72

ATy73

ATy7 4
AT975
ATy7 6

o LAYIALUE—T AR ACL BBEH I, Vv —T 4 VT HBA =T NI 5 TOWRWIGEIL,
SNMP, Telnet, Web N7 7 1 v 772, CPU TRELIND 7y FEFMW 7o vZ Y o7&
FT, LAY2A X —T=2ARAZACLZ#EHTHHAG. VT4V T E2ARX—TNITT HHE
TH Y EHA,

o T4 _—F VLAN BRREESNTWAEE, 74~V VLANSVIL 22 /v—4% ACL 2T
XFET, ACLIZTZ 94~V BLIOEI XU VLANDLA Y3 b T 74 w7 IZEAESNET,

~
GE) Ty MRTI7RRA ITN—TI2E>THERENEZSHE. T 7 4/0 hTliX, —4% 13 ICMP BEARFE
AvE—VEERELET, T78AITN—TIL o THESNZINGLD 7y MEIN—RT =7 TR
oy 7E3NT. AL vFOCPUILTY vV 7 ENnT, ICMP Bl#EREA v E—U%ARLET,
AN— N~ ACL 1Z#4CT9, "— b ACL IZ ICMP ZI:ZARREA v =TV B ERLETA,
ICMP ZiZEARRE A v & — 1%L, /b—% ACL T no ip unreachables { > ¥ —7 = A A a~<> K& L
TTF 4 =TV TEET,
AVE—=T 2 A A~DT 7 AZHIET D121, FiiE EXEC E— R TROFIRZFATLE T,
avwy R B
configure terminal Jya—\) ar7 4 Xalb—ary T— REREBELET,
interface interface-id BRETHA L E—T oA AEZEEL, {2 F—Tx2Af A AT (X2l —

vary E— F‘%Eﬁﬁébij‘o

Ao H =T AL, VA VY24 —T A (RK— K ACL) F7=
FELA Y342 =T A (Jb—HF ACL) 2fEET& £,

ip access-group {access-list-number | [ }SEINTZA LV Z—T oA A~DT 7 A5 HIH L ET,

name} {in | out}

out ¥x— 7V —RFIbrA¥2 4% —T7=xA4A (K—hK ACL) TiFHA—+
SNEEA,

end

¥4 EXEC £— FIZRE Y £9°,

show running-config TIERAVRANOREERRLET,

copy running-config startup-config | ((£5) 2> 7 Fal—ar 77 A VTR ELZRFLET,

(E)

BELILT 7 &R NV —T%HIBRT 5IZi%.no ip access-group {access-list-number | name} {in | out}
A H =Tz A arT 4 FXal—varyavry RelifLEd,

WIZ, A= M7 27EA VA2 ZBHALT, A= MNCEETLI Ty Va7 o2 ) 0 T3 56%
RLET,

Switch (config) # interface gigabitethernet0/1
Switch(config-if)# ip access-group 2 in

ip access-group { >4 —7 =2 A A AT 4 Fal—valy avrs RELb A Y3 =T (R
(SVI, VA ¥ 3 EtherChannel, £7/-13V—7 v K R—F) IZ@EHATHITIE, TDOA v F—T oA A
IP7 FLARRESNTWOIRERHY LT, LAY3T7 78R Z7L—71% CPUDLATY3 Ttk
AL o TN—T 4V TERFREFEEINDI Ty NEeT g NZ ) 7 LET, 207V —71%, VLAN
NTT Y w7 E8nd/3y MIEERZ B X 8 A,

15 ACL D6, A vy FId Ty FOZERIZACL L7y FERAELET, ACL ATy M4
AT 556, A4 v T3y hOREB LG LET, ACL 337y FNEERT 285G, A vF
3Ty FEREELET,
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15 ACL DFH, A v FIE, flEShizA o 2 —T7 24 AL DORITRTy v FEEZ{E L% ACL
ERTy FERAELET, ACL BNy bEHFALESEIE. A4 vFi3 -y bR ELET,
ACL 337y b EIEST 2856, A4 T3y FEREELET,

T 7 AN NTIEH, Ty PREEINZGAE. FORRNATNA 2 —7 24 2D ACL 7213505
A B—=T x4 AD ACLODWTIThH->Th, WICANA L F—T =4 A5 ICMP BERGEA v
t—UBRREEINET, ICMP ZEREA v =@, AWM E—T =42 1 DIZ2&, 058
TEIZ I ORI AERSINET, L. ZOFKE ip icmp rate-limit unreachable 71— 3L 2
T4 F¥alb—varyavwr ReEFERALTERTEET,

REZED ACL A v A —T oA AZHWHTDE, AL v FITACL A U F—T oA AZEHINT
WRWEHIT L, T XTOXRT Y hEFAILET, xy hT—7 X2 VT 4 DZDITRKEZRZD ACL
FERTDHGEIE. ZTOLIRERNELDZEICEELTLIEIN,

N—F9xz7EEXUYIT O T7IZ&S IP ACL OLE

ACL OIIEIIN—RU =27 TITFINETH, FF 74 v27 7o —0HI21FT CPU ITERE L TY
TR TUEETOLERH DO EH D E9, N~ NV =7 T ACL OFEERAT 2 HIED R R
THE, Ny MNIEEOLDIZCPUIZELNET, Y7 MY =THERNT 7 4 v 7 OlgiEL— |
E, "= RU=THRENT 7 4 v 7 LD RIBIIKLS 20 £9,

GE) AAvFOVY—ARENEKRNTHN—F 7 =TI ACL ZRETERWES, BEBL2%175 (Y7 b
T 7 THREIND) OiF, AL v FIHEEFELEZY VLAN NO v T 7 4 v 77200 T, 27y b
V7 MU THRENEETDE, HMEESND CPU VA ZVEITE LT, AL v FDO/RT 53— AN
BKFT2Z2:¢03H0 £7,

N—2% ACL OBAEIE. ROBEIZ Ty PR CPUICEEEINDIZ ENnH Y 7,

e log¥—V—FRzfHT 5,

o ICMP EEZEARREA v —V 2 AEKT D,

N7 47 Ta—0uXr S EEEOmMEEITIGAE, BEEF N Ry o7 TR INETR, v
XTI 7 b 2T TCUBTAMERLD ET, N—RU=T &Y T N =T T v FALEERE
NBERLDHED, aX o 7R THLTRTCHOT7u— (Fa7e—LELT70—) O&FHEHRIENIEH IR
XWEEIL, BRIy hO—fzuX /7 TExERA,
N—4% ACL OFEEN— R =T IZHEH TERWEE, VLAN IZEE LIV —T 0 VxR v b
Y7 2T =T 4 T ENETH, TV oI N— R 2T frbhEd, ACLICLEDY
Oy N CPUILEFEEIND &, AL v T ORI 3 —< U ABRKTT D AEEND D 7,
show ip access-lists ###£ EXEC =2~ > K& AN LIZHAE, FRENH—H 7 MaE, "—Fv=x
T CT 7 RARKMENE Ny MIEGENnETA, AAMvF R Xy hBEXUOLV—T v K X7 v b
W3 5 —FU =7 ® ACL OREARN 2 HEHEHRZ BS54 1%, show access-lists hardware
counters £t EXEC =~ R&fEH L FE 7,

ACLDO S TN a—Ta2yT

WD ACL v~ F—V % A vE—UNRFERINT [chars] BT 7R VA ML THDLEEIL,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]
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AA v FIZIE, ACL ON— R = 7 REEAELT 2 DIHEHARRRY V—ZARNRRELTWET, 20O
UY—221F, "—F =7 AFEVBIRT UL ZR—2ZANEGENETHA, CPU AEVIIEENEY
ho ZORBEORRZ, EARERREERE2=y NERIERON—FT =T VY —ZXDRETT,
FRERHA = > MX, TCP 77 7 ®—%, 721X TCP, UDP, SCTP K— h&EE T eq L4+ (ne,

gt, It, range) @7 A F THLETT,

WOWT ORGSR Z A L EJ,

e ACLEEZZERLTHHTLZY Y —ZXZHOLET,

o fid ACL A E7213FE S LV bRHMFIATRICK RSN D AHTE2ITF ST ACL DAFTZEHE L

ES RN

HHON—FY =7 U Y —2X%&#R3 %121, show platform layerd acl map 55t EXEC =< R%&
ANLET, AL vy FIHEHARER Y Y — 2B WAL, 1T index 0 ~ index 15 BMEHATE 220
TEBRENET,
+372 U ) — A0y ACL ORRE DOFEMIC DV Tix, Bug Toolkit @ CSCsq63926 # 5L T 2 &
AN

T2E 2 WO ACL A v ¥ —7 oA ZAZHEALET,

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

BREBNDOIWDA v =V RNERRINDILGEITRO LI LET,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

77 7HEOHEE MR TE £ A, ZOMEE R 5121,

* ip access-list resequence 70—/ 3L 27 X al—v gy avr REFERHTHZ LICE- T,
455D ACE % 1 2H® ACE ORiICEE S EF 7,
permit tcp source source-wildcard destination destination-wildcard
permit tcp source source-wildcard destination destination-wildcard range 5 60

permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

F2X

o > ACLAEIFTFES LY bRHFIATERICKRINDAAMEITESIC ACL OARTZLHE L
F3 (& 21X ACL79 % ACL [ ITEE L E¥),

INT, ACLHRD 120D ACE %2 A v F—T7 =4 ATWMHATEET, A4 v FiX ACE % Opselect
index NOEHAFEER~y B S By MV YT, 77 7BEOEE F2E VY TTTCAM N
DORICE Y EEHLET,

N—% ACL OREIZ. RD LBV TT,

o FUEACL BELUHEIR ACL (ANBELOWAN) OF A7 73 a o REST Vv arin—Ru=T
THIEIL, 7782 arbro—nDeX=2 0T ¢ 2k LET,

e ip unreachables 2’7 T —7 VDL, log #IRELRVE, ¥X =2V T 4 ACL OEFAT—
AVNE—=ETH70 =R N— Ry =TIl ko T kryTINET, FHAT— AV N E—ET
LHu—ix, "= KU T CAS vF L TENET,

e N—% ACL ® ACE IZlog ¥—U— RZEBMT 2L, Ty bOab = CPUICKEEFEIIL, 7 F
VIR MIbNET, ACE RFHAT— AV FOBFEL, N7y MIN—FY =27 TAAL v
FUITBLUOAMN—T 4T ENET,
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IPv4 ACL D% E Bl

T, IPVAACL 2R EB LM T 26127 LET, ACL O3/ A BT 23O T
%, [ Cisco I0S Security Configuration Guide, Release 12.2]. ¥ X O [Cisco 10S IP Configuration
Guide, Release 12.2] @ TIP Addressing and Services| @ &EI|Z& % [Configuring IP Services| #ZH
LTL7IZEN,

36-2 12, /N R y N — I R ESNTA T 4 AREA SR LET, A—T v K AR— b 2 IZHRES
NV =N AT, TRTOUEENRT 7 B ATE DSR2 EOFRPEM SN TVET, V—T v
F A= R LicER S =SB ICiE, ERVOKBEIWT =2 P EMES L THnET, y— A
WIET AR TOZ—FRT I EATEETR, F—_"BIZT 7 EATE L 2—WFIHIRINLTNET,

N—% ACL ZHA LT ERO XL I ICRET DI, ROWVWTNIOFEEFEHLET,
o EYE ACL Z1/ERLL., R—F I MO —RNIEETDNT T4 v I T4 NVE ) T LET,
o PEIE ACL Z{ERR L. y—"BR—F LIZEHEETE NI 74w 02T 4N E2Y T LET,

B 36-2 L—5 ACLIZ&D b5 71 vy DHIEH
H—NA H—/\B
Lk 5L
Ay A
= | =i
L

ﬂf—hzg7ﬂ'\°—l~1

— —
= =
— A—
[ [
AEEM ="\ ¢ ®REHM
O

I:ll 172.20.128.64 ~ 95

4 4

172.20.128.0 ~ 31

101354

WIT, BEHEACL 2 H L TR— IO —N"BIZEETANFT T 4w 25T 4 NZ ) 7L, &R
DEFTT R 172.20.128.64 ~ 172.20.128.95 B EEEND N T 7 4 v 7 2T 24 56 %2R
LEd., 20O ACLIE. HBESNEEETLT RLARHSOL—F v R B— K1 0% ESNS 5
T4y i@ INET,

Switch (config) # access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config) # end

Switch# show access-lists

Standard IP access list 6

permit 172.20.128.64, wildcard bits 0.0.0.31

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# ip access-group 6 out
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W 1Pv4 ACL DEEE

Wi, JEE ACL Z#EALCH— "B oA —MNIERTDI N T T4 v 72T 4 NE Y T L, fEED
FEILT N R (ZOHEF—B) »OREEOSET FLR 172.20.128.64 ~ 172.20.128.95 I
BEEND N T T 4w 7T E2HAT AR LET, 2O ACLIZ, V=7 vy R AR— b 1IZEETS
T 4y 7SI, FREDSET RLAIZEEIND N T 74 v VI EFFILET, IRk
ACL Z T 25613, HETXTBLOEFRONZ, v han (IP) ZANTHLERDY £7,
Switch (config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31

Switch (config)# end

Switch# show access-lists

Extended IP access list 106

permit ip any 172.20.128.64 0.0.0.31

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# ip access-group 106 in

&Sl ACL

ROFIDOF Yy 8T —27 36,000 1X.2FOOF 7Ty "3 73y VERET LI/ TA ARy hT—7
T, 2FV, ¥7 xRy b A 213255255.00 TJ, *v bUV—2 7 FL236.0.0.003FDIB L
W4 BDOF I T v MI, FFEDOFANERELET, 778X VA2 EZFHLT, 7 x> K 48
DT R A% 12O L, ALY 7Ry hOMOT RLAFITRTHEALET, ZO727EX J R b
DRATIE. XY FT—727 36.0.0.0 DIOFTXTOY T Xy F EOT RLARFAIINDZ EERL
F¥4, ZOACL X, A—MIEETLH Ty MZEHAESNET,
Switch (config) # access-list 2 permit 36.48.0.3
Switch (config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255

(

(

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# ip access-group 2 in

i3k ACL

WOFDFTEITIE, 1023 £V b REVGEHER— F~D5E(FE TCP HEHi 47 i LET, 2 FDOITIE, &
A b 128.88.1.2 @ SMTP R — s ~0D515 TCP #fziFnl LE T, 3 FOOITIE, =7 — 74— Ky
7 HOF#EE ICMP A v —T 2FFr LET,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023

Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config)# access-list 102 permit icmp any any

Switch (config)# interface gigabitethernet0/1
Switch (config-if)# ip access-group 102 in

ROBFITIE, A F—Ry MRSy NT—=IB3HY ., ZOXy FU—27 EOEEDR A R
A E =2y N LOMLEDOHRA ML TCP #fi 2L CED LHCTOIHEEMEL CWET, 2L,
IP AR SDBIE, FEHA—L KA D A= (SMTP) R—F&RE, Xy FT—7 LOKRRA M E
TCP Hft L TE W 2 LET,

SMTP 1%, ##0—8 TIZ TCP R—h 25, &9 —MTIETT v X LRR— ESZEHALET, L
TWAHEE, FMUR—FEEMEAINET, AV F—Fy EDOLFHFEET DA =N Ny hOsE
A— ML 25 TT, BE 7y FOR—FEEEITREINTVWET, BE&2Fy NT—7 VAT AT
WA= 25 TORA—LEEGENEH SN TWE D, BEF—E R EREF— X 2 @B HHE T X
F9, ACLIIREA > F—T7 =24 ADANT ACLBLOEREA X —T =2 ZADH )] ACL & L THT
SNDVENRBY 5,

WOFITIE, Fy FU—Z1F7 FL AN 12888300 DI/ T AB Xy hI—F7 T, A—)LHEAIDT K
L A% 128.88.1.2 T, established ¥ — 7 — N|X, #EX. SN/ a2R7-"T 5 TCP EHOXF —TU — R
T9, TCP 77— 77 A2 ACK £721X RST By bBFEES N, 27y "BRBEFOHEFHICE L TV 5
TEWHATAE, —EERREINET, FAEY P AT Ry b AV EF—T 24 A1 X, V—F%
AVE—Fy NIRRT A4 v F—7 =4 AT,
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Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established
Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config)# interface gigabitethernet0/1

Switch (config-if)# ip access-group 102 in

WIZ, Internet_filter &\ 9 ZRTOIENE ACL 3 X O marketing _group &\ 9 A OJEE ACL #1ERT
1%~ UET, Internet filter ACLIZ, BBEILT FL A 1234 0O EEENDITRTONT T 4 v
7 EHFRILET,

Switch (config)# ip access-list standard Internet filter
Switch (config-ext-nacl)# permit 1.2.3.4
Switch (config-ext-nacl) # exit

marketing group ACL 1%, %857 KL AL T AV KH— ROfE 171.69.0.0 0.0.255.255 ~DILED
TCP Telnet 77t v 7 %FFRIL, ZDMD TCP 77 4 v 7 H#HELET, ICMP +77 1 v 7 %
AL, [EEOKEILND, R — F23 1024 LV /hE 171.69.0.0 ~ 179.69.255.255 5T K
VANKESNDUDP b7 74 v 7 2R LET, ZRUADTRTOIP M7 7 4 v 7 2EHL T,
fERERIT R IBRRINET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet

Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl) # permit icmp any any

Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl) #

Switch (config-ext-nacl) #

deny ip any any log
exit

Internet_filter ACL 13315 b7 7 « v 712 M S 4L, marketing_group ACL XV A ¥ 3 R— FDE(E F
F74yZICHEAINET,

Switch (config) # interface gigabitethernet0/2

Switch (config-if)# no switchport

Switch (config-if)# ip address 2.0.5.1 255.255.255.0

Switch (config-if)# ip access-group Internet_filter out
( ) #

Switch (config-if ip access-group marketing group in

IP ACL [S#E A & h S EEE

W2, HIRB LA O ET 8 i~k 6 B (18 BF) ofic IP ® HTTP T 7 4 v 7 2 ET 5
BlERLET, UDP T 7 4 v 7ix., tEHBIOHKEHOIEF~F% 8 (20 ) O TH &
nNEJ,

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config) # time-range udp-yes

Switch (config)# periodic weekend 12:00 to 20:00

|

Switch (config)# ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl) # permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config)# interface gigabitethernet0/2
Switch(config-if)# ip access-group strict in
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AV MIEDIPACLTIV Y

ACLDORXx> Y

WIRTHE G & ACL OFITIE, Jones BETAT DY —2 A7 —3 a L Ilix7 7B A% AL, Smith
BETHT—I AT —2a  NUIT 7B AZF R LER A,

Switch(config)# access-list 1 remark Permit only Jones workstation through

Switch (config access-list 1 permit 171.69.2.88

( )
( ) #
Switch (config)# access-list 1 remark Do not allow Smith workstation through
Switch (config)# access-list 1 deny 171.69.3.13

RIRTE SR E ACL OfITIEL, Winter 3 X Smith DV —27 25— 3 1C Web BIEZZF A L%
A,

Switch(config)# access-list 100 remark Do not allow Winter to browse the web

Switch (config)# access-list 100 deny host 171.69.3.85 any eq www

Switch (config) # access-list 100 remark Do not allow Smith to browse the web
( ) #

Switch (config access-list 100 deny host 171.69.3.13 any eq www

W RT LM & ACL O TIiZ, Jones DY 7 xRy MIT 7B AZFFRILEH A,

Switch(config)# ip access-list standard prevention
Switch (config-std-nacl)# remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

WA T4 I & ACL O Tk, Jones D7 % v MIH{E Telnet DEA Z7FF L EH A,
Switch (config)# ip access-list extended telnetting

Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out

Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

1|

N—% ACL T, 2O X IR R —FSNTWET, log¥F—V— FEHEETLE, =Y
E—HKT By MCBT A u slmmA v e—URar Yy — L FE IR E T, log-input ¥—7V— K
ERETLE, v 2 NVCANA v F—T oA ABBINESNET,

WKOFTIE, ARt EEET 722 UK stanl 14 10.1.1.0 0.0.0.255 "HD T 7 ¢ v 7 BHE L,
FOMDT XTOERELNOED T T 4y 7 EZFAILET, log F—TV— FHEEINTVET,

Switch (config)# ip access-list standard stanl
Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Switch (config-std-nacl)# permit any log
Switch (config-std-nacl)# exit
Switch (config) # interface gigabitethernet0/2
Switch(config-if)# ip access-group stanl in
Switch (config-if)# end
Switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):

00:00:48: NTP: authentication delay calculation problems

<output truncated>

00:09:34:%$SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
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WIZ, BRMTEIEET 782 UR B extl IZL > T AREOEEFEILIS 10.1.1.0 0.0.0.255 ~@D ICMP /¥
o NEZHFAL, T _CTO UDP X7y hE2ESTHHZ2 R L ET,

Switch (config)# ip access-list extended extl

Switch (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log

Switch (config-std-nacl) # exit

Switch (config) # interface gigabitethernet0/2

Switch(config-if)# ip access-group extl in

Wiz, JEE ACL oa Zoflz Rk LET,
01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1

packet
01:25:14:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet

01:31:33:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IPACL ®F_RThr¥2 7 = b UL $SEC-6-IPACCESSLOG CTHABE L £9, =2 FY oL, —&
L7ZACLR7 78R = MY OFEICIS U THETRRD £,
WIZ, log-input ¥—V — REHELTHEOHNA v =V ORZRLET,

00:04:21:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log X —U— FZEELLELE, RO ATy MCET 07 Xy —=VIZBANA v F—T =4 R1E
WMREENEE A,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

A+ E MAC #iisk ACL D1ER

GE)

VLAN $7213b A ¥ 2 A F =T A ATHIPVE FT 74w 274 NE Y 7T 5IT1E, MACT
F L 2B LOARITE MAC #E9& ACL 26 L£¥ ., £OFIEIT, AR < ikik ACL 2 &7
L%6 ERKTT,

LAY 3 A2 =7 =1 R0, AHifTE MAC $K5R ACL 2@ T& ¥ A,

mac access-list extended =~ R THHR—FINTWBIEIP 71 b VOFEMIZHOWTIZ, 2DV
J—20avwr R Y77 L REBRLTLIEEN,

appletalk i, =2~ R4 O~LT XA R U TIZRRINETH, deny I LT permit MAC 7 7
A VAN a7 4F¥Fal—vary E—Ravr FO—HEHLELTHR—- RSN TVEEA,

| oL-27306-01-J
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W Z#74f= MAC 3k ACL DR

ATy71
AT972
ATy73

ATy7 4
ATv75
ATy7 6

[l CiscolE3010 RAvF Y2 b7 avI74Fal—av Aiq4F

A& MAC E3% ACL 2Bk 51213, ¥ EXEC ©— FTRO FIHZFITL £

avwy kR

E[:5)

configure terminal

Ja—r) ar74Xal—yary ET— REBEEBLET,

mac access-list extended name

AAiEEH L TIREMAC T 72X VA NEERELET,

{deny | permit} {any | host source MAC
address | source MAC address mask} {any |
host destination MAC address | destination
MAC address mask} [type mask | 1sap Isap mask
| aarp | amber | dec-spanning | decnet-iv |
diagnostic | dsm | etype-6000 | etype-8042 | l1at
| lave-sca | mop-console | mop-dump | msdos |
mumps | netbios | vines-echo |vines-ip |
xns-idp | 0-65535] [cos cos]

JEEMACT 7% A VAN arv 7 4 ¥al—v gy E— RTIL,
T_TD (any) FEEILMAC 7 KL A v A7 fF&#[F 58 MAC
T RVA, FRIEIHEDOKA L (host) HFEL MAC T FL A,
BLOTRTO (any) %65% MAC 7 RL A, v A7 fiF&565%
MAC 7 RV A, F3FED5E%E MAC 7 R L AIZ, permit %
7iX deny ZIEE L £ 7,

(EE) koA Ty arvEwANTHZELTEET,

* type mask : Ethernet Il £721% SNAP TH 7k b iz N
v b OAEE D EtherType # 5, 10 5, 16 #%, £7213 8
EHTRELETEET, —BMRAEORNIZ, EETHEETE?
don'’t care ¥ kD~ A7 3 EtherType |2 H SV E T,

e lsap Isap mask : IEEE 802.2 TH 7/ b iy hD
LSAP %75, 10 65, 16 HEH, F72i13 8 R THRALTE %
T, fEE Tdontcare By DA ZIRETE ET,

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip
| xns-idp : JEIP 7’12 k=L,

e coscos: TIAFVT 4 ERET D 0~ 7 O IEEE 802.1Q
CoS &=,

end

Kt EXEC £— RIZRE Y £7,

show access-lists [number | name]

TI7EAUANOREEZRRFLET,

copy running-config startup-config

ULE) 2v 74 FXal—ay Z7ANMICHRESHRITELET,

ACL &K% HIF7 512i1%. no mac

access-list extended name 77— 27 4 Fa L — g 2

~ U REMEHLUET, 4l & MAC 353k ACL 2°5H ACE ZERICHIBRT 52 L b TE £,

&2, EtherType DECnet Phase IV

o740 P EERL, oI _RTOXATDNT T4 v I %

AT 57 78R UANmacl Z1ERB L OERTRTHHE2 R LET,

Switch(config)# mac access-list

extended macl

Switch (config-ext-macl) # deny any any decnet-iv

(

(

Switch (config-ext-macl) # permit

Switch (config-ext-macl) # end

Switch # show access-lists

Extended MAC access list macl
10 deny any any decnet-iv
20 permit any any

any any
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Z{tE MAC 3 ACL oferx M

LAY 24253 —T x4 X~D MAC ACL DEHR

MAC ACL 1B L, ZNELVA T2 A F—T oA AZWATDHE., DA L F—T =1 AERE
THHIP T T4 v 72740 FY 7 TEET, MACACL 2T 5 & 21213, ROEFHIHAIC

ATy71
AT972

ATv73

ATy7 4
A7y75

ATv7 6

HELTIEE,

e VLANIZELTWALA VY244 —T x4 A ACL Z#EH L7HE, V1Y 2 (K—F) ACL
X VLAN A V¥ —T = A AZHWH IR ATIFRIO LAY 3 ACL, F721% VLAN (@A 37z
VLAN = v 7 X0 B LET, LAY 2R = FTRZETIHERE Y ME, ®IZKA—KF ACL T

TUNEY) U TENET,

e FULAV2AL X —Tx2ARIIE IPTZ7ERIVRAREMACTZERA URRME 1 DT HOLH
WHTEERHA, IPTI7HR VRANMNIIP Xy y NETEZ74VZ V7L, MACT 78R U X
MIFEIP Xy baT7 4020 7 LET,

e 1ODLAF¥2ALF—T A AZHEHTEALMACT KLA VA ML 2EIFTY, 9T
MAC ACL BHBHREENTWVWAHALA Y2 AL F—T A AZMAC T 78X VA MNE2HEHATH L.
FHEWHD ACL BDE LW ACL ICBEX#HZ ONET,

LAY 2A L E—T oA A~DT 7 AEHIET572DIZMAC 7 78R VA ME@EATI20E., %
i EXEC E— FCROFIEEFEITLET,

avwy kR

E[:5)

configure terminal

Ja—)L a7 4 FXal—yary E—RRE2BLET,

interface interface-id

FEDA L —T 2 AEREL, AV F—T AR A7 4
Fal—raryrET—RelBELET, BETDHIA X —T A R
IMELA Y2 A2 —T A4 A (R— K ACL) TRIFHITRY
FHA,

mac access-group {name} {in}

MACT77%®A VA MEFERLT, HEShTA Vv EZ—T =14 A
~NOT 7 AR L E T,

RN— B ACL (X, BEHMICRY bR —FEnEd,

end

b EXEC B— FIZEDY 77,

show mac access-group [interface interface-id]

FDAH =T 2 A AFEFEITTRTOLAY2 A X —T A R
WHEHHAENTWSEMACT 7R URAMEFRRLET,

copy running-config startup-config

UL3E) av74Xalb—ay 77 A NMCHREZRIELE T,

BELET 7R ZN—7%HIRT %I21%. no mac access-group {name} { VX —7 A A a7 4
Xal—varavwr ReALET,

WIZ, 77%8Z2 VAN macl Z R — MIHEALTR—MIEETINry "2 T4 0E ) 7T 50%

RLET,

Switch (config) # interface gigabitethernet0/2
Switch(config-if)# mac access-group macl in

(¥) macaccess-group { > F—7 A A AT 4 Fal—varavr NI YHELA Y2 F—T =
AAZHEAINTHBEICRBY A E /R 9, Zoa~ 2 Rk, EtherChannel R — k F ¥ U2

IS VR
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W pPv4 ACL OBEDER

AA v FNE, Xy bEZETHE, HEACL E X7y hERAELET, ACL 337y &[T 5
A, AA v FII oy PO A LET, ACL 337 v hE2HERTHEAE. A v FiI\ry

FMEBEELET, REFEDOACLEA L X —T oA RAZHHATAE, 24 v FITACLBA V¥ —T =

ARZHEH SN TWRWEHE L, T XTOXRXTy hEFRILET, Ry bFT—27 X207 0D

DICRERZD ACL ZHHATHHEAIT. ZOXIRMENELDZ LICEELTLIEE N,

IPv4 ACL DEEEDRT

AL v FICEESNTNS ACL, BLUOA v F—T7 =2 A& VLAN IZEH S/ ACL 2R R T& &
R

ip access-group { V¥ —7 A A a7 4 FXal—var avr REFALT, LAY 2 EELA
Y3IAH =T 24 A ACL ZWMA LIHBE, T F =T =2 AA ADT 78X TNV —T2FIRT
ETFET, Elo, LAY 2A 0 F—T oA RTHEH SN MAC ACL KR TEET, ZOFEWMERR
FTHITIE, £ 36-2 IR SN EXEC =~ > FEMEHLET,

% 36-2 7oA VAMBEUTIER FL—FEEFTZaAIVF

avwy kR B

show access-lists [number | name] BED 1 SERET_ATOIPBLIOMACT LA T 2712 U A RDON
B, FREHEDT 7R VAL (FBEMAEELITLRNME) ONEE
KRLET,

show ip access-lists [number | name] HIEOTRTCOIP T 7R VAL, FHRIEIHBEDODIPT7EA Y AR
(FFfr & E£7TAAIMTE) ONEEZERRLET,

show ip interface interface-id AR =T 24 ADFMBREBLOAT —F ZAERRLET, IP VA

F—=T NIl o TWDHA VX —T = A AT, ip access-group A X —
TxAfA AT 4 Fal—vary avry REEHLTACL Z#M Lz
BEE, T/ REA T A—TbERRENET,

show running-config [interface interface-id] ZA4 v FERIFBESNTAA A —T oA ADA T Fal—g

T ANLVDONE EREINTEZTRTOMACBLRIP 727k A U A b
R, EDTITBVARA ITN—TNA v H—T oA AZHWHINT=NRE) &
FRLET,

show mac access-group [interface interface-id] | T _XTOLA V2 A F—T 2 A AFTIFRESINTZ LA Y24 X —

T A RAZHWHAENTHEMACT 7 A A K
EFRRLET,

VLAN 77 A v v 7 &7id VLAN 7 4 V& IZET D EREFXRRTEET, VLAN v v 7 HFERE
R AT, F 363 IS SN EXEC o~ > FEHEMLET,

% 36-3 VLAN v Mg ERTTHa<7 UK

avw> kR B

show vlan access-map [mapname] FTRTOVLAN T V2R v FEHIXEEINTET 7B A
~ v T o EHRER R LET,

show vlan filter [access-map name | vlan vian-id] T _TD VLAN 7 4 V2T 2 GH. F-i3BESN-
VLAN X° VLAN 77 ¥ 2 ~ v FIZT 2 &2 £or LET,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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