A
aaa accounting dotlx =~ K 241
aaa authentication dotlx =~ > K 2-3

aaa authorization network =~ > K 2-5, 2-28, 2-34,
2-36, 2-38, 2-40, 2-42, 2-131, 2-294, 2-484, B-8, B-33

AAA K 2-3
ACE 2-123, 2-396

ACL

deny 2121

IP  2-180

Gl 2-394

JEEES 2-320

JEIP 7o k=L 2-298

FoR 2-461

LAY 240 —T (AL 2-180
action I~ K 2-6
alarm facility fcs-hysteresis =~ > N 2-8
alarm facility power-supply =~ > I 2-9
alarm facility temperature =~ > 210

alarm profile (f > F—7 = A a7 4 FXal— 3
V) awy R 2-14

alarm profile (/m— L a7 4 Fal—vay) avw

N 212

alarm =< K 212

archive download-sw =< > N 2-16

archive tar =< R 2-19

archive upload-sw =~ > K 2-22

arp access-list =~ N 2-24

authentication command bounce-port ignore  2-26
authentication command disable-port ignore  2-27
authentication control-direction =~ > R 2-28
authentication event =~ > 2-30
authentication failed VLAN

INDEX

dotlx auth-fail vlan] % &R

authentication fallback =< F 2-34
authentication host-mode =~ > K 2-36
authentication mac-move permit =~ > N 2-38
authentication open =~ > N 2-40
authentication order =~ N 2-42
authentication periodic =~ 2-44
authentication port-control =~ > K 2-46
authentication priority =~ K 2-48
authentication timer =~ > 2-50
authentication violation =~ > K 2-52

auth-fail max-attempts

ldotlx auth-fail max-attempts| % 2

auth-fail vlan

ldotlx auth-fail vlan] % %R

auth open =~ K 2-40
auth order =~ K 2-42
auth timer =2~ > K 2-50
auto qos voip I~ KN 2-54
B

BackboneFast, STP H 2-714

boot config-file =~ K 2-58

boot enable-break =~ K 2-59
boot helper-config file =~ K 2-61
boot helper =~ 2-60

boot manual =~ R 2-62

boot private-config-file =~ K 2-63
boot system =~ K 2-64

boot (F—h m—%) a~v R A-2
BPDU 2-715

BPDU #i— K, A= 7 Y I—H 2-717, 2-751
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BPDU 7 4 v AXR=227 YVU—H

2-715, 2-751

C

cat (F—hu—%) a~<v K A-4

CDP, Ymu bz hox Vo TZOAF—T )b 2-275

channel-group =~ > K 2-65
channel-protocol =~ 2-69
Cisco SoftPhone
HE) QoS 274 Fal—vayv 2-54
BEENT Ty FDEE 2-361
CISP
[Client Information Signalling Protocol] % %
cisp
debug platform cisp =~ K B-33
cisp enable =~ 2-72
class-map =~ K 2-75
class a2~ K 2-73
clear dotlx =~ K 2-77
clear eap sessions =~ N 2-78

clear errdisable interface  2-79

clear ip arp inspection log =~ F 2-80

clear ip arp inspection statistics =~ > N 2-81
clearipc =2~ K 2-84

clear ip dhcp snooping database =< N 2-82
clear ipv6 dhcp conflict =~ > K 2-85

clear 12protocol-tunnel counters =~ 2-86
clear lacp =~ | 2-87

clear mac address-table =2~ > R 2-88, 2-89
clear nmsp statistics =~ K 2-90

clear pagp =¥ I 2-91, 2-94

clear port-security =~ | 2-92

clear spanning-tree counters =~ > 2-95

clear spanning-tree detected-protocols =~ > N

clear vmps statistics =~ > N 2-97

clear vtp counters =~ K 2-98

Client Information Signalling Protocol  2-72, 2-131,
2-484, B-8, B-33

cluster commander-address ==~ > K 2-99

cluster discovery hop-count =~ 2-101
cluster enable =~ > K 2-102
cluster holdtime =~ > N 2-103
cluster member =~ > 2-104
cluster outside-interface =~ > K 2-106
clusterrun =< > K 2-107
cluster standby-group =~ K 2-108
cluster timer =~ > 2-110
config-vlan £ — F
av K 2-828
copy (F—h m—%) a<w R A-5
CoS
ZlEEO LHEE 2-331
ZAE R RsDT 7 v MEDHEID 2T
LAY 27 han Ry hoEDHT
CoS/DSCP v v 7 2-335
CPU ASIC O#fitHE#®, £r 2-492
crashinfo 7 7 A /v 2-168

2-331
2-279

D

debug authentication B-2
debug auto qos =¥ K B-4
debug backup =¥ B-6, B-7
debugcip B-7

debug cisp =¥ K B-8

debug cluster =~ K B-9
debug dotlx =~ | B-11

debug dtp =~ I B-12

debug eap =¥ K B-13, B-85
debug etherchannel =~ B-14
debug interface =~ | B-15

debug ip dhcp snooping =~ | B-16
debug ip igmp filter =~ F B-18

debug ip igmp max-groups ==~ K B-19
debug ip igmp snooping =~ K B-20
debug ip verify source packet =~ F B-17
debug lacp =~ K B-21

debug lldp packets =~ > B-22
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debug mac-notification =~ B-23
debug matm move update =~ K B-25
debug matm =~ N B-24

debug monitor =~ > K B-26

debug mvrdbg =~ | B-27
debug nmsp =~ B-28
debug nvram =~ B-29
debug pagp =~ K B-30

debug platform acl =~ > K B-31

debug platform backup interface =~ K B-32
debug platform cisp =¥ K B-33

debug platform cpu-queues =~ > N B-34
debug platform dotlx =~ > K B-36

debug platform etherchannel =< > K B-37
debug platform fallback-bridging =~ > B-38
debug platform forw-tcam =~ > F B-39

debug platform ip arp inspection =< K B-40

debug platform ip dhep =~ > B-41
debug platform ip igmp snooping =~ K B-42

debug platform ip multicast =~ > F B-44
debug platform ip source-guard =~ > N B-46
debug platform ip unicast =~ > B-47

debug platform ip weep =~ K B-49

debug platform led =~ > B-50

debug platform matm =< > B-51

debug platform messaging application =~ > B-52
debug platform phy =~ B-53

debug platform pm =~ B-55

debug platform port-asic =~ > B-57

debug platform port-security =~ > B-58
debug platform qos-acl-tcam =~ > F B-59
debug platform resource-manager =~ > B-60
debug platform snmp =~ > K B-61

debug platform span =~ > B-62

debug platform supervisor-asic =~ > B-63
debug platform sw-bridge =~ B-64

debug platform tcam =~ > | B-65

debug platform udld =~ > K B-68

debug platform vlan =~ > K B-69

Index W

debug pm =~ K B-70

debug port-security =~ > F B-72

debug profinet alarm  B-73

debug profinet cyclic B-74

debug profinet error B-76

debug profinet packet B-78

debug profinet platform  B-80

debug profinet topology B-82

debug profinet trace  B-84

debug qos-manager =< K B-86

debug spanning-tree backbonefast =~ > B-89
debug spanning-tree bpdu-opt =~ > F B-91
debug spanning-tree bpdu =~ B-90

debug spanning-tree mstp =~ > K B-92
debug spanning-tree switch =~ > K B-94
debug spanning-tree uplinkfast =~ K B-96
debug spanning-tree =~ > K B-87

debug sw-vlan ifs =~ K B-99

debug sw-vlan notification =~ > K B-100
debug sw-vlan vtp =~ K B-101

debug sw-vlan =~ > R B-97

debugudld =~ R B-103

debug vqpc =~ I B-105

defaultPort 7’22 7 7 A )V 2-13, 2-14
define interface-range =~ > 2111
delete == K 2-113

delete (77— h m—%) a< K A-6

deny (ARP77tEA URARN a7 4¥al—a) 2
~ R 2114

deny (IPv6) =2~ K 2-116
deny v > K 2-121
DHCP A X —¥E v/
A =T )
VLAN K 2-214
A2 —T x4 A EDOFHE 2-212
F7ar 82  2-205, 2-207

TyY AL v TFNLOEFETERWAT Yy hosT
AR 2-207

=T —[EES A ~— 2-165
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L — hifilER 2-211

DHCP AX—VE T N T 4T T—F_X—2
EE: 2-429
TR T =T, RE 2-203
Fe B N—2 T—V = MERHEROEE 2-82
RNAF 4o Ty AN, BIE 2-203

NA VT 4T

HIl B 2-201

Bn 2-201

FoR 2-553
TR

T—HNR—A L=V NDAT—H
A 2-555, 2-557

NAYT 47 =R 2-553
dir (77— h v—%) av R A-7
dotlx auth-fail max-attempts 2-126
dotlx auth-fail vlan 2-127
dotlx control-direction =~ > N 2-129

dotlx credentials (/m— )L a7 4 X2l — g )
a2 R 2-131

dotlx critical global configuration =~ > K 2-132
dotlx critical interface configuration =< > I 2134
dotlx default =~ I 2-136

dotlx fallback =~ 2137

dotlx guest-vlan =~ | 2-138

dotlx host-mode =~ N 2140

dotlx initialize =~ K 2-142

dotlx mac-auth-bypass =~ I 2-143
dotlx max-reauth-req =~ > K 2-145
dotlx max-req =~ K 2-146

dotlx pae =~ K 2-147

dotlx port-control =< K 2-148
dotlx re-authenticate =~ K 2-150
dotlx reauthentication =< N 2151
dotlx supplicant force-multicast =~ > F 2-152
dotlx test eapol-capable =~ 2-153
dotlx test timeout =~ K 2-154
dotlx timeout =< > N 2-155

dotlx violation-mode =~ > 2-158

dotlx =~ I 2124
DSCP/CoS ¥ v 7 2-335
DSCP/DSCP ZH#a~ v 7 2-335

DTP 2-787
DTP x 3> x— 3 2-791
DTP 75 v~

T —[EES A~ — 2-165

T 7 — 2-161
duplex == K 2-159
dynamic auto VLAN A Xy 7 E— R 2-786
dynamic desirable VLAN X >3y v 7" E— N 2-786
Dynamic Host Configuration Protocol (DHCP)

[DHCP AX—v 7| %5

E

EAP-Request/Identity 7 L — A
FFE(E £ CTOIRE R 2-155
e RIE(E B 2-146
errdisable detect cause small-frame 7 7 1 /L 2-163
errdisable detect cause =< N 2-161
errdisable recovery cause small-frame  2-164
errdisable recovery ==~ K 2-165
errdisable 1 % —7 = A A £R 2-533
EtherChannel
EtherChannel/PAgP ®F /"> 7' £oR B-14
LACP
VAT TITAFTVT 4 2-282
F ¥ RNV TN—TIHEROWE 2-87
TNy T Avt—U RN B-21
FOR 2-594
7’a k3 oOHIR 2-69
Ry NAZ AN, R—=bDR—F TF7A4FY

T A 2-280
F— K 2-65
PAgP
=T —EiE s A ~— 2-165

T 7 — i 2-161
ESCPEN 2-382
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EKR— b T—F— 2-382
EENTFT T4 I DA E—T oA R T5A4FY
v 2-384

F v I T — T IEROHEE 2-91
FRy T XA ok— FHR B-30

#7 2-650
WEA— N F—F— 2382
T—F 265

A B =T oA AEH, For 2-533

F¥ RN ITNAN—T~DA —H Ry b f ¥ —TxA
ZDENY 2T 2-65

FoR 2-522
Ao O R 2-404
%

A F 7+ —LEBHAR DTNy S F

IR B-37
R—hF ¥ X VFEA v F—7 A ADMEK 2474
LA¥27mban bRy T OALR=T I
LACP 2-276
PAgP 2-276
UDLD 2-276
exception crashinfo =~ K 2-168
Express Setup R ¥ >, BLUOVIRA T — REIE 2-449

F

fallback profile =~ | 2-169
fes-threshold =~ 2171
FCS E 27V A L&EVME 2-8
FCSty b =7 — L—F}

RE 2171

FoR 2-529

B L& VME 2-8
flash_init (7 —F B—4) 2~ K A-9
Flex Links

AR E 2-779

FR 2-534

B VLAN O E 2-782
flowcontrol =~ K 2-172

format (77— F B—%) a< K A-10
fsck (77— hF v—%) a<w K A-11

Index W

H

help (ZF—h B—%) a< R A-12

HSRP
7 7 AH % HSRP V' /—T/"A N 2-108
AL N, T N—T 2-108

IEEE 802.1Q ">/ R—b XA T 47
VLAN 2-837

IEEE 802.1Q k> %/L H— k
W 2-787
#E 2786
#2505

IEEE 802.1x
BT 7 —[F#E 2-165
BLOAL vFH—F E—F  2-788
[R— F_X—2FFE) bW

IEEE 802.1X #— h~t— % 3R

FANVLANSH U By bOARX—T )b 2-126,
2-137, 2-170

IGMP 7/ V—"7" B Kt iE 2-219
IGMP e k7 V—T7%, FNv 7 B-19
IGMP 22X —¥ 7
A =TI 2-223
AV H—T AR NRRUELBEMEIE 2-233
77T 2-227
7 x U —HR 2-231

TN—TDAZT 4 TIpA L NN—=L L THR—%IB
hn 2-237

AA T bR w UEREMENE 2-231
HIEFRET: Leave ¥ A ~— DA F—T )L 2-225
BRI B RE D A 2 — T L 2-234
E N 2-561, 2-566, 2-568
TIvT 4T sV —H b 2-231
“NFRY AN T—T ) 2-564
LR — kBl 2-229

IGMP 7 4 V%
it 2-217
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TNy T Ay— FoR B-18
IGMP 77 » A )L

TERK 2-221

FoR 2-560
interface port-channel =< 2174
interface range =~ K 2-176
interface vlan =< K 2178
ip access-group I~ K 2-180

ip address =~ K 2-183

ip admission name proxy http =< > K 2-186
ip admission =< > K 2-185

ip arp inspection filter vlan =< > F 2-188
ip arp inspection limit =~ > K 2-190

ip arp inspection log-buffer =~ > K 2-192

ip arp inspection trust =< N 2-194

ip arp inspection validate =~ > 2-195

ip arp inspection vlan logging =~ > K 2-198
ip arp inspection vlan =~ N 2-197

ip dhcp snooping binding =~ > 2-201
ip dhcp snooping database =~ 2-203

ip dhep snooping information option allow-untrusted =~
VN 2-207

ip dhcp snooping information option format remote-id =~
N 2-209

ip dhcp snooping information option =~ > K 2-205
ip dhcp snooping limit rate =~ > 2-211

ip dhcp snooping trust =< 2-212

ip dhcp snooping verify =< > N 2-213

ip dhcp snooping vlan information option format-type
circuit-id string =~ > F 2-215
ip dhcp snooping vlan =~ > N 2-214
ip dhep snooping =< > K 2-200
IP DHCP AX—t>» 7

[DHCP AX—t 7| %5
ip igmp filter =< > F 2-217
ip igmp max-groups =< N 2-219, 2-243, 2-245
ip igmp profile =2~ R 2-221

ip igmp snooping last-member-query-interval ==~ >/
K 2-225

ip igmp snooping querier =< N 2-227

ip igmp snooping report-suppression =< > K 2-229
ip igmp snooping ten flood =~ K 2-233

ip igmp snooping tcn =< > N 2-231

ip igmp snooping vlan immediate-leave =~ > 2-234
ip igmp snooping vlan mrouter =~ > K 2-235

ip igmp snooping vlan static =< > K 2-237

ip igmp snooping =1~ K 2-223
[P-precedence/DSCP ~ » 7 2-335

ip source binding =~ K 2-239

ipssh a2~ K 2-241

ipv6 access-list =¥ N 2-249

ipv6 address dhep =~ > K 2-252

ipv6 dhep client request vendor =~ > K 2-253

ipv6 dhcp ping packets =~ > N 2-254
ipv6 dhcp pool =~ 2-255
ipv6 dhep server =~ K 2-257

ipv6 mld snooping last-listener-query count =~ >~

K 2-261

ipv6 mld snooping last-listener-query-interval =~ >/
K 2-263

ipv6 mld snooping listener-message-suppression =< >/
N 2-265

ipv6 mld snooping robustness-variable =< > N 2-267
ipv6 mld snooping tcn =~ > K 2-269
ipv6 mld snooping vlan =< 2-271

ipv6 mld snooping =~ K 2-259
IPv6 SDM 7 7 L — k 2-446
ipv6 traffic-filter =~ K 2-273
IPv6 77 &2 U A b, HHEEM 2-116
ip verify source =~ > K 2-247
IP 7 FLARRE 2-320
IP7 RL A, i&iE 2-183
IPY—RAH—FK

AX—=T 2-247

AT 4w 7 IPEETAA T 4T 2-239
F 44— 2-247
FoR

RE 2-572

BATFIv I A" T4 = ) D

I 2-553
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NAYFAvT 2R 2570
IP &
H# QoS 2> 7 4 Fal—gy 2-54
BRI Y FOX%E 2-361
IP~vLFXyZh 7 RLx  2-369

L
12protocol-tunnel cos ==~ > K 2-279
12protocol-tunnel =~ > K 2-275
LACP

[EtherChannel] % %M
lacp port-priority =~ K 2-280
lacp system-priority =~ > K 2-282

Link Aggregation Control Protocol
[EtherChannel] % %[

link state group =~ K 2-288

link state track =~ > 2-290

location (f > Z—T 2 A a7 4 X¥al—1g>) 2
< R 2-286

location (Z/e— ) a7 4 Fa2l—g)) awy
K 2-284

logging event =~ > K 2-291
logging file =< > 2-292

mab request format attribute 32 =~ > K 2-294
mac access-group =< K 2-296

mac access-list extended =~ > F 2-298

mac address-table aging-time  2-296, 2-320

mac address-table aging-time =~ > K 2-300
mac address-table learning =2~ > F 2-301

mac address-table move update =~ 2-303
mac address-table notification =~ 2-305
mac address-table static drop =~ > K 2-308
mac address-table static =~ > 2-307

macro apply =2~ 2-310

macro description =2~ N 2-313

Index W

macro global description =~ > F 2-317
macro global =< K 2-314

macro name =< K 2-318

MAC T 7 ®A JN—"7 R 2-602
MAC77&& U b 2121

MACT 7R VAN a7 4FXal— g F—
N 2-298

MAC 7 FL %
MAC 7 R L A@H DA F—7 )b 2-305

MAC 7 RVAT—TNABITEHFOA 1 —7
v 2-303

VLAN BEfZ TDO MAC 7 RV A T—= 7 DT 4
r—7 2-301

ey 2-320

AAT A4 w7
A B =T A ALTRuy 2-308
BN & AR 2-307

For 2-620
A FIvo
TV T B AN 2-300
HIl B 2-88
E N 2-611
T—T ) 2-605
o

MAC 7 RV AT —7 VBT 2-616
VLAN Hf7 2-622

VLAN NDOT KL 2 2-609

AV H—T A AHL 2-613
T T A A 2-607

AT AT 2-620

ABT 4y I BEOFAF Iy = b
Y 2-603

$T 2-605

A FIv7 2-611

RHRRE 2-615, 2-618
MAC 7 RV Ri@s, T/3v 7 B-23

match (77 A~y a7 4F¥al—ay) av
NN 2-320

match (7 A~y 7 a7 4F¥=2lb—val) avy
N 2-322

mdix auto =¥ R 2-324
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media-type =¥ F 2-325 E N 2-672
memory (77— h B—4) a<v K A-13 EHEOF I 2-733
mkdir (77— bk B—%) a<v R A-14 22 0 i 2-733
MLD A X—t>v 7 AT — MERDOEIR 2-671
{ X—=T I 2-259 AT — MERH
7Y T ORE 2-261, 2-263 BPDU #— KD A x—7 )V 2-717, 2-751
R IE 2-265, 2-267 BPDU 7 4 VX2 DA RX—T )b 2-715, 2-751
b AR B 2R R A DR E 2-269 Port Fast f X —7 /L R— DI ¥ v b X7
#7  2-581,2-583, 2-585, 2-587 - 27
MLD #%X—¥> 7. VLAN Lo, A %—7 1  2-271 Port Fast O X—7/ 2751, 2-754
mls qos aggregate-policer =~ 2-329 AL AERS ] 2737
mls qos cos =1~ ¥ 2331 TF V=T 4 T ~DEEBAT 2-727
mls qos dscp-mutation =~ > F 2-333 ;i i i 7;_/;552~ MPBTAT =T T A
mls qos map =~/ 2-335 YR=L S AF— hBEOT == AF— b
mls qos queue-set output buffers =~ K 2-339 O Rk 2-737
mls qos queue-set output threshold =~ > 2-341 AH L E A 2-96
mls qos rewrite ip dscp =~ K 2-343 RA Ak 2-735
mls qos srr-queue input bandwidth =~ > 2-345 FoR 2-672
mls qos srr-queue input buffers =< 2-347 7a hagit e A0 HE 2-96
mls qos-srr-queue input cos-map =¥ 2 N 2-349 7o haj '— R 2-731
mls qos srr-queue input dscp-map =~ > K 2-351 Vo BAS 2-727
mls qos srr-queue input priority-queue =~ > N 2-353 Jb—h AA v F
mls qos srr-queue input threshold =~ > 2-355 BDPU #* v&—Y DM@ 2-739
mls qos-srr-queue output cos-map v R 2-357 BPDU %#BEHE T L E TORKEY T BT
mls qos srr-queue output dscp-map =~ > N 2-359 b 2-741
mls qos trust =~ > K 2-361 hello BPDU 2 vt — Y ORE 2-738, 2-747
mls qos vlan-based =< R 2-363 hello A & 2-738, 2-747
mls gos =~ > I 2.327 JER Y AT N ID O 8 2-723
MODE £ %, HEUVAT— KEE  2-449 BRAPIIR - 2-739
monitor session =<2 K 2-364 Ay FOTITAFIT 4 2-746
more (7 — k B—4) a2 K A-15 BIROKR—K FI7A4F VT 1 2-743
MSTP TIA= Y ERiFEI XY 2-747
MST U =¥ = > b A= b
MST 2> 7 4 Fal—vay £—F 2733 IRER— P ~OREEYILE 2725
VLAN & A > 25 U ARO~ v ¥V 2733 A=t F—F 2725
BUE £ T2 H R O 2-733 A MRS LOORIR 2725
ary7 4 Xal—val4 2-733 N—""T—F 2-725
a7 4FXalb—vary JEVg F MTU
&2 2-733 7 m—NVRRIE DR IR 2-679
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P A XOFEE 2-811

Multicase Listener Discovery
'MLD| %%

Multicast Listener Discovery
MLD| =%

Multiple Spanning Tree Protocol
IMSTP| %%

MVR
A B =T 2 A AEROFR 2-642
AVE—T A ADRE 2-372
BXOT7 Frzxo=1 Y 7 24k 2-370
RE 2-369
TRy T Aye—U FR B-27

FoR 2-640
AL N— RN 2-644
mvr vlan group =< K 2-373

mvr (f ¥ —Txf A a7 Fal—vay) avy
N 2-372

mvr (Zeg— )L a7 4Xal—Igy) avy

N 2-369

N

Network Admission Control Software Configuration
Guide 2-185, 2-187

network-policy profile (Xy "V —2 RV v — a7 ¢
Fal—vay) avs R 2-378

network-policy (Z/m—/3b a7 4 Fal—a) 2
~v K 2-376

network-policy =~ N 2-375

nmsp attachment suppress =~ 2-381
nmsp 2~ K 2-380

nonegotiate, & 2-762

notifies =~ K 2-12
novlan 2~ K 2-827
P

PAgP

[EtherChannel] % &M

Index W

pagp learn-method =~ > K 2-382
pagp port-priority =~ > K 2-384

permit (ARP 77t A VA K a7 4 X2l —a))
av R 2-386

permit (IPv6) 2~v 2 KN 2-388

permit MAC 727t A VA a7 4 Fal—a)
a<w R 2-394

Per-VLAN Spanning-Tree Plus
[STP) %M
PID. #7R 2-547

PIM-DVMRP, </VFF ¥ Z b L—F2DEEFHA L LT
D 2-235

police aggregate =~ > 2-399
police =< K 2-397
policy-map =~ 2-401

port-channel load-balance =< N 2-404
Port Fast, A/X=>7" > U —H 2-754
power-supply dual =~ > F 2-406, 2-417
Precision Time Protocol

priority-queue =~ K 2-407
private-vlan mapping =~ > K 2-412
private-vlan =< K 2-409

profinet 2-414
ptp global configuration ==~ K 2-416
ptp interface configuration =~ > | 2-418
PTP #& & 2-416, 2-418
[PTP)] &M 2-416, 2-418
PVST+

[STP) %%

QoS

DSCP &itatk 2-343

DSCP O S iR — |k
DSCP/DSCP £#i~ v 7 DEF 2-335
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