show a<v> K

ZDOFETH, CiscoNX-OS £x¥ = U7 4 ® show 2~ RIZOWTHHALET,
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show a2 F |

M show aaa accounting

show aaa accounting

AAA T H O T 4 v 7 ERREER R T 5121E, show aaa accounting =~ > FE2FERALET,

BT D e
T24+ILEK
avY kR E—F

Hh—rEhd1—% A-)

show aaa accounting

ZDawy FiZi, 5I8ERESF—TU—REdH Y A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

I

)= EEER

4.0(1) Zoawy RBMEMEShE L,

Zoawy R, 4B R EILEHY A,

WIZ, T T 47 a P OREERRFTHHZRLET,

switch# show aaa accounting
default: local

Il Cisco Nexus 7000 'J—X NX-OS #¥a Y5« 3T FYI27LVR
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| showa<vF

show aaa authentication W

show aaa authentication

AAA FREFRTIE R ZF~T 5121, show aaa authentication =~ > FAHEH L £,

show aaa authentication [login error-enable | login chap | login mschap | login mschapv2
| login ascii-authentication]

X DA login error-enable T8) B/ Ay 25— A vt VOREEETRLET.
login chap (fT:#%) CHAP BAEOBEEF R LET,

login mschap ({E#) MS-CHAP SBFEOBRELZ For LET,

login mschapv2 (f£7) MS-CHAP V2 #irma# % #7 LE T,

login ascii-authentication ({£%) %iZ. TACACS+ ¥ — T/ AT — K ASCI ZBIFDOHR T %

T BlER LET,
TIAIE avy—ntulA  RHEOIROBRELFRLET,
avY kR E—F fEpa~<v K E—FR
Hh—reNd1-F0—) network-admin
network-operator
vdc-admin
vdc-operator
avy FEE Jyy—=x EEEM
5.0(2) chap ¥—U— RS E L,
4.2(1) mschapv2 ¥—U— R BEMShE L,
4.1(2) ascii-authentication ¥— 7 — FNBMEN £ L7z,
4.0(1) Zoa<wry RRNBMEE L,

FERLEDHLARSAY oo~y Ridid, 948 AF0EH Y 84,

] W, RESNIRBIENT A—F 2 FRT D02 L ET,

switch# show aaa authentication
default: local
console: local
dotlx: not configured
eou: not configured

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

Bl show aaa authentication

WIZ, BiER /A 27— A X —TNREERFIT HHERLET,

switch# show aaa authentication login error-enable
disabled

WIT, FAEw 7 A > CHAP RE = F£rnT 502~ LET,

switch# show aaa authentication login chap
disabled

WIZ, WFER 7 A > MSCHAP R E & £~ ¥ 502~ LE T,

switch# show aaa authentication login mschap
disabled

Wi, #@Bitr 74 - MSCHAP V2 REZRT~T D01 % L ET,

switch# show aaa authentication login mschapv2
enabled

WIZ, NAT— NEEED ASCIL FRAED AT —Z A2 RR-T 502" LET,

switch (config)# show aaa authentication login ascii-authentication

disabled
EEavU R avyF A
aaa authentication login TACACS+ H—_TR2TU— D ASCII kx4 x—7 VI LFE
ascii-authentication T,
aaa authentication login chap CHAP #ifx 14 32— 7 M2 LET,
enable
aaa authentication login AAA FBRERIAA v —Vhkay ) —VIZRRTDHEIICHELE
error-enable 3,
aaa authentication login MSCHAP #iE%x A X —7 VI LET,
mschap enable
aaa authentication login MSCHAP V2 itz A X —7 M LET,

mschapv2 enable

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show aaa authorization W

show aaa authorization

AAA B[R EHMAZFTT DI121%. show aaa authorization =~ > RZfEH L £7,

show aaa authorization [all]

X DA all (EE) RESNTWDEET 74V FOEERRLET,

TI2HIE REENTVWAHIEREFRLET,

avykE—F AEpa<wy K E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= EEEMR
4.2(1) Zoawry RpBIMEnE L,

BEREDAARSAY oo~y Riaid, FA4B 0 2E0EH Y EHA,

1 WIZ, RESNTWDORA T E2ERT o0 2R L £T,

switch# show aaa authorization
pki-ssh-cert: local
pki-ssh-pubkey: local
AAA command authorization:
default authorization for config-commands: none
cts: group radius

RIZ, BESNTWDLRASFAET 74V FERRTHHEZRLET,

switch# show aaa authorization all
pki-ssh-cert: local
pki-ssh-pubkey: local
AAA command authorization:
default authorization for config-commands: none
default authorization for commands: local
cts: group radius

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

Il show aaa authorization

BEEav K avwyvk

SiBA

aaa authorization

TT7H/ MO AAA BRI HFREHRELET,

feature cts

Cisco TrustSec #fE% A F—7 I LET,

feature ldap

LDAP #re% A X —7 VI LET,

feature tacacs+

TACACS+ #RE% A X — T LI L E T,

Il Cisco Nexus 7000 'J—X NX-OS #¥a Y5« 3T FYI27LVR
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| showa<vF

show aaa groups W

show aaa groups

AAA =N TN —TRFEEFRTT DHITIL, show aaa groups =~ > FEZEHLET,

show aaa groups

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F fEZEpa~vy K E—FK

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

fl WIZ. AAA IV —FEREFT7T 0% 7 LET,

switch# show aaa groups
radius
TacServer
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show a2 F |

W show aaa user default-role

show aaa user default-role

AAA =2—Y T 7 30 b B —)LREEFE T HIZ1L. show aaa user default-role =~ R&ZHEH L £
ERS

show aaa user default-role

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F EEDa~<wy R E—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.03) Zoavy RRBIMEhELE,

BREDHMARIL4Y AAA 2—HF F 741 F m—LZ2FET HITIL. aaa user default-role =~ > F&f L%,
ZDavwy RZiE, 4B RAEIHEDHY THA,

{5l WIZ, AAA 22— T 74V b va— LR EER T HHERLET,
switch# show aaa user default-role
enabled
EEITUF avvk B
aaa user default-role AAA 2—HF FT7 4L N g—LEk A F—T VI LET,
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m‘ 0L-25805-01-J |



| showa<vF

show access-lists W

show access-lists

F_T D IPv4 Access Control List (ACL; 727 &®%x a2 br—/ J R k), IPv6 ACL, 8L MAC
ACL, F7I345ED ACL 2%/~ 7 5121, show access-lists =~ > REHEH L 7,

show access-lists [access-list-name] [expanded | summary]|

XD
TIAILE
avTY R E—F

Hh—rEhd1—% A-)

(fE&) ACL 04 Hl, 4HTTIEHRKRT 64 LXFOEBEFEMEHTE, RXFL/h
XFENRE S ET,

access-list-name

expanded (EE) AT V=27 b TNA—TDLHET TR, ATV b T A—TDONE
ERRATDHLIICHEELET,

summary ER) =2~ RPN ACL ICHTEHREETRTHLIICHELE T, FEMICo
WTiE, MEH LD A FT7A4 0] 2R LTLEE N,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

ERLEDAA FS54>

Jy—=R EEER

4.2(1) a<wy FEAE, ACLAICE>TT V77 Xy MEIZY —FShET,
fragments =~ > FOVPR— FB3BEIMISE LT,

4.1(2) IPv6 ACL O R— F N BMENE LT,

4.0(1) Zoa<wry RRNBMENRE L,

access-list-name 513 %A L T ACL 1 8ET 525G LRV T, T34 AT TXTDO ACL R <L E
R
ACL 4 Z4RE L22WEE, T/ ATIE, ACLAICE > TT7 7 7y MEIZ ACL @Y 2 FAFKR
INET,
expanded ¥ — UV — RZfHT DL, A7V b IA—TOLAHITTZT TR, ACL THEASRATW
HATV I b IN—TOFEMERTITEET, A7V b IA—TICET DI OV TEL,
object-group ip address =~ > | object-group ipv6 address =~ > ', I LT object-group ip
port A< REZHRL T EEW,
summary ¥—V— F&EHEHT25 &, ACL#ECid7e< ACLICET 22 RRTEET, BRdh
HIEMICIE. WONEBEENET,

o U MYUHEMOREERN ACLICx L TEREINTNAEMNE I M,

| oL-25805-01-J
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show a2 > F

Bl show access-lists

]

e fragments =~ > F3 [P ACL IZX L CREINLTNDEDE S D,

o ACL RERNDNL—NE, ZOIEX, TAAABA U Z—T = R S5 L &2 ACL NIZE

TN MU KAERMLETA, ACLINOIL—LNET P2 b ZL—F 5 dAT 284, i
HENHEXD ACLNOZ Y MU, V=B EVIZAENITKRELIRDZENHY 7,

o ACLABEHENTWAAL v H—T A A,
e ACLWBT 77 4 7REDA L H—T AR,

show access-lists =~ > Ni%, IROMFTORENEDLEIZ, ACL NOKE=> N OKGHEHRZ R T
LE9J,

o ACL JEIT statistics per-entry =~ > RREFEN TS,
o BWHET v TIREEDA L H—T 24 A ACL B STV,

IP ACL (T fragments =~ R EENL5E, W ARHRFFAI L — LB X CEGL—VORIZa~ o R

MEREINET, 7L, TAALARATIE, N7 T 7 22 b2 ACL OO TR TOBHR R L—)L
W= L7 WA, fragments =~ > RBIEFIHI 7 7 7 2 v M@ SR ET,

Zoavwy RZiE, 4B ARMES Y FH A,

wiZ, IP ACL BEOMAC ACL 3 1 DT OBREINTZT /A AT, ACL 4 ZEHETIT show
access-lists 2~ NEZEHAT 202" L E£7,

switch# show access-lists

IP access list ip-v4-filter
10 permit ip any any
MAC access list mac-filter
10 permit 00c0.4£00.0000 0000.00ff.ffff 0060.3e00.0000 0000.00ff.ffff ip

iz, show access-lists =<2 FZHEH LT, MainLab 4 7Y =27 b J L —F%B<< = MN)o=
kU EALOHFER A S T, ipv4-RandD-outbound-web &\ 5 481D IPv4 ACL % /RT3 6% 7R
LET,

switch# show access-lists ipv4-RandD-outbound-web

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup MainLab any eqg telnet
1010 permit tcp any any eq www [match=820421]

Iz, show access-lists =~ > F& i L C, ipv4-RandD-outbound-web & 9 £ IPv4 ACL %
KT 562~ LET, expanded ¥— T — FEHERTL L, = b BMOFGEFEHRZEZ DT, AiO
BIOATx s N TNA—TONENRFERINET,

switch# show access-lists ipv4-RandD-outbound-web expanded

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 10.52.34.4/32 any eq telnet [match=5032]
1005 permit tcp 10.52.34.27/32 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]

WIZ, summary ¥—VU— K & & $1Z show access-lists 2~ > FEZHEH LT, ACL2AHEHINTWD
AV H =T 2 A AR ACL T 77 4 TIRED A & —T7 = A ATz & D ipv4-RandD-outbound-web &
WO ZETO IPv4 ACL BT DI E RR T o612~ LET,

switch# show access-lists ipv4-RandD-outbound-web summary
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| showa<vF

show access-lists W

IPV4 ACL ipv4-RandD-outbound-web

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

BREOYV R avwyF SR
fragments IP ACL IR 7 T 7 A MBS 5 HikaRELET,
ip access-list [Pv4 ACL #RELE T,
mac access-list MAC ACL & E L £,
show ip access-lists FRTCD IPv4 ACL £ 721345E D IPv4d ACL # £ R LET,
show mac access-lists T _XTD MAC ACL £721358ED MAC ACL &R~ LET,
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show a2 F |

Bl show accounting log

show accounting log

TR T 4T On TNEERRT HIZIL, show accounting log =~ > REEH L ET,

show accounting log [size | last-index | start-seqnum number | start-time year month day

HH:MM:SS]|
BX DA size T8E) #rTb070HA X (A NHEAD, BE72EHIL0 ~ 250000
‘/G‘j‘o
last-index ULE) e VNOBBOA VT v 7 AFEE2F R LET,
start-seqnum number (L) £ROHONRBEEND, B FNOY—Fr AR BERELET,
#PHIZ 1 ~ 1000000 T,
start-time year month ~ ({L7) HWHOEFRNRBEND, 0 VT NORBEAZEE LT, year
day HH:MM:SS I yyyy IBATH . month 514, 3 XFDOHEFEDOMEEE T, day 5l
oML 1 ~ 31 T, HH:MM:SS 5%0%. #E=4E 24 ¢4,
T2FIE L
a2 kR E—F EEDa<wy R E—F

#H—rEhd1—4 n-)l

network-admin
network-operator
vdc-admin
vdc-operator

ATy FEE

EREDAA FS54>

Jyy—=x EEEMR

4.2(1) last-index ¥ —7U— K 47+ 3 8B LU start-seqnum ¥— 7 — N 47
TaryPBiEnE Lk,

4.0(1) Zoawy RREBMEhE L,

Zoavwy FZiE, 48 ABNEDH Y £H A,
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| showa<vF

]

WIZ, T T 407 a7 2faRKrd 562~ LET,

switch# show accounting log

Sat Feb 16 10:44:24 2008
Sat Feb 16 10:44:25 2008
Sat Feb 16 10:45:20 2008
file start-time 2008 Feb
Sat Feb 16 10:45:23 2008
log start-time 2008
Sat Feb 16 10:45:24
Sat Feb 16 10:45:25 2008
Sat Feb 16 10:46:20 2008
file start-time 2008 Feb
Sat Feb 16 10:46:22 2008

:rupdate
:update
:update

:update

2008 :update

:update
:update

:update

:/dev/pts/1 172
:/dev/pts/1_172
:/dev/pts/1_172

16 10:44:11

:/dev/pts/1_172

Feb 16 10:08:57

:/dev/pts/1 172
:/dev/pts/1_172

:/dev/pts/1 172.
16 10:45:11

:/dev/pts/1_172

.28
.28
.28

.28.

.28
.28

28

.28

.254
.254
.254

.254
.254
.254

.254

.254
.254
.254

.254
.254
.254

.254

.254

radmin:
radmin:
radmin:

radmin:
radmin:
radmin:

radmin:

radmin:

WIZ, TAV T 47 a7 D400 A FaRRTHHEZRLET,

switch# show accounting log 400

Sat Feb 16
start-time
Sat Feb 16
Sat Feb 16

21:15:24 2008:update
2008 Feb 16 18:31:21
21:15:25 2008:update
21:15:26 2008:update

:/dev/pts/1 172.28.254.254:admin:

:/dev/pts/1 _172.28.254.254:admin:
:/dev/pts/1 172.28.254.254:admin:

show
show
show
show
show
show

show

show

show

show
show

show accountinglog W

system uptime
clock

logging log
accounting
system uptime
clock

logging log

accounting

accounting log

system uptime
clock

WIZ, 2008 £ 2 A 16 HD 16:00:00 [ZBRET 2T W T 4 v 7 a laRpnd 262"~ LET,
2008 Feb 16 16:00:00

switch (config) # show accounting

Sat Feb 16
start-time
Sat Feb 16
start-time
Sat Feb 16
Sat Feb 16
Sat Feb 16
start-time
Sat Feb 16
start-time
Sat Feb 16
Sat Feb 16
Sat Feb 16
start-time
Sat Feb 16
start-time
Sat Feb 16

16:00:18
2008 Feb
16:00:26
2008 Feb
16:00:27
16:00:28
16:01:18
2008 Feb
16:01:26
2008 Feb
16:01:27
16:01:29
16:02:18
2008 Feb
16:02:26
2008 Feb
16:02:28

2008 :update
16 15:59:16

16 12:05:16

16 16:00:16

16 12:05:16

16 16:01:16

16 12:05:16
2008 :update

WIZ, EDA T v 7 ARG RRT OB LET,

switch# show accounting log las
accounting-log last-index

2008:update:
2008 :update:
2008:update:
2008 :update:
2008:update:
2008 :update:
2008:update:
2008 :update:

2008:update:

log start-time
:/dev/pts/1_172
/dev/pts/1 172
/dev/pts/1 172
/dev/pts/1 172
/dev/pts/1 172
/dev/pts/1 172
/dev/pts/1 172
/dev/pts/1 172
/dev/pts/1 172

/dev/pts/1 172

:/dev/pts/1_172

t-index

1814

.28
.28
.28
.28
.28
.28
.28
.28
.28.

.28

.254
.254
.254
.254
.254
.254

.254
.254

.254

.254
.254
.254
.254
.254
.254
.254
.254

.254

.254

radmin:
radmin:
radmin:
radmin:
radmin:
radmin:
radmin:
radmin:

radmin:

radmin:

.28.254.254:admin:show

show
show
show
show
show
show
show
show

show

show

logging log file
accounting log
system uptime
clock

logging log file
accounting log
system uptime
clock

logging log file

accounting log

system uptime

BBEa<v R

avy kR

B

clear accounting log

ThHTTF T a B HELET,

| oL-25805-01-J
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show a2 F |

Bl show arp access-lists

show arp access-lists

J TP ARP Access Control List (ACL) F72I35FED ARP ACL # &7 121X, show arp
access-lists =~ > REMFEH L E 7,

show arp access-lists [access-list-name]

BT D e
TI2HIE
avY kK E—F

#ik—bShda1—% 0-)l

access-list-name (f£E) ARP ACL 41, 4RI TIEERKT 64 XFORETFEHEH T, KT
EINFENRER S ET,

Bl

EEDavy K E—NR

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

i

Jy—=x EEER
4.0(1) Zoawry RpBIMEnE L,

access-list-name 515 % H LT ACL 248ET 2% 5 2R\ T, T3 A2 X9 XTD ARP ACL %%
~LET,

Zoavwy RZiE, 4B ARMES Y FH A,

KIZ. show arp access-lists =~ > NZff LT, 2 20 ARP ACL Z 27 /XA A THXTD ARP
ACL 2R ¥ 56lz R LET,

switch# show arp access-lists

ARP access list arp-permit-all

10 permit ip any mac any

ARP access list arp-lab-subnet
10 permit request ip 10.32.143.0 255.255.255.0 mac any

WIZ, show arp access-lists =~ K& L, arp-permit-all &9 4 fi® ARP ACL %%/ 7 5
Bz R LET,

switch# show arp access-lists arp-permit-all

ARP access list arp-permit-all
10 permit ip any mac any
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| showa<vF
show arp access-lists W

BEav VR avwy kR HL)
arp access-list ARP ACL #EL £,
ip arp inspection filter VLAN {2 ARP ACL %/ LE7,

Cisco Nexus 7000 ¥ J—X NX-OS #¥a2 )T a7V F Y7L VR i

| oL-25805-01-J



show a2 F |

W show class-map type control-plane

show class-map type control-plane

arhe—) Fr—r 7 I vy IMEREZFRTT DITIL, show class-map type control-plane =~ >/
RE[EHLET,

show class-map type control-plane [c/ass-map-name]

- 3 dDE 1] class-map-name EE) v ra—n FL—r 75 R vy 7FOLHEI

TI2HIE 2L

avy kE—F AEpa<wy K E—F

#ik—bEhd1—F 0-)  network-admin
network-operator

vdc-admin
vdc-operator

avr FEE Jy—=

EEEMR

4.0(1)

Zoawry RpBIMEnE L,

BEREDALARSAY Zoa~r REF 740 FOFEBETF AL 2 arFx% 2 (VDC) NTORBHTE £,
Zoavwy RICE, FA BV RFNEDH D A,

i Wic, arvie—nL FL—r 752 vy PIEREPFRTHHEZRLET,

switch# show class-map type control-plane

class-map type control-plane match-any copp-system-class-critical

match
match

access-grp name copp-system-acl-arp
access-grp name copp-system-acl-msdp

class-map type control-plane match-any copp-system-class-important

match
match

access-grp name copp-system-acl-gre
access-grp name copp-system-acl-tacas

class-map type control-plane match-any copp-system-class-normal

match
match
match
match
match
match

access-grp name copp-system-acl-icmp
redirect dhcp-snoop

redirect arp-inspect

exception ip option

exception ip icmp redirect

exception ip icmp unreachable
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| showa<vF

show cli syntax roles network-admin

show cli syntax roles network-admin

network-admin 7 —/L23MEH T& T vdc-admin 2 — /L 3MERTE R a~ 2 RO ERRT 5121,
show cli syntax roles network-admin =~ > FZfH L 7,

show cli syntax roles network-admin

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
T24+ILEK 2L
avTY R E—F fTEDa<wy K E—FK

#h—b&hd1—F0—)  network-admin
network-operator

av Y FERE yy—2 EEERT
5.1(1) Zoavy RRBIMEShELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y FH A,

#1 Iz, network-admin = — /LM T& C vdc-admin 2 — /L MEH TE p\Vva~ o RO LA FERT
DB R LET,

switch# show cli syntax roles network-admin
MODE exec

show debug license

show debug bootvar

show debug cmpproxy

show debug exceptionlog

show debug device test

show debug diagmgr

show debug diagclient

show debug ntp

show debug port 1b

show debug copp

show debug copp bypass

show license usage vdc-all [ { detail | <license-feature> } ]
show system internal license event-history

o

show system internal license mem-stats [ detail ]

show system internal loader configuration

show system internal bootvar log

show system internal cmpproxy install-logs

show system internal cmpproxy [ event-history ] errors
show system internal cmpproxy [ event-history ] msgs

PR R RPRRPR R PR RRPRO®Od0 0 WwN e
O W U WN R O— — — — — — — — — —

show system internal cmpproxy mem-stats [ detail ]
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show a2 F |

W show cli syntax roles network-admin

show
show
show
show

show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
8) show
—--More--

UL 010101 OO OO R DD D DWW WWWWWWW W NDNNDNDDNDDNDN
~N o b WNEFEF O WOW-To U b WNE O WOW-Jo U b wWwNhhEFE O WwOow-Joy U b Ww

20) show system internal
21) show system internal
22) show system internal
instances | all } }

system interna
system interna
system interna
system interna

system reset-r

system reset-reason module <module>
system reset-reason <s0> <santa-cruz-range>

1 copp
1 copp
1 copp
1 copp
show system internal copp info

eason

[ event-history ]
[ event-history ]
[ event-history ]

epld logging
access-list status
copp ppf-database { policy { subscriptions

mem-stats

system redundancy status

system redundancy ha status
licmgr }

logging level
logging level
logging level
logging level
logging level
logging level
logging level
logging level
running-config
running-config
running-config
running-config
running-config
running-config
running-config
startup-config
startup-config
startup-config
startup-config
startup-config
tech-support g
tech-support ¢
tech-support d
tech-support n

tech-support forwarding 12 multicast vdc-all
tech-support forwarding 13 unicast vdc-all

{ license |

bootvar

cmpproxy

diagnostic device test

[

diagnostic diagmgr

diagnostic diagclient

ntp

copp
res mgr
vde [ all
diagnostic
cmp

ntp [ all
vdc-all [
copp [ all
vde [ all
diagnostic
ntp [ all
vdc-all
copp [ all
old

mp

cbx

tp

]

]

all

]

[

]
]
[

]

all

]

all

]

]

module <module>

sessions

BEa<T2FR avwvk

SieA

show cli syntax roles
network-operator

network-operator 7 —/ L3 fl & T vdc-operator @ —/L3MEH TE 22
avw s PO EFRRLET,

Il Cisco Nexus 7000 'J—X NX-OS #¥a Y5« 3T FYI27LVR
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| showa<vF

show copp diff profile W

show copp diff profile

DRiBLOEFOa he—L FL—r RYU 2 (CoPP) ORA K 575 4 2 RY—f, F
FIBREHEA SN TWAET 7 4L D CoPP DRA N 75275 4 2 KU — L FHD CoPP DR K
T30 T4 AR —OMOERERRFT HIZIL, show copp diff profile =~ > F&FHH L £7,

show copp diff profile {lenient | moderate | strict} [prior-ver] profile {lenient | moderate

| strict}
¥ESTEHEA lenient BTy A EFERLET,
moderate MREOCTa 77 A NLERRLET,
strict BT 7 AN ERRLET,
profile Tz A NVEEELET,
prior-ver Ugio7a 7y A VEEELET,
TI4ILE 7L

avYkE—F

- shda1—4 n-)l

TEEDavy K E—NR

network-admin
network-operator
vdc-admin
vdc-operator

avy FEE

BEREDAA FS54>

]

EEEM
Zoavwry RRBMESRELE,

yy—=x
5.2(1)

prior-ver =7 a VERELRWES, Z0a~vy ML, BEEH SN TND 2 2DFT 7 4V FD
CoPP DA~ 7577 4 ARV v— FEEH SN TODIHMERRY > —BEEH ST
BEOKRY) v —71E) OERZFRLET,

prior-ver =7 a3 VEARE LSS, Zoavy NiE, BUEEH SN TWDST 7 41 kD CoPP <&
NTFI T4 AR = EURNCHEA L7277 40 b D CoPP RA b 7T 77 4 AR —DENE
FRLET BUEHEA SN TV DEERARY — L LIAEH L7V AR Y v—7e &),

Zoawy R, 4B R RBSLEHY FHA,

WiC, BIEEASNTNST 74/ hd CoPP R N 7575 4 A KU v— & [L#HD CoPP <A k7
FUF4ARY V—OHERERFTHHEFLET,

switch# show copp diff profile moderate applied latest

| oL-25805-01-J

Cisco Nexus 7000 ¥ J—X NX-OS #¥a2 )T a7V F Y7L VR i



show a2 F |

W show copp diff profile

BEav VR avwy kR HL)
show copp profile IIGABIORYP—flL L bliZ, COPPRA L F57F 4 2 R —D
M AERRLET,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show copp profile W

show copp profile

arvha—n FL—r RYrZ (CoPP) XA TT707 4 AR) =0z, 77 ABLIOR
VY —EE & HIERT HITiE, show copp profile =~ > FEEHA L E T,

show copp profile {lenient | moderate | strict}

X DEREA

TIAILE

#H—rEhd1—4 n-)l

lenient BN a 7 A NVEERLET,
moderate MREOCTa 77 A NLERERLET,
strict WER TR 7 s AN ERRLET,
L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

I

y1yy—=x EHEEH
5.2(1) Zoa<wry RRNBMEE L,

Zoawy R, 4BV R BFSLEDHY FHA,

Wiz, 77 ABLXORII Y —EL L BT, CoOPP XA 7T 757 4 AR —DFEMERTT L6 %
A~LET,

switch# show copp profile moderate

ip access-list copp-system-p-acl-bgp
permit tcp any gt 1024 any eq bgp
permit tcp any eq bgp any gt 1024

ipv6 access-list copp-system-p-acl-bgpb
permit tcp any gt 1024 any eq bgp
permit tcp any eq bgp any gt 1024

ip access-list copp-system-p-acl-cts
permit tcp any any eqg 64999
permit tcp any eq 64999 any

ip access-list copp-system-p-acl-dhcp
permit udp any eq bootpc any
permit udp any neqg bootps any eq bootps

ip access-list copp-system-p-acl-dhcp-relay-response
permit udp any eq bootps any

OL-25805-01-J
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show a2 F |

W show copp profile

permit udp any any eqg bootpc

ip access-list copp-system-p-acl-eigrp
permit eigrp any any

ip access-list copp-system-p-acl-ftp
permit tcp any any eq ftp-data
permit tcp any any eqg ftp
permit tcp any eq ftp-data any
permit tcp any eq ftp any

ip access-list copp-system-p-acl-glbp
permit udp any eq 3222 224.0.0.0/24 eq 3222

--More--

BEa< K avwok SiEA
copp profile

copp clone profile

show copp diff profile H7EHET SN TVWEFT 744 FD CoPPRA N 7T 75 4 ZRY v— Lk
FELIILETO CoPP XA N 7T 0T 4 AR —DERERRLET,

show copp status KEDHTEHIERB L OZFDAT —H X7, CoPP DAT —H A%&EF/R L
i‘j_o

show running-config FEiITar 7 4 X2l —2 a3 HNDO CoPPHEXFRRLFET,

copp

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show cli syntax roles network-operator

show cli syntax roles network-operator

X DEREA

T24+ILEK

avy

T.
i

T.

Hh—rEhd1—% A-)

network-operator 2 — /L3 il C & T vdc-operator R — L EA TE& R a~ 2y ROBLEERRT HIC
i%. show cli syntax roles network-operator =~ > K& L £,

show cli syntax roles network-operator

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fFEDa~ K E—FK

network-admin
network-operator

EREDAHA R34y

I

yy—2 EEERT
5.1(1) Zoavy RRBIMEShELE,

Zoawy R, 4BV RS ESHY FHA,

KIZ ., network-operator 7 —/L23ii 1 & T vdc-operator = —/L3MEA TE 2\ a~ 2 RO EFRR
ToHEERLUET,

switch# show cli syntax roles network-operator
MODE exec

(0) show debug license

(1) show debug cmpproxy

(2) show debug exceptionlog

(3) show debug device test

(4) show debug diagmgr

(5) show debug diagclient

(6) show debug ntp

(7) show debug port 1b

(8) show debug copp

(9) show license usage vdc-all [ { detail | <license-feature> } ]
(10) show system internal license event-history

(11) show system internal license mem-stats [ detail ]

(12) show system internal loader configuration

(13) show system internal bootvar log

(14) show system internal cmpproxy install-logs

(15) show system internal cmpproxy [ event-history ] errors
(16) show system internal cmpproxy [ event-history ] msgs
(17) show system internal cmpproxy mem-stats [ detail ]

(18) show system internal epld logging

(19) show system internal access-list status [ ]

OL-25805-01-J
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show a2 F |

Bl show cli syntax roles network-operator

(20) show system internal copp ppf-database { policy { subscriptions | sessions
| instances all } }
(21) show system internal copp [ event-history ] errors
—--More--—
BEaTUF avwyk 8489
show cli syntax roles  network-admin 7 —/L23M#i F§ C % T vdc-admin 2 — /L MEH CE 2o~
network-admin VRO AEFRRLET,

0L-25805-01-J |
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| showa<vF

show copp status W

show copp status

X DEREA

T24+ILEK

Hh—rEhd1—% A-)

Control Plane Policing (CoPP) FREAT —# A& KT HIZIL. show copp status =~ > REZfEH L
7.

show copp status

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

MEENAL T 4 Fal— gy T—F

network-admin
vdc-admin
network-operator
vdc-operator

EREDAHA R34y

Bl

yy—2 EEERT
4.0(2) Zoavy RRBIMEShELE,

ZOavwy RRFTF 740 FOEBET AL R arTF3 2 b (VDC) WCTOLEHATxET,
ZOavwy RNZX, 4B AE0NEHY FH A,

KIZ, CoPP RIEAT —F AfFMARTT DB 2R LET,

switch# show copp status

Last Config Operation: service-policy input copp-system-policy
Last Config Operation Timestamp: 21:57:58 UTC Jun 4 2008

Last Config Operation Status: Success

Policy-map attached to the control-plane: new-copp-policy

| oL-25805-01-J
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show a2 F |

Il show crypto ca certificates

show crypto ca certificates

BREINTWD T A RRA » FEAFEEZ R T 5121, show crypto ca certificates =~ > N & ffi ]
LET,

show crypto ca certificates trustpoint-label

BT D e
TI2HIE
avY kK E—F

#ik—bShda1—% 0-)l

trustpoint-label N7 A NRA U FOLAHT, 4RITHE, KRFEDCFEDEBSNET,

Bl

FEEDaL T 4 Fal—ay R

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

]

Jy—=x ETEEM
4.1(2) Zoawry RpBIMEnE L,

Zoa<w Y REMEHATDLE, TAT VT AT AGEHABL 7 =V RRBHDEHEEIT, TNEFRRLET,
BT, CAIFRAEICHDE 7 41— F (Fik, Fz—r 084513, BEHEVLONS, ACE4 L —
MAERAEE T, & CAFEAE) 2R R LET, FTAMKRA UV MABBEEIN T RWEA, §XTO
N7 A MRA > MEAEOFMAE RINET,

Zoavwy RiZiE, 4B ARMES Y FH A,

WIZ, BRESNTNWD FTRARRA v MEAEEZRRZT 62 R LET,

switch# show crypto ca certificates

Trustpoint: admin-ca

certificate:

subject= /CN=switchl60

issuer= /C=US/O=cisco/CN=Aparna CA2

serial=6CDB2D9E000100000006

notBefore=Jun 9 10:51:45 2005 GMT

notAfter=May 3 23:10:36 2006 GMT

MD5 Fingerprint=0A:22:DC:A3:07:2A:9F:9A:C2:2C:BA:96:EC:D8:0A:95
purposes: sslserver sslclient ike

CA certificate O:

subject= /C=US/O=cisco/CN=Aparna CA2

issuer= /emailAddress=amandke@Qcisco.com/C=IN/ST=Maharashtra/L=Pune/O=cisco/0OU=ne
tstorage/CN=Aparna CAl

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show crypto ca certificates W

serial=14A3A877000000000005

notBefore=May 5 18:43:36 2005 GMT

notAfter=May 3 23:10:36 2006 GMT

MD5 Fingerprint=32:50:26:9B:16:B1:40:A5:D0:09:53:0A:98:6C:14:CC
purposes: sslserver sslclient ike

CA certificate 1:

subject= /emailAddress=amandke@cisco.com/C=IN/ST=Maharashtra/L=Pune/O=cisco/0OU=n
etstorage/CN=Aparna CAl

issuer= /emailAddress=amandke@cisco.com/C=IN/ST=Karnataka/L=Bangalore/0O=Cisco/0U
=netstorage/CN=Aparna CA

serial=611B09A1000000000002

notBefore=May 3 23:00:36 2005 GMT

notAfter=May 3 23:10:36 2006 GMT

MD5 Fingerprint=65:CE:DA:75:0A:AD:B2:ED:69:93:EF:5B:58:D4:E7:AD

purposes: sslserver sslclient ike

CA certificate 2:

subject= /emailAddress=amandke@cisco.com/C=IN/ST=Karnataka/L=Bangalore/0O=Cisco/O
U=netstorage/CN=Aparna CA

issuer= /emailAddress=amandke@cisco.com/C=IN/ST=Karnataka/L=Bangalore/0O=Cisco/0U
=netstorage/CN=Aparna CA

serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

purposes: sslserver sslclient ike

BEavYUF avwyk B
crypto ca authenticate CA OIFHEZZRIE L 7,
show ca trustpoints FTIANRA LV RREZHR R LET,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

M show crypto ca certstore

show crypto ca certstore

AFAER R T ERE & KT HITIL. show crypto ca certstore =~ > FEEH L £,

show crypto ca certstore

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK 7L

avY kR E—F AEDary 74 F¥al—vary T—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
5.0(2) Zoavy RRBIMEhELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#i WIT, FEAER N TREEFRT L0 EZRLET,

switch# show crypto ca certstore
Certstore lookup: REMOTE

BEaTUF avwyk EL
crypto ca lookup FERERRREICHE T AREHER R T ERELE T,
show crypto ca Y E— kO cert-store DX EE X R LET,

remote-certstore

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show cryptocacrl W

show crypto ca crl

REINTWDFERAELRZY X b (CRL) 2= T 510X, showeryptocacrl =~ REEHLE
T

show crypto ca crl trustpoint-label

X DA trustpoint-label NS 2 NRA L DL, TNLTIH, KXFENLFRRBSNET,

TI2HIE 2L

avykE—F AZEDary 74 ¥al—vay T—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

avy FERE yy—x EEEMR
4.1(2) Zoawry RpBIMEnE L,

FREDALIRSAY —oa~vr o FEEATHIE. HESNEFTARNEAL L MO CRL TR LEEHED Y T LERED
VA NERRLET,

Zoavwy RZiE, 4B AN ESY FH A,

i WIZ, BESIN TS CRL 2FRT 50 &R LET,

switch# show crypto ca crl admin-ca
Trustpoint: admin-ca
CRL:
Certificate Revocation List (CRL) :
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=rviyyoka@cisco.com/C=IN/ST=Kar/L=Bangalore/O=Cisco
Systems/0OU=1/CN=cisco-blr
Last Update: Sep 22 07:05:23 2005 GMT
Next Update: Sep 29 19:25:23 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:CF:72:E1:FE:14:60:14:6E:B0:FA:8D:87:18:6B:E8:5F:70:69:05:3F

1.3.6.1.4.1.311.21.1:

Revoked Certificates:
Serial Number: 1EOAE838000000000002

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

W show crypto cacrl

Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation

Date: Mar 15 09:12:36
1EOAESAB000000000003
Date: Mar 15 09:12:45
1E721E50000000000004
Date: Apr 5 11:04:20
3D26E445000000000005
Date: Apr 5 11:04:16
3D28F8DF000000000006
Date: Apr 5 11:04:12
3D2C6EF3000000000007
Date: Apr 5 11:04:09
3D4D7DDC000000000008
Date: Apr 5 11:04:05
5BF1FE87000000000009
Date: Apr 5 11:04:01
5BF22FB300000000000A
Date: Apr 5 11:03:45
5BFA4A4900000000000B
Date: Apr 5 11:03:42
5C0BC22500000000000C
Date: Apr 5 11:03:39
5CODA95E00000000000D
Date: Apr 5 11:03:35
5C13776900000000000E
Date: Apr 5 11:03:31
4864FD5A00000000000F
Date: Apr 5 11:03:28
48642E2E000000000010
Date: Apr 5 11:03:24
486D4230000000000011
Date: Apr 5 11:03:20
7FCB75B9000000000012
Date: Apr 5 10:39:12
1A7519000000000013
Date: Apr 5 10:38:52
20F1B0000000000014
Date: Apr 5 10:38:38
436E43A9000000000023
Date: Sep 9 09:01:23

CRL entry extensions:

X509v3

CRL Reason Code:

Cessation Of Operation

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation

152D3C5E000000000047
Date: Sep 22 07:12:41
1533AD7F000000000048
Date: Sep 22 07:13:11
1F9EBSEA00000000006D
Date: Jul 19 09:58:45

CRL entry extensions:

X509v3

CRL Reason Code:

Cessation Of Operation

Serial Number:
Revocation

1FCA9DC600000000006E
Date: Jul 19 10:17:34

CRL entry extensions:

X509v3

CRL Reason Code:

Cessation Of Operation

Serial Number:
Revocation

2F1B5E2E000000000072
Date: Jul 22 09:41:21

CRL entry extensions:

X509v3

CRL Reason Code:

Cessation Of Operation

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT
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| showa<vF

show cryptocacrl W

Signature Algorithm: shalWithRSAEncryption

4e:3b:de:Ta:
£f9:cd:dd:20:
9f:46:a5:41:
30:37:cf:74:

55:6b:f2:ec:72:29:70:16:2a:£fd:d9%9:9a:9b:12:
cc:e0:89:30:3b:4£:00:4b:88:03:2d:80:4e:22:
25:f4:a5:26:b7:06:db:27:29:64:67:09:c0:88:
57:7a:45:5f:5e:d0

BBEav R

avwro kR

SieA

crypto ca crl request

FIARKAL R CAICKLT, CRLEZRET HH, FLEMFOLO%E
EEZLET,

OL-25805-01-J
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show a2 F |

M show crypto ca remote-certstore

show crypto ca remote-certstore

UE— MEHER N TREE KR T DI, show crypto ca remote-certstore =~ > F&fiH L 9,

show crypto ca remote-certstore

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK 7L
avY kR E—F EEDary 74 X2l —v 3y B—K

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
5.0(2) Zoavy RRBIMEhELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#i WIZ, VE— FEAER NTREEZERTHHEZRLET,

switch# show crypto ca remote-certstore
Remote Certstore: NONE

BEEav> R avwyk EL
crypto ca lookup FEMERRREICHE AT BREHEA T 2B E L ET,
show crypto ca REFEHFDOIMFEHAEA N TERRLET,
certstore

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show crypto ca trustpoints W

show crypto ca trustpoints

hZANKRA  FOBREEFRRT HIZIEL, show crypto ca trustpoints =~ > RZEHA L 7,

show crypto ca trustpoints

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F AEDary 74 F¥al—vary T—F

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.1(2) Zoa<wy RRNBMEE LT,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#1 WIT, BEINTVWD NTAMRA v MEEFRTLHHERLET,

switch# show crypto ca trustpoints
trustpoint: CAname; key:
revokation methods: crl

BEavUF avwvk BiEA
crypto ca authenticate CA OZFBHEZRIEL £,
crypto ca trustpoint THNAZAPEHETDUENRSD T A MRA Y MRIEREZES LET,

show crypto ca BRESNTWVWD FT A NRA» MEHEEZERLET,
certificates

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

Bl show crypto certificatemap

show crypto certificatemap

FEAE Y v BT T 4 LV E B RART HIZIEL. show crypto certificatemap =~ FZEH L 7,

show crypto certificatemap

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F AEDary 74 F¥al—vary T—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
5.0(2) Zoavy RRBIMEhELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#1 Wiz, fEAE~ B Y T4 N B 2R TH0E R LET,

switch# show crypto certificatemap

BEa<v R avwyv Rk By
crypto certificatemap 7 ;1% <o 7E2{ERLET,
mapname
filter TUNE 2wy TN TIHHEY Y B IO T 4V E % | DEZITERREL
£7,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show crypto key mypubkey rsa W

show crypto key mypubkey rsa

BT D e
T24+ILEK
Ok E—F

Hh—rEhd1—% A-)

RSA AF—gEZ KT HI2I%. show crypto key mypubkey rsa =~ RaffiH L £,

show crypto key mypubkey rsa

ZDawy FiZi, 5I8EREF—TU—REH Y A,

L

FEENAL T 4 Fal— gy T—F

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

EEE
Zoavry RRBMEnE LR,

Jyy—=x
4.1(2)

Zoawy R, A4 BV RS EDHY FHA,

] WIZ, RSA AF—RELETT 5B 2T LET,
switch# show crypto key mypubkey rsa
key label: myrsa
key size: 512
exportable: yes
BEaTUF avwyk B

crypto ca enroll AA v F D RSA F— X7 O ELZHER L ET,

crypto key generatersa  RSA ¥— <7 &4 LET,

rsakeypair R ARNKRA L hD RSA ¥— X7 OFEMERE LTI,

| oL-25805-01-J
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show a2 F |

Bl show crypto ssh-auth-map

show crypto ssh-auth-map

SSH FBEEHICHRE SN~ vy B T 7 4 V¥ 2R T L12I1E, show erypto ssh-auth-map =~ > N %
BEHLET,

show crypto ssh-auth-map

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK 7L
ATV R E—F EEDary 74 X2l —v 3y T—K

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
5.0(2) Zoavy RRBIMEhELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

] KiZ, SSHRBFEAICRE SNz~ v BT T4 NG ERFTHHETRLET,
switch# show crypto ssh-auth-map
Default Map : filtermapl
BREaTV R avwyk B
crypto certificatemap 7 (/1% <~ v 7 E2{ERKLET,
mapname
crypto cert SSH & ha v difE~ vy BV 74 VB E2BRELET,
ssh-authorize
filter TUANE =y THNTIHRAE L T DT 4NV E %R | DETRITERREL
ESSaR

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
SEC-588 0L-25805-01-J |



| showa<vF

showcts W

show cts

BT D e
T24+ILEK
Ok E—F

Hh—rEhd1—% A-)

Z'v—3)L Cisco TrustSec €% KT 5121, showets 2~ REFEHLET,

show cts

Zoavy Rk, IEELEIF Y —FEdH 0 £EA,

L

FEENAL T 4 Fal— gy T—F

network-admin
vdc-admin
network-operator
vdc-operator

EREDAHA R34y

yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

Zoawy REHERT5I121%, feature cts =~ FZ&fEH L T Cisco TrustSec f48E % A R — 7 /L1279
HUMENRH Y F1,

Z M av . RiZiE, Advanced Services 7 A & ANMLIE T,

{5l Iz, Cisco TrustSec 7' v — NV EZ R T HH 2~ LET,
switch# show cts
CTS Global Configuration
CTS support : enabled
CTS device identity : Devicel
CTS caching support : disabled
Number of CTS interfaces in
DOT1X mode : 0
Manual mode : O
BAEaOTY R avwy kR BL
feature cts Cisco TrustSec #§REZ A *—7 /LT L £7,

| oL-25805-01-J
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show a2 F |

Bl show cts credentials

show cts credentials

Cisco TrustSec 7 /34 ADJ LTV U ¥ VORE R R RT HITIL, show cts credentials =~ > R &

MLET,

show cts credentials

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK 2L
ATV R E—F EEDary 74 X2l —v 3y T—K

Hh—rEhd1—% A-)

network-admin

vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEhELE,

FEREOHLARSAY o<y FEFERTAICIE. feature cts =~ > R&f# i LT Cisco TrustSec ¥ERE % A — 7 /L2
AUBENRDHY F9,

Z D a< . RiZiE, Advanced Services 7 A & ANMLIE T,

1 Iz, Cisco TrustSec D7 LF v U ¥ VOREEFRT HH 2R LET,

switch# show cts credentials
CTS password is defined in keystore, device-id = Devicel

BEa<TFR avw vk E ]

feature cts Cisco TrustSec #fE% A F—7 M LE T,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
m‘ 0L-25805-01-J |



| showa<vF

show cts environment-data W

show cts environment-data

Z'vt—3)L Cisco TrustSec BjBx 7 — # % &/~ 9 5 1Z1L. show cts environment-data =~ > FZ&{#HH L
ESC

show cts environment-data

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F AEDary 74 F¥al—vary T—F

#h—b&hd1—F0—)  network-admin
vdc-admin
network-operator
vdc-operator

vy FERE Jyy—= EEHEM
4.0(1) Coa~y RAENSNE LT,

FEREOHLARSAY o<y FEFERTAICIL. feature cts =~ R&f# i LT Cisco TrustSec ¥éRE % 1 — 7 /L2
AUBENRDHY F9,

Cisco NX-OS /34 R%, T34 AT Cisco TrustSec DY LTy )V ERE L. Authentication,
Authorization, and Accounting (AAA; FBFE, Br, TAHV LT 4 0) ZRELIZHE, ACS 22D
Cisco TrustSec Bii 7 —# % ¥ v m— K Liﬁ‘o

Z O a~< RNiZiL, Advanced Services 7 A & ANRMIETT,

i &Iz, Cisco TrustSec Bl T — ¥ # £ T 502~ LET,

switch# show cts environment-data
CTS Environment Data

Current State : CTS_ENV_DNLD ST ENV_DOWNLOAD DONE
Last Status : CTS_ENV_SUCCESS

Local Device SGT : 0x0002

Transport Type : CTS_ENV_TRANSPORT DIRECT

Data loaded from cache : FALSE

Env Data Lifetime : 300 seconds after last update
Last Update Time : Sat Jan 5 16:29:52 2008

Server List : ACSServerListl

AID: 74656d706f726l7279 IP:10.64.65.95 Port:1812

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
| oL-25805-01-J .Em.



show a2 F |

Bl show cts environment-data

BEEav K avw vk B
feature cts Cisco TrustSec #§8E% A X —7 iz LET,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show cts interface Wl

show cts interface

A % —7 x4 AD Cisco TrustSec [Fi# & F£/~3 5(Z1L. show cts interface =~ > R&ZEH L £7,

show cts interface {all | ethernet slot/port}

BX DA all TRCDA »H—7 = A AD Cisco TrustSec FEH % TR L E7,
interface slot/port BEDA v H—7 = A AD Cisco TrustSec 1A FE L ET,
TI4IE L

avy kE—F AEZDary 74 ¥al—vay T—F

#h—b&hd1—F0—)  network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBMMEShELE,

FEREOFLARSAY o<y FEFERTAICIE. feature cts =~ > R&f# i LT Cisco TrustSec FéRE% A — 7 /L2
AUBENRDHY F9,

Z D a< . RiZiE, Advanced Services 7 A & ANMLIE T,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
| oL-25805-01-J .m



show a2 F |

W show cts interface

1 wIZ, T _XCDOA 2 H—7 A AD Cisco TrustSec X ExF/RT BB ZRLET,

switch# show cts interface all
CTS Information for Interface Ethernet2/24:

CTS is enabled, mode: CTS_MODE_DOT1X
IFC state: CTS IFC ST CTS OPEN STATE
Authentication Status: CTS_AUTHC SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_AUTH
Last Re-Authentication:
Authorization Status: CTS_AUTHZ SUCCESS
PEER SGT: 2
Peer SGT assignment: Trusted
Global policy fallback access list:
SAP Status: CTS_SAP_SUCCESS

Configured pairwise ciphers: GCM _ENCRYPT
Replay protection: Enabled

Replay protection mode: Strict

Selected cipher: GCM ENCRYPT

Current receive SPI: sci:1b54clfbff0000 an:0
Current transmit SPI: sci:1b54clfc000000 an:0

CTS Information for Interface Ethernet2/25:

CTS is enabled, mode: CTS_MODE_DOT1X
IFC state: CTS_IFC ST CTS OPEN STATE
Authentication Status: CTS AUTHC SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_SUP
Last Re-Authentication:
Authorization Status: CTS_AUTHZ_ SUCCESS
PEER SGT: 2
Peer SGT assignment: Trusted
Global policy fallback access list:
SAP Status: CTS_SAP SUCCESS

Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled

Replay protection mode: Strict

Selected cipher: GCM_ENCRYPT

Current receive SPI: sci:1b54clfc000000 an:0
Current transmit SPI: sci:1b54clfbff0000 an:0

Il Cisco Nexus 7000 'J—X NX-OS #¥a Y5« 3T FYI27LVR
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| showa<vF

show cts interface Wl

Wiz, BrEDA % —7 A AP Cisco TrustSec iR & F -+ 0% R LET,

switch# show cts interface ethernet 2/24
CTS Information for Interface Ethernet2/24:

CTS is enabled, mode:
IFC state:
Authentication Status:
Peer Identity:
Peer is:
802.1X role:
Last Re-Authentication:
Authorization Status:
PEER SGT: 2
Peer SGT assignment:

Trusted

CTS_MODE_DOT1X
CTS_IFC_ ST CTS_OPEN_STATE
CTS_AUTHC_ SUCCESS

indial

CTS Capable

CTS ROLE AUTH

CTS_AUTHZ_SUCCESS

Global policy fallback access list:

SAP Status:

CTS SAP SUCCESS

Configured pairwise ciphers: GCM_ENCRYPT

Replay protection: Enabled

Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT

Current receive SPI: sci:1b54clfbff0000 an:0
Current transmit SPI: sci:1b54cl1fc000000 an:0

# 2-11%. show cts interface =~ > FH I TE RSN DMEICHT L EREZTHA L THET,

% 241

show cts interface a7 > FHADED A

iE

|

%“:

A

BERT—FR T4—ILF

CTS_AUTHC INIT

FRRE= 2 U R, FIEREE T,

CTS_AUTHC_SUCCESS

FAREDNIEF ATV E Lz,

CTS_AUTHC_NO RESPONSE

Cisco Access Control Server (ACS) IZEZETX £/ A,
Cisco ACS M DILERH Y FH A,

CTS_AUTHC_UNAUTHORIZED

FARE DAL T,

CTS_AUTHC_SKIPPED CONFIG

Cisco TrustSec % ElL. T3 ANEIET v A2 EKET
DRENHDLZ EERLTWVET,

CTS_AUTHC _REJECT

Cisco ACS (T, BREERZIEG L E L7,

BART—HR T4—ILF

CTS_AUTHZ INIT

AT VT, MIIRAEE T,

CTS_AUTHZ SUCCESS

AN IERIATbIVE LT,

CTS_AUTHZ REJECT

ACS WRFERAZHESGT L E LT,

CTS_AUTHZ_SKIPPED_CONFIG

Cisco TrustSec FEIL. T/NA ARRA 7ok A E2H KT
DRENHDHZ EERLTWVET,

CTS_AUTHZ POL_ACQ_FAILURE

PRI Y =RV RIL £ LT,

CTS_AUTHZ HW FAILURE

NN =2TRATR ST ITRRBLE L,

CTS_AUTHZ RBACL_FAILURE

Security Group Access Control Group (SGACL) O ¥ v >
n—R&A A=A RBLE LT,

CTS_AUTHZ INCOMPLETE

FEINAY UL s Gl

Cisco Nexus 7000 ¥1J—X NX-0S ¥ )T« A< K JIPLUR
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show a2 > F

W show cts interface

= 21 show cts interface <> FHHADEDHE HEZ)

&

B

SAP X 7—8RX 74—JLF

CTS_SAP_INIT

Security Association Protocol (SAP) T x=— g UM

FIHRIE T,

CTS_SAP_SUCCESS

SAP Xy — a UBNIEFEICITOIE LT,

CTS_SAP_FAILURE

SAP Ay m— g Nk LE LT,

CTS_SAP_SKIPPED_CONFIG

Cisco TrustSec X EiX. T /34 AN SAP x Iz —3 g9
BEMTOIVLENHDL I EERLTWVET,

CTS_SAP_REKEY

SAP F— DA OUEF T,

CTS_SAP_INCOMPLETE

SAP % T3> — g L O FT,

BEa<TFR avwvk

B

feature cts

Cisco TrustSec #fE% A F—7 M LET,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show cts pacs W

show cts pacs

EAP-FAST IZ Xk » T/ r b Y a =7 &7 Cisco TrustSec Protect Access Credentials (PAC) %3
AT HIZIE, show cts pacs =2~ RZEALET,

show cts pacs

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F AEDary 74 F¥al—vary T—F

#h—b&hd1—F0—)  network-admin
vdc-admin
network-operator
vdc-operator

vy FERE Jyy—= EEHEM
4.0(1) Coa~y RAENSNE LT,

FEREOHLARSAY Z—ozo~<y REHERTAI2IE. feature cts =~ > F&f# i LT Cisco TrustSec Féhe % A 32— 7 iz
AUBENRDHY F9,

Zd o< RiZik., Advanced Services 7 A & ANMLE T,

i Iz, Cisco TrustSec 7' v — NV EZ R T HH 2~ LET,
switch# show cts pacs
PAC Info :
PAC Type : unknown
AID : 74656d706£72617279
I-ID : indial
AID Info : ACS Info

Credential Lifetime : Thu Apr 3 00:36:04 2008

PAC Opaque : 0002008300020004000974656d706£7261727900060070000101001d
6321a2a55fa8leOScd705c7l4beall6907503aab89490b07fcbb2bd455b8d873f21b5b6b403eb1d8
125897d93b94669745cfelabb0baf01a00b77aacf0bda9fbaf7dcd54528b782d8206a7751afdded?2
1ff4a3db6a349c652fea81809fbadf30blfffb7bfffaf%9a6608

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

Bl show cts pacs

BEEav K avw vk B
feature cts Cisco TrustSec #§8E% A X —7 iz LET,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show cts role-based access-list W

show cts role-based access-list

7'm—/,3L Cisco TrustSec Security Group Access Control List (SGACL) & E % &7 5IZ1%. show
cts role-based access-list =~ > F&fHEH L E T,

show cts role-based access-list [/ist-name]

X DA list-name ({7%) SGACL 4 T,

TI2HIE 2L

avykE—F AZEDary 74 ¥al—vay T—F

#ih—h&h31-F 0-)l network-admin
vdc-admin
network-operator
vdc-operator

avy FEE Jy—= EEER
4.2(1) UZ MNOBIBEBMLE LT,
4.0(1) Zoavy RRBIMEShELE,

FEREOFLARSAY o<y FEFERTAICIE. feature cts =~ > R&f# i LT Cisco TrustSec FéRE% A — 7 /L2
BDYLENHY 9,

Z M a< RiZiE, Advanced Services 7 A & ANMLIE T,

1 Iz, Cisco TrustSec SGACL REXFRT DB 2R LET,

switch# show cts role-based access-list
rbacl:test-3

deny ip
rbacl:test-1

deny ip

deny icmp

deny tcp src eq 1000 dest eg 2000

deny udp src range 1000 2000
rbacl:test-2

permit icmp

permit igmp

permit tcp src 1t 2000

permit udp dest gt 4000

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
| oL-25805-01-J .m



show a2 F |

Bl show cts role-based access-list

BEEav K avw vk B
feature cts Cisco TrustSec #§8E% A X —7 iz LET,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
m‘ OL-25805-01-J



| showa<vF

show cts role-based counters W

show cts role-based counters

2— ) _XR—X 77X arba—) A}

(RBACL) #FHEMOBREAT —HF A%EFRL, TC

® RBACL RV > — D eHE#HR % — &R 5HI121%. show cts role-based counters =~ > K& L

£7
show cts role-based counters [sgt {sgf-value | any | unknown}] [dgt {dgt-value | any |
unknown} |
X DERA sgt Y — A Security Group Tag (SGT) ZfiEL 7,
sgt-value %fE76 SGT DfE, #iPHIX 0 ~ 65519 TI,
any fEE® SGT £7213X DGT #fEE L £7,
unknown Ko SGT £721X DGT #HELE T,
dgt 5156 Security Group Tag (SGT) ZfiE L £,
dgt-value 5i5% SGT O, #iPHIX 0 ~ 65519 T,
T+ L

avY kR E—F

#ik—bShda1—% 0-)l

HEOary 74 ¥al—vay B—R

network-admin
vdc-admin
network-operator
vdc-operator

avy FERE

EREDHA R4

yy—x

EEEMR

5.0(2)

Zoawy RpBIMEnE L,

o=y REFEHATS121%. feature cts =~ > N&{# ] L T Cisco TrustSec #EE% A K — 7 /LT

LRENDHY £,

Z D a~< RNiZiL, Advanced Services 7 A & ANRMIETT,

| oL-25805-01-J
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show a2 F |

W show cts role-based counters

7 Wiz, RBACL #aHE®RD

=L

A AE

H87y FORFEEFRT D0 R LET,

switch# show cts role-based counters sgt 10 dgt 20

RBACL policy

counters enabled

AT —H AL FED SGT BELVDGT @ RBACL RV »—IZ—%7

sgt: 10 dgt: 20 [180]

rbacl testl:

deny tcp src eq 1111 dest eq 2222 [75]
deny tcp src eq 2222 dest eq 3333 [25]
rbacl test2:

deny udp src eq 1111 dest eq 2222 [30]
deny udp src eq 2222 dest eq 3333 [50]

BREa< YR avwyk SiEA

clear cts role-based counters

FTRTOHITZR 02y bEnd X912, RBACL #tilfh#

7 VT LET,

cts role-based counters enable

RBACL #aHEHR % A r—7 i LE,

Il Cisco Nexus 7000 'J—X NX-OS #¥a Y5« 3T FYI27LVR
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| showa<vF

show cts role-based enable W

show cts role-based enable

VLAN # X O Virtual Routing and Forwarding (VRF) 1 > A2 % > 2 ® Cisco TrustSec Security Group
Access Control List (SGACL) A *r—7 /N A7 —X A% KT 511X, show cts role-based enable =
v REfRLET,

show cts role-based enable

BXXniA Zoawy R, BIEEREF—T— RiEb Y A,

T24ILEK L

avy kE—F FEOaLy 7 4 F¥al— gy T—FR

#h—b&hd1—F0—)  network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

FEREOHLIRSAY o<y FEFERTAICIE. feature cts =~ > R& i LT Cisco TrustSec ¥éRE% A — 7 /L2
AUBENRDHY F9,

Z M a< RiZiE, Advanced Services 7 A & ANMLIE T,

1 W12, Cisco TrustSec SGACL il 2 57— % 2 & F+ 564 R LET,

switch# show cts role-based enable

vlan:1
vrf:l
vrf:3
BEav U F =Y ELT
feature cts Cisco TrustSec #fex A *—7 VIZ L ET,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
| oL-25805-01-J .m



show a2 F |

W show cts role-based policy

show cts role-based policy

7' —/3)L Cisco TrustSec Security Group Access Control List (SGACL) & U > —% &9 5121,
show cts role-based policy =~ > FZ{EMA L 7,

show cts role-based policy

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK 7L

avY kR E—F AEDary 74 F¥al—vary T—F

#h—bEhd1—F0—)  network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEhELE,

FEREOHLARSAY o<y FEFERTAICIE. feature cts =~ > R&f# i LT Cisco TrustSec ¥ERE % A — 7 /L2
AUBENRDHY F9,

Z D a< . RiZiE, Advanced Services 7 A & ANMLIE T,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show cts role-based policy W

i &Iz, Cisco TrustSec SGACL RV v —% KR+ 562 RLET,
switch# show cts role-based policy
sgt:unknown
dgt :unknown rbacl:test-2

permit icmp
permit igmp
permit tcp src 1t 2000
permit udp dest gt 4000
sgt:1000
dgt:2000 rbacl:test-1
deny ip
deny icmp
deny tcp src eq 1000 dest eg 2000
deny udp src range 1000 2000
sgt:any
dgt:any rbacl:test-3
deny ip
BEEa<2 avwyFk B8

feature cts

Cisco TrustSec #§8E% A X —7 iz LET,

OL-25805-01-J
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show a2 F |

M show cts role-based sgt-map

show cts role-based sgt-map

7' v—s3L Cisco TrustSec Security Group Tag (SGT) ~ v V' VRELZRRT HITIL, show cts
role-based sgt-map =~ > REMHH L E7,

show cts role-based sgt-map

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F AEDary 74 F¥al—vary T—F

#h—bEhd1—F0—)  network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEhELE,

FEREOHLARSAY o<y FEFERTAICIE. feature cts =~ > R&f# i LT Cisco TrustSec ¥ERE % A — 7 /L2
AUBENRDHY F9,

Z D a< . RiZiE, Advanced Services 7 A & ANMLIE T,

i RIZ, Cisco TrustSec SGT ~ v B> V#RE & FrT 26 & R~ LET,
switch# show cts role-based sgt-map
IP ADDRESS SGT VRF/VLAN SGT CONFIGURATION
5.5.5.5 5 vlan:10 CLI Configured
5.5.5.6 6 vlian:10 CLI Configured
5.5.5.7 7 vlan:10 CLI Configured
5.5.5.8 8 vlan:10 CLI Configured
10.10.10.10 10 vrf:3 CLI Configured
10.10.10.20 20 vrf:3 CLI Configured
10.10.10.30 30 vrf:3 CLI Configured
BEa< K = S SR
feature cts Cisco TrustSec #pes A *—7 VIZ L £,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show cts sxp

BT D e
T24+ILEK
avTY R E—F

Hh—rEhd1—% A-)

Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP)
sxp 2~ REFEHLET,

show cts sxp

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

MEENAL T 4 Fal— gy T—F

network-admin
vdc-admin
network-operator
vdc-operator

showctssxp WM

REEFTRT HITIL, show cts

av Y FEE

EREDAHA R34y

Bl

)= EEER

4.0(1) Zoawy RBMEMEShE L,

Zoawy REHERT5I121E, feature cts =~ FZ&fEH L T Cisco TrustSec f8E % A R — 7 /L1279

HVHENDY £,
Z M av . RiZiE, Advanced Services 7 A & ANMLIE T,

&Iz, Cisco TrustSec SXP X Ex FKmd bl LET,

switch# show cts sxp

CTS SXP Configuration:
SXP enabled

SXP retry timeout:60

SXP reconcile timeout:120

BBEav R

S

avy kR

feature cts

Cisco TrustSec #fE% A F—7 M LET,

Cisco Nexus 7000 ¥1J—X NX-0S ¥ )T« A< K JIPLUR
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show a2 F |

W show cts sxp connection

show cts sxp connection

BT D e
T24+ILEK
ATV R E—F

Hh—rEhd1—% A-)

Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP) #&#ilE e K3 2121,
show cts sxp connection =~ > R&fH L ET,

show cts sxp connection

Zoavy Rk, BIEELETIF -V —FEdH 0 £HA,

L

FEENAL T 4 Fal— gy T—F

network-admin
vdc-admin
network-operator
vdc-operator

av Y FEE

EREDAHA R34y

EEE
Zoavry RRBMEnE LA,

Yy—2
4.0(1)

Zoawy REHEHT5I121%, feature cts =~ FZ&fEH L T Cisco TrustSec f8E % A R — 7 /L2 d
HUMENRH Y F1,

Z D a< . RiZiE, Advanced Services 7 A & ANMLIE T,

{5l Iz, Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP) #EfgilE#Hz #£nr¥ 56 %
~LET,
switch# show cts sxp connection
PEER_IP ADDR VRF PEER_SXP_MODE SELF_SXP_MODE CONNECTION STATE
10.10.3.3 default listener speaker initializing
BEIYUFR = N BiE

feature cts Cisco TrustSec #fE% A F—7 VI LET,
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| showa<vF

show dotix M

show dot1x

BT D e
T24+ILEK
Ok E—F

Hh—rEhd1—% A-)

802.1X MEREA 7 — X A& F kT HIZiX. showdotlx =~ REfHLEY,

show dotlx

Zoavy Rk, IEELEIF Y —FEdH 0 £EA,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

Jyy—=x
4.0(1)

EEE
Zoavry RRBMEnE LR,

Zoawy REFERT AR, feature dotlx =~ RZ2fEHA LT 802 1X #kEA A R — T LIZT D0k
ERHY ET,

Zha<vry RiZiE, 4B RIVEDHD $HA,

] WIZ, 802X HHEA T — 4 A% FRT BB %R LET,
switch# show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2
BREaTV K avwUFk B2

feature dotlx 802.1X HAEZ A X —T7 ML E T,

| oL-25805-01-J
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show a2 F |

Hl show dotix all

show dot1x all

FTARTO 802 AX HREA T —# AB L OREF WA KR T L1201, show dotlx all =~ AL %
R

show dotlx all [details | statistics | summary]

BXXniA details (FEE) 802.1X #EICHT AREMIEHREZF R L £,
statistics (ER) 802.1X MatH#H AR R L ET,
summary (EE) 802 1X FHoEKE#E R LET,
TIAILE Ta—RNLBLOA v —T oA ZAD 802X RELFRLET,

avY kR E—F EEDa~<wy R E—F

Hh—rend1-F0—) network-admin
vdc-admin
vdc-operator

oy FERE y1yy—=x EHEEH
4.0(1) Zoa<wry RRNEBMERE L,

FEREOHLIRSAY o<y FEFERTAEIC. feature dotlx =~ REMH LT 802.1X #ERE% A % — T LIZT B 4%
ERHY ET,

Zoawy R, 4B R EIXLEDHY FHA,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show dot1x all

Bl WIT, TNTD 802.1X HEAT — & AP L ORREH R E ZR T 562 R LET,
switch# show dotlx all
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Dotlx Info for Ethernet2/1
PAE = AUTHENTICATOR
PortControl = FORCE AUTH
HostMode = SINGLE HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReq = 2
TxPeriod = 30
RatelLimitPeriod = 0
BIEav Uk avwUFk B2

feature dotlx

802.1X tEREZ A X —T7 MIZ L £7,

| oL-25805-01-J
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show a2 F |

Bl show dot1x interface ethernet

show dot1x interface ethernet

A=V Ry N A X =Tz 2D 802AX AT — X ABLUOREBTHRERRT DI

dotlx interface ethernet =~ > FZffH L £7,

show dotlx interface ethernet s/ot/port [details | statistics | summary]

X, show

BT D e
TI2F+ILE
ARV KR E—F

#H—rEhd1—4 n-)l

slot/port AvH =Tz ADAT Y FBLOHR— D ID,

details EE) A v ¥ —7 = A ADFEMZ2 802.1X 1E#MEER R L ET,
statistics UEE) Ao F—T7 A4 2D 801X FiFHERAF L ET,
summary EE) A F—7xAAD 021X TFROERN ZF R LET,

A2 =T x4 ZXARNIXBREEERLET,

fAEDa<wy K T—FK

network-admin
network-operator
vdc-admin
vdc-operator

ATy FEE

ERLEDAA K54

)= EE &R

4.0(1) Zoavy RRBEINEhELE,

Zoa~vwy REEHT 5RE1IC, feature dotlx ==~ > R&A{#H LT 802.1X #éfeZ A 2 — T T D4

ERHD ET,
Zoawy R, 4B R EILESHY FHA,
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| showa<vF

show dot1x interface ethernet

i WIT, A —=F Ky b A2 F =T = 20 B02IXWHEAT —F AB L OREH WA R TT 50147 L E
R
switch# show dotlx interface ethernet 2/1
Dotlx Info for Ethernet2/1
PAE = AUTHENTICATOR
PortControl = FORCE_AUTH
HostMode = SINGLE HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReqg = 2
TxPeriod = 30
RatelLimitPeriod = 0
BEa<T VR avwvk BT

feature dotlx

802.1X HAER A F—T7 LT L E T,
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show a2 F |

M show encryption service stat

show encryption service stat

BElth—ERADRAT —F 2% K77 5121, show encryption service stat =7~ > K& H L E£7,

X DEREA

T24+ILEK

Hh—rEhd1—% A-)

show encryption service stat

Zoavy Rk, IEELETF -V —FEdH 0 £HA,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

)= EEER

5.2(1) Zoa<wy RRNBMEE LT,

Zoawy R, 4B R EILEHY A,

] KT, BBy —ERADAT —Z AR mT 50 %R LET,
switch# show encryption service stat
Encryption service is enabled
Master Encryption Key is configured.
Type-6 encryption is being used
switch#
BEaYF avwUFk B
show key chain BEDF—F - —  DRELFRLET.
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| showa<vF

showeou W

show eou

Extensible Authentication Protocol over User Datagram Protocol (EAPoUDP) R7 —# 28 L UGRIE
& £~ d 5I21%, show eou =~ REMA L 3,

show eou [all | authentication {clientless | eap | static} | interface ethernet sl/ot/port |
ip-address ipv4-address | mac-address mac-address | posturetoken [name]]

XD EHEA all ({1#%) +_CT»EAPOUDP v v a4 &R LET,
authentication UEE) BEDOREGEZ A 7D EAPoUDP v g v ZERLET,
clientless IIAT VRNV ARAT Y RGEEMEH L CRIES N2y v a V&2 1F
ELET,

eap EdeP%ﬁ%LTm&émtt//a/%¢Ebiﬁ

static ISR E S NTFIZNY 2 P EFEH L CHIICERES Rty v a vk
fRELET,

interface ethernet slot/port ({17) $EDA > ¥ —7 = A 2D EAPoUDP £t v a2 #mr L%
SR

ip-address ipv4-address (&) #ED IPvd 7 KL AD EAPoUDP ¥ v a v 2R R LET,

mac-address mac-address  ({1-&) ¥ED MAC 7 KL Z2® EAPoUDP kv g v 2#FrLET,

posturetoken name UEE) "AF ¥ b—27 2D EAPoUDP ¥t v a v aFRLET,

name (FEE) b—2 4%,

TIAIE 7' —,3L EAPoUDP &% E# %7 LET,

a2 kK E—F AEZpa~vr K E—FK

Hh—reNd1-F0—) network-admin
vdc-admin
vdc-operator

av Yy FERE yy—2x EHEEH
4.0(1) Zoavr RRBEMEhE LK,

FREDALAKSAY —oa~vr FEHEHAT S, feature eou =~ FEMH LT 802.1X g% 4 x— 7 /LICT % M8
NHY FT,

Zoawry RICiE, 4BV ATIHLEDHY FHA,
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show a2 F |

W show eou

5l WIT, TRTO 802 IX HEEAT — X 2B L UOREHHRE R R T 502 R LET,
switch# show eou all
WIZ, 802.1X 7 T4 7 v U ARFEEME R R T DB 2R LET,
switch# show eou authentication clientless
WIZ, 802.1X EAP FRAEIEHME R TT HH 2R~ LET,
switch# show eou authentication eap
WIT, 802.1X 2 X T 4 v V@AEREF T 20 2R LET,
switch# show eou interface ethernet 2/1
WIZ, A= Xy b A F—=TxAZAD 802.IX A FTT HHI%T L ET,
switch# show eou ip-address 10.10.10.1
WIZ, RAF v b—27 2D 021X tH#HER T IHHERLET,
switch# show eou mac-address 0019.076c.dac4
WIZ, RAF v b—27 oD 8021X A £ ~THHZ R LET,
switch# show eou posturetoken healthy
BEavUR avwy kR H L)
feature eou 802.1X HREZ A X — T MIZ LET,
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| showa<vF

show fips status W

show fips status

HRERLIELE (FIPS) E— FDOAT —F A% KT 5121, show fips status =~ R L F
T

show fips status

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK L

#h—b&hd1—F0—)  network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEERT
5.1(1) Zoavy RRBIMEShELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#1 WIZ, FIPS E— RORTF— X A5 E 71T HHE R LET,

switch# show fips status
FIPS mode is disabled

g&

BEIYUFR = S BA
fips mode enable FIPS ®— K& A x—7/ViZ LET,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

W show

show
< R THRESNTWS /O Y 2 — VT AHEREFRTHICIE, show 2~ FafEHA L EI,

show

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F fEZEpa~vy K E—FK

#R—r&h31—F -  network-admin
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.2(1) Zoa<wy RRNBMEE LT,

FEREDHARSAY —oa~wr Raid, G4 REINEHY A,
/O EVa—nPRavy RTHREINTWARWEGES, show a2~ FCML T ENnNFEHA,

1 WIZ, <y RCRESNEVO TV a— e EHrT 5641 LET,

switch# show
Module 1 enabled
Module 3 enabled

switch#

BEavT R avwyk B

ACL XR—2DO#EEIC L > T, 1 2 7213#EHO /O £EY 2 — /v T
WD TCAM N 7 B TE F4,
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| showa<vF

show hardware access-list status module H

show hardware access-list status module

T Aarbtr—n VAL (ACL) ¥ 7F ¥ EEZFR~T DHIZIL. show hardware access-list
status module =~ > F&2FEH L £ 5,

show hardware access-list status module s/ot¢

X DA slot Zuw b ID, AL 1 ~ 18 TY,

TI2HIE 2L

avykE—F AEEpa<wy K E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

<> FBE Jy—2 EEER
5.2(1) Zoavry RRBMENE LR,

BFREDAARSAY oo~y Riaid, FA4B L 2E0EH Y A,

1 Wiz, 778&2 arbrr—nr JA L (ACL) ¥ 7 F vy REEZERTLIHERLET,

switch (config)# show hardware access-list status module 5
Non-Atomic ACL updates Disabled.
TCAM Default Result is Deny.

Resource-pooling: Disabled
switch (config) #

BEaYUF ==V BL
hardware access-list X CTORMET A 2 a2 FTFZ2 K (VDC) ETT 7R a2 br—L
capture U2 K (ACL) ¥ ¥ FF ¥ &2 A Rx—T7 /M LET,
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show a2 F |

Bl show hardware rate-limiter

show hardware rate-limiter

L — MHIFROFRE & #EHE R 2 £ RT 5121%. show hardware rate-limiter =~ > F&#H L £,

show rate-limiter hardware rate-limiter {access-list-log [module module] | copy [module
module] | f1 {rl-1 [module module] | rl-2 [module module] | rI-3 [module module] |
rl-4 [module module] | r1-5 [module module]} | layer-2 {I12pt [module module ] |
mcast-snooping [module module] | port-security [module module] | storm-control
[module module] | vpc-low [module module]} | layer-3 {control [module module] |
glean [module module] | mtu [module module] | multicast {directly-connect [module
module] | local-groups [module module] | rpf-leak [module module]} | ttl [module
module]} | module module | receive [module module]

X DEREA

Il Cisco Nexus 7000 'J—X NX-OS #¥a Y5« 3T FYI27LVR

access-list-log

TI7RAY AN wZ Ny hOL— MlRBEHEREZFRR L ET,

module module

TV 2 AVEBEIRELET, AAREHIE 1~ 18 TF,

copy ar— Ry hob— MIRBEEHERE RS LET,

f1 Fl £V a2 — b A== POy NERELET,

rl-1 Flv—h UIvX12EELET,

rl-2 FlL—h VI ¥ 2%2BELET,

rl-3 FlL—F VI X3 2HEELET,

rl-4 FlL—hUIv X4 %BELET,

rl-5 FlL—h UIv&5%BELET,

layer-2 EE) L1 Y27y bOL— R HREFR R LET,

12pt LAY 2 b 7 a hai (L2TP) 237 v D L — MRS S &

fRELET,

mcast-snooping

LAV 2L TF XX A NAX—E LT X7y O L — MlIRFEFHEHR %
BELET,

port-security

LAY 2HR—btFa2UT 4 Ty bOL— MIRBGFHERZFRE L £
‘d—o

storm-control

LAY 2 2 b—Adilli#l sy hov— MlREEEHEREZFRE L £,

vpc-low VPC low ¥ =2 —ThD LA ¥ 2§l v kDL — MEBRGLEHE 2 FiE
LET,

layer-3 UEE) L1 Y37y hoLr— MilRERRLET,

control LAY 3l Ty b o L— MRBEEHE R EZfEE L E7,

glean LAY 37V == Ry oL — MR TEREZREELE T,

mtu L4 ¥ 3 Maximum Transmission Unit MTU; g Kfnkar = k) T v
b L — MBRFEEHERAEE L ET,

multicast LAY 3~ TFHxFr X hoL— MilREZFEELE T,

directly-connected

LAY 3 =Ty A MESEER N7 v b OV — MHBRIEEHE R 2 FEE L
i‘é—‘o

local-groups

LAY 3~IFXxr A a—h) F—7 7y D L— FMlREEHE
WMEfEELET,

rpf-leak

LA ¥ 3 </LF X%+ & Reverse Path Forwarding (RPF) U—7 /7 v
b L — MABRFEEHERAEELET,

ttl

LA ¥ 3 Time-to-Live (TTL; f##¢ nlRERFRH]) #3777 > b L — MlIRFEFH
fhEmafEE LET,
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| showa<vF

show hardware rate-limiter W

module module EE) BTV 2—10L— MIRKHEREZFRRLET, V22—
NEBIT 1~ 18 T,
receive (EE) ZEAT Yy oL — MlIREeHEHRZFR TS LET,
T24+ILEK TARTOL— MIRHEHEREF R LET,

avykE—F AEpa<wy K E—F

+h—peNd1-F0- network-admin

av Yy FERE Jy—=x EEERT
5.1(1) f1. rl-1, rl-2, rl-3, rl-4, rlI-5, 3L module ¥—V — F2BMES
F L7,
5.0(2) I2pt *—U— R8BS E LT,
4.0(3) port-security ¥ — U — RSB S E L7z,
4.0(1) Zoawr RRBMEhE L,

FREDALARSAY Zoza<wr NI, T740 FOFEBTF AL 2 a0 Fx% 2 (VDC) TRIHEHATE £,
Zoawy Rt A4 RINEHD FH A,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

Bl show hardware rate-limiter

1l WIZ, TRTOL— MRGFEER L OWRHERE R T 562 R LET,
switch# show hardware rate-limiter

Units for Config: packets per second

Allowed, Dropped & Total:

Rate Limiter Class

Parameters

aggregated since last clear counters

layer-3

layer-3

layer-3

layer-3

layer-3

layer-3

ttl

control

glean

multicast directly-connected

multicast local-groups

multicast rpf-leak

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total
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| showa<vF

layer-2 storm-control

access-list-log

copy

receive

layer-2 port-security

layer-2 mcast-snooping

layer-2 vpc-low

layer-2 12pt

show hardware rate-limiter

Config Disabled
Config 100
Allowed : 0
Dropped : 0
Total H]
Config : 30000
Allowed HN]
Dropped : 0
Total : 0
Config : 30000
Allowed : 0
Dropped H]
Total : 0
Config Disabled
Config : 10000
Allowed HI]
Dropped : 0
Total : 0
Config : 4000
Allowed : 0
Dropped : 0
Total : 0
Config : 500
Allowed : 0
Dropped : 0
Total : 0

I, T7RAVZ S m 7 Ny bOL— MIREER L OREHERZRRT 202~ L ET,

switch# show hardware rate-limiter access-list-log

Units for Config: packets per second

Allowed, Dropped & Total:

Rate Limiter Class

access-list-log

aggregated since last clear counters

Parameters
Config : 100
Allowed : 0
Dropped HI]
Total : 0

BBEav R

avy kR

S

clear hardware rate-limiter

L — MHIBRFEHEHRZ 7 ) 7 L £,

hardware rate-limiter

L— MR ZEE L £

| oL-25805-01-J
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show a2 F |

W show identity policy

show identity policy

TATT 474 RY—%FRRT 521, show identity policy =~ > REEH L £,

show identity policy [policy-name]

X DA policy-name (EE) RN —0D4F, LAEITIE, KXFENXFRRAENET,
TI2AILE FTRCOTAT T 474 BV v—OEREFERLET,
avy kE—F fAEpa~v K E—FR

+h—peNd1-¥0- network-admin

vdc-admin
VDC = —#
av Yy FERE Jy—= EEEMR
4.0(1) Zoawry RpBIMEnE L,

BEREDAARSAY oo~y Riaid, FA4 B 2E0EHY A,

1 WIZ, TATT 474 R —DFT_XRTOERERTT D0 2R LET,

switch# show identity policy

WIZ, EDT AT T 4T 4 R —DFERERRTHH 2R LET,
switch# show identity policy AdminPolicy

BIEav Uk avwvFk 7L
identity policy TATYT AT 4 BRI —%HELET,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show identity profile

show identity profile

TATUT 4T 4 R —%FKRT 5L, show identity profile =~ > REHH L £,

show identity profile [eapoudp]

X DEREA

TI2HIE

avYkE—F

#ik—bShda1—% 0-)l

eapoudp (f) Extensible Authentication Protocol over User Datagram Protocol
(EAPOUDP) 7 A 77 4T 4 7u 77 A NVEFRRLET,

TRTCDTAT T 4T 4 a7 7 A NDIEREFRLET,

fTEoa~<wr K E—FK

network-admin

vdc-admin
VDC = —#
avy FER Jyy—=x EEEM
4.0(1) Zoawry RpBIMEnE L,

EREDHA R4

Zoawy RZiE, 4BV RTINS EHY FEA,

7l KIC, TATYT AT 4 Ta7 7 A NVEFRT DHEZRLET,
switch# show identity profile
WIZ, EAPOUDP 7 A 7T 47 4 In7 7 A NVKEEFRRT DB R LET,
switch# show identity profile eapoudp

pEEa<T VR avwy kR B2

identity profile eapoudp  EAPOUDP 7 A TV T 47 4 7R 7 7 A NVERELET,
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show a2 F |

Bl show ip access-lists

show ip access-lists

4T ? [Pv4 Access Control List (ACL; 77 & Z = hu—/L U R ) £72134ED IPvd ACL %
FRT DI, show ip access-lists =~ > F&EMHH L £,

show ip access-lists [access-list-name] [expanded | summary]

XD
TIAILE
ATV R E—F

Hh—rEhd1—% A-)

(fE&) IPv4 ACL D4, ARTTIIRAT 64 LFOFRBFEMMATE, KLF
EANCFERKBI S ET,

access-list-name

expanded ER) A7 V= N I N—TOL4HITZT TR, IPvd 7T KL A T Vv—7% 7
IR —=F IV —TORARERTTHELIICHBELET,

summary (EE) 22 R ACL &% ETiEe<, ACL IZET AR AERTT D L5 I1CHE
ELET, FEMCOWTIEZ, MR EOTA RIA42] 2R LTLEEN,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

yy—= EEEM

4.2(1) a<wy FHEAE, ACLAICE»TT A 77Xy MEICY—FEhET,
fragments =~ FOVPR— FB3BEIMISE LT,

4.0(1) Zoawy RMEMEShE L,

access-list-name 518 %fEF LT ACL Z$8ET 55552\ T, 731 LT TO IPv4 ACL &%
RLET,

ACL & ZH8E LIRWIEE,
én\i\j‘c

expanded ¥ —V — R&@HEHT 552N TPV T LA AT V7 h ZFA—TEIOIP F— b
FTV s N TN—=TIFARITET CERRINET,

expanded ¥ — UV — R&2HERATH L, A7 V=7 b ZJA—TOARFITZIT T2, ACL THEASLTH
HDATC 2 N IN—TOFHMERRTEET, ATV N IA—TICETHEMICOVW T,
object-group ip address =~ > R} LT} object-group ip port =~ FZZML T 7Z S0,

FNRA AT, ACLAICE>TT A 77Xy MEIZ ACL ®Y & FBER
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| showa<vF

]

show ip access-lists W

summary ¥—V— F&HEHT5 &, ACL #ETid7e< ACL ICET ez RRTEET, RN
LIERITIT, WORNENEGENET,

o TV MY HAMOREERN ACLITx L TREHEINTNAEMNE I H,
o fragments =~ F73 ACLIZH L TREIAILTNDDNE I 2,

o ACLZTEHNONL—IVE, ZOBII. TRAANA v Z—T oA AZ@EHENS L &2 ACL NIZE
FNA= FUEERBRLEYA, ACLINOIL—ANFTT Vs N IV —F52HHT 554, ]
HAEN3E&D ACL NO= > MU EIE, V= I DIIDEZNCREL B2 E0n"H0 9,

e ACLMRBEHENTWAA L H—T A A,
o ACLWBT 77 4 7REDA L Z—T AR,

show ip access-lists =~ > RiX, ROWHFORENEOHAIZ, ACL NOKFT > b U OEHERE R
RLET,

e ACL #%JEIC statistics per-entry =~ > RREEN TV 5D,
o FHET v RIEDA L H—T =24 X ACL A SN TN D,

IP ACL I fragments =~ FREFEN LA, WRMRTFIL— VB I CHESL—AORNIICa~ U K
NERENET, HE L. T/AL AT, O 7T 7 A2 M ACL OOFT X TOBRI R L —L
IZ—E L2RWIGATZT, fragments =~ > RRFEFIMI 7 7 7 A MC#EHA S ET,

Zoavy FZiE, 948 AN EDH Y £H A,

WIZ, show ip access-lists =~ > &AL T, B—? [Pv4 ACL #F27 /31 A TTXTD [Pv4
ACL #7350~ LET,

switch# show ip access-lists

IP access list ipv4-open-filter
10 permit ip any any

KIZ, show ip access-lists =~ KZfH LC, MainLab 47 ¥ =7 b Z L —T7 %R = b D=
v b U EALOFEHIER A2 S ® T, ipv4-RandD-outbound-web &\ 5 41D IPv4 ACL % FRT 5 6%
RLET,

switch# show ip access-lists ipv4-RandD-outbound-web

IP access list ipv4-RandD-outbound-web
statistics per-entry
fragments deny-all
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup MainLab any eg telnet
1010 permit tcp any any eq www [match=820421]

Iz, show ip access-lists =~ > K%&{#fH L, ipv4-RandD-outbound-web &\ £ /i IPv4 ACL
EERTFTLHETRLET, expanded ¥ —V— FEFERATH L, = M) BEMORFHEREZ O T, Al
OEIOFT V=7 N TA—TONENRERSNET,

switch# show ip access-lists ipv4-RandD-outbound-web expanded

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 10.52.34.4/32 any eq telnet [match=5032]
1005 permit tcp 10.52.34.27/32 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]

OL-25805-01-J
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show a2 F |

Bl show ip access-lists

WIZ, summary ¥— U — K& & $(Z show ip access-lists =~ > R&Z{HH LT, ACL @M T
LA =T 2 A A ACLINT 7T 4 TIREDA v X —T =4 A2 & D ipv4-RandD-outbound-web &
WO AHETD IPvA ACL IZBT 2 MARRT 02" LET,

switch# show ip access-lists ipv4-RandD-outbound-web summary
IPV4 ACL ipv4-RandD-outbound-web

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

BEavUR avwyk i8R
fragments IPACL RIWM 7 Z 7 A v N EMHT D HiEERELET,
ip access-list IPv4 ACL Z3%EL £
show access-lists F_XTOD ACL 72138 ED ACL AR T LET,
show mac access-lists FT_TPH MAC ACL F713FED MAC ACL #F/RLET,
statistics per-entry ACL WO b U THAEITES SN/ > R OFEHE RO FLER
ZRMGELET,
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| showa<vF

show ip access-lists capture session W

show ip access-lists capture session

ACLDXx ¥ 7F v By ia vV ORELEETT DT, show ip access-lists capture session =~ K%
BEHLET,

show ip access-lists capture session session

BXXniA session tviarID, HETELHMIZ 0 ~ 4294967295 T,

TI2HIE 2L

avykE—F AEEpa<wy K E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

<> FBE Jy—2 EEER
5.2(1) Zoavry RRBMENE LR,

BEREDAARSAY oo~y Riaid, FA4B 0 2E0EH Y A,

1 WIZ, ACLDOFX ¥ 7FFv o a v ORELFRTHHERLET,
switch# show ip access-lists capture session 5
switch#

BEaTVF avwy kR B

monitor session session ACL ¥+v 7F v v a L aZELET,
type acl-capture

destination interface  ACL v 7F ¥ 7 v D5k #REL £,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

Il show ip arp inspection

show ip arp inspection

Dynamic ARP Inspection (DAL, #A 7> 27 ARP A VAT v a ) BHEART — X A&ERRT HIT
i%. show ip arp inspection =~ > RZHHL £,

show ip arp inspection

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK 7L

avY kR E—F EEDa~<wy R E—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEhELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,
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| showa<vF

show ip arp inspection W

1 W2, DAl REDAT — X A RpiT HH &R LET,

switch# show ip arp inspection

Source Mac Validation : Enabled
Destination Mac Validation : Enabled
IP Address Validation : Enabled

Configuration : Enabled
Operation State : Active

ARP Reg Forwarded
ARP Res Forwarded
ARP Req Dropped

ARP Res Dropped

DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res =
IP Fails-ARP Req
IP Fails-ARP Res

O O O O O O o o o o o

BIEaT R avw ok ]
ip arp inspection vlan VLAN OfEE SNV A D DAl A4 F—T ML ET,
show ip arp inspection RESNIA L H =T 2 A ADEFREB L ARP X7 v  L— |
interface ERIALET,
show ip arp inspection log DAl Du & EEZFR R LET,

show ip arp inspection DAI #aHE AR R LET,
statistics

show ip arp inspection vlan  VLAN OfFE SN Y A D DAl A7 — % A% KR LET,
show running-config dhep  DAI#HEX G T, DHCP AX— V'V VR EEFRLET,

%“:
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show a2 F |

M show ip arp inspection interface

show ip arp inspection interface

HESN/A v ¥ —7 =24 AOEHEREL KT H121E, show ip arp inspection interface =~ N %
EALET,

show ip arp inspection interface {ethernet slot/port | port-channel channel-number}

BT D e
TI2HIEK
avY kK E—F

Hh—rEhd1—% A-)

ethernet slot/port  ({£3) HWANA —H Ry b A Z—T oA ZAPITRDHEIITHELET,

port-channel ER) WABF— " Fr 3N A2 —T oA ZARIZRDEIIHEELET, A
channel-number R — FF v ZAFE I, 1 ~ 4096 T1,

L

TEpa<wy K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

Zoawy R, A4 BRI EHY FHA,

!l Wi, EHETEDHA v 2 —T = A ADEHERELFRT 6% 51 LET,
switch# show ip arp inspection interface ethernet 2/1
Interface Trust State
Ethernet2/46 Trusted
switch#
EEa<TUF avok B
ip arp inspection vlan VLAN OffE &7z U A k@ Dynamic ARP Inspection (DAI; # 1
v ARPA VAT v ay) BAX—T I LET,
show ip arp inspection DAl REAT —H A &FRLET,

show ip arp inspection log DAl oo /R EEZFRLET,
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| showa<vF

show ip arp inspection interface W

avy kR EL
show ip arp inspection DAI #iHEHwE R~ L E T,
statistics

show ip arp inspection vlan VLAN OffESh7=U A hD DAl A7 — X A% F R LET,
show running-config dhcp DAIFZELZEH C, DHCP AX—V U VR ELZR R LET,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

M show ip arp inspection log

show ip arp inspection log

Dynamic ARP Inspection (DAI) = 73 E%FK<T 5I2I%. show ip arp inspection log =~ > K& ffi
MLET,

show ip arp inspection log

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK 2L
ATV R E—F EEDa~<wy R E—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEhELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

] WIZ, DAl n 7 REZRRT LB 2R L ET,

switch# show ip arp inspection log

Syslog Buffer Size : 32

Syslog Rate : 5 entries per 1 seconds
switch#
BEa< K avwy kR St

clear ip arp inspection log DAleXo 27 Ny 7575277 LET,
ip arp inspection log-buffer DAl®ou 7 Ny 77 A4 XeFHELET,

show ip arp inspection DAIREAT —X AR RLET,

show ip arp inspection ESNIZA LV H—T 24 ZADOEFREB IO ARP S7 v k L—
interface FERRLET,

show running-config dhcp DAl #EX# 5T, DHCP AX—bE L VR EXF R LET,
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| showa<vF

show ip arp inspection statistics

show ip arp inspection statistics

Dynamic ARP Inspection (DAID) #tiHE#HR AR ~7T 5121, show ip arp inspection statistics =~ >~
FEFEHLET, 1 20 VLAN £721% VLAN O#HiFZHETE E7,

show ip arp inspection statistics [vlan vian-list]

X DEREA vlan vian-list () DAI#EHE#RAF "9 5 VLAN O U X b &FEEL £, Hzh7e VLAN
ID (¥, 1~ 4096 T,

TI2HIE 2L

a2 kK E—F AZpa~vr K E—FK

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= EEEMR
4.0(1) Zoawry RpBIMEnE L,

BEREDAARSAY oo~y Riaid, FA4B 0 2EI0EH Y A,

1 Wiz, VLAN 1 @ DAI #HER A F R T 582 R~ LE T,

switch# show ip arp inspection statistics vlan 1

ARP Req Forwarded
ARP Res Forwarded
ARP Reqg Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Req
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switch#

([ T
[eNeNeoNeoNeNeoNecNeNeNeoNe)
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show a2 F |

M show ip arp inspection statistics

BEav VR avwy kR HL]
clear ip arp inspection fEE &Lz VLAN @ DAI #attE @z HE L £,
statistics vlan
show ip arp inspection DAIREAT—HX A&F R LET,
show ip arp inspection BESNTA LV E—T 24 ZADFEFRBIB LT ARP X7 v b L— %
interface KRLET,
show ip arp inspectionlog DAl oo /#HEs2F L £,
show running-configdhcp DAI#EZE®H T, DHCP AX—V U FREZFRLET,
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m‘ 0L-25805-01-J |



| showa<vF

show ip arp inspection vian W

show Ip arp inspection vian

BE 372 VLAN @ U X~ ® Dynamic ARP Inspection (DAD) AT —4% 2% FK-T 5I121%, show ip
arp inspection vlan =~ > FZHEHA L 7,

show ip arp inspection vlan vian-/ist

BXXniA vian-list Zoa<wy RN DAl 25 —4% 2 %3535 VLAN, vian-list 513 % 6 H42%
L. H—® VLANID, VLAN ID O#iH, 72130 ~TRBIEN7Z ID BL O
fEERECEET (IF) 228), %7 VLANID (%, 1 ~ 4096 T7,

TI2HIE 2L

a2 kK E—F AEZpa~vr K E—FK

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

avy FEE Jy—= EEER
4.0(1) Zoawry RpBIMEnE L,
i W2, VLAN 1 3 XV VLAN 13 @ DAL 27— % A% F5iT 50 %57 LET,

switch# show ip arp inspection vlan 1,13

Source Mac Validation : Enabled
Destination Mac Validation : Enabled
IP Address Validation : Enabled
Vlan 1

Configuration : Enabled

Operation State : Active

Vlan 13

Configuration : Enabled

Operation State : Inactive

switch#
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show a2 F |

Bl show ip arp inspection vian

avwy kR

SiBA

clear ip arp inspection
statistics vlan

fEE &7z VLAN @ DAL #EHERETHE L E T

ip arp inspection vlan

VLAN OE SNV XA D DAl A4 X —7 M LET,

show ip arp inspection

DAl REAT —Z AR R LET,

show ip arp inspection
interface

fEESNIcA v I =T = ADOERIREBIB L ARP A7 v b L— &k
RLET,

show running-config
dhcp

DAl #TE# 45T, DHCP AX— V¥ L VR EEFE R LET,
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| showa<vF

show ip device tracking W

show ip device tracking

IP 7314 R Ty ¥ TiERERSRT 5I21E. show ip device tracking =~ FZfEH L £,

show ip device tracking {all | interface ethernet slot/port | ip-address ipv4-address |
mac-address mac-address}

XD EHEA all TRTOIP T AL A M T X TERERERLET,
interface ethernetsiot/port 4 . % —7 x4 ZDIP FTvx 7 TNAA AEREPERLET,
ip-address ipv4-address ABCDERXDIPvE 7 RLADIP b7 v¥x 7 T34 AEREFRR

LET,
mac-address mac-address ~ XXXX XXXX.XXXX EXD MAC 7 FLADIP b7 v & 7 iE#HR%
FRLET,
T4 L
aAvv bk E—F  fEEOav P E—F
#ih—h&Nd1-F A-)l  network-admin
vdc-admin
VDC z—¥
avy FERE yy—=x EEER
4.0(1) Zoawry RRNBMENE L,

FERLEDHARSAY Zoa~wr Raid, F4B R0 EHY FHA,

i WIT, TRTDIPFAL A M v X TIEREFRT L6217 LET,

switch# show ip device tracking all

WIZ, £ H =T A ADIPTNA A T oF o TEREFRTRTIMETRLET,

switch# show ip device tracking ethernet 1/2

WIZ,IP 7T RLADIP T ANA A T v TEREFTRT LM 2R LET,

switch# show ip device tracking ip-address 10.10.1.1

KIZ, MACT7 RLADIP T/A A T vk ZiEREzRRT 502 R LET,
switch# show ip device tracking mac-address 0018.bad8.3fbd
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show a2 F |

M show ip device tracking

BEav VR avwy kR H L)
ip device tracking PTNRAR NT XU TERELET,

0L-25805-01-J |
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| showa<vF

show ip dhcp relay H

show ip dhcp relay

AV E—T A ALIZEREZINTWS DHCP — R 7 RL2%2&T DHCP AX—E > 7 UL —0DXR
T — B2 A% FRRT HIZIL. show ip dhep relay =~ > REfH L E9,

show ip dhcp relay

BXXniA ZOavy FITE, BIEERIEF—T— NEH Y EH A,

T24+ILEK L

avY kR E—F fEZEpa~vy K E—FK

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

vy FERE Jyy—= EEHEM
5.02) ooy RREMESNE L,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#1 WIZ, DHCP U L—DRATF— X 2B L EHLO DHCP — R 7 FL A2 FERT 56 % 7 LET,

switch# show ip dhcp relay

DHCP relay service is enabled

Insertion of option 82 is enabled

Insertion of VPN suboptions is enabled

Helper addresses are configured on the following interfaces:

Interface Relay Address VRF Name
Ethernetl/4 10.10.10.1 red
switch#
BEaTVF avwUFk B
feature dhcp T34 A0 DHCP A X — ¥ v Ve s A x—7 M LET,
ip dhep relay DHCP VL — =V =2 b F—T T LET,
show ip dhcp relay address T ANZEE SN TWD DHCP =1 7 RLAZFIRLET,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

W show ip dhcp relay address

show ip dhcp relay address

TN ANCEE ZINTWD DHCP = 7 R L2 &R T 5HI21E, show ip dhep relay address ==~
YREMEALET,

show ip dhcp relay address [interface {ethernet /ist | port-channel /ist}]

show ip dhcp relay address [interface interface-list|

BX DA interface EE) A=V Fy FEERR—FF Y FN A =T oA AB IOV T A
H—T x4 ZADHPFHEZITE v MIEESN TS DHCP 7 R L A2 /) % i
fRLET,

ethernet T35 A— VXY FP A H—T oA ABLIOF T A v X —T =4 AOHMEE -
Tty MIBREINTWS DHCP 7 R A ZH I ZHIFR L £97,

list B—DA B =Tz A, A H =T =2 ZAOFM, F23Hr~TRY -7
A =T A ALFH (Mf]) OEZZRLTIEEWN),

port-channel () R=brF¥xIN A E—T 2 A ABIOY T A v F—T = 2OHiH %

72idty MCREENTWS DHCP 7 RLUAIZH A EHIR L £,

TI24IEK 7L

™.

H
I

T

avy HFEDa~v K E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE J1)y—2 EEEM
5.0(2) interface ¥ — 7 — RB LW VRF (XSG T B 720D R — FARBMI L E
L7,
4.2(1) Zoavy RRBIMEShELE,

FEREDHLARSAY oo~y Ridid, 948 RF0EH Y F8 A,
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| showa<vF

show ip dhcp relay address W

i RIT, TALRACRESNTNDTRTODHCP U b— 7 FL A2 RRT 562 R~LET,

switch# show ip dhcp relay address

Interface Relay Address VRF Name

Ethernetl/2 10.1.1.1

Ethernetl/3 10.1.1.1 red

Ethernetl/4 10.1.1.1 red

Ethernetl/5 10.1.1.1 red

Ethernetl/6 10.1.1.1 red

Ethernetl/7 10.1.1.1 red

Ethernetl/8 10.1.1.1 red

switch#
W, A=Yy b A F =T A 1205 1/4ABIOA —h xRy b 1/8 IZ&E S 172 DHCP Y
L= 7 FLAgRRT HHlERLET

switch (config-if)# show ip dhcp relay address interface ethernet 1/2-4,ethernet 1/8
Interface Relay Address VRF Name

Ethernetl/2 10.1.1.1

Ethernetl/3 10.1.1.1 red

Ethernetl/4 10.1.1.1 red

Ethernetl/8 10.1.1.1 red

BEavUR avwyk BL

feature dhcp

FNRAAD DHCP AX—V v FHter A x— 7 M LET,

ip dhcp relay

DHCPVlL— =—V = hEA R —T NI LET,

show ip dhcp relay

FNRALZZBESNTWSDHCP UV L—D AT —F 2B LY — 7 R
LVAEFRRLET,

| oL-25805-01-J
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show a2 F |

M show ip dhcp snooping

show ip dhcp snooping

DHCP A X —VE 7 D—HAT —# AFWAE KT 511X, show ip dhep snooping =~ > FZMHH L

X DEREA

T24+ILEK

Hh—rEhd1—% A-)

e
show ip dhcp snooping

Zoavy Rk, BIEELETIF -V —FEdH 0 £HA,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

I

)= EEER

4.0(1) Zoawy RBMEMEShE L,

Zoawy R, A4 BRI EHY FHA,

WIZ, DHCP AX—VE» JIZET 2 AT — X AMEREF TR~ THH 2R LET,

switch# show ip dhcp snooping

DHCP snooping service is enabled

Switch DHCP snooping is enabled

DHCP snooping is configured on the following VLANs:
1,13

DHCP snooping is operational on the following VLANs:
1

Insertion of Option 82 is disabled

Verification of MAC address is enabled

DHCP snooping trust is configured on the following interfaces:
Interface Trusted

Ethernet2/3 Yes

switch#

Il Cisco Nexus 7000 'J—X NX-OS #¥a Y5« 3T FYI27LVR
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| showa<vF

show ip dhcp snooping

BEEav> K avyFk H7L)
feature dhcp F XA 2D DHCP A X— VY v FHfEAR A x— 7 LI LET,
ip dhcp snooping TNAAD DHCP AX—VY v 7% 7 a—rUlf XF—T M LET,
show ip dhcp snooping 245 ¢ v 7 [P V=2 =2 M) ZEH T, IP-MAC 7 RL A XA V5 4
binding YT RRRLET,
show ip dhcp snooping DHCP %2 X — v’ v V#EHERAFR L £,
statistics
show running-config DHCP AX—V LV HEFFE R LET,
dhcp
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show a2 F |

M show ip dhcp snooping binding

show ip dhcp snooping binding

FTRTDA L H =T =2 AA AETIFHFEDA X —T = A ZAD [P-to-MAC 7 RV RA NS VT 4 v TR
7RT % IZ1L, show ip dhep snooping binding =~ > FEFEHA L ET, ZHIKIEAXT 4 v 7 IP VY —A
T RUBREENTHET, AXT 4 w7 =2 hUIE, [Type] # 7 LI Tstatic) &EERENET,

show ip dhcp snooping binding [/P-address] [MAC-address] [interface ethernet slot/port]
[vlan vian-id]

show ip dhcp snooping binding [dynamic]

show ip dhcp snooping binding [static]

EXDEREA
TI24+ILEK
avY kK E—F

Hh—rEhd1—% A-)

IP-address

(BB BRENDI AL VT4 T ITED B IPvE T KL A, A%
Zre RMUIR, Ry MEE 10 R TT,

MAC-address

EE) BRENDAL T4 7G5 MACT RL 2, H#)
e MU, Fyv MEX 16 #E£FELTT,

interface ethernet
slot/port

(ER) RENDINA T 4 ZIZHEMT 24—V Ry b A
F—T A AEEELET,

vlan vian-id

(EE) ERENDBE AL UT 4 7IZE#AHT D5 VLAN ID Z#87¢
L¥7d. A%2)72 VLANID I%, 1 ~ 4096 T,

dynamic I TRTOXAFTIv I IP-MAC T RLA RS VF 40
WCHZHIRR L E T,

static EE) T _XTCDAEZT 4 v 27 IP-MAC 7 RLVZA AL UF 407
WCHDZHIRR L E T,

L

FEEDa~<v K E—FR

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

Jyy—2

EEER

4.0(1)

Zoavry RRBMEnE LA,

Zhavy RiZiE, 4B RIVEDHD £HA,
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| showa<vF

show ip dhcp snooping binding

1l WIZ, TRTONL T 4 U TR THHERLET,
switch# show ip dhcp snooping binding
MacAddress IpAddress LeaseSec Type VLAN Interface
0£:00:60:03:23:33 10.3.2.2 infinite static 13 Ethernet2/46
0£:00:60:03:23:35 10.2.2.2 infinite static 100 Ethernet2/10
switch#

BEaTUF avwyFk B
clear ip dhep snooping DHCP ZAX—V L 7 RNAvF 407 F—EAR—2A % HELET,
binding
feature dhcp F XA A0 DHCP AX—t' > JHfe e A 2 —7 VI LT,
ip dhcp relay DHCP Vb — ==V =V haA RX—TNERLETT =7 M LET,
ip dhcp snooping T NRA AP DHCP AX—Y > 7% 7 a— LA x—T Mz LET,

show ip dhep snooping DHCP A X —E > 7T 5 —RIEHREZR R L E T,

show ip dhep snooping DHCP A X — V' Vi EREERLET,

statistics

show running-config [P V—2 H— FREZ2ED T, DHCP AX—E L VR ELZRELET,

dhcep

OL-25805-01-J
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show a2 F |

Il show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP A X — vtV VG & £ 79 5121%. show ip dhep snooping statistics =~ F&fEH L &

B

show ip dhcp snooping statistics

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK 7L
ATV R E—F EEDa~<wy R E—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE )= EEER

4.0(1) Zoawy RBMEMEShE L,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

1 WIZ, DHCP AX— v v 7R E £ R T o6 2R LET,

switch# show ip dhcp snooping statistics

Packets processed 0

Packets received through cfsoe 0

Packets forwarded 0

Packets forwarded on cfsoe 0O

Total packets dropped 0

Packets dropped from untrusted ports 0

Packets dropped due to MAC address check failure 0
Packets dropped due to Option 82 insertion failure 0
Packets dropped due to o/p intf unknown 0

Packets dropped which were unknown O

Packets dropped due to dhcp relay not enabled 0
Packets dropped due to no binding entry 0

Packets dropped due to interface error/no interface 0
Packets dropped due to max hops exceeded 0

switch#

Cisco Nexus 7000 ¥1J—X NX-OS ¥ 54 IRV F JIPLUR
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| showa<vF

show ip dhcp snooping statistics W

BREaTY R avwyFk BL
feature dhcp F X4 20 DHCP 2 X —t v JHfe xR A 2 — 7 W LET,
ip dhcp snooping TNAAD DHCP AX—VY v 7% 7 a—rUlf XF—T M LET,
service dhcp DHCP VLV — ==V =y haA X —TNEET 4 =TI LET,

show ip dhep snooping DHCP A X —E > 7T 5 —RIEHRER R LET,
show ip dhep snooping 2 %5 ¢ v 27 IP V—A = b U & &HT, IP-MAC 7 RLZ Ao U F ¢

binding VT RERRLET,
show running-config DHCP AX—v L /& EE £ LET,
dhcep

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

M show ip verify source

show ip verify source

IP-to-MAC 7 RV A A T ¢ 7% FRKaT %I121%, show ip verify source =2~ > REfEH L £ 7,

show ip verify source [interface {ethernet s/ot/port | port-channel channel-number}|

X DEREA

TIAILE

Hh—rEhd1—% A-)

interface

UEE) WA EDA v Z—T 2 AD IP-to-MAC 7 KL A A UF 400
WHIBRENn b kol eE L £,

ethernet slot/port

(ER) HADBHEDA —H Ry b A v F =T = ZADNA T 4 ZITHIR S
nNoE5ITHEELET,

port-channel
channel-number

UEE) HABRFIEDR =N F ¥ R A v H—T = A ZADA T ¢ ZITHIR
INDHEITHEELET, AR — N F v 3L FESIL 1~ 4096 T,

nL

TEDa~v K E—

network-admin
network-operator
vdc-admin
vdc-operator

K

EREDAHA R34y

JY—2R

EEERRT

4.0(1)

Zoavry RRBMEnE LR,

Zoawy R, 4B REILEHY FHA,

] KIZ, TP-to-MAC 7 RL A SA U F 4 v 7 a it bhlam LET,
switch# show ip verify source
switch#

BlEa<YY R avwvFk B

ip source binding

BELIEA =YXy h AV F—T A ADRAET v 7 [P V—X = |
UEERLET,

ip verify source

dhcp-snooping-vlan

A HE =T 2 A ADIP V—A H—R&A FX—TMIZLET,

show running-config

dhcp

IPY—ZA H—FREEZEGHT, DHCP AX—VY VR EZF T~ LET,
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| showa<vF

show ipv6 access-lists

show ipv6 access-lists

F TP IPv6 Access Control List (ACL) FE7=iXHRED IPv6 ACL #FE 77 521X, show ipv6
access-lists =~ > REMFEH L E T,

show ipv6 access-lists [access-list-name] [expanded | summary]|

XD
TIAILE
avTY R E—F

Hh—rEhd1—% A-)

(fE&) IPv6 ACL D4, 4RI TITRAT 64 LFOFRBFEMMATE, KLF
EANCFERKBI S ET,

access-list-name

expanded UEE) A7 V=7 b IA—TOARFTIET TR, IPv6 7 KL A JA—TF
IR —=F IV —TORARERTTHELIITHBELET,

summary (EE) 22 R ACL &% ETide<, ACL IZET AR AERTT D L5 I1CHE
FELET, e VWL, MEHLEDOT A RIA0] #BRLTLEE N,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

Jyy—x EEEM

4.2(1) a<wy FHEAE, ACLAIC L »TT A7 7y MEICY—FEhET,
fragments =~ > FOVPR— FB3BEIMISE LT,

4.1(2) Zoa<wy RRNBMEE LT,

access-list-name 518 %fEF LT ACL Z$8E T 55652\ T, 731 AL TXTD IPv6 ACL &%
RLET,

ACL 4 ZHEE LIRWIEE,
én\i\j‘c

expanded ¥ —V — R&HEHT G52 TIPV6 7T RLA A7V h ZJA—TEIOIP F— b
FTV s b TN—TIFARITET CERRINET,

expanded ¥ — UV — R&2HERATH L, A7 V=7 b FJA—TOARFITZIT T2, ACL THEASLTH
HATC 2 N IN—TOFHMERRTEET, ATV N IA—TICETHEMICOVTIL,
object-group ipv6 address =~ > N5 KON object-group ip port =~ > REZZML T 7ZE W,

FNRA AT, ACLAICE>TT A7 7y MEIZ ACL ®Y & FBRER

| oL-25805-01-J
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show a2 F |

Bl show ipv6 access-lists

]

summary ¥—V— F&2EHT5 &L, ACL #ETid7e< ACL ICHET M ERRTEET, HRd&h
LIERITIT, WORNENEGENET,

o U MY HAMOREERN ACL ITx L TEHEINTNAMNE I H,
o fragments =~ F23 ACLIZH L TREIAILTNDNE I 2,

o ACL#ZTEHNONL—IVE, ZOBII. TRA AN v Z—T oA AZ@EHENS L &2 ACL NIZE
FNA= FUEERBRLEYA, ACLINOL—ANF TV xr N I A—F52HHT 554, ]
HAEN3E&D ACL NO= > MU EIE, V= A EIDIIDENCREL LB E0n"HD 9,

e ACLARBEHEINTWAA L H—T A A,
o ACLWBT 77 4 7REDA L Z—T AR,

show ipv6 access-lists =~ > Ni&, RO FORENEDEAIZ, ACL NOFT > b U OFEHER%
FKRLET,

e ACL #%JEIC statistics per-entry =~ > RREEN TV D,
o FHET v RIEDA L H—T =24 X ACL BN STV D,

IP ACL I fragments =~ FREFEN LA, WRMRTFIL— VB I CHESL—AORNIICa~ U K
NERENET, HE L. T AT, O 7T 7 A2 M ACL OfOFT X TOBRI R L —L
IZ—E L2RWIGATIT, fragments =~ > RAFEFIMI 7 7 7 A MC#EHA S ET,

Zoavy FZiE, 948 ABMEDH Y £ A,

RIZ. show ipv6 access-lists =~ > & LT, H—d [Pv6 ACL Z ;D7 /34 ZATTXTD IPv6
ACL #&7=T 250~ LET,

switch# show ipv6é access-lists

IPv6 access list ipvé6-main-filter
10 permit ipvé any any

WIZ, show ipv6 access-lists =~ > FZ{EMA LT, LowerLab 47 Y =27 b Z L —7 %R = Y
Ox 2 kY BALOEHER % & » T, ipv6-RandD-outbound-web &\ 5 £45i® IPv6 ACL % #5375
iz~ LET,

switch# show ipvé access-lists ipv6-RandD-outbound-web

IPv6 access list ipv6-RandD-outbound-web
statistics per-entry
fragments deny-all
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup LowerLab any eq telnet
1010 permit tcp any any eq www [match=820421]

WIZ, show ipv6 access-lists =~ > FZ{Hf L T, ipv6-RandD-outbound-web &\ 5 £ i IPv6
ACL #7725 81% /R LE T, expanded ¥—V— K&EHEHIT 5L, = b BMOKFHEREZE D
T, BIOBEIOF TV =2 b I A—TONERFERSNET,

switch# show ipv6é access-lists ipv6-RandD-outbound-web expanded

IPv6 access list ipvé6-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 2001:db8:0:3ab0::1/128 any eq telnet [match=5032]
1005 permit tcp 2001:db8:0:3ab0::32/128 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]
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| showa<vF

show ipv6 access-lists

WIZ, summary ¥ —7U— K& & 12 show ipv6 access-lists =~ F2#EA LT, ACL A#H I T
WHA L E =T A A ACLBT 77 4 THREDA F—T = A A7 & D ipv6-RandD-outbound-web
LW IHAHTD IPv6 ACL IZFE 4 DM AR R T 282~ L ET,

switch# show ipvé access-lists ipv6-RandD-outbound-web summary
IPV6 ACL ipv6-RandD-outbound-web

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

avy kR

B8

fragments

IP ACL 2330 7 Z 7 A » R 2T 2 K iEaREL £7,

ipv6 access-list

IPv6 ACL #%E L £7,

show access-lists

FTANTO ACL £72135ED ACL R R LE T,

show ip access-lists

F T D IPv4 ACL 72135 ED IPv4 ACL 2R L £7,

show mac access-lists

F_TD MAC ACL £7213%5ED MAC ACL #F /R L ¥,

statistics per-entry

ACL W= M U TRFAIE RS SN2 7 v b OFGEHE RO L
ZRMLET,

OL-25805-01-J
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show a2 > F

M show key chain

show key chain

BEDODX—F =— L DREEZRRFT 511X, show key chain =2~ REZEH L 7,

show key chain keychain-name [mode decrypt]

BT D e
TI24+ILEK
avY kK E—F

Hh—rEhd1—% A-)

keychain-name BET DX —F = — L DL4HI, WK 63 LTORMTER/ETETET,

mode decrypt (EE) ZUTTXARTEF— THXFAMREEZZRLET, 2047V a3 03,
network-admin ¥ 721% vdc-admin = —% v — A NED Y CTo N2 —F T hH

VETTFRL AT /AT HEEFPIHERNTEES,

L

FEDOa~vY FE—F

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

)= EEER

4.0(1) Zoawy RBMEMEShE L,

Zhavry RiZiE, 4B RIVEDHD $HA,

il WIZ, BEDZITANT A T7EALBIOREEIAT7EA5FF>1 2OF— (F—13) 25T F—
F = — glop-key OF —F = — VR EEZRTT HH %2 LET,
switch# show key chain
Key-Chain glbp-keys
Key 13 —-- text 7 071a33595c1d0cl1702170203163e3e21213¢c20361a021£11
accept lifetime UTC (00:00:00 Jun 13 2008) - (23:59:59 Sep 12 2008)
send lifetime UTC (00:00:00 Jun 13 2008) - (23:59:59 Aug 12 2008)
BEIYUFR = N Bl

accept-lifetime F—DFZTFANTA T L ERELET,

key F—ERELET,
key chain ¥—Frx—VERELET,
key-string F—DAMN) T ERELET,

send-lifetime X—DEETATHIA L ERELET,
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| showa<vF

show Idap-search-map W

show ldap-search-map

BT D e
T24+ILEK
avTY R E—F

Hh—rEhd1—% A-)

X E &7z Lightweight Directory Access Protocol (LDAP) @i~ v 72T 2 F#ME R T D121,
show ldap-search-map =~ > RK&f#H L E T,

show ldap-search-map

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fTEDa<wy K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

yy—2 EEERT
5.0(2) Zoavy RRBIMEShELE,

LDAP {§#i % & /~rT 5 R1C, featureldap =~ > FEHATILNERSH D 3,
Zoavry RiZiE, 4B RBTILEDHY FH A,

7 WIT, BIEFHO LDAP B~ v 7ICBIT 2 e £ond 5H12 7 LET,
switch# show ldap-search-map
total number of search maps : 1
following LDAP search maps are configured:
SEARCH MAP sO0:
User Profile:
BaseDN: DN1
Attribute Name: mapl
Search Filter: filterl
BEavT R avwUk A
attribute-name a—% Fa 7y A FETE LM E,. CRL, FEM#E DN —2,

ABF——%, F721% user-switchgroup Vv 7 7 TRBREBAED B
WA, BER7 42 BROR—ZADN ZRELET,
feature ldap LDAP # A 2 —7/WIZLET,

| oL-25805-01-J
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show a2 F |

M show Idap-search-map

avvFk B2L
ldap search-map LDAP i~ v 7 2R ELET,
Idap-server host LDAP % —/3D IPv4 £721X IPv6 7 KL 2 BB W IEHRA MM &R

ELET,
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| showa<vF

show Idap-server W

show ldap-server

BT D e
T24+ILEK
avTY R E—F

Hh—rEhd1—% A-)

Lightweight Directory Access Protocol (LDAP) H— ZRE%ZF T 5%, show ldap-server =~
Y REERLET,

show ldap-server

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

i

EEE
Zoavry RRBMEnE LA,

Yy—2
5.002)

LDAP {§#i % & /~rT 5 R1C, featureldap =~ > FEHATILNERSH D 3,
Zoavry RiZiE, 4B RBTILEDHY FH A,

RIZ, LDAP Y= "\REEZF T D0 2R L £7,

switch# show ldap-server
timeout : 5
port : 389
deadtime : 0
total number of servers : 0

BBEav R

FEA

LDAP %A 3x—7/VIZLET,

LDAP % — 3D IPv4 721X IPv6 7 R LA HDHWIEIHRA N &R
ELET,

avw vk
feature ldap

Idap-server host

| oL-25805-01-J
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show a2 F |

Bl show Idap-server groups

show ldap-server groups

Lightweight Directory Access Protocol (LDAP) #— 7 —7REEZ R RT HIZIL. show
Idap-server groups =~ > FZ{HEHA L 7,

show ldap-server groups

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F EEDa~<wy R E—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
5.0(2) Zoavy RRBIMEhELE,

BRALOHM RS54 LDAP #4277 51, feature ldap =~ > REMHEATHILERH Y £,
Zoavy Rz, 4B ARMES Y FE A,

] RIZ. LDAP Y= TN —TFREZFKTT D0~ LET,

switch# show ldap-server groups
total number of groups: 1

following LDAP server groups are configured:
group LDAPgroupl:

Use-vrf: default
Mode: UnSecure
Authentication: Search and Bind
Bind and Search : append with basedn (cn=$userid)
Authentication: Do bind instead of compare
Bind and Search : compare passwd attribute userPassword
Authentication Mech: Default (PLAIN)
Search map:

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show Idap-server groups W

BlEaT YK avwvk A
aaa group server ldap LDAP — R I —TF%Ek L. £D 7N —70 LDAP %—/X 7
N—TF ar7 4 Falb—varET—REALET,
feature ldap LDAP A4 x—7 M2 LET,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

Bl show Idap-server statistics

show ldap-server statistics

Lightweight Directory Access Protocol (LDAP) #— SieatfE# 2 £ "3 51215, show ldap-server
statistics =~ > R&HHALET,

show ldap-server statistics {ipv4-address | ipv6-address | host-name}

LA ipv4-address A.B.C.D B KDY —/3D IPv4 7 N L X
ipv6-address XXX XEXDOY— D IPv6 7 KL &
host-name P4, LR, BEERTTRELET, KRXFTE/NXLTERRBE N, KR

FHE 256 TT,

TIAILE 2L

avY kR E—F EEDa~<wy R E—F

#R—r&h31—F -  network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE Jy—2 EEER

5.0(2) ZOa<wy RRNBMEE LT,

BRALDHM RS54 LDAP #4277 51, feature ldap =~ REMHEATHHERH Y £,
Zoavy g, 4B ARMES Y FE A,

1 Wiz, LDAP — RO#aHERE2 £ R T D02 R LET,

switch# show ldap-server statistics 10.10.1.1
Server is not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: O
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0
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| showa<vF

show Idap-server statistics W

BEaTUF avwyk A
feature ldap LDAP # A 32 —7WVIZLET,
Idap-server host LDAP % — 3D IPv4 £721X IPv6 7 KL 2 H B WK A MM &R
H/:E‘I_/‘i‘é‘@
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show a2 F |

Bl show mac access-lists

show mac access-lists

F_T?D MAC Access Control List (ACL) 72138 ED MAC ACL #FE ~73 5121%. show mac
access-lists =~ F&ZHH L £,

show mac access-lists [access-list-name] [summary]

BT D e
TI24+ILEK
avY kK E—F

#ik—bShda1—% 0-)l

access-list-name (EE) MAC ACL 04§, 4#1TIZRKT 64 XFORKTEMMTE, KX
FLANLFREBI S E T,

summary (EE) =~ P23 ACL RETIEZ2 <, ACL IZHET 2EHEFTT D & 9 I1TH
ELET, FEZOWTIE, MEH RO A R4 22U TSN,

L

FEDOa~vY FE—F

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDAHA R34y

yy—2x EEEM
4.2(1) a<r KHAE, ACLAIE > TT A7 7y MEIZY — hEhET,
4.0(1) Zoawy RBMEMEShE L,

access-list-name 51 &AL T ACL 28E T 2B E 2RO T, T3 2 X9 3THO MAC ACL %23
A~LET,

ACLAZEELRWEA. 734 A TiE, ACLAICE > TT7 L7 7y MEIZ ACL ® U X FAFEIR
énij‘o
summary ¥—V— F&EHEHT25 &, ACL#ECTId7e< ACLICET 2 eRRTEET, BRdh
HIEFMICIE. WONEREENET,

o TV NYHBMNOMKEFHERN ACLIZH LTREINTWHDEINE I D,

o ACL#ENDIL—ILE, ZOIT. TAALABAL X —T 2 AZHWAEND & &2 ACL NICE

ENH bV EAERMLEY A, ACLINOL—ANET V=2 b ZA—T7%2ERT 584, @
MEansL& D ACLNDO= P U, V—ABEVIIDNTRELIRDZLENH Y 7,

o ACLAWHENTWAHEAS LV H—T = A A,
o ACLWT 7T 4 7REDA LV H—T AR,

Il Cisco Nexus 7000 'J—X NX-OS #¥a Y5« 3T FYI27LVR

OL-25805-01-J



| showa<vF

show mac access-lists W

show mac access-lists =~ > NiZ, OB FORENEOHAEIZ, ACL NOK T b OfEHERE
FRLET,

e ACL JEIT statistics per-entry =~ > RREFEN TS,
o HHET v RO H—T x4 AT ACL N STV 5,
ZOavy Rt 4B RAI0ESY FH A,

i KIZ, show mac access-lists =~ > REf#H L T, B—® MAC ACL #2757 N4 A TTXTOD

MAC ACL R~ T 502~ LET,
switch# show mac access-lists
MAC access list mac-filter

10 permit any any ip
KIZ, show mac access-lists =~ > FZEH LT, =¥ b U A OFFHEHRZ & ® T, mac-lab-filter
EWIHARTDO MAC ACL 2R~ T 562~ LET,
switch# show mac access-lists mac-lab-filter
MAC access list mac-lab-filter

statistics per-entry

10 permit 0600.ea5f.22ff 0000.0000.0000 any [match=820421]

20 permit 0600.050b.3ee3 0000.0000.0000 any [match=732]
WIZ, summary ¥—7— R & & 42 show mac access-lists =~ > K& H LT, ACL 235 ST
WHA B =T 2 A A ACL BT 77T 4 TIREDA & —7 = A A7 £ D mac-lab-filter &\ 5 £ HiD
MAC ACL 287 A58 a R~ T D62 R LET,
switch# show mac access-lists mac-lab-filter summary
MAC ACL mac-lab-filter

Statistics enabled

Total ACEs Configured: 2

Configured on interfaces:

Ethernet2/3 - ingress (Port ACL)
Active on interfaces:
Ethernet2/3 - ingress (Port ACL)
RREOY YR avwyF SR

mac access-list MAC ACL 23 E L £7,
show access-lists FTRTO ACL £713ED ACL #RF-LET,
show ip access-lists T _XTO IPv4 ACL F 72138 E D IPv4 ACL #F L E T,

show ipv6 access-lists F_TCO IPv6 ACL F 721348 E D IPv6 ACL 2F R L ET,
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show a2 F |

W show password strength-check

show password strength-check

RAT— ROWEDOFERAT — X A% F£RT HI21E, show password strength-check =~ > K&
LET,

show password strength-check

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK 7L

avY kR E—F EEDa~<wy R E—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.03) Zoavy RRBIMEhELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#i WIT, RAT— ROBEDHEBAT — X A RiT 56 %27 LET,

switch# show password strength-check
Password strength check enabled

EEa<TUF avok EiEA
password strength-check IRAT — ROBEMREA X —7 M LET,
show running-config security FE{Ta 7 /X2l —T a3 0EFxa T BB ERELZHRRLE
‘j_o
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| showa<vF

show policy-map type control-plane W

show policy-map type control-plane

aryhe—) FL—r RY— vy FERERTT HITIE, show policy-map type control-plane =
vV REMHLET,

show policy-map type control-plane [expand] [name policy-map-name]

X DA expand UEE) ESh7-ar he— FL—r R — v o FEREFRLE
7
name policy-map-name ({£&) 2> bu—)L FL—r K o— < v 7OLAHEZRELE T, 40
T, KRXFENFREBESNET,

TI24+ILEK 7L

avykE—F AEEpa<wy K E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE )1y—=2 EEER
4.0(1) Zoavry RRBENE LR,

BEREDALARSAY Zoa~vr REF 740 FOFEBETF AL Z a0 F% 2 (VDC) NTORBHTE £,
Toawy R, A ATLESH D EH AL
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show a2 F |

W show policy-map type control-plane

Bl K, arbr—n Fr—r R o= <2y MERERRT D02 RLET,

switch# show policy-map type control-plane

policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class—-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit
exceed transmit violate drop
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| showa<vF

show port-security

show port-security

TNAADKR— b X2 U7 4 OREEZERT DI, show port-security =~ FE2HERLET,

show port-security [state]

X DA state FE) F—bF X2V F A BAF—TAIZENTNABR I L EERLET,

TI2HIE 2L

avykE—F AEpa<wy K E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—=x EEERT
4.2(1) LAY2R—F F¥RNA AL B =T 24 ANFR—FENDLHTRY
F L7z,
4.0(1) Zoawy RBMEMEShE L,

BEREDAARSAY oo~y Riaid, 942 2E0EH Y A,

il &IZ, show port-security =~ FEMHHA LT, XA ADKR—F X2 VT 4 EOAT —X 2 %
FRT OB ERLET,
switch# show port-security
Total Secured Mac Addresses in System (excluding one mac per port) : 0
Max Addresses limit in System (excluding one mac per port) : 8192

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

Ethernetl/4 5 1 0 Shutdown

switch#
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show a2 F |

W show port-security

BIEa<T VR avok |
feature port-security A—h X2 VT L A =7 M LET,
show port-security R—h X2 )7 HEICL > TRESN TS MAC 7 R L RAERR
address LET,
show port-security BEDA LV H—Tx2A ADKR—F X2 VT 4 AT —XAEERLE
interface 4,

switchport port-security L /¥ 2 A4 X —T A RAZKR—F X2V T 2R ELET,
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| showa<vF

show port-security address

show port-security address

A—h X227 A BRICK > TR#ESNTND MAC 7 RLRICET 2 WA RRT H121F, show
port-security address =~ > R&flifH L £,

show port-security address [interface {port-channel channel-number | ethernet

slot/port}]
BX D interface (fFf) A—FE*=U7 1 MAC 7 FLAGHEREDA > 4 —7 = A AIH]
fRLET,
port-channel LAY 2AR—FF ¥RV A ¥ —T =2 AREELET, channel-number 5%k
channel-number W2k, 1~ 4096 OB EEETEET,
ethernet slot/port A4 —% %y h f VX —T A 2AHEEELET,
T2+ mL

Hh—rEhd1—% A-)

fTEDa<wy K E—K

network-admin
network-operator
vdc-admin
vdc-operator

ERLEDAA FS54>

yy—=x EHEEH

4.2(1) LAY2R—F F¥RNAL AL B =T 2 AA ANYR—FENDLIHITRY
F L7,

4.0(1) Zoa<wry RRBMENE L,

Zoavwy FZiE, 48 ABMEDH Y £H A,

| oL-25805-01-J
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show a2 F |

M show port-security address

i KIZ., show port-security address =~ > FZHEHA LT, F—F X2V 7 I Lo THR#ESN TN D
TRTDOMAC 7 RV RIZET D IERERFSTHH 2R LET,

switch# show port-security address

Total Secured Mac Addresses in System (excluding one mac per port) H
Max Addresses limit in System (excluding one mac per port) : 8192

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0054.AAB3.770F STATIC port-channell 0
1 00OEE.378A.ABCE STATIC Ethernetl/4 0
switch#

KIZ, show port-security address =~ > REALC, A1 —HhFxy N 144 F—T oA A LEDKR—
F Xl T AL s TR#ESN TS MAC 7 RLAZRRTHH12RLET,

switch# show port-security address interface ethernet 1/4
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 00EE.378A.ABCE STATIC Ethernetl/4 0
switch#
BEavUR avwyk i8R
feature port-security A—h X2 T HEEZ A x—T I LET,
show port-security A—hF X2 T A BEORAT—ZRAZFE R LET,
show port-security BEDA L HE—T 2 ADKR—hF X2 VT 4 AT —HAERRLE
interface T

switchport port-security L /¥ 2 A/ X —TxAf RAZKR—F BX2VT 2R ELET,
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| showa<vF

show port-security interface

show port-security interface

BEDA v H—TzA A LDOR—F X2V T 0 OREEFRT HI21E, show port-security
interface =2~ > R&HHLET,

show port-security interface {port-channel channel-number | ethernet slot/port}

BXXniA port-channel LAY 2HBE—RF v A2 —T A A58 LET, channel-number 5|4k
channel-number WZiE, 1 ~ 4096 OB EZRETEET,

ethernet slot/port A4 —H% o N AL X —T A AEEBELET,

TI2HIEK L

avykE—F AEEpa<wy K E—F

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

oy FERE yy—2 EEEM
4.2(1) LAY2AHR—bF FX¥RN A F =Tz A ARFHR— b ENDLHIT72D
F L7,
4.0(1) Zoawy RBMEMEShE L,

FEREDHLARSAY oo~y Ridid, 948230 EHY F8 A,

fi KIZ, show port-security interface =~ FZEH LT, A —V Ry b 14 A F—T 2 ADK—
X2 VT A BEORT — X 2R RRTHHERLET,

switch# show port-security interface ethernet 1/4

Port Security : Enabled
Port Status : Secure Down
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute

Maximum MAC Addresses
Total MAC Addresses
Configured MAC Addresses
Sticky MAC Addresses
Security violation count
switch#

o o P O,
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show a2 > F

M show port-security interface

BBEav> KR avwy kR

B

feature port-security

R—bhExa )T LA R—T VT LET,

show port-security

R—h X2 VT AEORT—FZ AERRLET,

show port-security
address

Rk E¥al T (HEICE > TRESNTND MAC 7 R LA & #ox
LET,

switchport port-security

LAY 2 A H—T o ATH—F £Fa VT4 2RELET,
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| showa<vF

show privilege W

show privilege

X DEREA

T24+ILEK

Hh—rEhd1—% A-)

BIEDOMHER L~V 22— 4 BRORBEHERY R — hOAT —% A% FRT 521X, show privilege
avy REHEALES,

show privilege

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

yy—2 EEERT
5.0(2) Zoavy RRBIMEShELE,

Zoawy R, A4 BV RS EDHY FHA,

fl Wiz, show privilege =~ > REMHEHA LT, BEOHERL L, 2—¥4 | BLORBEHERYR— o
AT —H AL RRTDH R LET,
switch# show privilege
User name: admin
Current privilege level: -1
Feature privilege: Enabled
switch#
EEa<TUF avwyk E
enable /evel RO L N~ —FDOHEE A X —T NI LET,
enable secret priv-lvl HBEOHERL LD —27 Ly f XAT—REAL X —T M LET,
feature privilege TACACS+ $—/SCToa~ v REEANIxT 57—/ O REEHERZ 1+ —
T LET,
username username 2 —FRBANHER LSV EFHTE L LI LET,
priv-lvl

| oL-25805-01-J
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show a2 F |

M show radius

show radius

RADIUS Cisco Fabric Services (CFS) BME AT —Z AB L PZ DM OFEM %2 F£ /R 5121%. show
radius 2~ > R&EHEHLET,

show radius {distribution status | merge status | pending [cmds] | pending-diff | session

status | status}

BT D e
T2+ EK
avY kK E—F

Hh—rEhd1—% A-)

distribution status

RADIUS CFS BMED AT —F A% F R L £,

merge status

RADIUS v — YV DRAT—Z A& R RLET,

pending Frar 74 Fal—va VICEREBEA SR TORWRE T OB EE £R
LET,
cmds (fER) REFPOREICHTL2a~vr FEaRRALET,

pending-diff

TIT 4 TIRREERETORE L OMOENERRLET,

session status

RADIUSCFS vy a v DAT—H AZFK R LET,

status

RADIUS CFS D A5 —& 2% FK - LET,

L

FEDOa~<Y FE—F

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

I

Yy—2

EEER

4.0(1)

Zoavry RRBMEnE LR,

Zoawy R, A4 BRIV EDHY A,

Wiz, RADIUS CFS BlfE AT — X A& R+ D HiEE R~ LET,

switch# show radius distribution status

distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status:

last operation: enable
last operation status:

not yet initiated after enable

success
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| showa<vF

show radius W

WIZ, RADIUS v~ —¥ AT —Z 2 &K PR~ LET,

switch# show radius merge status
Result: Waiting

WIZ, RADIUSCFS v ¥ a v AT —F AR T HHEZRLET,

switch# show radius session status

Last Action Time Stamp : None
Last Action : Distribution Enable
Last Action Result : Success

Last Action Failure Reason : none

Wiz, RADIUS CFS 25 —#% 2% KT 5%~ LET,

switch# show radius status

distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: not yet initiated after enable

last operation: enable
last operation status: success

Wiz, R FT D RADIUS O EEF£RT HHZRLET,

switch# show radius pending
radius-server host 10.10.1.1 key 7 gxzl23aaa group server radius aaa-private-sg

wIZ, REFTORADIUS 27 4 Fab—vay avy ReRiRTH0 2R~ LET,

switch# show radius pending cmds
radius-server host 10.10.1.1 key 7 gxz12345 auth port 1812 acct port 1813 authentication
accounting

Wiz, o RADIUS O EE ., BED RADIUS OREDERZF T HHEZ R LET,

switch (config)# show radius pending-diff
+radius-server host 10.10.1.1 authentication accounting

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

M show radius-server

show radius-server

RADIUS ¥ —fE# A FK T 5121%. show radius-server =~ K& FE R L £7,

show radius-server [hostname | ipv4-address | ipv6-address]|
[directed-request | groups | sorted | statistics]

BXOHHA hostname ({£:#) RADIUS #—/3® Domain Name Server (DNS; KA A x— A
T—3) 4, AFTTHE, KXFENLERRIENET,

ipv4-address (f£%&) A.B.C.D & X®» RADIUS #— 3D IPv4 7 KL %,
ipv6-address (EE) X:X:X:X %D RADIUS #— 30 IPv6 7 KL A,
directed-request (TLE) fREFERFEEZERRLET,
groups (E£E) #REENTZ RADIUS H— R Z— AT 5 @a TR LET,
sorted ({£#) RADIUS H— BT 2401 TY — b aneflaRnr L ET,
statistics (f£7&) RADIUS #— 30 RADIUS #EHEHRAEF R L ET,

TI4ILE 7'v—s3L RADIUS % — @& 7R LET,

avy kR E—F fEZEpa~vy K E—FK

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBMMEShE LE,

ERALDHM RS54 RADIUS F#dAF—I3, show radius-server =~ > N HIZIZF RS EH A, RADIUS HihA
¥ —% /"9 521, show running-config radius =~ > FEFHEH L £,

Zhavy RiZiE, 4B RIVEDHD A,
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| showa<vF

]

WIZ., T_TD RADIUS 4 —_"DEREF T D02~ LET,

switch# show radius-server

Global RADIUS shared secret:x**kixxx
retransmission count:1

timeout wvalue:5

deadtime value:0

total number of servers:2

following RADIUS servers are configured:
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813

WIZ, HE I 7z RADIUS =i a2 K7 T 20 %2 R LET,

switch# show radius-server 10.10.1.1
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
idle time:0
test user:test
test password:**xkxkxxx

KIZ, RADIUS 8 E ERRELFKRT 20 2R~ LET,

switch# show radius-server directed-request
enabled

wIZ, RADIUS = J =T Di#ERRZT L0 %2R LET,

switch# show radius-server groups
total number of groups:2

following RADIUS server groups are configured:
group radius:
server: all configured radius servers
group RadServer:
deadtime is 0
vrf is management

WIZ, f8E &7z RADIUS — J L —T7OiFRERR-T 20 %2R LET,

switch# show radius-server groups RadServer
group RadServer:
deadtime is O
vrf is management

show radius-server

OL-25805-01-J
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show a2 F |

M show radius-server

Wiz, +XTo» RADIUS — DY — F ENTEBFREERTDHZ2RLET,

switch# show radius-server sorted
Global RADIUS shared secret:****rxkx*xx*

retransmission count:1
timeout value:5

deadtime value:O0

total number of servers:2

following RADIUS servers are configured:

10.10.0.0:
available
available

10.10.1.1:
available
available

for
for

for
for

authentication on port:1812
accounting on port:1813

authentication on port:1812
accounting on port:1813

Wiz, 8E® &7z RADIUS — RO FHEREFRT D0 2R L ET,

switch# show radius-server statistics 10.10.1.1

Server is not monitored

Authentication Statistics
failed transaction

S:

sucessfull transactions: 0

requests sent: 0
requests timed out

: 0

responses with no matching requests: 0

responses not processed: 0
responses containing errors: 0

Accounting Statistics

failed transactions:
sucessfull transactions: 0

requests sent: 0
requests timed out

: 0

responses with no matching requests: 0

responses not processed: 0
responses containing errors: 0O

BEEav> R avwyk

BB

show running-config radius

Eitary 7 4F¥alb—ar 77ALD RADIUS iz &R L%

j‘o
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| showa<vF

showrole W

show role

2—W B — VREEF T DHITIE, showrole 2~ REHEHLET,

show role [name role-name]

X DA name role-name (EE) BEDZ—F o —LLDEREFRLET, 2—LLT
. RXFENXEREFENET,

TI2HIE FRCODZ—P n— L OERE R R LET,

avY kK E®E—F EEDa<wy R E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= EEEMR
4.0(1) Zoawry RpBIMEnE L,

BEREDAARSAY oo~y Riaid, FA4B 0 2E0EH Y A,

1 WIT, FEOZ—Y m— L OEFERERTT D0 2R LET,

switch (config) # show role name MyRole

role: MyRole
description: new role
vlan policy: deny
permitted vlan
1-10
interface policy: deny
permitted interface
Ethernet2/1-8
vrf policy: permit (default)

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

show role

WIZ, T7 N FORBT AR 27X 28 (VDC) OFTRTO2—F m—LDOiFRERTT 506

ZRLET,

switch(config)# show role

role: network-admin
description: Predefined network admin role has access to all commands
on the switch

1 permit read-write

role: network-operator
description: Predefined network operator role has access to all read
commands on the switch

1 permit read

role: vdc-admin
description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

role: vdc-operator
description: Predefined vdc operator role has access to all read commands
within a VDC instance

1 permit read

role: MyRole
description: new role
vlan policy: deny
permitted vlan
1-10
interface policy: deny
permitted interface
Ethernet2/1-8
vrf policy: permit (default)

Cisco Nexus 7000 ¥1J—X NX-OS ¥ 54 IRV F JIPLUR
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| showa<vF

showrole W

Wz, T 74N NUSDOEBT NSA 2 2T (VDC) DT RTCO2—H o— LOEHREERT
LR LET,

switch-MyVDC# show role

role: vdc-admin
description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

role: vdc-operator
description: Predefined vdc operator role has access to all read commands
within a VDC instance

Rule Perm Type Scope Entity
1 permit read
BEa<>F avwyFk SR
role name 2P u—AVEHRELET,

OL-25805-01-J
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show a2 F |

W show role feature

show role feature

a—H o — LEERE A R 211X, show role feature =~ FAHH L £,

show role feature [detail | name feature-name]

BT D e detail (L) TRTOMBEOHMIEREFEZLET,
name feature-name (FEE) FEOMREDEMIEMAEF T LET, MAEL TIE. KT
LANCERRM S ET,
FI2+I K Z— B UEEEA DY A R EFRLET,
avY kK E—F AZpa~vr K E—FK

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Yy FEE Jyy—= EEER
4.0(1) Zoavy RRBIMEShELE,

BREDAARSAY oo~y Riaid, FA4B L 2E0EHY A,
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| showa<vF

]

wIZ, a—F m— i L £RT L5612 LET,

switch (config)# show role feature
feature: aaa
feature: access-1list
feature: arp
feature: callhome
feature: cdp
feature: crypto
feature: gold
feature: install
feature: 13vm
feature: license
feature: ping
feature: platform
feature: gosmgr
feature: radius
feature: scheduler
feature: snmp
feature: syslog
<content deleted>

WIZ, TRTOa—Y v — UREDREMERER ST D0 2R LET,

switch (config)# show role feature detail

feature: aaa
show aaa *
config t ; aaa *
aaa *
clear aaa *
debug aaa *
show accounting *
config t ; accounting *
accounting *
clear accounting *
debug accounting *
feature: access-1list
show ip access-list *
show ipv6 access-list *
show mac access-list *
show arp access-list *
show vlan access-map *
config t ; ip access-list *
config t ; ipv6 access-list *
config t ; mac access-list *
config t ; arp access-list *
config t ; vlan access-map *
clear ip access-list *
clear ipv6 access-list *
clear mac access-list *
clear arp access-list *
clear vlan access-map *
debug aclmgr *
feature: arp
show arp *
show ip arp *
config t; ip arp *
clear ip arp *
debug ip arp *
debug-filter ip arp *
<content deleted>

show role feature W

OL-25805-01-J
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show a2 F |

W show role feature

WIZ, FFED 22— n— R OFEMIERE £ RT 262 R LET,

switch(config)# show role feature name dotlx

feature: dotlx
show dotlx *

config t ; dotlx *

dotlx *
clear dotlx *
debug dotlx *

BEav> R avwv Kk

B

role feature-group

a—HP o— ) LOMREISNLV—TERELET,

rule

a—HF g—LOL—LEBZELET,

Cisco Nexus 7000 ¥1J—X NX-OS ¥ 54 IRV F JIPLUR
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| showa<vF

show role feature-group W

show role feature-group

a—% m— VeV NV — 7 &2 KT HITIL. show role feature-group =~ > K& L £,

show role feature-group [detail | name group-name]

BXXniA detail (FE) TR COMREI NV— T OHMIER TR LET,
name group-name (EE) BEOHWIES LV — 7 OFMEREE R LET, Z—T4%

TiE, RCFLPLFNRBISNET,

TI2HIEK a—F g— RS — T DY A N EERLET,

avykE—F AEEpa<wy K E—F

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Yy FEE Jyy—= EEER
4.0(1) Zoavy RRBIMEShELE,

BEREDAARSAY oo~y Riaid, 942 2E0EH Y A,

#i WIT, 22— m— RN — T % F R T 5627 LET,

switch (config)# show role feature-group

feature group: L3
feature: router-bgp
feature: router-eigrp
feature: router-isis
feature: router-ospf
feature: router-rip

feature group: SecGroup
feature: aaa

feature: radius
feature: tacacs

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

Bl show role feature-group

WIZ, T_XTOa—% m— R V—71BT 5

switch (config)# show role feature-group detail

feature group: L3
feature: router-bgp
show bgp *
config t ; bgp *
bgp *
clear bgp *
debug bgp *
show ip bgp *
show ip mbgp *
show ipvé bgp *
show ipv6 mbgp *
clear ip bgp *
clear ip mbgp *
debug-filter ip *
debug-filter ip bgp *
config t ; router bgp *
feature: router-eigrp
show eigrp *
config t ; eigrp *
eigrp *
clear eigrp *
debug eigrp *
show ip eigrp *
clear ip eigrp *
debug ip eigrp *

config t ; router eigrp *

feature: router-isis
show isis *
config t ; isis *
isis *
clear isis *
debug isis *
debug-filter isis *

config t ; router isis *

feature: router-ospf
show ospf *
config t ; ospf *
ospf *
clear ospf *
debug ospf *
show ip ospf *
show ospfv3 *
show ipv6 ospfv3 *
debug-filter ip ospf *
debug-filter ospfv3 *
debug ip ospf *
debug ospfv3 *
clear ip ospf *
clear ip ospfv3 *

config t ; router ospf *
config t ; router ospfv3 *

feature: router-rip
show rip *
config t ; rip *
rip *
clear rip *
debug rip *
show ip rip *
show ipvé6 rip *
overload rip *

MR A 2R ol e R LET
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| showa<vF

show role feature-group W

debug-filter rip *
clear ip rip *

clear ipvé rip *

config t ; router rip *

WIZ, FED2—H o — VKR NV— T OERERFZT 6 EZ R LET,

switch (config)# show role feature-group name SecGroup

feature group: SecGroup
feature: aaa

feature: radius
feature: tacacs

BEaTUF avw vk 7L
role feature-group a—F v — VOEESNL—TERELET,
rule Z—HF B — DN — L ERELET,
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show a2 F |

M show role pending

show role pending

X DEREA

T24+ILEK

Hh—rEhd1—% A-)

Cisco Fabric Services fidfgt v v a VOREFT O —H v — LR EDENEEK/RT HIZ1L. show role

pending =~ RZEA L E 7,

show role pending

Zoavy Rk, BIEELETIF -V —FEdH 0 £HA,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

)= EEER

4.1(2) Zoa<wy RRNBMEE LT,

Zoawy R, A4 BRI EHY FHA,

#1 Cisco Fabric Services E v v a voa—4 o — LR EOENEZFR LT HHZHEALET,
switch# show role pending
Role: test-user
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)
Rule Perm Type Scope Entity
1 permit read-write feature aaa
BEaTVF avwyk B
role distribute a—H m— LEREICK L, Cisco Fabric Services ftfg % A *— 7V
ZLET,
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| showa<vF

show role pending-diff

show role pending-diff

X DEREA

T24+ILEK

Hh—rEhd1—% A-)

Cisco Fabric Services Fdfgt v a v & FEfTar 7 4 Falb—ra VOMToO, REFPO2—Y m—1
REDENERRT HIZIE, show role pending-diff =~ > F&HEH L £,

show role pending-diff

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

]

yy—2 EEERT
4.1(2) Zoa<wy RRNBMEE LT,

Zoawy R, A4 BV RS EDHY FHA,

Cisco Fabric Services t v ¥ a v Da—H n— LREDENERTT D62 H L £,

switch# show role pending
+Role: test-user
+ Description: new role
+ Vlan policy: permit (default)
+ Interface policy: permit (default)
+ Vrf policy: permit (default)

+ 1 permit read-write feature aaa

avy kR £
role distribute o—H m— LEREICK L. Cisco Fabric Services Btfg % 1 % — 7 /b

| oL-25805-01-J
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show a2 F |

M show role session

show role session

— 1 —/L Cisco Fabric Services v > a VDR T —H AEREF 7T 5H121%. show role session

avry FeHLES,

show role session status

BXXniA status FEE) u— Dty arDAT—H Ak FERLET,
T2+ L
avY Rk E—F AEpa<wy K E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

avr FEE Jy—= EEEH

4.1(2) Zoawry RpBIMEnE L,

BEREDAARSAY oo~y Riaid, FA4 B 2E0EHY A,

i Cisco Fabric Services Ty v a Oz —H% m— /LB EOENEFRRITHHEHEHLET,
switch# show role session status
Last Action Time Stamp : Thu Nov 20 12:43:26 2008
Last Action : Distribution Enable
Last Action Result : Success
Last Action Failure Reason : none
BREaTY R =N S SRR
role distribute a— o — LRIkt L, Cisco Fabric Services i %1 x— 7 /v
iZLET,
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| showa<vF

show role status W

show role status

BT D e
T24+ILEK
avTY R E—F

Hh—rEhd1—% A-)

o—H 1 — LiARE D Cisco Fabric Services Bfg D AT — X% A & FKx$ 5 121%. show role status =~ >
REMEHLET,

show role status

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

EEE
Zoavry RRBMEnE LA,

Yy—2
4.1(2)

Zoawy R, A4 BV RS EDHY FHA,

B Cisco Fabric Services T a Oz —H% o — LB EDOENEFRRTHHEMHLET,
switch# show role status
Distribution: Enabled
Session State: Locked
BEav U F avwy R E LT
role distribute o— o — LR EIZ%t L, Cisco Fabric Services i %21 x—7 /v
WLET,

| oL-25805-01-J
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show a2 F |

M show running-config aaa

show running-config aaa

FITa 7 4 ¥ 2 L— 3 O Authentication, Authorization, and Accounting (AAA; FBFE, 87, 7
BT 1) REEHMERRT SIZIEL, show running-config aaa =~ R&EH LT,

show running-config aaa [all]

X DA all (EE) REFABIOT 74V FORFREFRLET,
TIAIE L
avy kE—F fAEpa~v K E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= EEEMR
4.0(1) Zoawry RpBIMEnE L,

BEREDAARSAY oo~y Riaid, FA4 B 2E0EHY A,

1 WIZ, FTar T4 Fab—a VOREFH» AAA TERERTT 02 RLET,

switch# show running-config aaa
version 4.0 (1)

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show running-config acimgr W

show running-config acimgr

Firar 74 Xal—raroa—PREOT /A arbu—L U2k (ACL) #HFRT 5T,
show running-config aclmgr =~ > FZ{EMA L 7,

show running-config aclmgr [all | inactive-if-config]

X DA all F4rar 7 4 X¥al—a Y NOF 740~ (CoPP #%7E) ACL & =—F
HE ACL Ol F#FK s LE T,
inactive-if-config FEFa v T4 Xal—varNORET /T 47 BYv—%FRLET,
TIAIE 2L

avY kR E—F T

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Yy FEE Jyy—= EEER
5.2(1) Zoavy RRBIMEShELE,

BEREDAARSAY oo~y Riaid, FA4B 0 2E0EHY A,

#i WIZ, F4Tar 74 Xal—arDa—FREACL #FRT A0 %2R LET,

switch# show running-config aclmgr all
!Command: show running-config aclmgr all
!Time: Wed May 25 08:03:46 2011

version 5.2(1)
ip access-1list acll
ip access-list ciscol23-copp-acl-bgp
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
ipvé access-list ciscol23-copp-acl-bgpb
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
ip access-1list ciscol23-copp-acl-cts
10 permit tcp any any eq 64999
20 permit tcp any eq 64999 any
ip access-list ciscol23-copp-acl-dhcp
10 permit udp any eq bootpc any
20 permit udp any neq bootps any eq bootps

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

M show running-config acimgr

ip access-list c
10 permit udp
20 permit udp

ip access-list c
10 permit eigr

ip access-1list c
10 permit tcp
20 permit tcp
30 permit tcp
40 permit tcp

ip access-list c
10 permit udp

ip access-1list c
10 permit udp

ipvé access-list
10 permit udp

ip access-list c
10 permit icmp
20 permit icmp

ipv6 access-list
10 permit icmp
20 permit icmp

ipv6 access-list
10 permit icmp
20 permit icmp
30 permit icmp
40 permit icmp
50 permit icmp
60 permit icmp
70 permit icmp

ip access-list c
10 permit igmp

mac access-list
10 permit any

mac access-list
10 permit any
mac access-list
10 permit any
mac access-list
10 permit any
20 permit any
mac access-list
10 permit any
mac access-list
10 permit any
mac access-list
10 permit any
mac access-list
10 permit any
mac access-list
10 permit any
mac access-list
10 permit any
mac access-list
10 permit any
mac access-list
10 permit any
20 permit any
mac access-list
10 permit any
—--More--

iscol23-copp-acl-dhcp-relay-response
any eq bootps any

any any eq bootpc
iscol23-copp-acl-eigrp
p any any

iscol23-copp-acl-ftp

any any eq ftp-data

any any eq ftp

any eq ftp-data any

any eq ftp any

iscol23-copp-acl-glbp

any eq 3222 224.0.0.0/24 eq 3222
iscol23-copp-acl-hsrp

any 224.0.0.0/24 eq 1985
ciscol23-copp-acl-hsrp6

any ££02::66/128 eq 2029
iscol23-copp-acl-icmp

any any echo

any any echo-reply
ciscol23-copp-acl-icmp6

any any echo-request

any any echo-reply
ciscol23-copp-acl-icmp6-msgs

any any router-advertisement

any any router-solicitation

any any nd-na

any any nd-ns

any any mld-query

any any mld-report

any any mld-reduction
iscol23-copp-acl-igmp

any 224.0.0.0/3
ciscol23-copp-acl-mac-cdp-udld-vtp
0100.0ccc.cccc 0000.0000.0000
ciscol23-copp-acl-mac-cfsoe
0180.c200.000e 0000.0000.0000 0x8843
ciscol23-copp-acl-mac-dotlx
0180.c200.0003 0000.0000.0000 0x888e
ciscol23-copp-acl-mac-fabricpath-isis
0180.c200.0015 0000.0000.0000
0180.c200.0014 0000.0000.0000
ciscol23-copp-acl-mac-flow-control
0180.c200.0001 0000.0000.0000 0x8808
ciscol23-copp-acl-mac-gold

any 0x3737
ciscol23-copp-acl-mac-12pt
0100.0ccd.cdd0 0000.0000.0000
ciscol23-copp-acl-mac-lacp
0180.c200.0002 0000.0000.0000 0x8809
ciscol23-copp-acl-mac-11dp
0180.c200.000c 0000.0000.0000 0x88cc
ciscol23-copp-acl-mac-otv-isis
0100.0cdf.dfdf 0000.0000.0000
ciscol23-copp-acl-mac-sdp-srp
0180.c200.000e 0000.0000.0000 0x3401
ciscol23-copp-acl-mac-stp
0100.0ccc.cccd 0000.0000.0000
0180.c200.0000 0000.0000.0000
ciscol23-copp-acl-mac-undesirable
any

NX-0S £¥a )54 AT FYI7PLUR
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| showa<vF

show running-config acimgr W

avwy kR

SiBA

show running-config
copp

FITar 7 4 ¥ab— a9 NO CoPP R EEZFRLET,

show startup-config
aclmgr

AE—RNT v a7 Fal—raroa—YHREACLEZERLET,

show startup-config
copp

AE—= T v ar7 4 X2l — 3 ND CoPP HELXERLET,

OL-25805-01-J
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show a2 F |

W show running-config copp

show running-config copp

Firar 74 Xal—varoaria—L F—r KUV IREFREFRRT HI2E, show
running-config copp =~ > FEHEH L E 7,

show running-config copp [all]

X DEREA

all (FEE) BEFHBLOT 74V FOERER T LET,

TI2HIE

#ik—bShda1—% 0-)l

Bl

FTEEDa~v K E—FR

network-admin
network-operator
vdc-admin
vdc-operator

EREDHA R4

i

Jy—=x EEER
4.0(1) Zoawry RpBIMEnE L,

TODavy REFF 74N FOEBET AL R arF% A2 b (VDC) WCTOLEHTXET,
ZDa<wy RZiE, 4B RS EHY FEA,

WIZ, FfTar 74 F¥alb—ralryOREFLaIIr—)L TL—r R ITHERERRT HH0%
mLET,

switch# show running-config copp
version 4.0(1)
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access—-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access—-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class—-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show running-config copp W

policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed
transmit violate drop

WIZ, FITar 74 X2 —2avOBREFABLOT 74V oaryta— FL—r KU s
HRERRTLHERLET,

switch# show running-config copp all
version 4.0(1)
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access—-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class—-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed
transmit violate drop
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show a2 F |

M show running-config cts

show running-config cts

FATa 7 4 F 2 L— 3 O Cisco TrustSec i E 4 E~T 511X, show running-config cts =~ >~
FafmLES,

show running-config cts

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F AEDary 74 F¥al—vary T—F

#h—bEhd1—F0—)  network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEhELE,

FEREOHLARSAY o<y FEFERTAICIE. feature cts =~ > R&f# i LT Cisco TrustSec ¥ERE % A — 7 /L2
AUBENRDHY F9,

Z D a< . RiZiE, Advanced Services 7 A & ANMLIE T,

1 Wiz, FEfrar 74X ab—3 3 0 Cisco TrustSec iR ELZF T HH2 1~ LET,

switch# show running-config cts
version 4.0(1)
feature cts
cts role-based enforcement
cts role-based sgt-map 10.10.1.1 10
cts role-based access-list MySGACL
permit icmp
cts role-based sgt 65535 dgt 65535 access-list MySGACL
cts sxp enable
cts sxp connection peer 10.10.3.3 source 10.10.2.2 password default mode listener
vlian 1
cts role-based enforcement
vrf context MyVRF
cts role-based enforcement

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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show running-config cts W

| showa<vF

BEEav K avw vk B
feature cts Cisco TrustSec #§8E% A X —7 iz LET,

Cisco Nexus 7000 ¥ J—X NX-OS #¥a2 )T a7V F Y7L VR i
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show a2 F |

M show running-config dhcp

show running-config dhcp

FATAL T4 Falb—varDFAF Iy KA ar 7 Fal—v =3y Frbal (DHCP) %
X—VE VIR EERRT HITIL, show running-config dhep =~ REMFEH L 9,

show running-config dhcp [all]

X DA all (B8 BEBLBLOT 740 FOBHRERERLET,

TI2HIE 2L

avy kE—F AEpa<wy K E—F

#ih—h&h31-F 0-)l network-admin
vdc-admin
network-operator
vdc-operator

av Yy FERE Jy—= EEEMR
4.0(1) Zoawry RpBIMEnE L,

BREDHA RS4Y o=z~ FaM+ 51213, feature dhep =~ R H LT DHCP A X —t' > JHfEa A 2 —7
T DRERH Y £,

Zoavwy RZiE, 4B ARMES D FH A,

i KOBTIE, DHCP AX—E L VR ELFEFT A HFEEZRLET,

switch# show running-config dhcp
version 4.0(1)
feature dhcp

interface Ethernet2/46
ip verify source dhcp-snooping-vlan
ip arp inspection trust
ip dhcp snooping
ip arp inspection validate src-mac dst-mac ip
ip source binding 10.3.2.2 0£f00.60b3.2333 vlan 13 interface Ethernet2/46
ip source binding 10.2.2.2 0060.3454.4555 vlan 100 interface Ethernet2/10
ip dhcp snooping vlan 1
ip arp inspection vlan 1
ip dhcp snooping vlan 13
ip arp inspection vlan 13

switch#

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show running-config dhcp W

BEav VR avwy kR HL)
feature dhcp F XA AD DHCP A X —t' ke A 2 —7 I L £,
ip dhcp snooping TNAAD DHCP AX—VY v 7% 7 a—rUlf XF—T M LET,
service dhcp DHCP VLV — ==V =y haA X —TNEET 4 =TI LET,

show ip dhep snooping DHCP 2 X— v ZIZfT 5 — R ER L2 E R LET,
show ip dhcp snooping = %5 ¢t v 7 [P V—A = MU EEOHDT, IP-MAC 7 KL R XA U5 4
binding VI ERRLET,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

M show running-config dot1x

show running-config dot1x

FITar74F¥ab—aro802.1X REFHEZFK RS HIC1E. show running-config dotlx =~ >
RE[EHLET,

show running-config dotx1 [all]

X DA all (EE) REFABIOT 74V FORFREFRLET,
TIAIE L
avy kE—F fAEpa~v K E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= EEEMR
4.0(1) Zoawry RpBIMEnE L,

FREDALIRSAY oz~ FEHERT5E0C. feature dotlx =~ > REHEHA LT 802.1X BREZE A X — T T D 4%
ERHY FT,

Zoavwy RiZiE, 4B RARMES D FH A,

i WIZ, FATar 7 4 Falb—a VOREFH» 802 IX EHREFFTHH2 R LET,

switch# show running-config dotlx
version 4.0(1)

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show running-config eou

show running-config eou

FAfTa 7 4 ¥ 2 L— = O Extensible Authentication Protocol over User Datagram Protocol
(EAPoUDP) &N # % %59 5121%. show running-config eou =~ > K& L £,

show running-config eou [all]

X DA all (FEE) BEFHBLOT 74V FOERERRTLET,

TI2HIE 2L

avykE—F AEEpa<wy K E—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

avr FEE Jy—= EEEH

4.0(1) Zoawry RpBIMEnE L,

FREDHFLIRSAY —oa~r REEAT5E0C. feature eou =~ > R&{EH LT EAPoUDP % 1 2 — 7 NVICT B4

EhrdHET,
Zoavwy RZiE, 4B AN ES Y FH A,

i WIZ, BTar7 4 Xalb— a3 VOFRTEHEH EAPoUDP [F# %2 K-+ 2612 R LET,

switch# show running-config eou
version 4.0(1)

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

W show running-config Idap

show running-config ldap

FATa 7 4 F 2 L— 3 O Lightweight Directory Access Protocol (LDAP) H— N\ E#H AR AT
%1Z1X. show running-config ldap =~ > R&ZHEHA L £ 7,

show running-config ldap [all]

X DA all (FE) 74 h® LDAP S EE S A #E R LET,
TI2HIE L
avy kE—F AZpa~vr K E—FK

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= EEEMR
5.0(2) Zoawry RpBIMEnE L,

BRLOHA FS4Y LDAP fE5#H &% 7 5112, featureldap =~ FAMEHTILERH Y £,
Toaw L RITE, AU RESLEDH Y AL

%l WIZ, FfFar 7 4 Fa2al— 30 LDAP HHREFRRTHEEZRLET,

switch# show running-config ldap

BEa<TFR avwvk £

show ldap-server LDAP E#E RS LET,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show running-config port-security

show running-config port-security

FTar74Fa2b—rvarOFR—btxa T (FHRELRTSIZ1E, show running-config
port-security =~ > FEHEH L E 7,

show running-config port-security [all]

X DEREA

T4

~

avU Rk E—F

#ik—bShda1—% 0-)l

all (EE) 74NV DOR—bEFa ) F 4 BREBREERLET,

Bl

TEpa<wy K E—NK

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

Jy—=x EEER
4.0(3) Zoawry RpBIMEnE L,

ZDa=wy RZiE, 4BV RIS EHY FEA,

1 WIZ, FfT7ar 74 FXal—varOFR—bexa )7 OEREERTIHEZRLET,
switch# show running-port-security
version 4.0 (3)
feature port-security
logging level port-security 5
interface Ethernet2/3
switchport port-security
BEaIU kR avwUk &8
show startup-config 2= Ty a7 4 ¥al—rarOR—rkexa T 4
port-security HMERTLET,
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show a2 F |

M show running-config radius

show running-config radius

FATa 7 4F 2 b— 3 O RADIUS — \fFRZFKRT 2121E. show running-config radius =
~ FEERLET,

show running-config radius [all]

X DA all (EE) 774/ b RADIUS R EHFHREF R LET,
TIAIE L
avY kK E—F =N I=E A NI

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

avy FEE Jy—= EEER
4.0(1) Zoavy FREBMENE L,

FREDFLARSAY oo~y Ridid, 948 AF0EH Y £8 4,

1 WIZ, FfT7ar 7 4 X¥al— 30 RADIUS OIES4FT 56 % 57 LET,

switch# show running-config radius

BEaTUF avwyk H L)
show radius-server RADIUS ff#is £ rLET,
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| showa<vF

show running-config security W

show running-config security

Ffrar7a4Xalb—varOa—F T7h v EXaT Y=k (SSH) H—3 B IO Telnet
P—NIFHEKRT HITIE, show running-config security =~ > REHEH L E 7,

show running-config security [all]

X DEREA

TI2HIE

avYkE—F

#ik—bShda1—% 0-)l

all UEE) 74N ho—F 7 H o~ SSH #—3, 8L Telnet —
Narv7Z s Fal—ia s EReEForLET,

Bl

EEDavy K E—R

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

7

Jy—=x EEER
4.0(1) Zoawry RpBIMEnE L,

ZDawy RZiE, 4BV RIS EHY FEA,

Wiz, F7ar 74 Xab—rvar0a—%F 7hvr b, SSH +—/3 BLO Telnet — \fEH % £
AT ABERLET,

switch# show running-config security

version 5.1(1)

username admin password 5 $1$7Jwqg/LDM$SXFOM/UWeT43DmtjZy8VP91 role network-admin

username adminbackup password 5 $1$0ip/C5Ci$00dx70JS1BCFpNRmQK4na. role network-operator
username userl password 5 $1$qEclQ5Rx$SCAX9fXiAoFPYSvbVzpazj/ role network-operator
telnet server enable

ssh key rsa 1024 force

OL-25805-01-J
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show a2 F |

M show running-config tacacs+

show running-config tacacs+

FATa 7 4 F 2 b— 3 O TACACS+ — MEF R &K 2121E, show running-config tacacs+
avy REfHLET,

show running-config tacacs+ [all]

X DA all (&) T 74 h® TACACS+ R EHRAERRZLET,
TI2HIE L
avy kE—F AZpa~vr K E—FK

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= EEEMR
4.0(1) Zoawry RpBIMEnE L,

FREDHL K542 TACACS+ 1@ A #5739 HE1C, feature tacacs+ =~ > FAMEHTZLENH Y £,
ZDa=wy RZiE, 4B RS EHY FEA,

1 Wz, EfFar 7 4 Falb— g0 TACACSH (A Ford 262~ LET,

switch# show running-config tacacs+

BAEav >R avwyFk HL
show tacacs-server TACACS+ [E@REFR T~ LET,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

showsshkey W

show ssh key

RABT NA A 3T F A~ (VDC) @ Secure Shell (SSH; ¥ =7 v =/b) =N F—2F£RT5H
(21X, show sshkey =~ R&EHHALET,

show ssh key

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F fEZEpa~vy K E—FK

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

FREDHLIRSLAY oz~ R, featuressh 2~ > FEHEHALTSSH A X —7 V0L X IHERATXET,
Zoavy R, A4 RARBINEHY FH A,

] WIZ, SSH — F—2FRm T 202 R LET,

switch# show ssh key

Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkrk

rsa Keys generated:Wed Aug 11 11:45:14 2010

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAGQDYpfN6FSHZDbFPWEoz7sgWCamhfoqgjgqYNoZMvySSb4
056LhWZ75D90KPo+G+XTo7QAyQOMpLJISkwKcRkidgD41lwJaDd/Ic/S1553310jyM61Bwvi+8+J3JoIdft
AvgH47GT5BADD6hM7aUHg+e fSQSq8pGyDARACW6UAY OHNAWOTw==

bitcount:1024
fingerprint:
cd:8d:e3:0c:2a:df:58:d3:6e:9c:bd:72:75:3f:2e:45

R R R i I I b I b b b b b b b b b b b b b b i i i

could not retrieve dsa key information
Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkxk

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
| oL-25805-01-J .m



show a2 F |

M show ssh key

BEaTUF avyv kR BL
ssh server key SSH #—/ F—%ELET,
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| showa<vF

show ssh server H

show ssh server

BT SA 2 a7 F% A~ (VDC) @ Secure Shell (SSH) ¥ —/ 25 —X 2% FRT 5HI21%. show
ssh server =~ FZfEH L £,

show ssh server

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK L

avY kR E—F fEZEpa~vy K E—FK

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#1 WIZ, SSHH—N 27— X 2% K7 T A0 %2R LET,

switch# show ssh server
ssh is enabled
version 2 enabled

BEavTF avwvk EL
feature ssh SSH — % A4 Rx—T7 W2 LET,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

Bl show startup-config aaa

show startup-config aaa

AL — KT w7 a7 4 ¥ ab— 3 O Authentication, Authorization, and Accounting (AAA; 7%
GE. BBE[, TAU T 4 oY) RERBRERTT HICIEL, show startup-config aaa 2~ REHEH L
£7,

show startup-config aaa

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24ILEK 7L
avy kE—F AEZpa~vr K E—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEhELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#i Wi, A= T o7 a7 4¥al—3 a0 AAA BEREZRT 50557 LET,

switch# show startup-config aaa
version 4.0(1)

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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| showa<vF

show startup-config acimgr

show startup-config acimgr W

A= T v a7 4 Fal—varODa—YEREDT /A arbn—n J AL (ACL) 2FR

J 5121, show startup-config aclmgr =~ > REffH L ET,

show startup-config aclmgr [all]

ST ERBA all AE—R TS a7 4 F¥al— a3 HNDOF 740~ (CoPP #&iE)

ACL &= —¥#RE ACL Ofi i 2R RFLET,

TI2HIE 2L

avy Kk E—F FE

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

avr FEE Jy—= EEEH

5.2(1) Zoawry RpBIMEnE L,

BEREDAARSAY oo~y Riaid, FA4B 0 2EI0EH Y A,

151 WIZ, AZ— KT vl ar7 4 ¥al—ar0a—FHE ACL 2FE 1750 % 7 LET,

switch (config) # show startup-config aclmgr all
!Command: show startup-config aclmgr all

!Time: Wed May 25 08:04:36 2011

!'Startup config saved at: Mon May 23 05:44:16 2011

version 5.2 (1)
ip access-1list acll
ip access-list copp-system-p-acl-bgp
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
ipv6 access-list copp-system-p-acl-bgpb
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
ip access-list copp-system-p-acl-cts
10 permit tcp any any eqg 64999
20 permit tcp any eq 64999 any
ip access-list copp-system-p-acl-dhcp
10 permit udp any eq bootpc any
20 permit udp any neq bootps any eq bootps

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

M show startup-config acimgr

ip access-list copp-system-p-acl-dhcp-relay-response

10 permit udp any eq bootps any
20 permit udp any any eg bootpc
ip access-list copp-system-p-acl-eigrp
10 permit eigrp any any
ip access-list copp-system-p-acl-ftp
10 permit tcp any any eq ftp-data
20 permit tcp any any eq ftp
30 permit tcp any eq ftp-data any
40 permit tcp any eq ftp any
ip access-list copp-system-p-acl-glbp
10 permit udp any eq 3222 224.0.0.0/24 eq 3222
ip access-list copp-system-p-acl-hsrp
10 permit udp any 224.0.0.0/24 eqg 1985
ipv6 access-list copp-system-p-acl-hsrp6
10 permit udp any £f02::66/128 eq 2029
ip access-list copp-system-p-acl-icmp
10 permit icmp any any echo
20 permit icmp any any echo-reply
ipv6 access-list copp-system-p-acl-icmp6
10 permit icmp any any echo-request
20 permit icmp any any echo-reply
ipvé access-list copp-system-p-acl-icmp6-msgs
10 permit icmp any any router-advertisement
20 permit icmp any any router-solicitation
30 permit icmp any any nd-na
40 permit icmp any any nd-ns
50 permit icmp any any mld-query
60 permit icmp any any mld-report
70 permit icmp any any mld-reduction
ip access-list copp-system-p-acl-igmp
10 permit igmp any 224.0.0.0/3

mac access-list copp-system-p-acl-mac-cdp-udld-vtp

10 permit any 0100.0ccc.cccc 0000.0000.0000
mac access-list copp-system-p-acl-mac-cfsoe

10 permit any 0180.c200.000e 0000.0000.0000 0x8843

mac access-list copp-system-p-acl-mac-dotlx

10 permit any 0180.c200.0003 0000.0000.0000 0x888e
mac access-list copp-system-p-acl-mac-fabricpath-isis

10 permit any 0180.c200.0015 0000.0000.0000

20 permit any 0180.c200.0014 0000.0000.0000
mac access-list copp-system-p-acl-mac-flow-control
—--More—--—

BBEav R

‘E.IDII;

avy kR BA

show running-config EHiTar 74 FXal—Tarpa—F

aclmgr

ACL ##RLET,

show running-config E{72. 7 (¥ 21— 3 HND CoPP

copp

REERTLET,

show startup-config AP = T T ar7 4 Xal—a WO CoPP

copp

REE R LET,

Il Cisco Nexus 7000 'J—X NX-OS #¥a Y5« 3T FYI27LVR
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| showa<vF

show startup-config copp W

show startup-config copp

AH— Ty ar7 4 Xalb—varparybro—i FL—r KU s (CoPP) #HEHRAEFR
R9 HIZIE. show startup-config copp =~ > REZEH L 7,

show startup-config copp

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
T24+ILEK 2L
avTY R E—F fTEDa<wy K E—FK

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

BEREDHLARSAY —oa~vr REF 740 FOFEEBF AL 2 arFF% 2 b (VDC) NTORBHTEET,
Zoa<wy Rk, 4B REINEHD A,

11 W2, AZ— T v arg s Xal—ragroaryhiae—iL FL—r R IERERRT AHH
R LET,

switch# show startup-config copp
version 4.0(1)
class—-map type control-plane match-any MyClassMap
match redirect dhcp-snoop
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
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show a2 F |

Bl show startup-config copp

policy-map type control-plane MyPolicyMap
class MyClassMap
police cir 0 bps bc 0 bytes conform drop violate drop
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed
transmit violate drop
policy-map type control-plane x
class class-default
police cir 0 bps bc 0 bytes conform drop violate drop
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| showa<vF

show startup-config dhcp W

show startup-config dhcp

AF—R T wvT ar7Z g Xalb—alDFAFIvI KA ary74F¥alb—var 7ubhajn
(DHCP) AX—V v VR EL# T HIZ1E, show startup-config dhep =~ > REfHH L £,

show startup-config dhcp [all]

X DA all (B8 BHEBLBLOT 740 FOBHRERRLET,

TI2HIE 2L

avykE—F AEEpa<wy K E—F

#ih—h&h31-F 0-)l network-admin
vdc-admin
network-operator
vdc-operator

av Yy FERE Jy—= EEEMR
4.0(1) Zoawry RpBIMEnE L,

BREDHA RS4Y o=z~ FaM+ 51213, feature dhep =~ RA&MH LT DHCP A X — > JHfga A 2 —7
MCTDRERH Y £,

Zoavwy RZiE, 4B AN ES Y FH A,

%l wIZ, AA—F T w7 a7 4X¥a2l—3 O DHCP AX—Y U VR ELXFRRT HH 2R LET,

switch# show startup-config dhcp
version 4.0(1)
feature dhcp

interface Ethernet2/46
ip verify source dhcp-snooping-vlan
ip arp inspection trust
ip dhcp snooping
ip arp inspection validate src-mac dst-mac ip
ip source binding 10.3.2.2 0£f00.60b3.2333 vlan 13 interface Ethernet2/46
ip source binding 10.2.2.2 0060.3454.4555 vlan 100 interface Ethernet2/10
ip dhcp snooping vlan 1
ip arp inspection vlan 1
ip dhcp snooping vlan 13
ip arp inspection vlan 13

switch#

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

Bl show startup-config dhcp

BEav VR avwy kR HL)
feature dhcp F XA AD DHCP A X —t' JHfe A 2—7 I LET,
show running-config {72, 7 ¥ a2l —3 3O DHCP AX— VL /B EEFRLET,
dhcp
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| showa<vF

show startup-config dotix

show startup-config dot1x

X DEREA

T24+ILEK

Hh—rEhd1—% A-)

AF—=D T w7 ar74Fab—ar0 021X #EHFHEZERT DI21L. show startup-config
dotlx =~ R&EMMALET,

show startup-config dotlx

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

Bl

yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

Zoawy REFERT AR, feature dotlx =~ RZ2fEHA LT 802 1X #kEA A R — T LIZT D0k
ERH Y FT,

Zoawy RZiE, 4BV RTINS EHY FEA,

W, ZAA— R T o7 a7 4 X2l —23 00 802.1X [HHRE2RLTHHERLET,

switch# show startup-config dotlx
version 4.0(1)

| oL-25805-01-J
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show a2 F |

Bl show startup-config eou

show startup-config eou

AR — T v a7 4F 2 b—3 3 2O Extensible Authentication Protocol over User Datagram
Protocol (EAPoUDP) g EHE#H # % "7 521X, show startup-config eou =~ > FZHEA L E T,

show startup-config eou

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK 7L
ATV R E—F EEDa~<wy R E—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEhELE,

FEREOFLARSAY Zoza<y REHERTAEIC. feature eou =~ > R LT EAPoUDP #RER A % — 7 LT T B 4%
EWRH Y E9,

Zhavy RiZiE, 4B RIVNEDH $HA,

11 WIZ, AZ— T v a7 4Xal—3 30 EAPoUDP fi#A R T A4~ LET,

switch# show startup-config eou
version 4.0(1)
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| showa<vF

show startup-config Idap W

show startup-config Idap

AH— KT v a7 4 ¥ a b — a0 Lightweight Directory Access Protocol (LDAP) 3% 7E 1 #
ZFRaT HIZIL. show startup-config ldap =~ > REfEH L E 9,

X DEREA

T24+ILEK

Hh—rEhd1—% A-)

show startup-config ldap

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fTEDa<wy K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

Jyy—2

EEER

5.002)

Zoavry RRBMEnE LA,

LDAP {§#i % & /~rT 5 R1C, featureldap =~ > FEHATILNERSH D 3,
Zoavry RiZiE, 4B RBTILEDHY FH A,

al RIZ, AS = T vT ar74Xal—vardLDAP iz R 502 LET,
switch# show startup-config ldap
!Command: show startup-config ldap
!Time: Wed Feb 17 13:02:31 2010
!'Startup config saved at: Wed Feb 17 10:32:23 2010
version 5.0(2)
feature ldap
aaa group server ldap LDAPgroupl
no ldap-search-map
aaa group server ldap LdapServerl
no ldap-search-map
BEaTUF avwyk B

show ldap-server

LDAP ff#iz £r L £,

OL-25805-01-J
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show a2 F |

Bl show startup-config port-security

show startup-config port-security

AB—= T w7 arT7 4 Falb—varOR— X2 )7 HFRERTT HITIE. show
startup-config port-security =~ > K& H L £,

show startup-config port-security [all]

XD all (L&) F 74N FOKR— ¥ a7 REFREFFLET,
T4k 7L
ARV R E—F (TEOavrRE—F

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= EEEMR
4.0(3) Zoawry RpBIMEnE L,

BEREDAARSAY oo~y Riaid, FA4 B 2E0EHY A,

1 WIZ, ZAZ—F T v a7 4 X¥al—arOR—bexa T DEREERTIHZRLUET,

switch# show startup-port-security
version 4.0 (3)

feature port-security

logging level port-security 5

interface Ethernet2/3
switchport port-security

BEEa<2 avyF Bie
show running-config AL —=h T w7 a7 4 F¥alb—varOR—bexa 74
port-security HMERTLET,
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| showa<vF

show startup-config radius

show startup-config radius

AF—= T w7 ar7 4F¥Fa2lb— a0 RADIUS FHEFHRE KT HI21L, show startup-config
radius =~ > REfHLET,

show startup-config radius

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK 7L

avY kR E—F fEZEpa~vy K E—FK

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#i Wie, AF—F+T w7 ar7 4¥al—3 30 RADIUS 42 ERTHH %2R LET,

switch# show startup-config radius
version 4.0(1)
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show a2 F |

Bl show startup-config security

show startup-config security

BT D e
T24ILEK
avY kK E—F

Hh—rEhd1—% A-)

AR — TS ar7Z s Falb—rarOx—% 7H v b, Secure Shell (SSH; E¥=7 v =)L)
P—X BE P Telnet h—N a7 4 Fa b—ra EREFRT 121, show startup-config
security =~ > REMHH L 7,

show startup-config security

Zoavy Rk, BIEELETIF -V —FEdH 0 £HA,

L

FEDOa~vY FE—F

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

I

yy—2 EEERT
4.0(1) Zoavy RRBIMEhELE,

Zoawy R, A4 BRI EHY FHA,

WIZ, AA—+T T a7 Xalb—aroa—y 7ho b, SSH —3 BLO Telnet ¥—
NEREFXRT DR ZRLET,

switch# show startup-config security

version 5.1(1)

username admin password 5 $1$7Jwqg/LDMS$SXFOM/UWeT43DmtjZy8VP91l role network-admin

username adminbackup password 5 $1$0ip/C5Ci$o0dx70JS1BCFpNRmQK4na. role network-operator
username userl password 5 $1$gEclQ5Rx$CAX9fXiAoFPYSvbVzpazj/ role network-operator
telnet server enable

ssh key rsa 1024 force
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| showa<vF

show startup-config tacacs+ W

show startup-config tacacs+

AB—= K T w7 ar7 4 X alb— a0 TACACS+ % EH# % &7 5121L. show startup-config
tacacs+ I~ R LET,

show startup-config tacacs+

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK 7L

avY kR E—F fEZEpa~vy K E—FK

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#i WIZ, AF—F+T w7 ar7 4¥al—3 30 TACACS+ %42 ERTHH %2R LET,

switch# show startup-config tacacs+
version 4.0(1)

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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show a2 F |

W show system internal pktmgr internal control sw-rate-limit

show system internal pktmgr internal control
sw-rate-limit
A== NA P ED 2 = VILBZET DTy ROA AN RBEOT U ARV RO m—s30 b— |

HIFR O E %R AT HI21%, show system internal pktmgr internal control sw-rate-limit =~ > N %
FERLET,

show system internal pktmgr internal control sw-rate-limit

BX DA Toawy RICE, BIEEREF—U— Kb A,
FI2AILE 7L
avY kK E—F FE

#R=pEhA1-F 0=  network-admin
network-operator

av Yy FERE Jy—= EEEMR
5.1(1) Zoawry RpBIMEnE L,

FREDFLRSAY oo~y Ridid, 948 AF0EH Y 84,

1 WIZ, A== AP T 2 — VIZBFET BTy bDA AN RBIORT Y bR RO m—3 L
L— MR OREEEZ T HH 2R LET,

switch# show system internal pktmgr internal control sw-rate-limit
inband pps global threshold 12500 outband pps global threshold 15500

switch#
BREaT YR avwUk SiEA
rate-limit cpu AR R W Y 2= VIZBET D7 FOT A ZAD L — LMillR %
direction pps action Ta— VIR ELET,
log
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| showa<vF

show tacacs+ WM

show tacacs+

TACACS+ Cisco Fabric Services (CFS) BfE AT —# 2B L OZOMOFEM % FR~T 5i121%. show
tacacs+ 2~ NEZfEH L £,

show tacacs+ {distribution status | pending [cmds] | pending-diff}

BT D e
TI2FIE
a2k E—F

#H—rEhd1—4 n-)l

distribution status TACACS+ CFS BMED AT —Z A& FRLET,

pending FITar 74X a2 b—va YICERBEA SN TORWRE R ORE % FRR
LET,

cmds (ER) MEFOREIIHT I a~vr RERRILET,

pending-diff TIT 4 TREBEELRETOBRE L OBOBENERRLET,

L

FEDa<v K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

ATy FEE

ERLEDAA K54

]

yy—=x EEEM
4.0(1) Zoawry RRNBMENE L,

Zoavy FZiE, 48 AN EDH Y £H A,

RIZ, TACACS+ CFS DA T —FZ A& HKn§ Dz~ L ET,

switch# show tacacs+ distribution status
distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: not yet initiated after enable

last operation: enable
last operation status: success

RIZ, TACACS+ v~ —¥ AT —Z A% RR-THB 2R LET,

switch# show tacacs+ merge status
Result: Waiting

| oL-25805-01-J
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show a2 F |

W show tacacs+

wiz, o TACACSH OREEFRTHHERLET,

switch# show tacacs+ pending
tacacs-server host 10.10.2.2 key 7 qgxz12345

Wiz, RO TACACS+ 2 7 4 Falb—rvay avy FERRTLH02RLET,

switch# show tacacs+ pending cmds
tacacs-server host 10.10.2.2 key 7 gxz12345 port 49

Iz, {8 TACACS+ OFRIE L. BIED TACACS OREDEREZF T AMERLET,

switch# show tacacs+ pending-diff
+tacacs-server host 10.10.2.2
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| showa<vF

show tacacs-server .

show tacacs-server

TACACS+ ¥ — 5 % K73 25 121%. show tacacs-server =~ REZFKRLET,

show tacacs-server [hostname | ip4-address | ipv6-address)
[directed-request | groups | sorted | statistics]

X DEREA

T24+IEK

avU Rk E—F

Hh—rEhd1—% A-)

hostname (f£&) TACACS+ % — 3 Domain Name Server (DNS; KA1 > F— A
P—=rN) A, BRILFY A X1E 256 TY,

ipv4-address ({1#) A.B.C.D ¥X® TACACS+ #— "D IPv4d 7 KL X,

ipv6-address (L) X:X:Xa:X B TACACS+ $—/30 [Pv6 7 KL %,

directed-request (LF) fHEERREERTFLET,

groups (EE) REENT TACACS+ — R Z L —FICHlT B EHREF R LE
¥

sorted (fE7) TACACS+ ¥ — NIZBT24/ITY — P SRR L ET,

statistics (f:7%) TACACS+ #—/30 TACACS+ a4 %7 L,

7'v—s3L TACACS+ V— R EEZFERLET,

FEDOa~vY FE—F

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDAHA R34y

yy—2 EEERT
4.0(1) Zoavy RRBIMEShE LE,

TACACS+ 44 % —I%. show tacacs-server =~ > R HICIIFEREN ¥ A, TACACS+ AT
WA ¥ —%F/RT 25121, show running-config tacacs+ =~ > K& H L £,

TACACS+ (5 # =3 D HNC. feature tacacs+ =~ REMHTAIMLENH Y £,
ZDa=wy RZiE, 4B RTINS EHY FEA,

OL-25805-01-J
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show a2 F |

. show tacacs-server

]

WIZ, TXTD TACACS+ +— "D @A RTFT 62" LET,

switch# show tacacs-server

Global TACACS+ shared secret:***xxixkx*
timeout value:5

deadtime value:O0

total number of servers:2

following TACACS+ servers are configured:
10.10.2.2:
available on port:49
10.10.1.1:
available on port:49

WIZ, HE S 7z TACACS+ — DR ERTT L0127~ LET,

switch# show tacacs-server 10.10.2.2
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813
idle time:0
test user:test
test password:**FxHxAkxxx

KIZ, TACACSH i EE KRR EZRKTT DHI 2R LET,

switch# show tacacs-server directed-request
enabled

WIZ, TACACS+ —R 7N —T D@ aEaR-T 62" LET,

switch# show tacacs-server groups
total number of groups:1

following TACACS+ server groups are configured:
group TacServer:
server 10.10.2.2 on port 49
deadtime is O
vrf is vrf3

W, HBEENTZ TACACS+ — N Z N —7 DR AT RS H0Z2 57 LET,

switch# show tacacs-server groups TacServer
group TacServer:
server 10.10.2.2 on port 49
deadtime is 0
vrf is vrf3

WIZ, T_XTD TACACS+ — DY — F ENTAEREFRTH0 2R LET,

switch# show tacacs-server sorted
Global TACACS+ shared secret:**xxxxxx
timeout value:5

deadtime value:O0

total number of servers:2

following TACACS+ servers are configured:
10.10.1.1:
available on port:49
10.10.2.2:
available on port:49
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| showa<vF

show tacacs-server .

wIZ, FEE Sz TACACS+ V— RO HERE TR T 20257 L ET,

switch# show tacacs-server statistics 10.10.2.2
Server 1s not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Authorization Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Accounting Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

BEa<v K avwyFk B
show running-config tacacs+ EfTary 74X a2l —var 77 ALD TACACS+ E# % R
LET,
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show a2 F |

M show telnet server

show telnet server

AT AL A 2T %A (VDC) @ Telnet —/8 2T — & 2% FE7+5121%. show telnet server
a<wr REHFEALET,

show telnet server

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK 7L

avY kR E—F EEDa~<wy R E—F

#h—bEhd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
4.0(1) Zoavy RRBIMEhELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#i Wiz, Telnet —/" A F —X A% FKR_THH 2R LFET,

switch# show telnet server
telnet service enabled

BEaTUF avwyvk EL
telnet server enable Telnet — % 4 x—7 I LET,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
m. 0L-25805-01-J |



| showa<vF

show time-range W

show time-range

TR C ORI F 72 135 E ORI 4 R T 51213, show time-range =2~ > R&HH L F7,

show time-range [time-range-name]

X DEREA

TI2HIE

avYkE—F

#ik—bShda1—% 0-)l

time-range-name  (f£:5) W OAHT, BKT 64 LFORBFAMMTE, KLF LT
DA S ET,

Bl

EEDavy K E—R

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

]

Jy—=x EEER
4.0(1) Zoawry RpBIMEnE L,

time-range-name S| & A L TR AT E T 556 2RV T, 75 AT T CORRHFAE % &
ALET,

Rr P4 246 E L Wia. 73 AL, REREEAIC L > TT v 7 7y MEICKH#EHEO U 2 -
MEFERINET,

show time-range =~ > RO AL, FEMEFHNT 77 0 7 Thd, 2FE0, T ADQBUED T AT
LHERI DR E SN R RIS E 5028 9 arm LET,

Zoa<wy R, 4B R BFSLEDHY FHA,

W2, —HWEFET 7T 4T T MFET 7T 47 Th?D 2 OORFBFHEANEEINTWNDET /N ZAOK
M4 2§58 E L 72\ C show time-range =~ > K& HT 202 R LET,

switch (config-time-range) # show time-range

time-range entry: december (inactive)

10 absolute start 0:00:00 1 December 2009 end 11:59:59 31 December 2009
time-range entry: november (active)

10 absolute start 0:00:00 1 November 2009 end 23:59:59 30 November 2009
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show a2 F |

M show time-range

BEaTUF avwyFk A
time-range WP 2 3 e L £
permit (IPv4) IPv4 ACL IZ#F 7] (permit) /L—/L&RELET,
permit (IPv6) IPv6 ACL 277 (permit) /L—/L&ZRELET,
permit (MAC) MAC ACL |Z#F 7] (permit) /L— L &ZFHE L ET,
show access-lists T _TO ACL £721385ED ACL #F&mnR LET,
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| showa<vF

show user-account .

show user-account

X DEREA

T24+ILEK

Hh—rEhd1—% A-)

RABTNA A T A~ (VDC) O2— 7 h 7 hoOfE#aFE/RT 51215, show user-account
a<w> REFEALET,

show user-account

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

I

yy—2 EEERT
4.0(1) Zoavy RRBIMEShELE,

Zoawy R, A4 BV RS EDHY FHA,

WIZ, T7 4N FORBT AL R ar7X 2~ (VDC) Oa—% THvU L hOERERRT 506047
LET,

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:adminbackup
this user account has no expiry date
roles:network-operator

I, TN NSO VDC Da—H 7T h oo FOFERERTT 268~ LET,

switch-MyVDC# show user-account

user:admin
this user account has no expiry date
roles:vdc-admin

avy kR B
telnet server enable Telnet — % A X —7 W2 LET,
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show a2 F |

B show username

show username

BELEZ2—YFORABF—%2FRT 5I21%. show username =~ > REMHHLET,

show username username keypair

EX DA username WA R 28 CEOEEE AN TE £,
keypair Secure Shell (SSH) =—¥# ¥—%HK R LE£7,
TNk L

avy kE—F AEpa<wy K E—F

#h—b&hd1—F0—)  network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEERT
5.0(2) Zoavy RRBIMEShELE,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,
X2 )T 4 FOBMAL, TOavy ROMES—IHFEINETA,

] K, FEELa—FORRF—2RRT 202~ LET,

switch# show username admin keypair
LR EEEE SRS SRS EEEEEEEEEEEEEEEEEEEEEEEEEE

rsa Keys generated:Mon Feb 15 08:10:45 2010

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAO+rIeMgXwv0041lt/hwOoygqIKbFGlltmkFNm/tozuazfL
4dH/asAXZoJePDdi01ILBGErOgzyS5u3prXuXfgnikTul/4W1DODF/EPdsd3NNzNbpPFzNDVy1PDyDER
X5SfVICioEirjX9Y59DZP+Nng6rJD7Z/YHVXs/JRNLPBOIs=

bitcount:262144
fingerprint:
a4:a7:01:d1:43:09:49:6£:7c:£8:60:62:8e:a2:cl:dl

Kk ok k ok k kK ok ok ok ok ke sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

could not retrieve dsa key information
khkhkkhkhkhkhkhkkhkhkhkhkhkkhkhkhkhhkhkhkkhkhkhkhkhkhkhkhkrkhkhkkhkhhxkhhkxk

switch#
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| showa<vF
show username W

BIEa<T VR avvk H L)
username username keypair  SSH AR F—B L OMEXF—Z2ER L, ZNOE2HFELL2—FD
generate Cisco NX-OS T34 ZDF—L T4 17 FVICRIFELET,
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show a2 F |

W show users

show users

BT D e
T24+ILEK
ATV R E—F

Hh—rEhd1—% A-)

RBTNA A arTxA s (VDC) Ox—H% v a U EREFRT DHIZ1E. show users 2~ K%
EALET,

show users

Zoavy Rk, BIEELETIF -V —FEdH 0 £HA,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

EEE
Zoavry RRBMEnE LA,

Yy—2
4.0(1)

Zoawy R, A4 BRI EHY FHA,

fl WL, T74NV OB TNSA A arTHF A2~ (VDC) Oa—H vy a U EREFRRTHHEZRL
i‘a_o
switch# show users
NAME LINE TIME IDLE PID COMMENT
admin pts/1 Mar 17 15:18 5477 (172.28.254.254)
admin pts/9 Mar 19 11:19 23101 (10.82.234.56)*
W2, 774N NS D VDC O—H T H oo hOF#REERT D6 ERLET,
switch-MyVDC# show users
admin pts/10 Mar 19 12:54 30965 (10.82.234.56)*
BEaTUF avwo R 7L
username 2= THU MNERELET,
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| showa<vF

show vlan access-list H

show vlan access-list

IPv4 Access Control List (ACL) ®WNZE. IPv6 ACL OINE. 7138 ED VLAN 77 X = v 7T
BIHEAT I BTV D MAC ACL #%/R7 5 121%. show vlan access-list =~ > F&FEH L ET,

show vlan access-list access-list-name

X DEREA

TI2HIE

avYkE—F

#ik—bShda1—% 0-)l

access-list-name ~ VLAN 7 7 & A2 ~ v FO4L4HI, LB TIIRKT 64 LFEOFRBFZ2HHTE,
KILFENCFENREBISNET,

Bl

EEDavy K E—R

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

Jy—=x EEER
4.0(1) Zoawry RpBIMEnE L,

ZDawy RZiE, 4BV RIS EHY FEA,

i iz, show vlan access-list =~ > FZ&{HH L T, vacl-01 W HLAHID VLAN 77 &2 < v 7 EH
ENDEICHEESNTND ACL ONEEERTIHHERLET,
switch# show vlan access-list vacl-01
IP access list ipvédacl
5 deny ip 10.1.1.1/32 any
10 permit ip any any
BlEa< R avyk B7L
vlan access-map VIANT7 7 & A~y 7R ELET,
show access-lists T _TO ACL F7-138ED ACL 2R LET,
show ip access-lists F_RTCO IPv4 ACL F 721348 E D IPvd ACL 2F R L ET,

| oL-25805-01-J
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show a2 F |

B show vlan access-list

avwyFk H7L:)]

show mac access-lists T _XTD MAC ACL £721358ED MAC ACL &~ LET,

show vlan access-map TRTOVLAN T 78R v FEITBEED VLAN T VB A < v %
#rRLET,
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| showa<vF

show vlan access-map W

show vlan access-map

FTRTOVLAN 7 78R w7 FE721T 1 2O VLAN 7 7B R < v 7% FK KT 521X, show vlan
access-map 2~ RZEHALET,

show vlan access-map map-name

X DA map-name VLAN 77 %A ~v 7, &KT64 LTFOEKTEHEHTE, RIXFLIXT
NEBE I ET,

TI2HIE 2L

a2 kK E—F AZpa~vr K E—FK

#ih—h&h31-F 0-)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FEE Jy—=x EEERT
4.2(1) g KA, ACLAICL-TT L7 7y MEIZY—bENET,
4.0(1) Zoawy RBMEMEShE L,

BREDHA RS4Y  map-name 81 %FER L TT7 7 ¥ 2 =~ v TE2EETIHE LR T, T34 2ZFT~TD VLAN 77
A vy T EFRRLET,

T I RASy TERERELRWES, TRAALATIR, 7278 Z2A~ vy F4OT7 L7 7y MEIZ VLAN
TRy TRERINET,

FREINDEVLAN 778 A = IR LT, T, AT 7B A~y 74, match 2~ R CTHRE
72 ACL., BXWaction =~ RCHESNTZAH AL R LET,

VLAN 77 &2 v v 7R S TS VLAN iR 51213, show vlan filter =~ > FZfEH L
£,

Zoawy R, 4B R RBFXLEDHY FHA,

1 WIZ, A=Y Ry b2/l A F—T = A AMBEIICEE SN XF 27 MAC 7 R L X &R 561
BRLET.
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show a2 F |

M show vian access-map

switch# show vlan access-map
Vlan access-map austin-vlan-map

match ip: austin-corp-acl
action: forward

BIEaYYF avwyk B7L

action VLANT7 VA~ I T T4 TANEI L TOT I varsk
BELET,

match VLANT7 78R~y W RT T 47 T40V2 )70 ACL #E8E L
7.

show vlan filter VLAN 77 A = 7Bl H SN TV A FEICET 2 ERE R R LE
7,

vlan access-map VLAN 77 BRA v v 7HFHELET,

vlan filter 1 2L ED VLANIZ VLAN 72782 = 72 MALET,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
m. 0L-25805-01-J |



| showa<vF

show vian filter W

show vlan filter

v Rk TEEINS VLAN 77t 2< v 7B LN VLAN ID #4 % T, vlan filter =~ > R
DA VA AT BIEREFRRT AHI21E. show vlan filter =~ > FEEHL £,

show vlan filter [access-map map-name | vlan vian-1D]

BX DA access-map (EE) ESNEZT 782 =y ZREA SN TVWD VLAN ICH D& HIR L %
map-name 4,
vlan vian-ID (ER) eI/ VLAN ZHICEA SN TWE T 78R < v I & IR

LEd, %72 VLANID iZ. 1 ~ 4096 T,

T2+ E access-map ¥ — VUV — FEMHALCT 72 v~y 7E2BETIHA. 2l vlan ¥—U— REFEHL
T VLANID #$5ET2HEE2RNT. T, AL VLAN IKHEA SN TWA VLAN 778X = 7D
TRTCOA VAF U AZEFRRLET,

a2 kK E—F AEZpa~vr K E—FK

Hh—reNd1-F0— network-admin
network-operator
vdc-admin
vdc-operator

avy FER Jy—=x EEER
4.0(1) Zoawry RpBIMEnE L,

FEREDHLARSAY oo~y Ridid, 948 A F0EH Y £8 4.,

15l wIZ, 120 VLAN 727 B =7 (austin-vlan-map) 721725 VLAN 20 ~ 35 33 L1042 ~ 80 (T3
HENTWDLT AL ZDTXTDO VLAN 7 7 82 ~ v FHEREFRT 2012 R LET,

switch# show vlan filter

vlan map austin-vlan-map:
Configured on VLANs: 20-35,42-80
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show a2 F |

Hl show vian filter

BREaTY R avy kR BoL

action VLANT7 V7R~ I T T4 TANEI L TOT I varik
BELET,

match VLANT7 7R~y NG T 47 740 ) 7D ACL #FEL
£7,

show vlan access-map TRTCOVLAN T 78R~y 7 ERIE 1 DOVLANT 78R v v 7%
FERLET,

vlan access-map VLAN 7 78R v v 7H#FHELET,

vlan filter 1 DU E®D VLANIC VLAN 7 782 = 72 L E7,
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