ZOETIE, M ThHED CiscoNX-OS EX a2 U7 4 a2 FIZOWTHEHALET,
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B mac access-list

mac access-list

Mac Access Control List (ACL; 77 &% > hua—/L U 2 k) é”ﬁﬂﬂﬁ‘é# * 72138 ED ACL @
MACT77%A VAL a7 4Xalb— gy T— REBKBT HI2IE. mac access-list 2~ > K& fiff
AL E$, MAC ACL ZHIR¥+ 51 \_®37/%®noﬁf%ﬁﬁbi?o

mac access-list access-list-name

no mac access-list access-list-name

B DEREA
TI2F+ILE
ARV KR E—F

#H—rEhd1—4 n-)l

access-list-name ~ MAC ACL D4, K 64 LF T, REFL/NLFEXY LE-HE T THEEL
F9, AR—RELEIFIHAFEEHATEZEA,

L

Jsa—R")L a7 4 Xalb—g v

network-admin

vdc-admin
av Yy FER yy—=x EEER
4.0(1) Zoa<wry RRNEBMENE L,

EREDAA FS54>

T 74/ hTiE, MAC ACL IZEEINEHEA,

éHPF774/&%74w&)/&¢6 T, MACACL 2L £, 7y hOgEET 4 —
T LA, MACACL 2 LT, 3 XTO NI 74 v 7 & T4 N2 ) 7 TEET,

mac access-list =~ R&2FHA+2L MACT7Z7EAXA VAR a7 X¥alb—3i gy T— NG
SNET, ZOEFE—FT, MACdeny =~ > FE LW permit =~ REZEH L, ACL D/V—)L &%
FLET, FEE L ACL MEELARWESIE., Zoa<r FOAARICH L ACL 2MERR S ET,

ACL A4 % —7 = A AZ# 9 121X, mac port access-group =~ > REfFEHL 7,
FT_XTO MACACL %, &L —n & LT, ROBERL—LAPREINET,

deny any any protocol
ZOEBN—VIZE ST, TAARE, T T4 0 7DLA T2~y —ITHESNTWS T r han
WCBIRZRL . A=B T 7 1 v 7 ZEERITHES L E T,

MAC ACL O — L OffaHEH & fldk 3 5121%, statistics per-entry =~ > FZ2FEH L £, T/
A A, BERL— L OMEFERZ TR LT A, BB —VIC KL= v D OREHERZ LT 5
Wik, N7 b deny (BT N— L E RIS ET 2HERH D 97,

ZOawry RICE, A BV RAIHLEHY FH A,

Cisco Nexus 7000 &'J—X NX-0S ¥ Y54 AV F UYI7L VR
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mac access-list Wl

i &Iz, mac-acl-01 £WW9 MACACL O MAC 77 &®A YA a7 4Xalb—vay T— Raeih
T5HERLET,
switch# conf t

switch(config)# mac access-list mac-acl-01
switch (config-acl) #

EEaTUF avUFk L)
deny (MAC) MAC ACL IZ4E54 (deny) V—ZRELET,
mac port access-group MACACL #A v ¥ —7 =4 AZHALET,
permit (MAC) MAC ACL (27 F] (permit) V— L &RELET,
show mac access-lists T _XTD MAC ACL F 72134 E D MAC ACL #F /R LE T,
statistics per-entry ACL % x> N OMFHIERONEEL A F—T VI L ET,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
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M  mac packet-classify

mac packet-classify

LAY 2 A48 =72, AD MAC X7 v M3fEE A RX—7 VT 5I2IE. mac packet-classify =~
YREMHEHLET, MAC N7y N3 ET 4 =7 ICT 2K, Z0a~vy Ko no JBRAEMH L
£7.

mac packet-classify

no mac packet-classify

BX DA Zoawy RICE, BIEEREF—U— RiEzbh v A,
TI2FIE 7L
avY kK E—F AV B —T 2 f A AT 4 X2l — g

Hh—reNd1-F0—) network-admin

vdc-admin
avy FER Jyy—=x EEEM
4.2(1) Zoawry RpBIMEnE L,

FEREDHLAESAY oo~y RidiE, 948 230 EH Y £8 4.,

MAC 47y F¥HEICEY, LAY 2 A4 2 —T 24 A O MACACL %, IP T 7 4w 0 EA v
H—T 2 AZANDTXCO T T 4 v 7 Z#EHT 20, FEIP bT 7 4 v 72T D 0% il
TEET,

LAY2A40 =724 AETMAC X7y MR AR—TNMICENTWNEEE A F—T AR
FEDOMACACLIZ, IP "o 74 v 2 &Ete, A H—T 2 AZADTRTO TV 4 v 7@ &
NEY, Fo. A F—T 24 ALEDOIPFAR—F ACLITEHTE A,

LAY 2408 —T x4 A LETMAC X7y NpEBRT 4 E—T7 NS NTWHEE A v X —TxA
ALEDOMACACL X, A v ¥ —T =4 RZADIEIP N7 7 4 w7 FIERHEINET, £/2, 4
=Tz A LDOIP R—F ACL 2@EHATx £,

LAXY2ALE =T oA AL LTA LV F—T oA ZAZHEICT HITIE, switchport =< FEHEH L
ij‘o
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mac packet-classify W

U] ROFITIE, A=V Ry M A F—T 2 A ARLAX 2 A F—T oA AL LTEET DL IREL.
MAC 7y bgBEA X —TNMIT D HEERLET,
switch# conf t
switch (config)# interface ethernet 2/3
switch (config-if) # switchport
switch (config-if)# mac packet-classify
switch (config-if) #
KT, MAC N7y MR A R—TNDEEIL, A8 —T7 A AP A— | ACL 0@ 23474
LA, BRRINDA—F AR N AV F—T A AL 2T — AvE—VORELBRT D HEER
LE9,
switch (config) # show running-config interface ethernet 2/3
!Command: show running-config interface Ethernet2/3
!Time: Wed Jun 24 13:06:49 2009
version 4.2(1)
interface Ethernet2/3
ip access-group ipacl in
mac port access-group macacl
switchport
mac packet-classify
switch (config)# interface ethernet 2/3
switch (config-if)# ip port access-group ipacl in
ERROR: The given policy cannot be applied as mac packet classification is enable
d on this port
switch (config-if) #
BREaTV R avwyk B2L
ip port access-group IPVAACL #FR—hACL £ LTA VX —T A A ZHEALET,
ipv6 port traffic-filter IPV6 ACL #K—h ACL £ LTA v F—7 =4 AICHALET,
switchport AVEBE—=T A AN, bAF¥2A L Z—T oA AL LTEETS LK
ELETS,

OL-25805-01-J
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mac port access-group

MACT7Z7tRX a2 br—n URA L (ACL) A ¥ —7 xA AZ@EMAT 5I2iL. mac port
access-group 2~ R LET, 1 F—7 x4 ZAhb MAC ACL ZHIBRT 221X, Zo=a<wr
F® no &M LET,

mac port access-group access-list-name

no mac port access-group access-list-name

B DEREA
TI2F+ILE
ARV KR E—F

#H—rEhd1—4 n-)l

access-list-name MAC ACL D4 Hil, K 64 XFT, KXFL/NILFEEZRH LIZEmEFETHEEL
9,

L

Ao B =Tz A a7 4Fal— 3

network-admin

vdc-admin
av Yy FER yy—=x EEER
4.0(1) Zoa<wry RRNEBMENE L,

EREDAA FS54>

FT N BRTEH, A ¥ —7 x4 AZMACACL FEH S EH A,

TNRAALICVA T 3~y X =TS T 7 4 v 7 ERREISN TOW WSS % RE ., MAC ACL
FFEIP N7 7 w7 ICEAINET, X7y My ERT 4 B—T7 L O8AETE. MAC ACL 33 _TO
N7 4y ZIEA S NET,

mac port access-group =~ > REMFHAT L LX), ROAMN X —T x4 R XA TFITH LT,
MACACL #R— K ACL & LCEHATEET,

e LAV2AUHFE—T AR

e LAF2A— Y XYy P AR—F FxRrL A F =Tz AR

MAC ACL # VLANACL £ LC#EHT 2 T ET, MoV TIE, P.394 @ match (VLAN
TIRAv ) avr REZRLTIES N,

MACACL MEH SN2 DIE, A" K b I 74 v 75T, MACACL BNiEHIN5 &, /)
7y EBACL DNV— VL TTF =y 7 SNET, BUIIO—BL— Lo TARr y bBRFRTIND
L. Oy MEBIERELBINET, O —BL—MITL > Ty FBRERISND &, 2D
Ny MEI Ry 7 &, ICMP AR MEEAREA vE—VURRINET,

FNAL APSEEED ACL 2B LIZHE. A VX —T7 2 A A0HZ D ACL ZHIFRL2< T, Bk
L7ZACLIBA Y E—T 2 A A LD T 7 4 v 7 ITITHBELEEA,

Zohavy RiZiE, 4B RILEDHD A,
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mac port access-group M

1 WL, £ =Yy b A F—TxAA2/1 2% LT, mac-acl-01 &5 MAC ACL %M 56 % %
LET,

switch# config t
switch (config)# interface ethernet 2/1
switch (config-if)# mac port access-group mac-acl-01

WIZ, 41—V Xy b A ¥ —TxAA2/1 7»5, mac-acl-01 &\ 9 MAC ACL ZHIBR3 2612~ L F
ﬁ—o

switch# config t
switch (config)# interface ethernet 2/1
switch (config-if)# no mac port access-group mac-acl-01 in

BEav VR avwyk i8R
mac access-list MAC ACL & E L £7,
show access-lists FT_XTHO ACL #FR R~ LFET,
show mac access-lists B D MAC ACL £72134 T MAC ACL #FRLE T,
show running-config FTRTDA L Z—T 2 A AL EDA LV F—T oA ADEfTa
interface T4 F¥al—varE R RALET,

Cisco Nexus 7000 &'J—X NX-0S X254 AV F YI7L VR
| oL-25805-01-J .Em.
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W match (/52297

match (95 &XA< v )

aryia—N F—r TRy T O—FHEELFETHIZ1E, match =2~ FEFEHLET, 2

fe—n 7FL—r KR v— <y 7 O—HEAELHIFRT D121

Zoavwr Rono BRXEHEHLET,

match access-group name access-list

match exception {[ip | ipv6] {icmp {redirect | unreachable} | option}}

match protocol arp

match redirect {arp-inspect | dhcp-snoop}

no match access-group name access-list

no match exception {[ip | ipv6] {icmp {redirect | unreachable} | option}}

no match protocol arp

no match redirect {arp-inspect | dhcp-snoop}

B DA

TI2HIE

av Yy

™.
H
|

T

#i—rshda1—4 n-)l

Il Cisco Nexus 7000 'J—X NX-OS #¥a Y5« 3T FYI27LVR

access-group name access-list

IP ACL #7213 MAC ACL & —H ¥ F7,

exception BIS ANy b E—E S EET,

ip (&) IPv4 IS v b E—B S EET,

ipvé (&) 1Pv6 s X v M EEE T,

icmp IPv4 £7-1% IPv6 @ ICMP X7 v b & —FH & E,

redirect IPv4 721X IPv6 D ICMP UV XA L7 ks Ny ha—HI®
£7,

unreachable IPv4 E£721% IPv6 @ ICMP BIZEARRENRT v M —H I ET,

option IPv4 £721X IPv6 O ICMP A7V a v Ry hae—HKSdF

j‘o

protocol arp

7 U Afigk7m bz (ARP) N7y bMae—HBSEET,

redirect

FAF w7 ARP A > A=Y 2 % 1-1Z DHCP A X —E
JUBALLT b Ay MR SEET,

arp-inspect

AL F Iy 7 ARP A v AU g v 2—HEEET,

dhcp-snoop

ZAF3 v DHCP AX—Vt v /% —FStxT,

L

PITA Sy S a7 4 ¥al— g

network-admin

vdc-admin
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match (#5zx<v7) M

avy FEE

EREDHA R4

]

yy—x EEEM
4.0(3) KUY 7 IPv6 X7y FOYR— IR EMENE L,
4.0(1) Zoawy RBMEMEShE L,

Zoa~vy RTACL Z4RET 2121%, FAfc IP ACL £721X MAC ACL Z{F L THBL MERH Y %
j‘o

Zoa<wr Rt F740 O VDCIZIRYERATE £,
ZDa<wy RZiE, 4B RIS EHY FEA,

Wiz, aryra— FL—r 73R vy TO—FHEELIBRET IR ERLET,

switch# config t

switch(config)# class-map type control-plane ClassMapA
switch (config-pmap) # match exception ip icmp redirect
switch (config-pmap) # match redirect arp-inspect

WL, avyia—L =2y 753 <y 7 O—BEELZHIBRTIHERLET,

switch# config t
switch (config)# class-map type control-plane ClassMapA
switch (config-pmap) # no match exception ip icmp redirect

BBEav> R

avwvk H L)

class-map type control-plane =, Lo—/ L —0 752 v FEEKRELITTELTC. 7 T A
vyl arg Xal—varET—RERBLET,

show class-map type arvbr—n FL—r R v— vy TOREGERERTLET,

control-plane

| oL-25805-01-J
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W match (VLAN 77 €Z< v )

match (VLAN 79 t€X< v )

VLANT7 78R~y THNONT T4 w7 Z4NVEZ VU THELTCT 7R arybe—/L JR L
(ACL) %Z#5ET5(2i%, match 2~ FE2#EHLET, VLAN 72782 <~ 7»5 match 2~ K
ZHIBRT22iE, Zoa<vr Rone BEREEHLET,

match {ip | ipv6 | mac} address access-list-name

no match {ip | ipv6 | mac} address access-list-name

B DER ip ACL 28 IPv4 ACL 12725 X 5 IcfsE L E T,
ipvé ACL 73 IPv6 ACL 12725 L 5 ICHEE L E T,
mac ACL 7S MAC ACL IZ2 5 L9 IZfREL £ 7,
address ACL ORI, &K 64 XLFT, KXFL/IXFEXY LT THRELET,

access-list-name

TI24+ILEK L

T
H
I
™.

avy VLAN 7 7R~y a7 4 FXal— gy

HR—rEhAd1—FA-) network-admin

vdc-admin

avy FEEE yy—= EEEM
4.1(2) ipve F— U — RANBMENE L7,
4.0(1) Zoa<wy RRNEBMERE L,

EREDHSI FSM4Y VLANT7Z7tX <v7TiE, 1 20Ty RUIZHOWT 1 D3O matech =< > RE2fFETE &
ﬁ—o

T HINTIE, TRARZED N T 74 v 7 DS , IPvd N T 7 4 v 7121 IPv4d ACL 723,
IPv6 +T 7 4 v 711X IPv6 ACL 8, Z DD+ _THO T 7 4 v 7121 MAC ACL 28EHA S E7,

Zhavy RiZiE, 4B RIVEDHD $HA,
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]

match (VLAN 72 t€x<v>) B

KOFTIL, vlan-map-01 £ WS 4RFTD VLAN 778 R = v 7 2{EK L, TNZEHIZ 2 DD match =
< R& 120 action 2a~> KRHBH2 o0 b BT 25 HkERLET,

switch (config-access-map
switch (config-access-map
switch (config-access-map
switch (config-access-map

( ) # vlan access-map vlan-map-01
( ) #
( ) #
( ) #
switch (config-access-map)# vlan access-map vlan-map-01
( ) #
( ) #
( ) #
( ) #

match ip address ip-acl-01
action forward
match mac address mac-acl-00f

switch (config-access-map match ip address ip-acl-320
switch (config-access-map match mac address mac-acl-00e
switch (config-access-map action drop

switch (config-access-map show vlan access-map

Vlan access-map vlan-map-01 10
match ip: ip-acl-01
match mac: mac-acl-00f
action: forward

Vlan access-map vlan-map-01 20
match ip: ip-acl-320
match mac: mac-acl-00e
action: drop

avwyFk FEA

action VLANT7 7t A~ I T T4 TANEI L TDOT I varik
BELET,

show vlan access-map TRTOVLANT7 78 A~y 7T 1 ODOVLAN T 78R vy 7%
FRLET,

show vlan filter VLAN 77 A = 7Bl SN TV A FEICET 2 ERE R R LE
7

vlan access-map VLAN 7 78R v v 7H2FHELET,

vlan filter 1 2L ED VLANIZ VLAN 72782 = v 72 MHALET,

OL-25805-01-J
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B  monitor session

monitor session

A H =T 2 AFEFIEVLAN LO T 7 4 v 7 &38RI E =4 T 570, 77®8A av ba—
YA L (ACL) ¥ 7F % By ara®RETDHITIL. monitor session =~ REHEH L 3,

monitor session session type acl-capture

X DEREA

session v ariID, HETE X0~ 48 T,

TIAILE

EREDAA FS54>

]

type tyva oL TERELET,

acl-capture ACL ¥ 7F % By ar2ERLET,

nL

Ja—N") a7 4 Xal—g v

network-admin

vdc-admin
Jyy—=x EEEMR
5.2(1) Zoa<wry RRNBMENE L,

Zoavwy R, AV RIS EDHY FHA,

Wi, ACLX Y T v By arvaBETAMERLET,

switch# configure terminal
switch (config) # monitor session 5 type acl-capture
switch (config-acl-capture) #

avwy kR

SiBA

hardware access-list
capture

TRTCORBET A A aFTFA M (VDC) ETT 7R a2 be—/L
UA K (ACL) OF%x 7Fx oA x—7 /W LET,

destination interface

ACL ¥x 7Fx Ny hOmEezELET,

show ip-access capture
session

ACLDOX ¥ 7F ¥ By ary ORELXFRLET,
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