cCavw>F

ZOFETIX, C ThhE D Cisco NX-OS Security 2~ > RIZOWCTHA L E T,

o) ~ (o}
class (RV o — <= v )
avio—) F—r R — vy TOarytan—) FL—r 7 TR vy TEETETHITIE
class 2~ FEFHLET, =2 he—L FL—r RV — <= Fhbary bag—iL FL—r
ISR <y EYIERTAICIE., Toavy Ron BEREFHLET,

class {class-map-name [insert-before class-map-name?] | class-default}

no class class-map-name

DUBYYADGH  class-map-name 77 A =y T D]
insert-before class-map-name2 (L&) = hop—)L L —r R o— <y 7OROa s ha—
VL= VIR TORNICay fa—)L FL—r 7T R

~ 7O%T$A Lij—‘o
class-default FTIHNE T TAERELET,
T4 mL
avv K E—F RV —~wy T arr7 4 Xal—ag
H#h—pEhA1—¥ 0=l network-admin
vdc-admin
avy FEE J)—x ZEBARAZR
4.0(1) Zoavwy RPREAINE L,

FREDHA FSL4Y D=~ Kk, 57 #/b b Virtual Device Context (VDC; N—F ¥ )L TNRA A 2T HA L) T
DOIHFERATEET,

ZOa<wy RZIA v AINEH Y £H A,
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W class GRYs—=vo)

Bl Wiz, aryba—n FL—r R — T DI TA vy T EHRETLHHERLET,

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
swtich (config-pmap-c)

WiZ, av b= FL—rR) =y T NH 77 A<y 7HHIRT 62~ LET,

switch# config t
switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# no class ClassMapA

EZEa< K avvk Bl
policy-map type control-plane = fo—L 7L —0 R v— <o 7 EHFELTC. R — <
Tarza4Xal—varE—RNERBLET,

show policy-map type aryhp— FL—r R v— vy TOREHHRER R LET,
control-plane
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class-map type control-plane W

class-map type control-plane

Ay hr—VF—=r VAT TEERERLIFEEL /I A vy a7 4 F¥alb—s
v E— RE&B#ET 5121, class-map type control-plane =~ > F&EEH L E 4, 2 ba—L 7
L=y 77 A~y 7HHIRTDICE, Z0avy RO ne JEREHEHLET,

class-map type control-plane [match-all | match-any] class-map-name

no class-map type control-plane [match-all | match-any] class-map-name

YR VY ADEBH

FI2+ILF

#R— b Ehd1—F 0-)

match-all {EE) 77 ARy TOF_NTOERFME—HTHLIITHHELET,

match-any (EE) 77 A~y TOEEO B L BT DL HITHELET,

class-map-name 7 F A < v T OAH, ARNITEEF 2N L ET, KT L/DCF3X5]
SN, K64 LFETHBETT,

match-any

Jua—)L a7 4 ¥alb—g

network-admin

vdc-admin

avy FERE

JY—R ZEERF

4.0(1) Zoavy FREASRELE,

EREDAA K312

arvhe—) T L—r TR vy T OL4HIE LT, match-all, match-any, 7213 class-default [ Lff
HTEEEA,

Zpa<wr R, 74/ VDC TORERATX £9,
TDavwy N4 RATIMEH Y FH AL

11 WIZ, aryba— LV FL—r 772Xy TZRBEELT, /7Ay T aryJ s Falb—ayv
E— LB 204 LET,
switch# config t
switch(config)# class-map type control-plane ClassMapA
switch (config-cmap) #
KIZ, arhkr—n L=y 7722y TalRT 56 a2 R LET,
switch# config t
switch(config)# no class-map type control-plane ClassMapA
EEa<UF avwyk L
show class-map type ayvhao—L L —r R — <y TOREBREERLET,

control-plane
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M clear access-list counters

clear access-list counters

FT_TEIL 1 DD IPv4 Access Control List (ACL; 727X 2> hu—/L R k) BLOMAC
ACLDH 7 2% 7 VT4 5121, clear access-list counters =~ > RZfEH L £ 4,

clear access-list counters [access-list-name]

PIZ PP It L]
T4
avY kK E—F

#ih— b Shd1—F 0-)

access-list-name (L&) T/ ANEDH T B %7 V7425 ACL D4R, KT 64 LFD
T F M TE, RKCFLNLFRERIENET,

L

Ki#E EXEC

network-admin

vdc-admin

avy FERE

EREDAA K54

]

Jy—x ZEERE
4.0(1) Zoavwry FREAINE L,

TDavwy N4 RATMEHY FH AL

WIZ, T_XTHOIPvAACL BELOMACACL DA T2 &2 0 VT 502 LET,

switch# clear access-list counters
switch#

WIT, acl-ipvd-01 & WO ZBID IPVAACL DA T 2 a7 VT4 562Kk LET,

switch# clear access-1list counters acl-ipv4-01
switch#

PeEa<v KR

=S i

clear ip access-list counters IPVAACLD AT Z %7 VT LET,

clear mac access-list counters MACACLDOh 2% 7 V7 LET,

show access-lists 1 DFE 7L TP IPv4 ACL 1 L N MAC ACL IZBHT B 1 & %
~LET,
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clear accounting log W
clear accounting log

THATT 47 a7 VT3 5HIZIL, clear accounting log =~ > FEHEH L ET,
clear accounting log

LR YY) ADERHA

Zoawr R, BIEELIEF—T—FEIH Y FEA,
FTIAILE

L

avYKE—F fFEDavy RE—NK

#R—pEhB1—¥0-) network-admin
vdc-admin

avy FEE

Jy—x ZETERNB
4.0(1)

Zoawry FBRHASRELE,

EREDHS FS1

Zoavwy RiE, 574/ K VDC (VDC1) TOLIERELET,
ZDavwy RIZIA B AT ELH Y £H A,

&l W, TATT 47 al %7 VT 35642 RLET,

switch# clear accounting log
BEaT VR avwok e

show accounting log

THOVT 4T alONEEFRRILET,
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M clear copp statistics

clear copp statistics

avha— FL—r KU T (CoPP) #iaHE# %A 7 U 73 5121, clear copp statisties =~
REfERHLET,

clear copp statistics

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AV FE—F fEEOoary7 4 Fal—varE—F

#R—pEhA1I—F 0—)l network-admin

vdc-admin
avy FEE Jyy—x ZEERNS
4.0(1) Zoavy FREAINE LT,

FEREDAAFSA4Y Zoa<wr Rk, 740k VDC TOREHATE £,
TDavwy N4 RATMEH D FH AL

1l Wiz, avha— FL—r IRy TEBELC, /JT7A vy ar74Xalb—av
T— REHGTOHIZRLET,

switch# clear copp statistics

BEa<T VK avwyvFk B BA
show policy-map interface A H—T x4 AD CoPP ¥t EFR R LET,
control-plane
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clear dotix W

clear dotlx

8RIX A —t T4 —H ALV AF A% T VT T 5L, cleardotlx =~ REEHLET,

clear dotlx {all | interface ethernet slot/port}

VR YHAMHA  all TRCDO8NRIAX A —% T A r—F AV AX L AERELET,
interface ethernet slot/port I5EDA X —T =2 A ZADYNRAXFT—® T 47 —H L VAR LA
ERELET,
TIAILE L
avY kK E—F fFEDavy RE—NR

#R—bEhA1—¥ 0-) network-admin

vdc-admin
avy FERE J)—X ZEEAE
4.0(1) Zoavy FNEASRE L,

FRHEDHA KSL4Y  802.1X Z##%ET DRI feature dotlx =~ o RAERTALENSH Y 9,
ZDavwy R4 RATIMNEH D FH AL

#i WIZ, TRTCDONRAX A—® T 4 —F A LV AZ L A% VT T 56%25RLET,

switch# clear dotlx all

WIZ, A F =T AZAD8NAX A= T A r—F AV AF L AE TV TTHHERLET,

switch# clear dotlx interface ethernet 1/1

PEaTU R avwv ik B
feature dotlx 802.1X HfeZ A 2 —7 MIZ LET,
show dotlx all FTRTO 82X FRERRFLET,
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W clear eou

clear eou

Extensible Authentication Protocol over User Datagram Protocol (EAPoUDP) v a > %27 U7 5
121X, cleareou =2~ REMFEHLET,

clear eou {all | authentication {clientless | eap | static} | interface ethernet slot/port | ip-address
ipv4-address | mac-address mac-address | posturetoken type}

SVRAYHADHEBA  all

F_XTHOEAPOUDP &> a VERELET,

authentication EAPoUDP F8FEAfEE L £ 7,

clientless IIAT YV RNV RA RAF Y HGEEZFER L CRFET A2y a v %
BELET,

eap EAPoUDP Z Ml L TRERET 2k v v a v Z2FEL £,

static B E S NS Y A M2 L CRFET oy v a v %248

ﬁiﬂbi—aﬂo

interface ethernet slot/port

AVE—T A AEEELET,

ip-address ipv4-address

IPvd 7 FL A% ABCD A THELET,

mac-address mac-address

MAC 7 RLZZBELET,

posturetoken zype

RAF ¥ h—r o EEEELET,

T4 7L

™.

H
I

™.

avy FEDa~v s KE—F

H#ih—pEhA1—¥ 0=l network-admin

vdc-admin
avy FEE J)—x ZEBARAZR
4.0(1) Zoa~vy FREASIILELE,

FEREDHA KS4> feature eou =~ R&{HH LT EAPOUDP % A X —7/LIC LT/ 5, clear eou =~ R&EHEHT 3

WEAH Y EH,

ZOa<wy RZIA v ATNEDH Y £H A,
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cleareou W

Bl WIZ, T _XTDEAPOUDP v a v %27 U7+ 4012 R LET,

switch# clear eou all

WIZ, EAICEREF SN/~ EAPOUDP v o a &7 U 745012 Rr L ET,

switch# clear eou authentication static

WIZ, £ Z—T 2 A ADEAPOUDP v g %7 U T4 562~ LET,

switch# clear eou interface ethernet 1/1

WIZ, IPT RLADEAPOUDP vy v a v &7 U T4 504a R LET,

switch# clear eou ip-address 10.10.1.1

WIZ. MACT7 RLADEAPOUDP v a7 U 74502 RLET,

switch# clear eou mac-address 0019.076c.dac4

WA, IRATF ¥ h—2 DX A 7T H Checkup TH 5 EAPoUDP £ v a %7 V7T AB%&RLE
‘j‘o

switch# clear eou posturetoken healthy

BEEEaT VK avv Kk B
feature eou  EAPoUDP % A1 32— 7 /LI LET,
show eou EAPoUDP [H# &R R L E T,
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W clear hardware rate-limiter

clear hardware rate-limiter

L— MR EE#HRE 7 U 79 5121%, clear hardware rate-limiter =~ > R&{#fH L £7,

clear rate-limiter {access-list-log | all | copy | layer-2 storm-control | layer-3 {control | glean | mtu |
multicast {directly-connected | local-groups | rpf-leak} | ttl} | receive}

OB YY) ADEBA  access-list-log TI7RA VAN aXr 7 Xy boL— MRRKEFHEHRZ 7 VT LE
75
all TRTO L— MBRGEHEHREZ 27 VT LET,
copy A — by O L— MilREEEHE®REZ 2 VT LET,
layer-2 storm-control LAY 2 A R—2AHI#H 7y o L— MHIRBFEHE#®REZ 27 VT LET,
layer-3 LAY 3Ty hoL— MIlREZFRELE T,
control LAY 3l ATy o v— MBRFEHERE 2 YV T LET,
glean LAY 3TV == Ry o L— MARHEHE®RE 2 V7 LET,
mtu LAY 3B EL= > M (maximum transmission unit; MTU) /347 > k
D L— MRRFEEHE®RE 7 U T LET,
multicast LAY 3I<LTFXx A MOL— MIBEZRELET,
directly-connected LAY 3w AFFy 2 MNEEER T v bO LV — MIBRFEHE®R A 7
V7 LET,
local-groups LA ¥ 3I~wNAFFHy A=) F—7 7y hoL— NIRRT E
HHzE7 V7 LET,
rpf-leak LA ¥ 3~/LF X AKRPF U—72 X7y b L— MlRFRHEHRZ
7V T7LET,
ttl LA % 3 Time-to-Live (TTL; f#f5¢ ATRERFRT) /34 > kD L— MR
HHhzE27 V7T LET,
receive ZAENT v o b— MillRFEHE®RZ 7 VT LE T,
T4 7L
avY R E—F FEEOavw FE—F

H#h—pEhA1—¥ 0=l network-admin

avy FEE J)y—R ZEEARR
4.0(1) Zoawy RnNEAINE L,

FEHEDHSAFSA4Y Zoa<wr Rk, 74/ K VDC TORFEHTE £,
TDavwy N4 RATMELHD FH AL
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]

clear hardware rate-limiter W

WIZ, TXTOL— MRSEEHE®REZ 2 UV 7T 26 2R L ET,

switch# clear hardware rate-limiter all

W2, 7782 VAN aXr 7 0y o b— MlREEHE®RE 7 V7T 20 %2R~ LET,

switch# clear hardware rate-limiter access-list-log

WIZ, LAY 2R b—=2fli# Ty oL — MlIRGEHEHRZ 7 U 73 582 RLET,

switch# clear hardware rate-limiter layer-2 storm-control

RIZ, VAY3 T V== 7 "y O L— MillRFEHERE 7 UV 7 T 5612~ L ET,

switch# clear hardware rate-limiter layer-3 glean

WIZ, LAY 3 ~AFFy A2 NEFERER 7y FOL— MIREEHE®REZ 7 UV 75202~ LE
ﬁ—o

switch# clear hardware rate-limiter layer-3 multicast directly-connected

WIZ, ZEAT Y b L— MlRGEEHE®E 7 U 7T 56 2R LET,

switch# clear hardware rate-limiter receive

PeEa<v KR

=1 N B
platform rate-limit L— MR ZEE L £ ¥
show hardware rate-limit L— MR ESHREZF R L E T,
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M clear ip access-list counters

clear ip access-list counters

T RTERIT1 DD IPVEACL DA T FZ %27 VT § 5T, clear ip access-list counters =< > N
AEHALET,

clear ip access-list counters [access-list-name]

YUBYYADEBR  access-listname  (TE) TN AREDH T B &7 Y T 5 IPvd ACL D4, KT 64 XX
FOREBFEMEMTE, RKXFLDLFREBSNET,

T4 7L

™.

H
I

™.

avy Ki#E EXEC

#h—pEhA1—¥ 0=l network-admin

vdc-admin
avy FEE Jy—x ZEERBE
4.0(1) Zoavwry FREAINE L,

FEREOFSAIEFSAY Z0a<v s R4y RAENEHY EFHA,

Bl WIZ, TRTDIPVAACL DI D X% 7 VT4 50 %E R~ LET,

switch# clear ip access-list counters
switch#

WIT, acl-ipvd-101 EWHLETDO IPACL DA 7 E %7 V7T 562 R LET,

switch# clear ip access-list counters acl-ipv4-101

switch#
BEEa<U K =S i
clear access-list counters IPv4 ACLIBLU"MACACL DA 2% 27 VT LET,
clear mac access-list counters MACACL OB 2% 7 U F7 LET,
show access-lists 1 DFE 7L TP IPv4 ACL 1 L N MAC ACL IZBHT B 1 & %
~LET,
show ip access-lists 1 DFEFT_TOIPv4 ACL IZBT DI E R LET,
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clear ip arp inspection log

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

clear ip arp inspection log W

Dynamic Address Resolution Protocol (ARP; 7 K L A ik~ 12 k =)L) Inspection (DAL, %A 3 v 2
ARP fifx) v/ Ny T 7% 7 U734 5HITIE, clear ip arp inspection log =~ > F&2fEH L £,

clear ip arp inspection log

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

EEOavy FE—FR

network-admin
vdc-admin

avy FEE

EREDHS FS1Y

JY—R ZEERE

4.0(1)

Zoavwy FBREASRELL,

ZDavwy RIZIA B AN ELH Y £H A,

i WIZ, DAL Ny 77 %227 V7T 561% R LET,
switch# clear ip arp inspection log
switch#

EEavoF avyFk i

ip arp inspection log-buffer

DAIu Y Ny 77 A XERELET,

show ip arp inspection

DAIREAT —H AR LET,

show ip arp inspection log

DAl 1 VR EZRRLET,

show ip arp inspection statistics

DAL #EtE R ER T L E T,
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M clear ip arp inspection statistics vian

clear ip arp inspection statistics vlan

F8E D VLAN @ DAL #tatfE# % 7 U 79 5121, clear ip arp inspection statistics vlan =~ > K% fifi
% I_/ i ‘g_o

clear ip arp inspection statistics vlan vian-list

DoAY H DA

FTIAILE

avY Rk E—F

#R—bEhA1I—HF 0-)

vlan vian-list Z D a< 2 RIZE > TEO DAL ¥idHE®RMR 27 V7 S5 b VLAN #4E L E T,
vian-list 513 TlE,. B—® VLAN ID, VLAN ID O#ipH, £7/-13 b~ TRE-7=
ID L#iPHAZFRETE £ (TExamples] &7 ¥ a v &&M), A%)72 VLANID (%,
1 ~ 4094 T,

L

FEoavy KE—FK

network-admin
vdc-admin

avy FEE

FEREDHS FS1Y

J)y—x ZEEARE
4.0(1) Zoavwr RREASIRELL,

Zoavwry RIZIA B RATMEH Y TH A,

Bl KIZ. VLAN 2 ® DAL #taHE®REZ 2 V7T 2812 R LET,
switch# clear ip arp inspection statistics vlan 2
switch#
RIZ, VLAN5 ~ 12 ® DAL#aHE#®E 7 V7 7202~ L ET,
switch# clear ip arp inspection statistics vlan 5-12
switch#
KRIZ, VLAN2 33 XUV VLAN 5 ~ 12 @ DAL #taltE#a 27 U 73 564" L £,
switch# clear ip arp inspection statistics vlan 2,5-12
switch#
BEEavTUF avvk i
clear ip arp inspection log DAl Ny T757% 77 LET,
ip arp inspection log-buffer DAl 27 Ry 77 A R ELET,
show ip arp inspection DAIREAT —H AERFLET,

show ip arp inspection vlan FEEY A @D VLAN ® DAl A7 — X A% FKRLET,
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clear ip device tracking W

clear ip device tracking

IPT 34 A NTox - 7iERE 7 VT35, clear ip device tracking =~ > F&FEH L £,

clear ip device tracking {all | interface ethernet slot/port | ip-address ipv4-address | mac-address
mac-address}

SUBY)ADHE  all TRTDIPTNNAA NT XU TEREZ VT LET,
interface ethernet siotlport 4 L %X —T7 24 ZADIPTFTNRA A T v XU TIEREZ VT LET,
ip-address ipv4-address ABCDERDIPVET RLADIPTNA A NT X TIEHRE S
7 L/ji‘é—o
mac-address mac-address ~ XXXXXXXXXXXXTEEDO MACT FLADIP T v ¥ FEHR%
U7 LET,
TIHILE L
avY K E—F fFEDavy RE—NK

#R—pEhBA1—¥0-) network-admin

vdc-admin
VDC —
avy FERE J)y)—R ZEEARR
4.0(1) Zoavwy RPREAINE L,

FEREEOASLESAY Zoav R4 AE0EHY EFHEA,

1 WIZ, TRTDIPTFAA A TGy X U TERE 7 VT T 50 %R LUET,

switch# clear ip device tracking all

WIZ, AV HF =T 2 ADIP TN A T ox o TIERE 7 )V T30 RrLET,

switch# clear ip device tracking interface ethernet 1/1

WIZ, IPT RLVADIPTNRA A T oX U ITIERE 7 VT T 5052 RLET,

switch# clear ip device tracking ip-address 10.10.1.1

WIZ, MACT RLADIPTNA A NT v X TiFmae 7 VT 3002~ LET,

switch# clear ip device tracking mac-address 000c.30da.86f4

[SEEEIAS avvFk B
ip device tracking IPTAAANT XU THAF—TNIZLET,
show ip device tracking [P X(4 X N T v XU TEREFZRLET,
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M clear ip dhcp snooping binding

clear ip dhcp snooping binding

DHCP AX—VE > T AT 4 7 FT—H_X—R% 27 V73 %IZi%, clear ip dhcp snooping binding

avy REEHLET,

clear ip dhcp snooping binding

clear ip dhcp snooping binding [vlan vian-id mac mac-address ip ip-address interface ethernet

slotlport|.subinterface-number]]

clear ip dhcp snooping binding [vlan vian-id mac mac-address ip ip-address interface port-channel

channel-number|.subchannel-number]|

VB YY) ADHHA

vian vian-id

(R vian-id 5138 L OF D%k < BIMOF—TU — F & 515ic
L oTHEEENT VLANID T#HAM S 5= U @ DHCP A
X—UE T R, T T T A= % 7 VT LET,

mac-address mac-address

IVTFTBERAL T 4T T—H_X—=A T N)JDMACT Rl
2HEELET, KBy MiEE 16 #EE T mac-address 515 % N7
L/ij‘o

ip ip-address

IVTFTHNA T4 T—=FRXR=A 2 N)DIPVA T R L
AERELET, Ny MIE 10 #R5E T ip-address 51385 AJ1L
i‘j‘o

interface ethernet slot/port

EE) 7IVT7TDRL 0T 40 T—=F_R—=RA T b DA —
Xy b A H =T = A AEFRELET,

subinterface-number

EB)A—V Ry " A B —T 2 A ADY T A L BZ—T A AD
&5

~

GE)  port 5l¥5 & subinterface-number 5IEMIZIX, K> FXEID
LFRMETT,

interface port-channel
channel-number

UEE) 207 TH6 0T 4 T T—H2_X—A MDA —
PRy h A= Fr RV ERELET,

subchannel-number

(ER) A —=Fxy b =" F ¥ RNVOYTTF v X LOF

~
GE)  channel-number 5145 & subchannel-number 53BN I%, K
MXEI O STFBMETT,

TI24IEb

avvkFE—F

#R—bEhA1—HF 0-)

L

FEoavy KE—FK

network-admin
vdc-admin

VvDC = —
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clear ip dhcp snooping binding W

avy FEE

EREDHS FS1>

JYy—R ZEEAS

4.0(1) Zoavwy RREAINE L,

4.003) Zoa<wy NI, EOAAL T 4 FT—AR—Z2 = NI DY YT EFR— |
THIICEFINFE L, 73D vlan ¥—V— RBIXOREFNIZE L 513 L
F—U— RKNBEMEnE L,

ZOa<wy RIZIA v ATNEDH Y £H A,

%l WIZ, DHCP AX =V T NA T 4 T T =B RX=2 %7 VT3 50" LET,
switch# clear ip dhcp snooping binding
switch#
WIZ, DHCP ARX—UE' v T WA T 4 7 T—=IX=ADREDT Y bV &7 VT4 56l RL
ij‘o
switch# clear ip dhcp snooping binding vlan 23 mac 0060.3aeb.54f0 ip 10.34.54.9
interface ethernet 2/11
switch#
BEEaI<TU R avwvFk B

ip dhcp snooping

FRA ATDHCP AX—E L 7% 7 a— LA x—7 W LET,

show ip dhcp snooping

DHCP A X — V> JIZHT 5 M as £ R LET,

show ip dhcp snooping
binding

AZT 4y IPY—=A 2 M) EEL, IP-MACT RV A A T 4
YRR LET,

show ip dhcp snooping
statistics

DHCP A X — Vv 7 #aHEMmE R R LET,

show running-config
dhep

IPY—RA H— RNEELXETe, DHCP AX— V' U VR EEZR R LET,
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M clear mac access-list counters

clear mac access-list counters

FTRCEIL1I DOMACACL DA T2 %7 ) 735121, clear mac access-list counters =~ >
KEMHHLET,

clear mac access-list counters [access-list-name]

YUBYYADBRBA  access-listname  ((TE) TN ANEDH Y B &7 ) T4 D MAC ACL D4 RiT, kKT 64 XL
FOREBFEMEMTE, RKXFLDLFREBSNET,

T4 7L

™.

H
I

™.

avy Ki#E EXEC

#h—pEhA1—¥ 0=l network-admin

vdc-admin
avy FEE Jy—x ZEERBE
4.0(1) Zoavwry FREAINE L,

FEREOFSAIEFSAY Z0a<v s R4y RAENEHY EFHA,

Bl wIZ, TXTOMACACL DA T 2% 7 VT3 56~ LET,

switch# clear mac access-list counters
switch#

WIZ., acl-mac-0060 & W5 & T MACACL DAY 2% 7 VT4 5H%2 R~ LET,

switch# clear mac access-list counters acl-ipv4-0060

switch#
BEEa<U K =S i
clear access-list counters IPv4 ACLIBLU"MACACL DA 2% 27 VT LET,
clear ip access-list counters IPVAACL DI 7 2% 7 VT LET,
show access-lists 1 DFE 7L TP IPv4 ACL 1 L N MAC ACL IZBHT B 1 & %
~LET,
show mac access-lists 1 DFE1FT_TH MAC ACL (2T AR E R R LET,
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clear port-security W

clear port-security

B FE SN —DEXx 2T MAC T KL A, EIFEDA V¥ —7 = f ADEIZFEE S
NET_RCOEXF=2T7 MACT RL A% 27 U T3 512iF, clear port-security % il L 7,

clear port-security {dynamic} {interface ethernet slot/port | address address} [vlan vian-id]

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

dynamic ICEE SN EF 2T MACT RLAZ 7 U T35 X5 ICHELET,
interface ethernet VT THRGOHPICFEEINTEF 2T MACT RLADA & —
slotlport TxA AEEELET,

address address JUTFTHHE—~OMACT RLVAZFRELE T, address I MAC 7 KL AT
—aﬁo
vlan vian-id 7Y T74HEX2T MAC 7 RLAD VLAN 2 8E LE7., 2072 VLAN

IDIZ. 1~ 4096 CT7,

dynamic

EEDOavy FE—FR

network-admin
vdc-admin

avy FEE

EREDHS F31Y

J)—X ZEERE
4.0(1) Zoavwry FREAINE L,

feature port-security =2~ > RZHH L TR —h ¥X 2V T &4 X —7NIZLTHh 5, clear
port-security 2~ REMHT 52 LER H Y £7,

ZDavwy NIZIA B RTMEH Y FH A,

% WiZ, BIICEB SN X 2T MACT RLRZA—FF v b 2/1 A v H—7 = A A LEIKRT
LHlE R LET,
switch# config t
switch(config)# clear port-security dynamic interface ethernet 2/1
W, BICHE SicE 327 MAC 7 R LA 0019.D2D0.00AE % #5612~ L £,
switch# config t
switch(config)# clear port-security dynamic address 0019.D2D0.00AE
BEEaI<TU KR avvFk e
debug port-security  F— | LX) 74 OF Ny SEREFEE LET,
feature port-security VN NI = ) o 2 = VA M hal - Sty 1 fall D= <
show port-security R—=F X2V T 0 ICETHEREETRILET,

switchport port-security L (Y2 /(L X —T =2 Af ZADFR— X2V T 424 X—T NI LET,
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clear ssh hosts

VDC @ Secure Shell (SSH; %27 v =/) RA N By 3 %227 U T3 5IZ1E. clear ssh hosts
avy RefERLET,

clear ssh hosts

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AT K E—F fFEDavy FE—NK

#R—pEhA1I—F 0—)l network-admin

vdc-admin
avy FEE Jyy—x ZEERNS
4.0(1) Zoavwry FREAINE L,

FEREEOASLEFSAY Zoav R4 RE0EHY FHEA,

1 WIZ, TRXTDOSSHAA M By ara27 V73502 RLET,

switch# clear ssh hosts

BEaI<TUKR avwUk B
ssh server enable SSH H— % A4 x—7 I LET,
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clearuser W

clear user

VDC Dx—H o ar a7 )74 5I120%, cearuser 2~ RaEfHL T,

clear user user-id

SR YY) ADERA  user-id o — D

FTIAILE L

avYKE—F fFEDavy RE—R

#R—pEhB1—¥0-) network-admin

vdc-admin
avy FERE Jy—x ZETERNB
4.0(1) Zoavwy RPREAINE L,

FRLEDHLESAY TARAATHIEOZ—Y B a0 2FRT 521, showusers T~ FaAH L £,
ZDawr RZI9A B AIMEDH D FH A,

1 WIZ, T_XTHOSSHAA S By aria7 V73502 RLET,

switch# clear user userl

BEaTUR I Bq
show users a—HF o g UEREERLET,

gﬁl‘:
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cts device-id

Cisco TrustSec 7 /34 A ID 25 ET HITI1L. cts device-id =~ REfH L £,

cts device-id device-id password [7] password

DUB YY) ADEBA  device-id  Cisco TrustSec 7 /31 A ID 4, ZRNIZIERTFTEZMHEH L ET, KT L/NTFRXG
., K32 LT ETARETT,
7 (EE) R"AT—RERZLET,
password EAP-FAST ALEE DB+ 582 U — Fa45E LU £, LaNcidss s 260 L E
password — §, KIUFE/NCFREBI S, K32 XFETAHETT,

FI4I b+ Cisco TrustSec /34 A ID (F72 L
JIUT THFAKNRAT—R

T
H
I
™.

avy Ja—)aryZ 4 FXal—vg

H#h—pEhA1—¥ 0=l network-admin

vdc-admin
avy FEE Jy—x ZEERAE
4.0(1) Zoavwry FREAINE L,

FREDHA FSL4Y oo~ REHHT5ITIE, feature cts =~ > FZ{#H L T Cisco TrustSec #EHEZ A £ — 7 /L ICT

DR H Y F97,
Cisco TrustSec 734 A ID 4 1%, Cisco TrustSec % hU—72 70 KNT—E TRITNIEARY £
A,

Z M a~< FiZiX, Advanced Services 7 A & AN TI,

1 WRIZ. Cisco TrustSec 734 A ID R E T AHl%2 R L £,

switch# config t
swtich(config)# cts device-id DeviceA password Cisco321

BEaTUR avvk B
feature cts Cisco TrustSec #§FE% 1 *— 7 Mz L £ 7,
show cts credentials Cisco TrustSec 7 L7 > ¥ v /VIHHRE LR L E7,
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cts dotlx

YR YY) ADEBHA

TI2FIE

aAvU kR E—F

#R— b Ehd1—F 0-)

cts dotix W

A B —7T = A AT Cisco TrustSec 3RFE% A % —7 /LT LT, Cisco TrustSec 802.1X = 7 4 ¥ =
L—y a3y B— REHBTHITIE, etsdotlx 2~ REFEHALET, T 74/ hDORTITRETIZ
X, Zoa<wr RO no BEREHEHALET,

cts dotlx

no cts dotlx

Zoa=wy ML, 5IERIEF—TU—REH £H¥A,

T 4=

Ao B =T x4 AT 4 Fal—g

network-admin
vdc-admin

avy FERE

EREDAA K312

7l

J)y—x ZEEARE
4.0(1) Zoavwr RREASIRELL,

ZDa~<y REHHT 521, feature cts =~ > KZfH L T Cisco TrustSec 5% 1A % — 7 LI T
DRI MNRH Y F9,

Zoa~wy R&EfER L7-% T, shutdown/no shutdown =~ > K > —4 7 U 22 FEH LT, A& —
T2 A AEAX—TNVEBLOT =TI LT, REEZADTTALENDH Y £,

Z Mo~ FiZiX, Advanced Services 7 A 72 ANNILTY,

WIZ, A % —7 x A AT Cisco TrustSec il & A *r—T7 WMZT D2~ LET,

switch# config t

switch(config)# interface ethernet 2/3
config-if)# cts dotlx
config-if-cts-dotlx)# exit
config-if)# shutdown
config-if)# no shutdown

switch
switch
switch

switch

WIZ, A4 H—7 A AT Cisco TrustSec #iL% T 4 B —T7 WIZT 5B &R~ LET,

switch# config t

switch(config)# interface ethernet 2/3
switch(config-if)# no cts dotlx
switch(config-if)# shutdown
switch(config-if)# no shutdown

B Ea< R

avvk B
feature cts Cisco TrustSec H§fE% A *— 7 /MZ L £ 7,
show cts interface 1 > % — 7 = 4 Z® Cisco TrustSec X EFEREFER LET,
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W cts manual

cts manual

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

A B —7 A AD Cisco TrustSec FEIFE Z P63 HIZ1E. etsmanual 2~ FEFEHLET, F
B EEREIRT AT, Zoa<wry FOne B EEHLET,

cts manual

no cts manual

Zoavy R SIBERITF—Y—FEd v £HA,

T 4=

Ja—nN) a7 4¥alb—g

network-admin
vdc-admin

avy FEE

EREDHS FS1Y

#l

J)—X ZEERE
4.0(1) Zoavwry FPREAINE L,

Zoawy REHEHT 521, feature cts =~ > K% H L T Cisco TrustSec R % 1 % — 7 /LT
DR H Y F9,

Zpa<wy FEFEMA L% T, shutdown/no shutdown =~ > K > — 7 U AR LT, A & —
T2 A A AX—TNAEBLIRT 4= LT, BELZANNTHLENHY £,

Z o< RZiE, Advanced Services 7 A & 2 AN NI T,

Iz, 4% —7 = A AD Cisco TrustSec FEIFXEET— FEBABT 20 &R LET,

switch# config t

switch(config)# interface etherent 2/4
switch(config-if)# cts manual
switch(config-if-cts-manual)#

Wiz, A X —7 A AH 5 Cisco TrustSec FEIFRE ZHIBRT A5 2R L E£9,

switch# config t

switch(config)# interface etherent 2/4
switch(config-if)# no cts manual
switch(config-if)# shutdown
switch(config-if)# no shutdown

PEavTU R

avv ik B
feature cts Cisco TrustSec F§REZ A *— 7 /LiZ LE T,
show cts interface > % — 7 = 4 Z® Cisco TrustSec EEFERE TR LFET,
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cts refresh role-based-policy W

cts refresh role-based-policy

DU YH ZADHHA
TI2FIEF
avY kK E—F

#ih— b Shd1—F 0-)

Cisco Secure ACS 725 & 7 > i — K L7z Cisco TrustSec Security Group ACL (SGACL; ¥ = U 7 «
JN—7"ACL) KU —%1U 7L v =279 25IT1E, ects refresh role-based-policy =~ > R&{FHH L
i ﬁ‘o

cts refresh role-based-policy

Zoa=wy ML, 5IERIEF—TU—FREH £H¥A,

L

EEDar 74 Falb—var =N

network-admin

vdc-admin

EREDAA K54

J)y—x ZEERE
4.0(1) Zoavwry FREAINE L,

ZDa~<y REHHT 521, feature cts =~ > K% 4 H L T Cisco TrustSec 5% 1A % — 7 LI T
HRIMNRH Y F9,

ZOa< FiZit, Advanced Services 7 A & ANME T,

£l W, A 2 —7 = A AD Cisco TrustSec FEFLEE— FE LT D614 R L ET,
switch# cts refresh role-based-policy

BEEa<TUF avyv kR EiBA
feature cts Cisco TrustSec #§fiE% 1 r—7 M LET,
show cts role-based policy Cisco TrustSec SGACL RV v —REEZF R LET,
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W cts rekey

cts rekey

CiscoTrustSec RV o —DA V' F—T = A A X —%FAERT 51T ctsrekey 2~ REfEH L ET

cts rekey ethernet slot/port

SRy ) ADFHBA  ethernet slotlport 4 —H Ry N A X —T A AFREELET,

FTIAILE L

avYKE—F fFEDavy RE—R

#R—pEhB1—¥0-) network-admin

vdc-admin
avy FERE Jy—x ZETERNB
4.0(1) Zoavwy RPREAINE L,

FREDHSL KSM4Y Zoa~r R&fHAT 51213, feature cts =~ > K& L T Cisco TrustSec #épEZ A % — 7 /LIZT
HVBNH Y F9,

Z Mz~ NiZiX, Advanced Services 7 A & AN TI,

1 WRIZ., Cisco TrustSec DA ' F—T = A A F—%EFHAERTAHZRLET,

switch# cts rekey ethernet 2/3

BEEa<T UK avwvk B
feature cts Cisco TrustSec #fE% A X —7 /MIZ L ET,
show cts interface > % — 7 = 4 Z® Cisco TrustSec EEBFER L TR LFT,
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cts role-based access-list W

cts role-based access-list

Cisco TrustSec SGACL ZERLE-HEEL T, B—/L_X—RAACL a7 4 Fal— g EF— K%
Bi4G3 5 IZIL. cts role-based access-list =~ > F&fEH L £7, SGACL ZHIRT HIZiX. ZDa~
VRO ne JEXAEEH L £,

cts role-based access-list /ist-name

no cts role-based access-list /ist-name

YR VY ADEBH

FTI24ILEF

avv kK E—F

#R— b Ehd1—F 0-)

list-name  SGACL D4R, 4NIIRETE2HER L ET, KT L/NCFEREBIE ., KK 32
K E CABETT,

L

Jua—x)L a7 4 ¥ alb—g

network-admin
vdc-admin

avy FEE

FEREDHS FS1Y

J)y—x ZEEARE
4.0(1) Zoa~vy FREASINELE,

ZDa~wy REMHAT 51T, feature cts 2~ > K% {#H L T Cisco TrustSec f4fE% A F— 7 /LT
DRI MNRH Y F9,

Z o< RZiL, Advanced Services 7 A & 2 AN NI T,

&l RIZ, Cisco TrustSec SGACL ZfE LT, B—/_—=X 77X UA | ar7 4Fal—var
T FZBBT 02" L ET,
switch# config t
switch(config)# cts role-based access-list MySGACL
switch (config-rbacl)#
RIZ, Cisco TrustSec SGACL % HIBrT 241 % R LET,
switch# config t
switch(config)# no cts role-based access-list MySGACL
BEEaI<TU R avv kR L]
feature cts Cisco TrustSec #&REZ A R —7 /WIZ L £ T,

show cts role-based access-list Cisco TrustSec SGACL s%/E % &R~ LE T,
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cts role-based enforcement

VLAN Z 721 Virtual Routing and Forwarding Instance (VRF; A/ —TF ¢ v 7 5k A VAKX L R)
C Cisco TrustSec SGACL | & A x—7 /W29 5H1Z1%. cts role-based enforcement =~ > N % {i#i f
LET, T74/ FOBREICETICIE, Z0a<2 RO ne BREZHEHLET,

cts role-based enforcement

no cts role-based enforcement

DUBYYRADBREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

T4 F =T

T

TE—F Ja—nN)L a7 4 Xal—g
VLANZ V7 4 FXalb—T g
VRFa2 7 X2l — gy

avy

#R—pEhA1—¥ 0—) network-admin

vdc-admin
av Y FERE J)—X ZEEARE
4.0(1) Zoavy FRNEASRELL,

FEREDHA KSAY Zoa~r REfEHAT 5121T. feature cts =~ > K& L T Cisco TrustSec #éRER 1 X — 7 /LT
DRI MNRH Y F9,

Zda< s RZiL. Advanced Services 7 A & 2 ANMNE T,

#i Iz, 7 7 %/ s VRF T Cisco TrustSec SGACL #&ffil| %2 A R — 7 WA T %2R LE T,

switch# config t
switch(config)# cts role-based enforcement

IZ. VLAN T Cisco TrustSec SGACL &l & A r— 7 Mz d A6 %~ LET,

switch# config t
switch(config)# vlan 1
switch(config-vlan)# cts role-based enforcement

WIZ. 3FF 7 + /v k VRF T Cisco TrustSec SGACL 98 % A 2 —7 W+ 562 R~ LET,

switch# config t
switch(config)# vrf context MyVRF
switch(config-vrf)# cts role-based enforcement

RIZ, Cisco TrustSec SGACL &l 27 « E—7 T 2627 L E7,

switch# config t
switch(config)# no cts role-based enforcement

PEavTU R avwvEk ELL
feature cts Cisco TrustSec F¥REZ A r— 7 /LiZ L £,
show cts role-based enable Cisco TrustSec SGACL AR U v —i&flOFEEF R LET,
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cts role-based sgt

SGACL & Cisco TrustSec Security Group Tag (SGT; ®F¥ = V7 4 JV—T X2 7) O~y T % F
B TRRET HITIE. cts role-based sgt =~ > REZ{EH L E7, SGACL & SGT O~ » v’ 7 & HIER
THITIE, Zoa~vr Fone BEREHEH L £,

cts role-based sgt {sgt-value | any | unknown} dgt {dgt-value | unknown}
access-list /ist-name

no cts role-based sgt {sgt-value | any | unknown} dgt {dgt-value | unknown}

DBV RO  sgt-value {570 SGT DO, A XN#iPHIZ 0 ~ 65533 T,
any {TEDO SGT #HEE L 7,
unknown KED SGT ZHEE L F T,
dgt %6%: SGT #E L E T,
dgt-value 584 SGT DfE, AN IX 0 ~ 65533 T,

access-list /ist-name SGACL D4 HiZHEE L E T,

FTIAILE L

Ay kR E—F Ju—N)arZ 4 Fal—g v

#R—bpEhB1—¥0-) network-admin

vdc-admin
av Y FEE Jy—x ZEEARRE
4.0(1) Zoavwr RREASRELL,

FREDHSL KSM4Y Zoa~r R4 51213, feature cts =~ > K& L T Cisco TrustSec #épEZ A % — 7 /LIZT
ALERHY 9,

SGT O~ v B 7 %R ET HHINT SGACL R ET HMLERH Y £,

Z Mz~ FiZiX, Advanced Services 7 A 7 ANNILTY,

Bl WIZ, SGACL O SGT ¥ v B 72/ ETHH AR LET,

switch# config t
switch(config)# cts role-based sgt 3 dgt 10 access-list MySGACL

Iz, SGACL ® SGT ¥ v v 7 YR+ 36425~ LET,

switch# config t
switch(config)# no cts role-based sgt 3 sgt 10

BEaTUR avwv Rk ]
feature cts Cisco TrustSec #§FEZ 1 r—7 Mz LE T,
show cts role-based policy SGACL @ Cisco TrustSec SGT v v ¥’ 7 #F/,xn L £7,
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cts role-based sgt-map

IP 7 R LR & Cisco TrustSec SGT D~ v B> 7 & FEI TR ET HITIF. cts role-based sgt-map =~
Y REFBALET, SGT ZHIBRT 212X, Z0a~y RO no BREHEHL £,
cts role-based sgt-map ipv4-address sgt-value

no cts role-based sgt-map ipv4-address

DAY Y ADEMBE  ipvd-address  IPva 7 NL A, JERiT. 4.B.C.D T,
sgt-value SGT fiE, A #h#&iPHIX 0 ~ 65533 T,

FTI24ILEF L

Ja—N)L a7 4 FXal— gy
VLAN 27 4 X2l — gy
VRF 27 4F¥=2lb— g

T
H
I
.

avy

#R—pEhA1—¥0-) network-admin

vdc-admin
av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RREASIRELL,

FEREDHSL KSAY oo~y REfHA94 51213, feature cts ==~ > K& L T Cisco TrustSec #éFEA 1 % — 7 /LT
HVBNH Y F9,

Cisco TrustSec TliX., IPv4 7 NL v o 7RI 2 HTE £,

Z Mo~ FiZiX, Advanced Services 7 A 2 ANNILTY,

i IZ, Cisco TrustSec SGT D~ v B> F & HET HH 2R LET,

switch# config t
switch(config)# cts role-based sgt-map 10.10.1.1 3
switch(config-rbacl)#

IZ, Cisco TrustSec SGT D~ v B2 7 & HIR$ 2412 R LET,

switch# config t
switch(config)# no ccts role-based sgt-map 10.10.1.1

EEa<U KR avvk L
feature cts Cisco TrustSec #aE% 1 r—7 M LE T,
show cts role-based sgt-map  Cisco TrustSec SGT D~ v ¥ 7 & F R L7,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
OL-15811-01-J |



| cavwyk

ctssgt W
cts sgt
Cisco TrustSec SGT #FXET HIZIE, ctssgt I~ FEFEHLET,
cts sgt fag
DB YY) ADBHBE  tag Oxhhhh TEE0D 16 A TdH 5T A A D 1 —H )L SGT, HNHiPHIL 0x0 ~ 0xffff T,
TI74ILE 2L
avv Kk E—F Ja—)Lar7 4 F¥al—y g

#R—pEhB1—¥0-) network-admin

vdc-admin
avy FERE Jy—x ZETERNB
4.0(1) Zoavwy RPREAINE L,

FREDHSL KSM4Y Zoa~r R&fHAT 51213, feature cts =~ > K& L T Cisco TrustSec #épEZ A % — 7 /LIZT
HVBNH Y F9,

Z Mz~ NiZiX, Advanced Services 7 A & AN TI,

B WIZ, T /31 A®D Cisco TrustSec SGT #RET AUl Z R L ET,

switch# config t
switch(config)# cts sgt 0x3

EEaIVF avwyv Rk E L
feature cts Cisco TrustSec ¥&RE%E 1 2 —7 /MIZ L E T,
show cts environment-data Cisco TrustSec BRIETF —# Z#F - L% 7,
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cts sxp connection peer
Cisco TrustSec ¢ SGT Exchange Protocol (SXP) &' 7 Bt % 7% &9 5IZ1%. cts sxp connection peer =
vV REMALET, SXPHESRAZHIRT 5121E, Z0a~vy RO no JEXEHHALET,

cts sxp connection peer peer-ipv4-addr [source src-ipv4-addr] password [default | none | required
password] mode {speaker | listener} [vrf vrf-name]

no cts sxp connection peer peer-ipv4-addr [vrf vrf-name)

OB YHADERBE  peer-ipv4-addr BT T ZADIPv4 T KL A,
source src-ipv4-addr (T3 \95—%77:7@/*‘4’ ADIPv4 T RLAZHEELET,
password SXPZREFITHERT H AV — R F 7 a2 ELET,
default (EE) SXP BT /A ADT 740k SXP /RAT— REFHT L X512

BELET,

none (EE) SXP WA —REFHEH LWL ICHELET,
required password (ER) SXPRZD/RRAYU—REMHT DI IICHEELET,
mode E7 FNRL ADE— RERELET,
speaker BT RAE—IERDIIITHELET,
listener BT MY A F—L7eb X ELET,
vrf vif-name (LE) 7D VRF Z2HELET,

T4k FNRA ZADBREFHT 7 40k SXP /RAT — R

FNA ZADBREFHT 7 4/~ SXP EETLIPVE 7 RL-&
57 4/~ VRF

Ay kR E—F Ju—N)arZ 4 Fal—gv

#R—pEhB1—¥0-) network-admin

vdc-admin
av Y FEE Jy—x ZEEARRE
4.0(1) Zoavwr RBREASIRELL,

FREDHL FSL4Y oo~y REMHT 5IT1%, feature cts =~ > R Z{#H L T Cisco TrustSec #EHE% A £ — 7 /LITT
ALERH Y F9,

Cisco TrustSec TliX., IPv4 7 NL v o 7RI 2T £,

E(EILIPVA 7 R U AZFEE L2 EA 1L, cts sxp default source-ip =~ > REHHLTT 74/ b
SXPIAEICIPVA 7 RLAZRET HLERH Y £7,

T T AN N ENAT— R E— RTHET HHE L. cts sxp default password =~ > RZfH L TF
T AN SXP ARV — RERET DLENDH Y £,

Z Mz~ FiZiX, Advanced Services 7 A & ANNILTY,
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cts sxp connection peer ll

1 WIT, SXP BT #f R ET DM Z2 R LET,

switch# config t
switch(config)# cts sxp connection peer 10.10.1.1 source 10.10.2.2 password default
mode listener

WIZ, SXP BT #m = IRT 26 2R L E7,

switch# config t
switch(config)# no cts sxp connection peer 10.10.1.1

BEEavTUF = BTL
cts sxp default password S X1 ZDF 7 )L SXP XA T — REZHELF T,
cts sxp default source-ip 534 Z2DF 7 4L h SXP EETLIPVE T KL AEZHRELET,
feature cts Cisco TrustSec BHE% A R —7 M L E T,
show cts sxp connection  Cisco TrustSec SXP b 7 #iflE e Fr L4,

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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M cts sxp default password

cts sxp default password

TNAADT 7 4V ~ SGT SXP /SA T — REFLET HIZIL, cts sxp default password =2~ > N & ff
MLET, 7740 bzflfRd 2123, Zoa<r Fone BAEZHHLET,
cts sxp default password password

no cts sxp default password

DBV RADBBE  password  F 7 )Lk SXP XA T— R, SNAU— RFERTEEA LE T, KT EIT
DB S, K32 XFFE THEETT,

T4 7L

™.

H
I

™.

avy Ja—)ar7Z 4 FXal—vg

#h—pEhA1—¥ 0=l network-admin

vdc-admin
av Yy FEE Jy—x ZEERBE
4.0(1) Zoavwry FREAINE L,

FEREDHA RSAY Zoa~r REfEHAT 5121T. feature cts =~ > K& L T Cisco TrustSec #éFER 1 X — T /LT
DHHIMNRH Y F9,

Z O a< Rk, Advanced Services 7 A & ANMNE T,

i WIZ, TAALADT 74V~ SXP RAT— REBRETHHIZ R LET,

switch# config t
switch(config)# cts sxp default password Cisco654

Wiz, T 74/ b SXP /N2 T — REHIRT 262 LET,

switch# config t
switch(config)# no cts sxp default password

BEEa<T R avo kR B L
feature cts Cisco TrustSec H§fE%Z A *—7 /M L £ 7,
show cts sxp  Cisco TrustSec SXP R ERBF#HAEZF R LET,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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cts sxp default source-ip M

cts sxp default source-ip

TINA ADT 7 AV b SGT SXP i6{F5C IPv4 7 KL A ZFRET HIZI. cts sxp default source-ip =
U R LET, 7740 POREICERTIZIE, Z0a<xy RO ne BRAEZEHLET,
cts sxp default source-ip ipv4-address

no cts sxp default source-ip ipv4-address

DUBYYADHBE  ipvd-address FSA ZADF 7 4~ SXPIPvA 7 KL A

TI2FIE L

aAavY kR E—F Ja—s\) ar7 4 FXalb—a

#R—pEhA1I—F 0—)l network-admin

vdc-admin
avy FEE Jyy—x ZEERSE
4.0(1) Zoavwry FREAINE L,

FREDHA RSAY Zoa~<r REHHT5ITIE, feature cts =~ > FZ{#H L T Cisco TrustSec #EHEA A R — 7 /LT T
DR H Y F9,

Cisco TrustSec TlE. IPv4 7 KL v o IR 2T £,
Z P a< s RiZiE, Advanced Services 7 A & v ANME T,

i WIZ, TRAADT 74V F SXPEFEILIP T RLAEZRET HHERLET,

switch# config t
switch(config)# cts sxp default source-ip 10.10.3.3

WIZ, T7 5L SXPEETLIP 7 RLAZHIGT 2H A2 R~ LET,

switch# config t
switch(config)# no cts sxp default source-ip

BEEaTUR avwyv Rk B
feature cts Cisco TrustSec #§HEZ 1 X — T /MZ LET,
show cts sxp  Cisco TrustSec SXP R EF#HAEZF R LE T,
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M cts sxp enable

cts sxp enable

TS A LD SGTSXP 7 % A 1—7 /W2 T 5HIZI%, cts sxp enable 2~ > RAEHLET, 77 +
L ROBREICRTICIE, Z0a~vr Rono BREMHHLET,
cts sxp enable

no cts sxp enable

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 F =T

aAavyY kR E—F Ja—s\) ar7 4 FXalb—a

#R—pEhA1I—F 0—)l network-admin

vdc-admin
avy FEE Jyy—x ZEERNS
4.0(1) Zoavwry FPREAINE L,

FREDHA RSAY Zoa~<r REHHT5ITIE, feature cts =~ > FZ{#H L T Cisco TrustSec #EHEA A R — 7 /LT T
DR H Y F9,

Z Mo~ FiZiX, Advanced Services 7 A 7 ANNILTY,

Bl W, SXP A X — T T Al %7 LET,

switch# config t
switch(config)# cts sxp enable

WIZ, SXP2F 4 t—7 i+ 562 R~ LET,

switch# config t
switch(config)# no cts sxp enable

BEaTUR avvlk B L
feature cts Cisco TrustSec H§EE% A *— 7 WIZ L E T,
show cts sxp  Cisco TrustSec SXP Z ElEHREZ R R L E7,
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cts sxp reconcile-period W

cts sxp reconcile-period

SGT SXP IR & A ~—Z T H1TiL, cts sxp reconcile-period =~ > FEEH LET, T 7 &
NLNROBREICETICIE. Z0a~<wy RO ne JERAFEHALET,

cts sxp reconcile-period seconds

no cts sxp reconcile-period

LR YY) ADERHA

FI2+ILF

avURE—F

#R—bEhA1I—HF 0-)

seconds — Fh¥, AL 0 ~ 64000 BT,

60 5 (147)

Ja—) a7 4 Falb—T g

network-admin
vdc-admin

EREDHS FS1Y

]

Jy—x ZEERE
4.0(1) Zoa~vy FREAINLELE,

Zoawy REHEHT 521, feature cts =~ > K% H L T Cisco TrustSec R % 1 % — 7 /LT
DR H Y F9,

BTN SXP H AR TTHE, Wil — IV RE T XA ~—0thsnE T, WEim—1 R4
VAAT—PRETTHRNCE T B EERT 5 &, SXP BRI Z A ~—0HmEhET., SXP &
IR Z A ~ =T 7 7 4 772, NX-08 V7 b7 = 7 (IO CHE Lz SGT v v &' 7
T MY ERRFIL, B\ MY ZHIBRL £,

SXP IR 2 O MICRRET D L, FA ~—NT 4 B—7 /W20 | #iElOHERO T THT b
UDHIBR S E T,

Z O a< FiZit, Advanced Services 7 A & ANME T,

Iz, SXP @I 2R E S DB 2R L £,

switch# config t
switch(config)# cts sxp reconcile-period 120

WIZ, SXP @I 27 7 + /v MEICR T HlZ =L £,

switch# config t
switch(config)# no cts sxp reconcile-period

PlEavT UK

avwyvFk EizLE

feature cts Cisco TrustSec #EFEZE 1 X — 7 MIZ L £,

show cts sxp connection  Cisco TrustSec SXP FEHHREFK L E7,
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M cts sxp retry-period

cts sxp retry-period

SGTSXP VY F T A I & A ~— %R ET DI, cts sxp retry-period 2~ > REFHLET. 7 7+
LV RORBREICETICIE, Z0a~vr RO ne BEHHLET,
cts sxp retry-period seconds

no cts sxp retry-period

SRV ADBB  seconds  BY, ATRNHIAIE 0 ~ 64000 BT,

FIAILE 1208 (247)

aAavY kR E—FK Ja—\) arZ 4 FXalb—a

#R—pEhA1I—F 0—)l network-admin

vdc-admin
avy FEE Jyy—x ZEERSE
4.0(1) Zoavwry FREAINE L,

FEREDHAL KSLY —oa~<wy REFHET5HI21E. feature cts =~ > R&2 i L T Cisco TrustSec #4RE% 1 3 — 7 L2 1
AERH Y F9,
SXP U FIAHIMIZE > T NX-0S V7 7 =77 SXP #ife 2 a7+ ABENRE D 4, SXP
B N IE T ICHESL SN o 7258 NX-OS V7 7 =TI SXP U I A W Z A ~— D T4
W2, Bl s oS 2R ITLET,

GE) SXPVU FIAHIMZ OMICRET D& XA ~—NT 4 =TT FHITIIFETINEE A,

Z Do~ FiZiX, Advanced Services 7 A 7 ANNILTY,

Bl wIZ, SXP Y I A B ZHRETHHERLET,

switch# config t
switch(config)# cts sxp retry-period 120

WIZ, SXP Y oA HIEZT 7 4V MEICESHIEZ R LET,

switch# config t
switch(config)# no cts sxp retry-period

BEa<TUKR avwy kR EEA
feature cts Cisco TrustSec F¥REZ 1 *— 7 /MiZ L £,
show cts sxp connection  Cisco TrustSec SXP V"7 #fmiE a2 £ R L £,
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