show <> F

ZDETIE, CiscoNX-O8S EF = UF 4 @D show 2~ NiZOWTHHALET,

show aaa accounting
AAA T D T 4 v T RREN

show aaa accounting

W& FoR9 DHI21L, show aaa accounting =~ > R&fEH L £,

VVOBYOARDBREA Zoaxr FIAE, SIEEEEIF-U—-FIHY FEA,

FTI24ILEF L

avy kK E—F fFEDavy RE—NF

#R—bENA1-¥ 0=  network-admin
network-operator
vdc-admin
vdc-operator

avy FEE JY—R ZEERE

4.0(1) Zoa<vy RREAINE LK,

HREDHIEFSAY Zoa<wr Ridid, S4B AN EHY FH A,

1l WIS, THOT 47 0P OREEFRTHHER~LET,

switch# show aaa accounting

default: local

| oL-15811-01-J
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show aT U F |

Ml show aaa authentication

show aaa authentication

AAA FREER ER A F o7 HI121L, show aaa authentication =~ > K& H L £,

show aaa authentication [login error-enable | login mschap]

YR YY) ADHBR  login error-enable  ((LE) RFER /A Y =7 — Ay E—V A RX—T N arT7 4 Fal—vav

ERRALET,
login mschap (EE) it 7' A > MS-CHAP A *—7 )V a7 4 X al— a2 FRL
SE ‘a‘o
T4 L
= FEEDa<wy RE—F
#R—bENAI-¥ O0-)  network-admin
network-operator
vdc-admin
vdc-operator
avy FEE JYy—x ZEERE
4.0(1) Zoavwry FREAINE L,

HREDHIFSAY Zoa<wr R, S4B AN EH Y T A,

%l WIT, RESNTFERENT A —F 2 Fon T 202~ LET,

switch# show aaa authentication
default: local
console: local
dotlx: not configured
eou: not configured

WIZ, BFER T A 2T —A R—T VR ELEFRTT DH &R LET,

switch# show aaa authentication login error-enable
disabled

WIT, FFER 7' A > MSCHAP RE&EFK T D62 RLET,

switch# show aaa authentication login mschap
disabled

Cisco NX-OS Security A< F ) 77 L X Release 4.0
OL-15811-01-J |



| showa< > K

show aaa groups M

show aaa groups
AAA Y — N T)V—TREHFKRT HITIL. show aaa groups =~ > REFEHALE T,

show aaa groups

DUBYYADBREA Zoavr NTE, BIEEREF-U-REHY EFEA,

T4 7L

T
H
I
™.

avy FEDa~v s KE—F

Hh—r&hd1—¥ 0=  network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)—X ZEEAE
4.0(1) Zoavwr RBREASINELL,

FERELEDASESAY Zoa~vr Ridd, S4B RINEH D £ A,

] WIZ, AAA T N—T R E=FRT D0 2R L ET,
switch# show aaa groups
radius
TacServer

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

W show aaa user default-role

show aaa user default-role

AAA =—H F 73/ b B — LR EEF AT DL, show aaa user default-role =~ > K& H L
i‘a_o

show aaa user default-role

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AT K E—F fFEDavy FE—NK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(3) Zoavwr RBREASINELL,

FREDHSFSM4Y AAA=2—F F 7 4L F B —/LEZRET HITIL. aaa user default-role =~ > RZEH L £,
Zoawy RZiE, T4V RIS EDLHY H A,

%l WIZ, AAA 22— T 7 )0 b B — VB E 2 KT 50127 LET,
switch# show aaa user default-role
enabled

BEEa<T UK avvFk B BA

aaa user default-role AAA 22—V T 73 u—LE A RX—T VI LET,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show access-lists M

show access-lists

T _TD IPv4 B LN MAC Access Control List (ACL; 77t A2 v hr—L U A K) 35 ED
ACL Z %R 5I21%. show access-lists =~ > RZ{HH L F9,

show access-lists [access-list-name] [expanded | summary]

DoAY H DA

FTI24ILF

#R— b Ehd1—F 0-)

access-list-name  (fEF) ACL D4 A, #A1CTIEHEKT 64 LFOFMF LN TE, KFL

INCTFISRBIE N E T,

expanded UER) A7 V=0 b I N—TOHFTET TR AT V= b T NA—TDON
KEFrRTHZLEABELET,

summary (EE) 2~ R ACLICBT 2EMA R RTHZ & 2EELET, FEMlco

WTiE, MEHEDOTA R4 2] ZZRLTIZEN,

L

FEoavy KE—FK

network-admin
network-operator
vdc-admin

vdc-operator

avy FEE

EREDHS F31>

J)—X ZEERE
4.0(1) Zoavwry FPREAINE L,

access-list-name 51 H L TACL 215 ET HHEERNT, T34 A FTXTD ACL #HK/RL
i‘a‘o

expanded X — 7 — REHHATLH L, A7 V=7 b T NA—TD&RITZF CT<, ACL THEHINT
WHAT V2T b TN=TOHFEMEFRTRTEES, A7 V=7 b ZA—=7IZHT LFHMICONT
. object-group ip address }3 & U object-group ip port =~ KRB L T X0,
summary ¥ — 7 — R&EFEHT 5 &, ACLEZHETIE7e< ACLICHTAEREFRRTEXET, TS
NHHERICIT, RONBEREENET,

o TV hMUHNLOKFHERN ACLIZH L TEHREINTNDIMNE D0

o ACL HENONL—NLE, ZOIZ, THAAANAL U F—T7 = RAZHEHEND & X2 ACL N

CEEnNZ s MV BERMLUEY A, ACL NOL—ANAT V=2l b =T %FHT D
e, BHSNDEEDO ACLANOT Y U HIE, V— X DIZD I KREL D £7,

e ACLAHEHINTNAHA X —T xR

o ACLWT 77 4 7HREDOA L F—T = A A

show access-lists =~ > NiL, RO T OKREREDLEIZ, ACL NOKT L MU OFFHEREE
~RLET,

e ACL BREIC statistics per-entry 2~ > RBEEN TV D

o BWHET v TIREDA L H—T =2 A AT ACL BHEA SN TN D

Zoavwy RZE, 7BV RIIRED D £H A,

| oL-15811-01-J
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show aT U F |

Ml show access-lists

]

&IZ, IP ACL BELOMAC ACL 23 1 DT O E S NT=T /31 AT, ACL 4 % F5EH 71T show
access-lists =7~ > RaMi AT 42~ LET,

switch# show access-lists

IP access list ip-v4-filter
10 permit ip any any
MAC access list mac-filter
10 permit 00c0.4f00.0000 0000.00ff.ffff 0060.3e00.0000 0000.00ff.£f£f£ff ip

RIZ, show access-lists =2~ RZfFEH L C, MainLab 47V =7 b L —7%KR<< = FJ DT
> b U BN OFEHE R Z S D T, ipv4-RandD-outbound-web & W 5 £ HiD IPv4 ACL % FRoxd 5 6%
RLET,

switch# show access-lists ipv4-RandD-outbound-web

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup MainLab any eqg telnet
1010 permit tcp any any eq www [match=820421]

RIZ, show access-lists =~ > KZ{f fH L C. ipv4-RandD-outbound-web &\ 9 £ {ijD IPv4 ACL % 5
AT 56 Z R LET, expanded ¥ — U — R4 2L, =2 bV BMOFEHERE E DT, Hi
OBIDAT Y =7 b TN—T ONERERINET,

switch# show access-lists ipv4-RandD-outbound-web expanded

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 10.52.34.4/32 any eq telnet [match=5032]
1005 permit tcp 10.52.34.27/32 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]

WIZ, summary ¥ — 7 — K& & 4| show access-lists 2~ > R&M#H LT, ACL A #EHINTWD
AV HE =Tz A A, ACLWBT 7T 4 TIRREDA X —T = A A7 ED ipv4-RandD-outbound-web &
WO ARTD IPv4 ACL IZBI S 22 Rrnd Dl 2R L ET,

switch# show access-lists ipv4-RandD-outbound-web summary
IPV4 ACL ipv4-RandD-outbound-web

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

B Ea< R

avw vk B

ip access-list IPv4 ACL Zi%E L £ ¥,

mac access-list MAC ACL %3 E L £ 7,

show ip access-lists F_XTOD IPv4 ACL F 72135 ED IPv4 ACL #RR L ET,
show mac access-lists F_TD MAC ACL F 72 1XFFED MAC ACL #Fm LET,

Cisco NX-OS Security A< F ) 77 L X Release 4.0

OoL-15811-01-J |



| showa< > K

show accounting log W

show accounting log

THTUT 47 Ou 7 NEEFRRT HIZIE, show accounting log =~ > FEFEH L ET,

show accounting log [size] [start-time year month day HH:MM:SS]

Ry ADRHA
T4
aAvU kR E—F

#R—bEhA1—HF 0-)

size

EE) FRTH5a7DH A X (5 MEAD), #PHIZ 0 ~ 250000 T3,

start-time year month day ({£3&) BRMAFERIZHEE L E T, year 513X, yyyy 74—~ v FTT,

HH:MM:SS month BI1HUL, 3 LFDOIEGEDWEEETT, day BIEROHEMIT | ~ 31 TY,
HH:MM:SS 5150, 1ZEUE24 ] 7 4 —~ > FTT,
L

FEoavy KE—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDHS F31Y

%l

JY—R ZEERE

4.0(1) Zoavwry FREAINE L,

Zoa<wy RIiE, A4 RINEDH D EH A,

WIS, TV T 47 a7 2RkeFformnd 20z rLET,

switch# show accounting log

Sat Feb 16 10:44:24 2008:update:/dev/pts/1 172.28.254.254:admin:show system uptime
Sat Feb 16 10:44:25 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Sat Feb 16 10:45:20 2008:update:/dev/pts/1 172.28.254.254:admin:show logging log
file start-time 2008 Feb 16 10:44:11

Sat Feb 16 10:45:23 2008:update:/dev/pts/1 172.28.254.254:admin:show accounting
log start-time 2008 Feb 16 10:08:57

Sat Feb 16 10:45:24 2008:update:/dev/pts/1 172.28.254.254:admin:show system uptime
Sat Feb 16 10:45:25 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Sat Feb 16 10:46:20 2008:update:/dev/pts/1 172.28.254.254:admin:show logging log
file start-time 2008 Feb 16 10:45:11

Sat Feb 16 10:46:22 2008:update:/dev/pts/1 172.28.254.254:admin:show accounting

WL, TATT 427 a7 D400 31 baRFTLHHEZTRLET,

switch# show accounting log 400

Sat

start-time

Sat
Sat

Feb 16 21:15:24 2008
2008 Feb
21:15:25

21:15:26

2008
2008

Feb 16
Feb 16

:update
16 18:31:21
:update
:update

:/dev/pts/1_172.28.254.254::admin:

:/dev/pts/1 _172.28.254.254:admin:
:/dev/pts/1_172.28.254.254:admin:

show

show
show

accounting log

system uptime
clock
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show aT U F |

M show accounting log

wIZ, 2008 4E2 H 16 H D 16:00:00 (\ZBRMGT AT o v T 4 v 7 a V2 FzRrd 50 %R~ LET,

switch(config)# show accounting log start-time 2008 Feb 16 16:00:00

Sat Feb 16 16:00:18 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log file
start-time 2008 Feb 16 15:59:16

Sat Feb 16 16:00:26 2008:update:/dev/pts/1 172.28.254.254:admin:show accounting log
start-time 2008 Feb 16 12:05:16

Sat Feb 16 16:00:27 2008:update:/dev/pts/1 172.28.254.254:admin:show system uptime
Sat Feb 16 16:00:28 2008:update:/dev/pts/1 172.28.254.254:admin:show clock

Sat Feb 16 16:01:18 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log file
start-time 2008 Feb 16 16:00:16

Sat Feb 16 16:01:26 2008:update:/dev/pts/1 172.28.254.254:admin:show accounting log
start-time 2008 Feb 16 12:05:16

Sat Feb 16 16:01:27 2008:update:/dev/pts/1 172.28.254.254:admin:show system uptime
Sat Feb 16 16:01:29 2008:update:/dev/pts/1 172.28.254.254:admin:show clock

Sat Feb 16 16:02:18 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log file
start-time 2008 Feb 16 16:01:16

Sat Feb 16 16:02:26 2008:update:/dev/pts/1 172.28.254.254:admin:show accounting log
start-time 2008 Feb 16 12:05:16

Sat Feb 16 16:02:28 2008:update:/dev/pts/1 172.28.254.254:admin:show system uptime

SIS avv kR BL
clear accounting log ThO T 47 alZxHELET,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show arp access-lists W

show arp access-lists

3T P ARP Access Control List (ACL; 77 A 2> hu—/L U R L) £72138ED ARP ACL %
Fv95I21E. show arp access-lists =~ > F&HL £,

show arp access-lists [access-list-name]

PIZ PP It L]
T4
avY kK E—F

#ih— b Shd1—F 0-)

access-list-name  ({L:7) ARP ACL D4, %I TIIHRAT 64 LT OFRMT2MATE, KX
FTLANFRERIENE T,

L

fFEOavy R E—F

network-admin
network-operator
vdc-admin
vdc-operator

avy FEE

EREDHS FS1

7l

J)—X ZEEAE
4.0(1) Zoavwr RBREASINELL,

access-list-name 515 %A L C ACL 28T 255 2RV T, T34 AXTXTPD ARP ACL 2%
A~LET,

ZDa<wy RiZit, 4B A EFISEHD FHA,

RIZ, show arp access-lists =~ > FZffifl LT, 2 50D ARP ACL Z 27 /3 XTI ~TD ARP
ACL &R T 5l 2R LET,

switch# show arp access-lists

ARP access list arp-permit-all

10 permit ip any mac any

ARP access list arp-lab-subnet

10 permit request ip 10.32.143.0 255.255.255.0 mac any

RIZ, show arp access-lists =~ > K& H LC, arp-permit-all &9 £4ij> ARP ACL #FE/R~T %
flErRLET,

switch# show arp access-lists arp-permit-all

ARP access list arp-permit-all
10 permit ip any mac any

B Ea< R

=1 N A
arp access-list ARP ACL Z&E L £7,
ip arp inspection filter ~ VLAN |2 ARP ACL %M L £7,
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show aT U F |

M show class-map type control-plane

show class-map type control-plane

arvhr—) T L—r TR vy SEREFRRT HITIE, show class-map type control-plane =~
Y REEHLET,

show class-map type control-plane [class-map-name)

B YYADHA  class-map-name EE) avha—N FL—r 75 R < TOLH

FTI24ILF L

T
H
I
.

avy HFEDa~v s FE—FK

#R—pEhA1—¥ 0—) network-admin
network-operator
vdc-admin

vdc-operator

av Yy FEE Jy—x ZEEARRE
4.0(1) Zoavwy RREAINE L,

FREDHAESAY Zoa~<y Rit., 57 44 h® Virtual Device Context (VDC) TOHfEHATX F5,
Zoa=wy RZiE, AR EFNEHD A,

7l WIZ, avrbr— =2 7732 <y FiERERTT 02" LET,
switch# show class-map type control-plane

class-map type control-plane match-any copp-system-class-critical
match access-grp name copp-system-acl-arp
match access-grp name copp-system-acl-msdp

class-map type control-plane match-any copp-system-class-important
match access-grp name copp-system-acl-gre
match access-grp name copp-system-acl-tacas

class-map type control-plane match-any copp-system-class-normal
match access-grp name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable

Cisco NX-OS Security A< F ) 77 L X Release 4.0
OL-15811-01-J |



| showa< > K

show copp status W

show copp status

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

Control Plane Policing (CoPP) F%JE AT —H A% FK/"T HIZIL. show copp status 2~ > REH L

E

show copp status

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

EEDa 7 4 Xalb—arE—FK

network-admin
vdc-admin
network-operator
vdc-operator

avy FEE

FEREDHS FS1Y

]

J)y—x ZEEARE
4.0(2) Zoavwr RREASRELL,

Zoa<y RiL, T 7 #/V kO Virtual Device Context (VDC) TOIEH TE £9,

Zoa<wy RiE, 4B RINEHD FHEA,

WIZ, CoPP REART — X AfFMER T HHIZRLET,

switch# show copp status

Last Config Operation: service-policy input copp-system-policy
Last Config Operation Timestamp: 21:57:58 UTC Jun 4 2008

Last Config Operation Status: Success

Policy-map attached to the control-plane: new-copp-policy
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show aT U F |

W showcts

show cts

7' — 3L Cisco TrustSec % € & F/R"7 HIZIE, showets 2~ REMHLET,

show cts

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

FTIAILE L

avY R E—FK FEEDay 7 4 X2l —vary ET—F

$H—b&hd1—¥ A—  network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE J)—X ZEEARE
4.0(1) Zoavy FREASRE L,

FEREDHA RSAY Zooa~r REfEHAT 5121T. feature cts =~ > K& L T Cisco TrustSec #éRER 1 X — 7 /LT
HRIMNRH Y F9,

ZOa< FiZit, Advanced Services 7 A & ANME T,

i WIZ., Cisco TrustSec 7 0 — VR EZ £ R-THHERLET,

switch# show cts
CTS Global Configuration

CTS support : enabled
CTS device identity : Devicel
CTS caching support : disabled

Number of CTS interfaces in
DOT1X mode : O
Manual mode : 0

EEa< R avwv kB
feature cts  Cisco TrustSec #RE%E 1A 2 — 7 /LIZ LE T,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show cts credentials W

show cts credentials

Cisco TrustSec 7 /31 Z DIFAEFRTE A2 F T HI21%. show cts credentials =~ > REZHEH L £9°,

show cts credentials

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

FTIAILE L

avY R E—FK FEEDay 7 4 X2l —vary ET—F

$H—b&hd1—¥ A—  network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE J)—X ZEEREF
4.0(1) Zoavy FNEASRELE,

FEREDHA RSAY Zooa~r REfEHAT 5121T. feature cts =~ > K& L T Cisco TrustSec #éRER 1 X — 7 /LT
HRIMNRH Y F9,

ZOa< FiZit, Advanced Services 7 A & ANME T,

i KIZ, Cisco TrustSec iEHER EEFK T oHl 2R L £,

switch# show cts credentials
CTS password is defined in keystore, device-id = Devicel

EEa< R avwv kB
feature cts  Cisco TrustSec #RE%E 1A 2 — 7 /LIZ LE T,

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

Ml show cts environment-data

show cts environment-data

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

71 —/3)L Cisco TrustSec BriE 7 — # & /R 9 5 1Z1%. show cts environment-data =~ > N&{#HH L
i ?—0

show cts environment-data

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

EEDa 7 4 Xalb—arE—FK

network-admin
vdc-admin
network-operator
vdc-operator

FEREDHS FS1Y

J)y—x ZEEARE
4.0(1) Zoavwr RREASNELL,

ZDa~wy REMHAT 5ITIL. feature cts 2~ > K% {#H L T Cisco TrustSec #4fE% A F— 7 /LT
HUENRHY £,

NX-0S 7 /34 A%, 7 /34 A® Cisco TrustSec 7EFE % 3 € L. Authentication, Authorization, and
Accounting (AAA; FBRE, A, THU YT 4 7)) ZRELIZH L. ACS )5 Cisco TrustSec Bl
F—FEZ - RLET,

Z O a< Rk, Advanced Services 7 A & o ANME T,

#i RIZ, Cisco TrustSec BT — ¥ 2 FK_ T D62 LET,
switch# show cts environment-data
CTS Environment Data
Current State : CTS_ENV_DNLD_ ST ENV_DOWNLOAD_ DONE
Last Status : CTS_ENV_SUCCESS
Local Device SGT : 0x0002
Transport Type : CTS_ENV_TRANSPORT DIRECT
Data loaded from cache : FALSE
Env Data Lifetime : 300 seconds after last update
Last Update Time : Sat Jan 5 16:29:52 2008
Server List : ACSServerListl
AID:74656d706£72617279 IP:10.64.65.95 Port:1812
EEIvoF AXUF B

feature cts  Cisco TrustSec HEREA A *— 7 /LI L £,
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| showa< > K

show cts interface Wl

show cts interface

A B —T7 A AD Cisco TrustSec i # & /59 H1Z1L, show cts interface =~ > K& L E9,

show cts interface {all | ethernet slot/port}

SURYHADHA  all T_RTHDA B —T = A AD Cisco TrustSec fFH & Fr LET,
interface slot/port ¥ E DA o H —7 = A AD Cisco TrustSec & T~ LET,

T4 7L

™.

H
I

™.

S TEOary 74 Fal—var E—F

#ih—bENB1-¥ 0=l  network-admin
vdc-admin
network-operator
vdc-operator

av Y FEE J)—X ZEEAE
4.0(1) Zoavwr RREASIRELL,

FREDHSL KSM4Y Zoa~r R4 51213, feature cts =~ > K& L T Cisco TrustSec #épEZ A x— 7 /LT T
ALERH Y F9,

Z M a~< NiZiX, Advanced Services 7 A & AN TI,

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
| oL-15811-01-J



show aT U F |

Ml show cts interface

Wiz, T_RTDOA X —T = A AD Cisco TrustSec iR E & FRT AW %7 LET,

switch# show cts interface all
CTS Information for Interface Ethernet2/24:

CTS is enabled, mode: CTS_MODE_DOT1X
IFC state: CTS_IFC_ST CTS_OPEN_STATE
Authentication Status: CTS_AUTHC_ SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_AUTH
Last Re-Authentication:
Authorization Status: CTS_AUTHZ_SUCCESS
PEER SGT: 2

Peer SGT assignment: Trusted
Global policy fallback access list:

SAP Status: CTS_SAP_SUCCESS
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT
Current receive SPI: sci:1b54clfbff0000 an:0
Current transmit SPI: sci:1b54c1fc000000 an:0

CTS Information for Interface Ethernet2/25:

CTS is enabled, mode: CTS_MODE_DOT1X
IFC state: CTS_IFC_ST CTS OPEN STATE
Authentication Status: CTS_AUTHC_SUCCESS
Peer Identity: indial
Peer 1is: CTS Capable
802.1X role: CTS_ROLE_SUP
Last Re-Authentication:
Authorization Status: CTS_AUTHZ_ SUCCESS
PEER SGT: 2

Peer SGT assignment: Trusted
Global policy fallback access list:

SAP Status: CTS_SAP_SUCCESS
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT
Current receive SPI: sci:1b54c1fc000000 an:0
Current transmit SPI: sci:1b54clfbff0000 an:0

Wiz, BFEDA v FZ—T = A AD Cisco TrustSec iR Ex FRnT A%~ LET,

switch# show cts interface ethernet 2/24
CTS Information for Interface Ethernet2/24:

CTS is enabled, mode: CTS_MODE_DOT1X
IFC state: CTS_IFC_ST _CTS OPEN STATE
Authentication Status: CTS_AUTHC SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_AUTH
Last Re-Authentication:
Authorization Status: CTS_AUTHZ SUCCESS
PEER SGT: 2

Peer SGT assignment: Trusted
Global policy fallback access list:

SAP Status: CTS_SAP_SUCCESS
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT
Current receive SPI: sci:1b54clfbff0000 an:0
Current transmit SPI: sci:1b54c1fc000000 an:0

# 1 1%, show cts interface =~ > N ) CRIRINDEICET HIEHR LR L F9,

Il Cisco NX-OS Security A% F Iy 27 L > X Release 4.0
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| showa< > K

show cts interface Wl

=1 show cts interface <> FHADEDHRA

&

A

RIERT —F R T4 —I)VF

CTS_AUTHC_INIT

PREET U T, WIERIREE T,

CTS_AUTHC_SUCCESS

o uﬂii))IEl% bﬂi L/T;o

CTS_AUTHC_NO_RESPONSE

Cisco Access Control Server (ACS)
ACS DBIRENH D FH/H A,

ETE £H A, Cisco

CTS_AUTHC UNAUTHORIZED

FRREDHEATH T,

CTS_AUTHC_SKIPPED CONFIG

Cisco TrustSec i EIL. T3 ANGRIL T o A2 BT 5
VENHDLZ EERLTHET,

CTS_AUTHC_REJECT

Cisco ACS I, FFEERAZHES L E LT,

HRAIRT—H R T 4—/VF

CTS_AUTHZ_INIT

FFelm T, WIEREE T,

CTS_AUTHZ_SUCCESS

PRI IER ICATDIVE LT,

CTS_AUTHZ_REJECT

ACS WFFATERZEA L E LTz,

CTS_AUTHZ_SKIPPED_CONFIG

Cisco TrustSec i ElL. T3 ARG 7ot A2 BT 5
MENHDLZ EE2RLTHET,

CTS AUTHZ POL ACQ FAILURE

FFAIAR ) o — SRR L £ LT,

CTS_AUTHZ _HW_FAILURE

N R 2 THR[ T a T I TR E L,

CTS_AUTHZ _RBACL_FAILURE

Security Group Access Control Group (SGACL) D% 7 > 12—
ReA VA R—=APRMLUE LT,

CTS_AUTHZ_INCOMPLETE

AR NEFTH T,

SAP AT —Z A 7 4—)VR

CTS_SAP_INIT

Security Association Protocol (SAP) F I T—3/ 3 V1¥)

WARRE T,

CTS_SAP_SUCCESS

SAP x> o — g UREFICIThILE L=,

CTS_SAP_FAILURE

SAP X dvz— g UNERLE L,

CTS_SAP_SKIPPED CONFIG

Cisco TrustSec R EIL., T /31 A SAP x I T—3 3
AT OIVNERNS DL L ERLTWVET,

CTS_SAP_REKEY

SAP ¥ —DFAER LT H TI,

CTS_SAP_INCOMPLETE

SAP x T m—3 g UREITH T,

PeEa<v KR

‘E-Iullg

avv kR B

feature cts

Cisco TrustSec ¥EREZ A X — 7 /MIZ L £,

| oL-15811-01-J
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show aT U F |

M show cts pacs

show cts pacs

EAP-FAST |{Z X » T v v a =7 Zi7= Cisco TrustSec Protect Access Credentials (PAC) % F
9 51Z1%, showetspacs 2~ REMHHL £,

show cts pacs

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AV FE—F fEEOoary7 4 Fal—varE—F

#h—r&hd1—F 0—)l network-admin
vdc-admin
network-operator
vdc-operator

av Y FEE J)y—x ZEEARRE
4.0(1) Zoawr RBREASINELL,

FEREDHSL KSAY oo~y REfHA94 51213, feature cts ==~ > K& L T Cisco TrustSec #éFEA 1 % — T /LT
ALERHY 9,

Z o< RZiL, Advanced Services 7 A & 2 AN NI T,

il IZ, Cisco TrustSec 7' 00— NV ELZ R AT HPlE TR~ LET,
switch# show cts pacs
PAC Info :
PAC Type : unknown
AID : 74656d706£72617279
I-ID : indial
AID Info : ACS Info

Credential Lifetime : Thu Apr 3 00:36:04 2008

PAC Opaque 0002008300020004000974656d706£7261727900060070000101001d
632la2a55fa8leO5cd705c7l4bea116907503aab89490b07fcbb2bd455b8d873f2lb5b6b403ebld8
125897d93b94669745cfelabb0baf0la00b77aacf0bda9fbat7dcd54528b782d8206a7751afdde4?2
1ff4a3db6a349c652fea81809fba4fl30blfffb7bfffaf9a6608

BEaTKR avwo kR B
feature cts  Cisco TrustSec #&AE% 1 *— 7 M2 L E T,

%I‘:

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show cts role-based access-list Wl

show cts role-based access-list

7' —/3)L Cisco TrustSec Security Group Access Control List (SGACL) RE % F/RT DL, show
cts role-based access-list =~ > R&fEfH L F9,

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

show cts role-based access-list

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

EEDa 7 4 Xalb—arE—FK

network-admin
vdc-admin
network-operator
vdc-operator

avy FEE

FEREDHS FS1Y

#l

J)—R EEANB

4.0(1) Zoavwry RPREAINE LT,

ZDa~wy REMHAT 5ITIL. feature cts 2~ > K% {#H L T Cisco TrustSec #4fE% A F— 7 /LT
HUENRHY £,

Z o< RZiL, Advanced Services 7 A & 2 AN NI T,

WRIZ., Cisco TrustSec SGACL ¥ E & FK T DBl 2R L E T,

switch# show cts role-based access-list

rbacl:test-3

deny ip

rbacl:test-1

deny ip

deny icmp
deny tcp src eq 1000 dest eqg 2000
deny udp src range 1000 2000

rbacl:test-2
permit
permit
permit
permit

icmp
igmp
tcp src 1t 2000
udp dest gt 4000

BEaTUR

%I‘:

avr R

BH

feature cts  Cisco TrustSec #&AE% 1 *— 7 M2 L E T,

| oL-15811-01-J
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show aT U F |

M show cts role-based enable

show cts role-based enable

VLAN 3 X O Virtual Routing and Forwarding (VRF) A > A % > 2 ® Cisco TrustSec Security Group
Access Control List (SGACL) A % —7 )V AT —H A% F"-¢ 51Z1%. show cts role-based enable =
v REMEALET,

show cts role-based enable

DUBYYRADBREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

TI2FIEF 7L

™.

H
I

™.

S TEDary 74 Fal—var E—F

#ih—bENB1-¥ 0=  network-admin
vdc-admin
network-operator
vdc-operator

av Y FEE J)—X ZEEAR
4.0(1) Zoavwr RBREASINELL,

FREDHSL KSM4Y Zoa~r R4 51213, feature cts =~ > K& L T Cisco TrustSec #éFEA A % — 7 /LIZT
HVBNH Y F9,

Z Mz~ NiZiX, Advanced Services 7 A &2 AN TI,

1 RIZ, Cisco TrustSec SGACL Jiffi| A 7 — 4% A &£ 4 5012 RLET,

switch# show cts role-based enable

vlan:1
vrf:1l
vrf:3

BEEavok =1 B

%I‘:

feature cts  Cisco TrustSec #&AE% 1 *— 7 M2 L E T,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show cts role-based policy W

show cts role-based policy

7' — 3L Cisco TrustSec Security Group Access Control List (SGACL) "V ¥ — % £/Rx9 5121,
show cts role-based policy =~ > N&fif L ¥9,

show cts role-based policy

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AV FE—F fEEOoary7 4 Fal—varE—F

#h—r&hd1—F 0—)l network-admin
vdc-admin
network-operator
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RBREASINELL,

FEREDHSL KSAY oo~y REfHA94 51213, feature cts ==~ > K& L T Cisco TrustSec #éFEA 1 % — T /LT
HUENRHY £,

Z o< RZiL, Advanced Services 7 A & 2 AN NI T,

] WIZ, Cisco TrustSec SGACL R U o — & FoRkd A% LET,

switch# show cts role-based policy

sgt :unknown

dgt :unknown rbacl:test-2
permit icmp
permit igmp
permit tcp src 1lt 2000
permit udp dest gt 4000

sgt:1000
dgt:2000 rbacl:test-1
deny ip
deny icmp
deny tcp src eq 1000 dest eqg 2000
deny udp src range 1000 2000

sgt:any
dgt:any rbacl:test-3
deny ip

BEaTKR avwo kR B
feature cts  Cisco TrustSec #&AE% 1 *— 7 M2 L E T,

%I‘:

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

M show cts role-based sgt-map

show cts role-based sgt-map

71 — /3L Cisco TrustSec Security Group Tag (SGT) ~ v V2 VR E % FK/RT 5 IZ1L, show cts
role-based sgt-map =~ > N&f#H L £,

show cts role-based sgt-map

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AV FE—F fEEOoary7 4 Fal—varE—F

#h—r&hd1—F 0—)l network-admin
vdc-admin
network-operator
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RBRBEASNELL,

FEREDHSL KSAY oo~y REfHA94 51213, feature cts ==~ > K& L T Cisco TrustSec #éFEA 1 % — T /LT
HUENRHY £,

Z o< RZiL, Advanced Services 7 A & 2 AN NI T,

il WIZ, Cisco TrustSec SGT v v B> Vi EE R AT HH 2R LET,
switch# show cts role-based sgt-map
IP ADDRESS SGT VRF/VLAN SGT CONFIGURATION
5.5.5.5 5 vlan:10 CLI Configured
5.5.5.6 6 vlan:10 CLI Configured
5.5.5.7 7 vlan:10 CLI Configured
5.5.5.8 8 vlan:10 CLI Configured
10.10.10.10 10 vrf:3 CLI Configured
10.10.10.20 20 vrf:3 CLI Configured
10.10.10.30 30 vrf:3 CLI Configured
EEa<UF =1V 1

feature cts  Cisco TrustSec H&AE%Z 1 *— 7 MIZ L E T,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

showctssxp M

show cts sxp

Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP) F%/E % #/~x9 5I21%, show cts
sxp 2~ REMFEHLET,

show cts sxp

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

avY R E—F fFEDary7 4 X2l —rvarET—FK

#h—r&hd1—F 0—)l network-admin
vdc-admin
network-operator
vdc-operator

av Y FEE J)y—x ZEEAR
4.0(1) Zoavwry RPREAINE LT,

FEREDHSL KSAY oo~y REfHA94 51213, feature cts ==~ > K& L T Cisco TrustSec #éFEA 1 % — T /LT
HUENRHY £,

Z o< RZiL, Advanced Services 7 A & 2 AN NI T,

] IZ., Cisco TrustSec SXP i% € & # "9 B~ LET,

switch# show cts sxp

CTS SXP Configuration:
SXP enabled

SXP retry timeout:60

SXP reconcile timeout:120

BEaTUR avvlk BA
feature cts  Cisco TrustSec HEREAZ A X — 7 /LI L £,

%II

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

M show cts sxp connection

show cts sxp connection

Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP) HFeiEH A "7 HIZI%. show
cts sxp connection =~ > R&fif L F9,

show cts sxp connection

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AV FE—F fEEOoary7 4 Fal—varE—F

#h—r&hd1—F 0—)l network-admin
vdc-admin
network-operator
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RBREASRELL,

FEREDHSL KSAY oo~y REfHA94 51213, feature cts ==~ > K& L T Cisco TrustSec #éFEA 1 % — T /LT
HUENRHY £,

Z o< RZiL, Advanced Services 7 A & 2 AN NI T,

il IZ, Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP) il % Frd 5 4%
FLET,
switch# show cts sxp connection
PEER_IP_ADDR VRF PEER_SXP_MODE SELF_SXP MODE CONNECTION STATE
10.10.3.3 default listener speaker initializing
BEaTUF avrk  ERE

feature cts  Cisco TrustSec HEREZ A X — 7 /LI L £,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show dot1ix H

show dotlx

802.1X BEHEAR T — # A & Font 5121E. showdotlx =~ R&fEfH L £,

show dotlx

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

FTIAILE L

avYKE—F fFEDavy RE—NK

#R—bENA1I-¥ O0-)  network-admin
network-operator
vdc-admin

vdc-operator

av Y FERE J)—X ZEEARE
4.0(1) Zoavy FREASNE L,

FREDHARSAY Zoa~vr RuEEMT5REIIC. feature dotlx =~ RZHH LT 802.1X MR 4 X — 7 MICT 5
VERH Y F9,

Zoa<wy RiZE, 4B RINEHD FHEA,

i WIZ, 802X MERER T — & R A FRd Bl AR LET,

switch# show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2

BEavT VR avy kR HL]
feature dotlx 802.1X MéEEZ A 2 —7 VIZ LE 1,

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

H show dotix all

show dotlx all

FTRTOD 802 AIX HEFEA T — X AB LR ER WA LRI HI121E, showdotlxall =~ AL
iﬁ—o

show dotlx all [details | statistics | summary]

DoAY H DA

TI2FIE

avURE—F

#ik—bEhd1—¥ 0—-)

details (L) 802.1X EICBIT 2 A o L E T
statisties  ({LE) 802.1X SiFtiFM & #n LT,
summary () 802 IX [HFHOENERRLET,

Ta—NLEBLOA, B —T 2 AD 8NRIXRELXZFRLET,

EEOavy FE—FR

network-admin
vdc-admin
vdc-operator

EREDHS F31>

J)—X ZEERE
4.0(1) Zoavwry FREAINE L,

oo~y REHEHTAHEIIZ, feature dotlx ==~ > RZfHEH L T 802.1X #fEA A R — T LT T 5
VR 1,

Zoa<wy RZE, 4B RINEHD FHEA,

% WIZ, TRTO 802 IX MEEEA T — X AB L ORENMAE R R T D62 R LET,
switch# show dotlx all
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Dotlx Info for Ethernet2/1
PAE = AUTHENTICATOR
PortControl = FORCE_AUTH
HostMode = SINGLE HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReqg = 2
TxPeriod = 30
RateLimitPeriod = 0
EEaITUR avvk L]

feature dotlx 802.1X #éfE%Z 2 —7 Vi LE 1,

Il Cisco NX-OS Security A% F Iy 27 L > X Release 4.0

OoL-15811-01-J |



| showa< > K

show dot1x interface ethernet W

show dotlx interface ethernet

A—PFy b A H—T A AD 802X HHEAT — & A B LU EEHE F/RT HIZIL, show
dotlx interface ethernet =~ > & H L E9,

show dotlx interface ethernet slot/port [details | statistics | summary]

VB YY) ADHHA
TI2FIE
avY kK E—F

#R—bEhA1—HF 0-)

slotlport — { > 5 —T =4 ADAR Yy PBLUPF— O ID

details L) A v B —T A ADTEM: 802X 5 HAF = LET,
statistics  ({LE) A ¥ —7 = A AD 802.1X #atFEMA R R L £,
summary  ({£E) A ¥ —7 = A AD 02X EROEF 2 LR LET,

A B =T A A 8RIXBRELEZRLET,

FEoavy KE—FK

network-admin
network-operator
vdc-admin
vdc-operator

avy FEE

EREDHS F31

J)y—x ZEEARE
4.0(1) Zoavwr RREASRELL,

ZOa<y REERT 512, feature dotlx =~ > RZfEH L T 802.1X #REA A R — T LT T 5
PVBENRH Y £,

ZDawy RNiZit, A4 A EFISEHD FHA,

%l WIZ, A=V Fy N Ao Z—=T x4 AD 021X HREA T — ¥ A B LR EHRE T TT D0 %7
LET,
switch# show dotlx interface ethernet 2/1
Dotlx Info for Ethernet2/1
PAE = AUTHENTICATOR
PortControl = FORCE_AUTH
HostMode = SINGLE HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReqg = 2
TxPeriod = 30
RateLimitPeriod = 0
EEa<T KR avok HiEA

feature dotlx 802. IX #HEZ A % — 7 VIiZ LE T,

| oL-15811-01-J
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show aT U F |

H showeou

show eou

Extensible Authentication Protocol over User Datagram Protocol (EAPoUDP) A7 — & AE LUK EH
WA FRTHITIL, showeou =~ REfEHAL £,

show eou [all | authentication {clientless | eap | static} | interface ethernet slot/port | ip-address
ipv4-address | mac-address mac-address | posturetoken [namel]]

DUBYYRADBHE  all ({E&) X CTDEAPOUDP & v ¥ a v E&RLET,
authentication ER) BEDFEX A 7D EAPoUDP Ty v g v AR RLFET,
clientless IIAT Y PR RAF Y KRFEEFEH L GRIES Nzt vy a v &8
ELET,
eap EAPoUDP Z il L CRBRES N2k vy v a VEIREL £7,
static FREICERE SN2 fiIst ) A &2 L CTEIcERit SNt vy a v
EREELET,

interface ethernet siotlport ({132) ¥rEDA L Z—T = A4 ZAD EAPoUDP v a L #F R LFET,
ip-address ipv4-address EE) BEDIPvA 7 RLZAD EAPoUDP & v ¥ a U ZERLE T,
mac-address mac-address ({I7) HED MAC 7 KL ZD EAPoUDP E v v a v 2R i LET,

posturetoken [name] (EE) RAF ¥ h—Z D EAPoUDP v a % F R LET,
name UEE) h—2o 4%

T4 271 —/3)L EAPoUDP % E % # /R L £7,

avY R E—F fFEDavwy FE—F

#R—pEhA1—¥0-) network-admin
vdc-admin

vdc-operator

avy FEE J)y)—R ZEEARR
4.0(1) Zoawy RRNEAINE L,

FREDHARSAY oo~ KT 5REC, feature eou =~ RZ2{#HH LT 802.1X MBEZ 1 R — T /LT D4k
ERHY ET,

Zoawy Rk, A4 RFNEH D FHE A,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

showeou H

Bl WIT, T_TO BRIAX HFEAT — X AR L UOREFREF T HH 2R LUET,

switch# show eou all

WIZ, 802.1X 7 T A4 7 v b VARG A KT 502 RLET,

switch# show eou authentication clientless

WIZ, 802.1X EAP F¥GEMG & £~ Dl 2~ L £,

switch# show eou authentication eap

WIZ, 802X AT 4 v 7 ikl e 2T o6l 2R L £,

switch# show eou interface ethernet 2/1

WiZ, A —HFy N Ao X —T x4 AD 802IX [FREF T HH% < LET,

switch# show eou ip-address 10.10.10.1

WIZ, MAC 7 FL 2D 802.1X A F v+ A2 R L £,

switch# show eou mac-address 0019.076c.dac4

WIZ, MACT FLAD 8IX A2 E T HHERLET,

switch# show eou posturetoken healthy

BEavU R avvF B
feature eou 802 1X #fe%m A X —T NI L ET,

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

Ml show hardware rate-limit

show hardware rate-limit

L— MNERORE & SEHE A ERT 5121, show hardware rate-limit =~ > RZ{FEH L £1,

show rate-limit [access-list-log | copy | layer-2 storm-control | layer-3 {control | glean | mtu | multicast
{directly-connected | local-groups | rpf-leak} | ttl} | receive]

DAY Y AMEBE  access-list-log

ER) 778RA VR axr 7 N7y oL — MilllRGEEHEHR 2 K
RLETS

copy

(EE) av— by oL — MIRFEHEREERLET,

layer-2 storm-control

(B VA% 2 2 =AMl 7 > O L — MillRFTEHT R Z 2R L
ij—o

layer-3

LAY 3Ty hoL— MillREHEELET,

control

(EE) VA Y 3HIE 7y bo L — MBRFGEHEHRZ 2R L £,

glean

UER) VA Y3270 —=227 "7y hOL— MlIRFEFHE B ZFR L
jz‘g—O

mtu

(EE) VA V3 HxKREkE==y ;b (Maximum Transmission Unit; MTU)
Ny Mo L— MEIRFEEHERE RS LET,

multicast

LA Y3vNATXHx 2 DO L— MIREZHRELET,

directly-connected

(FEE) LA Y3 EHEER~LFXY A b 2y b L— MRS
WMAEFR LET,

local-groups

EE) v A4 ¥3ua—HIL IA—T 2LFX¥ ALy hOL— |k
IR ERE T L ET,

rpf-leak (f:E) LA ¥ 3 Reverse Path Forwarding (RPF) UV —7 </LFF ¥ X
Ny O L— MEBRFEHE R E RN L ET,
ttl (fEF) LA ¥ 3 Time-to-Live (TTL; 7t flRERER) %7 v hdL— |k
HIBRAE A HE A R L E T,
receive (EE) ZEAT Y FoL— MIlRGEHEREZ R <L ET,
T4 FTRTO L— MlRFEEHERZF R L ET,
avY R E—F FEEDa~vy FE—F

#h—pEhA1—¥ 0=l network-admin

aAvy FEE JYy—R ZEERARF

4.0(1) Zoawry FBRHASRELE,

FEREDHAESAY Zoa~<y Rit., 57 44 h® Virtual Device Context (VDC) TOMfEHATX F5,

ZDawy RiZit, 4B R EISEHD FHA,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show hardware rate-limit W

Bl Wiz, TRTOL— MR ES L OWEHE R 2 27T 20125 LET,
switch# show hardware rate-limit
Units for Config: packets per second
Allowed & Total: aggregated since last clear counters
Rate Limiter Class Config Allowed Total
—————————————————————————————————————— B e T
layer-3 mtu 500 0 0
layer-3 ttl 500 0 0
layer-3 control 10000 0 0
layer-3 glean 100 0 0
layer-3 multicast directly-connected 10000 0 0
layer-3 multicast local-groups 10000 0 0
layer-3 multicast rpf-leak 500 0 0
layer-2 storm-control Disabled
access-list-log 100 0 0
copy 30000 0 0
receive 30000 0 0
WL, 77E8A VAN aXo 7 "7y o b — MIRRER L OREHEREZR~T 502~ LE
—aﬂo
switch# show hardware rate-limit access-list-log
Units for Config: packets per second
Allowed & Total: aggregated since last clear counters
Rate Limiter Class Config Allowed Total
—————————————————————————————————————— B e
access-list-log 100 0 0
BAEaTUF avyFk iR
platform rate-limit L— MIBRZRELE T,
show hardware rate-limit L— MR 2 FoRr L E1,
Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

Ml show identity policy

show identity policy

TATUT 4T 4 BV —%FRTHIZIL, show identity policy =~ > F&#FEH L £,

show identity policy [policy-name]

VOB YYADHE  policy-name  ({13F) KU —D&4RI, ARITIE, KXLTFENLFREHSNET,

FTIAILE TRTCOTAT T AT 4 R —DIFHREFRLET,

avYKE—F fFEDavy RE—R

#R—pEhB1—¥0-) network-admin

vdc-admin
VDC user
avy FEE Jyy—x ZEERSE
4.0(1) Zoavwry FREAINE L,

HREDHIEFSAY Zoa<wr Ridid, S4B AN EH Y T A,

1 WIZ, TAT T 4T 4 R —DFTRTCOEFEREFRTHHERLUET,

switch# show identity policy

WIZ, BEDTAT T 4T 4 R —DEREFRTTAHHE2RLET,

switch# show identity policy AdminPolicy

EEaTUF = N B
identity policy TAT T AT 4 R —%RELET,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show identity profile W

show identity profile

TATUT 4T 4 B —%FRTHIZIL, show identity profile =~ > REFHEH L ET,

show identity profile [eapoudp]

YUB YY) ZADEREA  eapoudp (fE7) Extensible Authentication Protocol over User Datagram Protocol (EAPoUDP) 7 A
TTAT A4 TR T AN EFRRLET,

TI2FIE FTRTOTATFT T AT 4 Ta 77 A NDEREFRLET,

AT KR E—F ffEDavy FE—NK

#R—pEhA1I—F 0—)l network-admin

vdc-admin
VDC user
avy FEE Jy—x ZEERBE
4.0(1) Zoavwry FREAINE L,

EREDAA R4y Zoa~vr R, 748 A ENEH D 8 A,

% R, TAT T 4T 4 T 7 A NVeFond 20z~ LET,

switch# show identity profile

WIZ. EAPOUDP 7 A T2 T 4T 4 707 7 A NVREEFTTHHERLET,

switch# show identity profile eapoudp

EEavTUF avwuk B
identity profile eapoudp EAPOUDP 7 A T 7 4T 4 7077 A LVEBRELET,

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

Bl show ip access-lists

show ip access-lists

$~_T D IPv4 Access Control List (ACL; 77 &2 = hu—/L U A ) F72135ED IPvd ACL %
FoRT BHIZIX, show ip access-lists =2~ > K& H L F9,

show ip access-lists [access-list-name] [expanded | summary]

B YY) ADHA  access-list-name (fEE) IPv4 ACL D4 HI, AT TIERKAT 64 XLFOFEHTFTEFHTE, KX

FEACEDRBIEET,

expanded EE) A7V =7 b I A—TDAFITET TR IPVAT LA IV —7%7=
IR — bt V=T ORARER T HILE2BELET,

summary (&) =2~ R ACL RETIEZ2<, ACL ICHT 2 EHMERF~<THZ L%

BELET, MWL, ERALOTA RT3 40 2BRLTLIEEN,

FTI24ILF L

avy kK E—F fFEDavy RE—NR

#R—bENA1-¥ 0=  network-admin
network-operator
vdc-admin

vdc-operator

av Y FEE J)—X ZEERE
4.0(1) Zoavwry FPREAINE L,

FREDHA FSALY  access-list-name 313 % FH LT ACL ZET A Z BT, T340 ALT_TOD IPv4 ACL 25
RLUET,

expanded X— VU — R& AT 2582V TIPVA T RLA A7V b ZTA—7BXOIP K —
N ATVl b INA—FIRLEE T TERENET,

expanded X — 7 — FEFHT2 L, A7 V=2 b ZA—7D4RITZT T<, ACL THEHINT
WHA TV N IN—TOFMERRTEET, A7 VT N I A—T BT BRI OWT
IZ. object-group ip address 35 J2 U} object-group ip port =~ RZHM L T 2 &0,

summary ¥ —7 — R&fEHT 2 & ACLERETIEZ2< ACLICHAT2ERERTRTEET, B
NAHERIZIL, KONEREENE T,

o TV R UHAOMEHERA ACL IZx L CREINTNDNE I »n

o ACL RENDL—LE, ZOHIT, THAA AR U Z—T oA ZTHH SN D & EIZ ACL

CEENA 2 P EEKMLEYA, ACL NONLV—LNAT o=l b I N—T%f+ 5
A, WA EEZOACLNO Y MU HE, v— L0 idsnickE< e 9,

e ACLDWHENTWAAL LV H—T x4 A
o ACLBT 7T 4 TIREDA L H—T AR

show ip access-lists =~ > Fif, IROMFORENEDIEAIZ, ACL NOET L N OFHEHR %
FoRLET,

* ACL R 7EIC statistics per-entry 2~ > KRG EN TV 5D
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| showa< > K

%l

show ip access-lists W

o BWHET v REEDA L F —T oA AT ACLABEHINTWNS
Zoa=wy KX, AR TSN EHD A,

RIZ, show ip access-lists =~ > RAfiH LT, H—0 IPv4d ACL D7 /31 A TT X TD IPv4
ACL &R T 5l 2R LET,

switch# show ip access-lists

IP access list ipvé-open-filter
10 permit ip any any

KIZ. show ip access-lists =~ > K& LC, MainLab 47V =7 b F A —7%ER< = MU D
T U BALOFEHE#R Z & D T, ipvd-RandD-outbound-web & W 9 LRI IPv4 ACL & F~d 541
ERLET,

switch# show ip access-1lists ipv4-RandD-outbound-web

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup MainLab any eqg telnet
1010 permit tcp any any eq www [match=820421]

RIZ, show ip access-lists =~ > K% ffi il L T, ipv4-RandD-outbound-web & V5 441D IPv4 ACL %
F#rTHHERLET, expanded ¥— T — RZHEHAT DL, =0 Y BALOFFEREEH T, B
DOEDAT V=7 b TN—TDONEPERRENET,

switch# show ip access-lists ipv4-RandD-outbound-web expanded

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 10.52.34.4/32 any eq telnet [match=5032]
1005 permit tcp 10.52.34.27/32 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]

KIZ, summary ¥ — VU — K& & (2 show ip access-lists 2~ > F&#H LT, ACL 3\ #EA ST
LA HE =Tz AR, ACLINT 7T 4 TIREDA ¥ —T = A4 X7 & D ipv4-RandD-outbound-web
WS AHITD IPv4 ACL IZBET S 1EHa £ond 282 R L £7,

switch# show ip access-lists ipv4-RandD-outbound-web summary
IPV4 ACL ipv4-RandD-outbound-web

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

BEaTR

avryk BL

ip access-list IPv4 ACL Zi%E L £ ¥,

show access-lists F_XTO ACL 723K ED ACL KR LET,

show mac access-lists FXTD MAC ACL F 721355 ED MAC ACL #R/RLET,

statistics per-entry ACL NO#T > b U TREAIE72I3HEG Sz~ T v b OFEHE R OF
EBmLET,
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show aT U F |

M show ip arp inspection

show ip arp inspection

Dynamic ARP Inspection (DAL %4} X v 2 ARP A VAT T3 )
. show ip arp inspection =~ > R&EH L 9,

show ip arp inspection

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AT K E—F fFEDavy FE—NK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

REAT —H A ForwT 5

avr FEE J)—R EEHNE

4.0(1) Zoavwry RPREAINE L,

FEREDASLESAY Zoa~vr Ridd, 948 XIS ESH D £ A,

i WIZ, DAIRRED AT — & R Fmrmwd D0l AR LUET,

switch# show ip arp inspection

Source Mac Validation : Enabled
Destination Mac Validation : Enabled
IP Address Validation : Enabled
Vlan 1

Configuration : Enabled

Operation State : Active

ARP Reqg Forwarded
ARP Res Forwarded =
ARP Req Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Reg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req

IP Fails-ARP Res

O O O O O O o o o o o

Il Cisco NX-OS Security A% F Iy 27 L > X Release 4.0

OoL-15811-01-J |



| showa< > K

show ip arp inspection ||

BEaTR

avo kR

Bt

ip arp inspection vlan

VLAN OREEN-V A FD DAl A % —T I LET,

show ip arp inspection
interface

BEENTEA v —T A ZADOEERIES L ARP /347 v |k
L—ha2RRLET,

show ip arp inspection log

DAl v VR EEFRLET,

show ip arp inspection
statistics

DAL #iEHE &2 &R LE T,

show ip arp inspection vlan

VLAN DIEE EN=Y A MDD DAl AT —% A% F R LET,

show running-config dhcp

DAIREXEH T, DHCP AX—V U VR EXFRLET,
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show aT U F |

B show ip arp inspection interface

show ip arp inspection interface

BESNIA UV F—T = ADOFFERIEE /KT HIZiE. show ip arp inspection interface =~ > K
EERALET,

show ip arp inspection interface {ethernet slot/port | port-channel channel-number}

SR YY) ADEHRBA  ethernetslotlport (L) HFA —V F v b A v 2 —T=2A 2| THDHZ L ERELET,
port-channel UEE) HAOEAR— b Fxy 3N A F—T 2 AHTHLZ EERBELET,
channel-number B — N F v 3 FFE. 1~ 4096 T,

FTIAILE L

avYKE—F fFEDavy RE—R

$H—r&hd1—¥ A=  network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE Jy—x ZEERE
4.0(1) Zoavwry FREAINE L,

EREDAA R4y Zoa~vr R, 748 AENEH D 8 A,

] WIZ, BHHTEX DA v 4 —T7 =2 A ZADEEREEF ST 202" L ET,

switch# show ip arp inspection interface ethernet 2/1

Interface Trust State
Ethernet2/46 Trusted
switch#
BEEaI<wU KR avvk B
ip arp inspection vlan VLAN O#RE 472 Y A k@ Dynamic ARP Inspection (DAI; %A
YT ARPA VAT v a YY) A F—T M LET,
show ip arp inspection DAl REAT —H AR RLET,
show ip arp inspection log DAl v VR EZFERLET,
show ip arp inspection DAL #aHi % o L £,
statistics

show ip arp inspection vlan VLAN O EEEINTZV A MO DAI AT —FX A2 F R LET,
show running-config dhcp DAIRE&ZEGH T, DHCP AX—V' LV VR EEZF R LET,
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| showa< > K

show ip arp inspection log Il

show ip arp inspection log

Dynamic ARP Inspection (DAI; A 73X v 27 ARP A > AT ¥ 3 ») a0 FRE & FAT HIZIL, show
ip arp inspection log =~ > R&fEH L 9,

show ip arp inspection log

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AT K E—F fFEDavy FE—NK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RBREASRELL,

FEREDASLESAY Zoa~vr Ridd, 948 XIS ESH D £ A,

Bl WIZ, DAl B JREEFRT LR LET,

switch# show ip arp inspection log

Syslog Buffer Size : 32

Syslog Rate : 5 entries per 1 seconds
switch#
BEEaITUF avvk e
clear ip arp inspection log DAIE X7 RNy 77 H2HELFET,
ip arp inspection log-buffer DAIuX> 7 Ry 77 A4 X HELET,
show ip arp inspection DAIRTEAT —Z A ZHFH T LET,

show ip arp inspection interface I5EXN7-A L ¥ —7 = A ADEEIREL I XN ARP /N7 v K
L— ]\ %i’%ﬁ—\‘ Lij—o
show running-config dhcp DAl ZEZ&H T, DHCP A X — ' v VRELEFr LET,
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show aT U F |

l show ip arp inspection statistics

show ip arp inspection statistics

Dynamic ARP Inspection (DAL, # A 3 v 7 ARP A VAT v a V) fReHE & £~ 3 51212, show
ip arp inspection statistics =~ > FZfifl L £9, 1 20 VLAN 72/ VLAN O#iJHZHE TE
‘j—o

show ip arp inspection statistics [vlan vian-list]

DUBRYYADWMBA  vianvian-list  ({17F) DAI #EHEREZ FRT D VLAN O U X hZ245ELE£T, A%)7 VLAN ID
X, 1~ 4096 T9,

FTI24ILEF L

avy kK E—F fFEDavy RE—NR

#R—bEhA1—¥ 0-) network-admin
network-operator
vdc-admin

vdc-operator

av Y FEE Jy—x ZEERA
4.0(1) Zoavwy RPREAINE L,

HREDHIESAY Zoa<wr Ridid, S4B AN EH Y T A,

1 WIZ, VLAN 1 ® DAL fEFHE#R 2 RRT 202~ LET,

switch# show ip arp inspection statistics vlan 1

ARP Req Forwarded
ARP Res Forwarded
ARP Reqg Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Req
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switch#

o
O O O O O O o o o o o
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| showa< > K

show ip arp inspection statistics Il

BEaTR

avo kR

Bt

clear ip arp inspection
statistics vlan

JEE S 72 VLAN @ DAL #3HESRE2EE L £,

show ip arp inspection

DAI

REAT —H AR LET,

show ip arp inspection
interface

BEISNTEA L E2—T 24 ZADEFEREB L ARP 47 v b
L— hEeFRRLET,

show ip arp inspection log

DAI

nIREEFTFLET,

show running-config dhcp

DAI

BEEEGHDT, DHCP AX— VU I HREEZFZ R LET,
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show aT U F |

W show ip arp inspection vian

show ip arp inspection vlan

FBE &7z VLAN @ Y A k@ Dynamic ARP Inspection (DAL # A+ w27 ARP A AT g V)

AT —H A% FKwT HITIE, show ip arp inspection vlan =~ > &AL 9,

show ip arp inspection vlan vian-list

DoAY H DA

FTI24ILEF

avY kK E—F

#R— b Ehd1—F 0-)

vian-list DA<y RN DAL AT —H A% FKRT 5 VLAN, vian-list 518 =I5 &, BH—
@ VLAN ID. VLAN ID O#if. F7-13h o~ TRAIENZ ID BLUOGEHEZEET

x4 () 28M), A%)72 VLANID IZ. 1~ 4096 T,

L

FEoavy KE—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwy RBREASINELL,
Ul WIZ, VLAN 1 BEOVVLAN 13 O DAl AT — X A% FnT 502 R LET,
switch# show ip arp inspection vlan 1,13
Source Mac Validation : Enabled
Destination Mac Validation : Enabled
IP Address Validation : Enabled
Vlan 1
Configuration : Enabled
Operation State : Active
Vlan 13
Configuration : Enabled
Operation State : Inactive
switch#
(EER=EdAS avvk BieA
clear ip arp inspection FEE SN 7= VLAN @ DAL #EEHER A E L E T,
statistics vlan
ip arp inspection vlan VLAN O EENTZYV A NDO DAL ZA x—7 I LET,
show ip arp inspection DAl REAT—H AR RLET,
show ip arp inspection B S A v H— T = A ADIEIRIES £ ARP <7
interface L— R LET,

show running-config dhcp DAIREZXED T, DHCP AX— V' U VR EZXFRLET,
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| showa< > K

show ip device tracking W

show ip device tracking

IPT7/34 A T vx o JIEREFRT HITIL, show ip device tracking =~ > FZHEH L £,

show ip device tracking {all | interface ethernet slot/port | ip-address ipv4-address | mac-address
mac-address}

YUY ADGHH  all FTRTDIPT AR T xR TEREFRRLET,
interface ethernet slot/port A HA—=T 2 ADIP b T X T TNRA AEREFERLET,
ip-address ipv4-address ABCD 74—~y hDIPv4 7 RLADIP N7 v 7 T34
AERER I LET,
mac-address mac-address XXXXXXXXXXXX 74—~ FOMACT RLADIP T v

IR ER R LET,

FTIAILE L

avYKE—F fFEDavy RE—NK

#R—pEhBA1—¥0-) network-admin

vdc-admin
VDC user
avy FEE Jyy—x ZEERNS
4.0(1) Zoavwry FREAINE L,

HREDHIEFSAY Zoa<wr Ridid, S4B AN EH Y T A,

%l WIZ, TRTOIP TS A P T vF o ZIERER RS D02 R~ LET,

switch# show ip device tracking all

WIZ, AV H =Tz A ADIPT A A T vX U TIERERRT D02 RLET,

switch# show ip device tracking ethernet 1/2

WIZ, IPT RLVADIP T A A T ovX U TIEREFERTHH 2R LET,

switch# show ip device tracking ip-address 10.10.1.1

WIZ, MACT FLADIPTAA A T v X TiFREe£RnT 20 Z2 R rLET,

switch# show ip device tracking mac-address 0018.bad8.3fbd

BEEa<T UK avwvk EHEA
ip device tracking PS4 X N T XL TERELET,
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show aT U F |

l show ip dhcp snooping

show ip dhcp snooping

DHCP A X — b 7 D—fx AT — % AW A £3$ 5IZ1%. show ip dhep snooping =1~ > N & i
LET,

show ip dhcp snooping

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AT K E—F fFEDavy FE—NK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RBREASINELL,

HREDHIFSAY Zoa<wr Ridid, S4B AN EH Y T A,

] WIZ, DHCP A X—V¥ Vv JIZT 5 AT — X AIEREeFRTHH 2R LET,

switch# show ip dhcp snooping

DHCP snooping service is enabled

Switch DHCP snooping is enabled

DHCP snooping is configured on the following VLANs:

1,13

DHCP snooping is operational on the following VLANS:

1

Insertion of Option 82 is disabled

Verification of MAC address is enabled

DHCP snooping trust is configured on the following interfaces:

Interface Trusted
Ethernet2/3 Yes
switch#
EEaTUR avv kR B
feature dhcp T XA AP DHCP A X—¥Y v 7 HfeR A4 12— M LET,
ip dhep snooping TINAADDHCP AX—VE U 7% 70—l F—T VT LET,
show ip dhcp snooping AET 47 IPY—A T NI EEDHT, IP-MAC 7 RLA SA
binding T4 T ERRILET,
show ip dhcp snooping DHCP A X — Vv Ve M ez R~ LET,
statistics

show running-config dhep DHCP A X —V' LV VR EEZFRLET,
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| showa< > K

show ip dhcp snooping binding Wl

show ip dhcp snooping binding

FTRCDA v H =T 2 AETIHEDA X —T7 = A AD IP-t0-MAC 7 KL A NA T 4 7
%Rk $ 5121, show ip dhep snooping binding =~ > FEFEHLE4, A¥T 4 v 7P/ —A T
VMNIBEENET, A¥T v = b UIE, Type 7 7 AD [static] AFEICERINET,

show ip dhcp snooping binding [/P-address]| [MAC-address] [interface ethernet slot/port]

[vlan vian-id]

show ip dhcp snooping binding [dynamic]

show ip dhcp snooping binding [static]

VB YY) ADHHA

TI2FIE

avURE—F

#ik—rbEhd1—% 0—-)

IP-address ) BREINDIAAL LT 4L ICED5H IPvE T KL A, HY)
R bV, Ry MEE 108X TT,

MAC-address (EE) BRENDINAAL T4 ZICEDDH MAC T RL 2, B
ey bUX, Ry MEE 16 R T,

interface ethernet slot/port UER) BREINDINANAL T 4 I T A4 — Ry b A2
=Tz A AEEELET,

vlan vian-id (EFE) FRENDBNAAL 0T 4 v ZIZBE T 5 VLAN ID 2457
LEd, %172 VLANID i, 1~ 4096 T,

dynamic HEE) T R_RTCDEAF IV I IP-MACT RV AR RSA T 4 T2
M ZEHIRLET,

static (EB) T_RTCDRAEZT 4 v 7 IP-MACT RLZ A UF 4 7T
A ZHIR L E7,

7L

EEOa~vy FE—F

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

FEREDHS FS1Y

J)—R EEHNE

4.0(1) Zoavy FNEASRE L,

]

ZDawy NZiE, 4B R F0NEHD A,

WIS, TRTONRA, T 4 o T Tt D02 R LET,

switch# show ip dhcp snooping binding

MacAddress IpAddress LeaseSec Type VLAN Interface
0£:00:60:b3:23:33 10.3.2.2 infinite static 13 Ethernet2/46
0£:00:60:03:23:35 10.2.2.2 infinite static 100 Ethernet2/10
switch#

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

l show ip dhcp snooping binding

BEaTR

avo kR

Bt

clear ip dhcp snooping binding

DHCP AX—E T N, T 4 F—=ER—=2AEH{ELET,

feature dhcp T XA AD DHCP AX—¥ v e n A X2 —T7 WZ L ET,
ip dhcp snooping FTINA AD DHCP AX—VE > 7% 7 a— Il F—T M LE

B

service dhcp

DHCP VL — =YV hEA F—TNVERIETT 4 =T NITL
ij—o

show ip dhcp snooping

DHCP A X —t > JICHT 5 ki as £ R LET,

show ip dhcp snooping
statistics

DHCP A X — v > 7t HRE £ R L ET,

show running-config dhcp

IPYV—A2 H—FRREZEZHT, DHCP AX—E U JREXFR L
ij—o
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| showa< > K

show ip dhcp snooping statistics Il

show ip dhcp snooping statistics

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

DHCP A X — ' 7 #idHE# 237~ 4 521X, show ip dhep snooping statistics =~ N&f#H L F
‘j—o

show ip dhcp snooping statistics

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

EEOavy FE—FR

network-admin
network-operator
vdc-admin

vdc-operator

avy FEE

FEREDHS FS1Y

J)y—x ZEEARE
4.0(1) Zoavwr RBREASRELL,

ZDawy NZiE, 4B A3V EHD A,

%l WIZ, DHCP A X — &' JfiHE &2 K7 T 22" L ET,
switch# show ip dhcp snooping statistics
Packets processed 0
Packets forwarded O
Total packets dropped 0
Packets dropped from untrusted ports 0
Packets dropped due to MAC address check failure 0
Packets dropped due to Option 82 insertion failure 0
Packets dropped due to o/p intf unknown 0
Packets dropped which were unknown 0
switch#
BEEaITUF avvk i
feature dhcp T /3 A0 DHCP A X — V> JHREAR A 12— T WIZ L E T,
ip dhcp snooping TINA AD DHCP AX—V > 7% 70— LI f F—T M LE
TO
service dhep DHCP VL — ==Y = haA X—TNVETT =TT L
i‘j—o
show ip dhcp snooping DHCP A X — "> ZIZH$ 5 —flifazFon LT,

show ip dhep snooping binding 2 %5 ¢ » 7 [P V—RA = h U ZE® T, IP-MAC 7 KL & /XA
YTAV T RFRRLUET,

show running-config dhcp DHCP AX—V' VR EEZRRNLET,
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show aT U F |

M show ip verify source

show ip verify source

IP-to-MAC 7 RV A NA VT ¢ 7 % FKRT HIZIL, show ip verify source =2~ > FEFEHA L ET,

show ip verify source [interface {ethernet slot/port | port-channel channel-number}]

YV YIADHRA  interface (=) HIDFEEDA » 5 —7 =4 AD IP0o-MAC 7 KL R /A L F 1 2
TIWZHIRENTWAZ EERELET,
ethernet slot/port  ({LE) MAOBFHEDA =Yy N A U F—T 2 AL T 4 2 7ITHl
R TWnWbZ &&afHRELET,

port-channel EE) HABFIEDR— b F X f o H—=T =2 ZADNA T 4 TIT
channel-number RSN TNWDZEEBELET, AR — M TF v XAEFIE. 1~ 4096
-C\\—gﬁo
T4k L
avYy R E—F FEEOav FE—F

#R—bEhA1—¥ 0-) network-admin
network-operator
vdc-admin

vdc-operator

av Y FEE J)—X ZEERE
4.0(1) Zoavwry FPREAINE L,

HREDHIFSAY Zoa<wr R, S4B AN EH Y FH A,

%l WIZ, IPt0-MAC 7 R LA NSA T ¢ v 7R T DhlaRm LET,
switch# show ip verify source
switch#
EZEav UK avvk L]
ip source binding BELIEZA— YRy N AV E—T 2 A ADAEZT 4 v 7 IP V—
Ay bYEERLET,
ip verify source AVHE—=T 2 AADIP ) —A H—ReAf 3—T VI LET,
dhcp-snooping-vlan
show running-config dhcp IPY—A H—RZELEEHT, DHCP AX—E U VHEEFRL
ij‘o
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| showa< > K

show key chain W

show key chain

FEDF—F = — L OFRELF/RT HITIL, show keychain =~ > FEFEHALET,

show key chain keychain-name [mode decrypt]

LR YY) ADERHA

FTIAILE

aAvU kR E—F

#R—bEhA1—HF 0-)

keychain-name BETDHX—FT = — D4R, K63 LTORKTHIEBETETET,

mode decrypt EB) 7 VT TXARNTHEF—TXRANRELZERLET, 2047 3 UiE,
network-admin ¥ 721% vdc-admin = —% n— A RNE D Y ConNma—F ThH Y
VENTTANAL AT VAT HEXFICORMEATEET,

el

FEoavy KE—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDHS F31Y

J)—X ZEERE
4.0(1) Zoavwry FREAINE L,

Zoa<wy RIiE, A4 RINEDH D EH A,

15l W, BFEDZITANTA T EALBLOEETA 74 AL 52FF> 1 SO (#13) 250F—
Fx=— glbpkey DF —F = —VRELFTRT DU R LET,
switch# show key chain
Key-Chain glbp-keys
Key 13 -- text 7 071a33595c1d0cl1702170203163e3e21213c20361a021f11
accept lifetime UTC (00:00:00 Jun 13 2008) - (23:59:59 Sep 12 2008)
send lifetime UTC (00:00:00 Jun 13 2008) - (23:59:59 Aug 12 2008)
BEEavUF avvFk EL]
accept-lifetime HOZ T ANTA T HA LERELET,
key BERELET,
key chain F—F - EHRELET,
key-string FEDOARNY TR ELET,
send-lifetime BORETA 77X A LERELET,

| oL-15811-01-J
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show aT U F |

Bl show mac access-lists

show mac access-lists

T D MAC Access Control List (ACL; 727t A = bu—/L U X ) F2EHED MAC ACL
R T HIZ1X. show mac access-lists =7~ > R2fEH L £,

show mac access-lists [access-list-name] [summary]

DoAY H DA

TI24IEb

avURE—F

#ik—bEhd1—¥ 0—-)

access-list-name  ({T:&) MAC ACL D44, 4RI CTITHRAK T 64 LFOFBMFEMHTE, KX
FEACEDRBIENET,

summary (FE) =2~ PP ACL RETIEZ2<, ACL ICHT2EHMEsRT~<TLHZ L%
FRELET, SEMICOWTIE, MEHLEDOTA FIA 2] 2BBL TSN,

L

EEDOavy FE—F

network-admin
network-operator
vdc-admin
vdc-operator

avy FEE

EREDAA K34

Jy—x ZEERE
4.0(1) Zoa~vy FREAINLELE,

access-list-name 5|45 % il L C ACL {58 E€T 25/ EBR\T, T3 A3 3XTD MAC ACL %
FRLET,

summary ¥ —7 — R&fEHT 25 & ACLERETIEZ2< ACLICHAT2ERERTRTEET, RS
NAHERICTIT. WONERZENET,

o T Y HBMOKEHMER ACLICK LTHRESNTNLEMNE 5

o ACL BENDONL—LH, ZOEIE, TAAANAL V2 —T = A AZHEHEND & X1 ACL N

CEENA 2 P EEKMLEYA, ACL NONLV—LNAT o=l b I N—T%H+5
A, AN EEZOACLNO Y U R, v— L0 idsnickE< e E9,

o ACLAEHINTNLA X —T AR

* ACLIRT 77 4 7HREDA =T =1 X

show mac access-lists =~ > RiE, RO FORENEOLAIZ, ACL HDOE T b U OFEHER
EERLET,

* ACL R 7EIC statistics per-entry 2~ > KRG EN TV D

o BHLET v TREDOAS 2 F—T x A AT ACL DEH SN TN D

Zoavry NZE, IA4B U RTNEH Y FEA,
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| showa< > K

]

show mac access-lists W

IRIZ ., show mac aceess-lists =~ > FZfEH L T, H—®D MAC ACL 227 /31 A TTXTD MAC
ACL R T 502 RLET,

switch# show mac access-lists

MAC access list mac-filter
10 permit any any ip

IZ. show mac access-lists =~ R&HH L T, = b U B OFFHFHFRE S T, mac-lab-filter
EWV D ARITD MAC ACL 2 FE -7 5812~ LET,

switch# show mac access-lists mac-lab-filter

MAC access list mac-lab-filter
statistics per-entry
10 permit 0600.ea5f.22ff 0000.0000.0000 any [match=820421]
20 permit 0600.050b.3ee3 0000.0000.0000 any [match=732]

KIZ, summary ¥—7 — K & & 4|2 show mac access-lists =~ > R LT, ACL 2% ST
WHA B =T 2 A A ACLINT 7T 4 TIRREDA 5 —T = A A7 ¥ D mac-lab-filter & V> 5 4 i
D MAC ACL IZBT 21 #aFornT 202~ L ET,

switch# show mac access-lists mac-lab-filter summary
MAC ACL mac-lab-filter

Statistics enabled
Total ACEs Configured: 2
Configured on interfaces:
Ethernet2/3 - ingress (Port ACL)
Active on interfaces:
Ethernet2/3 - ingress (Port ACL)

PEavTU R

= B BA

mac access-list MAC ACL #3%E L £ 7,

show access-lists FT_THO ACL £IIEED ACL #Fox LET,

show ip access-lists J T D IPv4 ACL E72I1XFFED IPv4 ACL Z#FK - LET,
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show aT U F |

Bl show password strength-check

show password strength-check

INAT — ROEDHERA T — X A% FKRT 51, show password strength-check =~ > R & ffi [
LET,

show password strength-check

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AT K E—F fFEDavy FE—NK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.003) Zoavwy RPREAINE L,

FEREDASLESAY Zoa~vr Ridd, 948 XIS ESH D £ A,

Bl WIZ, WAT— ROBEDHERAT —FZ AR RT DR LET,

switch# show password strength-check
Password strength check enabled

EEa<UFR avo kR Bt
password strength-check IRAT — ROE DR A 2 —7 VI LET,
show running-config security Ef7a 7 X2l —va DX VT A BERELR R LE
‘é—o
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| showa< > K

show policy-map type control-plane W

show policy-map type control-plane

avhe—L FL—r K v— vy T EREFTRT HIZIE, show policy-map type control-plane =
v REHEALET,

show policy-map type control-plane [expand] [name policy-map-name]

DBy AOFHBE  expand (E£E) WEShiZavr bro—L FL—r R o— < v FEREFR
LET,
name policy-map-name ~ (fEF) 2 bn—/L FL—r KU — <y FTOLFIZEELET, 4
AL, KT E/DCFEREBI S ET,

TI24IEb L

AT KR E—F fFEDavy FE—NK

Hh—r&hd1—¥ B—  network-admin
network-operator
vdc-admin

vdc-operator

av Yy FEE Jy—x ZEERBE
4.0(1) Zoavwry RPREAINE L,

FEREDHALA KSA4Y Zoa~<r Rk, 57 4/ h® Virtual Device Context (VDC) TOLfHEHTE 4,
Zoawy RZiE, T4V RIS EDLHY H A,

] Wiz, ar b= F—r K = vy FEREFRT L0 2R L ET,
switch# show policy-map type control-plane

policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit
exceed transmit violate drop

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

M show radius-server

show radius-server

RADIUS H— ¥R &2 £~ 5121%. show radius-server =~ > RZFE R LE7,

show radius-server [hostname | ipv4-address | ipv6-address]
[directed-request | groups | sorted | statistics]

DAY Y ADERBA  hostname ({&) RADIUS ¥ —/3® Domain Name Server (DNS) 4., 4RI TliL, KXXF
EANCFNEBIENET,

ipvd-address (f£&) AB.CD 7 +—=~ > h® RADIUS #— 3D IPv4 7 KL A
ipv6-address (&) X:X:X::X 7+ —~» F® RADIUS B —/3D IPv6 7 R L &
directed-request  ({L.5) fREZRHFELRRLET,
groups (fE&) F%E SN 7z RADIUS ¥ — J—7IZBd M ER R LET,
sorted ({EE) RADIUS — NIZBT 5401 TY — b S/ fERa R - LET,
statistics (f£&) RADIUS ¥— 30 RADIUS #iHEHRZF R L ET,

T4k 71—/ RADIUS H— N EE £R LET,

avU R E—F fEEDOa~vy FE—F

#R—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE Jy—x ZEERE
4.0(1) Zoa~vy FREASIIELL,

EREDHA F54> RADIUS HaiEA 4L, show radius-server =~ > K JIZIZR R SN EH A, RADIUS Faij A 4
%29 51Z1E, show running-config radius =~ > NZ2FEH L 9,

Zoa<wy RIiE, T4V RINLED D FH A,

#i WIZ, TXTO RADIUS B —DIEREFRT 0027 LET,

switch# show radius-server

Global RADIUS shared secret:*xx*x*x***
retransmission count:1

timeout wvalue:5

deadtime value:O0

total number of servers:2

following RADIUS servers are configured:
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show radius-server M

WIZ. FEE &1L RADIUS — DR A2 FRT 561257 LET,

switch# show radius-server 10.10.1.1
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
idle time:0
test user:test
test password:*****kx*

RIZ, RADIUS fEEERBREE R T D02 R LET,

switch# show radius-server directed-request
enabled

KIZ, RADIUS ¥—/N =T Dl z2 ZRn T 62 L ET,

switch# show radius-server groups
total number of groups:2

following RADIUS server groups are configured:
group radius:
server: all configured radius servers
group RadServer:
deadtime is 0
vrf is management

&Iz, 8E &Nz RADIUS — R L —7 DI EFoRrT 50 %~ LET,

switch# show radius-server groups RadServer
group RadServer:
deadtime is 0
vrf is management

wIZ, T_XTORADIUS — DY — h ENT=ERE R T H0 2R LET,

switch# show radius-server sorted
Global RADIUS shared secret:**x*x*x**
retransmission count:1

timeout wvalue:5

deadtime value:O0

total number of servers:2

following RADIUS servers are configured:
10.10.0.0:
available for authentication on port:1812
available for accounting on port:1813
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

M show radius-server

WIZ, ¥ &1 72 RADIUS H— DfieHE R A2 FH R+ 562 R LET,

switch# show radius-server statistics 10.10.1.1
Server 1s not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Accounting Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

EZEav UK avvk EL
show running-config radius EfTar 74Xl — g 77 A/LDRADIUS {Fi#fkZFKor LE
—g—‘o
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| showa< > K

showrole Wl

show role

a—W o — VR EZFRTHIZIE, showrole =~ REHHL £,

show role [name role-name]

VOB ADHB  namerole-name (L) FEOI—Y m— LA OERERFLET, A TIE, KUFE

INCEER RIS VE T,

T2XIE TARTCO2—F v —LOERERRLET,
avY kR E—F fEEoa~r K E—F
#R—bEhB1I-¥ 0=l  network-admin

network-operator

vdc-admin

vdc-operator
Ay FEE JY—X ZEERE

4.0(1) Zoa~vy FREASINELE,

FEREDASLESAY Zoa~vr Ridd, 948 XIS ESH D £ A,

%l WIZ, FFED 22— v — L OFRERZT HH 2R LET,
switch(config)# show role name MyRole

role: MyRole
description: new role
vlan policy: deny
permitted vlan
1-10
interface policy: deny
permitted interface
Ethernet2/1-8
vrf policy: permit (default)

WIZ, T 7 # /v b ® Virtual Device Context (VDC) DF _XTD2—Y o —/LOIEFREFRT D0 %
~LET,

switch(config)# show role

role: network-admin
description: Predefined network admin role has access to all commands
on the switch

1 permit read-write

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
| oL-15811-01-J



show aT U F |

H showrole

role: network-operator

description: Predefined network operator role has access to all read
commands on the switch

1 permit read

role: vdc-admin

description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

role: vdc-operator

description: Predefined vdc operator role has access to all read commands
within a VDC instance

1 permit read

role: MyRole
description: new role
vlan policy: deny
permitted vlan
1-10
interface policy: deny
permitted interface
Ethernet2/1-8
vrf policy: permit (default)

WIZ, 77/ bSO VDC DFRTOa—Y n— L OIEREFTT LB RLET,

switch-MyVDC# show role

role: vdc-admin

description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

role: vdc-operator

description: Predefined vdc operator role has access to all read commands
within a VDC instance

Rule Perm Type Scope Entity
1 permit read
EEa<UF =1V 1

role name ——4 o—/L AR FELET,
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| showa< > K

show role feature W

show role feature

a—Y n— e A R T 5 121%, show role feature =~ > R&{#H L £7,

show role feature [detail | name feature-name]

SURYHADHA  detail EE) T X COMREOMEREZF R LET,
name feature-name (FE) BEOHBEDHEMERZF R L7, BAEL T, RKorges/h
FENREEET,
FTI24ILEF a—Y o— UL DY A N ERRLET,
avy kK E—F FEoavy KE—FK

#R—bEhA1—¥ 0-) network-admin
network-operator
vdc-admin

vdc-operator

avy FEE J)y—R ZEEARR
4.0(1) Zoawy RnNEAINE L,

HREDHIEFSAY Zoa<wr Ridld, S4B AN EHY T A,

&l Wiz, a—Y m— iR a2 Fr T 02" LET,

switch(config)# show role feature
feature: aaa
feature: access-list
feature: arp
feature: callhome
feature: cdp
feature: crypto
feature: gold
feature: install
feature: 13vm
feature: license
feature: ping
feature: platform
feature: gosmgr
feature: radius
feature: scheduler
feature: snmp
feature: syslog

(7% 2 MHHIIITAEM)
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show aT U F |

Wl show role feature

WIZ, TNTO2—F v —/UREEOFEMIE AR R T 202" L ET,

switch(config)# show role feature detail
feature: aaa
show aaa *
config t ; aaa *
aaa *
clear aaa *
debug aaa *
show accounting *
config t ; accounting *
accounting *
clear accounting *
debug accounting *
feature: access-list
show ip access-list *
show ipvé access-1list *
show mac access-list *
show arp access-list *
show vlan access-map *
config t ; ip access-list *
config t ; ipvé access-list *
config t ; mac access-list *
config t ; arp access-list *
config t ; vlan access-map *
clear ip access-list *
clear ipvé access-list *
clear mac access-list *
clear arp access-list *
clear vlan access-map *
debug aclmgr *
feature: arp
show arp *
show ip arp *
config t; ip arp *
clear ip arp *
debug ip arp *
debug-filter ip arp *
(7% 2 MHITEM)

WIZ, FFEDL—Y v — R OFMEREZ R T T 0 2R LET,

switch(config)# show role feature name dotlx
feature: dotlx

show dotlx *

config t ; dotlx *

dotlx *

clear dotlx *

debug dotlx *

BEaTUR

avw vk B
role feature-group ——% o —/LOERE S L — TR ELET,
rule = B DN — L ERELET,
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| showa< > K

show role feature-group

a—H v — VERE 'V — 7 % FKR T 51X, show role feature-group =~ > F&{HH L £,

show role feature-group [detail | name group-name]

show role feature-group W

LR YY) ADERHA

FTI24ILEF

avY kK E—F

#R— b Ehd1—F 0-)

detail (ER) T XTORREZ NV—T OFMERZF R L ET,

name group-name  ({f:3) FpE DOHRE S NV — T OFMEREF R L ET, F =74 TiE, KX

FLNERXRIENET,

=Y m—URRE V=T DI A R ERRLET,

FEoavy KE—FK

network-admin
network-operator
vdc-admin

vdc-operator

avy FEE

EREDHS FS1Y

#l

JY—R ZEERE

4.0(1) Zoavwy RPREAINE L,

Zoa<wy RIiE, A4 RINLELH D EH A,

W, 2—F o — VBRI NV—T 2 RRT 02 R LET,
switch(config)# show role feature-group

feature group: L3
feature: router-bgp
feature: router-eigrp
feature: router-isis
feature: router-ospf
feature: router-rip

feature group: SecGroup
feature: aaa

feature: radius
feature: tacacs

| oL-15811-01-J

Cisco NX-OS Security A%~ K Iy 7L >~ X Release 4.0 i



show aT U F |

M show role feature-group

Wi, FRTO2—F n— LY — 7T 5 R R A R T BBl E R LE T,
switch(config)# show role feature-group detail

feature group: L3
feature: router-bgp

show bgp *

config t ; bgp *

bgp *

clear bgp *

debug bgp *

show ip bgp *

show ip mbgp *

show ipvé bgp *

show ipvé mbgp *

clear ip bgp *

clear ip mbgp *

debug-filter ip *

debug-filter ip bgp *

config t ; router bgp *
feature: router-eigrp

show eigrp *

config t ; eigrp *

eigrp *

clear eigrp *

debug eigrp *

show ip eigrp *

clear ip eigrp *

debug ip eigrp *

config t ; router eigrp *
feature: router-isis

show isis *

config t ; isis *

isis *

clear isis *

debug isis *

debug-filter isis *

config t ; router isis *
feature: router-ospf

show ospf *

config t ; ospf *

ospf *

clear ospf *

debug ospf *

show ip ospf *

show ospfv3 *

show ipvé ospfv3 *

debug-filter ip ospf *

debug-filter ospfv3 *

debug ip ospf *

debug ospfv3 *

clear ip ospf *

clear ip ospfv3 *

config t ; router ospf *

config t ; router ospfv3 *
feature: router-rip

show rip *

config t ; rip *

rip *

clear rip *

debug rip *

show ip rip *

show ipvé rip *

overload rip *

debug-filter rip *

clear ip rip *

clear ipvé rip *

config t ; router rip *
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show role feature-group l

WIT, FFED 22— v —UERE 7 NV — T DI AR R T 20152~ LET,
switch(config)# show role feature-group name SecGroup

feature group: SecGroup
feature: aaa

feature: radius
feature: tacacs

BEEaI<TU KR avwvFk L]
role feature-group ——% o —/LOERE S L — T B ELET,
rule a—F a—LOL—NLEBELET,
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show aT U F |

M show running-config aaa

show running-config aaa

FITar 74 Fal—arD Authentlcatlon Authorization, and Accounting (AAA; FIE,
N T 4 T) FREHREETRT HITIEL, show running-config aaa =~ R i [ Liﬁ’

T
\d

show running-config aaa [all]

SRS ADEE  all (EE) REFHLBLOT 740 O #HREFRLET,
TI2FIE L
avY R E—F fEoa<vy KE—FK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RREASRELL,

EREDALFSIM4Y Zoa~vr RE, T4 BV RTLES D $HA,

i WIZ, FITar 74 X2l —a VOREFR» AAA TEREFRT 5027 LET,

switch# show running-config aaa
version 4.0(1)
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show running-config copp W

show running-config copp

FFar 74 Fal—varoaryia—)L FL—r R U TREBREYFETRT HITIL. show
running-config copp =~ R&fEH L 9,

show running-config copp [all]

SRS ADEE  all (EE) REFHLBLOT 740 O #HREFRLET,
TI2FIE L
avY R E—F fEoa<vy KE—FK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwry RPREAINE L,

FEREDHSLA KSAY Zoa~r KL, 57 4/ k® Virtual Device Context (VDC) TORFEHTE £1,
ZDavy N2, FA4 B R INEHY EHA,
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show aT U F |

M show running-config copp

Bl WIZ, FTar 7 4 Falb—ra VOREFH-a ba—L TL—r R U TIEREERT D
&R LET,

switch# show running-config copp
version 4.0(1)
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit
exceed transmit violate drop

WIZ, FITar 7 4 X2 lb—vaVOREFHABLOT 74 h0aryra— FL—r R &
VIR ERTAT O ERLET,

switch# show running-config copp all
version 4.0(1)
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit
exceed transmit violate drop
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| showa< > K

show running-configcts W

show running-config cts

FITa 7 4 F= L— 3 D Cisco TrustSec 7% & & /<17 5 1Z(%. show running-config cts =~ >~
REfERHLET,

show running-config cts

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

EFEDa 7 4 Fa2lb—Y g F—FK

network-admin

vdc-admin

network-operator

vdc-operator

FEREDHS FS1Y

#l

J1)—2

EENR

4.0(1)

Zoavwry FRHEASRELEL,

ZDa~wy REMHAT 5ITIL. feature cts 2~ > K% {#H L T Cisco TrustSec #4fE% A F— 7 /LT
HUENRHY £,

Z o< RZiL, Advanced Services 7 A & 2 AN NI T,

WIZ, FEfTa 7 4 F 21— 3D Cisco TrustSec iR E & FRT HHZ R~ LET,

switch# show running-config cts
version 4.0(1)

feature cts

cts role-based enforcement
cts role-based sgt-map 10.10.1.1 10
cts role-based access-list MySGACL
permit icmp
cts role-based sgt 65535 dgt 65535 access-list MySGACL
cts sxp enable
cts sxp connection peer 10.10.3.3 source 10.10.2.2 password default mode listener

vlan 1

cts role-based enforcement
vrf context MyVRF
cts role-based enforcement

PeEa<v KR

avv kR

%II

BA

feature cts

Cisco TrustSec #fe% A X —7 /MIZ L E9,

| oL-15811-01-J

Cisco NX-OS Security A%~ K Iy 7L >~ X Release 4.0 i



show aT U F |

W show running-config dhcp

show running-config dhcp

FTa L7 4 F2b— 3 @ DHCP A X— V'V VRIE %3/~ 7 5 I21E, show running-config dhep
avy REERLET,

show running-config dhcp [all]

SRS ADEE  all (EE) REFHLBLOT 740 O #HREFRLET,
TI2FIE L
avY R E—F fEoa<vy KE—FK

#h—r&hd1—F 0—)l network-admin
vdc-admin
network-operator
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RREASRELL,

FEREDHA FS4Y Zoa~r R4 %212, feature dhep =2~ > F&{HH LT DHCP A X — &' JHRER A 1 —
TNZTHRERH Y F77,

Zoa<wy RIiE, 94V RINED D EH A,

] WIZ, DHCP A X —V¥ v 7 IEREFRT 56 2R L ET,

switch# show running-config dhcp
version 4.0(1)
feature dhcp

interface Ethernet2/46
ip verify source dhcp-snooping-vlan
ip arp inspection trust
ip dhcp snooping
ip arp inspection validate src-mac dst-mac ip
ip source binding 10.3.2.2 0£00.60b3.2333 vlan 13 interface Ethernet2/46
ip source binding 10.2.2.2 0060.3454.4555 vlan 100 interface Ethernet2/10
ip dhcp snooping vlan 1
ip arp inspection vlan 1
ip dhcp snooping vlan 13
ip arp inspection vlan 13

switch#
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| showa< > K

show running-config dotix W

BEaTR

avwvk B

feature dhcp F 84 A0 DHCP A X —t v JHkew A 21— M LET,

ip dhcp snooping TNAADDHCP AX—E L T % T —rVUlA 2—T VI LET,
service dhcp DHCP YV L — ==V h A X —TNELEFET 4 =T M LET,

show ip dhep snooping  DHCP A X — bt 7+ 2 — i HRE2FERLET,

show ip dhep snooping 2 %5 4w 7 [P V—A = MU A ED T, IP-MAC 7 RLZ A
binding TAv TR R LET,

show running-config dotlx

FATar 74 ¥ 2 b—3 3 O 802X REN M A F/r7 % I21E, show running-config dotlx =< >
REfEHLET,

show running-config dotx1 [all]

DoAY H DA

TI24IEb

avURE—F

#ik—bEhd1—¥ 0—-)

all (ER) REFHABLIOT 74V O REER R LET,

L

EEDOavy FE—FR

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDAA K314

]

Jy—x ZEERE
4.0(1) Zoa~vy FREASIILELE,

ZOavwy REEHT 52, feature dotlx =~ > RZEH L T 802.1X #EEA A R — T LIZT 5
MERH Y T,

Zoa<wy RiZE, 4B RINEHD FHEA,

WIZ, FTar7 4 X2 b—a VORTEEH»» 8NRIX FRERRTHHZRLET,

switch# show running-config dotlx
version 4.0(1)
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show aT U F |

Ml show running-config eou

show running-config eou

FIT2 7 4 ¥ = L—1 3 D Extensible Authentication Protocol over User Datagram Protocol
(EAPOUDP) #%C1H# % #7179 5I21%. show running-config eou =~ > K& L £,

show running-config eou [all]

SRS ADEE  all (EE) REFHLBLOT 740 O #HREFRLET,
TI2FIE L
avY R E—F fEoa<vy KE—FK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RREASRELL,

FEREDHS KSAY Zoa~r REHAT SR, feature eou =~ > K& ffifl L C EAPoUDP #fe% 1 % — 7 LT 5
MERH Y 9,

Zoa<wy RidiE, 4B RIINEHD A,

1 WIZ, FTar7 4 X2 b—a rOREFH» EAPoUDP [F#H 2R T 262~ LET,

switch# show running-config eou
version 4.0(1)
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OL-15811-01-J |



| showa< > K

show running-config port-security 1l

show running-config port-security

FTar7 4 F¥al—varOR—heEXa )7 4 FREERT 5T, show running-config
port-security =~ R&fH LE T,

show running-config port-security [all]

SR ZADERBA  all UEE) 74V F0OR— X2V T o REBREERLET,
TI2FIE L
avY R E—F fEoa<vy KE—FK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.003) Zoavwry RPREAINE L,

FEREDASLESAY Zoa~vr Ridd, 948 XIS ESH D £ A,

i WIZ, EfFar74Xal—arOR— b eX2 T OEREFELTHHERLET,

switch# show running-port-security
version 4.0(3)

feature port-security

logging level port-security 5

interface Ethernet2/3
switchport port-security

BEEavTUR avv Kk B
show startup-config AL = T w7 ar7Z4FXalb—varOR—btx2l7 4 FHz
port-security FRLET,

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

l  show running-config radius

show running-config radius

FITa 7 4 F 2 L—1 3 O RADIUS ¥— N EF# % KR 7 5 (213, show running-config radius =
~ Y REMEHALET,

show running-config radius [all]

SUBAYH)ADEREA  all EE) 7 4/L O RADIUS REBHRAFZ TR LET,
TI2FIE 2L
avY R E—F fEoa<vy KE—FK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwry RPREAINE L,

FEREDASLESAY Zoa~vr Ridd, 948 XIS ESH D £ A,

i WIZ, EfFfar 74X a2 —3 30 RADIUS OISR % F AT A62 < LET,

switch# show running-config radius

EEaTVF avyvk Bl
show radius-server RADIUS f§#HaF R~ LET,
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OL-15811-01-J |



| showa< > K

show running-config security

show running-config security

Effar T4 Xal—iarDa—F FHL k. SSH H— 3. 3 L8 Telnet H— #2355
9 %1Z1%. show running-config security =~ > R& i L £,

show running-config security [all]

DoAY H DA

T4

™.

H
I

™.

avy

#ih— b Shd1—F 0-)

all UER) 774N bOa—H 7h v b SSH H—,3 36 XU Telnet H—/NG&E N
ZFRRLET,

L

FEEDax FE—F

network-admin
network-operator
vdc-admin
vdc-operator

avy FEE

EREDHS FS1

#l

J)—X ZEEAE
4.0(1) Zoavwr RBREASINELL,

Zoa<wy RZE, 4B RINEDHD FHEA,

WIZ, FEFTar74Xal—yaroa— 7 hvur b, SSH —3, B LU Telnet V-— /3
ERATOHHERLET,

switch# show running-config security

version 4.0(1)

username admin password 5 $1$7Jwg/LDMSXFOM/UWeT43DmtjZy8VP91 role network-admin
username adminbackup password 5 $1$0ip/C5Ci$o0dx70JS1BCFpNRmQK4na. role
network-operator

username userl password 5 $1SgEclQ5RxSCAX9fXiAoFPYSvbVzpazj/ role network-operator
telnet server enable

ssh key rsa 768 force
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show aT U F |

M show running-config tacacs+

show running-config tacacs+

FAT2 7 4 F 2 b— 3 O TACACSH B — 3 EF#H & £ 77 5 1Z1%, show running-config tacacs+
avy REERLET,

show running-config tacacs+ [all]

SUBAYHY)ADEREA  all (EE) ¥ 7 4/ D TACACS+ HEEREF T LET,
TI2FIE 2L
avY R E—F fEoa<vy KE—FK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwry RPREAINE L,

FREDHS FSM4Y TACACS+IEMAEZ R /KT DHRIIZ, feature tacacs+ =~ REEHTIMLENH Y £4,
Zoawy RZiE, T4V RIS EDLHD H A,

i WIZ, EfFar 74X a2l —3 30 TACACSH A ERTA0%E - LET,

switch# show running-config tacacs+

EEaIUF avyv kR EEA
show tacacs-server TACACS+ 5 AEZFR TR LE T,
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| showa< > K

show sshkey M

show ssh key

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

Virtual Device Contex (VDC) @ Secure Shell (SSH; &% =7 v = /V) Y — A2 FRTHITIE,
show sshkey =~ > R&EFEHLET,

show ssh key

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

EEOavy FE—FR

network-admin
network-operator
vdc-admin
vdc-operator

FEREDHS FS1Y

#l

J)y—x ZEEARE
4.0(1) Zoavwy RBREASIRELL,

Z®Da~<> KiL, sshserverenable 2~ FZMiH L CSSHNRA X —T LD L XIIORMEATE F
j—o

Zoa<wy RigE, 4B RIINEHD FHEA,

W, SSH =@ a £oRmT o0 Z2/R L ET,

switch# show ssh key
R R R R SR SRR SR SRR SRR EEEEEREEEEREEEEEEES

rsa Keys generated:Mon Mar 17 15:02:44 2008

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAGEAQyY1iGkvwkOxyAXUL/OmeIrSq0QIYYYD1005F21wD]jfkVQfOg8S10g6LWAUV
5+0mlvvUjoI002SsdG7tCA6VPGLtD/cuPTAQSMpdu6MFOH2TYTuCSTyFGYiLE/OvYTeHe+9

bitcount:768
fingerprint:
9b:d9:09:97:£6:40:76:89:05:15:42:6b:12:48:0£:d6

khkkkhkkhkhkhkhhhhhhhhhddhhdhdhdhdddddddddddixk

could not retrieve dsa key information
IR R R RS R SR SRS R R SRR EEEEEREEEEEREEEEEEES]

PeEa<v KR

avrk EL:
ssh server key SSH r— gz ELET,
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show aT U F |

Ml show ssh server

show ssh server

Virtual Device Contex (VDC) @ Secure Shell (SSH; &% =27 v x=)V) =R X5 —H X5 K KT H

{Z1%. show sshserver =~ R&{HEH L E9,

show ssh server

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AT K E—F fFEDavy FE—NK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

avr FEE J)—R EEHNB

4.0(1) Zoavwy RPREAINE L,

FEREDASLESAY Zoa~vr Ridd, 948 XIS ESH D £ A,

i WIZ, SSH — 25— & 2 Fnd b0l a Rk LET,

switch# show ssh server
ssh is enabled
version 2 enabled

PEavTUR avwo kR EizLE

ssh server enable SSH #— %A 3% —7 /L2 L9,

Il Cisco NX-OS Security A% F Iy 27 L > X Release 4.0
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| showa< > K

show startup-config aaa M

show startup-config aaa

VB YY) ADHHA

FTI24ILEF

avv kK E—F

#R—hEhd1—F 0-)l

AR — KT v 7 a7 44X =2 b—1I 3 O Authentication, Authorization, and Accounting (AAA; FFIE,
BA T H T 4 ) RETERE R DI, show startup-config aaa =~ &AL £,

show startup-config aaa

Zoa~vy RE, SIELEF—T—NIH Y FHEA,

L

FEoavy RKE—FK

network-admin
network-operator
vdc-admin
vdc-operator

aAvy FEE

EREDHS F31>

#l

JY—R ZEEARE
4.0(1) Zoawry FRHASRELE,

Zoa<wy RiZiE, 4B RINEHD FHEA,

WIZ, AZ— T v a7 s Xal—rarOAAAEREERTHH2RLET,

switch# show startup-config aaa
version 4.0(1)
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show aT U F |

M show startup-config copp

show startup-config copp

AF—= I T v T ar7 4 Fal—varpario— FL—r R Vo SREFREFRTTD
IZ1%. show startup-config copp =~ F&fH L 9,

show startup-config copp

VVOBYOARDBREA Zoaxr RIAE, SIEEEEIF-U—-FIHY FEA,

FTI24ILEF L

avy kK E—F fFEDavy RE—NF

#R—pEhA1—¥ 0—) network-admin
network-operator
vdc-admin

vdc-operator

aAvy FEE JYy—R ZEEAF
4.0(1) Zoawry RRHASRELE,

FREDHSLA KS4Y Zo=a~> KL, 57 4/ k® Virtual Device Context (VDC) TORFEHTE £1,
Zoa<wy R, 48 RI0EH FHA,
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| showa< > K

]

show startup-config copp M

WIZ, AZ— R Ty ar7 4 Fal—aroaryra—lL FL—r R FERPFERT
LR LET,

switch# show startup-config copp
version 4.0(1)
class-map type control-plane match-any MyClassMap
match redirect dhcp-snoop
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
policy-map type control-plane MyPolicyMap
class MyClassMap
police cir 0 bps bc 0 bytes conform drop violate drop
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit
exceed transmit violate drop
policy-map type control-plane x
class class-default
police cir 0 bps bc 0 bytes conform drop violate drop
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show aT U F |

M show startup-config dhcp

show startup-config dhcp

AL = T 7 a7 4Fal—aDDHCP AX—E U VRELEF 7T HITIL, show
startup-config dhep =~ > R&EH L 9,

show startup-config dhcp [all]

SR YHADEE  all (FEE) REFHLBLOT 740 O HREFRLET,
TI2FIE L
avY R E—F fEoa<vy KE—FK

#h—r&hd1—F 0—)l network-admin
vdc-admin
network-operator
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RREASRELL,

FEREDHA FS4Y Zoa~r R4 %212, feature dhep =2~ > F&{HH LT DHCP A X — &' JHRER A 1 —
TNZTHRERH Y F77,

Zoa<wy RIiE, 94V RINED D EH A,

] WIZARZ—RNT w7 a7 4Xa2l—a3>ODHCP AX— VY U VRESFR LT HHZRZLET,

switch# show startup-config dhcp
version 4.0(1)
feature dhcp

interface Ethernet2/46
ip verify source dhcp-snooping-vlan
ip arp inspection trust
ip dhcp snooping
ip arp inspection validate src-mac dst-mac ip
ip source binding 10.3.2.2 0£00.60b3.2333 vlan 13 interface Ethernet2/46
ip source binding 10.2.2.2 0060.3454.4555 vlan 100 interface Ethernet2/10
ip dhcp snooping vlan 1
ip arp inspection vlan 1
ip dhcp snooping vlan 13
ip arp inspection vlan 13

switch#
BEEEaT VK avwyvk B
feature dhcp F )34 2D DHCP A X — b v JHfex A 2 —T M LET,

show running-config dhep E4720 7 4 ¥ 21— 3 VO DHCP AX— VU VREXF R LET,

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show startup-config dotix W

show startup-config dotlx

VB YY) ADHHA

FTI24ILEF

avv kK E—F

#R—hEhd1—F 0-)l

AZ—KT T a7 4Fab— 30 802.1X REHHREFK T HIZIX. show startup-config
dotlx =~ RAEMHLET,

show startup-config dotlx

Zoa~vy RE, SIELEF—T—NIH Y FHEA,

L

FEoavy RKE—FK

network-admin
network-operator
vdc-admin

vdc-operator

aAvy FEE

EREDHS F31>

%l

JY—R ZEEARE
4.0(1) Zoawry FRHASRELE,

ZOa<y REERHT 512, feature dotlx =~ > REZfEH L T 802.1X #REA A R — T LIZT 5
WVBENH Y £,

Zoa<wy R, T4 RIINELD FHEA,

WIZ, ZAZ— R T w7 ar74FX¥al— a0 801X ERERTTAEZRLUET,

switch# show startup-config dotlx
version 4.0(1)
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show aT U F |

M show startup-config eou

show startup-config eou

AB— KT 7 a7 4Fa b—3 =3 O Extensible Authentication Protocol over User Datagram
Protocol (EAPoUDP) %/ E1E# % /~"$ 5HIZI%. show startup-config eou =~ > & H L £ 9,

show startup-config eou

VVOBYOARDBREA Zoaxr RIAE, SIEEEEIF-U—-FIHY FEA,

FTI24ILEF L

avy kK E—F fFEDavy RE—NF

#R—bENA1-¥ 0=  network-admin
network-operator
vdc-admin
vdc-operator

av Yy FEE Jy—x ZEEARRE
4.0(1) Zoavwy RREAINE L,

FREDHLA FSA4Y oo~y RZMiHT5EIIC, feature eou =~ > N %] L T EAPoUDP #fE% A 2 —7 /LT 5
WVBENRH Y £,

ZDawy NZiE, 4B R EF0NEHD A,

B WIZ, AZ— T v F a7 X2l — 30 EAPOUDP (A FRTHH 2~ LET,

switch# show startup-config eou
version 4.0(1)

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show startup-config port-security W

show startup-config port-security

AZ— T w7 ar7 4 Xal—varOR—bexal T FREFRRFT DL, show
startup-config port-security =~ > K& H L £,

show startup-config port-security [all]

DoAY H DA

TI2FIE

avURE—F

#ik—rbEhd1—% 0—-)

all (EE) 774NV FOR— X2 ) T A REFREFRLET,

L

EEOavy FE—FR

network-admin
network-operator
vdc-admin
vdc-operator

avy FEE

FEREDHS FS1Y

]

J)y—x ZEEARE
4.0(3) Zoavwr RREASRELL,

ZDawy NZiE, 4B A3V EHD A,

WIZAZ— R Ty a7 4 Xal—arOR—bExXa )T OERPERTAHEZRLTE
j—o

switch# show startup-port-security
version 4.0(3)

feature port-security

logging level port-security 5

interface Ethernet2/3
switchport port-security

B Ea< R

avwvFk B
show running-config ~ Ff7aL 7 4 Fal—aOR— htdal T EEERRLET,
port-security
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show aT U F |

M show startup-config radius

show startup-config radius

AP — KT v ar7 4¥al—3 3D RADIUS & EIFHM A FK T 521X, show startup-config
radius 2~ RZHEHLET,

show startup-config radius

VVOBYOARDBREA Zoaxr RIAE, SIEEEEIF-U—-FIHY FEA,

FTI24ILEF L

avy kK E—F fFEDavy RE—NF

#R—pEhA1—¥ 0—) network-admin
network-operator
vdc-admin

vdc-operator

aAvy FEE JYy—R ZEERARF
4.0(1) Zoawry FRHASRELE,

FERELEOASLESAY Zoa~vr Ridd, S4B RILESH D £ A,

i WIZ, AZ— T v 7 a7 X2l — 30 RADIUS [ F T A0 %2R LET,

switch# show startup-config radius
version 4.0(1)

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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show startup-config security W

show startup-config security

LR YY) ADERHA

FTIAILE

AR E—F

#R—bEhA1I—HF 0-)

AB—=F T w7 ar7gFXal—rarOa—% 7 UL~ Secure Shell (SSH; EF¥ =27 =
V) Y= BE Telnet — R EINFHR A2 579 5 121%, show startup-config security =~ > F
A LET,

show startup-config security

Zoawry NITE, SlIEELITF—TU—REH Y A,

L

FEoavy KE—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDHS F31>

%l

J)—X ZEERE
4.0(1) Zoavwry FREAINE L,

Zoa<wy RiiE, 948 RIINEHD A,

WIZ, AA— KT w7 ar7 4 X¥al—varoa—F Fhor h, SSH H—s3, 3L Telnet
Y MERE ERT DI AR LET,

switch# show startup-config security

version 4.0(1)

username admin password 5 $1$7Jwqg/LDMSXFOM/UWeT43DmtjZy8VP91 role network-admin
username adminbackup password 5 $13$0ip/C5Ci$00dx70JS1BCFpNRmQK4na. role
network-operator

username userl password 5 $1SgEclQS5Rx$CAX9fXiAoFPYSvbVzpazj/ role network-operator
telnet server enable

ssh key rsa 768 force
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show aT U F |

M show startup-config tacacs+

show startup-config tacacs+

AL — KT w7 a7 4 X2 lb— 30 TACACS+ R EMH % F/~7 5 IZ1L, show startup-config
tacacs+ =~ RAFEHA L E1,

show startup-config tacacs+

VVOBYOARDBREA Zoaxr RIAE, SIEEEEIF-U—-FIHY FEA,

FTI24ILEF L

avy kK E—F fFEDavy RE—NF

#R—pEhA1—¥ 0—) network-admin
network-operator
vdc-admin

vdc-operator

aAvy FEE JYy—R ZEERARF
4.0(1) Zoawry FRHASRELE,

FERELEOASLESAY Zoa~vr Ridd, S4B RILESH D £ A,

i WIZ, AZ— T v 7 a7 4 Xal— 30D TACACS* [ AR RT A2 RLET,

switch# show startup-config tacacs+
version 4.0(1)

Cisco NX-OS Security A< F ) 77 L X Release 4.0
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| showa< > K

show tacacs-server .

show tacacs-server

TACACS+ ¥ — NME#R A FK R4 5121E. show tacacs-server 2~ REZFR /R LET,

show tacacs-server [hostname | ip4-address | ipv6-address|
[directed-request | groups | sorted | statistics]

VB Y) XD hostname ({£&) TACACS+ ¥—/3® Domain Name Server (DNS) 4., I KXFEV A X
1 256 T9,

ipv4-address ({EE) AB.CD 7 #—= v F® TACACS+ ¥ — "D IPv4 7 KL A
ipv6-address EE) XX Xe:X 74—~ v D TACACS+ Y —/ 3D IPv6 7 K L A
directed-request  (f£.5) fREZRHFELRRLET,
groups EE) BE SN TACACS+ — N VA —TICElAT o EREERLET,
sorted (fTE) TACACS+ % — BT 4/ TY — hINTZHFHRERTLET,
statistics (fE&) TACACS+ ¥— 30 TACACS+ #aHEmaEFoR LE7,

T4k 71—/ TACACS+ — "R EEZFRLET,

AT K E—F ffEDavy FE—NK

#R—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE Jy—x ZEERE
4.0(1) Zoa~vy FREASIIELL,

FREDHSA FSM4Y TACACS+ FHridA T, show tacacs-server =~ > N HICIFFRENFH A, TACACS+ FHhijde
%A KR 521X, show running-config tacacs+ =~ > & H L £ 9,

TACACS+ 5 % F£/R$ B HIIC, feature tacacs+ I~ REFHTANENH Y £,
Zoa<wy R, 948 RI0EHY FHA,

i WIZ, TTD TACACS+ —_DIFHEFoRT 02~ LET,

switch# show tacacs-server

Global TACACS+ shared secret:******xx*
timeout wvalue:5

deadtime value:O0

total number of servers:2

following TACACS+ servers are configured:
10.10.2.2:
available on port:49
10.10.1.1:
available on port:49

Cisco NX-OS Security A% K 1) 77 L X Release 4.0
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show aT U F |

. show tacacs-server

WIZ, FEE &7 TACACS+ v —_"DIER a2 FrT 0%~ LET,

switch# show tacacs-server 10.10.2.2
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813
idle time:0
test user:test
test password:*****kx*

WIZ, TACACSHREERBE L £ T o6z L ET,

switch# show tacacs-server directed-request
enabled

KIZ, TACACS+ H— " F =T Dz &m0 2R LET,

switch# show tacacs-server groups
total number of groups:1

following TACACS+ server groups are configured:
group TacServer:
server 10.10.2.2 on port 49
deadtime is 0
vrf is vrf3

WIZ, $BE EN7= TACACS+ ¥ — R Z N —TF DI AR RT 2027 L ET,

switch# show tacacs-server groups TacServer
group TacServer:
server 10.10.2.2 on port 49
deadtime is 0
vrf is vrf3

WIZ, T _TPD TACACS+ b — DY — N ENT-IHERAEFRTHHE2 R LET,

switch# show tacacs-server sorted
Global TACACS+ shared secret:***x*kxx*
timeout wvalue:5

deadtime value:O0

total number of servers:2

following TACACS+ servers are configured:
10.10.1.1:
available on port:49
10.10.2.2:
available on port:49
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| showa< > K

show tacacs-server II

WIZ, ¥EE &7 TACACS+ — O ERE TR T 202 R LET,

switch# show tacacs-server statistics 10.10.2.2
Server 1s not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Authorization Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Accounting Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

BEEaTUFR avwy kR EYL
show running-config tacacs+ Ef7aL 7 4 X2l —3 32 77 A0 TACACS+ (A F05 L
\i To
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show aT U F |

Wl show telnet server

show telnet server

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

Virtual Device Context (VDC) @ Telnet $—/ % 27 —H X% FKRT H 1L

VREMEHALET,

show telnet server

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

EEOavy FE—FR

network-admin
network-operator
vdc-admin
vdc-operator

show telnet server =~

avy FEE

FEREDHS FS1Y

J)—R EEHNB

4.0(1) Zoavwry RPREAINE LT,

Zoa<wy R, T4 RIINEL D FHEA,

i Iz, Telnet —/N 27— X A5 FKR"THHERLET,
switch# show telnet server
telnet service enabled

BEEa<T UK avwvk EXEA
telnet server enable telnet % — % A 2 —T Nz LET,
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| showa< > K

show user-account .

show user-account

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

Virtual Device Context (VDC) D=—H 7 h 7 FOF#REZF T 5121%. show user-account = <
v REFERLET,

show user-account

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

EEOavy FE—FR

network-admin
network-operator
vdc-admin
vdc-operator

avy FEE

FEREDHS FS1Y

]

J)y—x ZEEARE
4.0(1) Zoavwr RBREASINELL,

ZDawy NZiE, 4B A3V EHD A,

Wz, T 7 4V k@ Virtual Device Context (VDC) Dx—H% 7 hH 7 v FOIFREFRT 6% 57 L
i‘ﬁ—o

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:adminbackup
this user account has no expiry date
roles:network-operator

Wiz, T 74/ RSO VDC D—F 7 H v hOFREAR ST O EZRLET,

switch-MyVDC# show user-account

user:admin
this user account has no expiry date
roles:vdc-admin

PEavTU R

avv ik B
telnet server enable telnet — % A Z—T M LET,

| oL-15811-01-J

Cisco NX-OS Security A%~ K Iy 7L >~ X Release 4.0 i



show aT U F |

W show users

show users

Virtual Device Context (VDC) D=—% t v g UNEREFE/RT D121, show users =~ R&{#
% I_/ i ‘g_o

show users

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

AT K E—F fFEDavy FE—NK

#h—r&hd1—F 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE J)y—x ZEEARE
4.0(1) Zoavwr RBREASNELL,

FEREDASLESAY Zoa~vr Ridd, 948 XIS ESH D £ A,

%l W, T 7V bOVDC Da—H v a UERERRTDHHERLET,
switch# show users
NAME LINE TIME IDLE PID COMMENT
admin ptS/l Mar 17 15:18 . 5477 (172.28.254.254)
admin pts/9 Mar 19 11:19 . 23101 (10.82.234.56)%*

Wiz, T7 4V RSO VDC Da2—% 7o bOFREFR R TH6 2R LET,

switch-MyVDC# show users
admin pts/10 Mar 19 12:54 . 30965 (10.82.234.56) *

fAEa<wU KR avwr kK BB
username ——Y 7T H 7L hEFRTELET,
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| showa< > K

show vlan access-list W

show vlan access-list

IPv4 Access Control List (ACL; 77 & A 2> hra—/b U A K) ONEFEZIIEEED VLAN 77 &
A =y FICBEAT 5TV D MAC ACL % 37~ 5213, show vlan access-list =7~ > R&ffF L
iﬁ—o

show vlan access-list access-list-name

B YYADFBA  access-list-name  VLAN 7 7€ R < 7 OLHT, LETTIREKRT 64 LFOTEFEFEHTX,
KXLFE/NLFERXFI S FET,

FTI24ILEF L

avy kK E—F fFEDavy RE—NR

#R—bENA1-¥ 0=  network-admin
network-operator
vdc-admin

vdc-operator

avy FEE J)y—R ZEEARR
4.0(1) Zoawy RREAINE L,

HREDHIESAY Zoa<wr Ridid, S4B AN EH Y T A,

i WIZ. show vlan access-list =~ > K& fEH LT, vacl-01 &) ZRE[D VLAN 77 &R < v 7 03MHE
HENBEHICEEINTND ACL ODNEEFR 7T A6 2R LET,

switch# show vlan access-list vacl-01

IP access list ipviacl
5 deny ip 10.1.1.1/32 any
10 permit ip any any

EEa<TU KR avvFk HiEA
vlan access-map VLAN T 7 & A v 7R ELET,
show access-lists 9 _XTO ACL £33 ED ACL R R LET,
show ip access-lists J T D IPv4 ACL 7213 ED IPv4 ACL &R LE T,

show mac access-lists T MAC ACL £ 721345 E D MAC ACL #FE/RLE7,
show vlan access-map TRTOVLAN T 7R vy FTELIIBED VLAN T VB RA vy Ik
TR LFET,
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show aT U F |

M show vian access-map

show vlan access-map

FTRXTCDODVLAN 77 A w7 EE 1 DD VLAN 77 B A v P2 FKRTHI121%, show vlan
access-map 2 ~v > REfEHLET,

show vlan access-map map-name

DUBYYADBMBA  map-name VLANT 7B A < w7, KT 64 LTFORETAMBATE, KT LE/NLFRX]
SNET,

TI24IEb L

T

avy kK E—F fFEOavy R E—F

$h—r&hd1—% A=  network-admin
network-operator
vdc-admin
vdc-operator

avy FERE J)—X ZEEARE
4.0(1) Zoavy FRNEASRE L,

FEREDHS FS4Y  mapname 31 EFEH L TT 7B R <~y FEBETDHDHEERNT, T34 AT T _TO VLAN T
TRy T ERRLET,

FRENDE VLAN T 7B R = I LT, TNRAL ALIT VB A~y 74, match =<2 KT
BESI7 ACL, Bl Waction 2~ RTEEINTMHEEF R LET,

VLAN 7 7 A <~ v 70 SN T\ 5 VLAN %9 521X, show vlan filter =~ > R & i
L/i‘a’_‘o

ZDawy RNiZii, 4B A EFISEHD FHA,

i WIZ, A=V Ry b2 A FZ—T A ANLERNCFEE SNT-EF 27 MAC 7 KL A ZHIFRT
D8R L ET,

switch# show vlan access-map
Vlan access-map austin-vlan-map

match ip: austin-corp-acl
action: forward

BEaTUR avwvk B L
action VIANT 7B A< RT T4 07 T4NE2) 0 TOUBERE LET,
match VIANT7 7B A~y W T T4 w7 T4NE) 7D ACLEZRELET,

show vlan filter VILANT7 /7t 2 <o 70N EHINTWBFIEICETIBREERLET,
vlan access-map VLANT7 7t A ~v 72 RELET,
vlan filter 1 DFEIIEED VLANICVLAN 77 A ~ v 7 aH LE T,
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| showa< > K

show vian filter W

show vlan filter

a<w L RICEoTEEINS VLAN 772~ v 7B L VLAN ID %5 T, vlan filter =~ > K
DAV AZ v AT BIER AR RT HI21E. show vlan filter =~ > RA2HEH L F4,

show vlan filter [access-map map-name | vlan vian-ID]

DoAY H DA

TI24IEb

avURE—F

#ik—rbEhd1—% 0—-)

access-map map-name UER) fEESNET 782 ~ v 703 EH STV 5 VLAN [H ) %l
RLET,

vlan vian-1D (EE) fRE SN2 VLAN ICOBEA SN TWAHT 7 A ~ v 7Icih
ZHIRLET, A7 VLANID IZ. 1~ 4096 T,

access-map X— U — K& LTT 78R v~y 7E2BETLHHE. £l vian ¥—7— REHEH
LT VLANID #f8ET D55 A EZBRWT. T30 AT VLANICHEA SN TWA VLAN T 78R < v
FDOFTRTDA VAR AEFRRLET,

EEOavy FE—FR

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

FEREDAS FS1Y

J)y—x ZEEARE
4.0(1) Zoawy RBREASIRELL,

ZDawy NZiE, 4B RF0NEHD A,

1l WIZ, 150D VLAN 77 & A ~ 7 (austin-vlan-map) 721} 7% VLAN 20 ~ 35 35 L (N 42 ~ 80 (23
HENTNDT A ZADTRTO VLAN 77 B R v v FERERTT L0 %2R LET,
switch# show vlan filter
vlan map austin-vlan-map:
Configured on VLANs: 20-35,42-80
EEa<TVE av vk EL:
action VLAN T VBRI NT T4 w7 TA4NE ) TOMBERREL
7
match VLANT7 7 BA Sy I T T 4w T4VEY 7O ACLEFREL
7,
show vlan access-map TRTOVLANT 7 ERA <y TERIT1IDODOVLANT /R v 7%
FrLET,
vlan access-map VLAN T 7 & A =y 7 ZRELET,
vlan filter 1 DEIFHEEDO VLANIZVLAN 7 782 = v FE@EA L ET,
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show aT U F |

Ml show vian filter
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