show <> F

ZDOFETIL, Cisco NX-0S ¥ AT LAEFHDEFE show =~ 2 RIZOW TR L £97,

show checkpoint

Frzv KA N T 7 ANVONEEFRRT HIZIE. show checkpoint =~ > REMFH L E7,

show checkpoint [name]

VR ADMEBA  name UEE) F=v 7 KRA VN 77 A NVDLAHIL, 63 LTFLNOEETDOA RN v 7%
FBELET,

T4 L

aAav>Y K E—F a7 4 X2l —v gy E—R

#h—rEhd1-FO-L v bT—7 FEHH

VDC FH#E
avy FEE Jj1)y—=x EEAR
4.0(1) Zoavwr RREAINE LT,

FEREDAHAFSAY —oa<wr RS54y A FARETT,

Cisco NX-OS System Management A< > K I) 2 7 L > X Release 4.0
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show aT U F |

M show checkpoint

B RIS, F=v IR N T7ANVONEERKTT L0 2R LET,

switch# show
Name: stable
version 4.0 (
power redund.
license grac
feature vrrp
feature taca
feature ospf
feature pim
feature pimé
feature msdp

checkpoint stable

2)
ancy-mode combined force
e-period

Ccs+

feature eigrp

feature rip
feature isis
feature pbr
feature priv
feature port
feature inte

ate-vlan
-security
rface-vlan

feature dotlx

feature hsrp
feature lacp
feature glbp
feature dhcp
feature cts
logging leve
logging leve
snmp-server
snmp-server
snmp-server
snmp-server
role feature
role feature
role name x

1 port-security 5

1 glbp 6

context foo

community <removed> group vdc-operator
community <removed> group network-admin
community <removed> group vdc-admin
-group name X

-group name X

vlan policy deny

vrf policy
permit v
permit v
role name X

username adminbackup password 5 $130ip/C5Ci3$00dx70JS1BCFpNRmQK4na .

rator

deny
rf x
rf X

username adminbackup role network-operator

username admin password 5 $1$8GYeC4uWsS4WEfnImcvtAKI6Uet.ePD.1

role vdc-ope

role network-admin

BEa<T VKR avvk

%II

BA

clear checkpo

int database TRCOF 2w I RA L D T 7 ANEBEELET,
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| showa< > K

show configuration session W

show configuration session

A7 4F¥alb—varkyva AT HERELRSRT HITIEL. show configuration session =1~
Y REEHLET,

show configuration session [name] [status] [summary]

PIZ PP It L]
FI2+ILF
avyv kK E—F

#R— b Ehd1—F 0-)

hame EE) v 74F¥=2b—rvary yiard, 63 LTLUNOTETOA K
Vo7 (RN FEERR) #HEELET,

status EE) av74FXal—valrbyvalrODAT—HRAEFERLET,

summary EE) 77747 kar74FXal—vary yraroh~l —%2HKnR
LET,

TRTORy v a vy OBFREFRLET,

Any E— R

R b U— 2 B

VDC EHE
avy FERE J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

EREDHS F31Y

7l

Zpawr RIZTA B RIAETT,

WIZ, ar74F¥alb—vary btyva CHETLERER T OHZRLES, 171 By
YarkEaIy Ll E CiscoNX-OSIZL - TTF S RCHH SN D CLL aa~vy RERLET,
switch# show configuration session myACLs

config session name myACLs

0001 ip access-list testl

0002 permit tcp any any
0003 statistics

WIZ, a7 4Fal—artyiarOAT—FZAEF T H0ERLET,

switch(config-s)# show configuration session status

Session Name : myACLS
Last Action : None
Last Action Status : Success
Last Action Reason : -NA-

Last Action Timestamp : 00:00:00 UTC Jan 01 1970

[ oL-15810-03-J
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show aT U F |

M show configuration session

WiZ, av 74 F¥al—artwyviarovl —%FiTA36%2 R~ LET,

switch(config-s)# show configuration session summary

Name

Session Owner Creation Time

admin 21:34:39 UTC Apr 27 2008
admin 00:53:23 UTC Apr 29 2008
admin 01:47:30 UTC Apr 28 2008
admin 00:56:46 UTC Apr 29 2008

myACLs

Number of active configuration sessions = 4

switch(config-s)#

BEa<T VKR avwok

%I‘:

B4

show tech-support session-mgr

NG TN Y a—F 4 v TRHOay 7 4 Xal—TartkEyis
> OFEMR e R LET,
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| showa< > K

show diagnostic bootup level W

show diagnostic bootup level

LR YY) ADERHA

FTIAILE

AUk E—F

#R—bEhA1—HF 0-)

EENRFOZWIC T 2 WA RN T 5121%. show diagnostic bootup level =~ > R&fHH L E7,

show diagnostic bootup level

Zoawry NTE, SIEELIEF—TU—REH Y A,

L

Any €— R

Fy N U —

VDC EHH
av Y FEE ))y—= EEAE
4.0(1) Zoawry FPREAINE LT,

FEREDHS FS1Y

]

Zha~vr RIZTA v RFARETTE,

WIS, EEFORBWT L~V DM A RRT 562" L £,

switch# show diagnostic bootup level
Current bootup diagnostic level: complete
switch#

BEaTUR

%I‘:

avwok B
diagnostic bootup level T— N7 v T~ ERELET,
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show aT U F |

M show diagnostic content

show diagnostic content

EV2a—VOBWT A NORNFIZET HERAE T 5121, show diagnostic content =~ > K%
BHLET,

show diagnostic content {number | all}

DB VY ADEBH

FTIAILE

AR E—F

#i—h&hd1—4 0l

number PWNEE Y 22— &, #MHIT 1~ 10 T,

all FTRTCOEY 2—LDOT_RTOT A ONEEFERLET,
L

Any £E— N

Fv N T — S

VDC EHH
avy FBEE Jy—= EENE
4.0(1) Zoavy FREAINE L,

EREDAA K312

TV a2 NVICEREESNTT A MB IO K LHRREHEICE T WA £ -7 5121E, show
diagnostic content =~ > KZEH L £,

Il Cisco NX-OS System Management 2%~ K I) 77 L .~ X Release 4.0
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| showa< > K

]

show diagnostic content

WIZ, BV 2—NOBWT A FNFICET HIERERTT 202 R LET,

switch# show diagnostic content module 6
Module 6: Supervisor module-1X (Active)
Diagnostics test suite attributes:

B/C/* - Bypass bootup level test / Complete bootup level test / NA
p/* - Per port test / NA
S/* - Only applicable to standby unit / NA
D/N/* - Disruptive test / Non-disruptive test / NA
H/* - Always enabled monitoring test / NA
F/* - Fixed monitoring interval test / NA
X/ * - Not a health monitoring test / NA
E/* - Sup to line card test / NA
L/* - Exclusively run this test / NA
T/* - Not an ondemand test / NA
A/I/* - Monitoring is active / Monitoring is inactive / NA
Testing Interval
ID Name Attributes (hh:mm:ss)
1) ManagementPortLoopback-------- > CH**D* * Xk *T* -NA-
2) EOBCPortLoopback-------------- > CH**D*x*X**T'* -NA-
3) ASICRegisterCheck------------- > dok ok Nkok ok ok ok k] 00:00:20
4) USB---------— - m e e e - - - - > CH*N**X**T* -NA-
5) CryptoDevice------------------ > CH*N**X**T'* -NA-
6) NVRAM--------—mmmm o m o m o m o — - - =~ > *RKINF*F* Kk kD 00:00:30
7) RealTimeClock----------------- > FhkN*dkkk k] 00:05:00
8) PrimaryBootROM---------------- > *RIAN*F* Kk k[ 00:30:00
9) SecondaryBootROM-------------- > *RKNF*F* Kk kN 00:30:00
10) CompactFlash------------------ > FhkN*dkkk* ] 00:30:00
11) ExternalCompactFlash---------- > F ok KNk k ok k ok kA 00:30:00
12) PwrMgmtBus-------------------- > *RKNF*F* Kk kD 00:00:30
13) SpineControlBus--------------- > FhkN*kkkk k] 00:00:30
14) SystemMgmtBus----------------- > FrREANF* A KK 00:00:30
switch
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show aT U F |

l show diagnostic description module

show diagnostic description module

EYV 2 —VOBWT A MIET 5 1EH AR T HI21L, show diagnostic description module =~ >/
REfEHLET,

show diagnostic description module s/of test {test-ID | test-name | all}

SRy YADEGH  slot BB AT Y N EE, Aoy bOFEREIE 1~ 10 TT,
test-ID (£&) T A b ID, #iPHIX 1~ 14 TT,
test-name fEE) 7 A M, 32 XFLUNOFEETOA R 7 (RXFENXFEX
) ZHEELET,
all HEE) TRTOED2—ALDTXTOT A FOHHERTLET,
test (EE) ®IRLZ2Z2WT A F2ERLET,
FIAILE L
= Any E— K

#ih—rehd1—F0- Fv FU—rEHE

VDC EHE
avy FERE Jy—=x TEAR
4.0(1) Zoawry RREAEINE L,

FRLEOAMESAY o<l RieoA vy A FRECT,

%l RIZ, BV 2—VOBWHHAZERTT 02 R LET,

switch# show diagnostic description module 6 test 1
ManagementPortLoopback :
A bootup test that tests loopback on the management port of
the module

BEa<T KR avwy kR E7L)]
show diagnostic content T A NLETARNID AR LET,

Cisco NX-OS System Management < > F I) 2 7 L > X Release 4.0
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| showa< > K

show diagnostic ondemand setting

show diagnostic ondemand setting

TV a—NDOF T FZWT A MY 2 # A K< T 2121, show diagnostic ondemand
setting =~ R&fiH L ET,

show diagnostic ondemand setting

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

setting FoTwr BT A NERELET,
L
Any E— R

X U — S

avy FEE

)= EERE

4.0(1) Zoavwry RPREAINE LT,

EREDHS FS1

#l

Zpa<wy RZTA v RAIARETT,

wiZ, A TF~r FREERE R R T 562 R LET,

switch# show diagnostic ondemand setting
Test iterations =1
Action on test failure = continue until test failure limit reaches 1

PEavTU R

avwvk E L

diagnostic ondemand setting FoTFer R T A R ERELET,

<
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show aT U F |

M show diagnostic result

show diagnostic result

BV a— VOBIT A MEREZFRRT HITIL, show diagnostic result =~ > REFEH L E T,

show diagnostic result module {s/ot [test [fest-id | test-name]] | all} [detail]

DAY Y ADERBE  slot ZWRERDO AT Y NS, EVa—/b 2wy FOHFEHIT 1~ 10 TT,
test (EE) BIRLEBMT A MERRLET,
test-ID (fEE) 7 A~ 1ID, #iPHiZ1~ 14 TY,
test-name (EE) 7 A MM, 32 XFUHOEHFOA M) 7 (RXFE/NLFEX
W) EHEELET,
all (TE) TRTOEV2a—LDTRTCOT A MOFERERRLET,
detail (LR M RaeRRTLET,
T4k L

= Any E— R

HR— b1 OV v hU—IEFEE

avy FERE Jy1)—=x EENE
4.0(1) Zoavwr RREAINE LT,

BREDFAESAY —0Oa<y RIZFA By A TARETT,

il WIZ, ZWiT A MEREETTHH 2R LET,
switch# show diagnostic result module 6 test 6 detail

Current bootup diagnostic level: complete

Module 6: Supervisor module-1X (Active)

Diagnostic level at card bootup: complete

Test results: (. = Pass, F = Fail, I = Incomplete,
U = Untested, A = Abort, E = Error disabled)

6) NVRAM--------—------m— oo m— - - > .
Error code ------------------ > DIAG TEST SUCCESS
Total run count ------------- > 1574
Last test execution time ----> Thu Jun 26 09:28:40 2008
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time --------- > Thu Jun 26 09:28:41 2008
Total failure count --------- > 0
Consecutive failure count ---> 0
Last failure reason --------- > No failures yet
switch#
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| showa< > K

show diagnostic simulation W

show diagnostic simulation

EFEVa— DV alb— M2 T 5 1EHEZFETT HITIE, show diagnostic simulation =~ > R
EERALET,

show diagnostic simulation module s/ot

PIZ PP It L]
TI2FIEF
av>Y kK E—F

#ih— b Shd1—F 0-)

slot P Ial—rarorny NEG, EVa—/L Ay NOFEMIT 1T~ 10
"C‘\‘ﬁ—o

L

Any E— K

X MU — 7 B

avy FEE

EREDHS FS1Y

7l

y—= EERNE
4.0(1) Zoavwry RPREAINE LT,

Zpawr RIZTA B RIAETT,

wIZ, Yab— BT ERe 2T 502 R LET,

switch# show diagnostic simulation module 6
Card(6) : Supervisor module-1X

_NA_
switch#

B Ea< R

%I‘:

avwvk B
diagnostic test simulation ZWITA MDY I 2 b — SN T A MERERELET,

<
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show aT U F |

M show diagnostic status

show diagnostic status
TRTDOT A MDT AN AT —HF A% FRT HIZ1E, show diagnostic status 7~ > R&2fH L £,

show diagnostic status module s/ot

DAY Y ADERBE  slot PWAT —H 2 Zny NS, EVa—/b 2y FO#HFHIZ 1~ 10 TY,

TI2FIE L

avY R E—F Any T— K

¥h-rEhd1-¥o- xv FU—7EHE

avy FEE )= EEAT
4.0(1) Zoav s RBREASIE LT,

FRLEOAMESAY o<l RiioA vy A FRECT,

#i WIZ, B 2—=LDTRTDT A NDAT—H ACHETHEREF TR TI0ERLET,

switch# show diagnostic status module 6
<BU>-Bootup Diagnostics, <HM>-Health Monitoring Diagnostics
<OD>-OnDemand Diagnostics, <SCH>-Scheduled Diagnostics

Current running test Run by
-NA- -NA-
Currently Enqueued Test Run by
-NA- -NA-
switch#
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| showa< > K

show diff rollback-patch W

show diff rollback-patch

EAFTT & 5B DE N E F R T D IZIE, show diff rollback-patch =~ > FZ&fEH L £,

show diff rollback-patch {checkpoint name | running-config | startup-config} {checkpoint name
running-config | startup-config}

DoAY H DB

FTI24ILEF

checkpoint EETRELE L TFo v IR A MM EFEHLET,

name FroIRA LN T 7 ANDLAHL 63 LFUNOTEFTDOA N T HIEE
LE9,

running-config AL L CEfTary 7 Fab—a a2 EALET,

startup-config FEdEL LTAZ— T v T ar 7 ¥alb—ya b aHLET,

L

Any

R b U— 2 B

VDC EH#H
avy FERE Jy1)—=x EENE
4.0(1) Zoavwr RREAINE LT,

EREDAA K54

Toawy RiZIA By A EARETT,

] WICVERELTEF = VRA LV N 77 AN ERTary 7 4 Falb—ra ryOEWERRT L1275
LET,
switch# show diff rollback-patch checkpoint stable running-config
switch#
[SEEEIAS avvk EL]
show checkpoint Tz IHRA N T 7 ANVONBREERLET,

rollback running checkpoint REL/-F v I/ HRA L N 77 A 0Da— Ny 7 ZRIELFEI,
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show aT U F |

Wl show environment

show environment

N R 2 TBRERAT —Z AT B 1EHREFRT HI21E. show environment 2~ > N&HEH L F
ﬁ—o

show environment [clock | fan | power | temperature]

SUBAYHZADEE  clock EE) 7uv 7 IcETsEREF R LET,
fan (ER) 77 BT3B RELRRLET,
power (EE) BRICETIHEHREERLET,
temperature (EE) REICHET B REFRLET,

FI4ILF L

avy kK E—F FEoavy KE—FK

Yh—-behd1-¥n-N *v bU—7EHE
VDC EH#H
Xy FNU—7 FRL—H
VDC # L L—%

av Y FERE Jy—=x TENE
4.0(1) Zoav s RPREASIE LT,

FEREDHS FSM4Y Zoa<wr RiE, T ABHNN— RV 2T ORT—F RERELRLET,
Zpa<wy RZTA v RAIARETT,
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| showa< > K

show environment

] WIZ, A= U = TREICHET 2 e RrT 20 a2RLET,

switch# show environment

Clock
Clock Model Hw Status
A Clock Module -- NotSupported/None
B Clock Module -- NotSupported/None
Fan
Fan Model Hw Status
Fanl (sys_fanl) 0.0 Ok
Fan2 (sys_fan2) 0.0 Ok
Fan3 (fab_fanl) 0.0 Ok
Fan4 (fab_fan2) 0.0 Ok
Fan_in PS1 -- -- Ok
Fan in PS2 -- -- Ok
Fan_in PS3 -- -- Absent
Fan Air Filter Absent
Temperature:
Module Sensor MajorThresh MinorThres CurTemp Status
(Celsius) (Celsius) (Celsius)
2 Crossbar (s5) 105 95 40 Ok
2 CTSdevl (s6) 115 105 47 Ok
2 CTSdev2 (s7) 115 105 51 Ok
2 CTSdev3 (s8) 115 105 47 Ok
2 CTSdev4 (s9) 115 105 48 Ok
2 CTSdev5 (s10) 115 105 47 Ok
2 CTSdev7 (s12) 115 105 50 Ok
2 CTSdev8 (s13) 115 105 50 Ok
2 CTSdev9 (sl14) 115 105 48 Ok
2 CTSdev10 (s15) 115 105 48 Ok
2 CTSdevll (sl16) 115 105 46 Ok
2 CTSdevl12 (s17) 115 105 45 Ok
2 QEnglSnl (s18) 115 105 43 Ok
2 QEnglsSn2 (s19) 115 105 42 Ok
2 QEnglsSn3 (s20) 115 105 39 Ok
2 QEnglSn4 (s21) 115 105 40 Ok
2 L2Lookup (s22) 115 105 43 Ok
2 L3Lookup (s23) 120 110 54 Ok
Power Supply:
Voltage: 50 Volts
PS Model Power Power Status
(Watts) (Amp)
1 N7K-AC-6.0KW 0.00 0.00 Ok
2 N7K-AC-6.0KW 6000.00 120.00 Ok
3 - 0.00 0.00 Absent
Mod Model Power Power Power Power Status
Requested Requested Allocated Allocated
(Watts) (Amp) (Watts) (Amp)
2 N7K-M148GT-11 247.00 4.94 247.00 4.94 Powered-Up
6 N7K-SUP1 210.00 4.20 210.00 4.20 Powered-Up
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show aT U F |

Wl show environment

Xbl N7K-C7010-FAB-1 123.50 2.47 123.50 2.47 Powered-Up
Power Usage Summary:
Power Supply redundancy mode: Non-Redundant (combined)
Power Supply redundancy operational mode: Non-Redundant (combined)
Total Power Capacity 6000.00 W
Power reserved for Supervisor(s) 420.00 W
Power reserved for Fan Module (s) 2184.00 W
Power reserved for Fabric Module(s) 300.00 W
Power currently used by Modules 247.00 W
Total Power Available 2849.00 W
W, BRICET 1R e LR T 20 Z2RLET,
switch# show environment power
Power Supply:
Voltage: 50 Volts
PS Model Power Power Status
(Watts) (Amp)
1 FIORANO 0.00 0.00 Ok
2 FIORANO 6000.00 120.00 Ok
3 e 0.00 0.00 Absent
Mod Model Power Power Power Power Status
Requested Requested Allocated Allocated
(Watts) (Amp) (Watts) (Amp)
2 NURBURGRING 247.00 4.94 247.00 4.94 Powered-Up
6 CATALUNYA 210.00 4.20 210.00 4.20 Powered-Up
Xbl Estoril 123.50 2.47 123.50 2.47 Powered-Up
Power Usage Summary:
Power Supply redundancy mode: Non-Redundant (combined)
Power Supply redundancy operational mode: Non-Redundant (combined)
Total Power Capacity 6000.00 W
Power reserved for Supervisor (s) 420.00 W
Power reserved for Fan Module (s) 2184.00 W
Power reserved for Fabric Module(s) 300.00 W
Power currently used by Modules 247.00 W
Total Power Available 2849.00 W
BAEaTUF avyFk BTLL
power redundancy-mode EBEFRTEET—FZERELET,
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| showa< > K

show event manager environment W

show event manager environment

Embedded Event Manager (EEM; fLAART A N b =% —P ) BREEROLARTEEEFRT S
{21, show event manager environment =~ > RZ{EH L £,

show event manager environment {varname | all}

DBy ADBRBE  {varname | all} FEE LI BRBE A E LI LT R T OBRBEA KIS D e £or LET,

T4 L

avURE—F Any

#h—pEhd1-Ho-) A—S—a—H

VDC EBE
VDC =—
avy FEE Jj1)—=x EERNE
4.0(1) Zoavy FREASNE L,

FRLEOAMESAY o<l RieoA vy A FRECT,

%l WIZ, TXTD EEM BREAK 2 £ornd D02 LET,

switch# show event manager environment all
switch#
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show aT U F |

Ml show event manager event-types

show event manager event-types

Embedded Event Manager (EEM; flAARM A X h =R —Tx) DA X b XA TEERT DI
Z. show event manager event-types =~ > R H L 9,

show event manager event-types [detail | event-type-name] [module module)

YUY ADGH  detail (EE) TXTOARU N A TOFEMER T LET,
event-type-name (EE) f8E ST event-type-name R LET,
module module (EE) FFED module HIZERINTA RNV MERRLET, EVa— 1
~ 10 DWFRNEEIR L £,

T4 L

™.

H
I

™.

avy Any

HR—pENZI-FO-)) A— S—a—H

VDC EHE
VDC = —H
avy FERE J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

FREDHAESAY —oa<wr RiZoA4 By A IARETT,

1 WIZ. EEM A X2 kN A4 FTOEMEERRTHHERLET,

switch# show event manager event-types detail
switch#
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| showa< > K

show event manager history events [l

show event manager history events

I U Jj— & i 7= Embedded Event Manager (EEM; #iAGALTA N h v X —T %) DA XV M EE
R 5121, show event manager history events =~ > R&fEfH L 9,

show event manager history events [detail] [maximum number] [severity severity]

DAY Y AMEEA  detail EE) T _XTCDOARU b A TOFHMEFRLET,
maximum number (FE) FTrTHIBEA R NOBEKRES (number) ZIELET,
severity severity (EE) fBESNI-EKRE (severity) DA X2 hDHFRLET,
TIAIE 7L

avURE—F Any

#h—bEhd1-Ho-) A—S—a—H

VDC EHE
VvDC = —
avy FEE Jy1y—x TEAR
4.0(1) Zoawry RREAEINE L,

FRLEOACMESAY o<l RieoA vy A FRECT,

i WIZ, NIV HT—ENTZEEMBRA RV DS, BRENTOLOEERTLHEZRLET,

switch# show event manager history events severity 7
switch#
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show aT U F |

M show event manager policy

show event manager policy

B §%% A D Embedded Event Manager (EEM; fLAALTA Ry kN =32 —Vx) RU I —%FKRTDH
121X, show event manager policy =~ > R&ZfifH L £,

show event manager policy [detail] [policy-name | inactive]

OBV ADEGH  detail (EE) T_XTORY —OFFMaE TR LET,
policy-name (EE) 7T HRY >—4 (policy-name) “IEELET,
inactive UEE) 77747 BAR) v—DHERLET,

TIAIE L

avURE—F Any

#h—bEhd1-Ho-) A—S—a—H

VDC EHE
VvDC = —
avy FEE Jy1y—x TEAR
4.0(1) Zoawry RREAEINE L,

FRLEOACMESAY o<l RieoA vy A FRECT,

%l WIZ, EEM AR =2 FR T 502 RLET,

switch# show event manager policy
switch#

-
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show event manager policy-state W

show event manager policy-state

4 HiifH % Embedded Event Manager (EEM; fHAIAATIA X2k w3 —TU¥) KU I —OREEZERTR
9" %1Z1%. show event manager policy-state =~ > K& H L £,

show event manager policy-state name [module module]

SUBY)ADHBE  name RREEFRT BRI O —D4HET (name) ZIRELET,
module module (EE) ¥ED module HIZEZRSINTZARY v—RELZFRLET, TV 22—
1 ~10 DTN EFEIRLET,

FTIAILE L

=l L Any

$R—pehd1-¥o-p A—X—a—F

VDC EHH
VvDC z—#
avy FBE Jjy—= EENE
4.0(1) Zoavwr RREAINE LT,

FREDAAESAY oo~y RiCoA 2y AIARETT,

Bl I, EEM R Y ¥ — DR Z Z R 502~ LET,

switch# show event manager policy-state policy42
switch#
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show aT U F |

M show event manager script

show event manager script

Embedded Event Manager (EEM; flA AR A X h =3 —Tx) DA U T N R v —%FKRT
5121, show event manager script =~ > RZEH L £,

show event manager script system {all | script-name}

DAY Y RADMEBE  name RREEFRT BRI O —D4HET (name) ZIRELET,
module module (EE) ¥ED module HIZEZRSINTZARY v—RELZFRLET, TV 22—
1 ~10 DTN EFEIRLET,

FTIAILE L

=l L Any

$R—pehd1-¥o-p A—X—a—F

VDC EHIE
VDC = —
av Yy FERE Jiyy—=x EENR
4.0(1) Zoav s RBREASIE LT,

FREDAAESAY oo~y RiCoA 2y AIARETT,

%l WIZ, EEMICERESNETRTOVAT L A7 VL NeRR-T A6 7 LET,

switch# show event manager script system all
switch#

-
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| showa< > K

show event manager system-policy W

show event manager system-policy

Embedded Event Manager (EEM; flAGAARA A X h =3 —T %) DV AT A KRY —%2KRT D
121X, show event manager system-policy =~ > F&{#HH L £,

show event manager system-policy [all]

DUAYHAMEBEA  all fEE) 3 _XTCORY v— (HERR) — EEXZEEORY -1 5T) %
HrRLET,

T4k L

OV R E—F Any

FR—pENZI-FO-)) A— S—a—H

VDC &g
VDC —
avy FERE Jy—=x ETEAR
4.0(1) oavy FBREAINE LT,

FREDHAESAY —oa<wr RS54y A IARETT,

1 WIZ, EEM v 25 A RY o —hFrT 50 a Rk LET,

switch# show event manager system-policy
switch#

BEaTUR
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show aT U F |

M show flow exporter

show flow exporter

Flexible NetFlow 77— =7 AR—X DAT —H A L#iHERE <7 5121%, show flow exporter
avy R& Any E— R CHEHLET,

show flow exporter [name exporter-name)

DAY Y ADEB  name exporter-name EE) 7a— =7 AKR—FDLARIERELE T, 64 LFTLINOIEL
FOAN) T (KXFENXLTEXR) 2HELET,

ATVERDTIANIEE L IR ESNTNDETRTCHOTa— 7 ZAR—ZDERNERSINET,

= Any

HR— N1 OV v hU—IEEE

VDC EH#H
avy FERE J1)—=x ETEAR
4.0(1) ZOavwr RREAINE LT,

EREDHS FS4Y  show flow exporter =~ > K& T2 I2i%, Failc, =7 AR —% 2l H L T Flexible NetFlow (&
KD T7T7 490 T2V T A F—T NI LTEBLLLERHY 7,

Zpa<wy RZTA v RAIARETT,

Cisco NX-OS System Management < > F I) 2 7 L > X Release 4.0
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| showa< > K

show flow exporter W

Bl I N—BIZEREENTNALTNTHOTa— 7 AR—FDAT —F A LFHEEREFRT 55
ERLET,

switch# show flow exporter
Flow Exporter NFC-DC-PHOENIX:
Export Version 5
Exporter Statistics
Number of Flow Records Exported 0
Number of Export Packets Sent 0
Number of Export Bytes Sent 0
Number of Destination Unreachable Events 0
Number of No Buffer Events 0
Number of Packets Dropped (No Route to Host) 0
Number of Packets Dropped (other) 0
Number of Packets Dropped (LC to RP Error) 0
Number of Packets Dropped (Output Drops) O
Time statistics were last cleared: Never
Flow exporter timeout:
Export Version 5
Exporter Statistics
Number of Flow Records Exported 0
Number of Export Packets Sent 0
Number of Export Bytes Sent 0
Number of Destination Unreachable Events 0
Number of No Buffer Events 0
Number of Packets Dropped (No Route to Host) 0
Number of Packets Dropped (other) 0
Number of Packets Dropped (LC to RP Error) O
Number of Packets Dropped (Output Drops) 0
Time statistics were last cleared: Never
Flow exporter test-exporter:
Description: test server in San Jose CA
Export Version 5
Exporter Statistics
Number of Flow Records Exported 0
Number of Export Packets Sent 0
Number of Export Bytes Sent 0
Number of Destination Unreachable Events 0
Number of No Buffer Events 0
Number of Packets Dropped (No Route to Host) 0
Number of Packets Dropped (other) 0
(
(

(
(
(
(

Number of Packets Dropped (LC to RP Error) 0
Number of Packets Dropped (Output Drops) O
Time statistics were last cleared: Never

HADH7 4=/ FOFRIZEH T,

EEaTUF avok Bl
clear flow exporter T 7 XR—Z OFEHERAZIEELET,
destination Ta— T AR—HF DT AR— N eEFRELET,
dscp Tu— I AR=E DA T 3D DSCP RNT A —HEFELET,
export-protocol 70— T AR—FDZIAR—hF Fa hartoOR—Ta rEFRELE
R
flow exporter Tua— T AR—FEERLET,
option Tu— T AR—HDA T a v EFRELET,
show flow exporter 70— =/ AR —FZDRATFT—F R LFEFHIEREFR LT LET,
source T0— T AR—HDEFETLIPT FLA AL L H—T = AERELET,
template Tu— T AR—BDT T — NFEELA LT U MERELET,
transport T — T AR=FDNT L AR—=F 70 ba iR ELET,
ttl 7nu— T AR—HF O time-to-live (TTL; 7%t FIRERFH]) A3 E L E7,
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show aT U F |

Ml show flow interface

show flow

interface

FEDA »H—7 = A ATDWT Flexible NetFlow D227 4 Fa b—v g v & AT —H A%FER
9 251Z1%. show flow interface =~ K% Any T— R T L 7,

show flow interface [interface-type number|

DB VY ADEBH

ATV RDT I+ MRE

avv kK E—F

#R— b Ehd1—F 0-)

interface-type number (&) Flexible NetFlow D7 A v o MERIERE R RT DA X —T =
AADHEA T,

A H#—7 = A AD Flexible NetFlow 7 57 7 o MERG#REF R LET,

Any

Xy NU— 7 EBE

VDC EH#H
avy FERE J1)—=x ETEAR
4.0(1) ZOavwr RREAINE LT,

EREDHS F31>

]

show flow interface =~ > K& 5 521X, FHAilZ, Flexible NetFlow (2 X2 T 7 4 v =X
Vo T A3 —T NI L THELLERHY £,

Zpa<wy RZTA v RAIARETY,

IZ. Ethernet 0/0 B3 XN 0/1 A % —7 = A A® Flexible NetFlow 7 H 7 > "NREZ FrT H41%
RLUET,

switch# show flow interface ethernet 1/0
Interface Ethernetl/0

FNF: monitor: NFC-DC-PHOENIX
direction: Output
traffic(ip) : on

switch# show flow interface ethernet 0/0
Interface Ethernet0/0

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip) : sampler SAMPLER-2#
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| showa< > K

show flow interface Wl

F1IZ, COHEDCERSNTWAEER 7 4 — L RIZHOWTEBLET,

=1 show flow interface ® 7 1 —JL EDRHA

Z4—IL K EL:

Interface av L ROXBLERDBAA LV HE—T A A

monitor A HE =T A A LIZERESINTWD 70— FE=X DA
direction: Ta— BT ANEHLTWDE NT T 4 w7 DA

ROELLPDENRFRINET,

e Input— A VA —T A ANRZELTWD T T (v

e Output— A U H—T A ANRERFBLTWD T T 4 w7

traffic (ip) TH— B ANEEE— RN TT E—RFOELLTHLINERLET,
RO EL LPDENRFRINET,

e On—@FE—NK
e Sampler — %77 F—F (Mo 7FI704HIbERRENET)

BEEaTUR avv ik B
show flow monitor T — FE=ADAT—H AL REEREFETRLET,
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show aT U F |

Hl show flow monitor

show flow monitor

Flexible NetFlow 7 2 — F =X D AT — & A LiEHEREZ FRT 5H121L. show flow monitor =2~ >
K% Any T— FTHEALET,

show flow monitor [name exporter-name)

DAY HY ADIEMBA  name exporter-name EE) 7a— =7 AKR—ZDLARIERELE T, 64 LFTLINOIEL
FTOAN) T (KXFENLTEXR) 2HELET,

ATVERDTIHNVIERE L—FICHTEENTVAE TR TOTn— o7 AR—XDIERNRFRENE T,

= Any

HR— N1 OV v hU—IEEE

VDC EH#H
avy FERE J1)—=x ETEAR
4.0(1) ZOavwr RREAINE LT,

EREDHS FS4Y  show flow exporter =~ > K& T2 I2i%, Failc, =7 AR —% 2l H L T Flexible NetFlow (&
KD T7T7 490 T2V T A F—T NI LTEBLLLERHY 7,

Zpa<wy RZTA v RAIARETT,

£l RIZ, 7R — F=FDAT—HALFTIHERERRT D02~ LET,
switch# show flow monitor NFC-DC-PHOENIX statistics
Cache type: Normal
Cache size: 4096
Current entries: 4
High Watermark: 6
Flows added: 116
Flows aged: 112
- Active timeout ( 1800 secs) 0
- Inactive timeout ( 15 secs) 112
- Event aged 0
- Watermark aged 0
- Emergency aged 0

T2\, ZTOHNTERINTWDHEERT 4 — /L RIZHOW T LET,
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| showa< > K

show flow monitor

*®2 show flow monitor monitor-name 7 1 —)L KD EHEA
J4—ILFE EER
Cache Type Tu— =X DF Y v e XA

RONWTNDDOENR TR INET,
e Normal — 7 —23@% CR 0 HIRYINIZ/2 5
e Permanent — 7 T —HARYIILIZ 72 720
e Immediate — 7 o — 23 BIEE I HATREINIZ 72 D

Cache Size FrxrovaNTU MU

Current entries EHFOXy v 2N MU

High Watermark SHEEIRE/ A v v 2 =2 MU O Rk

Flows added Fyv v aDERBICE Yy v 2lilBnEhiz7 e —
Flows aged ¥y v Yo DIERZICHIRUINIC R o Te 7 r—

Active Timeout TIT AT AA LT T b OB

Inactive Timeout HETIT 4T FA LT U NOBEM

Event aged clear flow monitor ==~ > R force-export 47"+ a U AMEHA Sz, i
RRMICHE LD T R T v T Lz, 7EDA R M koTxm—
vy rashizr7a—ok

Watermark aged WEKESEZBR DI = 78N 7a—0%

Emergency aged FHLNWT7r—%2BNTEX2L5Fyyahb—Y 7 Ty hIhiz
7 a—0nH

WIZ, 7R— E=FDAT—H AR T HHERLET,
switch# show flow monitor NFC-DC-PHOENIX

Flow Monitor NFC-DC-PHOENIX:

Description: Used for basic traffic analysis
Flow Record: netflow-original
Flow Exporter: EXP-DC-TOPEKA
EXP-DC-PHOENIX
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs

F31Z, ZTOHNIERENTWHEERT 4 — /L RIZOWTEBALET,

%3 show flow monitor monitor-name 7 1 —JL KDE&#EA

Z4—IL K EL:

Flow Monitor BELE 70— =X DLHI

Description B HITHE LI, 32— EROT 7 4/ DO
Flow Record Jo—EF=X|IZEDYTCoN7e— La— R

Flow Exporter Tr— E=ZIZED Y THENTET S AR—F

Cache TH—E=ZDOF Y v Y2 BT HEHR
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show aT U F |

Hl show flow monitor

=3 show flow monitor monitor-name 7 4 —)L FD&HE (=)
Z4—ILF EEA
Type TH—E=EDFyrya XA

WONTNDDERRFINET,
* Normal — 7 1m—78@% E 0 WIRGINIZ 2 5
e Permanent — 7 T —HARYIILIZ 72 6720
e Immediate — 7 o — BRI HAPRYIIZ 72 B

Status

=T =S Xy aDAT S A
WDONTNDOENRERIINET,

e Allocated — ¥ v v a2 NED ¥ THNTWND

* Beingdeleted — ¥ v v ¥ 2 BHIR STV S

e Notallocated — ¥ ¥ v ¥ 2 238D BT HIL TV

Size

BAEDF ¥ v a AR

Inactive Timeout

KT T 4T FALT DU FOBEME

Active Timeout

FTIF 4T HA LT NOBEME

Update Timeout

FH LA LT 7 N OB

W12, NFC-DC-PHOENIX & WHLEID 70— F= X DAT—HF R LGSR EF T A6 %7 L

i‘é—o

switch# show flow monitor NFC-DC-PHOENIX cache

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (
- Event aged
- Watermark aged
- Emergency aged

IP TOS:
IP PROTOCOL:
IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:
INTERFACE INPUT:

FLOW SAMPLER ID:

ip source as:

ip destination as:
ipv4 next hop address:
ipv4 source mask:

ipv4 destination mask:
tcp flags:

interface output:
counter bytes:

counter packets:
timestamp first:
timestamp last:

T4, ZOHNTRARSNTWAEERT 4 —/L RIZOWTHHALET,

Normal
4096

8

10

1560

1552

1800 secs) 24
15 secs) 1528

0

0

0

0x00
6
10.10.10.2
172.16.10.2
20

20

Et0/0

0

0

0
172.16.7.2
/0

/24

0x00

Et1/0
198520

4963
10564356
12154104
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| showa< > K

show flow monitor

=4 show flow monitor monitor-name 7 4 —JL KDE4EA
TJa4—ILF BLLL
Cache type Ta—EFE=H DXy v o AT

WONTNPOENRFRINET,
e Normal — 7 12— ER Y HIRUINIZ/2 5
e Permanent — 7 T —HARYILIZ 72 5720
e Immediate — 7 & — 23 BIEE I HAMREINIZ 72 D

Cache Size

FrovraNTU MU

Current entries

ERPOFYy v 2N K

High Watermark BERTRE R vy v v a2 = Y ORKREK
Flows added Xy vy DEREZICE Yy v alicBMEnZ7n—
Flows aged X v Yo OIERBICHIRYINC R o7 r—

Active timeout

TITF 4T HA LT T NOBLEE

Inactive timeout

T T 4T HZA LT U FOBUEE

Event aged

clear flow monitor =~ > R force-export 47" > = > Offi 72
EDARY MIEoTm—V 7 EaNne7n—08K

Watermark aged

BEAKESEZBAI- DIl — a7 e —0

Emergency aged FHLnWT7e—2BNTELL Xy vanbT—Vr 77T
U hENRET -0

IP TOS IP Type of Service (ToS; %A 7" 47 $—ER) DOfE

IP PROTOCOL 7n haLEe

IPV4 SOURCE ADDRESS

IPv4 IXELT RLR

IPV4 DESTINATION ADDRESS

IPv4 56567 R LA

TRNS SOURCE PORT

NV AR—K 7o ha/LOEETAR—F

TRNS DESTINATION PORT FF o z2B—F Fu kalosEifeR— K
INTERFACE INPUT ANNEZETIA LV F—T A A
FLOW SAMPLER ID TJu—Hr 750D EE

ip source as

BGP 556D AS =

ip destination as

BGP % 5E D AS %5

ipv4 next hop address

2y MRREER 7 A ARy O IPvA T KL A

ipv4 source mask

IPv4 B2 07 RL A =R 7

ipv4 destination mask

IPv4 58567 KL A <R

tep flags

TCP 7 7 7/ Dfa

interface output

ANNEEETDHDA v H—T A A

counter bytes

AU SN MK

counter packets

NI FENTNTy MK

timestamp first

T —WNORHIDO/r >y "DH A NAE T

timestamp last

T —NORBEDT > NDH A DAR T
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show aT U F |

Hl show flow monitor

RIZ . NFC-DC-PHOENIX & WHOARBID 70— F= XD AT —F R L ER A2 ERRCERT S

BlzERLET,
switch# show flow monitor NFC-DC-PHOENIX cache format table
Cache type: Normal
Cache size: 4096
Current entries: 4
High Watermark: 6
Flows added: 90
Flows aged: 86
- Active timeout ( 1800 secs) 0
- Inactive timeout ( 15 secs) 86
- Event aged 0
- Watermark aged 0
- Emergency aged 0
IP TOS IP PROT 1IPV4 SRC ADDR IPV4 DST ADDR TRNS SRC PORT TRNS DST PORT
0x00 1 10.251.10.1 172.16.10.2 0 02
0x00 1 10.251.10.1 172.16.10.2 0 20484
0xCoO 17 172.16.6.1 224.0(1).0.9 520 5202
0x00 6 10.10.11.1 172.16.10.5 25 252
switch#
EEa<TU KR avok EiEA
cache TR— = ADTO— F Yy a RTRA—HERELET,
clear flow monitor Ju— =X E 7 U7 LET,
exporter Tu—FE=HDT7R— T AR—HERELET,
flow monitor TJo— =X EERLET,
protocol-distribution Ja— =X DO7 A bk agEiRi i mRONEERELE T,
record Ju— k=D 7n— La— RERELET,
show flow monitor Ta— E=FDAT—HALFEHMEREERLE T,
size-distribution TH— E= XDV A RSB HEROIE 2R E LT,
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| showa< > K

show flow record W

show flow record

Flexible NetFlow 7 12— L 2— KD AT — & A LEHE#HR % KR T 51213, show flow record =2~ >
FafH L £,

show flow record [name record-name | netflow ipv4 record | netflow-original)

DB YY) ADBBE  name record-name (EE) HANCRE L7 n— La— ROL4RTEIEELET,
netflow ipv4 record EER) EERALa— KD 1 25 HHTLII I T7Tn— T=F &%
ELET, HHAERLa—REZOERO—EE RSITRLET,
netflow-original (EE) ER BT AT LA D NetFlow @ Flexible NetFlow (2 X 5 3
ErEELET,

ARVROTIANIER N—HICHEINTNDLTRTO T r— =/ AR—Z OERPFRENET,

ARV K E—F Any

#h—rEhd1-FO-L v bT—7 FEHH

VDC EH#H
avy FBEE Jy—= EENE
4.0(1) Zoavy FREAINE L,

FEHEDSAMA FS4Y  show flow exporter =~ > K& AT 5 (21%, FHZ, =7 AR —4 & L T Flexible NetFlow (Z
L7740 BE=F VT HBAR—T ML TBLLERDH Y £7,

Zoavwy RiZIA4 BV AIARETT,
F 512, record Bl DX —U— R EFHEZRLET,

%5 record 5|8 D F—7— F & &R

original-input ek D TPv4 A J] NetFlow
original-output ek D 1Pv4 ) NetFlow
protocol-port a haLviR—ph La—FR
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| oL-15810-03-J



show aT U F |

Ml show flow record

]

WIZ, TTDO A NetFlow L 1 — KD AT —F R LR EREF T 20 2R LET,

switch# show flow record netflow ipv4 original-input
Flow record ipv4 original-input:
Description: Traditional IPv4 input NetFlow
No. of users: 0
Template ID: 0
Fields:
match ipv4 source address
match ipv4 destination address
match ip protocol

match ip

tos

match transport source-port
match transport destination-port

match interface input

collect
collect
collect
collect
collect
collect
collect
collect
collect
switch#

#e6lz, ZoHH

%6

routing source as

routing destination as
routing next-hop address ipv4
transport tcp flags

counter bytes

counter packets

timestamp sys-uptime first
timestamp sys-uptime last
interface output

WCERREINTWDIEERT 4 —/V RIZOWTHH L ET,

show flow record netflow-original 7 1 —JL FD&i8H

24— F

AR

Description

La— RIZRE LB, 27232 —PEROT 7 30 F O

No. of users

A7 4 FXal—vaZBIFLIDLa— R~DORROHK

Total field space

INEDT 4= REMMNT D20

Fields

Bl Weollect 2~ FEZBRL T 7Z&E W,

BEEa<v KR

avv kR

EA

cache

TO— T DT — Xy a NI RA—HERELET,

clear flow monitor

Ju— %=X U7 LET,

exporter

Ju— E=ADT7u— 7 AR—FERELET,

flow monitor

Tu—E=XBERLET,

protocol-distributi

on TJa— F=F07 8k alpEEiHERONEEZRELET,

record

To—FT=XDT7a— La— REBRELET,

show flow monitor

TH— B HDAT—HALHEHEREE TR LET,

size-distribution

7= T =H OV A X EHEHERONEZ R E L ET,

cache

TR—E=407a— %y yia RIASEPELET,

clear flow monitor

Ju— =X E7 VT LET,

debug flow monito

r TR— =S DTNy JW N A X =TT LET,

exporter

TH— E= A DT u— T AR—BEIRELET,

flow monitor

Tn— =X EERL 9,

protocol-distribution

7u— =407 v b aVHiat T ROMEZBE L ET,

record

To—FT=XDT7a— La— RERELET,

Il Cisco NX-OS System Management 2%~ K I) 77 L .~ X Release 4.0
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| showa< > K

show flow timeout

show flow timeout

DB VY ADEBH

ATV ROF I+ MR

T
H
I
™.

avy

#ik—rEhd1—4 0—)

Flexible NetFlow 72— DX v v o XA LT 7 MEEZFE T HIZ1E, show flow timeout =~ > R
% Any T— RCHEALET,

show flow timeout

o=y FE, I ERIEF—TU—REH ) £H¥A,

A K4 —7 x A AD Flexible NetFlow 7 1 7 > MEITFHRNERINE T,

Any

Xy MU — 7 B

VDC EHE
avy FERE Jy—=x TEAR
4.0(1) Zoawy RREAEINE L,

EREDHS F31

show flow timeout =~ > R& {7 21213, Fa1IZ. Flexible NetFlow (28D T 7 4 v 7 E=X
Vo T %A X—T NI L TEBLMLERHY £9,

Toawy RIiZIA4 By A EARETT,

i WIZ, Flexible NetFlow 72 — DF v v a XA LT U MEZR T LHHZRLET,
switch# show flow timeout
Flow timeout values
Active timeout: 1800 seconds
Inactive timeout: 15 seconds
Fast timeout: Disabled
Session aging timeout: Disabled
Aggressive aging timeout: Disabled
switch#
HODK7 4 —)v ROBERITAP T,
EEa<TVE avwv kR B
flow timeout 7ua— 2 LT U FEERLET,

<

[ oL-15810-03-J

Cisco NX-OS System Management I<¥ > K )77 L X Release 4.0 i



show aT U F |

Ml show hardware fabric-utilization

show hardware fabric-utilization

777U v 7R EFRRTHI2IE. show hardware fabric-utilization =~ > N2 H L £,

show hardware fabric-utilization [detail] [module s/ot-number]

DoAY H DB

ATV RDT I+ MRE

avv kK E—F

#R— b Ehd1—F 0-)

detail ER) 777V v 7 ERAKICEAT M AEREZRLET,
module slot-number EE) BV a—LEAEDOFEHREFERLET,

2L

Any

Xy NU— 7 EBE

VDC & B
avy FERE J1)y—=x EEAR
4.0(3) oavwy FBREAINE LT,

EREDHS F31Y

%l

Zpawr RIZTA B RIAETT,

Wiz, 777V v 7R EFTRT 50 2R LET,

switch(config)# show hardware fabric-utilization

Slot Direction Utilization

2 ingress 3%
2 egress 3%
6 ingress 1%
6 egress 1%

HADE7 ¢ —)L ROBEWIZE P T,
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| showa< > K

show hardware flow aging l

show hardware flow aging

NetFlow ~N— KU =7 7n— = —Ur ZIZT 5@ A R AT 5I21E, show hardware flow aging

avy REEHLET,

show hardware flow aging [vdc vdc-name] [detail] [module slot-number)

DB VY ADEBH

ATV RDT I+ MRE

T
H
I
T.

av Yy

#R— b Ehd1—F 0-)

vde vdc-name

(&) VDCA4ZRELET, 64 LFUNOFEHFTOA MY 7 (KX
EINLTFTEXR]) THELET,

detail

(ER) 7u—IZBT 2 Re R LET,

module slot-number

EE) EV 22— VEFOEREEZRLET,

L

Any

Xy NU— 7 EBE

VDC EH#H
avy FERE J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

EREDHS F31Y

show hardware flow aging =~ > K& 3 % |21X, F A1, Flexible NetFlow (255 77 4 v 7
T YT EARZ—T I LTEBLLERDH Y 7,

Zoa<wy FIZ5A vy A ARETT,

] WIZ, EY 22—/ 2 D NetFlow =— ¥ U Jli A KR D61 2R LET,
switch(config)# show hardware flow aging module 2
VDC (1) Aging Information (time unit is second) :
AgingType Enabled Timeout Period Threshold
—————————— T e et et
Active Yes 1800 360 N/A
Inactive Yes 15 3 N/A
Fast Yes 33 6 22
Aggressive No 90 18 90
Session No 2 5 N/A
switch(config)#
HAHDHKT 4= FOEKRITEBITY,

EEaI<UF avvFk BiEA

flow timeout

Tu— A A LT T MEERLET,

<
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show aT U F |

M show hardware flow entry

show hardware flow entry

NetFlow 7—7 /L = b VICBT 2 1E#H%Z F£ 77T 511, show hardware flow entry =~ > R & {#

% L/i‘a_o

show hardware flow entry address location type {ip | ipv6} [detail] [module slot-number]

DB VY ADEBH

ATV RDT I+ MRE
avY kK E—F

#ih— b Shd1—F 0-)

location NetFlow 7 —7 /L = U D7 R (16 #E), 7 KL Z&PHIT 0x0 ~
Ox3fffff T,

ip IP 7 2 —IZB7 DapMe e £Rm LET,

ipv6 IPv6 7 = —IZBAT 23R AR LET,

detail (LE) 7e—ICHT oM ma R R LET,

module slot-number

EE) EV 22— VEFOEREEZERLET,

L

Any

Xy MU — 7 B

VDC EHE
avy FERE J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

EREDHS FS1Y

show hardware flow entry =~ > K& H T 521X, F@iIlZ, Flexible NetFlow (285 77 1 v 7
FomH VT EAF—T ML TEBLMERHY £,

Zoa<wy FIZ5 Ay AIARETT,
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| showa< > K

show hardware flow entry Hl

Bl WIZ, Y 22—/ 2 D NetFlow T—7 /L = hJ #FRmT 50 %2R LET,

switch(config)# show hardware flow entry address 0x0 type ip module 2
NT Entry Info (dev_id = 0, nt_entry addr = 0x00000000) :

protocol = 0 (0=IPv4/IPMAC, 1=IPv6, 2=L2, 3=MPLS)
profile_id =0

recir id =0
is_routed =0

from_rp =0

lkup dir = 0 (0=Ingress, l=Egress)
ilif (ovld_a) = 0x0

elif (ovld_b) = 0x0

tos (ovld_e) =0

14 _protocol =0

14 _hdr vild =0

fragment =0

mpls =0
14_info(ovld_d) = 0x00000000
ipv4_sa(ovld_f) = 0.0.0.0
ipv4_da(ovld_g) = 0.0.0.0
ipmac =0

segment =0
hash_addr = 0x0

icam =0
create_ts =0

sh plc_idx/sampler id = 0x0
rdt_tbl_idx = 0x0

ignr aclo =0
ignr goso =0
ignr_acc =0
ignr agg gos =0
tcp_rdt_dst =0

copy_policy idx = 0x0
nf_acos =0
mark_en =0
nf_gos_mode =0
policer param idx = 0x0
elam_trig =0
valid =0
sw_entry =0
profile merged =0
fast_ag en =0
sw_bitsl =0
dgt_mode =0
adj_ptr/dgt = 0x0
ignr gosi =0
ignr_acli =0

NS Entry Info (dev_id = 0, ns_entry addr = 0x00000000) :

ack_after fin =0

tcp_flag = 0x0 (URG=0, ACK=0, PSH=0, RST=0, SYN=0, FIN=0)
mf_1ls_ts =0

mf_bkt =0

nf pkt cnt = 0000000000

nf_byte_cnt = 0000000000000

nf_byte_cnt_excd = 0000000000000

ls_used_ts =0

sw_prog/sticky status = 0

BAEaT UK avwyvFk B
flow 7u—xERLET,
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show aT U F |

M show hardware flow ip

show hardware flow ip

NetFlow /~— R =7 [P 7 1 —I|ZT 5 F#H 2 &7 5121, show hardware flow ip =~ > R&
% Li‘g_o

show hardware flow ip [interface {ype number | monitor monitor-name | profile profile-id | vde
vdc-name | vlan vlan-name] [detail] [module module]

DAY AMEB  interface interface-type number (f£:&) Flexible NetFlow O 7 A1 v MEKIEHRE R RT DA
B =T x A ADIA TEHIBELET,

monitor monitor-name EE) 7ue— F=HXOL4HIZIBELET, 64 LFELNOTE
FORAN) T (RXFENXFERR]) CTHELET,

profile profile-id (EE) 7r— 707 7 A LOARERELET, 7077 A
/L ID O#iPHIE 0 ~ 31 TY,

vde vdc-name (L&) VDC 4 &IELE T, 64 LTUNOEHTOA Y~
7 (RIXF L/ XF2 X)) THRELET,

detail (EE) 7o —ICET2FMREREFR R LET,

module slot-number (ER) YV a—VEAOERZFRLET,

ARVFOTIHNMEE 2L

T

avY R E—F Any

¥h-rEhd1-¥o-N xv V-7 EHE

VDC BB
avy FERE Jy1)—=x EENE
4.0(1) Zoa<wr FREAINE LT,

EREDHAL F54> show hardware flowip =~ > RZf 3 2121, FA1IC, Flexible NetFlow (X2 N7 7 4 v 7 &
=HZ N T X =T NI L TR LERHY 3,

Zpawy RIZTA B RIAE T,

Bl wiz, BY 22—V 8 @ NetFlow = — 2 U JE&aFoRndT 2012 R L ET,

switch(config)# show hardware flow ip module 8

D - Direction; L4 Info - Protocol:Source Port:Destination Port
IF - Interface: ()ethernet, (S)vi, (V)lan, (P)ortchannel, (T)unnel
TCP Flags: Ack, Flush, Push, Reset, Syn, Urgent

D IF SrcAddr DstAddr L4 Info PktCnt TCP Flags

I 8/26 007.002.000.002 007.001.000.002 000:00000:00000 0000421885 .
I 8/25 007.001.000.002 007.002.000.002 000:00000:00000 0000421900 .
O 8/25 007.002.000.002 007.001.000.002 000:00000:00000 0000422213 .
O 8/26 007.001.000.002 007.002.000.002 000:00000:00000 0000422228 .

BEEEaT VK avwyvk B
flow Ta—%ERLET,
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| showa< > K

show hardware flow sampler H

show hardware flow sampler

Yo7 Y T ENT NetFlow N— KU =7 7u—IZT 5 E#REFK/RT 5I121%. show hardware
flow sampler =~ > RZFEH L E7,

show hardware flow sampler [all | count | index number | name sampler-name | vde vdc_id] [detail]
[module module]

YR YY) ADEBHA

ARV ROT 74 MRE

all ({EE) Netflow > 77 OFT X TOFEHAGILEERELET,
count EE) Vo 77 7= NVDFERREEELET,
index number UEE) Yo 7T T—Trof4 Ty 7 A (168 #HBELET, A%

FiBHIT 0x0 ~ 0x3ff T,
name sampler-name EE) D7 T4 E2HTELET, 64 LFTLUNOTEHTOA NI 7 (K
XFE/NTEXR]) THRELET,

vdc vdc-name (EE) VDCAEZRELET, 64 XFTLUHNOIEHTORA MY 7 (KT
EINLTFTEXR]) THELET,
detail EE) 7u—ICET23EMAREREFRLUET,

module slot-number (EE) TV a—/VEADEREZFRLET,

L

Any

Xy NU— 7 EBE

VDC & B
avy REE )1)y—= EERR
4.0(1) Zoawry FPREAINE LT,

EREDAA K54

show hardware flow sampler =~ > R4 2% (21%, FHAiZ, Flexible NetFlow (2 L5 T 7 1 v
U B2 T A F—T M L TEBLMLERDH Y £7,

Zpa<wy RZTA v RAIARETY,

%l KT, EY 22—/ 2D NetFlow 77 T =7 VOMHREF RS 562~ LET,
switch# show hardware flow sampler count module 2
Sampler Table Utilization: about 0.00% (0/64)

EEa<UF avvFk EA
flow 7u—zfERLET,
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show aT U F |

Wl show hardware flow utilization

show hardware flow utilization

NetFlow /~— KD =7 7o —ffHRICET 2 15# &K "9 5I21%. show hardware flow utilization
av s REEALET,

show hardware flow utilization [module module]

DB VY ADEBH

ATV ROF I+ MR

module slot-number

EE) EY 22— VEFOEHREER R LET,

L

Any

X MU — 7 B

VDC EHE
avy FERE J1)—=x ETEAR
4.0(1) Zoawry RREAEINE L,

EREDHS FS1Y

]

show hardware flow utilization =~ > K% i 9" 2 (Z1%. FRijlZ. Flexible NetFlow (2 L5 T 7 1 »
7 =B ) TR A =T NI L TBLLERDY £,

Zoa<wy FIZ5 Aty AT ARETT,

Wiz, Y 2—2 D NetFlow > 7T T —7 VO HREF R+ 5012 R LET,

show hardware flow utilization module 2
0.00% (0/515090)

switch#
Flow Utilization:

Total number of flows =
IPv4 flow creation failure =
IPv6e flow creation failure =
MPLS flow creation failure =
L2 flow creation failure =
IFE
OFE

flow creation failure =
flow creation failure =
IFE CF FIFO full failure =
OFE CF FIFO full failure =
IFE NT table full failure =
OFE NT table full failure =
NO freelist pointer failure =
Hash Table (NH) page full failure =
IPMAC lookup failure =
L2 ACL deny =
L3 ACL deny =
IFE CF flow control =
OFE CF flow control =
Fast Aging failure =
switch#

O O O O O O O 0O OO OO0 OoOOoOOoOOoOOo oo

BEaTR

HL:
Tua—%ERLET,

flow
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| showa< > K

show inventory

TNAAN=RT 2T DR R—F MERERSRT HIZIL, show inventory 2~ F&EFEH L E

RS

show inventory [chassis | clock | fans | module | power_supply]

DoAY H DA

TI24IEb

avURE—F

#ik—bEhd1—¥ 0—-)

show inventory W

chassis (ER) vv—Milegon LET.
clock ULE) Z7uvwl TVa— A EWEERLET,
fans (L% 77 o lEEnLET,

module (LE) T2 NVIEREFRRLET,
power_supply (TE) BERERERSLET,

TRTCON=FY =7 avR—x MERELRLET,

EEDOa~vy RE—R

X U — S
VDC EHIE

Fy NT— FRL—H
VDC XL —&

avy FEE

EREDHS FS1Y

Jy—2 EERE

4.0(1) Zoavwr RREAINE LT,

Zpawr RIZTA B RIAETT,
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show aT U F |

M show inventory

£l WIZ, a7 4FXalb—TaryOFABEERTITIHHEZRLET,
switch# show inventory
NAME: "Chassis", DESCR: "Nexus7000 C7010 (10 Slot) Chassis "
PID: N7K-C7010 , VID: , SN: TBM11256507
NAME: "Slot 2", DESCR: "10/100/1000 Mbps Ethernet Module™"
PID: N7K-M148GT-11 , VID: , SN: JAB104400PO
NAME: "Slot 6", DESCR: "Supervisor module-1X"
PID: N7K-SUP1 , VID: TBD , SN: JAB10380101
NAME: "Slot 11", DESCR: "Fabric card module"
PID: N7K-C7010-FAB-1 , VID: , SN: JAB104300HM
NAME: "Slot 33", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Power Supply"
PID: FIORANO , VID: , SN: DTH1117T005
NAME: "Slot 34", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Power Supply"
PID: N7K-AC-6.0KW , VID: , SN: DTH1117T009
NAME: "Slot 36", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Fan Module"
PID: , VID: V0O, SN:
NAME: "Slot 37", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Fan Module"
PID: , VID: V0O, SN:
NAME: "Slot 38", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Fan Module"
PID: , VID: V0O, SN:
NAME: "Slot 39", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Fan Module"
PID: , VID: V0O, SN:
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| showa< > K

show logging console

show logging console

LR YY) ADERHA

FTIAILE

AUk E—F

#R—bEhA1—HF 0-)

av Y= aX I EFERT 52X, show logging console =~ N&fH L E9,

show logging console

Zoawry NTE, SIEELIEF—TU—REH Y A,

L

Any

A== —

VDC EHHE
VDC = —#
avy FERE )= FEAE
4.0(1) Zoav s RPREASIE LT,

EREDHS FS1>

Zpa<wy RIZTA v RAIARETT,

Bl WIZ, avr Y=L axXr TR FoRT 02 R LET,
switch# show logging console
switch#

BAEaTUF avv kR L]
logging console ay—n~puX T ERELET,
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show aT U F |

Bl show logging info

show logging info

LR YY) ADERHA

FTIAILE

AUk E—F

#R—bEhA1—HF 0-)

0¥ IREEFERT DT, show logging info =~ > KEEH L £,

show logging info

Zoawry NTE, SIEELIEF—TU—REH Y A,

L

Any

A== —

VDC EHHE
VDC = —#
avy FERE )= FEAE
4.0(1) Zoav s RBREASIE LT,

EREDHS FS1>

]

Zpa<wy RIZTA v RAIARETT,

WIZ, o X TREEZFTRT D02 R LET,

switch# show logging info
switch#
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| showa< > K

show logging ip access-list cache M

show logging ip access-list cache

IP7 78R VAN F¥ya0uXr 7T 5EHAZRRFT 51, show logging ip access-list
cache =~ REMHLET,

show logging ip access-list cache

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

avURE—F Any

#h—pEhd1-Ho-) A—S—a—H

VDC EHE
VDC = —
av Y FEE Jy—= EERS
4.0(1) Zoawry RPREAINE LT,

FRLEOAMESAY o<l RieoA vy A FRECT,

i WIZ, IPT7RA VAN ¥ v ia0uX o JICETAERERARTHHERLET,
switch# show logging ip access-list cache
switch#

EZEav K = N L
logging ip access-list TI7RA VA MOBRX U TERELET,
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show aT U F |

M show logging last

show logging last

a7 757 A INVDOEKRED number {T% 3779 HIZ1L, show logging last =~ > RZHEH L E7,

show logging last number

LR YY) ADERHA

number 1TETIE 1 ~ 9999 ZHRE L7,

FTIAILE

aAvU kR E—F

#R—bEhA1—HF 0-)

L

Any

A== —

VDC EHH
VvDC z—#
avy FBE Jjy—= TEAR
4.0(1) Zoavwr RREAINE LT,

EREDHS FS1>

]

Zpa<wy RIZTA v RAIARETT,

WIZ, v T7ANVDORRD 21T2RK T 502 RLET,

switch# show logging last 42
switch#

-
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| showa< > K

show logging level W

show logging level

T U T4 aX T OENERELEF AT HIZIL, show logging console =~ > F&FH L £,

show logging level [facility]

LR YY) ADERHA

T4

™.

H
I

™.

avy

#ih— b Shd1—F 0-)

Jacility (TR #eu X7 77 07 1 (facility) #FELET, 77V U T+
D—EIZONWTIE, [PVAT A Avbv—Yuxr s 77305 1] (p267)
ERRL TR,

L

Ja—)arZ 4 FXal—vgy

A — R a—F

VDC & HH
VDC = —H
aAvy FERE )= EERE
4.0(1) Zoavwry FPREAINE LT,
4.0(2) interface-vlan, netstack, private-vlan, 35 XU ipv6 D& F— 7 — FABMS

EREDHS F31

nE L7,

Zpa<wy RZTA v RAIARETT,

i WIZ, R—=FF ¥V m X JEREORELZRRT L0012 RLET,
switch# show logging level port-channel
switch#

BAEaTUF avv kR L]
logging level TV T4 BT LV ERELET,

<
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show aT U F |

M show logging logfile

show logging logfile

07 7y ANNAyE=VD 5 AN LEHEHND S A DAL T OMNNIZbDE2RRT DI
I%. show logging logfile =~ > FAMiH L £3, #HOKDLY 2HIET 5 &, BUEREZIDMEH S
i‘a—o

show logging logfile [start-time yyyy mmm dd hh:mm:ss| [end-time yyyy mmm dd hh:mm:ss]

VB YH) AMERA  start-time (LB BRI % yyyy mmm dd hh:mm:ss &N HFEXNTATILET, A3 X
T (mmm), & BIFET Oy BLOWdd) ., BZlidan v CRY ST
(hh:mm:ss) THELET,
end-time (BB #&TEEZ % yyyy mmm dd hh:mm:ss L WX TAILET, HiE3 X
T (mmm), & BIFET Oy BLOWdd) ., BZlidan o CRY ST
(hh:mm:ss) THELET,

FTIAILE L

ARV K E—F Any

#i—rehd1—4¥o— A— S—a—H

VDC BH#H
VDC = —+
avy FERE Jjy—= EEAR
4.0(1) Zoawry FPREAINE LT,

FREDAAESAY oo~y RiCoA By AIARETT,

] WIZ, BT 77 ANAA Yy E=VDI B AN LIZ@END X A LAZ T DS Web D& ERRT
L& R LET,
switch# show logging logfile start-time 2008 mar 11 12:10:00
switch#
BAEaITUF avvk L]
logging logfile ng 7y A~onsidEEHRELET,
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| showa< > K

show logging loopback W

show logging loopback

QX7 —"T RNy 7 OREEFRT HITIE, show logging loopback =~ > RZH L £,

show logging loopback

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

FTIAILE L

Ay R E—F Ju—N)arZ 4 Fal—g v

#R—pehd1-¥o-p A—X—a—F

VDC EHHE
VDC = —#
avy FERE )= FEAE
4.0(1) Zoav s RBREASIE LT,

FRLEOAMESAY o<l RieoA vy A FRECT,

#i W, aX o T N—T RNy I OREELERTIHHERLET,

switch# show logging loopback
switch#

Cisco NX-OS System Management <> F I) 2 7 L > X Release 4.0
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show aT U F |

M show logging module

show logging module

EVa—V aX o TORELEFRT HITIE, show logging module =2~ > REFEH L ET,

LR YY) ADERHA

FTIAILE

AUk E—F

#R—bEhA1—HF 0-)

show logging module

Zoawry NTE, SIEELIEF—TU—REH Y A,

L

Any

A== —

VDC EHHE
VDC = —#
avy FERE )= FEAE
4.0(1) Zoav s RPREASIE LT,

EREDHS FS1>

Zpa<wy RIZTA v RAIARETT,

Bl WIZ, BV a— N aX U TORELRRFT L%~ LET,
switch# show logging module
switch#

BAEaTUF avv kR L]
logging module EVa— N nlA U ERELET,
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| showa< > K

show logging monitor

show logging monitor W

B aX T OREEFRT DL, show logging monitor =~ > RZH L £,

show logging monitor

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

FTIAILE L

ARV K E—F Any

#R—pehd1-¥o-p A—X—a—F

VDC EHHE
VDC = —#
avy FERE )= FEAE
4.0(1) Zoav s RPREASIE LT,

FRLEOAMESAY o<l RieoA vy A FRECT,

Bl WIZ, E=F X VORELZRRTLHHZRLUET,
switch# show logging monitor
switch#

BAEaTUF avv kR L]

logging monitor

E=X LORX T ERELET,
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show aT U F |

M show logging nvram

show logging nvram

Nonvolatile RAM (NVRAM) B ZND X vtE—T%K/RT HIZ1L, show logging nvram =~ > K%
ERLET,

show logging nvram [last number-lines]

DAY Y AMFEBE  last number-lines EE) BRI HITHAEANTILET, RKED number-lines {THERRINET,
1~ 1001752 ELET,

T4 7L

Ja—)arZ 4 FXal—vgy

™.

H
I

™.

avy

FR—pENZI-FO-)) A— S—a—H

VDC &g
VDC —
avy FERE Jy—=x ETEAR
4.0(1) oavy FBREAINE LT,

FREDHAESAY —oa<wr RS54y A IARETT,

1 WIZ. NVRAM 2 7 OFKEBED20HDOA v —V 52 FKprT 562 RLUET,

switch# show logging nvram last 20
switch#

-
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| showa< > K

show logging onboard

TT— A TRA R — K nX o TR ERRT HITIL, show logging onboard =~ RA i L

E

show logging onboard M

show logging onboard {boot-uptime | device-version | counter-stats | endtime |

environmental-history | error-stats | exception-log | interrupt-stats | kernel-trace | module num |

obfl-history | obfl-logs | stack-trace | starttime | status}

VB YY) ADHHA

ATV ROF 7+ MR

T
H
I
™.

avy

#ik—bEhd1—% 0—-)

boot-uptime

Onboard Failure Logging (OBFL; 4 R — FEE o £ 7)) OfL

Bk LOEEMRE R EZ RN LET,

counter-stats

({E&) OBFL W v Z et ®REFR R L ET,

device-version

OBFL F /34 ZADNN—2 g UNEREFR R LET,

endtime mm/ddlyy-HH:MM:SS

FRE SN THRZIE TDO OBFL B 7/ &R L E7,

environmental-history

OBFL BREEERE A F R L E7,

error-stats

OBFL = 7 —#FtERE R L E T,

exception-log

OBFL 4t v 72K~ LE7,

interrupt-stats

OBFL #|V AL EHER ZF R L ET,

kernel-trace

OBFL 7 —%/L L —RIEWER T LET,

module num

HrEDEY 2 —/LD OBFL 5 & Fr LET,

obfl-history

OBFL @i HhaE R R LET,

obfl-logs

OBFL HffR— b v 7 EREFRRLE T,

stack-trace

OBFL 1 —F/)V A& v FL—REREFRLET,

starttime mm/dd/yy-HH:MM:SS

e S T-BLEE 5D OBFL v 7 2R/ E LET,

status

OBFL AT —Z ADA X —T N /T 48— NVEzRLET,

L

Any

X U —y SR

VDC EHE
avy FERE Jy—=x TEAR
4.0(1) Zoavwry FPREAINE LT,
4.002) counter-stats % — 7V — RSB ENE L7,

EREDAA K34

starttime 33 XN endtime ¥ — U — RO AR L OREZ5180EL, B/ B /% (mmiddlyy) O &1
A7 EFAL, S HIZ 24 KHORE 53« # (HH:MM:SS) 23 B TAD L ET, =L zid,

WDOE AT LET,

e starttime 03/17/08-15:01:57
¢ endtime 03/18/08-15:04:57

file DANREIFKRD LB Y T,

* bootflash:
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show aT U F |

Hl show logging onboard

o ftp:

* scp:

o sftp:
¢ slot0:
o tftp:

e volatile:
type DAENIEITIRD L B0 T,

e begin [-i] [-x] [word] — T F A M~y FTHT00HMBLET,
— A — ANV TR DR, KUFE/NLFOENE R L ET,
— Xx—1TEEKI~yFTT0HREHAILET,
— word— IERIRBIZEELE7,

* count [>file || type] —{TEE U M LET,

* egrep | grep print-match — egrep ¥ 7213 grep, egrep I3 grep £V b EE R EREFIH I L - T
TXAMTIOS Yy F U 7 BITWET, grep 1X. 1| DU EOERRBUC~Y v FT57F X MTx
BRBELT, v v T T 270H N LET,

— Anum— <y FTHITOEBOIRESNTZITROT A 2 H T LET, fEIL 1~ 999
‘(\“?—O

— Bnum — <~ v FTEHEATOEMOIEE SNTATEOTFA M2 LEY, &A1 ~
999 T,

— — YT TIHITORBOAREH NI LET,
— A — ANV T ERHRT D, KUFE/NLFOENEEH L ET,
— n— &~y FEHSORNATE I LET,
—  -v—word SIEITHRE SNTFENR~ » FHDICEENRNMTOLZH I LET,
— W —BRERIY y TFTDITORER I LET,
— x—fT&FIC~yF TRz LET,
— word— EHRBRZIEELET,
 exclude [-i] [-x] [word] — ~ > FF 1T E BRI L E T,
— Ai— ANV T ERHRT DR, KRXFE/NLFOENEER L ET,
— x—1TREC~yyFITIT0HRE M LET,
— word— EHRBZEELET,

o head[-nnum]— A~V —L =F &, A7 ar®-nnum F—7— R EFIHITIE, BT
ZHETE £, #PHIX 0 ~ 2147483647 TT,

* include [-i] [-x] [word] — ~ v T T 2T E&OET,
— A— ANV T HEHT DB, KT LN LTFOENEZEL L E T,
— x— TR~y FT 70 EHNHLET,
— word — EHEHEHELET,

o last [num] — BT HREROITEERRLET, A7 3 O num 11X, BT 2178 EREL
9, &P 0~ 9999 T,

o less[-E|-d] — 7 7 A LDV THKRTLET,

— -E— (fLE) EOF TR T LET,

— d— (L) ¥F2imREEELET,
e no-more — < FHHJOHRX—TEFT7IZLET,
o sed command — A NV —h =5 4 H

Cisco NX-OS System Management < > F I) 2 7 L > X Release 4.0
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| showa< > K

show logging onboard M

o we— HEE 1T, XFEAITVLUMLET,
— c— ((BE) WAhXFHU o MEfRELET,
— A— (EE) WMt hEEELET,
— w— (EE) Wiy hEEELET,
— > Ty AMIIEAL LT N LET,
— | — a2 REE 7 AV ZICRL T TRAE LET,

Zoavy REFERATLE, VAT A N— R 7O OBFL 7 — % 2% C& %4, OBFL #hEIT
T 7NN TARZ—T M- TEO, BEHEE, ~— Nv = TEEHM. FIViAL, ToOMmOE
A R MRA v =V R LET, TRHDOT—XL, YAAROL—Z AL v FIHEH
INTWAEN—KRT 2T H—F (FRFET 2—V) TRELEMEOZMICESYLLET, T—#
I% Nonvolatile RAM (NVRAM) Foow s 7y A WZEEBENET, A R—RON— KRy =70
EEIT 5 &, BARGGOMEE S L ICHYI D L a— FAER S, TR E%ED L o — RO IEHEH &
720 ET,

OBFL BERE TId, fikfeiUic L o — RENE L (B L a— R& 7 — A 73 508887 v 77—

FEFRIZE ST, VAT LDEMRT —F 2 MEIRFLET, 7T 2 2O TSN E
T, T bbb, T 57 7 A AVNOREEST > TIVDAF v 7Ty a vy hEFRRTHEGER L,
WEFOT — 2T DM a2t T 2~ U —fF#ho 2 5T, BETF -2 BMEHTERWIEE
i%. No historical data to display (F"THBET —Z2BH Y FHA) ] LWVWI A vE—IUBRERIN
Eu a8

Zpa<wy RIZTA4 v RAIARETT,

i Iz, OBFL O X OEEHIMICE T oM EF T 50 %2R LE T,

switch# show logging onboard module 2 boot-uptime
Sat Feb 29 18:11:38 2008: Boot Record

Boot Time..........: Sat Feb 29 18:11:38 2008
Slot Number........: 2

Serial Number......: JAB0912026U

Bios Version.......: v0.0.8(08/18/07)

Alt Bios Version...: v0.0.8(08/18/07)

Firmware Version...: 3.0(1) [build 3.0(0.291)]
switch#

F£T712, ZOHNTERENTWEEERT 4 — /L RIZOWTEBALET,

=®7 show logging onboard boot-uptime A< > KO H

Z4—ILF A

Boot Time 7 — I

Slot Number gy N

Serial Number FV 2DV T NEE

Bios Version T4 <Y XA F Y ARSI AT A (BIOS) DR—T g v
Alt Bios Version K& BIOS D X— 5 o

Firmware Version T —=AT 2T D= g

Cisco NX-OS System Management <> F I) 2 7 L > X Release 4.0
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show aT U F |

Hl show logging onboard

KIZ, OBFL O u ¥ 7 FA 2GR EFRT 202" LET,

switch# show logging onboard module 2 device-version
Device Version Records:

Sat
swit

*8

=8

Feb
ch#

(,.
=~

Device Name Instance Hardware
Num Version

2008 Stratosphere
2008 Stratosphere
2008 Skyline-asic
2008 Tuscany-asic
2008 X-Bus IO

2008 Power Mngmnt Epl
2008 Stratosphere
2008 Stratosphere
2008 Skyline-asic
2008 Tuscany-asic
2008 X-Bus IO

2008 Power Mngmnt Epl

OO R PR R OGONR R R R

Software
Version

cooomHrHrHHOOOHRKRHH

COHNIERENTVDLEERT 4 — /L FIZOWTHALET,

show logging onboard device-version 3<% FOH A

Za—ILF

B

Timestamp

MEH. At Kl

Device Name

T AL

Instance Num

A URE AR

Hardware Version

N—=KRT T TNRAADNR—T g

Software Version

VT RT 2T TNAADN—T g

KIZ, OBFL Ofist v 71§z &Krn+ o6l 2R LET,

switch# show logging onboard module 2 exception-log
Sun Feb 24 00:12:35 2008 : Exception Log Record

Devi
Devi
Devi
Devi

Sys Error

Errt

PhyPortLayer

Port

Error Description

DSAP
UuID
Time
swit

ce
ce
ce
ce

ype

(s)

ch#

Id : 60

Name : DEV_SKYLINE NI

Error Code
Error Name

£ (H)
SKY NI ERR BM Bl 3 BIST FAILED

Skyline ni module experienced an error

NON-CATASTROPHIC

Affected

0
0

Fibre Channel
13-18

Skyline BM Bl 3 BIST for interface 2 timed out during init

Sun Feb 24 00:11:25 2008

F£OUIZ, ZOHINTEREINTWDIEERT 4 —/V RIZOWTHHLET,

Il Cisco NX-OS System Management 2%~ K I) 77 L .~ X Release 4.0
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| showa< > K

show logging onboard M

=9 show logging onboard exception-log 237 > FDOHH
Z4—ILFK B7L)]

Sun Feb 24 00:12:35 2008: B A FEER S A7z B AT & )
Device Id : T NA AHONE

Device Name : TN AL,

Device Error Code :

F AL AR DTT— a—

Device Error Name :

FRL A LT 4

Sys Error : VATL LT — Ayk—

Errtype : 77— AT

PhyPortLayer : WBliE & A

Port(s) Affected : BEEZ TR — NDOES

Error Description : T — D

DSAP : Destination Session Announcement Protocol (DSAP; %85C% » ¥ =
VBT Rk aL) GBI

UUID : Universal unique identifier (UUID)

RIZ, OBFL J@HEE#®EZRTT 20 2R LET,

switch# show logging onboard module 2 obfl-history
OBFL history records:

Sat Feb 29 30 18:09:57 2008 : OBFL all logs cleared

Sat Feb 29 18:47:53 2008 : OBFL miscellaneous-error logs cleared
Sat Feb 29 20:07:45 2008 : OBFL miscellaneous-error logs cleared
switch#

show logging onboard obfl-history =~ > RZkOERE R R L 7,

e OBFL NFENTT A B—TNICENTZLEDHFA LAZ LTS
e OBFL NFENTA X —TNMIZENTZLEDHA LAZ T
e OBFL T —#MNTFEICTHEINTZLEDH A LRAX T

Cisco NX-OS System Management <> F I) 2 7 L > X Release 4.0
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show aT U F |

Hl show logging onboard

WIZ, OBFL 1—3 )V A% v 7 hL—AEREFRRT D02 RLET,

switch# show logging onboard module 2 stack-trace

==================== STACK TRACE ====================

Logging time: Sat Feb 29 19:47:38 2008

watchdog timeout: process swapper (0), jiffies 0x169bb

Stack: c0006e98 c001721c d195f5b4 c0005424 c0005500 c0003e90 c0005a2c c0005a40
c0001a88 c01lbf610 c0000394

Call Trace:

print stack2 buf + 0x50

kernel_ thread + 0xb94

klm cctrl + 0x4554

ppc_irg dispatch handler + 0x190

do IRQ + 0x3c

ret_from_ intercept + 0x0

probe irg mask + 0x494

probe irg mask + 0x4a8

transfer_ to_handler + 0x15c

softnet data + 0x2b0

Registers:

NIP: CO005A20 XER: 00000000 LR: COOO5A2C SP: CO1AA120 REGS: c0laa070 TRAP: 0500
Tainted: PF

MSR: 00009000 EE: 1 PR: 0 FP: 0 ME: 1 IR/DR: 00

DEAR: C0029B40, ESR: CO01F0000

MCSRRO: 00000000, MCSRR1: 00000000, MCAR: 00000000

MCSR: 00000000 MCAR: 00000000 MCPSUMR: 00000000

TASK = c01a8190[0] 'swapper' Last syscall: 120

last math 00000000 last altivec 00000000 last spe 00000000

GPROO: 00000000 CO1AA120 CO1A8150 00000000 00000032 C8F1DE28 D1010ASF 00000000
GPRO8: 0000180F CO1FA39C D1010AA3 C01B8D18 24044244 1003A44C OFFF6700 10049000
GPR16: OFFAE1BO OFFFACS0 00000000 00000000 00000000 00000000 00000000 00000001
GPR24: 00000000 00000000 00001160 OO7FFEAB 007FFE00 CO1F0000 CO1F0000 00000000

show logging onboard stack-trace =~ > RIIIRDIEHREFR R LET,

o FPHALORFH]

o~ A 7 u AL DORERH

o TIT—ZHHTLHANY T

o BUED T mk ZAD4 R & AT

o =N VT 4— (VAT L 7Ty Og/NEAL
e RHZ v FL—X

Cisco NX-OS System Management < > F I) 2 7 L > X Release 4.0
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| showa< > K

show logging onboard M

RIZ, OBFL =7 —#itEM e Tz rT o682 R LET,

switch# show logging onboard module 2 error-stats

OBFL Data for
Module: 2

| | Time Stamp | In|Port
Error Stat Counter Name | Count |MM/DD/YY HH:MM:SS|st|Rang
\ | |1dle
PB2 TX FlwCtrl from conn. ASIC > pe|0xl |02/04/08 17:07:28|00]
riod Intr | | |
PB2 TX FlwCtrl from conn. ASIC > pe|0xl |02/06/08 10:54:44|00]
I

riod Intr | |

| | Time Stamp | In|Port
Error Stat Counter Name | Count |MM/DD/YY HH:MM:SS|st|Rang
\ | |1dle
NF2 Interrupt - NH HIT error | ox1 |02/06/08 10:54:44|00]

switch#

1012, ZOHINIERENTWDIEERT 4 —/V FIZOWTHHALET,

10 show logging onboard error-stats A< > KOH A

J4—ILF wtBA
Error Stat Counter Name T T —EF A T X DL4HI
Count 0 IABEFHEEL
Time Stamp MM/DD/YY HH:MM:SS =T —3A H
Inst Id A UVAL AT
Port Range: R R T T2 IR — b DS
CEEESAY clear logging onboard KfgEr 7' ND OBFL = h U 2 E L £7,
hw-module logging onboard 55— ZAFIZHESWTOBFL = ) &2 A R — TV T4
=7 LE T,

[ oL-15810-03-J

Cisco NX-OS System Management I¥ >~ F I) 77 L X Release 4.0 i



show aT U F |

Hl show logging onboard

show logging onboard

Onboard Failure Logging (OBFL; 4 >R — REEFERF ) 2 FKRT HITIL, show logging onboard

avy REEHLET,

show logging onboard {boot-uptime | device-version | endtime time [options] | environmental-history

| error-stats [port number] | exception-log | interrupt-stats | module module [options] |
obfl-history | obfl-logs | stack-trace | starttime time [options] | status}

VB YY) ADHHA
TI2FIEF
avY KR E—F

#ih— b Shd1—F 0-)

boot-uptime OBFL o L UEIEMIHIEHREZ R L ET,

device-version OBFL /34 ADN—V g UNER A LR LET,

endtime time [options) TR (FRUX mm/ddyy-HH:MM:SS) £ T? OBFL 1 7 %% L&
R

environmental-history OBFL R HF R LE T,

error-stats [port number] OBFL =7 —ititffMa £ R LET, A7V a v OR— FELEHEE
THZELICEY, HEOR—FO=T —EHEREE R TEET,

exception-log OBFL ffl4t v 7% F R LET,

interrupt-stats OBFL #|V AL itE R 2 Frm L ET,

module module [options]  FFEDEY =2—/L D OBFL [EHWAZFR R LET, TV a—LEE
(module) 1% 1~ 10 DFIFATAS LET,
BIRLZEY 2 — L OFEMRIE®RZ BGT 572912, show logging
onboard =~ RDZDMDB| A AT a V THETEET,

obfl-history OBFL JEIEIE# A4 £R L £,

obfl-logs OBFL #fffhR— b v /2R~ LE7,

stack-trace OBFL A% v 7 ML —AZFRLET,

starttime time [options] BaaREZ) (U mm/dd/yy-HH:MM:SS) 7>5 @ OBFL 1 7' % FoRr L&
T

status OBFL DA % —T7 )V | F 4 =T AT —F 2A%FRLET,

L

Any

A —R—a—F

VDC EHE
VDC = —H
avy FERE J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

EREDHS F31>

%l

Zpawr RIZTA B RIAETT,

WIZ, 2008 4£3 A 10 H % 3 BF 45 50250 OBFL 2 £RT 562~ LET,

switch# show logging onboard starttime 03/10/08-15:45:00

switch#

Il Cisco NX-OS System Management 2%~ K I) 77 L .~ X Release 4.0
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| showa< > K

show logging server W

show logging server

Syslog — "DFRTE % FK 1T HIZIL, show logging server =~ > K& L £,

show logging server

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

FTIAILE L

ARV K E—F Any

#R—pehd1-¥o-p A—X—a—F

VDC EHHE
VDC = —#
avy FERE )= FEAE
4.0(1) Zoav s RPREASIE LT,

FRLEOAMESAY o<l RieoA vy A FRECT,

Bl RIZ, Syslog ¥ —"DOREZZRT DB 2R LET,
switch# show logging server
switch#

BAEaTUF avvk L]
logging server UE— | Syslog 4 — " ERELET,

Cisco NX-OS System Management <> F I) 2 7 L > X Release 4.0
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show aT U F |

l show logging session status

show logging session status

aX 7 vy a DA T—HF AEFRT HIZIE, show logging session status =~ > RZff L F

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

RS

show logging session status

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

Any

A — = —F

VDC EHE
VDC = —
av Y FEE y—= EEARS
4.0(1) Zoawry RPREAINE LT,

EREDHS F31

#l

Zpa<wy RIZTA v RAIARETT,

WIZ, aXo 7 vy arDAT—HRAE2ERTHHEZRLET,

switch# show logging session status
switch#

Il Cisco NX-OS System Management 2%~ K I) 77 L .~ X Release 4.0
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| showa< > K

show logging status

show logging status

LR YY) ADERHA

FTIAILE

AUk E—F

#R—bEhA1—HF 0-)

QX7 AT —H A&FRRT HIZIX, show logging status =~ > K& H L E 7,

show logging status

Zoawry NTE, SIEELIEF—TU—REH Y A,

L

Any

A== —

VDC EHHE
VDC = —#
avy FERE )= FEAE
4.0(1) Zoav s RBREASIE LT,

EREDHS FS1>

]

Zpa<wy RIZTA v RAIARETT,

WIZ, aX o AT =X AR RTHHERLET,

switch# show logging status
switch#

[ oL-15810-03-J
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show aT U F |

M show logging timestamp

show logging timestamp

QX A LAZ T DOFREEF T HITIL, show logging timestamp =~ > REfH L £7,

show logging timestamp

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

FTIAILE L

ARV K E—F Any

#R—pehd1-¥o-p A—X—a—F

VDC EHHE
VDC = —#
avy FERE )= FEAE
4.0(1) Zoav s RPREASIE LT,

FRLEOAMESAY o<l RieoA vy A FRECT,

Bl WIZ, BX T A A DAZ T OREERRTHHERLET,
switch# show logging timestamp
switch#
BAEaTUF avv kR L]
logging timestamp DX T B DAL T OMNSEHRELET,

Cisco NX-OS System Management < > F I) 2 7 L > X Release 4.0
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| showa< > K

show logging levelntp W

show logging level ntp

Network Time Protocol (NTP; %> hU—2 XA A v kaj) O Syslog 2 7 L~ L% FKRTBHIZ
. show logging level ntp =~ > RZfifH L £,

show logging level ntp

DUBYYADFREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

T4 7L

T
H
I
™.

avy FEODa~w L RE—F

Hh—-rehda-¥o-N Fxv hU—7 EFHE
Xy hI—7 F_RL—H
VDC & B
VDC AL —#

av Yy FEE ))y—= EERE
4.0(1) Zoawry FPREAINE LT,

BREDFAESAY —oOa<y RIZTFA 2y A TARETT,

i WIZ, NTP a2 7 L~ L2 FKrt 5% R LET,

switch(config)# show logging-level ntp

MEav R aAvUF A
logging level ntp NTP 2 7 L~V R E L ET,

Cisco NX-OS System Management <> F I) 2 7 L > X Release 4.0
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show aT U F |

H show module

show module

BV AL ST HICH, show module > FAAEFTLE T

show module [slot {bandwidth-fairness | recovery-steps} | uptime | xbar [xbar-slot]]

YUBYIADHEB  slot (TH) VO EY 2 L E A A P E D 2L D AT FNEE
bandwidth-fairness TV o — L OEIRIE AN R EE R F R LET,
recovery-steps EVa— NV EXTURENGEET I FIEEZETRLET,
uptime (FE) £EVa—nN0Y e— FMEORERHZERRLET,
xbar L) 777V w7 EVa—LOEREERLET,
xbar-slot L) 777V vy EVa—NDAay NEE
TI4I b T —YHNOTRTDOIO T 2= A== NP T 2 — L DOEREERLET,
OV R E—F EEDavwy RE—R

#R—bshd1-¥o-l x> bU—TFHE
VDC EBE
Xy NU—2 F_L—&
VDC A~ L—4%

avy FERE Jy1)—=x EENE
4.0(1) Zoavwr RREAINE LT,

BREDFAESAY —0Oa<y RIZFA By A TARETT,

% KIZ, ¥ —VHNOTRTOEY 2 —MCHT HREFRT 62" LET,
switch# show module
Mod Ports Module-Type Model Status
2 48 10/100/1000 Mbps Ethernet Module N7K-M148GT-11 ok
6 0 Supervisor module-1X N7K-SUP1 active *
Mod Sw Hw World-Wide-Name (s) (WWN)
2 4.0(2) 0.407 --
6 4.0(2) 0.311 --
Mod MAC-Address (es) Serial-Num
2 00-19-07-6c-4d-a8 to 00-19-07-6c-4d-dc  JAB104400PO
6 00-19-07-6c-1a-78 to 00-19-07-6c-1a-80 JAB10380101

* this terminal session

Cisco NX-OS System Management < > F I) 2 7 L > X Release 4.0
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| showa< > K

show module W

WIZ, FFEDEY 2 — VT 2R E R -T2 2RLET,

switch# show module 2

Mod Ports Module-Type Model Status

2 48 10/100/1000 Mbpe Ethernet Module N7K-M148GT-11 ok
Mod Sw Hw World-Wide-Name (s) (WWN)

2 s 0007 -
Mod MAC-Address (es) Serial-Num

2 00-19-07-6c-4d-a8 to 00-19-07-Gc-4d-de JABL04400F0

W2, 777V w7 BV 2a—/WIZHETHERERTT 02 RLET,

switch# show module xbar

Xbar Ports Module-Type Model Status

r oo owear N7K-C7010-FAB-1 ok
Xbar Sw Hw World-Wide-Name (s) (WWN)

o 0203 -
Xbar MAC-Address (es) Serial-Num
Lo TAB104300HM

* this terminal session

BEaTUR avwv kR B L
show hardware AN R =TT AR E RR LET,
show inventory N RU =T avR—xy MEREERLET,
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show aT U F |

M show ntp peer-status

show ntp peer-status

Network Time Protocol (NTP; x> hU—2 XA L 7 a hajl) T DAT—HX AR RTHITHE,

DB VY ADEBH

T4

T
H
I
™.

avy

#ik—rEhd1—4 0—)

show ntp peer-status =~ > RZHEH L £7,

show ntp peer-status

o=y FE, I ERIEF—TU—REH ) £H¥A,

L

FEDa~vy RE—R

Fv NU— U EMHE
Xy hI—7 F_RL—H
VDC & B

VDC AL —#

avy FERE

EREDAA K34

-2 EEANE

4.0(1) Zoavwr RREAINE LT,

Toawy RiZIA By A EARETT,

] WIZ, NTP BT A7 — 4 2% RpT 5615 RLET,
switch(config)# show ntp peer-status

EEavTUF avwuk EA
show ntp peers NTP 7T AR EFR R~ LET,
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| showa< > K

show ntp peers W

show ntp peers

Network Time Protocol (NTP; x> hU—2 Z A4 A 7 u haji) E©T7IZETIEREFERTHITE
show ntp peers =~ > F&EH L ET,

show ntp peers

DUBYYADFREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

T4 7L

T
H
I
™.

avy FEODa~w L RE—F

Hh—-rehda-¥o-N Fxv hU—7 EFHE
Xy NU—2 FL—&
VDC EHL#E
VDC AL —%

av Yy FEE ))y—= EERE
4.0(1) Zoawry FPREAINE LT,

BREDFAESAY —oOa<y RIZTFA 2y A TARETT,

i WIZ, NTP 7T 215w ERT~T 0 2R LET,

switch(config)# show ntp peers

EEavTUF avwuk EA
show ntp peer-status NTP B 72T D AT —H AMEREFE R LET,
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show aT U F |

M show ntp source

show ntp source

Network Time Protocol (NTP; x> hU—27 XA A 7ua haj)n) V—RIHETHEREERTHIT

iZ. show ntp source =~ > R&EH L F9,

show ntp source

DUBYYADFREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

T4 7L

T
H
I
™.

avy FEODa~w L RE—F

Hh—bENZI-F O v bU— T FRE
*v N —7 F L —H
VDC EHL#E
VDC # L —%

avy FERE -2 EEANE

4.0(1) Zoavwr RREAINE LT,

BREDFAESAY —oOa<y RIZTFA 2y A TARETT,

i WIZ, NTP YV —ADIEREFRRT D02 R LET,

switch(config)# show ntp source

PEavTUR avwyv Rk EizLE

ntp source NTP YV — 2 &&ELET,
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| showa< > K

show ntp statistics

Network Time Protocol (NTP; % v U —27 XA & 7'm b aL) HHEREERT 5121, show ntp

statistics =~ > RZEHL E£7,

show ntp statistics W

show ntp statistics {io | local | memory | peer {ipaddr address | name namel [..namen]}

DB VY ADEBH

T4

avURE—F

#ik—bEhd1—¥ 0—-)

io A HEHE#RZ R R L E T,

local 2 —J1JUNTP CEREF SN DI T v X R R LET,

memory AEY a—RNEELERF I o F2RRLET,

peer BT OET AR T U BRI LET,

ipaddr address IPvd 7213 1Pv6 7 FL AR EFLDOET OFEFHEREF R LET,

IPvd 7 FU AL Ry MEE 10 #ER (xxxx), IPv6 7 F L R (% 16 £

B (A:B:C:D) THRELET,

name namel [..namen] 1 DEIFEROLHI & ©7 OfEHERZF R L ET,

L

EEDa~vy RE—R

X U — S
Sy NI —7 F_X—H
VDC &g
VDC A XL —#

avy FEE

EREDHS F31>

J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

Zpawy RIZTA B RIAE T,

%l RIZ, NTP #talfEd®a #rRT 02 R LET,
switch(config)# show ntp statistics local
EZEav UK = N L
clear ntp statistics NTP #EH R EEHE L F9
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show aT U F |

M show ntp timestamp-status

show ntp timestamp-status

Network Time Protocol (NTP; %> hU—27 XA A Tu hajn) OF A LAZ U TEREFR T D
121X, show ntp timestamp-status =~ > N & L F9,

show ntp timestamp-status

DUBYYADFREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

T4 7L

T
H
I
™.

avy FEDa~vy RE—R

Hh—-rehda-¥o-N Fxv hU—7 EFHE
*v N —7 F L —H
VDC EHLHE
VDC AL —#

avy FBEE Jy—= EENE
4.0(1) Zoavy FREAINE L,

BREDFAESAY —oOa<y RIZTFA 2y A TARETT,

i WIZ, NTP Z A LAB VT DAT —H A Formd D% LET,

switch(config)# show ntp timestamp-status

Cisco NX-OS System Management < > F I) 2 7 L > X Release 4.0
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| showa< > K

show processes M

show processes

TNRA ADT v AR EFRTT HIZIEL, show processes =~ > REHEHA L E T,

show processes [vdc vdc-number)

DR Y)Y AMEBA  vde vde-number ({EE) %<& ® Virtual Device Context (VDC; BT /XA A 2T XA ) D

Tt AfERERRLET,
FIAI K 2—H L FAL ARNDOTRTCOT O ADEREFERLET,
avY R E—F fEoa<vy RE— R

#ih—bEhd1—¥0- xv NU—7EFHE
VDC EBE
Xy hU—7 XL —H
VDC A~ L—%

avy FERE J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

FEEEOASLEFSLY HLWVDCIZT 744 D VDC 1 HDHIEETE ET,
Zha~vr RIZTA v RFARETE,

1 WIZ, TN ADT a AEREFRRT D2 LET,

switch# show processes

PID State PC Start_cnt TTY Type Process
1 S b7f9e468 1 - O init
2 IS 0 1 - 0 migration/0
3 IS 0 1 - O ksoftirgd/o0
4 S 0 1 - O desched/o0
5 IS 0 1 - 0 migration/1
6 S 0 1 - O ksoftirgd/1
7 S 0 1 - O desched/1
8 IS 0 1 - O events/0
9 S 0 1 - O events/1
10 S 0 1 - O khelper
15 S 0 1 - O kthread

Cisco NX-OS System Management <> F I) 2 7 L > X Release 4.0
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show aT U F |

M show processes

WIZ, LW VDC o7 atAEREFR T DHHE2RLET,

switch# show processes vdc 2

PID State PC Start_cnt TTY Type
1 S Db7f9e468 1 - o]
2 IS] 0 1 - o]
3 IS 0 1 - o]
4 IS] 0 1 - o]
5 IS] 0 1 - o]
6 IS 0 1 - o]
7 IS 0 1 - o]
8 IS] 0 1 - o]
9 IS 0 1 - o]

10 IS 0 1 - o]
15 IS] 0 1 - o]

Process

init
migration/0
ksoftirgd/o0
desched/0
migration/1
ksoftirgd/1
desched/1
events/0
events/1
khelper
kthread
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| showa< > K

show processes cpu W

show processes cpu

TNA A EDOT v AD CPU RN A FKRT HIZ13, show processes cpu =~ > FZEH L ET,

show processes cpu

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

FTIAILE a— TR ANDTRTCOTa ZADFEREZFRLET,

avYKE—F FEoavy RE—R

FR—behd1-¥n-N v bU—7EHE
VDC EHIE
Xy NT—7 F_XL—X
VDC XL —&

av Y FERE Jiy—=R EEARS
4.0(1) Zoawry RPREAINE LT,

FRLEOAMESAY o<l RieoA vy A FRECT,

i WIZ, Frt 2D CPUMERIRILZ FRT 28 2R LET,
switch# show processes cpu
PID Runtime (ms) Invoked uSecs 1Sec Process
1 286 315748 0 0 init
2 302 636268 0 0 migration/0
3 1586 72636726 0 0 ksoftirgd/o0
4 502 1345165 0 0 desched/0
5 1956 559740 3 0 migration/1
6 2218 457761883 0 0 ksoftirgd/1l
7 2325 1469647 1 0 desched/1
8 1158 794795 1 0 events/0
9 1258 721210 1 0 events/1
10 62 2779 22 0 khelper
15 0 30 25 0 kthread
24 0 2 5 0 kacpid
102 201 286 704 0 kblockd/o
103 276 516 535 0 kblockd/1
116 0 5 17 0 khubd

Cisco NX-OS System Management <> F I) 2 7 L > X Release 4.0
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show aT U F |

M show processes log

show processes log

Tuv A vl ONKFEFRT DHIZIEL, show processeslog 2~ > FEEHLET,

show processes log [details | pid process-id | vdc-all]

YUY ADHR  details (EE) Trtx n 7O ReFERLET,
pid process-id (EE) BEOTav R ZHoWNWT, kX a VO EREFR T LET,
7t A ID OFFIL 1 ~ 2147483647 T,
vdc-all EE) ¥ _RTOVDCOHO7rat 2 o/ EREFE R LET,
FTIAILE FNRAALEOTRCOTrE 20H~ ) — IR TR LET,
avy R E—F fFEDa~vy RE—R

#R—bshd1-¥o-l Fv bU—TFHE
VDC EEE
Fv NI —7 F_—%
VDC A~ L—%

avy FERE J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

FREDHAESAY —oa<wr RiZoA4 By A IARETT,

il Wiz, 7rk 2w r7oY~ ) —tFRe£rT 02 LET,

switch# show processes log

VDC Process PID Normal-exit Stack Core Log-create-time
1 aclmgr 3632 N Y N Thu Mar 13 21:37:07 2008
1 aclmgr 4182 N Y N Wed Mar 12 13:45:38 2008
1 aclmgr 4205 N Y N Wed Mar 12 13:45:38 2008
1 adjmgr 4333 N N N Sat Nov 24 06:25:20 2007
1 arbiter 4332 N Y N Mon Nov 19 10:14:42 2007
1 arp 3870 N Y N Sat Dec 22 12:02:46 2007
1 clis 10005 N Y N Sat Nov 24 03:46:13 2007
1 clis 10268 N N N Fri Dec 14 09:13:53 2007
1 clis 1040 N Y N Fri Nov 16 13:34:30 2007
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| showa< > K

show processes log ll

Wiz, 7atr a VO REETRTHHERLET,

switch# show processes log details

Service: aclmgr
Description: ACL Mgr

Started at Thu Mar 13 20:34:35 2008 (507163 us)
Stopped at Thu Mar 13 20:37:07 2008 (664205 us)
Uptime: 2 minutes 32 seconds

Start type: SRV_OPTION RESTART STATELESS (23)
Death reason: SYSMGR DEATH REASON FAILURE SIGNAL (2)
System image name: n7000-s1-dk9.4.0.1.gbin

System image version: 4.0(1) S7

PID: 3632
Exit code: signal 11 (core dumped)

CWD: /var/sysmgr/work

Virtual Memory:

CODE 08048000 - 0811CCF4
DATA 0811DCF4 - 0811EBES8
BRK 08121000 - 08259000
STACK BFFFE270
TOTAL 47244 KB

Register Set:

EBX B7D64CDO ECX 00000001 EDX 00000001
ESI 41170040 EDI 00000000 EBP BFFFD1C8
EAX 00000401 XDS C010007B XES 0000007B
EAX FFFFFFFF (orig) EIP B7D5BEF2 XCS 00000073
EFL 00010292 ESP BFFFD1CO XSS 0000007B

Stack: 4272 bytes. ESP BFFFD1CO, TOP BFFFE270

O0xXBFFFD1CO: B7D5BEEO B7D64CD0O BFFFD1D8 B7D5C381 ..... Lo
0XBFFFD1DO: B7D2614C FF000226 BFFFD218 B7D232BA La..&........ 2..
OxBFFFD1EO: B5542014 B7D25DEO 000007DE B5542014 . T..]....... T.
OxBFFFD1FO: B7D08918 B7D2614C FF000226 08241A54 ....La..&...T.S.
O0xBFFFD200: B5542014 41170034 08241A54 B7D2614C . T.4..AT.$.La..
0XBFFFD210: FF000226 BFFFD2DO BFFFD278 B7D138CE &....... X....8..
OxBFFFD220: 08246A04 08230074 BFFFD2D0 B7D5A24D .jS.t.#..... M. ..
0XBFFFD230: B7D6369A 00002000 00000004 00000000 .6... ..........
0XBFFFD240: 0000C005 00002000 BFFFD278 B7D3CFS90 ..... [

Cisco NX-OS System Management <> F I) 2 7 L > X Release 4.0
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show aT U F |

M show processes log

WIZ, BFEOTnAD T a2 ol OFEMREREERTIHERLET,

switch# show processes pid 3632

Service: arp
Description: Address Resolution Protocol (ARP

Started at Sat Dec 22 12:02:19 2007 (216828 us)
Stopped at Sat Dec 22 12:02:44 2007 (496964 us)
Uptime: 25 seconds

Start type: SRV_OPTION RESTART STATELESS (23)

Death reason: SYSMGR DEATH REASON FAILURE SIGNAL (2)
System image version: 4.0(0.788) S16

PID: 3912
Exit code: signal 11 (core dumped)

Threads: 3906 3905 4066 3917 3884 3870
CWD: /var/sysmgr/work

Virtual Memory:

CODE 08048000 - 08071474
DATA 08072474 - 08074794
BRK 08075000 - 080DE0O0O
STACK BFFFEB80

TOTAL 107908 KB

Register Set:

EBX B7EF4264 ECX B53F45CA EDX B8009SB1E
ESI B601C003 EDI B53F45C8 EBP B53F4578
EAX B800SB1E XDS 0000007B XES 0000007B
EAX FFFFFFFF (orig) EIP B7EDF9AB XCS 00000073
EFL 00010286 ESP B53F4560 XSS 0000007B

Stack: 2688 bytes. ESP B53F4560, TOP BFFFEB80

0xB53F4560: B601C003 00000001 F1EC838D B7EF4264 ............ dB. .
0xB53F4570: 00000000 00000000 B53F45D8 B7EEQCOD ......... E?.....
0xB53F4580: B601C003 B53F45CA B53F45C8 B53F45C0 ..... E?..E?..E?.
0xB53F4590: 00000001 B53F45C4 00000000 00000001 ..... E?. ... ..

WIZ, MBT ASA A LEOFTRTOVDC DT rt X n ViFRER~T 562 LET,

switch# show processes log vdc-all

VDC Process PID Normal-exit Stack Core Log-create-time
1 aclmgr 3632 N Y N Thu Mar 13 21:37:07 2008
1 aclmgr 4182 N Y N Wed Mar 12 13:45:38 2008
1 aclmgr 4205 N Y N Wed Mar 12 13:45:38 2008
1 adjmgr 4333 N N N Sat Nov 24 06:25:20 2007
1 arbiter 4332 N Y N Mon Nov 19 10:14:42 2007
1 arp 3870 N Y N Sat Dec 22 12:02:46 2007
1 clis 10005 N Y N Sat Nov 24 03:46:13 2007
1 clis 10268 N N N Fri Dec 14 09:13:53 2007
1 clis 1040 N Y N Fri Nov 16 13:34:30 2007
1 clis 10486 N Y N Fri Nov 16 14:58:59 2007
1 clis 10646 N Y N Fri Nov 16 14:59:45 2007
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| showa< > K

show processes memory M

show Processes memory

Tt ADAEYED Y TIEREFRTT HIZIL, show processes memory =~ > RZEH L ET,

show processes memory [shared]

LR YY) ADERHA

FTIAILE

aAvU kR E—F

#R—bEhA1—HF 0-)

shared

(EE) EAAEVEHD Y TERRLET,

TrERZED Y TONAEY 2R RLET,

FEoavy RE—R

Fy N U —
VDC EHIE
Py NU—7 R —H
VDC XL —&

aAvy FEE

EREDHS F31

#l

)1)—x EERNT
4.0(1) Zoavy FREASNE L,

Zpa<wy RIZTA v RAIARETT,

WIZ, 7rADXEVEY B TEREZ ST DB 2R LET,

switch# show processes memory

W 0 U W N

N R R
s Ul o L

MemAlloc

O O O O O O O o O O o

StackBase/Ptr Process

bffffda0/bff££890 init

0/0 migration/0
0/0 ksoftirgd/0
0/0 desched/0
0/0 migration/1
0/0 ksoftirgd/1
0/0 desched/1
0/0 events/0
0/0 events/1
0/0 khelper

0/0 kthread

0/0 kacpid
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show aT U F |

Bl show processes memory

wIZ, T 2O AEYEID L THEREE ST 202RLET,

switch# show processes memory shared

Component Shared Memory Size Used Available Reference

Address (kbytes) (kbytes) (kbytes) Count
smm 0X60000000 1024 3 1021 115
cli 0X60110000 24576% 13991 10585 84
am 0X61920000 14336%* 14 14322 7
urib 0X62730000 32768%* 648 32120 25
u6rib-ufdm 0X64740000 320% 188 132 2
urib-redist 0X647A0000 4096%* 0 4096 25
icmpve 0X64BB0000 2048 0 2048 2
ip 0X64DC0000 8192 65 8127 23
urib-ufdm 0X655D0000 2048* 0 2048 2
ué6rib 0X657E0000 16384%* 507 15877 12
ipvé 0X667F0000 8192 2 8190 9
u6rib-notify 0X67000000 2048* 681 1367 12
rpm 0X67210000 2048 6 2042 11
mrib 0X67420000 40960 2 40958 3
mrib-mfdm 0X69C30000 5120 0 5120 2
mérib 0X6A140000 10240 2 10238 3
mérib-mfdm 0X6AB50000 2048 10 2038 2
igmp 0X6AD60000 8192 0 8192 2
bgp 0X6B570000 8192 182 8010 1

Shared memory totals - Size: 189 MB, Used: 16 MB, Available: 173 MB
Free Physical Memory: 0 MB kernel, 0 MB user

BEav VK avwy kR EL:
show processes et R EREFRRLET,
show startup-config 2R — KN v T a7 4 Xal—arERrLET,
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| showa< > K

show redundancy status W

show redundancy status

TLEMEC B 2 572 R 2 £ 9 5 121%. show redundancy status =~ > N&f#H L ¥ 9,

show redundancy status

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

FTIAILE L

ARV K E—F Any

#R—bEhd1-¥0-L v bU—7FHE

VDC EHH
av Y FEE ))y—= EEAE
4.0(1) Zoawry FPREAINE LT,

FREDAAESAY oo~y RieoA By AIAETT,

] wIZ, TR REFRT 012 L ET,

switch# show tech-support ascii-cfg
Redundancy mode

administrative: HA
operational: None

This supervisor (sup-6)

Redundancy state: Active
Supervisor state: Active
Internal state: Active with no standby

Redundancy state: Not present
Supervisor state: N/A
Internal state: N/A
System start time: Fri Aug 15 15:55:19 2008
System uptime: 3 days, 23 hours, 57 minutes, 22 seconds
Kernel uptime: 4 days, 0 hours, 1 minutes, 39 seconds
Active supervisor uptime: 3 days, 23 hours, 57 minutes, 22 secondss
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show aT U F |

H show rmon

show rmon

a7 4 Xalb—varEiEA A —FK el %2FRT5I121%, showrmon =~ K& L &
ﬁ—o

show rmon {alarms | events | hcalarms | logs | status}

S/ yHZADEHB  alarms BEFRHAD32EY NRMON 7 7 — A% F s LET,
events BRIEWFHD RMON A N b &2 FKRLET,
hcalarms REFEHD 64 £ b High Capacity (HC; m&A &) RMON 77— & FK/RL
7,
logs RMON A X h v 7 &£ R LET,
status RMON fF#R&EF R LET,
TI24IE 3P

avY R E—F Any T— K

¥h-rEhd1-¥o-N xv V-7 EHE

VDC EHE
av Yy FEE Jiy—=R EEAS
4.0(1) Zoawry RPREAINE LT,

FRLEOAMESAY o<l RiioA vy A FRECT,

i W, REFHSD RMON 7T — L ukFrd &R LET,

switch# show rmon alarms

Alarm 20 is active, owned by test

Monitors 1.3.6.1.2.1.2.2.1.16.30 every 30 second(s)
Taking delta samples, last value was 17

Rising threshold is 15, assigned to event 1
Falling threshold is 0, assigned to event 0

On startup enable rising or falling alarm

WIT, REWHH»D RMON A X &R AT HH 2R LET,

switch# show rmon events

Event 4 is active, owned by administrator@london op_ center

Description is WARNING (4)

Event firing causes log and trap to community public, last fired 03:32:43

Cisco NX-OS System Management < > F I) 2 7 L > X Release 4.0
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| showa< > K

RIZ, REFRHD@AERMON 7 7 — L a2 T 562~ LET,

switch# show rmon hcalarms

High Capacity Alarm 1 is active, owned by cseSysCPUUtilization.O@test
Monitors 1.3.6.1.4.1.9.9.305.1.1.1.0 every 10 second(s)

Taking absolute samples, last value was 0

Rising threshold is 60, assigned to event 4

Falling threshold is 59, assigned to event 4

On startup enable rising alarm

WIZ, RMON 22 7 4 ¥ a b —3 g a7 HERE2ERT A0 2~ LUET,

switch# show rmon status

Maximum allowed 32 bit or 64 bit alarms : 512
Number of 32 bit alarms configured : 0
Number of 64 bit hcalarms configured : 0

showrmon W

switch#
EEaIUF avyvk EL:
rmon alarm 32EY FPRMON 7 7 —AZHKELET,
rmon event RMON A X F&2FRTELET,
rmon hcalarm 64> FRMON 77— AZHRELET,
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show aT U F |

B show running-config eem

show running-config eem

Embedded Event Manager (EEM; #iAGAHLTIA R N v 32—V x) OFfFar 7 4 Fal—va v
% Fov T 5IZ1L. show running-config eem =~ > R&fiH L £,

show running-config eem

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

avURE—F Any

#h—pEhd1-Ho-) A—S—a—H

VDC EBE
VDC =—
avy FEE Jj1)—=x EERNE
4.0(1) Zoavy FREASNE L,

FRLEOAMESAY o<l RieoA vy A FRECT,

i W, BEM (T3> 74X alb—a v aEz T 5047 LET,

switch# show running-config eem
version 4.0(1)

event manager applet oir-applet
event manager applet gold-match

#

-
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| showa< > K

showsnmp W

show snmp

Simple Network Management Protocol (SNMP; fii% % v hU—2FH 7 1k av) [FRE R T DI
/X, showsnmp =2~ FEZEHLET,

show snmp

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

avURE—F Any

#iR—bshd1-¥o-l x> bU—JFHE
Xy NU—7 FRL—X
VDC B HH
VDC A~ L—%

avy FEE Jj1)—=x EERNE
4.0(1) oavwy FBREAINE LT,

FREDHAESAY —oa<wr RS54y A IARETT,

Cisco NX-OS System Management <> F I) 2 7 L > X Release 4.0
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show aT U F |

W show snmp

Bl RIZ, SNMP 1% FrT D0 %R LET,

switch(config)# show snmp

sys contact:

sys location: anyplace, Anywhere

0 SNMP packets input
0 Bad SNMP versions

O O O O O o o

Unknown community name
Illegal operation for community name supplied
Encoding errors
Number of requested variables
Number of altered variables

Get-request PDUs
Get-next PDUs

0 Set-request PDUs
0 SNMP packets output

0 Too big errors

0 No such name errors
0 Bad values errors
0

General

Community
Comm2
testCommunity
com3

errors

Group / Access

network-admin

vdc-operator

vdc-admin

SNMP USERS

User

foo

User3

admin
userl

Auth

Priv (enforce) Groups

md5

md5

md5
md5

aes-128 (no) network-operator
vdc-admin
network-admin

no network-operator
des (no) network-admin
des (no) vdc-admin

NOTIFICATION TARGET USERS

(configured for sending V3 Inform)

User

foo

(EngineID 11:22:33:44:55)

foo

(EngineID 33:0:33:

SNMP Tcp Authentication Flag

Auth Priv
md5 no
sha no
22:33)
Enabled.

BEEa<T VR avv ik

SR

snmp-server community

SNMP 22X =2=54 AN U HEBELET,
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| showa< > K

show snmp community Wl

show snmp community

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

Simple Network Management Protocol (SNMP; f#iZ kv NV —27 &7 0 hajn) aia=74 A b
V7 EFoRT HIZiE, show snmp community =~ > R&2HH L E7,

show snmp community

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

Any

Xy NU— 7 EEE
Xy NU—7 FRL—X
VDC B HH
VDC A~ L—%

EREDHS F31>

Jj1)—=x EERE
4.0(1) oavwy FBREAINE LT,

TN AR EEZNTWD SNMP 22 2 2 =7 ¢ O —E & FKI/RT 5(21%, show snmp community =~
YREMHLET,

Cisco NX-0S U Y —Z 4.0(2) LLFE TiX, show snmp-community =~ > F|Z &> T, SNMPv2¢c 23 =
STAIET Yy BT ENTNDTRTOSNMP 27 F R RERENET,

Toa<wy P25 A4y A IRETT,

i WIZ, SNMP 22X 2=7 4 A MU 7 BROEET LT XTOSNMP 27 F 2 MERRT D
FlzrLET,
switch# show snmp community
Community Group / Access context
testCommunity vdc-operator contextB
Comm2 network-admin
com3 vdc-admin
BEEaTUR avvFk % BA
snmp-server community SNMP 22X =2=5 4 ANV U ITHZEELET,
snmp-server mib community-map SNMP 2 2= 4 AU >Z%SNMP 25 F A KT

~ v B LET,
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show aT U F |

M show snmp context

show snmp context

Simple Network Management Protocol (SNMP; %% v U —2 &7 0 hal) ar7* 2k vy
v 7 HRRT AHIZIL, show snmp context 2~ REEH L E,

show snmp context

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

avURE—F Any

#iR—bshd1-¥o-l x> bU—JFHE
Xy NU—7 FRL—X
VDC B HH
VDC A~ L—%

avy FEE Jj1)—=x EERNE
4.0(2) oavy FBREAINE LT,

FREDHAESAY —oa<wr RS54y A IARETT,

il WIZ, SNMP 2T XA b vy B T aFoRnd D02 L ET,

switch# show snmp context

Context [Protocol instance, VRF, Topology]
contextB instancel,
vrfl,
topol
___________________________________________________________________ r
EZEa< K =1 N L]
snmp-server context SNMP 2> 7% A R v o U7 2B/ ELET,

-
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| showa< > K

show startup-configeem W

show startup-config eem

Embedded Event Manager (EEM; flAAALTA X h =X —T %) DAF— T v a7 ¥
L— 3 U EFRRT AHITIL, show startup-configeem =~ REEH L E9,

show startup-config eem

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

avURE—F Any

#h—pEhd1-Ho-) A—S—a—H

VDC EHE
VDC = —
av Y FEE y—= EEARS
4.0(1) Zoawry RPREAINE LT,

FRLEOAMESAY o<l RieoA vy A FRECT,

i WIZ, EEMAZ — T w7 a7 4 FXalb—ya raRnT 202 RLET,

switch# show startup-config eem
switch#

<
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show aT U F |

Bl show snmp enginelD

show snmp enginelD

Simple Network Management Protocol (SNMP; f#iZy %> U —27EFH T m haL) =T ID 2%
R B, show snmp enginelD =~ > RZEH L E£4,

show snmp enginelD

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

avURE—F Any

$h—r&hd1—¥0-N xv U —JEHE
Xy NT—7 F~XL—X
VDC EHLH
VDC XL —%&

avy FEE Jj1)—=x EERNE
4.0(1) Zoavwy FBREAINE LT,

FREDHAESAY —oa<wr RS54y A IARETT,

1 WIZ, SNMP =V ID #E 5T 40% 7 LET,

switch(config)# show snmp engineID
Local SNMP engineID: [Hex] 80000009030005300A0BOC
[Dec] 128:000:000:009:003:000:005:048:010:011:012

BEa<T UK avv kR EL
snmp-server user SNMP % —7%" > Ml —H &% E L ET,
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| showa< > K

show snmp group H

show snmp group

Simple Network Management Protocol (SNMP; fii® >~ hU—27 &8 a ha)) J—T %2 F£RT
51Zi%. show snmp group =~ > R&fEH L E7,

show snmp group

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

avURE—F Any

#iR—bshd1-¥o-l x> bU—JFHE
Xy NU—7 FRL—X
VDC B HH
VDC A~ L—%

avy FEE Jj1)—=x EERNE
4.0(1) oavwy FBREAINE LT,

FREDHAESAY —oa<wr RS54y A IARETT,

Cisco NX-OS System Management <> F I) 2 7 L > X Release 4.0
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show aT U F |

M show snmp group

Bl RIZ, SNMP 7' Vv— 7% KRmxd 6%~ LET,

switch(config)# show snmp group

role: network-admin
description: Predefined network admin role has access to all commands
on the switch

1 permit read-write

role: network-operator
description: Predefined network operator role has access to all read
commands on the switch

1 permit read

role: vdc-admin
description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

role: vdc-operator
description: Predefined vdc operator role has access to all read commands
within a VDC instance

Rule Perm Type Scope Entity
1 permit read
BAEaITUF avvk L]

role name SNMP /' L—7F L L THEATH EX 2T 4 n— L AR ELET,
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| showa< > K

show snmp host

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

Simple Network Management Protocol (SNMP; ffii% %~ bV —2F#H 7 1 haL) R M@ L —

N&EFRT HI2IE, show snmp host 2~ > REMFH L E7,

show snmp host

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

Any

Xy NU— 7 EEE
Xy NU—7 FRL—X
VDC B HH
VDC A~ L—%

EREDHS F31>

show snmp host W

Jj1)—=x ETEARE
4.0(1) Zoavwr RREAINE LT,

Zpawr RIZTA B RIAETT,

%l WIZ, SNMP R A b & RRT D02~ LET,
switch(config)# show snmp host
Host Port Version Level Type SecName
192.0.2.1 33 vl noauth trap Comm2
192.0.2.2 162 v3 auth trap comm3
Use VRF: Blue
192.0.2.10 162 v3 auth trap testCommunity
Filter VRF: Red

EEavTUF avwuk B
snmp-server host SNMP = A & ELET,
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Cisco NX-OS System Management I¥ >~ F I) 77 L X Release 4.0 i



show aT U F |

M show snmp trap

show snmp trap

Simple Network Management Protocol (SNMP; %% v b U —2&F# 7 1 kL) @A r—7 /L A

T —H A& FE T HIZ1E, showsnmp trap =2~ REEHLET,

show snmp trap

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

avURE—F Any

$h—r&hd1—¥0-N xv U —JEHE
Xy NT—7 F~XL—X
VDC EHLH
VDC XL —%&

avy FERE J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

FREDHAESAY —oa<wr RS54y A IARETT,

%l WIZ, SNMP J@HIA F—T N AT —H A% FrxT 50 LET,
switch(config)# show snmp trap
Trap type Enabled
aaa server state-change No
callhome No
entity fru Yes
license Yes
snmp authentication No
vrrp No
link No
bridge topologychange No
bridge newroot No
stpx inconsistency No
stpx loop-inconsistency No
stpx root-inconsistency No
BAEaIUF avwyvFk BT
snmp-server trap enable SNMP B % A 2 — 7 Wi LET,
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| showa< > K

show snmp user

Simple Network Management Protocol (SNMP; %%~ U —2FH 7 0 haL) a—F2RRT5

{Z1X, show snmpuser 2~ N&EFEHLET,

show snmp user [username [enginelD id]]

show snmp user

DoAY H DA

TI24IEb

avURE—F

#ik—bEhd1—¥ 0—-)

username =W, 32 LFUNOEETOA MY 7 (KT LT E KRB T
H/E_’l/i‘é—o
enginelD id WaZ—5 v F 2—HFDOSNMP =Y ID AR ELET, =00 ID I,

1 {ED 10 EEEZ a2 TR SR THEELET,

FTRTCOL—F2FRLET,

Any

Xy NU— 7 EEE
Sy NT—7 F_L—H
VDC EHH

VDC XL —&

avy FEE

EREDHS F31Y

J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

Zpawr RIZTA B RIAETT,

] KIZ, SNMP 2—H 2 Ford 502" LET,
switch(config)# show snmp user
SNMP USERS
User Auth Priv(enforce) Groups
foo md5 aes-128 (no) network-operator
vdc-admin
network-admin
User3 md5 no network-operator
admin md5 des (no) network-admin
userl md5 des (no) vdc-admin
NOTIFICATION TARGET USERS (configured for sending V3 Inform)
User Auth Priv
foo md5 no
(EngineID 11:22:33:44:55)
EEaI<UF avvFk HiEA
snmp-server user SNMP == —H#%ZHELF7,
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show aT U F |

M show snmp sessions

show snmp sessions

HIAE D Simple Network Management Protocol (SNMP; &5 % v bV — &7 hajn) tyva v

ZFR$HITIE, show snmp sessions =~ > REEH L £,

show snmp sessions

DUBYYADGBE Zom<r N, SIERELEF-U-FEHY FH A,

T4 L

avY R E—F Any

$h—r&hd1—¥0-N xv U —JEHE
Xy NT—7 F~XL—X
VDC EHLH
VDC XL —%&

avy FERE Jj1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

FREDHAESAY —oa<wr RS54y A IARETT,

1 WIZ, SNMP vy g v aE T 5HE2R~LET,

switch(config)# show snmp sessions

PEavTUR avwyvFk EizLE

snmp-server user SNMP = —H# &% E L7,

-
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| showa< > K

show sprom W

show sprom

T8 ZD Y 7L PROM (SPROM) DN % K7 HIZIE, show sprom 2~ > &AL E T,

show sprom {all | backplane bp-number | clock clock-number | cmp | fan fan-number | module slot |
powersupply ps-number | stby-sup | sup | xbar xbar-number}

DoAY H DB

T4

avURE—F

#ik—bEhd1—¥ 0—-)

all WHLT SA A EOFTRTHOI R —F 2 MMIOWT, SPROM DN
ReRRLET,

backplane bp-number Ny 7 7 L—2® SPROM ONEEFRLET,

clock clock-number 7y Y a—/L® SPROM ONEEFRLET,

cmp Connectivity Management Processor (CMP; #5ii B H 7 vt v H) @
SPROM DNEZFK R LET,

fan fan-number 7 7 @ SPROM ODNFEF R LET,

module slot 1/0 & ¥ = —/LD SPROM DNE % F R LET,

powersupply ps-number EIREE D SPROM ONEEF R L ET,

stby-sup AH IS A== R Y TV 22— /L0 SPROM DNEEF R L
ESr

sup TIT 4T A=A W T2 —/LD SPROM ODNEHFKR L
ESr

xbar xbar-number 777Uy FEYa—/LD SPROM ODNEEFE R LET,

FNRAZFEOFTRCOTa20H~ ) —FE#REFERLET,

EEDa~vy RE—R

X U —y SR
VDC EHE

*v N —7 F R —H
VDC A XL —#

avy FEE

EREDHS F31>

J1)—=x ETEAR
4.0(1) Zoavwr RREAINE LT,

WELT N4 A 2 R—3 2 b E® SPROM (21X, vV 7 &S, Part Number, U B Y g &K 572
E. =Ry = T ICET L5 RPRE I L TOET,

Zoa<wy FIZ5A vy AIARETT,
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show aT U F |

W show sprom

]

W, WBF AL Z DT _RTOa Ly R—F FMTOWT, SPROM [FHRAFRTHH 2R LET,

switch# show sprom all
DISPLAY active supervisor sprom contents:

Common block:

Block Signature Oxabab
Block Version 3

Block Length 160

Block Checksum 0x158a
EEPROM Size 65535

Block Count 3

FRU Major Type 0x6004

FRU Minor Type 0x5

OEM String Cisco Systems, Inc
Product Number N7K-SUP1
Serial Number JAB10380101
Part Number 73-10877-03
Part Revision 09

Mfg Deviation 0

H/W Version 0.311

Mfg Bits 0

Engineer Use 0

snmpOID 0.0.0.0.0.0.0.0
Power Consump -247

RMA Code 0-0-0-0
CLEI Code TBD

VID TBD

Wiz, Ny 7 7 L—20 SPROM fE#EER~T OB 2R LET,

switch# show sprom backplane 1
DISPLAY backplane sprom contents:

Common block:

Block Signature Oxabab
Block Version 3

Block Length 160

Block Checksum 0x147e
EEPROM Size 65535

Block Count 5

FRU Major Type 0x6001

FRU Minor Type 0x0

OEM String Cisco Systems, Inc.
Product Number N7K-C7010
Serial Number TBM11256507
Part Number 73-10900-04
Part Revision 03

Mfg Deviation

H/W Version 0.403

Mfg Bits 0

Engineer Use 0

snmpOID 0.0.0.0.0.0.0.0
Power Consump -247

RMA Code 0-0-0-0
CLEI Code

VID

Chassis specific block:

Block Signature 0x6001
Block Version 3
Block Length 39
Block Checksum 0x3bf
Feature Bits 0x0

HW Changes Bits 0x0
Stackmib OID 0

MAC Addresses 00-18-ba-d8-3f-bc
Number of MACs 128
OEM Enterprise 9

OEM MIB Offset 5
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| showa< > K

MAX Connector Power:
WWN software-module specific block:
0x6005

Block Signature

Block Version

Block Length

Block Checksum
wwn usage bits:

00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

1
0

show sprom W

1

0x66

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

License software-module specific block:
0x6006

Block Signature

Block Version

Block Length

Block Checksum
lic usage bits:
00 00 00 00 00 OO
Serial number specific block:
0x6007

00 00
Second
Block
Block
Block
Block

Signature

Version

Length

Checksum
Serial Number

1
16

0x77

1
28

0x302
TBM11256507
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show aT U F |

M show system cores

show system cores

a7 7y A NLEFRRT HIZIE, show system cores =~ > RZHA L ET,

show system cores

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

T4 FTANTOWREDTHEREF T LET,

avYKE—F FEoavy RE—R

FR—behd1-¥n-N F*v bU—7EHE
VDC EHIE
Xy NT—7 F_XL—X
VDC XL —&

av Y FEE Jy—= EERNE
4.0(1) Zoavy FREASNE L,

EREDALFSM4Y VAT LA AT 77 A NAEHRET HITIL, system cores =~ K& L ET,

Toa<wy NS5 A4ty A IRETT,

1 WIZ, VAT L a7 7y ANVORDEERER T D0 ERLET,

switch# show system cores
Cores are transferred to slotO:

BAEa<v K avwvFk B

system cores VAT AT Ty ANLERELET,
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| showa< > K

show system error-id

show system error-id

a7 7y A NOEIIEEREFRRT HIZIE, show system error-id =~ > K& L E7,

show system error-id {error-number | list}

LR YY) ADERHA

T4

#ih— b Shd1—F 0-)

error-id =5 —FK 5, ALHPHIL 0x0 ~ OxfIfff T9,
list TRTDOVAT LT — A yE—IZonT, BHEREREZRLET,
L

FEEDax FE—F

X NU— 7B
VDC &L

Iy NT—7 FL—X
VDC AL —#

EREDAA K34

]

-2 EEANE

4.0(1) Zoavy FREAINE L,

Toawy RiZIAtr A EARETT,

WIZ, =T — Ay b—VOFEMRIGREER ST D20 2R LET,
switch# show system error-id 0x1

Error Facility: (null)
Error Description: not enough memory

WIZ, TRTOZT— Ay e—VOHMBEREREZRERTIHHZTRLET,
switch# show system error-id list

Common errors:

0x00000000 (SYSERR_SUCCESS) : "success".

0x00000001 (SYSERR_NOMEM) : "not enough memory".

0x00000002 (SYSERR_PSS ERROR): "error while accessing PSS".

0x00000003 (SYSERR_CMI_NO_RESPOSE_PAYLOAD): "no cmi response payload".
0x00000004 (SYSERR_CMI_NULL RECEIVE BUF): "null cmi receive buffer".
0x00000005 (SYSERR_MGMT_ ERROR) : "unknown error".

0x00000006 (SYSERR_MGMT NO_ENTRY) : "entry not present".

0x00000007 (SYSERR_MGMT NO OBJECT): "object not present".
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show aT U F |

Bl show system memory-status

show system memory-status

AEY AT —H AEREFETRT HITIE. show system memory-status 2~ > F&fHH L F9,

show system memory-status

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

T4 FTANTOWREDTHEREF T LET,

avYKE—F FEoavy RE—R

FR—behd1-¥n-N F*v bU—7EHE
VDC EHIE
Xy NT—7 F_XL—X
VDC XL —&

avy FEE )1)—x EERNT
4.0(1) Zoavy FREASNE L,

FRLEOAMESAY o<l RieoA vy A FRECT,

i WIZ, AEY AT —H AFEREBZRT D027 LET,

switch# show system memory-status
MemStatus: OK
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| showa< > K

show system reset-reason ||

show system reset-reason

TNAALEDKEY 2 — DY &y MNEHBEREAZZ 7T 5121%, show system reset-reason =~ > K
BEHALET,

show system reset-reason [module s/ot | xbar xbar-number]

module slot VO FELa—LET TR — =" P 2 — L ORI N 4 55K

Lij—o

xbar xbar-number

777y B a— LOFEHHEHEERLET,

PIZ PP It L]
T4
aAvU kR E—F

#R—bEhA1—HF 0-)

A== XY P T2 — LDV ty NEBEEZFERLET,

FEoavy RE—R

Fy hU— 7 EEE

EREDAA K34

Jyy—x
4.0(1)

EENE
Zoavy FREAINE L,

Z Do~y RiET 7 %4 b ® Virtual Device Context (VDC; AET /XA A2 2T F A K) N TOH
ERCTEET,

Zpawr RIZTA B RIAE T,

Bl WIZ, A== R, P TV a— DYy NEHBREEZZRT 6 2R LET,
switch# show system reset-reason
————— reset reason for Supervisor-module 6 (from Supervisor in slot 6) ---
1) At 11151 usecs after Fri May 30 14:40:50 2008
Reason: Reset Requested by CLI command reload
Service:
Version: 4.0(2)
2) At 171083 usecs after Wed May 28 11:40:49 2008
Reason: Reset Requested by CLI command reload
Service:
Version: 4.0(2)
————— reset reason for Supervisor-module 5 (from Supervisor in slot 6) ---
1) No time
Reason: Unknown
Service:
Version:
2) No time
Reason: Unknown
Service:
Version:
BAEaTUF avyFk BT

clear system reset-reason

TNRAAD Yy NEBREBREAMEELET,
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show aT U F |

M show system uptime

show system uptime

AIEID S AT 5 T v 7a— R b ORRERH 2 £33 5 121%, show system uptime =~ > N & fifi

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

L/ji‘j—o

show system uptime

Zoavy FZiE SIBERITF—Y—FEd v £HA,

TART ORI ERR LET

EEODa~vy RE—R

X U — S
VDC EBE

*v N —7 FR_L—H
VDC A XL —#

EREDHS F31>

%l

Jj1)—=x EERNE
4.0(1) oavy FBREAINE LT,

Zpawr RIZTA B RIAETT,

W, BIEIDO S 2T L U m— Kb Otk 2 &R T 262~ LET,

switch# show system uptime

System start time: Fri May 30 14:46:25 2008

System uptime: 16 days, 23 hours, 9 minutes,
Kernel uptime: 16 days, 23 hours, 13 minutes,
Active supervisor uptime: 16 days, 23 hours, 9 minutes,

-
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| showa< > K

show tech-support ascii-cfg W

show tech-support ascii-cfg

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

F v 7 RA Y MERRICEAT 25 A £ R 5 121E, show tech-support ascii-efg =~ . K%
BHLET,

show tech-support ascii-cfg

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

Any

X U — S

VDC EHLH
avy FEE )= FEAE
4.0(1) Zoav s RPEASHE LT,

EREDHS FS1>

]

Zpa<wy RIZTA v RAIARETT,

WIZ, F = 7 RA » MERICET 2R f M a2 2R 002 R LET,

switch# show tech-support ascii-cfg
“show checkpoint summary’

stable admin Tue May 27 13:19:24 2008
“show checkpoint™

Name: stable

version 4.0(2)

power redundancy-mode combined force
license grace-period

feature vrrp

feature tacacs+

feature ospf

feature pim

feature pimé

feature msdp

feature eigrp

feature rip

feature isis

feature pbr

B Ea< R

avvk B
show checkpoint FrxvIRA VN T7ANVORNRERRSLET,
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show aT U F |

M show tech-support session-mgr

show tech-support session-mgr

arvZ4Xal—var by iargflidTotyiar v 2= ICElT L EMREREYFR
9°%1Z1%. show tech-support session-mgr =~ > R&fifH L £,

DUBYYDADHRA Zoa~r FZE, BIBEREF-U-FEIHY EEA,

FTIAILE L

ARV K E—F Any

#R—bEhd1-¥0-L v bU—7FHE

VDC EHH
av Y FEE ))y—= EEAE
4.0(1) Zoawry FPREAINE LT,

BREDHAESAY o7 a—T 40 70rbiityyay v 32—V v ICEHT 2 HEREZIET 5I21E, show
tech-support session-mgr =~ > RZHHALET, Z0a~vr KN, Eyiary v 32—V ¥ 2B+
LMl E 2R LET, Z0avry FOHNET7 7 A /VICRIFLTERBE, tyvary v Fx—
VT LY AR FEFEOBRICIRT T OMERH Y £7,

Zoa<wy FIZ5 At A IARETCT,

15l RIZ, show tech-support session-mgr =~ > KO % 7 7 A MR GFET B0z~ LET,

switch# show tech-support session-mgr > bootflash:output

REIT R avo kR i
show configuration session a7 4Xalb—rvaryvyraIZETAEREERLET,
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| showa< > K

show tech-support snmp W

show tech-support snmp

DoAY H DA

T4

avURE—F

#ik—rbEhd1—% 0—-)

Simple Network Management Protocol (SNMP; ffi% % > b U — 277 1 kav) (2T 236/ 724
With AR — MMEHEFRT 5121%, show tech-support snmp =2~ > RZHH L £,

show tech-support snmp

Zoavy FZiE SIBERITF—Y—FEd v £HA,

L

Any

Xy NU— 7 EEE
Xy NU—7 FRL—X
VDC B HH
VDC A~ L—%

avy FERE

EREDHS F31>

Jj1)—=x EERNE
4.0(1) oavy FBREAINE LT,

NI TNY a—TF 4 T D12 SNMP IZBT 5 ER A INEET HI21E. show tech-support snmp =
~ U REFALET, Zoa~r Rix, SNMPICBT 2t fmae £ R LES, Z0a~vr RO
HNE 7 7 A VRIFEL TR E, SNMP IZBT 5 YR — FEFEDORRICIRM T2 0ERH Y £7,

Zpa<wr RIZTA B RIAETT,

1l RIZ, show tech-support snmp =~ > KO 1% 7 7 A WITRIET D012~ L ET,
switch# show tech-support snmp > bootflash:output

BEa<v K avvFk B
snmp-server community SNMP 2 2= 4 AP U TEHRELET,
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show aT U F |

W show xml server status

show xml server status

XML Y= "D AT — & A ET DR EFRT DI,

DB VY ADEBH

T4

T
H
I
™.

avy

#ik—rEhd1—4 0—)

£

show xml server status

o=y FE, I ERIEF—TU—REH ) £H¥A,

L

FEDa~vy RE—R

X NU— 7B
Xy NU—2 FL—&
VDC & BE#

VDC AL —#

show xml server status =~ > % L

avy FERE

EREDAA K34

]

-2 EEANE

4.0(1) Zoawry FPREAINE LT,

Toawy RiZIA By A EARETT,

WIZ, XML = "D AT —Z 2T HEHREZ R T IHHE2RLET,

switch(config)# show xml server status
operational status is enabled

maximum session configured is 8
switch(config) #
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