ZOETEH, 2~ FANB R T E S Cisco NX-OS VAT AEHa~ 2 FIZOWTHEBHLET,
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H rate-limit

rate-limit

BELZSPAN Yy v a O —% Ry N AL v F KA—K TFFA4Y% (SPAN) /X7y DY —2R
U— MR &2 ET HI121E, rate-limit =2~ > FEFEHLET, L— MIROBRELZHIKRT 12X, Z
Oa<wr RO no BXEHEHLET,

rate-limit {auto | 1-100}

no rate-limit

B DEREA
TI2FIE
avY kK E—F

#i—rshda1—4 n-)l

auto WO X HIZ, BEIMIZE I AA FEALTL— MHIRZFFHE LE 3 : 56880
NS / A 53 JT IR IR,
1~100 TA v N— ROFKRET L DU MNHEETE S SPAN X v FORFR KL —

FONR—=Y T —VEEELET, fETE DM 1 ~ 100 TY,

FA4E—T

EF=H ar7 4 X a2l — =2 (config-monitor)

network-admin

vdc-admin
avy FER yy—=x EEER
5.2(1) Zoawry RRBMEhE L,

BEREDAA FS54>

GE)

7

1E L\ Virtual Device Context (VDC; T NA 2 2T H A N) 2FEHLTWD I L 2R LET,
VDC DT % switchto vde =~ > F&HEH L £,

MTU D)0 #TL SPAN O L— MilERIZ, WU SPAN E v g TA R —T I TE A, 1 By
TaryTHAHERELEEGE, V= MilROBREEZT 4 =7 MZTDHE T, L— BRI N F1 &~
V=X EFV 22—V THASIN, MTUBIDETHT 4 =770 £,

SPAN ® L — FflfRIZ, F1 3V —X FVa2—VBIUOR V=X EFV2— LT THR—-FENT
WET,

ZDawy RCiE, 4BV RSN ESHY FHA,

Wiz, FBE L= SPAN vy a®D SPAN X7 v b L— MBRZRET 502~ LET,

switch# configure terminal
switch(config)# monitor session 3
switch (config-monitor)# rate-limit 30
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rate-limit Wl

switch (config-monitor) #

KIZ, $5E L2 SPAN £ > 3 »® SPAN "7 v D L — MR EZHIBRT 262~ L £7,

switch# configure terminal
switch(config)# monitor session 3
switch (config-monitor)# no rate-limit

BEa<v R avwU R B
monitor session SPAN By v a v aRETAHZH, T=F a7 4 Fal—rary E—NK
R L ET,

show monitor session SPAN t v a L DAT—F 2% FRLET,
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W record

record

NetFlow E=% CfliflT 2% 7u— La— FzHEET DL, record 2~ FEFEHLET, La—F
FHIBT 51T, —oa<r RO no B AHFHLET,

record name

no record [name]

BX DA name BEA7 O NetFlow L = — R4 il
TIAILE L
OV K E—F NetFlow E=% a7 ¥ a2 L—3 a3 (config-flow-record)

Hh—reNd1-F0—) network-admin

vdc-admin
av Yy FER yy—=x EEER
4.0(1) Zoavr RRBEMEhE LK,

EREDAHMA K542 IE L\ Virtual Device Context (VDC; RARTF N4 2 2T %2 b)) 2HH LTS Z & 2R LET,
VDC DOZEE 1% switchto vde =~ > FE2HH L E9,

Zoavy FZiE, 48 ABMEDH Y £H A,

1 WwIZ. NetFlow E=% Tfffl7 % NetFlow L' = — FEEET 26257 LET,

switch (config)# switch(config)# flow monitor newflowl

switch (config-flow-monitor)# description recordflow

switch (config-flow-monitor)# record netflow ipv6é original-input
switch (config-flow-monitor) #

K12, NetFlow £E=#/b L a— FallfRT 562~ L ET,

switch (config-flow-record) # no record netflow ipv4 original-input
switch (config-flow-record) #

BEa<TFR avwyk £
show flow sw-monitor NetFlow &= 4 |[CTA1EREZFRLET,
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record netflow

La— ROBREHIRT DICE, Z0oa~vr Fono BXEEHALET,
record netflow layer2-switched input

no record netflow layer2-switched input

record netflow Wl

NetFlow £=# THERDOL A ¥ 2 L a— R&EIRI 5I21E. record netflow =~ REMHEHL E I,

BXX D5 layer2-switched R D LA ¥ 2 NetFlow INEX F—LZ4EE L £,
input AJJ NetFlow Z$5E L E£7,
TIAILE L

avYkE—F

#i—rshda1—4 n-)l

NetFlow =% a7 (X2l —I 3

network-admin

vdc-admin
avy FER Jyy—=x EEER
4.0 Zoavwry RRBMESnELE,

BEREDAA FS54>

Zoavwy FZiE, 4B AN ES D FH A,

] KIZ, NetFlow £E=4 TRKDOL A Y 2 La— REBIRT L2~ LET.
switch (config)# flow monitor FLowMonitorl
switch (config-flow-monitor) # record netflow layer2-switched input
switch (config-flow-monitor) #
WIZ, NetFlow L' a— ROBBRMSHERO LA ¥ 2 ZHIBRT 202~ LET,
switch (config-flow-monitor) # no record netflow layer2-switched input
switch (config-flow-monitor) #
BIEaT VR =Y B
record NetFlow € =% T4 %5 7o — La— RzEELET,

record netflow-original AJTIPv4 La— REHEELET,

| oL-25806-2-J
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M record netflow ipv4

record netflow ipv4

NetFlow & =#{Z IPv4 L 22— RZ@EIRT 5121%, record netflow ipvd =~ FEHHLET, La—
ROBIRZHIRT 5121, Zoa~vy Fone BRAHEH L ET,

record netflow ipv4 {original-input | original-output | protocol-port}

no record netflow ipv4 {original-input | original-output | protocol-port}

B DEREA
TI24+IEK
avY kK E—F

#ik—bShda1—% 0-)l

original-input #Ek D 1Pv4 AN7] NetFlow #f8E L £7°,
original- ek ® 1Pv4 HJ7 NetFlow #15E L £,
output

protocol-port 7a b arBIOR— MEF TR EEELET
L

NetFlow E=%# =27 4 ¥ = L —3 3 > (config-flow-monitor)

network-admin

vdc-admin
av Yy FERE J1y—2 EEEM
4.0(1) Zoawry RpBIMEnE L,

EREDHA R4

7

Zhavy RiZiE, 4B RIVEDHD A,

Iz, NetFlow &= #|Z NetFlow IPv4 L 21— RZRIRT 552 R LET,

switch (config)# switch(config)# flow monitor newflowl

switch (config-flow-monitor)# description recordflow

switch (config-flow-monitor)# record netflow ipv4 original-input
switch (config-flow-monitor) #

WIZ, NetFlow IPv4 L 2— FORRZHIFRT 5612~ L £,

switch (config-flow-monitor) # no record netflow ipv4 original-input

BBEav R

avy kR Bl
show flow sw-monitor NetFlow F=%|ZfT A EREFRLET,
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record netflow ipv6

NetFlow & =% (Z NetFlow IPv6 L = — FZ &S 5(21%, record netflow ipv6 =~ > FAfEH L £

T La— FOBRREZHIRT 22T, Zoa~vr Fone BRz2#ALET,

record netflow ipv6

record netflow ipv6 {original-input | original-output | protocol-port}

no record netflow ipv6é {original-input | original-output | protocol-port}

B DA

TI24+IEK

avU Rk E—F

#ik—bShda1—% 0-)l

original-input £k IPv6 A7 NetFlow Z#E L 7,

original- 1k D 1Pv6 ) NetFlow ZHE L £,
output

protocol-port  7'u Lo LOKR— MEFFAAHEL £,

L

NetFlow E=%# =27 4 ¥ = L —3 3 > (config-flow-monitor)

network-admin

vdc-admin
av Yy FERE J1y—2 EEEM
4.1(3) Zoawry RpBIMEnE L,

EREDHA R4

7

ZDa=wy RZiE, 4BV RIS ESHY FHA,

iz, NetFlow &= #|Z NetFlow IPv6 L 22— R&RINT 4|2~ LE7,

switch (config)# flow monitor Custom-NetFlow-Record-1
switch (config-flow-monitor) # record netflow ipvé original-input

iz, NetFlow IPv6 L o — FOERZHIET 20425~ L £,

switch (config-flow-monitor) # no record netflow ipvé original-input
switch (config-flow-monitor) #

avwyk H L]

show flow sw-monitor NetFlow & =% |[ZT AEREZFRLET,

| oL-25806-2-J
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M record netflow-original

record netflow-original

AJ)IPv4 L a— REEIRT 5121E, record netflow-original =~ > F&HEHA L ET, L a— KOER

ZHIBRT DI, Zoa~w>r Rone JERXZHEHRLET,
record netflow-original

no record netflow-original

BX D Zoavy IS, SIERIEF—T— FiEdb v 8 A,
TI+IE L
avY kK E—F NetFlow E=% 27 ¥ 2 L—3 3 (config-flow-monitor)

+h—peNd1-¥0- network-admin

vdc-admin
avy FER Jyy—=x EEEM
4.0(1) Zoawry RpBIMEnE L,

FEREDHLAESAY oo~y RidiE, 948 230 EH Y £8 4.,

1 Wiz, IPv4 AP L a2 — F&EBIRT L6142 R7 L ET,

switch (config)# flow monitor Custom-NetFlow-Monitor-1
switch (config-flow-monitor) # record netflow-original
switch (config-flow-monitor) #

wIZ, La— FOBRZHIRS 2612~ L £,

switch (config-flow-monitor) # no record netflow-original
switch (config-flow-monitor) #

BEa<TFR avw vk E

show flow sw-monitor NetFlow &= 4% |[CT A1EREZFRLET,
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remote-span W

remote-span

VE—h A=Yy b AL vF FAKR—=F 7577 14Y% (RSPAN) VLAN % SPAN & v a3 DEETT
& LTHRET HITIE. remote-span =~ > REffH L ET, SPAN > a2 Y—2R & LTD RSPAN
VLAN %#HIBRT 5123, o< Fone BRE2HEHLET,

remote-span

no remote-span

BX DA Zoawy RICE, BIEEREF—U— Rizb v A,

TI2FIE 7L

avV kK E—F VLAN =27 4 ¥ 2 L— 3 » (config-vlan)

Hh—reNd1-F0—) network-admin

vdc-admin
avy FER Jyy—=x EEEM
4.0(1) Zoawy RpBIMEnE L,

FEREDHAESAY oo~y RidiE, 948 AF0EH Y F8 4.,

1 Wiz, RSPAN VLAN # SPAN v a2y V—RE LCRETAHE2RLET,

switch (config)# wlan 100
switch (config-vlan)# remote-span

12, RSPAN VLAN & EZHIBRT 282~ L £7,

switch (config-vlan)# no remote-span
switch (config-vlan) #

EEEESIS =N S B
monitor session FoH a7 4Fal—ar B— RERBLET,
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B rmon alarm

rmon alarm

32 £’ I Remote Monitoring (RMON; UE—h E=4 1V ) 77— L%FET HIZIEL, rmon
alarm =2~ RZEHLET, RMON 7 7 —2ZHIkR7T2121%, Z0a~vr FOono JEAEHEH L E

B

rmon alarm alarm number mib-object sample-interval {absolute | delta} rising-threshold
value [rising-event] falling-threshold value [falling-event] [owner alarm-owner|

no rmon alarm alarm-number

BXDEHEA alarm number RMON 7 7 — A% 5, A7 1 ~ 65535 T,
mib-object F=HTHMIBAT V=7 b, AKEIL 80 XFTT,
sample-interval WEAL OS> 7V v 7R, f5ETE P 1 ~ 2147483647 T,
absolute BV TN EEET AN LET,
delta WEOY A LHIBIOY > I AD3ESy (FAX) 2F AN LET,
rising-threshold 5 L X MEZEE L 3, #iFHi% 2147483648 ~ 2147483647 T,
value
rising-event EE) TRLXWEEZ ERlS eI NI H—F 5142 b, BRHHIT 1
~ 65535 CTF, ANV IFEARKTDHE, AXCMOBEHINET,
falling-threshold TR L Ml % f57E L £ 9, #iPAIE 2147483648 ~ 2147483647 T,
value
Jalling-event (FEE) FTIRLEWEZ FE-72EEIZ I T—F5 100 b, AR72#HIT 1
~ 65535 T, ANV INEEKTHE, AU FOBMEHINET,
owner alarm (fE5) 77— b0+ —F—%EELET, RAEE 80 LT TT,
owner
TIAIE mL

#H—rEhd1—4 n-)l

Ja—) a7 4 Xal—y g

network-admin

vdc-admin
av Y FERE y1y—2 EEEM
4.0(1) Zoa<wy RRNBMENE L,

ERLEDAA K54

Zoavy FZiE, 48 ABNEDH Y £H A,
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rmon alarm W

5l Wiz, OID 1.3.6.1.2.1.2.2.1.141232 €y FDT 7—ALFEF 20 R ETHHZ~LET, o7V
JHIRIZ 30T, ZRT7 A MEETLES, LR LEWEIZF TV U IRIRBSHZY 15 =27 —T7,
COLEWVMEICETDEAX M IR MY T—SNET, FRLUEWVEZ Y7 o 7REHTZY 0 =
T—Td, ZOLEVHEIZETLEANCM0 (T avRl) RRUT—SET,
switch# config terminal

switch (config)# rmon alarm 20 1.3.6.1.2.1.2.2.1.14.16777216 30 delta rising-threshold 15 1
falling-threshold 0 owner cisco

switch(config)# no rmon alarm 20 1.3.6.1.2.1.2.2.1.14.16777216 30 delta rising-threshold
15 1 falling-threshold 0 owner cisco

BlEa<w R avwy R Bl
rmon event RMON A X» b &EFELET,
rmon hcalarm 64 £ N RMON 77— A%&HELET,
show rmon RMON #HEB LU v VitdkiEMmes £ R LET,
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H rmon event

rmon event

RMON A X b #RET DL, rmon event =~ > R&Z#H L Ed, RMON A X ~ZHIBT 51
X, Zoa<r FOone BXEFHLET,

rmon event event-number [description fext] [log] [trap community-string] [owner
owner-name]

no rmon event event-number

B DA

TIAILE

event-number RMON A X [ &FE5, BR7REHIL 1 ~ 65535 TY,

description zext UEE) A v hofdEHELET, KKEIL 80 XFTY,

log (EE) ARV IR T I7—HIZE > T MY A—EhihA, 42 F— K RMON
0 RMON 02 = b U 4R LET,

trap EE) AV ERTIT—AIlLsTChIH—anNGE, BEDaAIa=T 4

community-string 4 < Simple Network Management Protocol (SNMP; ffi5 v h U — 27 EFH 7 1
fan) NI o7EARLET, RKEIE 32 XFTT,

owner (EHE) 77— hOF—F—%4E LET, BARIE 80 XFTT,

owner-name

nL

Jua—nR) a7 4 FXal—g

network-admin

vdc-admin
avy FER Jyy—x EEEMR
4.0(1) Zoa<wy RRNEBMERE L,

EREDAHA R34y

]

Zoavy TR LA X M, rmon alarm £72/% rmon hecalarm =~ > FE2FH L CHRE L
T I LHoT R H—T&FET,

A4 X2 Mt rmon alarm (32 B> ) BLX M healarm (64 By b)) a~r FOWGTTHEATE £9,
Zoavwy RZiE, 4B RIS EDHY THA,

KIZ, AR —FRMON v ZIZitgk LT, A7V v a3a=71 7y 7% TIZSNMP F 7 v 7%
EETHEIIZ, RMON A X h 2 #RET D62~ LET,
switch# config terminal

switch (config)# rmon event 2 log trap public description CriticalErrors owner cisco
switch#
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rmon event W

avwy kR

SiBA

rmon alarm

328y FRMON 77— 2% HELET,

rmon hcalarm

64> hRMON 77— A &R TELET,

show rmon

RMON REB IO X o ViFRERRLET,
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B rmon hcalarm

rmon hcalarm

64 £ I Remote Monitoring (RMON; UV E—h =41 7) RERET
\Z1%. rmon healarm =~ > K%M L £ 9, rmon hcalarm % HI7 512

AL ET,

7 —2 (hcalarm)
1. 2oz~ RO no B A

rmon hcalarm alarm-number mib-object sample-interval {absolute | delta}
{rising-threshold- high value rising-threshold-low value [rising-event]
[falling-threshold-high value falling-threshold-low value [falling-event]]} [owner
alarm-owner)

no rmon hcalarm alarm-number

B DA

FTIANL

~

T

av Yy

.

#H—rshda1—4 n-)l

alarm-number

RMON hcalarm %75, A& 1 ~ 65535 T,

mib-object

FE=HXTDHMIBAT =7 b, KEIL 80 XFOIETTT,

sample-interval

WHEALOY 7 ) > J R, #iPRiE 1~ 700000 T9,

absolute KV TNVEEET AN LET,

delta BIEOY A EHIEIOY > FADES (FAE) 2FANLET,
rising-threshold 64 vy F FERFLEVED B 32 By FE2BRELET, FHETXAHMAIZ0 ~
-high value 4294967295 T,

rising-threshold-
low value

64y h ERLEWEDO T2 By MEFRELET, HE
4294967295 T,

T&E DML 0 ~

rising-event

(EE) ERLIWEZEBAZL I
0 ~ 65535 T,

FIT—=F 24 b, FEETE ZHMIX

falling-threshold-

64 By PFRLEVED EMZ32 By FARELET, fHETE %I 0~

high value 4294967295 T,
falling-threshold- 64 &' N FERLEVWED FAL32 By MERELET, HHETE HHMIL 0 ~
low value 4294967295 T9,

falling-event

(EE) FIRLEWMEZ FlHE-72 L EIZ
1% 0 ~ 65535 T,

FUT—=F 24Xk, $BE % i [

owner
alarm-owner

(EE) 77 —20A—F—%EELET, KA X% 80 XFTT,

L

Ja—nN) a7 4 F¥al—g

network-admin

vdc-admin
avy FER Jyy—=x EEEM
4.0(1) Zoawry RpBIMEnE L,
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rmon hcalarm W

FREDHLESAY ARV IERE 0L EEFHOXL (FRIFTHRERL) A XU T, 2a—FRT F—LHNTA R M &
BELRWE, ZOAXY FRBBNICV AT AL THEASNET, 2O MEI MY T—&N
THMLT 7 a v HFTLERAN, 77—y bahFEd, =P XA XV N2 HEE
TEXEHA, THNEFFRIERDOA X T,

ZDavwy RiiE, 4B AFSESHY ¥ A,

i KIZ., RMON EAERT 7 —A&2#ET L0 2R LET,
switch# config terminal

switch (config) # rmon hcalarm 2 1.3.6.1.2.1.31.1.1.1.6.22544384 30 delta
rising-threshold-high 55 rising-threshold-low 3776798720 4 falling-threshold-high 41
falling-threshold-low 3906340864 owner cisco

BEav VR avwy kR HL
rmon alarm 328y NRMON 77— A%#HELET,
rmon hcalarm 64 > h RMON 77— AZRELET,
show rmon RMON #FERB L e X 7/ EREERLET,
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H role distribute

role distribute

Cisco Fabric Services (CFS) O v — ViR EDEMU % A F— 7 2T 521, role distribute =~ > K
EREHLET,

role distribute

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK 2L
ATV R E—F Ja—r )L ary7 4 Xal—g

HR—rEhd1—FA-) network-admin

vdc-admin
vy FERE Jyy—= EEHEM
4.1(2) Zoa<wy RRNBMEE LT,

FEREDHLARSAY oo~y Ridid, 948 230 EH Y F8 A,

#1 Wiz, CFS ®Ou— LB E Dl A% A F—T ML, AT —H A %ErTH0%2RLET,

switch (config)# role distribute
switch (config)# show role status
Distribution: Enabled

Session State: Unlocked

BEEaTU KR avwvk B
show application_name 7 7)) /r— 2T CFSEEEA X —TNICTHMNEINEED, RES
status NET TV r—va v ODAT—Z 2 ERRLET,
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rollback running-config checkpoint W

rollback running-config checkpoint

REFHT =y VRA L b Ty ANDa—nA\y 7 283 5121, rollback running-config
checkpoint =~ > R&HEHA L £,

rollback running-config checkpoint name [atomic | best-effort | stop-at-first-failure]

BXXniA name F v 7 RBA L FOLEL
atomic (EE) =7 —NRBELRWEEDORa — LNy 7 2RI L F9,
best-effort (EE) m— ARy VEEEL, =5 —RNRBELBEEITIAF Yy 7 LET,
stop-at-first- (EE) =T —NFELELTIET 2 —A Ny 7 2 FELET,
failure

TI2FIE L

avY kR E—F Ja—r L ar7 4 ¥al—ay

Hh—rend1-F0—) network-admin

vdc-admin
av Yy FER yy—=x EEER
4.0(1) Zoavy RRBEINEhELE,

FERLEDHARSAY Zoa~vwr Riaid, F4 B 2I0EHY FHA,

i WIT. BEFHBTF 2w IBRA L N T ANDE— Ly 7 5 FET 26 %257 LET,

switch# rollback running-config checkpoint user-checkpoint-1 atomic
Note: Applying config parallelly may fail Rollback verification
Collecting Running-Config

Generating Rollback Patch

Executing Rollback Patch

Generating Running-config for verification

Generating Patch for verification

switch (config) #

BEav VR avwyk BL
show diff B—ARNy 7 FHMESNDZMOT 7 A NVOENERRFLET,
rollback-patch
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M rollback running-config checkpoint
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