show <> F

ZDOFETH, CiscoNX-OS £x¥ = U7 4 ® show 2~ RIZOWTHHALET,

show aaa accounting

AAA T O v T 4 v TRERBHRELTRT DL, show aaa accounting =~ > FEMH LTI,

show aaa accounting

BX DR Toawy RICE. BIEEFEF—T— FiEdH 0 A,
TI2FILE 7L
avY KR E—F fAEpa<wy K £—FK

#R—rEhA1—FO0-) network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—=x EEAE
4.0(1) Zoavy RRBEINEhE LR,

EREDFARSLAY oo~y Ridid, 94y ZAFAETT,

1 WIZ, THOvT v 7 alOREEFFRRTAOERLET,

switch# show aaa accounting
default: local
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show a2 F |

Bl show aaa authentication

show aaa authentication

AAA FBIFREHIM A F T 5121%. show aaa authentication =~ > F&HH L £,

show aaa authentication [login error-enable | login chap | login mschap | login mschapv2
| login ascii-authentication]

ESCDERBA login error-enable EE) vrA v :1:?»— A —TUDREERFRFLET,
login chap (f£E) CHAP %3 ;)’%Tf%zér LET,
login mschap ({£#) MS-CHAP FBREOFEEF R L E T,
login mschapv2 ({EE) MS-CHAP V2 BGEOREE R R LET,
login ascii-authentication ({1-&) %&ic. TACACS+ H— T2 T — KD ASCII FREHFDOHE & F+
R A ERLET,
TI2HIE avy—ptualA U RO ROBREELFRLET,
avy Kk E—F fFEDa~v K E—FR

#R—pEhd1-¥0— network-admin
network-operator
vdc-admin
vdc-operator

av > FERE )1)y—= EERNR
5.0(2) chap ¥—U— RIS E L,
4.2(1) mschapv2 ¥—U— RRBEMShE L,
4.1(2) ascii-authentication ¥ — 7 — KBS E LT,
4.0(1) Zoavy RRBMEShELE,

EREDFARSAY o=z~ Fidid, 94y AIARETT,

] W, RESNIRBIENT A—F 2R T 202~ LET,

switch# show aaa authentication
default: local
console: local
dotlx: not configured
eou: not configured
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| showa<vF

show aaa authentication

WIZ, Bitu /A v 27— A F—T VR EEFTRTIHHE R LET,

switch# show aaa authentication login error-enable
disabled

WIT, FAEw 7' A > CHAP RE = F£r-T 502~ LET,

switch# show aaa authentication login chap
disabled

WIZ, BFEr 7 A > MSCHAP R EAZ R -T D0 %R LET,

switch# show aaa authentication login mschap
disabled

WIZ, BiEr 7' A > MSCHAP V2 REZRKTT 562~ LET,

switch# show aaa authentication login mschapv2
enabled

WIZ, /SAT — FEERED ASCI FBIED AT — X Z R T D0~ LET,

switch (config)# show aaa authentication login ascii-authentication

disabled
BEa<>F avwyFk BIL
aaa authentication login TACACS+ H—_"T/X2T— KD ASCH FBFE%E A Fr—T /M LET,

ascii-authentication

aaa authentication login chap CHAP ZRirx 14 r—7 I L E T,

enable

aaa authentication login AAA FBIERIIA v =V a Y —MIFRRTHEIICRELE T,
error-enable

aaa authentication login MSCHAP #BEE%E A X — 7 M LT,

mschap enable

aaa authentication login MSCHAP V2 §87E% A x—7 MIZ LET,

mschapv2 enable
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show a2 F |

Il show aaa authorization

show aaa authorization

AAA BATREN @ EFRT B I,

show aaa authorization [all]

show aaa authorization =~ > F&FEH L E£7,

RESHTWAMELET 74V bOEAEFRLET,

X DA all CEe=a
TI2HIE RESNTOHIHEREFRLET,
avy kE—F AZpa~vr K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

#ik—rEhd1-F O0-)

Jyy—2 EERAR

4.2(1)

Zoawry RpBIMEnE L,

EREDHA R4

RIZ,
switch# show aaa authorization
pki-ssh-cert: local
pki-ssh-pubkey: local
AAA command authorization:

7l

default authorization for config-commands:

cts: group radius

ZDavy RiZiE, 74 R IARETT,

RESNTWORA TR R T o602 L ET,

none

RIZ, BESNTWDLRASFAET 74V FERRTHHEZRLET,

switch# show aaa authorization all

pki-ssh-cert: local
pki-ssh-pubkey: local
AAA command authorization:

default authorization for config-commands:
default authorization for commands:

cts: group radius

none
local
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| showa<vF

show aaa authorization W

BREaTY R avwyk HL
aaa authorization T4V hD AAA B FREHRELET,
feature cts Cisco TrustSec Hépea 1 *—7 /VIZ L ET,
feature ldap LDAP BrExZ A R —T7 M LET,
feature tacacs+ TACACS+ #REx A X — 7 MIZLET,
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show a2 F |

W show aaa groups

show aaa groups

AAA =N TN —TRFEEFRTT DHITIL, show aaa groups =~ > FEZEHLET,

show aaa groups

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK 7L

avY kR E—F fEZEpa~vy K E—FK

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEhELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,

!l WIZ, AAA T NV—TERER TR D0 2R LET,
switch# show aaa groups
radius
TacServer
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| showa<vF

show aaa user default-role Wl

show aaa user default-role

X DEREA

TI24ILEK

Ok E—F

#ih—rEhd1—F -

AAA 2—H T 7 3 )V b 0 —ILRE & FE T HIZI1L, show aaa user default-role =~ F&EH L 3,

show aaa user default-role

Zoavy Rk, IEELEIF Y —FEdH 0 £EA,

L

fTEDa<wy K E—K

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

yy—2 EEANRE
4.03) Zoavy RRBIMEShELE,

AAA =—H F 7 3 )V b 0 — L EHEET HIZIL. aaa user default-role =~ FEEHA L £,
Zoavr RiTid, 748 RFIAETT,

{5l WIZ, AAA=2—HF T7 4V b va— LR EER T HHERLET,
switch# show aaa user default-role
enabled
EEITUF avvk B
aaa user default-role AAA 2—HF FT7 4L N u—LE A F—T NI LET,
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show a2 F |

Bl show access-lists

show access-lists

F_T D IPv4 Access Control List (ACL; 727t %x a2 br— J A k), IPv6 ACL, 8L MAC
ACL, F7I345ED ACL %/~ 7 5121, show access-lists =~ > REHEH L 7,

show access-lists [access-list-name] [expanded | summary]|

BX DA access-list-name () ACL D41, 4HTCIERKT 64 LFOEKFAHATE ., KLF L/
CENKI S ET,
expanded EE) AT V=7 N INA—TOLEIET TR, 7 V=7 b FTV—TDONE
ERIATHLIICHELET,
summary ER) =2~ RPN ACL ICHTEREETRTHLIICHELET, FEMICo

Wi, MEH LD A RTA) 2L TIEIN,

TIAILE 2L

T
H
I
™.

av Yy FEDa~v K E—F

#H—r&hd1—# 0—-) network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE Jy—=R EEAR
4.2(1) a<wy FEAE, ACLAICE>TT V77 Xy MEZY —FShET,
fragments =~ FOVPR— FB3BEIMISE LT,
4.1(2) IPv6 ACL O R— F N BMENE LTz,
4.0(1) Zoa<wry RRNBMENE LT,

EREDHA RS54 access-list-name 315 %M LT ACL 245 ET 5 BA 2RO T, T34 2T+ _XTO ACL #F R L E
R
ACL # #4RE L 22WEE, T3 A TR, ACLAICE > TT7 7 7y MEIZ ACL ® Y 2 FAFKR
SNET,
expanded ¥ — UV — RZfHT DL, A7V b IA—TOLAHITTZT TR, ACL THEASRATW
HATVx b IN—TOFEMERTITEET, A7V b IA—TICET DI OV TEL,
object-group ip address =~ > | object-group ipv6 address =~ > . I LT object-group ip
port A< REZHRL TSI EEW,
summary ¥—V— F&EHEHT25 &, ACL#ECTId7e< ACLICET 2 E#Me2RRTEET, BRdh
HIERICIE. WONEBEENET,

o TV MYUHEMOBEERN ACLICx L TEREINTNAEMNE I M,
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| showa<vF

]

show access-lists W

e fragments =~ RS IP ACL IZxf L C BREINTND0E DD,

o ACLRBRENDNL—LE, ZOEIL, TAAANRNAL U F—T oA RAZ@WHEND & &2 ACL NIZE
TN MU AERMLETA, ACLINOIL—LNET P xs b ZL—F 52 dHAT 284, i
HEhs & ACLAO=2 FUHIX, V—AEIDIEDNIKREL D £7,

o ACLABEHENTWAAS Vv H—T A A,
e ACLWBT 277 4 7WREDA L H—T AR,

show access-lists =~ > Ni%, IROMFORENEDLEIZ, ACL NOKE= N OKGHEHRZ F 7
LEJ,

o ACL JEIT statistics per-entry =~ > FREFEN TS,
o BWHET v TIREEDA L H—T 24 A ACL B S TS,

IP ACL (T fragments =~ > R EENL5E, AR L — LB X CEGL— LV ORIZa~ o F
MWERRENET, L, T/ A TR, M7 7 7 A2 858 ACL DD T N TOMRKRL—v
W= L7 WEA, fragments =~ > RBEFIHI 7 7 7 2 v M@ SR ET,

Zoavwy RiZiE, 74 B R FARETT,

wiZ, IP ACL BEOMAC ACL 3 1 DT OBREINTZT /NA AT, ACL 4 ZEHETIZ show
access-lists 2~ NEZfEHT 202" L E£7,

switch# show access-lists

IP access list ip-v4-filter
10 permit ip any any
MAC access list mac-filter
10 permit 00c0.4£00.0000 0000.00ff.ffff 0060.3e00.0000 O000.00ff.ffff ip

iz, show access-lists =~ FZHEH LT, MainLab 4 7Y =27 b J L —F%B<< v M) oxz
kU EALORFER A S T, ipv4-RandD-outbound-web &\ 5 481D IPv4 ACL % F/RT 564 7R
LET,

switch# show access-lists ipv4-RandD-outbound-web

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup MainLab any eg telnet
1010 permit tcp any any eq www [match=820421]

Iz, show access-lists =~ > & L C, ipv4-RandD-outbound-web & > 9 £ IPv4 ACL %
KT 562~ LET, expanded ¥— T — FEHERTL L, = MU BMOFREFEHRZEZ DT, AiO
BIOATx s N TN—TONENRERINET,

switch# show access-lists ipv4-RandD-outbound-web expanded

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 10.52.34.4/32 any eq telnet [match=5032]
1005 permit tcp 10.52.34.27/32 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]

WIZ, summary ¥— VU — K & & $1Z show access-lists 2~ > FEZEH LT, ACL A HEHINTWD
AV H =T 2 A AR ACL T 77 4 TIRED A & —T7 = A A7z & D ipv4-RandD-outbound-web &
WO AETO IPv4 ACL BT D& RR T o6l &2~ LET,

switch# show access-lists ipv4-RandD-outbound-web summary
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show a2 F |

Bl show access-lists

IPV4 ACL ipv4-RandD-outbound-web

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

BEa<YU R = N i
fragments IP ACL 3Rl 7 Z 7 A v N & BT 5 ka3 ELE T,
ip access-list IPv4 ACL #RELE T,
mac access-list MAC ACL %% E L E 7,
show ip access-lists T T IPv4 ACL £ 721345ED IPv4 ACL #F R LET,

show mac access-lists T _TD MAC ACL F72134E D MAC ACL #FE/RrLET,
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| showa<vF

show accountinglog W

show accounting log

TARAYT 4T On TNEERRT HIZIEL, show accounting log =~ > REEH L ET,

show accounting log [size | last-index | start-seqnum number | start-time year month day
HH:MM:SS]|

BX DA size (EE) T 5u 0% A4 X (34 MEAL), #PHIZ 0 ~ 250000 T9,
last-index UEE) v 7NOEREDOA T v 7 AFFERRLET,
start-seqnum number  ({£F) FROHAREBEND, n JNOY—r AR SEZHRELET,
#PAIE 1 ~ 1000000 TY,
start-time year month ~ ({£3%) HHOXRFBBBEND, e Z7NOBBRL ZEELET, year
day HH:MM:SS S, yyyy B TT, month 51313, 3 XFOFFEOKIETT, day 5l
¥owiL 1 ~ 31 T, HH:MM:SS 51%0%, 4 24 BRER T,

TI2HILE 7L

T
rH
|
™.

avy FEEOav N E—F

#R—rEhB1—FO0-)V network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE Jyy—=x EEANR
4.2(1) last-index ¥ — 7 — K 47 3 8 L U start-seqnum ¥—7 — K 4
variBiEnE L,
4.0(1) Zoawy RRBMEE L,

FEREDHLAESAY oo~y Ridix, 94y AFARECT,

1 WIC, THTT 4o a7 ekrezrid 561 LET,

switch# show accounting log

Sat Feb 16 10:44:24 2008:update:/dev/pts/1 172.28.254.254:admin:show system uptime
Sat Feb 16 10:44:25 2008:update:/dev/pts/1 172.28.254.254:admin:show clock

Sat Feb 16 10:45:20 2008:update:/dev/pts/1 172.28.254.254:admin:show logging log
file start-time 2008 Feb 16 10:44:11

Sat Feb 16 10:45:23 2008:update:/dev/pts/1 172.28.254.254:admin:show accounting
log start-time 2008 Feb 16 10:08:57

Sat Feb 16 10:45:24 2008:update:/dev/pts/1 172.28.254.254:admin:show system uptime
Sat Feb 16 10:45:25 2008:update:/dev/pts/1 172.28.254.254:admin:show clock
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show a2 > F

Bl show accounting log

Sat Feb 16 10:46:20 2008:update:/dev/pts/1 172.28.254.254:admin:show
file start-time 2008 Feb 16 10:45:11
Sat Feb 16 10:46:22 2008:update:/dev/pts/1 172.28.254.254:admin:show

WIS, THOT 407 azd400 34 FEFRRTLHHZ2R-LET,

switch# show accounting log 400

Sat Feb 16 21:15:24 2008:update:/dev/pts/1 172.28.254.254:admin:show
start-time 2008 Feb 16 18:31:21

Sat Feb 16 21:15:25 2008:update:/dev/pts/1 172.28.254.254:admin:show
Sat Feb 16 21:15:26 2008:update:/dev/pts/1 172.28.254.254:admin:show

logging log

accounting

accounting log

system uptime
clock

RIZ, 2008 4FE 2 A 16 A D 16:00:00 IZBlMET 2T A0 T 4 o7 vn 7 aRR7THHEZRLET,

switch (config)# show accounting log start-time 2008 Feb 16 16:00:00

Sat Feb 16 16:00:18 2008:update:/dev/pts/1 172.28.254.254:admin:show
start-time 2008 Feb 16 15:59:16
Sat Feb 16 16:00:26 2008:update:/dev/pts/1 172.28.254.254:admin:show
start-time 2008 Feb 16 12:05:16
Sat Feb 16 16:00:27 2008:update:/dev/pts/1 172.28.254.254:admin:show
Sat Feb 16 16:00:28 2008:update:/dev/pts/1 172.28.254.254:admin:show
Sat Feb 16 16:01:18 2008:update:/dev/pts/1 172.28.254.254:admin:show
start-time 2008 Feb 16 16:00:16
Sat Feb 16 16:01:26 2008:update:/dev/pts/1 172.28.254.254:admin:show
start-time 2008 Feb 16 12:05:16
Sat Feb 16 16:01:27 2008:update:/dev/pts/1 172.28.254.254:admin:show
Sat Feb 16 16:01:29 2008:update:/dev/pts/1 172.28.254.254:admin:show
Sat Feb 16 16:02:18 2008:update:/dev/pts/1 172.28.254.254:admin:show
start-time 2008 Feb 16 16:01:16
Sat Feb 16 16:02:26 2008:update:/dev/pts/1 172.28.254.254:admin:show
start-time 2008 Feb 16 12:05:16
Sat Feb 16 16:02:28 2008:update:/dev/pts/1 172.28.254.254:admin:show

WIZ, EDA T v I ARG RRT OB LET,

switch# show accounting log last-index

logging log file
accounting log
system uptime
clock

logging log file
accounting log
system uptime
clock

logging log file

accounting log

system uptime

accounting-log last-index : 1814
BEIYUR avwvFk HieA
clear accounting log THYT 47 al 2 HlELET,
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| showa<vF

show arp access-lists W

show arp access-lists

J TP ARP Access Control List (ACL) F72I35FED ARP ACL # &7 521X, show arp
access-lists =~ > REMFEH L E 7,

show arp access-lists [access-list-name]

X DEREA

TI2HIE

avYkE—F

#ik—rEhd1-F O0-)

access-list-name (fEE) ARP ACL 41, 4RI TIEERKT 64 XFORETEHEH T, KT
EINFENRER S ET,

Bl

EEDavy K E—R

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

i

Jy—=x EERNE
4.0(1) Zoawry RpBIMEnE L,

access-list-name 515 % H LT ACL 248ET 255 2R\ T, T3 A2 X9 XTD ARP ACL %%
~LET,

Zoawy RiZiE, 74 B A FARETT,

KIZ. show arp access-lists =~ > NZfH LT, 220 ARP ACL 227 /XA A THTD ARP
ACL 2R ¥ %0lz R LET,

switch# show arp access-lists

ARP access list arp-permit-all

10 permit ip any mac any

ARP access list arp-lab-subnet
10 permit request ip 10.32.143.0 255.255.255.0 mac any

WIZ, show arp access-lists =~ K& L, arp-permit-all &9 4 fi® ARP ACL % #/R7 %
Bz R LET,

switch# show arp access-lists arp-permit-all

ARP access list arp-permit-all
10 permit ip any mac any

Cisco Nexus 7000 ¥ J—X NX-OS #¥a2 T4 ARV F YI7L VR YY—R5x i



show a2 F |

Bl show arp access-lists

BEav VR avwy kR HL)
arp access-list ARP ACL #@EL £,
ip arp inspection filter VLAN IZ ARP ACL Zi#H L7,
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| showa<vF

show class-map type control-plane

show class-map type control-plane

arhe—) Fr—r 7 I vy IEREZFTT DITIL, show class-map type control-plane =~ >/
REfEHLET,

show class-map type control-plane [c/ass-map-name]

X DEREA

TI2HIE

avU Rk E—F

#ik—rEhd1-F O0-)

class-map-name (EFE) zvba—nN TV —r 7R <yl OL4HI

Bl

FTEEDa~v K E—FR

network-admin
network-operator
vdc-admin
vdc-operator

EREDHA R4

i

Jy—=x EERNE
4.0(1) Zoawry RpBIMEnE L,

Zoawy K%, 574 ko Virtual Device Context (VDC; (RART /XA A a2 T % A ) TETE
HAc&Ed,

Zoavwy RiZiE, 74 B A FARETT,

Wiz, aryra—n F—r 7R <y TIEREERTDHZRLET,

switch# show class-map type control-plane

class-map type control-plane match-any copp-system-class-critical
match access-grp name copp-system-acl-arp
match access—-grp name copp-system-acl-msdp

class-map type control-plane match-any copp-system-class-important
match access-grp name copp-system-acl-gre
match access-grp name copp-system-acl-tacas

class—-map type control-plane match-any copp-system-class-normal
match access-grp name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
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show a2 F |

W show copp status

show copp status

Control Plane Policing (CoPP) FREAT —# A% KT HIZIL. show copp status =~ > REZfEH L

£7,

show copp status

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK L

avY kR E—F AEDary 74 F¥al—vary T—F

#f—pEhd1—F0-I network-admin
vdc-admin
network-operator
vdc-operator

ATy FEE Jy—2 EENE

4.0(2) Zoawy RBMEMEShE L,

EREDHTARSAY —oa~vr NI, F740 FOHEBF AL 2 arFx 2 b (VDC) TEIMATE 7,

Zoavy RiZiE, 74 RIARETT,

1 WIZ, CoPP REAT — X AERAEFFRTHHE2RLET,

switch# show copp status

Last Config Operation: service-policy input copp-system-policy

Last Config Operation Timestamp: 21:57:58 UTC Jun 4 2008
Last Config Operation Status: Success
Policy-map attached to the control-plane: new-copp-policy
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| showa<vF

show crypto ca certificates W

show crypto ca certificates

BREINTWD T A RRA » MEAFEEZR AT 5121, show crypto ca certificates =~ > N % ffi ]
LET,

show crypto ca certificates trustpoint-label

X DEREA

TI2HIE

avU Rk E—F

#ik—rEhd1-F O0-)

trustpoint-label EZ A NRA U FOLAHT, 4RITHE, KRXFEDLFDESNET,

Bl

FEENaL T 4 Fal—ay R

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

]

Jy—=x EERNE
4.1(2) Zoawry RpBIMEnE L,

Zoa<wY REHEHTDLE, TAT U T AT AGEHABLZ 7 =V KRB DEEIT, TNEFRRLET,
BT, CAIFRAEICHDE 7 41— F (Fik, Fz—r 084513, BEHEVLONS, ACE4 L —
MAERAEE T, & CAFEAE) 2K R LET, FTA MRSV MABBEEIN T RWEA, §XTO
cZ A MRA > MEAEOFMNAE RINET,

Zoawy R, 74 B A FARETT,

WIZ, BRESNTNWD FTRARRA v MEAEEZRTZT 62 R LET,

switch# show crypto ca certificates

Trustpoint: admin-ca

certificate:

subject= /CN=switchl60

issuer= /C=US/O=cisco/CN=Aparna CA2

serial=6CDB2D9E000100000006

notBefore=Jun 9 10:51:45 2005 GMT

notAfter=May 3 23:10:36 2006 GMT

MD5 Fingerprint=0A:22:DC:A3:07:2A:9F:9A:C2:2C:BA:96:EC:D8:0A:95
purposes: sslserver sslclient ike

CA certificate O:

subject= /C=US/O=cisco/CN=Aparna CA2

issuer= /emailAddress=amandke@Qcisco.com/C=IN/ST=Maharashtra/L=Pune/O=cisco/0OU=ne
tstorage/CN=Aparna CAl
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show a2 F |

Il show crypto ca certificates

serial=14A3A877000000000005

notBefore=May 5 18:43:36 2005 GMT

notAfter=May 3 23:10:36 2006 GMT

MD5 Fingerprint=32:50:26:9B:16:B1:40:A5:D0:09:53:0A:98:6C:14:CC
purposes: sslserver sslclient ike

CA certificate 1:

subject= /emailAddress=amandke@cisco.com/C=IN/ST=Maharashtra/L=Pune/O=cisco/0OU=n
etstorage/CN=Aparna CAl

issuer= /emailAddress=amandke@cisco.com/C=IN/ST=Karnataka/L=Bangalore/O=Cisco/0U
=netstorage/CN=Aparna CA

serial=611B09A1000000000002

notBefore=May 3 23:00:36 2005 GMT

notAfter=May 3 23:10:36 2006 GMT

MD5 Fingerprint=65:CE:DA:75:0A:AD:B2:ED:69:93:EF:5B:58:D4:E7:AD

purposes: sslserver sslclient ike

CA certificate 2:

subject= /emailAddress=amandke@cisco.com/C=IN/ST=Karnataka/L=Bangalore/0O=Cisco/O
U=netstorage/CN=Aparna CA

issuer= /emailAddress=amandkelcisco.com/C=IN/ST=Karnataka/L=Bangalore/0O=Cisco/0U
=netstorage/CN=Aparna CA

serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

purposes: sslserver sslclient ike

BEavYUF avwyk B
crypto ca authenticate CA OIFHEZZRIE L 7,
show ca trustpoints FIANRA LV RREZHFZ R LET,
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| showa<vF

show crypto ca certstore

show crypto ca certstore

AFAER R T ERE & KT HITIE. show crypto ca certstore =~ > FEHEH L £,

show crypto ca certstore

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

TI24ILEK 7L

avY kR E—F AEDary 74 F¥al—vary T—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
5.0(2) Zoavy RRBIMEShELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,

#i WIT, FEAER N TREEFRT L0 EZRLET,

switch# show crypto ca certstore
Certstore lookup: REMOTE

BEa<>F avwyk B
crypto ca lookup FEAERRAEICHE AT OREAEA NT EEBEELE T,
show crypto ca VE— FEAZEA R T OREEE R LET,

remote-certstore

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYEK YIPLYR YY—R 5x
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show a2 F |

W show crypto cacrl

show crypto ca crl

RESNTWDHIEAELRZY 2 b (CRL) 2R7<T5I21E, showeryptocacerl =~ FEEMALET,

show crypto ca crl trustpoint-label

340

.'E-EI;

BA

TI2HIE

#ik—rEhd1-F O0-)

trustpoint-label FZ 2 NRA U FOLHT, TAUVTIE, KXFENXERRY ESNET,

Bl

FEEOaL T 4 Fal— gy TR

network-admin
network-operator
vdc-admin
vdc-operator

EREDHA R4

]

Jyy—2 EERAR

4.1(2) Zoawry RpBIMEnE L,

Zoavy REERTLE, RESIICFTIARRA L FDO CRL TR LIZFEHEFED Y 7 LHFEZD
YA bafRLET,

Zoavwy RiZiE, 74 B RAFARETT,

I, BESNTWD CRL #R7~T 2012 LET,

switch# show crypto ca crl admin-ca
Trustpoint: admin-ca

CRL:

Certificate Revocation List (CRL):

Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=rviyyoka@cisco.com/C=IN/ST=Kar/L=Bangalore/O=Cisco

Systems/OU=1/CN=cisco-blr

Last Update: Sep 22 07:05:23 2005 GMT

Next Update: Sep 29 19:25:23 2005 GMT

CRL extensions:
X509v3 Authority Key Identifier:
keyid:CF:72:E1:FE:14:60:14:6E:B0:FA:8D:87:18:6B:E8:5F:70:69:05:3F

1.3.6.1.4.1.311.21.1:

Revoked Certificates:

Serial Number: 1EOAE838000000000002
Revocation Date: Mar 15 09:12:36 2005 GMT
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| showa<vF

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation

1EOAESAB000000000003
Date: Mar 15 09:12:45
1E721E50000000000004
Date: Apr 5 11:04:20
3D26E445000000000005
Date: Apr 5 11:04:16
3D28F8DF000000000006
Date: Apr 5 11:04:12
3D2C6EF3000000000007
Date: Apr 5 11:04:09
3D4D7DDC000000000008
Date: Apr 5 11:04:05
5BF1FE87000000000009
Date: Apr 5 11:04:01
5BF22FB300000000000A
Date: Apr 5 11:03:45
5BFA4A4900000000000B
Date: Apr 5 11:03:42
5C0BC22500000000000C
Date: Apr 5 11:03:39
5CODAS5E00000000000D
Date: Apr 5 11:03:35
5C13776900000000000E
Date: Apr 5 11:03:31
4864FD5A00000000000F
Date: Apr 5 11:03:28
48642E2E000000000010
Date: Apr 5 11:03:24
486D4230000000000011
Date: Apr 5 11:03:20
7FCB75B9000000000012
Date: Apr 5 10:39:12
1A7519000000000013
Date: Apr 5 10:38:52
20F1B0000000000014
Date: Apr 5 10:38:38
436E43A9000000000023
Date: Sep 9 09:01:23

CRL entry extensions:

X509v3

CRL Reason Code:

Cessation Of Operation

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation

152D3C5E000000000047
Date: Sep 22 07:12:41
1533AD7F000000000048
Date: Sep 22 07:13:11
1F9EB8SEA00000000006D
Date: Jul 19 09:58:45

CRL entry extensions:

X509v3

CRL Reason Code:

Cessation Of Operation

Serial Number:
Revocation

1FCA9DC600000000006E
Date: Jul 19 10:17:34

CRL entry extensions:

X509v3

CRL Reason Code:

Cessation Of Operation

Serial Number:
Revocation

2F1B5E2E000000000072
Date: Jul 22 09:41:21

CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

show crypto ca crl
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show a2 F |

W show crypto cacrl

Signature Algorithm: shalWithRSAEncryption
4e:3b:4e:7a:55:6b:f2:ec:72:29:70:16:2a:£fd:d9:9a:9b:12:
£f9:cd:dd:20:cc:e0:89:30:3b:4£:00:4b:88:03:2d:80:4e:22:
9f:46:a5:41:25:f4:a5:26:07:06:db:27:29:64:67:09:c0:88:
30:37:cf:74:57:7a:45:5f:5e:d0

BEav U F avUk BT
crypto ca crlrequest N J X hARA b CAIZK LT, CRL Z2FET 22, ERIEHEFOLO%E
EEXLET,
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| showa<vF

show crypto ca remote-certstore Wl

show crypto ca remote-certstore

UE— MEHER M TEREEHERT DI, show crypto ca remote-certstore =~ > F&fiH L 9,

show crypto ca remote-certstore

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

TI24ILEK 7L

avY kR E—F AEDary 74 F¥al—vary T—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
5.0(2) Zoavy RRBIMEShELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,

#i WIZ, VE—FEAER NTREEZERTHHEZRLET,

switch# show crypto ca remote-certstore
Remote Certstore: NONE

BEEav> R avwyk EL
crypto ca lookup FEMERSREICHE AT BREHEA T 2B E L ET,
show crypto ca REFEHFDOIMEHAEA N TERRLET,
certstore

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYEK YIPLYR YY—R 5x
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show a2 F |

Il show crypto ca trustpoints

show crypto ca trustpoints

FZ A NRA  NOBREEFR/RT HIZ1E, show crypto ca trustpoints =~ > RZEHA L 7,

show crypto ca trustpoints

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK L

avY kR E—F AEDary 74 F¥al—vary T—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.1(2) Zoa<wy RRNBMEE LT,

EREDFARSAY oo~y Ridid, 948y AFARETT,

#1 WIT, BESNTVWD NTA MRS v MEEFRTLHHERLET,

switch# show crypto ca trustpoints
trustpoint: CAname; key:
revokation methods: crl

BEavUF avwvk Bte
crypto ca authenticate CA OZFBHEZRIEL £,
crypto ca trustpoint  FNA AREETLLERHDH T A MKRA L MRIEREES LET,

show crypto ca BRESNTVWD FT A NRA» MEHAEEZERLET,
certificates
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| showa<vF

show crypto certificatemap W

show crypto certificatemap

FEAE Y v B 7 T 4 LV E B RART HIZIE. show crypto certificatemap =~ FZEH L 7,

show crypto certificatemap

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

TI24ILEK L

avY kR E—F AEDary 74 F¥al—vary T—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
5.0(2) Zoavy RRBIMEShELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,

#1 Wiz, fEAE~ B Y T4 N B 2R T H0E R LET,

switch# show crypto certificatemap

BEa<v R avwvk By
crypto certificatemap 7 ;1% <o 7E{ERLET,
mapname
filter TANE 7w TRICL DU LEOIHEY S T oA B EBRELET,

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYEK YIPLYR YY—R 5x
| "



show a2 F |

Il show crypto key mypubkey rsa

show crypto key mypubkey rsa

RSA X7V v 7 F—FEZERT HIZIX. show crypto key mypubkey rsa =~ > R&HHLET,

show crypto key mypubkey rsa

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
TI24ILEK 7L
avY kR E—F EEDary 74 X2l —v 3y B—K

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.1(2) Zoa<wy RRNBMEE LT,

EREDFARSAY oo~y Ridid, 948y AFARETT,

#i Wi, RSA ARERTEEFRTHHEZRLET,

switch# show crypto key mypubkey rsa
key label: myrsa

key size: 512

exportable: yes

BEa< K avwUFk St
crypto ca enroll AA v F D RSA F— T OFEHAEEZERLET,
crypto key generatersa  RSA ¥— X7 &4 L E T,
rsakeypair RTARNKRA L hD RSA ¥— X7 OFEMEHRE L ET,

Cisco Nexus 7000 &1J—X NX-OS %254 IR F YI7LUR JIJ—R 5x
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| showa<vF

show crypto ssh-auth-map W

show crypto ssh-auth-map

X DEREA

FIAIL

k

7.

avy

T.

#ih—rEhd1—F -

SSH fBEEHICHRE SN~ vy B T 7 4 V¥ 2R T LI2I1E, show crypto ssh-auth-map =~ > N %
EALET,

show crypto ssh-auth-map

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

MEENAL T 4 Fal— gy T—F

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

yy—2 EEANRE
5.0(2) Zoavy RRBIMEShELE,

Zoawy N, 748 RAFARETT,

] WiZ, SSHRBFEAICRE SNz~ v vy T4 NG ERFTHHETRLET,
switch# show crypto ssh-auth-map
Default Map : filtermapl
BREaTV R avwyk B
crypto certificatemap 7 (/1% <~ v 7 E2{ERKLET,
mapname
crypto cert SSH 7u ha A difE~ vy 74 VB EBRELET,
ssh-authorize
filter T4NE 7wy TN DU EOERAEY T T ANV B ERELET,

Cisco Nexus 7000 ¥ J—X NX-OS #¥a2 T4 ARV F YI7L VR YY—R5x i



show a2 F |

W showcts

show cts

Z'v—3)L Cisco TrustSec € % KT 5121, showets 2~ REFEHLET,

show cts

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK L

T
H
I
™.

avy EEODa 7 Fal— g F—F

#f—pEhd1—F0-I network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEhELE,

FEREOHLARSAY o<y FEFERTAICIE. feature cts =~ > R&f# i LT Cisco TrustSec ¥ERE % A — 7 /L2
AUBENRDHY F9,

Z D a< . RiZiE, Advanced Services 7 A & ANMLIE T,

1 KIZ, Cisco TrustSec 7 2 — VR EA R RT D 2R LET,

switch# show cts
CTS Global Configuration

CTS support : enabled
CTS device identity : Devicel
CTS caching support : disabled

Number of CTS interfaces in
DOT1X mode : O
Manual mode : O

BEEav K avw vk SHBR
feature cts Cisco TrustSec #fe% A *—7 VT LET,

Il _Cisco Nexus 7000 'J—X NX-0S #¥2Y T4 a2V F YI27LYR YY—R 5x



| showa<vF

show cts credentials W

show cts credentials

Cisco TrustSec T/3 AD 7 LT v ¥ VOETEZF AT HIZ1E. show cts credentials =~ > K& ff
JALET,

show cts credentials

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
TI24ILEK 2L
avTY R E—F EEDay 74 X2l — a3y B—FK

#f—pEhd1—F0-I network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

FEREOHLARSAY o<y FEFERTAICIL. feature cts =~ R&f# i LT Cisco TrustSec ¥éRE % 1 — 7 /L2
AUBENRDHY F9,

Z M av . RiZiE, Advanced Services 7 A & ANMLIE T,

1 Iz, Cisco TrustSec D7 LF v U ¥ VOREEFRT HH 2R LET,

switch# show cts credentials
CTS password is defined in keystore, device-id = Devicel

BEav U F avwy R L]
feature cts Cisco TrustSec #fE % A *—7 M LET,

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYEK YIPLYR YY—R 5x
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show a2 F |

Bl show cts environment-data

show cts environment-data

Z'vt—3)L Cisco TrustSec BjBi 7 — # % &/~ 3 5 121L. show cts environment-data =~ > FZ&{#H L
ESC

show cts environment-data

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK L

avY kR E—F AEDary 74 F¥al—vary T—F

#f—pEhd1—F0-I network-admin
vdc-admin
network-operator
vdc-operator

vy FERE Jyy—= EEANR
4.0(1) Coa~y RAENSNE LT,

FEREOHLARSAY o<y FEFERTAICIE. feature cts =~ > R&f# i LT Cisco TrustSec ¥ERE % A — 7 /L2
AUBENRDHY F9,

Cisco NX-OS /34 R%, 734 AT Cisco TrustSec DY VLT Uy )V ERE L. Authentication,
Authorization, and Accounting (AAA; FBFE, BA, TAHV T 4 0) ZRELIZHE, ACS 22D
Cisco TrustSec Bie 7 —# % ¥ v m— K Liﬁ‘o

ZOa~< RiZiL, Advanced Services 7 A & ANRMIETT,

i &Iz, Cisco TrustSec Bl T — ¥ # £ T 502~ LET,

switch# show cts environment-data
CTS Environment Data

Current State : CTS_ENV_DNLD ST ENV_DOWNLOAD DONE
Last Status : CTS_ENV_SUCCESS

Local Device SGT : 0x0002

Transport Type : CTS_ENV_TRANSPORT DIRECT

Data loaded from cache : FALSE

Env Data Lifetime : 300 seconds after last update
Last Update Time : Sat Jan 5 16:29:52 2008

Server List : ACSServerListl

AID: 74656d706f726l7279 IP:10.64.65.95 Port:1812
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| showa<vF
show cts environment-data

BEEav K avw vk SHBR
feature cts Cisco TrustSec #fe % A *—7 VT LET,
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show a2 F |

W show cts interface

show cts interface

A % —7 x4 AD Cisco TrustSec [F# % F£/~T 5(Z1L. show cts interface =~ > R&EH L £7,

show cts interface {all | ethernet slot/port}

BXXniA all FRTOA 2 Z—7 x4 AD Cisco TrustSec [EHWEF R LET,
interface slot/port K@D A 2 —7 x4 AD Cisco TrustSec IEH &= F L E 7,

TIAIE L

avy kE—F AEZpary 74 ¥al—vay T—F

#f—pEhd1—F0-I network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEARE
4.0(1) Zoavy RRBIMEShELE,

FEREOHLIRSAY o<y FEFERTAICIE. feature cts =~ > R&f# i LT Cisco TrustSec ¥éRE% A — 7 /L2
ABUBENRDHY F9,

Z M a< . RiZiE, Advanced Services 7 A & ANMLIE T,

Cisco Nexus 7000 &1J—X NX-OS %254 IR F YI7LUR JIJ—R 5x



| showa<vF

show cts interface Wl

1 WIZ, T_XTCDA 2 Z—7 A AD Cisco TrustSec iR E&2F T 52~ LE7,

switch# show cts interface all
CTS Information for Interface Ethernet2/24:

CTS is enabled, mode: CTS_MODE_DOT1X
IFC state: CTS IFC ST CTS OPEN STATE
Authentication Status: CTS_AUTHC SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_AUTH
Last Re-Authentication:
Authorization Status: CTS_AUTHZ SUCCESS
PEER SGT: 2
Peer SGT assignment: Trusted
Global policy fallback access list:
SAP Status: CTS_SAP_SUCCESS

Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled

Replay protection mode: Strict

Selected cipher: GCM_ENCRYPT

Current receive SPI: sci:1b54clfbff0000 an:0
Current transmit SPI: sci:1b54cl1fc000000 an:0

CTS Information for Interface Ethernet2/25:

CTS is enabled, mode: CTS_MODE DOT1X
IFC state: CTS_IFC ST CTS OPEN STATE
Authentication Status: CTS AUTHC SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_SUP
Last Re-Authentication:
Authorization Status: CTS_AUTHZ SUCCESS
PEER SGT: 2
Peer SGT assignment: Trusted
Global policy fallback access list:
SAP Status: CTS_SAP SUCCESS

Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled

Replay protection mode: Strict

Selected cipher: GCM_ENCRYPT

Current receive SPI: sci:1b54clfc000000 an:0
Current transmit SPI: sci:1b54clfbff0000 an:0

Wiz, ¥rEDA o HZ—7 A AD Cisco TrustSec iR E & F T D0 %2R LET,

switch# show cts interface ethernet 2/24
CTS Information for Interface Ethernet2/24:

CTS is enabled, mode: CTS_MODE DOT1X
IFC state: CTS_IFC ST CTS OPEN STATE
Authentication Status: CTS AUTHC SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_AUTH
Last Re-Authentication:
Authorization Status: CTS_AUTHZ SUCCESS
PEER SGT: 2

Peer SGT assignment: Trusted
Global policy fallback access list:

SAP Status: CTS SAP SUCCESS
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM _ENCRYPT
Current receive SPI: sci:1b54clfbff0000 an:0
Current transmit SPI: sci:1b54clfc000000 an:0

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYEK YIPLYR YY—R 5x
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show a2 F |

W show cts interface

# 2-1 1%, show cts interface =~ NI TERINDEIZETAHERELTHL TV ES,
= 21 show cts interface a7 > KHADIEDSAH
& 7L

BHERT—FR T14—ILF

CTS_AUTHC INIT

ARRET VT, AIHIREE T

CTS_AUTHC_SUCCESS

RREN IEFIATHOILE Lz,

CTS_AUTHC _NO RESPONSE

Cisco Access Control Server (ACS) (2%
Cisco ACS MBIRENRH D FH A,

T&EEEA,

CTS_AUTHC_UNAUTHORIZED

FORED AL T,

CTS_AUTHC_SKIPPED CONFIG

Cisco TrustSec X EX, T3 ANFRIET 0 2 2EHET
HVERHDLZ L ERLTOVET,

CTS_AUTHC_REJECT

Cisco ACS 1%, & HE%:* %*ET LE l/f:o

BAIRT—FR T14—ILF

CTS_AUTHZ_INIT

muTI/// X, %ﬂﬂ;q'{j( “CTO

CTS_AUTHZ SUCCESS

AT IERIATOIVE LT,

CTS_AUTHZ REJECT

ACS 338 n j‘g;k%*ﬁz— LELT,

CTS_AUTHZ_SKIPPED_ CONFIG

Cisco TrustSec R TIE. T/3A ANEA[ 7ot X EEWHS
DRENHDHZ EERLTWET,

CTS_AUTHZ POL_ACQ_FAILURE

AN Y RGN RIL L E LT,

CTS_AUTHZ HW_FAILURE

/\—F'?ITHAL‘T7E77 /775‘9&5&]./?]_/7’:_0

CTS_AUTHZ RBACL_FAILURE

Security Group Access Control Group (SGACL) ¥ 7 v/
n—R& A2 =R LE LTz,

CTS_AUTHZ INCOMPLETE

Al DMEE T,

SAP X7—82RX 74—JLF

CTS_SAP_INIT

Security Association Protocol (SAP) T x=— 3 UM

HIHIRRE T,

CTS_SAP_SUCCESS

SAP x 3y — g UNEFIZIThLE LT,

CTS_SAP_FAILURE

SAP x 3y — g UK LE LR,

CTS_SAP_SKIPPED_CONFIG

===

Cisco TrustSec @& &%, 7 /31 AN SAP xFvxT—3 3
AT OIVNENSHDHZ EERLTWNET,

CTS_SAP_REKEY

SAP ¥ —OFARDIEF TI,

CTS_SAP_INCOMPLETE

SAP Ty —3 g O GTH,

BEa<TFR avwvk ELL

feature cts

Cisco TrustSec #fEZ 1 1 —

T LET,
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| showa<vF

show cts pacs W

show cts pacs

EAP-FAST IZ Xk » T/ r b Y a =7 &7 Cisco TrustSec Protect Access Credentials (PAC) %3
AT HIZIE, show cts pacs =2~ RZEALET,

show cts pacs

BX DA Zoawy RICE, BIEEREF—U— Rizb v A,
FTI2AILE L
avY kR E—F EEDay 74 X2l —v a3y B—K

#R—prEhd1-¥ 00— network-admin
vdc-admin
network-operator
vdc-operator

vy FERE Jyy—= EEANR
4.0(1) Coa~y RAENSNE LT,

FREOHLAKSAY —oa~y FEERT5I2IE. feature cts =~ > F&#H LT Cisco TrustSec #RE%Z A 7 — 7 M2
DENRHY 9,

Z o o< FiZik., Advanced Services 7 A v ANMLETY,

fl WIZ, Cisco TrustSec 7' v — AR EAE R AT D62~ LET,
switch# show cts pacs
PAC Info :
PAC Type : unknown
AID : 74656d706£72617279
I-ID : indial
AID Info : ACS Info

Credential Lifetime : Thu Apr 3 00:36:04 2008

PAC Opaque 0002008300020004000974656d706£7261727900060070000101001d
6321a2a55fa8leO5cd705c7l4beall6907503aab89490b07fcbb2bd455b8d873f21b5b6b403eb1d8
125897d93b94669745cfelabb0baf01a00b77aacf0bda9fbaf7dcd54528b782d8206a7751afdded?2
1ff4a3db6a349c652fea81809fbadf30blfffb7bfffaf%a6608

BEa<TF avw vk E%EA
feature cts Cisco TrustSec #fE% A *—7 Vi LET,

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYEK YIPLYR YY—R 5x
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show a2 F |

Bl show cts role-based access-list

show cts role-based access-list

7' —/3)L Cisco TrustSec Security Group Access Control List (SGACL)

cts role-based ac

cess-list =~ R&{HH L3,

show cts role-based access-list [/ist-name]

ZFRT L2, show

(fEE) SGACL 4 zfaE L7,

XM list-name
TI#4IE 7L
avY kR E—F

#f—hr&NB1-¥ 0—)l network-admin
vdc-admin
network-operator
vdc-operator

HEOary 74 ¥al—vay B—R

avr FEE Jy—=

EENRE

4.2(1)

YA NLDFEEBMLUE LT,

4.0(1)

Zoavry RRBMEnE LR,

FEREOHLIRSAY o<y FEFERTAICIE. feature cts =~ > R&f# i LT Cisco TrustSec ¥éRE% A — 7 /L2
BDYLENHY 9,

Z M a< . RiZiE, Advanced Services 7 A & ANMLIE T,

1 Iz, Cisco TrustSec SGACL

switch# show ct
rbacl:test-3
deny ip
rbacl:test-1
deny ip
deny ic
deny tc
deny ud
rbacl:test-2
permit
permit
permit
permit

s role-based access-list

mp
p src eq 1000 dest eq 2000
p src range 1000 2000

icmp
igmp
tcp src 1t 2000
udp dest gt 4000

REZFTT DR LET,
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| showa<vF
show cts role-based access-list W

BEEav K avw vk EBR
feature cts Cisco TrustSec #fe% A *— 7 NMIZ LET,
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show a2 F |

W show cts role-based counters

show cts role-based counters

n—/JL_—=AF77%Aarbo—/1 JAL (RBACL) MFHEROREAT —F A% FERL, TC
® RBACL RV > — D EHE#HR % — &R 5HI121%. show cts role-based counters =~ > R&{HH L

£7
show cts role-based counters [sgt {sgf-value | any | unknown}] [dgt {dgt-value | any |
unknown} |
XD EHEA sgt ) — A Security Group Tag (SGT) Z45&E L £,
sgt-value %fE76 SGT DfE, #iPHIL 0 ~ 65519 TI,
any fEE® SGT £721X DGT #fEE L £7,
unknown Ko SGT £721X DGT #HELE T,
dgt 5156 Security Group Tag (SGT) ZfRE L £,
dgt-value 5i5% SGT O, #iPHIX 0 ~ 65519 T,

TI2H+IE 2L

avy kE—F AEZpary 74 ¥al—vay T—F

#f—hr&NB1-¥ 0—)l network-admin
vdc-admin
network-operator
vdc-operator

av Yy FERE Jy—= FERNR
5.0(2) Zoawry RpBIMEnE L,

FEREDHLARSAY oo~y FEEHERT5I2IE. feature cts =~ > F&f#H LT Cisco TrustSec Héie % A 32— 7 M2
BDYLENRHY 9,

ZDa~< RNiZiL, Advanced Services 7 A & ANRMIETT,

] K12, RBACL #EEHEROREAT —Z 2 & FrED SGT LUV DGT @ RBACL ARV ¥ —IZ—#F
L7y FOEHBERRT DB ERLET,

switch# show cts role-based counters sgt 10 dgt 20

RBACL policy counters enabled

sgt: 10 dgt: 20 [180]

rbacl testl:

deny tcp src eq 1111 dest eq 2222 [75]
deny tcp src eq 2222 dest eq 3333 [25]
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| showa<vF

show cts role-based counters W

rbacl test2:
deny udp src eq 1111 dest eq 2222 [30]
deny udp src eq 2222 dest eq 3333 [50]

EE=ESTS avYFk EL]
clear cts role-based counters 4 _XTHOH T ZN 02Uy X3 L 512 RBACL HEHEH %
7UVT7 LET,

cts role-based counters enable RBACL #iHE#H 42 4 x—7 VI LET,

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYEK YIPLYR YY—R 5x
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show a2 F |

Bl show cts role-based enable

show cts role-based enable

VLAN # X O Virtual Routing and Forwarding (VRF) A > A2 % > 2 ® Cisco TrustSec Security Group
Access Control List (SGACL) A *r—7 /v A7 —% A% K7 T 511X, show cts role-based enable =
v REfERLET,

show cts role-based enable

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24ILEK 2L
avY kK E—F FEEDary 74 ¥al—v 3y T—FK

#f—pEhd1—F0-I network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEhELE,

FEREOHLIRSAY o<y FEHERTAICIE. feature cts =~ > R LT Cisco TrustSec ¥ERE % A F— 7 /L2
AUBENRDHY F9,

Z M av . RiZiE, Advanced Services 7 A & ANMLIE T,

i KT, Cisco TrustSec SGACL 8| 2 7 — 4 2 & KT DBl %~ LET,
switch# show cts role-based enable
vlan:1
vrf:l
vrf:3
BEav U F avwy R L]
feature cts Cisco TrustSec #§fE% A XF— 7 VIZ LET,
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| showa<vF

show cts role-based policy W

show cts role-based policy

X DEREA

TI24ILEK

#ih—rEhd1—F -

7' —/3)L Cisco TrustSec Security Group Access Control List (SGACL) & U > —% &9 5121,
show cts role-based policy =~ > FZ{EMA L 7,

show cts role-based policy

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

MEENAL T 4 Fal— gy T—F

network-admin
vdc-admin
network-operator
vdc-operator

EREDAHA R34y

Bl

yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

Zoavy REFEHT 2121, feature cts =~ > R&{#if] L T Cisco TrustSec #§6E% A R —7 /LT T
HUMENRH Y F1,

Z M av . RiZiE, Advanced Services 7 A & ANMLIE T,

iz, Cisco TrustSec SGACL RV o —%2FKRT 502~ LET,

switch# show cts role-based policy

sgt:unknown

dgt :unknown rbacl:test-2
permit icmp
permit igmp
permit tcp src 1t 2000
permit udp dest gt 4000

sgt:1000
dgt:2000 rbacl:test-1
deny ip
deny icmp
deny tcp src eq 1000 dest eg 2000
deny udp src range 1000 2000

sgt:any
dgt:any rbacl:test-3
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show a2 F |

W show cts role-based policy

deny ip
BEa<TF avwvk EiL
feature cts Cisco TrustSec #fE % A *—7 Vi LET,
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| showa<vF

show cts role-based sgt-map

27 v—s3L Cisco TrustSec Security Group Tag (SGT) ~ v V' VRELZRRT HITIL, show cts
role-based sgt-map =~ > REMHH L E 7,

X DEREA

TI24ILEK

#ih—rEhd1—F -

show cts role-based sgt-map

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

FEOa 7 4 Fal—Tar E

network-admin
vdc-admin
network-operator
vdc-operator

— ]\“

show cts role-based sgt-map W

EREDAHA R34y

Jy—2 EENE

4.0(1) Zoawy RBMEMEShE L,

ZOavwy REERT 5121%, feature cts =~ RZfiH L T Cisco TrustSec #fE % A p— 7 /L1279

LREENRDHY ET,

Z M av . RiZiE, Advanced Services 7 A & ANMLIE T,

i Iz, Cisco TrustSec SGT ¥ v B 7R EH KT DHlE R LET,
switch# show cts role-based sgt-map
IP ADDRESS SGT VRF/VLAN SGT CONFIGURATION
5.5.5.5 5 vlan:10 CLI Configured
5.5.5.6 6 vlan:10 CLI Configured
5.5.5.7 7 vlan:10 CLI Configured
5.5.5.8 8 vlan:10 CLI Configured
10.10.10.10 10 vrf:3 CLI Configured
10.10.10.20 20 vrf:3 CLI Configured
10.10.10.30 30 vrf:3 CLI Configured
BEa< K = S B

feature cts

Cisco TrustSec #mE% A *—7 Vi LET,
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show a2 F |

M showcts sxp

show cts sxp

BT D e
TI24ILEK
ATV R E—F

#ih—rEhd1—F -

Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP)
sxp I~ REFEHLET,

show cts sxp

Zoavy Rk, BIEELETIF -V —FEdH 0 £HA,

L

FEENAL T 4 Fal— gy T—F

network-admin
vdc-admin
network-operator
vdc-operator

REEFTRT DHITIL, show cts

av Y FEE

EREDAHA R34y

i

Jy—2 EENE

4.0(1) Zoawy RBMEMEShE L,

Zoawy REHEHT5I121%, feature cts =~ FZ&fEH L T Cisco TrustSec f8E % A R — 7 /L2 d

HVHENDY £,
Z D a< . RiZiE, Advanced Services 7 A & ANMLIE T,

&Iz, Cisco TrustSec SXP X Ex Fmd bl LET,

switch# show cts sxp

CTS SXP Configuration:
SXP enabled

SXP retry timeout:60

SXP reconcile timeout:120

BBEav R

avwv kR 7L

feature cts Cisco TrustSec #fE % A *—7 Vi LET,
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| showa<vF

show cts sxp connection W

show cts sxp connection

Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP) #&#ilh e K3 2121,
show cts sxp connection =~ > R&fH L ET,

show cts sxp connection

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
TI24ILEK 2L
avTY R E—F EEDay 74 X2l — a3y B—FK

#f—pEhd1—F0-I network-admin
vdc-admin
network-operator
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

FEREOHLARSAY o<y FEFERTAICIL. feature cts =~ R&f# i LT Cisco TrustSec ¥éRE % 1 — 7 /L2
AUBENRDHY F9,

Z M av . RiZiE, Advanced Services 7 A & ANMLIE T,

{5l Iz, Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP) #EfgilE#z &nd 5 6%
ALET,
switch# show cts sxp connection
PEER_IP ADDR VRF PEER_SXP_MODE SELF_SXP_MODE CONNECTION STATE
10.10.3.3 default listener speaker initializing
BEa<YU R avwUF e
feature cts Cisco TrustSec Hépea A *—7 /VIZ L E T,
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| "=



show a2 F |

W show dotix

show dot1x

802 1X HAEA T — X A& FKonT 511X, show dotlx 2~ > REEH L ET,

show dotlx

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK L

T
H
I
™.

avy FEDa~v K E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEhELE,

FEREOHLARSAY o<y FEHERTAEIC. feature dotlx =~ REMH LT 802.1X #ERE%E A X — T LIZT B 4%
ERHY ET,

Zpavy RiZiE, 74 RIARETT,

1 Wz, 802X HEREA T — X A b R T HHE R LET,

switch# show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2

BEa<v R avwyk B
feature dotlx 802.1X HAEZ A X —T7 VI L E T,

Cisco Nexus 7000 &1J—X NX-OS %254 IR F YI7LUR JIJ—R 5x
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| showa<vF

show dot1x all W

show dot1x all

FTARTO 802AX HREA T —# AB L OREF WA KR T L1201, show dotlx all =~ > FAMH L%
R

show dotlx all [details | statistics | summary]

X DEREA

TIAILE

#h—rEhd1—4 o—)

details (EH) 802.1X FEICHT DAt @a £ 7 LT,
statistics (FE8) 802.1X #FHE® & &k LET,
summary (LE) 802X WHHOENEZFRLET.

IR—="NLBRIOAS v E—T A AD 802.1X RELRKRLET,

fFEDa~ K E—FK

network-admin
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

I

y1yy—=x EENE
4.0(1) Zoa<wry RRNBMEE L,

Zoawy REFERATARTC, feature dotlx =~ RZfEHA LT 802 1X #kEA A R — T /LIZT D db
ERHY ET,

Zoawy NiZiE, 748 RAFARETT,

WIZ, T_XTD 802.1X EREA T —Z AB LR ERFHREER T D0 LR LET,

switch# show dotlx all
Sysauthcontrol Enabled
Dotlx Protocol Version 2

Dotlx Info for Ethernet2/1

PAE = AUTHENTICATOR
PortControl = FORCE AUTH
HostMode = SINGLE HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)

ReAuthMax = 2
MaxReq = 2
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show a2 F |
W show dotixall

TxPeriod = 30

RateLimitPeriod = 0
BEav> R avwyvk AR
feature dotlx 802 1X MR A X — T NI LE T,
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| showa<vF

show dot1x interface ethernet

show dot1x interface ethernet

A=V Ry N A F—T x4 AD 02X MIEAT —FX AB LR EFTHRE R T H121L, show
dotlx interface ethernet =~ > NZffH L £7,

show dotlx interface ethernet s/ot/port [details | statistics | summary]

BX DA slotlport LA B —T 2 ADAT Y hBLEOE— Lo ID,
details EE) A v X —7 oA ZADFEM7: 802.1X fHH A2 £ R LET,
statistics EE) A F—7 x4 AD 021X M EREF R L £,
summary EE) A2 —T A AD 802X EMOEK & F£x LET,

FTI2AILE Sf B —T oA A 8O2IX BELFRLET,

avY kR E—F AZEoavr K E—F

#R—rEhA1—FO0-) network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—=x EEAE
4.0(1) Zoavy RRBENEhELE,

FREDALRSAY —oa~vr FEHEHAT 5. feature dotlx =~ > RE{HEH L T 802.1X BEREZR A X — T T T B 4%
ERHY FT,

Zoavwy NiZiE, 748 RAFARETT,

#1 WIZ, A=Y Fy b A2 F—TxAAD 802X KEREA T —# 2B L OREHMAE T TT 5027 LE
ﬁ—o

switch# show dotlx interface ethernet 2/1

Dotlx Info for Ethernet2/1

PAE = AUTHENTICATOR
PortControl = FORCE AUTH
HostMode = SINGLE HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYEK YIPLYR YY—R 5x
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show a2 F |

Bl show dot1x interface ethernet

ReAuthMax = 2
MaxReq = 2

TxPeriod = 30
RateLimitPeriod = 0
EEaTUF avUFk L]
feature dotlx 802.1X HREZ A R —T NI LET,

Cisco Nexus 7000 &1J—X NX-OS %254 IR F YI7LUR JIJ—R 5x
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| showa<vF

showeou W

show eou

Extensible Authentication Protocol over User Datagram Protocol (EAPoUDP) R7 —# 28 L UGRIE
& £~ d 5I21%, show eou =~ REMA L 3,

show eou [all | authentication {clientless | eap | static} | interface ethernet sl/ot/port |
ip-address ipv4-address | mac-address mac-address | posturetoken [name]]

340

.'E-EI;

3

TI2HIE

avYkE—F

#h—r&hd1—4 0-)

all ({1&) +_Co» EAPOUDP v a v aErLET,

authentication (T-3) $EDRALS A 7D EAPoUDP v v a v &2 F A LET,

clientless 7TAT Y RV ARAFYREEERA L CRIES -ty a V&R
ELET,

eap EAPOUDP Z i/l L CRIESNI-E v a v 2EELET,

static BICRES NN Y X N EER L CEICREShZE Yy a v %
BELET,

interface ethernet slot/port ({135) KrEDA X —7 =4 ZAD EAPoUDP v a v 2 FrLET,
ip-address ipv4-address (EE) #ED IPv4d 7 KL 2D EAPoUDP ¥ v v a v 2 EK R LET,
mac-address mac-address  ({1-7&) $ED MAC 7 KL Z2® EAPoUDP v a3 v &2F R LET,
posturetoken [name] (EE) AAF v +—27 D EAPoUDP &y a v &R R LET,
name ER) b= 4,

7't —3L EAPoUDP &RE#F =~ L £,

EEDavy K E—NR

network-admin
vdc-admin
vdc-operator

avy FEE

BEREDAA FS54>

]

yy—2x EEAE
4.0(1) Zoavr RRBEMEhE LK,

Zoavwy REERT AR, feature eou =~ > R&{Ef LT 802.1X H¥fEZ A X — 7 MIZ T B M5
N"HYEJ,

ZDawy RiZiE, 74 RIIARETT,

WIT, TXTO 802AX HREA T — X AB L UOREHMER R T DB 2R L ET,

switch# show eou all
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show a2 F |

W show eou

Iz, 802.1X 7 7A4 7> F LU RAFFEEHRE R RT HHZ R LET,

switch# show eou authentication clientless

KIZ, 802.1X EAP RRRENE M AR -T2 2R LET,

switch# show eou authentication eap

KIZ, 802.1X AZ T v V7 BRE M Z R $ oBl2 R~ LET,

switch# show eou interface ethernet 2/1

WIZ, A= Fxy b A F—TxA4 20 801X tEHEER T HHZRLET,

switch# show eou ip-address 10.10.10.1

WwIZ, MAC 7 FL 2D 802X WA R T HHETRLET,

switch# show eou mac-address 0019.076c.dac4

WwIZ, MAC 7 RL 2D 802X WA R T IHMETRLET,

switch# show eou posturetoken healthy

BEa<v R avwy kR 2t EA
feature eou 802.1X #REAR A F— 7 LT LET,
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| showa<vF

show hardware access-list resource pooling W

show hardware access-list resource pooling

BT D e
TI24ILEK
avTY R E—F

#ih—rEhd1—F -

E D 1/0 £ ¥ = — /7% hardware access-list resource pooling =~ > K T /E Sz 2B T 2 1EH %
FrT 5121, show hardware access-list resource pooling =~ > R&ZHH L £,

show hardware access-list resource pooling

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

fFEDa~ K E—FK

network-admin
vdc-admin
vdc-operator

EREDAHA R34y

yy—2 EEANRE
4.2(1) Zoa<wy RRNBMEE LT,

Zoawy NiZiE, 748 RAFARETT,

hardware access-list resource pooling =~ > K THE I N2 /O ¥ 2 — /R0 5HE . show
hardware access-list resource pooling =~ > NIZX 5 HITH Y £HA,

i KIZ. hardware access-list resource pooling =~ > R TEREINT /0 Y =2 — NV EFRT BH0 %R
LET,
switch# show hardware access-list resource pooling
Module 1 enabled
Module 3 enabled
switch#
BEav U F =Y ELT
hardware access-list resource ACL X—2DO#REIC L > T, 1 OF 213 EHDO /0 ¥ =2—V T
pooling BHD TCAM RN 7 A TE £,
show hardware access-list BED /O Y 22— /L2 T, ACLIZEE T3 /O &Y = — /L%
status RDAT—H AR RLET,
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show a2 F |

Bl show hardware access-list status

show hardware access-list status

7R arkie—n URX L (ACL) IZB#T 5 /O BV 2 — UERED AT — ¥ RICHT A EH &R
RT 5IZ1%. show hardware access-list status =~ > R&ZfEH L £7,

show hardware access-list status {module s/ot-number}

BX DA module s/ot-number VOE oA, ZOARY FRERICE-CIEEL £,
T74IE L
aRVFE—F ftEoa~vr R E—F

#i—pEhd1-¥0— network-admin
vdc-admin
vdc-operator

avy FEE Y- ZERE
4.2(1) Zoavy RRBEMShE L,

BREDAARSAY —oa~<r Ricid, 54y AFRETT,

1 WIZ, Ay M 1LICHD /0 EYa—AD, ACLICB#ET 2 AT — X A% RrT 50%2 R LET,

switch# show hardware access-list status module 1
Non-Atomic ACL updates Disabled.
TCAM Default Result is Deny.

Resource-pooling: Enabled

switch#

BEaI<Y>F avwyFk B
hardware access-list resource ACL ~—2DIREIC L > T, 1 > F/3EHED /O £V =2 — )V ET
pooling D TCAM R 7 R TE £7,

hardware access-list update 2 — X— R4 ¥ T2 — N, ACLICHTALEFEICLY ., I/0 +
Va—NVET T T T HHEERELET,

show hardware access-list hardware access-list resource pooling =~ > N T E I /= /0 &

resource pooling Va—/VEERRLET,
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| showa<vF

show hardware rate-limiter W

show hardware rate-limiter

L — MHIFROFRE & #aHE R 2 £RT 5121%. show hardware rate-limiter =~ > F&#H L £,

show rate-limiter [access-list-log | copy | layer-2 {I2pt | mcast-snooping | port-security |
storm-control | vpc-low} | layer-3 {control | glean | mtu | multicast
{directly-connected | local-groups | rpf-leak} | ttl} | module module | receive]

X DEREA

access-list-log

ER) 77®8AV A~ v "7y bbb — MlRFEHERZFRLET,

copy (fEE) 28— "7y O L — MHRFEHERE R R LET,
layer-2 (EE) VA Y27y bob— MillRZFRLET,
12pt LAY 2 bz Fu har (L2TP) 237 v b o L— IBRGEFHE 2

fEELET,

mcast-snooping

LA¥2oNTFHY A RAX—E T Ry O L — MR G % 15
ELET,

port-security

VAY2AHR—=FEFXF2UT 4 2y o L— MlIRFERHEHRZ BT LET,

storm-control

LAY 2 X b—Adili#l Ay hov— MRBERHERZRE L £,

vpce-low VPClow ¥ 2 —ToD LA ¥ 2l v bD L — MREEHERZ R E L
3

layer-3 EE) VA4 ¥ 3y boL— MHlREERLET,

control LAY 3HIE 7y o L— NHIRFEHE R AR E L E7,

glean LAXY 37V —=27 Ay boL— MRS REREE LT,

mtu L4 ¥ 3 Maximum Transmission Unit (MTU; &Kk =v k) X7 v
FD L — MEBRFEHERAEE LE T,

multicast LAY 3~ALFXFY A DL — MIBREZHELET,

directly-connected

LAY 3~ Fx v A MNESEER ST v O L— MRBEEHE R AR E L
£7,

local-groups

LAY 3I~AFXXY RN B —H T —7F 4y DL — MIREEEHE
WMERELET,

rpf-leak LA ¥ 3 v/LFF ¥ A I Reverse Path Forwarding (RPF) U —2 /X7 > |
DL — MlRGEFHERZ R E L £7,
td LA 3 Time-to-Live (TTL; fF#ErTRERSRT) /34 » o> L — MR R

s zfEE L £

module module

(EE) BEDEY 2—1 O L — MilllRFEHERZFZRLES, TV a2—
NEFIT T ~ 18 TY,

receive

(EE) 2fE 7y oL — MlRFRHE R Z R R LET,

TIXHILE TANTO L — MlRFEHE R EZ R L ET,

avY kR E—F EEDa~<wy R E—F

#R—hEhA1—FO0-)l network-admin
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show a2 F |

Bl show hardware rate-limiter

yy—x

EENRE

5.0(2)

2pt % —U— KBNS E L7z,

4.003)

port-security ¥ — U — F2BEM SV E LTz,

4.0(1)

Zoavry RRBMEnE LR,

EREDAHA R34y

i WIT, T_XTOL— MIBRERES L 0%

switch# show hardware rate-limiter

Units for Config: packets per second
Allowed,

Zoawy RiE, T4V MNOERBF AL R aFF 2~ (VDC) CHEIFHEHATXET,
Zoavy RiZiE, 74 R IARETT,

Rz 2R T o0 2 s LET,

Dropped & Total: aggregated since last clear counters

Rate Limiter Class

Parameters

layer-3

layer-3

layer-3

layer-3

layer-3

layer-3

layer-2

ttl

control

glean

multicast directly-connected

multicast local-groups

multicast rpf-leak

storm-control

access-list-log

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Config

Allowed
Dropped

Disabled

100
0
0
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| showa<vF

copy

receive

layer-2

layer-2

layer-2

layer-2

Wi, 7782V A gl Ry hob— MR

switch# show hardware rate-limiter access-list-log

port-security

mcast-snooping

vpc-low

12pt

Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Config
Allowed
Dropped
Total

Units for Config: packets per second

Allowed, Dropped & Total:

Rate Limiter Class

Parameters

show hardware rate-limiter

Disabled

10000

0

RER L OHEHERZ £-T 282 R LET,

aggregated since last clear counters

access-list-log

Config
Allowed
Dropped
Total

avwyk

%“:

A

clear hardware rate-limiter

L — MRIRFEHE®EZ 7 VT LES,

hardware rate-limiter

L— MR ZBE L £,
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show a2 F |

W show identity policy

show identity policy

TATT 474 RY—%FRRT 521, show identity policy =~ > REEH L £,

show identity policy [policy-name]

X DA policy-name (EE) RN —0D4F, LAEITIE, KXFENXFRRAENET,
TI2AILE FTRCOTAT T 474 BV v—OEREFERLET,
avy kE—F fAEpa~v K E—FR

#i—pEhd1-¥0—) network-admin

vdc-admin
VDC user
av Yy FERE Jy—= FERNR
4.0(1) Zoawry RpBIMEnE L,

BREDAARSAY —oa~<r Ricid, 54y AFRETT,

1 WIZ, TATT 474 R —DFT_XRTOERERTT D0 2R LET,

switch# show identity policy

WIZ, EDT AT T 4T 4 R —DFERERRTHH 2R LET,
switch# show identity policy AdminPolicy

BIEaT VR avwy kR ;]
identity policy TATYT AT 4 RV —%HELET,

g!l‘:
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| showa<vF

show identity profile

show identity profile

TATUT 4T 4 R —%FKRT 5L, show identity profile =~ > REHH L £,

show identity profile [eapoudp]

X DEREA

TI2HIE

avYkE—F

#ik—rEhd1-F O0-)

eapoudp

(f) Extensible Authentication Protocol over User Datagram Protocol
(EAPOUDP) 7 A 77 4T 4 7u 77 A NVEFRRLET,

TRTCDTAT T 4T 4 a7 7 A NDIEREFRLET,

EEDavy K E—R

network-admin
vdc-admin
VDC user

avy FERE

EREDHA R4

Jy—2

EENRE

4.0(1)

Zoawry RpBIMEnE L,

ZDOavr RNz

X, 94 AFARETT,

7l KIC, TATYT AT 4 Ta7 7 A NVEFRT DHEZRLET,
switch# show identity profile
WIZ, EAPOUDP 7 A 7T 47 4 In7 7 A NVKEEFRRT DB R LET,
switch# show identity profile eapoudp

BREaTU K avwy kR B2L

identity profile eapoudp  EAPoUDP 7 A 7> 7 47 4 7R 7 7 A VEFELET,
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show a2 F |

Bl show ip access-lists

show ip access-lists

J TP IPv4 Access Control List (ACL) FE 73R ED [Pv4d ACL # £ 77 5121, show ip
access-lists =~ > REMFEH L E T,

show ip access-lists [access-list-name] [expanded | summary]

XD
TIAILE
ATV R E—F

#ih—rEhd1—F -

(fE&) IPv4 ACL D4, ARTTIIRAT 64 LFOFRBFEMMATE, KLF
EANCFERKBI S ET,

access-list-name

expanded ER) A7 V= N I N—TOL4HITZT TR, IPvd 7T KL A T Vv—7% 7
IR —=F IV —TORARERTTHELIICHBELET,

summary (EE) 22 R ACL &% ETiEe<, ACL IZET AR AERTT D L5 I1CHE
ELET, FEMCOWTIEZ, MR EOTA RIA42] 2R LTLEEN,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

yy—= EENE

4.2(1) a<wy FHEAE, ACLAICE»TT A 77Xy MEICY—FEhET,
fragments =~ FOVPR— FB3BEIMISE LT,

4.0(1) Zoawy RMEMEShE L,

access-list-name 518 %fEF LT ACL Z$8ET 55552\ T, 731 LT TO IPv4 ACL &%
RLET,

ACL 4 ZHEE L RWGE,
én\i\j‘c

expanded ¥ —V — R&@HEHT 552N TPV T LA AT V7 h ZFA—TEIOIP F— b
FTV s N TN—=TIFARITET CERRINET,

expanded ¥ — UV — R&2HERATH L, A7 V=7 b ZJA—TOARFITZIT T2, ACL THEASLTH
HDATC 2 N IN—TOFHMERRTEET, ATV N IA—TICETHEMICOVW T,
object-group ip address =~ > R} LT} object-group ip port =~ FZZML T 7Z S0,
summary ¥—V— REHEHAT25 &L, ACL#HETIFE< ACLICHET2HE#REFRTEET, BRdh
HIEWICIT. WONBEREGENE T,

o TV BMORMEHERS ACLIZK L TRESINTWNDENE S M,

FNRA AT, ACLAICE>TT A 77Xy MEIZ ACL ®Y & FBER
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| showa<vF

]

show ip access-lists W

e fragments =~ F23 ACLIZH LT REINTND0E DD,

o ACLRBRENDNL—LE, ZOEIL, TAAANRNAL U F—T oA RAZ@WHEND & &2 ACL NIZE
TN MU AERMLETA, ACLINOIL—LNET P xs b ZL—F 52 dHAT 284, i
HEhs & ACLAO=2 FUHIX, V—AEIDIEDNIKREL D £7,

o ACLABEHENTWAAS Vv H—T A A,
e ACLWBT 277 4 7WREDA L H—T AR,

show ip access-lists =~ > NiX, ROWFDORENEDOLAIZ, ACL NOFHT 2 kU OREEHERE R
RLET,

o ACL JEIT statistics per-entry =~ > FREFEN TS,
o BWHET v TIREEDA L H—T 24 A ACL B S TS,

IP ACL (T fragments =~ > R EENL5E, AR L — LB X CEGL— LV ORIZa~ o F
MWERRENET, L, T/ A TR, M7 7 7 A2 858 ACL DD T N TOMRKRL—v
W= L7 WEA, fragments =~ > RBEFIHI 7 7 7 2 v M@ SR ET,

Zoavwy RiZiE, 74 B R FARETT,

IZ. show ip access-lists =~ > FZ{EH LT, H—D IPv4 ACL ZFf>7 /31 ZATTXTD IPv4
ACL 2R =T 5% RLET,

switch# show ip access-lists

IP access list ipvé4-open-filter
10 permit ip any any

RIZ. show ip access-lists =~ > R&fEH LT, MainLab A7 ¥ =2 b 7V —7 %R = FY D=
> b U BN ORFER A E ® T, ipv4-RandD-outbound-web &\ 5 4810 IPv4 ACL % £/RxT 56 %
ALET,

switch# show ip access-lists ipv4-RandD-outbound-web

IP access list ipv4-RandD-outbound-web
statistics per-entry
fragments deny-all
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup MainLab any eq telnet
1010 permit tcp any any eq www [match=820421]

Iz, show ip access-lists =~ > K& L C, ipv4-RandD-outbound-web & 9 £ 7id 1Pv4 ACL
ERTATLHETRLET, expanded ¥— UV — FEHHT L L, = M) BAOKEHERE SO T, Al
DOEIDFT V=2 b T N—TONERERSNET,

switch# show ip access-lists ipv4-RandD-outbound-web expanded

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 10.52.34.4/32 any eqg telnet [match=5032]
1005 permit tcp 10.52.34.27/32 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]

WIZ, summary ¥— U — K& & $(Z show ip access-lists =~ > R&Z{HH L T, ACL @M T
LA =T 2 A A ACLINT 7T 4 TIREDA v X —T =4 A2 & D ipv4-RandD-outbound-web &
WO AETD IPv4 ACL IZFT M AER T 282 R L £,

switch# show ip access-lists ipv4-RandD-outbound-web summary
IPV4 ACL ipv4-RandD-outbound-web
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show a2 F |

Bl show ip access-lists

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

EEaTUF avUFk BIL]
fragments IP ACL MW7 Z 7 A 2 N 20T 5 HiEEHELET,
ip access-list IPv4 ACL % EL £,
show access-lists T_TH ACL F7-13%ED ACL 2F/RLE7,
show mac access-lists T _TD MAC ACL £7213%ED MAC ACL R L E T,
statistics per-entry ACLNDO& T b THAEITES SN/ > FOFEHE RO TR
ZRBLET,
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| showa<vF

show ip arp inspection

X DEREA

TI24ILEK

#ih—rEhd1—F -

Dynamic ARP Inspection (DAL, # A5 I v 27 ARP A VA7 = V)
i%. show ip arp inspection =~ > K& HL £,

show ip arp inspection

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

show ip arp inspection W

REAT —H AERRTHIC

EREDAHA R34y

]

Jy—2 EENE

4.0(1) Zoawy RBMEMEShE L,

Zoawy N, 748 RAFARETT,

WIZ, DALREDAT —Z ZA KT 6% - L ET,

switch# show ip arp inspection

Source Mac Validation : Enabled
Destination Mac Validation : Enabled
IP Address Validation : Enabled
Vlan 1

Configuration : Enabled

Operation State : Active

ARP Reqg Forwarded
ARP Res Forwarded
ARP Req Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Reg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res

O OO OO OO oo o o
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show a2 F |

Il show ip arp inspection

BEaTUF avwyk BL
ip arp inspection vlan VLAN OEINTZY A D DAl A x—7 W LET,
show ip arp inspection BESNIEA LV F—T oA ADOFEEREB L ARP X7 v b L— |
interface EFRRLET,
show ip arp inspection log DAl v VR EXFERLET,
show ip arp inspection DAI #EEHE R AR~ L E T,
statistics

show ip arp inspection vlan VLAN O5E S 72V A D DAl A7 — % 2% FK R LET,
show running-config dhep  DAIZEZ & T, DHCP AX—V LV /R EEF RN LET,
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| showa<vF

show ip arp inspection interface W

show ip arp inspection interface

HEINTA 7 —T = A4 ZDEHREEFRTT 5I21E, show ip arp inspection interface =~ > N %
EALET,

show ip arp inspection interface {ethernet slot/port | port-channel channel-number}

X DEREA

TI2HIEK

avU Rk E—F

#ih—rEhd1—F -

ethernet slot/port  ({£3) HWANA —HV Ry b A Z—T oA AR DL EIITHELET,

port-channel UEE) WA= Fr X A v Z—T oA ARICRDEHICHEELET, &
channel-number NIRAR— M F o RAFEFIL 1~ 4096 T,

L

TEpa<wy K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

yy—2 EEARE
4.0(1) Zoavy RRBIMEShELE,

Zoawy N, 748 RAFARETT,

/] iz, BECEBA v H—T oA ZADEEKELFRT HH%5R LET,
switch# show ip arp inspection interface ethernet 2/1
Interface Trust State
Ethernet2/46 Trusted
switch#
EEa<TUF avok EL
ip arp inspection vlan VLAN OffE &7z U A k@ Dynamic ARP Inspection (DAI; # 1
S 7 ARPA VAR ay) AX—T M LET,
show ip arp inspection DAl REAT—HX A& FRLET,

show ip arp inspection log DAl n 7 HEAXFERLE T,
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show a2 F |

M show ip arp inspection interface

avy kR B
show ip arp inspection DAI #iitfEwmE= R~ LE T,
statistics

show ip arp inspection vlan VLAN OffE SN2 Y A D DAl AT —4 A% FRLET,
show running-config dhcp DAI T4 & H T, DHCP AX—V UV EEE R LET,
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| showa<vF

show ip arp inspectionlog Wl

show ip arp inspection log

BT D e
TI24ILEK
avTY R E—F

#ih—rEhd1—F -

Dynamic ARP Inspection (DAD) = ZFRE4# KT 511X, show ip arp inspection log =~ > R & ff
MALET,

show ip arp inspection log

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fTEDa<wy K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

Zoawy N, 748 RAFARETT,

il WIZ, DAL v VREERRFT DB 2R LET,
switch# show ip arp inspection log
Syslog Buffer Size : 32
Syslog Rate : 5 entries per 1 seconds
switch#

BEIYUFR avwyF e

clear ip arp inspection log DAl vX> 7 Ry77% 707 LET,
ip arp inspection log-buffer DAl uXo 7 Ry 7y 4 &R ELET,

show ip arp inspection DAl REAT —HX A &F R LET,
show ip arp inspection BESNIZA LV H—T 24 ZADOEFREB IO ARP X7 v k L—
interface FNERTLET,

show running-config dhcp DAIF#HE&ZE&H T, DHCP AX—EVFHEER R LET,
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show a2 F |

M show ip arp inspection statistics

show ip arp inspection statistics

Dynamic ARP Inspection (DAID) #tiHE#HR AR ~7T 5121, show ip arp inspection statistics =~ >~
FEFEHLET, 1 20 VLAN £721% VLAN O#HiFZHETE ET,

show ip arp inspection statistics [vlan vian-list]

X DEREA vlan vian-list (1) DAI#EHEHR A F "9 5 VLAN O U X b &FEEL £, Hzh7e VLAN
ID (¥, 1~ 4096 T,

TI2HIE 2L

T
H
I
e

avy fFEDa<vw R E—F

#f—hr&NB1-¥ 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= FERNR
4.0(1) Zoawry RpBIMEnE L,

BREDAARSAY —oa~<r Ricid, 54y AFRETT,

1 Wiz, VLAN 1 @ DAI #HEREFRT 2682~ LE T,

switch# show ip arp inspection statistics vlan 1

ARP Reqg Forwarded
ARP Res Forwarded
ARP Req Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Req
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switch#

([ T
[eNeNeoNeoNeNeNecNeNeNeoNe)
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| showa<vF

show ip arp inspection statistics

BEav VR avwy kR HL)]
clear ip arp inspection fiiE &7z VLAN O DAI #tatHEH a2 HE L £,
statistics vlan
show ip arp inspection DAl REAT—HX A& F R LET,
show ip arp inspection BESNTcA v E—T 24 ZADEBREL LV ARP N7 > F L— %
interface =R LET,
show ip arp inspectionlog DAl v /& TEZXFE L E T,
show running-configdhcp DAl & EZEH T, DHCP A X — Y U /R EXFRLET,
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show a2 F |

Bl show ip arp inspection vian

show Ip arp inspection vian

BE 372 VLAN @ U X s ® Dynamic ARP Inspection (DAD) AT —#% 2% FK9 5HIZ1%, show ip
arp inspection vlan =~ > FZHEHA L 7,

show ip arp inspection vlan vian-/ist

BXXniA vian-list Zoa<wy RN DAl 25 —#% 2% F53 % VLAN, vian-list 513 % 14 2%
L. H—® VLANID, VLAN ID O#iH, 7213 o ~TRBIEN7 ID BL O
fEERECEET (IF) 2288), %7 VLANID (%, 1 ~ 4096 T7,

TI2HIE 2L

™.

H
I

T

avy fFEDa<vw R E—F

#f—hr&NB1-¥ 0—)l network-admin
network-operator
vdc-admin
vdc-operator

avy FEE Jy—= EEAR
4.0(1) Zoawry RpBIMEnE L,
i W2, VLAN 1 3 XV VLAN 13 @ DAL A7 — % A% F5iT 50 % 57 LET,

switch# show ip arp inspection vlan 1,13

Source Mac Validation : Enabled
Destination Mac Validation : Enabled
IP Address Validation : Enabled
Vlan 1

Configuration : Enabled

Operation State : Active

Vlan 13

Configuration : Enabled

Operation State : Inactive

switch#
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| showa<vF

show ip arp inspection vian W

BEEav> K avwy kR EL
clear ip arp inspection 55 X7 VLAN @ DAI #EHE®EWE L7,
statistics vlan
ip arp inspection vlan VLAN 0§ E SV 2 h® DAl %4 32— LIZ LET,
show ip arp inspection DAI HTEAT—F A %F L ET,
show ip arp inspection f5ESh/-A ¥ —7 = A4 ADEHIREIBLOARP /N7 v b L— &%

interface R~LUET,
show running-config DAIREZE®H C, DHCP AX—VE U I/REZERRLET,
dhcp
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show a2 F |

M show ip device tracking

show ip device tracking

IP 7314 R FT ¥ TiERERSRT 5I21E. show ip device tracking =~ FZfEH L £,

show ip device tracking {all | interface ethernet slot/port | ip-address ipv4-address |
mac-address mac-address}

ST EHBA all FTRTOIPTNAAA TR THERERRLET,
interface ethernet slot/port 4 4% —7 A ZDIP FTF v X7 FAL REFREFTLET,
ip-address ipv4-address ABCD XD IPvA 7 RLADIP b7 v F 7 T84 AfFR AR
LET,
mac-address mac-address XXXXXXXXXXXX JEXDO MAC 7 KL ADIP + T v X 7 EH%E
FRLET,
T4 7L
avy kFE—F fAEDa<wy K E—F
#R—pEhd1-0— network-admin
vdc-admin
VDC user
avy FERE yy—=x EENE
4.0(1) Zoa<wry RRNBMERE L,

ERLEDAA K54

]

ZDawy R, 794 RIARETT,

HIZ, TRTDOIPTAA A FT v F o TERERRT D0 ZRLET,

switch# show ip device tracking all

WIZ, £ X =T A ADIPTNNA A T o F o TEREFRRTIMETRLET,

switch# show ip device tracking ethernet 1/2

WIZ,IP 7T RLADIP TANA A T v IEREFTT L2 LET,

switch# show ip device tracking ip-address 10.10.1.1

KIZ, MACT7 RLADIP T/ A A T vd o ZiERZRRT 502 R LET,
switch# show ip device tracking mac-address 0018.bad8.3fbd
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show ip device tracking W

| showa<vF

BEav VR avwy kR HL]
ip device tracking PTNRAR T XU T ERELET,
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show a2 F |

M show ip dhcp relay

show ip dhcp relay

AV E—T A ALIZEREZINTWS DHCP — R 7 RL 2% & DHCP AX—E > 7 UL —0DXR
T =B A% FRRT HIZIL. show ip dhep relay =~ > REfH L ET,

show ip dhcp relay

BXXniA Zoavy FITE, BIEERIEF—T— NEIH Y A,

TI24ILEK L

avY kR E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

vy FERE Jyy—= EEANR
5.02) ooy RREMESNE L,

FREDHFLIRSLIY —oa~<r RFidiE, 948 AFARECT,

#1 WIZ, DHCP U L—DRAF — X 2B L OHEEHHLO DHCP +— R 7 FL A2 FRT 56 % 7 LET,

switch# show ip dhcp relay

DHCP relay service is enabled

Insertion of option 82 is enabled

Insertion of VPN suboptions is enabled

Helper addresses are configured on the following interfaces:

Interface Relay Address VRF Name
Ethernetl/4 10.10.10.1 red
switch#
BEaTVF avwUFk B
feature dhep T34 20 DHCP A X — Vv v JHfEE A X — 7 LE T,
ip dhep relay DHCP VL — 2=V =2 b F—T VI LET,
show ip dhcp relay address TN AZEE SN TWD DHCP =1 7 RLAZFIRLET,
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| showa<vF

show ip dhcp relay address W

show ip dhcp relay address

TNA RZRESINTNSD DHCP — 7 R 2% RKRZT 5121, show ip dhep relay address =~
YREMEALET,

show ip dhcp relay address [interface {ethernet /ist | port-channel /ist}]

show ip dhcp relay address [interface interface-list]

340}

"E-IDII':

BA

T2+ EK

avU Rk E—F

#ik—rEhd1-F O0-)

interface L) A —H Ry FEFERER— M F v RV A F—T 2 ABLOY T A
=T oA AOEMETZ 1T v MCHEESH TS DHCP 7 R LRIz &l
fRLET,

ethernet UEE) A=V Xy b AL =T 2 A ABLOV T A L X —T = A ADFPHET-
Tty MZBRESNTWS DHCP 7 FL A ICH A ZHIRL £,

list DA U H—T 2 A AT —T A AOHM, £/ h v~ TRY -2
A =T A ALFH (MH]l] ODEEZZRLTIEEWN),

port-channel () K= brFXxIN A E—T 2 A ABIOY T A v F—T = 2OHiH %

7Zidty MCREENTWS DHCP 7 RLAIZH A EHIB L £,

L

FEDa~v FE—F

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDAHA R34y

]

yy—=x EENE

5.0(2) interface ¥ — UV — FB XN VRF IZH)GT 57200 R — RN BMSE
L7,

4.2(1) Zoavy RRBIMEShE LE,

Zoawy N, 74 B AFARETT,

WIZ, TNRARACHEESHTWAETXTODHCP VL — 7 RLAZFRTEH0%2 R LET,

switch# show ip dhcp relay address

Interface Relay Address VRF Name
Ethernetl/2 10.1.1.1
Ethernetl/3 10.1.1.1 red
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show a2 F |

W show ip dhcp relay address

Ethernetl/4 10.1.1.1 red
Ethernetl/5 10.1.1.1 red
Ethernetl/6 10.1.1.1 red
Ethernetl/7 10.1.1.1 red
Ethernetl/8 10.1.1.1 red
switch#

WL, A =P Xy b A F =T 24X 1200 1/4BLOA—H x> b 1/8IZRE I/ DHCP Y
L— 7 FLRZ2RRT 502 RLET,

switch (config-if)# show ip dhcp relay address interface ethernet 1/2-4,ethernet 1/8

Interface Relay Address VRF Name
Ethernetl/2 10.1.1.1
Ethernetl/3 10.1.1.1 red
Ethernetl/4 10.1.1.1 red
Ethernetl/8 10.1.1.1 red
BREaTV R avwyk B
feature dhcp F X4 20 DHCP 2 X — b v JHfe xR A 2 — 7 W LET,
ip dhcp relay DHCP VL — ==V x> baA F—7 M LET,
show ip dhcp relay FRA ACEEEN TS DHCP U L—D AT —Z 2R L — T K
VAR RLET,
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| showa<vF

show ip dhcp snooping

show ip dhcp snooping

X DEREA

TI24ILEK

#ih—rEhd1—F -

DHCP A X —VE 7 D—H AT — % AFW A KR T 511X, show ip dhep snooping =~ > FZMHH L
3

show ip dhcp snooping

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fTEDa<wy K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

I

yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

Zoawy N, 748 RAFARETT,

WIZ, DHCP AX—VE v JIZET 2 AT — X AMEREF R~ THH 2R~ LET,

switch# show ip dhcp snooping

DHCP snooping service is enabled

Switch DHCP snooping is enabled

DHCP snooping is configured on the following VLANs:

1,13

DHCP snooping is operational on the following VLANs:

1

Insertion of Option 82 is disabled

Verification of MAC address is enabled

DHCP snooping trust is configured on the following interfaces:

Interface Trusted
Ethernet2/3 Yes
switch#
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show a2 F |

M show ip dhcp snooping

BEa<T K avyk B
feature dhcp F N AD DHCP A X —vr JHteh A 2—7 VI LET,
ip dhcp snooping FTNRAAZAD DHCP A X =¥V 7 %7 a— Ui 2= M LET,
show ip dhcp snooping =< %5 ¢ v 7 IP V—A =2 FU #&H T, IP-MAC 7 KL A A V5 ¢
binding YT RRRLET,
show ip dhcp snooping DHCP % X — ' /#iaHER A F R LE T,
statistics
show running-config DHCP AX—VY UV R EZEZ R LET,
dhcp
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| showa<vF

show ip dhcp snooping binding

show ip dhcp snooping binding

FTRTDA L H =T =2 A AETFIFHFEDA VX —T = A ZAD [P-to-MAC 7 RV RA NS VT 4 v TR
KT % IZ1L, show ip dhep snooping binding =~ > FEFEHA L ET, ZHIKIEAXT 4 v 7 IP VY —A
T RIBREENTHET, AXT 4 w7 =2 hUIE, Type # 7 AT Tstatic] LR RSN ET,

show ip dhcp snooping binding [/P-address] [MAC-address] [interface ethernet slot/port]
[vlan vian-id]

show ip dhcp snooping binding [dynamic]

show ip dhcp snooping binding [static]

B DR

T2+ EK

avU Rk E—F

#ih—rEhd1—F -

IP-address

EE) BRENDIANAL T 4 7 CEDD IPvA T RV A, A%
Ty bR, Ry MEE 10 #XRTL T,

MAC-address

(EE) BRENBINRL T 4 o I8 H MAC 7 RL 2, H%)
ey b UG, Ny MEE 16 #ERFTL T,

interface ethernet
slot/port

(ER) RENDINA T 4 o ZIZHEMT 24—V Ry b A
F—T A AEEELET,

vlan vian-id

(EE) ERENDBE AL T 4 7IZE#AHT D5 VLAN ID Z#87¢
L¥7d. A%2)72 VLANID I%, 1 ~ 4096 T,

dynamic IE) TRTOXAFTIv I IP-MAC T RLA RS VF 40
WCH D ZEHIRR L E T,

static EE) T _XTCDAEZT 4 v 27 IP-MAC 7 RLVZA AL UF 407
WCH D ZHIRR L E T,

L

FEEDa~<v K E—FR

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

Jyy—2

EERARE

4.0(1)

Zoavry RRBMEnE LA,

Zoavy RiZiE, 74 R IARETT,
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show a2 > F

M show ip dhcp snooping binding

1l WIZ, TRTONL T 4 U TR THHERLET,
switch# show ip dhcp snooping binding
MacAddress IpAddress LeaseSec Type VLAN Interface
0£:00:60:03:23:33 10.3.2.2 infinite static 13 Ethernet2/46
0£:00:60:03:23:35 10.2.2.2 infinite static 100 Ethernet2/10
switch#

BEaTUF avwyFk B
clear ip dhep snooping DHCP ZAX—VE L 27 RAvF 4 v F—EARXR—2A %2 HELET,
binding
feature dhcp F XA A0 DHCP AX—t' > JHfe e A 2 —7 VI LT,
ip dhcp relay DHCP Vb — ==V haA RX—TNERLETT 4 E—7 M LET,
ip dhcp snooping T NRA AP DHCP AX—Y > 7 %7 a— LA x—T Mz LET,

show ip dhcp snooping DHCP A X —v' 7|4+ 5 — kiR A FERLET,

show ip dhep snooping DHCP A X — v Vi EREETRLET,
statistics

show running-config [P V—2 H— FREE2EHD T, DHCP AX—E L VR ELZRELET,
dhcep
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| showa<vF

show ip dhcp snooping statistics W

show ip dhcp snooping statistics

X DEREA

TI24ILEK

#H—r&hd1—4 0—)

<

DHCP A X — ¥V VG & £ 79 5I21%. show ip dhep snooping statistics =~ FZfEH L &
R

show ip dhcp snooping statistics

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

fTEDa<wy K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

Zoawy N, 748 RAFARETT,

il WIZ, DHCP A X — v v /i@ a2 ForT 562~ LET,
switch# show ip dhcp snooping statistics
Packets processed 0
Packets forwarded 0
Total packets dropped 0
Packets dropped from untrusted ports 0
Packets dropped due to MAC address check failure 0
Packets dropped due to Option 82 insertion failure 0
Packets dropped due to o/p intf unknown 0
Packets dropped which were unknown 0
switch#
BEaTUFR avw ok St
feature dhcp FNRAAD DHCP AX—V o Ve 4 X —T M LET,
ip dhcp snooping TNAAD DHCP AX—E > 7% 7a— U4 32— M LET,
service dhcp DHCP J L — ==V =V b A R—TNELBT 4 E—T M LET,

show ip dhcp snooping DHCP A X —v' v 7B+ 5 —ixiEHREERLET,
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show a2 F |

Il show ip dhcp snooping statistics

avwyk HL

show ip dhep snooping 245 v 27 IP V=2 = FUZED T, IP-MAC 7 RL A A 5 ¢
binding VI RFERLET,

show running-config DHCP AX—bE L VHEEFE L LET,

dhcp
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| showa<vF

show ip verify source W

show ip verify source

IP-to-MAC 7 RV A A T ¢ 7% FamT %I121%, show ip verify source =~ > REEH L E 7,

show ip verify source [interface {ethernet s/ot/port | port-channel channel-number}|

BX DA interface L) HMABKEDA v 2 —T = A AD [P-to-MAC 7 KL A RA VT 47
WZHIRS D L2 IZHEE LT,
ethernet slot/port (L) HANFIEDA —HF v b £ v F—T oA ADNA T 4V TITHIIR S
NoEITHEELET,
port-channel (8 WANFEDR— R F ¥ XN A B —T =2 ZADAA T 4 2 7R
channel-number ENAEICHEELET, AR — b F v X AEBIL 1~ 4096 TT,

TIAILE 2L

avY kR E—F fEZEpa~vy K E—FK

#h—bEhd1—F 0—-) network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—=x EEANR
4.0(1) Zoavy RRBIMEhELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,

il WIT, IP-to-MAC 7 LA NA U F 4 v T hFomT D0l R LET,
switch# show ip verify source
switch#
RREOY YR avwy kR BIL]
ip source binding RELIEA—V XYy N AV F—T A ADALT 4 v 7 IP VY —A T |
U EERLET,
ip verify source AVHE—=T A ADIP V—A H— KA Fx—TNMILET,

dhcp-snooping-vlan

show running-config [P ¥ — 2 H— R@EEZEH T, DHCP AX—E LV VHEFRRLET,
dhcp
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show a2 F |

Bl show ipv6 access-lists

show ipv6 access-lists

F TP IPv6 Access Control List (ACL) FE7=iXHRED IPv6 ACL #FEK 77 521X, show ipv6
access-lists =~ > REMFEH L E T,

show ipv6 access-lists [access-list-name] [expanded | summary]|

XD
TIAILE
ATV R E—F

#ih—rEhd1—F -

(fE&) IPv6 ACL D4, 4RI TITRAT 64 LFOFRBFEMMTE, KLF
EANCFERKBI S ET,

access-list-name

expanded UEE) A7 V=7 b IA—TOLRFTIET TR, IPv6 7 RL A JA—TF
IR —=F IV —TORARERTTHELIICHBELET,

summary (EE) 22 R ACL &% ETiEe<, ACL IZET AR AERTT D L5 I1CHE
FELET, e WL, MEHLEDOT A R0 #BRLTLEE N,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

Jyy—x EEANA

4.2(1) a<wy FHEAE, ACLAICE»TT A 77Xy MEICY—FEhET,
fragments =~ FOVPR— FB3BEIMISE LT,

4.1(2) Zoa<wy RRNBMEE LT,

access-list-name 518 %fEF LT ACL Z$8ET 55552\ T, 731 AL TXTO IPv6 ACL &%
RLET,

ACL 4 ZHEE L RWGE,
én\i\j‘c

expanded ¥ —V — R&HEHT G52 CTIPV6 7T RLA A7V h ZA—TEIOIP F— b
FTV s N TN—=TIFARITET CERRINET,

expanded ¥ — UV — R&2HERATH L, A7 V=7 b ZJA—TOARFITZIT T2, ACL THEASLTH
HDATC 2 N IN—TOFHMERRTEET, ATV N IA—TICETHEMICOVW T,
object-group ipv6 address =~ > N5 L ON object-group ip port =~ > REZZML T 7Z&E W,
summary ¥—V— REHEHAT25 &L, ACL#HETIFE< ACLICHET2HE#REFRTEET, BRdh
HIEWICIT. WONBEREGENE T,

o TV BMORMEHERS ACLIZK L TRESINTWNDENE S M,

FNRA AT, ACLAICE>TT A 77Xy MEIZ ACL ®Y & FBER
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| showa<vF

]

show ipv6 access-lists

e fragments =~ F23 ACLIZH LT REINTND0E DD,

o ACLRBRENDNL—LE, ZOEIL, TAAANRNAL U F—T oA RAZ@WHEND & &2 ACL NIZE
TN MU AERMLETA, ACLINOIL—LNET P xs b ZL—F 52 dHAT 284, i
HEhs & ACLAO=2 FUHIX, V—AEIDIEDNIKREL D £7,

o ACLABEHENTWAAS Vv H—T A A,
e ACLWBT 277 4 7WREDA L H—T AR,

show ipv6 access-lists =~ > Fi&, ROMTORENEDOLHEIZ, ACL HDEK T b OfGHER %
FRLET,

o ACL JEIT statistics per-entry =~ > FREFEN TS,
o BWHET v TIREEDA L H—T 24 A ACL B S TS,

IP ACL (T fragments =~ > R EENL5E, AR L — LB X CEGL— LV ORIZa~ o F
MWERRENET, L, T/ A TR, M7 7 7 A2 858 ACL DD T N TOMRKRL—v
W= L7 WEA, fragments =~ > RBEFIHI 7 7 7 2 v M@ SR ET,

Zoavwy RiZiE, 74 B R FARETT,

12, show ipv6 access-lists =~ > Rl LT, H—o IPv6 ACL Z£f>7 /31 2 THXTD IPv6
ACL 2£7¥ 20 %R LET,

switch# show ipv6é access-lists

IPv6 access list ipvé6-main-filter
10 permit ipv6 any any

WIZ., show ipv6 access-lists =~ > F&fEH LT, LowerLab 4+ 7 ¥ =2 b 7L —7 %R = R
Oz U HEALOFFEHR%Z S T, ipve-RandD-outbound-web &> 5 £ i IPv6 ACL #Fxd 5
FERLET,

switch# show ipvé access-lists ipv6-RandD-outbound-web

IPv6 access list ipvé6-RandD-outbound-web
statistics per-entry
fragments deny-all
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup LowerLab any eqg telnet
1010 permit tcp any any eq www [match=820421]

RIZ. show ipv6 access-lists =~ FZffif] L T, ipv6-RandD-outbound-web & v 5 4 #ijD [Pv6
ACL £33 50%2RL%7, expanded ¥—V— F&Efifi+5L, = b BLOKFHEREZE D
T, WIOBEIDOAT V=22 b T N—TONERERINET,

switch# show ipv6é access-lists ipv6-RandD-outbound-web expanded

IPv6 access list ipv6-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 2001:db8:0:3ab0::1/128 any eqg telnet [match=5032]
1005 permit tcp 2001:db8:0:3ab0::32/128 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]

WIZ, summary ¥ —7U— K& & 12 show ipv6 access-lists =~ > F2#EA LT, ACL A#H I T
WHA LB =T A A ACLBT 77 4 THREDA L F—T = A A7 & D ipv6-RandD-outbound-web
EWV I AT IPv6 ACL IZBET D@2 &R T 5012~ L £,

switch# show ipvé access-lists ipv6-RandD-outbound-web summary
IPV6 ACL ipv6-RandD-outbound-web
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show a2 F |

M show ipv6 access-lists

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

BEaTUF avwyk B
fragments IP ACL 33EWIHI 7 Z 7 A v MBS 5 HEERELET,
ipv6 access-list IPv6 ACL R E L £,
show access-lists T_TH ACL F7-13%ED ACL 2F/RLE7,
show ip access-lists T _TD IPv4 ACL ¥ 7213%ED IPvd ACL 2R R LET,
show mac access-lists T _TD MAC ACL 721348 ED MAC ACL #FRr LET,
statistics per-entry ACL NOFx Y N Y CHAME 7IFER Sz 37 v b OFEHE ] 0 fldk
ZRBLET,
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| showa<vF

show key chain W

show key chain

BEDF—F =—DRELZF T LITIL, show keychain =~ FEH L £,

show key chain keychain-name [mode decrypt]

XD EHEA keychain-name BET DX —F = — DL, &K 63 LTOHETEIRETEET,
mode decrypt (FE) ZUTTHFARTHF— THFAMEREEFRRLET, 2047 3 03,
network-admin ¥ 721% vdc-admin = —% v —AnNED Y CTo N2 —F T hH ¥
VRCF AL AT SR AT B E EEGHEATEET,

T2+ EK L

avykE—F AEEpa<wy K E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Yy FEE yy—2 EEARE
4.0(1) Zoavy RRBIMEShELE,

BREDAARSAY oo~y Ricid, 54y AFRETT,

il KIZ, BEDZTFANTA T7HALBLOREBETA 7 XA 25RO 1 SO (#13) 250 %—
Fx— glop-key DF —F = —URELRRT O 2R LET,
switch# show key chain
Key-Chain glbp-keys

Key 13 —-- text 7 071a33595c1d0c1702170203163e3e21213c20361a021f11
accept lifetime UTC (00:00:00 Jun 13 2008) - (23:59:59 Sep 12 2008)
send lifetime UTC (00:00:00 Jun 13 2008) - (23:59:59 Aug 12 2008)
RREOY YR avwUF SiEA

accept-lifetime BOZITANTA T HA LERELET,

key WERELET,

key chain X—Fz—VEBRELET,

key-string HEOA N T EFRELET,

send-lifetime ROEETA 754 LERELET,
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show a2 F |

M show Idap-search-map

show ldap-search-map

RESNTZLDAP 7 MU Ea— b vy FICHT 5 FHAZFKR"T 5121E. show ldap-search-map =~
Y REFERALET,

show ldap-search-map

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
TI24ILEK 7L
ATV R E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
5.0(2) Zoavy RRBIMEhELE,

BRALOHM RS54 LDAP #4277 51, feature ldap =~ > REMHEATHILERH Y £,
Zoawy RiZiE, 748 RAFARETT,

] WIZ, BREFHO LDAP 7 b Ba— b v v FICET2ERERTT 2087 LET,
switch# show ldap-search-map
total number of search maps : 1

following LDAP search maps are configured:
SEARCH MAP sO0:
User Profile:
BaseDN: DN1
Attribute Name: mapl
Search Filter: filterl
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| showa<vF

show Idap-search-map W

BEav VR avvk HL)]
attribute-name a—Y Fa7rA, FEINDFEHAE, CRL, FEFAE DN O—
B, AB#EO—FK, £V AL v FITN—T DNV T T v
TREBEAEOT P Ba— M, KT 4 V&, N—Z DN Z&E

LET,

feature ldap LDAP %A X —7 VI LET,

Idap search-map LDAP R~ > 7E2RE L ET,

Idap-server host LDAP 4 — "D IPv4 T L ZAE 72T IPv6 7 R LA ETII AR M
ZHEELET,
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show a2 F |

W show Idap-server

show ldap-server

Lightweight Directory Access Protocol (LDAP) H— ZRE%ZFK 7T 5IZi%. show ldap-server =~
Y REERLET,

show ldap-server

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
TI24ILEK 2L
ATV R E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
5.0(2) Zoavy RRBIMEhELE,

BRALOHM RS54 LDAP #4277 51, feature ldap =~ > REMHEATHILERH Y £,
Zoawy RiZiE, 748 RAFARETT,

] WIZ. LDAP — "R EEFRT 50 %R LET,
switch# show ldap-server
timeout : 5
port : 389
deadtime : 0
total number of servers : 0
EEaTUF avUFk Ll
feature ldap LDAP %4 X —7 MIZLET,
Idap-server host LDAP H— "D IPv4 7 RL A E X IPv6 7 RL A EIFIHR R R
EHRELET,
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| showa<vF

show Idap-server groups W

show ldap-server groups

Lightweight Directory Access Protocol (LDAP) #—/ 7 —7HEEZ R RT HIZIL. show
Idap-server groups =~ > FZEHA L 7,

B DA

T4

~

#h—r&hd1—4 0-)

show ldap-server groups

Zoawy FiZiE, 5lIEETF—V—FEH 0 8 A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

ATy FEE

EREDAHA R34y

yy—2

EENE

5.0(2)

Zoavwry RRBMENELE,

LDAP {§#i % &~k 5 R1C, featureldap =~ > FEMATILERSH D 3,
Zoawy RiZiE, 748 AFARETT,

l WIZ, LDAP H— VN —TREEFRT D017 LET,
switch# show ldap-server groups
total number of groups:
following LDAP server groups are configured:
group LDAPgroupl:
Use-vrf: default
Mode: UnSecure
Authentication: Search and Bind
Bind and Search : append with basedn (cn=$userid)
Authentication: Do bind instead of compare
Bind and Search : compare passwd attribute userPassword
Authentication Mech: Default (PLAIN)
Search map:
BEaTY avwy kR A

aaa group server ldap

LDAP =R FN—TE{EK L, D7 /V—7 O LDAP $— 7
N—F ar T4 F¥al—vary ET— RREEBLET,

feature ldap

LDAP #A X —7WIZLET,
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show a2 F |

Bl show Idap-server statistics

show ldap-server statistics

LDAP % — 1 O#iHE#HR % KT 5121, show ldap-server statistics =~ > F&2#EA L ET,

show ldap-server statistics {ipv4-address | ipv6-address | host-name}

T DA ipv4-address A.B.C.D B KDY —/3D IPv4 7 N L X
ipv6-address XXX XEAXDOY— D IPv6 7 KL &
host-name P4, LR, BEERTTRELET, KRXFTE/NXLTERRBE N, KR

FHE 256 TT,

TIAILE 2L

T
H
I
™.

av Yy FEDa~v K E—F

#H—b&hd1—F 0—-) network-admin
network-operator
vdc-admin
vdc-operator

oy FERE y1yy—=x EENE
5.0(2) Zoa<wry RRNEBMERE L,

BRALDHM RS54y LDAP #4751, feature ldap =~ REMHEATHHERH Y £,
Zoawy R, 748 RTRETT,

1 Wiz, LDAP —_RO#aHERE2 £ RT D02 R LET,

switch# show ldap-server statistics 10.10.1.1
Server is not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: O
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0
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| showa<vF

show Idap-server statistics W

BEaITUF av vk B
feature ldap LDAP # A 32 —7WVIZLET,
Idap-server host LDAP — "D IPv4 7 RV AEILIPVO 7 RV AL 7ZITAR A M
EHRELET,
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show a2 F |

Bl show mac access-lists

show mac access-lists

F_T?D MAC Access Control List (ACL) 72138 ED MAC ACL #FE ~73 5121%. show mac
access-lists =~ F&ZHH L £,

show mac access-lists [access-list-name] [summary]

BT D e
T2+ EK
avY kK E—F

#ik—rEhd1-F O0-)

access-list-name (EE) MAC ACL 04§, 4#1TIZRKT 64 XFORKTEMMTE, KX
FLANLFREBI S E T,

summary (EE) =~ P23 ACL RETIEZ2 <, ACL IZHET 2EHEFTT D & 9 I1TH
ELET, FEZOWTIE, MEH RO A R4 22U TSN,

L

FEDOa~vY FE—F

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDAHA R34y

yy—2x EEARE
4.2(1) a<r KHAE, ACLAIE > TT A7 7y MEIZY — hEhET,
4.0(1) Zoawy RBMEMEShE L,

access-list-name 51 &AL T ACL 28E T 2B E 2RO T, T3 2 X9 3THO MAC ACL %23
A~LET,

ACL A ZE LRWEGE, T34 AT, ACLAIZL>TT V77X MEIZ ACL ®Y A hRFERR
énij‘o
summary ¥—V— F&EHEHT25 &, ACL#ECTId7e< ACLICET 2 eRRTEET, BRdh
HERIIL. WONEREENET,
o TV KU HNOKEEHERS ACLICKH L TRESNTWNAENE DD,
o ACL#ENDIL—ILE, ZOIT. TAALABAL X —T 2 AZHWAEND & &2 ACL NICE
FNAZ NI EERMLEYEA, ACLINOL—ANA TVl N TA—F2EHT A48,
HAEhs &0 ACLAO=Y FUHIX, V—AEEDIFEDMMIKREL D £9,

o ACLAWHENTWAHEAS LV H—T = A A,
o ACLWT 7T 4 7REDA LV H—T AR,
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| showa<vF

show mac access-lists W

show mac access-lists =~ > NiZ, OB FORENEOHAEIZ, ACL NOK T b OfEHERE
FRLET,

e ACL JEIT statistics per-entry =~ > RREFEN TS,
o HHET v RO H—T x4 AT ACL N STV 5,
Zoawy RiTiE, 748 RFIAETT,

i KIZ, show mac access-lists =~ > REf#H L T, B—® MAC ACL #2757 N4 A TTXTOD

MAC ACL R~ T 502~ LET,
switch# show mac access-lists
MAC access list mac-filter

10 permit any any ip
RIZ, show mac access-lists =~ > REZHA LT, = b U B OFEEHREZ Z ® T, mac-lab-filter
EWIHARTDO MAC ACL 2R~ T 562~ LET,
switch# show mac access-lists mac-lab-filter
MAC access list mac-lab-filter

statistics per-entry

10 permit 0600.ea5f.22ff 0000.0000.0000 any [match=820421]

20 permit 0600.050b.3ee3 0000.0000.0000 any [match=732]
WIZ, summary ¥—7— R & & 42 show mac access-lists =~ > K& H LT, ACL 235 ST
WHA B =T 2 A A ACL BT 77T 4 TIREDA & —7 = A A7 £ D mac-lab-filter &\ 5 £ HiD
MAC ACL 287 A58 a R~ T D62 R LET,
switch# show mac access-lists mac-lab-filter summary
MAC ACL mac-lab-filter

Statistics enabled

Total ACEs Configured: 2

Configured on interfaces:

Ethernet2/3 - ingress (Port ACL)
Active on interfaces:
Ethernet2/3 - ingress (Port ACL)
RREOY YR avwy kR SiEA

mac access-list MAC ACL %3 E L £,
show access-lists FTRTO ACL £33 ED ACL xR R-LET,
show ip access-lists T _TO IPv4d ACL F 721345 ED IPvd ACL Z2FK - LET,

show ipv6 access-lists T XTD IPv6 ACL E72134ED IPv6 ACL R - LET,
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show a2 F |

W show password strength-check

show password strength-check

RAT— ROWEDOFERAT — X A% F£RT HI21E, show password strength-check =~ > K&
LET,

show password strength-check

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
TI24ILEK 7L
ATV R E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.03) Zoavy RRBIMEhELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,

#i WIT, RAT— ROBEDHEBAT — X A RiT 56 %27 LET,

switch# show password strength-check
Password strength check enabled

BEaTUF avwyk E
password strength-check NRAT — ROBEOHRE A F—T M LET,

A=

show running-config security Ji{jo 7 (%o l— oL O ¥ U 7 1 AEREE 0 L £
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| showa<vF

show policy-map type control-plane W

show policy-map type control-plane

aryhe—) FL—r RY— vy FERERTT HITIE, show policy-map type control-plane =
vV REMHLET,

show policy-map type control-plane [expand] [name policy-map-name]

EX DA expand (EE) ESNZary ba—L FL—r K) v— <=y FEREFTR L E
7
name policy-map-name (f£&) 2 ho— FL—r R ¥— v TOLRIERE L £, 400
TliE, RXFE/DILEDEBISNET,

T2+ EK 7L

avykE—F AEEpa<wy K E—F

#f—hr&NB1-¥ 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jyy—= EEANA
4.0(1) Zoavry RRBENE LR,

BREDALARSAY Zoa~vr NI, 740 FOFEBTF AL 2 arFx 2 (VDC) TREIMHATE £,
Zoawy RIZiE, 94 B RAIARETT,

1 Wi, aviho—L Fr—r R — v o FIEREERRTHHEZRLET,

switch# show policy-map type control-plane

policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit
exceed transmit violate drop
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show a2 F |

W show port-security

show port-security

TNAADKR— K EX =27 4 OIREEZRART HI2IL. show port-security =~ > REZEH L 7,

show port-security [state]

BT D e
TI2HIE
avY kK E—F

#ik—rEhd1-F O0-)

state (EE) A—F X2V T4 BA X =T NICSNTND I L EFRLET,

Bl

FEEDa<v K E—FR

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDAHA R34y

I

yy—=x EFERRE
4.2(1) LAY 2AR—bF ¥RV A F—T o f ADYR—FBRBMESNELE,
4.0(1) Zoawy RBMEMEShE L,

Zoawy N, 74 B RAFIARETT,

WIZ, show port-security =~ > REZFERALT, 7XA ADFR—F EX a2 VT A HEEBORT—F X%
KRTHHERLET,

switch# show port-security

Total Secured Mac Addresses in System (excluding one mac per port) : 0
Max Addresses limit in System (excluding one mac per port) : 8192

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

Ethernetl/4 5 1 0 Shutdown

switch#
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| showa<vF

show port-security W

EEEavT UK avok BL
feature port-security R—h X2V T o HEE2 A =T VI LET,
show port-security R=h X2 U7 HRICL > TREINTNS MAC 7 RLAEZ R
address LET,
show port-security BEDA L H—T 2 A ADKR—K X2 )T 4 AT —HRAEFRRLE
interface 4,

switchport port-security L ¥ 2 /A X —T A ATKR—F BX2VT 2R ELET,
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show a2 F |

M show port-security address

show port-security address

A—F X2V T AHRICE > TR#EINTVDS MAC 7 RLRIZET 21ERER AT HIC1E. show

port-security address =~ > R&flifH L £,

show port-security address [interface {port-channel channel-number | ethernet

slot/port}]
B interface (FE) K—brE¥2UT 1 MAC 7 RLAERELEDA & —7 = A AITHI
fRLET,
port-channel LAY 2AR—FF RNV A ¥ —T =2 AKREELET, channel-number 5%
channel-number W2, 1~ 4096 O EEETEET,
ethernet slot/port A4 —% %y b f VX —TxA 2AEEELET,
TIHNEb L

#ih—rEhd1—F -

fTEDa<wy K E—K

network-admin
network-operator
vdc-admin
vdc-operator

ERLEDAA FS54>

]

Jyy—=x EENE
4.2(1) LAY 2R—=FF xRNV A A —T 2 ADPR—FBNEBMENE LI,
4.0(1) Zoa<wry RRNBMENE L,

ZOawy RiZiE, 94 RIIARETT,

WKIZ, show port-security address =~ REFHEHA LT, A— M EF 2V 74 IC Lo THRESN TN D
FTRTHOMAC T LU RIZHET 2R ERRT 202" LET,

switch# show port-security address

Total Secured Mac Addresses in System (excluding one mac per port) : 0
Max Addresses limit in System (excluding one mac per port) : 8192

(mins)
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| showa<vF

show port-security address

1 0054 .AAB3.770F STATIC port-channell 0
1 00EE.378A.ABCE STATIC Ethernetl/4 0
switch#

RIZ. show port-security address =~ FEHEH LT, A1 —¥ Ry N 1/4 A F—Tz2A A LOR—
X2 T A ERICESTRESNTND MACT RLAZRFSTHHIZRLET,

switch# show port-security address interface ethernet 1/4
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 00EE.378A.ABCE STATIC Ethernetl/4 0
switch#
> =
BEaYVF avwyFk B

feature port-security

R—b X2V T HRiEE A =7 LT LET,

show port-security

R—h tF2V T A REDAT —F XA 2FKRLET,

show port-security
interface

BEDA v HE =Tz ADKR—F ¥Xa2 VT4 AT —FAEFRLE
7,

switchport port-security

LAY2A =T 2 ATAR—F BF2 VT 0 2R ELET,
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show a2 F |

M show port-security interface

show port-security interface

BEDA S =Tz A A LDOR—F BF 2T 0 DREEFRT HIZ1L, show port-security
interface =~ > R&HHALET,

show port-security interface {port-channel channel-number | ethernet slot/port}

BT D e
TI2HIEK
avY kK E—F

#ih—rEhd1—F -

port-channel LAY 2AR—FF RNV A ¥ —T 2 AREELET, channel-number 5%
channel-number W2, 1~ 4096 OB EIEETEET,

ethernet slot/port A4 —H% o N AL X —T A AEEBELET,

L

FEDOa~vY FE—F

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

I

yy—=x EEARE
4.2(1) LAY 2HR—=FF xRNV A F—T 2 ADPR—FBNBMENE LI,
4.0(1) Zoa<wry RRNBMERE L,

Zoawy NiZiE, 74 B R FIARETT,

RIZ. show port-security interface =~ > FZEH LT, A —F Xy b 1A A X —T A ADKR—
FEF2 T AWRBOAT =X AR RTLHHEZRLET,

switch# show port-security interface ethernet 1/4

Port Security : Enabled
Port Status : Secure Down
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute

Maximum MAC Addresses
Total MAC Addresses
Configured MAC Addresses
Sticky MAC Addresses
Security violation count
switch#

o o P O,
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| showa<vF

show port-security interface

BREaTY R avwyFk BL
feature port-security R—h X2 T oEL2 A 2—TMICLET,
show port-security R=hF X2 VT A HEREORT —FAERRLET,
show port-security R—h X2 7 A HBEEICE > TRESNLTND MAC 7 LR EFR
address LET,

switchport port-security L ¥ 2 /A X —T A ATKR—F X2V T 2R ELET,
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show a2 F |

M show privilege

show privilege

BIEDOMHER L~V 22— 4 BRORBEHERY R — hOAT —% A% FRT 521X, show privilege
awy P LET,

show privilege

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK L

avY kR E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
5.0(2) Zoavy RRBIMEhELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,

] RIZ, show privilege =1~ > KA L C, BUEOHMRL L, 2—F4, BLORBHERYH— o
AT =B ALFRT BB R LET,

switch# show privilege
User name: admin

Current privilege level: -1
Feature privilege: Enabled
switch#
BEa<YF avwoFk BieA
enable [evel =P REER LSBT TEDL L IICLET,
enable secret priv-lvl BEOHRL LD —7 1Ly f XNATU—RE2A4 X —7 NI LET,
feature privilege TACACS+ ¥ —"Toa~» RBANIxT 5 71—/ O REEHERZ A+ —
TN LET,
username username Z— YRR ANHER L XAV EEHTEL Lo LET,
priv-lvl
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| showa<vF

show radius

RADIUS Cisco Fabric Services BlE AT — # A B L OZ DO M %2 For 3 51213, show radius =~

YREMEALET,

show radius W

show radius {distribution status | merge status | pending [cmds] | pending-diff | session

status | status}

X DEREA

T2+ EK

AUk E—F

#ih—rEhd1—F -

distribution status

RADIUS CFS FAfE D AT — X A% KR LET,

merge status

RADIUS ~— YD AT—X 2% FK R LET,

pending FTar 74 Xal—va VICEREA SR TOARWRE TR OREZFR
LET,
cmds (EE) BRETOREICHTLa~y FEFRRLET,

pending-diff

T T 4 TIREE L R OBGE L OROEWEERRLET,

session status

RADIUSCFS v a v AT —H A ZFK xLET,

status

RADIUS CFSD AT —#% 2% FK L £,

L

FEDOa~vY FE—F

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

]

Yy—2

EERARE

4.0(1)

Zoavry RRBMEnE LR,

Zoawy NiZiE, 74 BV RAFARETT,

Wiz, RADIUS BMfE AT — X 2 &R+ 6%~ LET,

switch# show radius distribution status

distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status:

last operation: enable
last operation status:

not yet initiated after enable

success
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show a2 F |

M show radius

WIZ, RADIUS v —¥ AT —Z 2 &K PR~ LET,

switch# show radius merge status
Result: Waiting

Wiz, RADIUS BMfE AT — X 2 &R+ 6%~ LE T,

switch# show radius session status

Last Action Time Stamp : None
Last Action : Distribution Enable
Last Action Result : Success

Last Action Failure Reason : none

Wiz, RADIUS Fidf§ AT — X 2 &R+ 002~ LET,

switch# show radius status

distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: not yet initiated after enable

last operation: enable
last operation status: success

Wiz, REFT D RADIUS O EEF£RT HHZRLET,

switch# show radius pending
radius-server host 10.10.1.1 key 7 gxzl23aaa group server radius aaa-private-sg

W2, BT DO RADIUS Dar 7 4 Xal—vay avy REFLATABZRLET,

switch# show radius pending cmds
radius-server host 10.10.1.1 key 7 gxz12345 auth port 1812 acct port 1813 authentication
accounting

Iz, o RADIUS OFRE & HIED RADIUS ORE L DEWEF T 562~ LET,

switch (config)# show radius pending-diff
+radius-server host 10.10.1.1 authentication accounting
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| showa<vF

show radius-server H

show radius-server

RADIUS ¥ —\fE# A FK T 5121, show radius-server =~ K& FE R L £7,

show radius-server [hostname | ipv4-address | ipv6-address]|
[directed-request | groups | sorted | statistics]

XD EHEA hostname (f£3#) RADIUS ¥ —/3® Domain Name Server (DNS) 4, 4 #i T,
KXLFENLFEREB S NET,
ipv4-address (f£%&) A.B.C.D & X®» RADIUS #— 3D IPv4 7 KL %,
ipv6-address (EE) X:X:X:X %D RADIUS #— 30 IPv6 7 KL A,
directed-request (TLE) fREERFEEZERLET,
groups (&) RESNT- RADIUS — Z L —F BT A5 HRE2FR LET,
sorted ({£:#) RADIUS H—IZBT 2401TY — b & Elas£R L ET,
statistics (f£7&) RADIUS ¥ —,3® RADIUS #EHEHRAEF TR L ET,
TI24ILE 7'v—s3L RADIUS % — @2 F#oR LET,

avY kR E—F fEZEpa~vy K E—FK

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEShE LE,

ERALEDHM K54 RADIUS /LA #EIZ. show radius-server =~ > FHICIZFRENEH A, RADIUS S 44t
% #7595 121%, show running-config radius =~ > F&#HL £ T,

ZDavy RiZiE, 74 R IARETT,

1 Wz, FT_To RADIUS — DR & F T 206% 17 LET,

switch# show radius-server

Global RADIUS shared secret:***kixxx
retransmission count:1

timeout value:5

deadtime value:O0

total number of servers:2

following RADIUS servers are configured:
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show a2 F |

M show radius-server

10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813

Wiz, FE SN RADIUS —"DIEREFRT D02 R L ET,

switch# show radius-server 10.10.1.1
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
idle time:0
test user:test
test password:***Fxxxx

KIZ, RADIUS f5ESRBE L2 R T 20 2R LET,

switch# show radius-server directed-request
enabled

Wiz, RADIUS #— R J L —TF DI EFRT 50 2RLET,

switch# show radius-server groups
total number of groups:2

following RADIUS server groups are configured:
group radius:
server: all configured radius servers
group RadServer:
deadtime is O
vrf is management

WIZ, FEE S 72 RADIUS $— N VL —F DIl aRR-T HP1 27~ LET,

switch# show radius-server groups RadServer
group RadServer:
deadtime is 0
vrf is management

&Iz, +_XTD RADIUS y— DY — K ENTF-EREFRTHHE2 T LET,

switch# show radius-server sorted
Global RADIUS shared secret:x***ixxx
retransmission count:1

timeout value:5

deadtime value:0

total number of servers:2

following RADIUS servers are configured:
10.10.0.0:
available for authentication on port:1812
available for accounting on port:1813
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813

WIZ, F6E SN7= RADIUS — _D#EHER A F T 202 LET,

switch# show radius-server statistics 10.10.1.1
Server is not monitored

Authentication Statistics
failed transactions: 0
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| showa<vF

show radius-server H

sucessfull transactions: 0

requests sent: 0

requests timed out: O

responses with no matching requests: 0
responses not processed: 0

responses containing errors: 0O

Accounting Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: O
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0O

EEa<TUF avwy kR BL
show running-config radius EfTar 7 4F¥al— 3y 77400 RADIUS [z FE L E
j‘o
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show a2 F |

Hl show role

show role

22— m— VREEFK T DHITIE, showrole 2~ REHEHLET,

show role [name role-name]

BT D e
TI2HIE
avY kK E—F

#ik—rEhd1-F O0-)

name role-name (FEE) BED2—Y o — AL DOFEREERLET, B—NLA4T

T RCFLANCFRRFISET,

FTRTCO2—Y v—LOFEREFRLET,

EEDavy K E—NR

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

7

Jyy—2 EERAR

4.0(1) Zoawry RpBIMEnE L,

Zoavy RiZiE, 74 RIARETT,

WIT, FEO2—Y m—LOEFERERTT D0 2R LET,

switch (config) # show role name MyRole

role: MyRole
description: new role
vlan policy: deny
permitted vlan
1-10
interface policy: deny
permitted interface
Ethernet2/1-8
vrf policy: permit (default)

WIZ, T74N NOEET AL A aTH 28 (VDC) OFT_XRTO2—Y u—LOEREFRT 56

ZRLET,

switch (config) # show role

role: network-admin

description: Predefined network admin role has access to all commands

on the switch
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| showa<vF

showrole W

1 permit read-write

role: network-operator
description: Predefined network operator role has access to all read
commands on the switch

role: vdc-admin
description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

role: vdc-operator
description: Predefined vdc operator role has access to all read commands
within a VDC instance

1 permit read

role: MyRole
description: new role
vlan policy: deny
permitted vlan
1-10
interface policy: deny
permitted interface
Ethernet2/1-8
vrf policy: permit (default)

W2, T 74N NUSNDERT ASA R arTH 28 (VDC) OFT_XRTO2—Y v—LOEREFRT
LR LET,

switch-MyVDC# show role

role: vdc-admin
description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

role: vdc-operator
description: Predefined vdc operator role has access to all read commands
within a VDC instance

Rule Perm Type Scope Entity
1 permit read
BEaIIUF avwy kR e
role name a—F a— L ERELET,
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show a2 F |

W show role feature

show role feature

a—H o — LEERE A R 211X, show role feature =~ FAHH L £,

show role feature [detail | name feature-name]

BT D e
TI2HIEK
avY kK E—F

#ih—rEhd1—F -

detail (ER) TR TOREDFFMIEREZEZ RS LET,
name feature-name (LR FrEOMBEOFMIEREZ R LEY, BiEd Tid, KX
EANFRERIE N ET,

a—P m— VLD X N EFRLET,

FEEDa~<v K E—FR

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R34

]

Jy—2 EENE

4.0(1) Zoawy RBMEMEShE L,

Zoavy RiZiE, 74 RIARETT,

wiZ, =% m— A2 R R T 02 R LET,

switch (config)# show role feature
feature: aaa
feature: access-list
feature: arp
feature: callhome
feature: cdp
feature: crypto
feature: gold
feature: install
feature: 13vm
feature: license
feature: ping
feature: platform
feature: gosmgr
feature: radius
feature: scheduler
feature: snmp
feature: syslog
<content deleted>
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| showa<vF

WIZ, TRTOa—F v — URREDREMEREZZTT D0 2R LET,

switch (config)# show role feature detail
feature: aaa
show aaa *
config t ; aaa *
aaa *
clear aaa *
debug aaa *
show accounting *
config t ; accounting *
accounting *
clear accounting *
debug accounting *
feature: access-1list
show ip access-list *
show ipv6 access-list *
show mac access-list *
show arp access-list *
show vlan access-map *
config t ; ip access-list *

config t ; ipvé access-list *
config t ; mac access-list *
config t ; arp access-list *
config t ; vlan access-map *

clear ip access-list *
clear ipv6é access-list *
clear mac access-list *
clear arp access-list *
clear vlan access-map *
debug aclmgr *
feature: arp
show arp *
show ip arp *
config t; ip arp *
clear ip arp *
debug ip arp *
debug-filter ip arp *
<content deleted>

WIZ, FFED 22— n— VR OFEMIERE LRI 262" LET,

switch (config) # show role feature name dotlx
feature: dotlx

show dotlx *

config t ; dotlx *

dotlx *

clear dotlx *

debug dotlx *

show role feature W

BBEav> R

%“:

avwyFk BA

role feature-group

=Y m— VOB N —TERELET,

rule a—HF a—LDL—LERELET,

Cisco Nexus 7000 ¥ J—X NX-OS #¥a2 T4 ARV F YI7L VR YY—R5x i



show a2 F |

Bl show role feature-group

show role feature-group

a—% m— LRE VNV — 7 &2 KT HIZIL. show role feature-group =~ > K& L ET,

show role feature-group [detail | name group-name]

BXXniA detail (E) TR COMREI NV— T OHMIEREF R LET,
name group-name (EE) BEOMIES LV — 7 OFMEREF R LET, Z—T4%

TIE, RCFLPLFARBISNET,

TI2HIEK a—AF g— g EE S — T DY A N EERLET,

™.

H
I

T

avy HFEDav R E—FR

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Yy FEE yy—2 EEARE
4.0(1) Zoavy RRBIMEShELE,

BREDAARSAY —oa<r Ricit, 54y A RETT,

#i WIT, 22— m— RN — 7 % F R T 5627 LET,

switch (config)# show role feature-group

feature group: L3
feature: router-bgp
feature: router-eigrp
feature: router-isis
feature: router-ospf
feature: router-rip

feature group: SecGroup
feature: aaa

feature: radius
feature: tacacs
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| showa<vF

show role feature-group W

WIZ, TRTO2—H m— VRV L — 7T 23 ME A R T 2012 R LET,

switch (config)# show role feature-group detail

feature group: L3
feature: router-bgp

show bgp *

config t ; bgp *

bgp *

clear bgp *

debug bgp *

show ip bgp *

show ip mbgp *

show ipvé bgp *

show ipv6 mbgp *

clear ip bgp *

clear ip mbgp *

debug-filter ip *

debug-filter ip bgp *

config t ; router bgp *
feature: router-eigrp

show eigrp *

config t ; eigrp *

eigrp *

clear eigrp *

debug eigrp *

show ip eigrp *

clear ip eigrp *

debug ip eigrp *

config t ; router eigrp *
feature: router-isis

show isis *

config t ; isis *

isis *

clear isis *

debug isis *

debug-filter isis *

config t ; router isis *
feature: router-ospf

show ospf *

config t ; ospf *

ospf *

clear ospf *

debug ospf *

show ip ospf *

show ospfv3 *

show ipvé6 ospfv3 *

debug-filter ip ospf *

debug-filter ospfv3 *

debug ip ospf *

debug ospfv3 *

clear ip ospf *

clear ip ospfv3 *

config t ; router ospf *

config t ; router ospfv3 *
feature: router-rip

show rip *

config t ; rip *

rip *

clear rip *

debug rip *

show ip rip *

show ipvé6 rip *

overload rip *
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show a2 F |

Bl show role feature-group

debug-filter rip *
clear ip rip *

clear ipvé rip *

config t ; router rip *

WIZ, FED2—H o — VKR NV— T OERERFZT 6 2R LET,

switch (config)# show role feature-group name SecGroup

feature group: SecGroup
feature: aaa

feature: radius
feature: tacacs

BEaTUF avw vk 7L
role feature-group a—F v — VOEESNL—TERELET,
rule Z—HF B — DN — L ERELET,
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| showa<vF

show role pending

Cisco Fabric Services fidfgt v v a VOREFT O —H v — LZEDENEEX/RT HIZ1L. show role

X DEREA

TI24ILEK

#ih—rEhd1—F -

pending =~ RZEA L E7,

show role pending

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

show role pending M

EREDAHA R34y

Jy—2 EENE

4.1(2) Zoa<wy RRNBMEE LT,

Zoawy N, 748 RAFARETT,

#1 Cisco Fabric Services t v v a voa—4 o — LBREOENEZFR LT HHZHEALET,
switch# show role pending
Role: test-user
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)
Rule Perm Type Scope Entity
1 permit read-write feature aaa
BEaTVF avwyk B
role distribute a—H m—/LEREICK L, Cisco Fabric Services ftfg % A *—7 v
ZLET,
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show a2 F |

M show role pending-diff

show role pending-diff

Cisco Fabric Services Btfg £ v v a v E ETREOHTO, REF O —H 0 — LB EDENERRT
%1Z1X. show role pending-diff =~ > N&HH L E T,

show role pending-diff

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK 7L

avY kR E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.1(2) Zoa<wy RRNBMEE LT,

EREDFARSAY oo~y Ridid, 948y AFARETT,

5l Cisco Fabric Services t v ¥ a v Da—W n— LR EDENERTT D62 H L £,

switch# show role pending
+Role: test-user
+ Description: new role
+ Vlan policy: permit (default)
+ Interface policy: permit (default)
+ Vrf policy: permit (default)

+ Rule Perm Type Scope Entity
b
+ 1 permit read-write feature aaa
EEa<TUF avok L
role distribute a—H m— LR EIK L, Cisco Fabric Services Blfg % A *— 7V
W LET,
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| showa<vF

show role session W

show role session

— o —/L Cisco Fabric Services v > a VDR T —H AEREF 7T 5121%. show role session
avr REERALET,

show role session status

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

TI24ILEK 7L

avY kR E—F fEZEpa~vy K E—FK

#i-behd1—o-)

<

network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.1(2) Zoa<wy RRNBMEE LT,

EREDFARSAY oo~y Ridid, 948y AFARETT,

5l Cisco Fabric Services t v ¥ a v Da—H n— LREDENERTT D62 H L £,

switch# show role session status

Last Action Time Stamp : Thu Nov 20 12:43:26 2008
Last Action : Distribution Enable

Last Action Result : Success

Last Action Failure Reason : none

BEEav> R avwyvk EL
role distribute o—H o — LEREICK L. Cisco Fabric Services Btfg % 1 % — 7 /b
WLET,
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show a2 F |

Bl show role status

show role status

o—H 1 — LiARE D Cisco Fabric Services Btfg D AT — % A % FKx$ 5 121%. show role status =~ >
REMEHLET,

show role status

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
TI24ILEK 2L
ATV R E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.1(2) Zoa<wy RRNBMEE LT,

EREDFARSAY oo~y Ridid, 948y AFARETT,

0] Cisco Fabric Services t v ¥ a v Da—W n— LR EDENERTT D62 H L £,

switch# show role status
Distribution: Enabled
Session State: Locked

BEavTF avwvk EL
role distribute o—H m— LEREIC% L. Cisco Fabric Services Btfg % A % —7 /b
W LET,
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| showa<vF

show running-config aaa M

show running-config aaa

FITa 7 4 ¥ 2 L— 3 O Authentication, Authorization, and Accounting (AAA; FBFE. 87, 7
AT 4 7)) BREFHRAEFRTT HITIEL, show running-config aaa =~ > FAMHEH L 7,

show running-config aaa [all]

X DEREA

TI2HIE

avU Rk E—F

#ik—rEhd1-F O0-)

all (T8 BEFHPBLOT 74V FOEREFERLET,

Bl

TEpa<wy K E—NK

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

7

Jy—=x EERNE
4.0(1) Zoawry RpBIMEnE L,

Zoavy RiZiE, 74 R IARETT,

WIZ, FTar T4 Fab—a VOREFH» AAA TERERTT L0 2RLET,

switch# show running-config aaa
version 4.0(1)
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show a2 F |

W show running-config copp

show running-config copp

Firar 74 Xal—varoaria—L F—r KUV IREFREFRRT HI2E, show
running-config copp =~ > FEHEH L E 7,

show running-config copp [all]

X DEREA

TI2HIE

#ik—rEhd1-F O0-)

all (TE) BEFHPBLOT 74V FOEREFERLET,

Bl

FTEEDa~v K E—FR

network-admin
network-operator
vdc-admin
vdc-operator

EREDHA R4

i

Jy—=x EERNE
4.0(1) Zoawry RpBIMEnE L,

Zoavwry NI, FT74LVMNOEBF AL 2 arFF 2~ (VDC) CHEIFHEHTEET,
Zoavwy RiZiE, 74 B RAFIARETT,

WIZ, FfTar 74 F¥alb—ralryOREFLaIIr—)L TL—r R ITHERERRT HH0%
mLET,

switch# show running-config copp
version 4.0(1)
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access—-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access—-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class—-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
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| showa<vF

show running-config copp W

policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed
transmit violate drop

WIZ, FITar 74 X2 —2avOBREFABLOT 74V oaryta— FL—r KU s
HRERRTLHERLET,

switch# show running-config copp all
version 4.0(1)
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access—-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class—-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed
transmit violate drop
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show a2 F |

M show running-config cts

show running-config cts

FATa 7 4 F 2 L— 3 O Cisco TrustSec i E 4 E~T 511X, show running-config cts =~ >~

X DEREA

TI24ILEK

#ih—rEhd1—F -

Rz L £,

show running-config cts

Zoavy Rk, BIEELETIF -V —FEdH 0 £HA,

L

FEENAL T 4 Fal— gy T—F

network-admin
vdc-admin
network-operator
vdc-operator

EREDAHA R34y

Bl

Jy—2 EENE

4.0(1) Zoawy RBMEMEShE L,

Zoawy REHEHT5I121%, feature cts =~ FZ&fEH L T Cisco TrustSec f8E % A R — 7 /L2 d

HVHENDY £,
Z D a< . RiZiE, Advanced Services 7 A & ANMLIE T,

Wiz, FEfrar 74X ab—3 3 0 Cisco TrustSec iR ELZF T HH2 1~ LET,

switch# show running-config cts
version 4.0(1)
feature cts
cts role-based enforcement
cts role-based sgt-map 10.10.1.1 10
cts role-based access-list MySGACL
permit icmp
cts role-based sgt 65535 dgt 65535 access-list MySGACL
cts sxp enable

cts sxp connection peer 10.10.3.3 source 10.10.2.2 password default mode listener

vlian 1

cts role-based enforcement
vrf context MyVRF

cts role-based enforcement

Il _Cisco Nexus 7000 'J—X NX-0S #¥2Y T4 a2V F YI27LYR YY—R 5x



| showa<vF
show running-config cts W

BEEav K avw vk EBR
feature cts Cisco TrustSec #fe% A *— 7 NMIZ LET,
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show a2 F |

M show running-config dhcp

show running-config dhcp

FITar 7 4Fal—var®DHCP AX—E VU VR EERRT HIZIL, show running-config dhep
awy P LET,

show running-config dhcp [all]

X DA all L) BEFLABLIOT 744 FOEREERLET,

TI2HIE 2L

avy kE—F AEpa<wy K E—F

#f—hr&NB1-¥ 0—)l network-admin
vdc-admin
network-operator
vdc-operator

av Yy FERE Jy—= FERNR
4.0(1) Zoawry RpBIMEnE L,

BREDHA RS4Y o=z~ FaM+ 51213, feature dhep =~ R H LT DHCP A X —t' > JHfEa A 2 —7
T DRERH Y £,

Zoawy R, 748 R FIARETT,

i WIZ. DHCP A X — v v JIE#REF T 56 %~ LET,

switch# show running-config dhcp
version 4.0(1)
feature dhcp

interface Ethernet2/46
ip verify source dhcp-snooping-vlan
ip arp inspection trust
ip dhcp snooping
ip arp inspection validate src-mac dst-mac ip
ip source binding 10.3.2.2 0£f00.60b3.2333 vlan 13 interface Ethernet2/46
ip source binding 10.2.2.2 0060.3454.4555 vlan 100 interface Ethernet2/10
ip dhcp snooping vlan 1
ip arp inspection vlan 1
ip dhcp snooping vlan 13
ip arp inspection vlan 13

switch#
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| showa<vF

show running-config dhcp W

BEavTUF avwyk H7L)
feature dhcp F XA AD DHCP A X —t' ke A 2 —7 I L £,
ip dhcp snooping TNAAD DHCP AX—VY v 7% 7 a—rUlf XF—T M LET,
service dhcp DHCP Vb — ==V " R =T NVERIEIT 4 B—T M LET,

show ip dhcp snooping DHCP A X —v' 74+ % — kiR A FERLET,
show ip dhep snooping 2 %5 ¢ v 27 IP V—A = b U & &HT, IP-MAC 7 RLZ Ao U F ¢
binding VT RERRLET,
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show a2 F |

M show running-config dot1x

show running-config dot1x

FITar74F¥ab—aro802.1X REFHEZFK RS HIC1E. show running-config dotlx =~ >
RE[EHLET,

show running-config dotx1 [all]

X DA all L) BEFLABLIOT 744 FOEREERLET,
TI2HIE 2L
avy kE—F AZpa~vr K E—FK

#f—hr&NB1-¥ 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= FERNR
4.0(1) Zoawry RpBIMEnE L,

FREDALIRSAY oz~ FEHERT5E0C. feature dotlx =~ > REHEHA LT 802.1X BREZE A X — T T D 4%
ERHY FT,

Zoawy R, 74 B A FIARETT,

i WIZ, FATar 7 4 Falb—a VOREFH» 802 IX EHREFFTHH2 R LET,

switch# show running-config dotlx
version 4.0(1)
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| showa<vF

show running-config eou

show running-config eou

FAfTa 7 4 ¥ 2 L— = O Extensible Authentication Protocol over User Datagram Protocol
(EAPoUDP) &N # % %59 5121%. show running-config eou =~ > K& L £,

show running-config eou [all]

X DA all (FEE) BEFHBLOT 74V FOERERRTLET,

TI2HIE 2L

avykE—F AEEpa<wy K E—F

#f—hr&NB1-¥ 0—)l network-admin
network-operator
vdc-admin
vdc-operator

avr FEE Jy—= EERE

4.0(1) Zoawry RpBIMEnE L,

FREDHFLIRSAY —oa~r REEAT5E0C. feature eou =~ > R&{EH LT EAPoUDP % 1 2 — 7 NVICT B4

EHRHY ET,
Zoavwy R, 74 B A FARETT,

i WIZ, BTar7 4 Xalb— a3 VOFRTEHEH EAPoUDP [F# %2 K-+ 2612 R LET,

switch# show running-config eou
version 4.0(1)
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show a2 F |

W show running-config Idap

show running-config ldap

FITar74F¥ab— a0 LDAP b — ME#AZ KT 5121E. show running-config ldap =~ >
RE[EHLET,

show running-config ldap [all]

X DA all (FE) 74 h® LDAP S EE S A #E R LET,

TI2HIE 2L

avy kE—F AEpa<wy K E—F

#f—hr&NB1-¥ 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= FERNR
5.0(2) Zoawry RpBIMEnE L,

BRLOHA FS4Y LDAP fE5#H &% 7 5112, featureldap =~ FAMEHTILERH Y £,
Zoavy L, A48 RITARETT,

%l WIZ, FfFar 7 4 Fa2al— 30 LDAP HHREFRRTHEEZRLET,

switch# show running-config ldap

BEEaTU KR avwok B
show ldap-server LDAP 1 E R~ LET,
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| showa<vF

show running-config port-security

show running-config port-security

FTar74Fa2b—rvarOFR—btxa T (FHRELRTSIZ1E, show running-config
port-security =~ > FEHEH L E 7,

show running-config port-security [all]

X DEREA

T4

~

avU Rk E—F

#ik—rEhd1-F O0-)

all (EE) 74NV DOR—bEFa ) F 4 BREBREERLET,

Bl

TEpa<wy K E—NK

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

Jy—=x EERNE
4.0(3) Zoawry RpBIMEnE L,

Zoavy RiZiE, 74 R IARETT,

1 WIZ, FfT7ar 74 FXal—varOFR—bexa )7 OEREERTIHEZRLET,
switch# show running-port-security
version 4.0 (3)
feature port-security
logging level port-security 5
interface Ethernet2/3
switchport port-security
BEaIU kR avwUk e
show startup-config 2HE—R Ty a7 4 ¥al—rarOR—rkxa T 4
port-security W% ER LET,
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show a2 F |

M show running-config radius

show running-config radius

FATa 7 4F 2 b— 3 O RADIUS — \fFRZFKRT 2121E. show running-config radius =
~ FEERLET,

show running-config radius [all]

X DA all (EE) 774/ b RADIUS R EHFHREF R LET,
TIAIE L
avY kK E—F =N I=E A NI

#f—hr&NB1-¥ 0—)l network-admin
network-operator
vdc-admin
vdc-operator

avy FEE Jy—= EENE
4.0(1) Zoavy FREBMENE L,

BREDFARSAY -—o=a<yr Fldid, 548y ZIARETT,

1 WIZ, FfT7ar 7 4 X¥al— 30 RADIUS OIES4FT 56 % 57 LET,

switch# show running-config radius

BEaTUF avwyk EL]
show radius-server RADIUS fE#i & £RrLET,
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| showa<vF

show running-config security W

show running-config security

Firar74Xab—varoa—F 7h v~ SSH ¥—/3 BIV Telnet b — MFHREZFKRT D
(21X, show running-config security =~ > K& H L 7,

show running-config security [all]

X DEREA

TI2HIE

avYkE—F

#ik—rEhd1-F O0-)

all UEE) 74N ho—F 7 H o~ SSH #—3, 8L Telnet —
NEREFTREERLET,

Bl

EEDavy K E—R

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

7

Jy—=x EERNE
4.0(1) Zoawry RpBIMEnE L,

Zoavy RiZiE, 74 R IARETT,

Wiz, F7ar 74 Xab—rvar0a—%F 7hvr b, SSH +—/3 BLO Telnet — \fEH % £
AT ABERLET,

switch# show running-config security

version 4.0(1)

username admin password 5 $1$7Jwqg/LDM$SXFOM/UWeT43DmtjZy8VP91 role network-admin

username adminbackup password 5 $1$0ip/C5Ci$00dx70JS1BCFpNRmQK4na. role network-operator
username userl password 5 $1$qEclQ5Rx$SCAX9fXiAoFPYSvbVzpazj/ role network-operator
telnet server enable

ssh key rsa 768 force
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show a2 F |

M show running-config tacacs+

show running-config tacacs+

FATa 7 4 F 2 b— 3 O TACACS+ — MEF R &K 2121E, show running-config tacacs+
avy REfHLET,

show running-config tacacs+ [all]

X DA all (&) T 74 h® TACACS+ R EHRAERRZLET,
TI2HIE L
avy kE—F AZpa~vr K E—FK

#f—hr&NB1-¥ 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= FERNR
4.0(1) Zoawry RpBIMEnE L,

FREDHL K542 TACACS+ 1@ A #5739 HE1C, feature tacacs+ =~ > FAMEHTZLENH Y £,
Zoavwy L, A48V RITARETT,

1 Wz, EfFar 7 4 Falb— g0 TACACSH (A Ford 262~ LET,

switch# show running-config tacacs+

BEa<TF avwvk EiL:
show tacacs-server TACACSH [fifazR R LET,
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| showa<vF

showsshkey W

show ssh key

X DEREA

FIAIL

k

#ih—rEhd1—F -

RABT NA A 3T F A~ (VDC) @ Secure Shell (SSH; E¥ =7 v =)b) H—"@EERRTHIC
i%. show sshkey =~ > REMHEHLE T,

show ssh key

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

BEREDAA FS54>

]

yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

ZDa<wy KL, featuressh =~ FEEH L CSSH XA RX—T7 VDL EETHFEHATE £,
Zoavwy L, A48V RITARETT,

WIZ, SSH ="z XKR"T 5012 L £7,

switch# show ssh key

Kk ok ok ok ok ok ok ko ok ok ke sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

rsa Keys generated:Mon Mar 17 15:02:44 2008

ssh-rsa
AAAAR3NzaClyc2EAAAABIWAAAGEAQYiGkvwk0xyAXUL/OmeIrSq0QIYYYD1o0O5F21wDy fkVQfOq8S10g6LWAUVS+0m
1vvUjoI002SsdG7tCA6VPGtD/cuPTdQSMpdub6MFIH2TYTUCSTyFGYiLE/OvYTeHe+9

bitcount:768
fingerprint:
9:d9:09:97:£6:40:76:89:05:15:42:6b:12:48:0f:d6

Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkrk

could not retrieve dsa key information
khkhkhkhkhkhkhkkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkrkkhkhkkhkhkhkkhhkk

avwyFk H LT
ssh server key SSH —"@Z2 R ELET,
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show a2 F |

B show ssh server

show ssh server

BT /SA A2 2T F% A~ (VDC) @ Secure Shell (SSH) ¥—/ 25 —X 2% FRT 5HI21%. show
ssh server =~ FZfEH L £7,

show ssh server

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK L

avY kR E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEhELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,

#1 WIZ, SSHH—N 27— X 2% K73 T A0 %2R LET,

switch# show ssh server
ssh is enabled
version 2 enabled

BEavTF avwvk EL
feature ssh SSH — % A4 Rx—T7 W2 LET,
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| showa<vF

show startup-config aaa W

show startup-config aaa

X DEREA

T24ILEK

AUk E—F

#ih—rEhd1—F -

AL — KT w7 a7 4 ¥ a b — 3 O Authentication, Authorization, and Accounting (AAA; 7%
GE. FRE[, TAU T 4 7)) REBRERTT HICIEL, show startup-config aaa 2~ REHEH L
£7,

show startup-config aaa

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

TEpa<wy K E—NK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

I

yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

Zoawy N, 748 RAFARETT,

WIZ, AZ— T w7 a7 Fal—arDAAA HRERTT D62 LET,

switch# show startup-config aaa
version 4.0(1)
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show a2 F |

Bl show startup-config copp

show startup-config copp

AP —rT v T arZ o Falb—varoartao—I FL—r R IREFREFRTDHIC
i%. show startup-config copp =~ FZEA L 7,

show startup-config copp

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK L

avY kR E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEhELE,

EREDHTARSAY —oa~vr NI, F740 FOHEBF AL 2 arFx 2 b (VDC) TEIMATE 7,
Zoawy RiZiE, 94 B R FARETT,

11 W2, AZ— T v a4 Xal—ragroaryhiae—iL FL—r R I ERERRT AHH
R LET,

switch# show startup-config copp
version 4.0(1)
class—-map type control-plane match-any MyClassMap
match redirect dhcp-snoop
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
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| showa<vF

show startup-config copp W

policy-map type control-plane MyPolicyMap
class MyClassMap
police cir 0 bps bc 0 bytes conform drop violate drop
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed
transmit violate drop
policy-map type control-plane x
class class-default
police cir 0 bps bc 0 bytes conform drop violate drop
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show a2 F |

Bl show startup-config dhcp

show startup-config dhcp

AL =R T w7 ar7 4 Fal— a0 DHCP AX—VE U VRELEFRRT DL, show
startup-config dhep =~ > K&HHA L E T,

show startup-config dhcp [all]

X DA all L) BEFLABLIOT 744 FOEREERLET,

TI2HIE 2L

avy kE—F AEpa<wy K E—F

#f—hr&NB1-¥ 0—)l network-admin
vdc-admin
network-operator
vdc-operator

av Yy FERE Jy—= FERNR
4.0(1) Zoawry RpBIMEnE L,

BREDHA RS4Y o=z~ FaM+ 51213, feature dhep =~ R H LT DHCP A X —t' > JHfEa A 2 —7
T DRERH Y £,

Zoawy R, 748 R FIARETT,

%l wIZ, AEA— T w7 a7 4Xa2l—2a3 ODHCP AX—Y U VR ELXFRRTHH 2R LET,

switch# show startup-config dhcp
version 4.0(1)
feature dhcp

interface Ethernet2/46
ip verify source dhcp-snooping-vlan
ip arp inspection trust
ip dhcp snooping
ip arp inspection validate src-mac dst-mac ip
ip source binding 10.3.2.2 0£f00.60b3.2333 vlan 13 interface Ethernet2/46
ip source binding 10.2.2.2 0060.3454.4555 vlan 100 interface Ethernet2/10
ip dhcp snooping vlan 1
ip arp inspection vlan 1
ip dhcp snooping vlan 13
ip arp inspection vlan 13

switch#
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| showa<vF

show startup-config dhcp W

BEav VR avwy kR HL)
feature dhcp F XA AD DHCP A X —t' ke A 2 —7 I L £,
show running-config {727 ¥ a2l —3 3 O DHCP 2AX— VL VB EEFRLET,
dhcp

Cisco Nexus 7000 &1J—X NX-OS ¥ )T« aw> K YI7PLUR JIJ—R 5x
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show a2 F |

W show startup-config dot1x

show startup-config dot1x

AF—=D T w7 ar74Fab—ar0802.1X #EHFHEZERT DI2IL. show startup-config
dotlx =~ R&EMMALET,

show startup-config dotlx

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK 7L

avY kR E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEhELE,

FEREOHLARSAY o<y FEHERTAEIC. feature dotlx =~ REMH LT 802.1X #ERE% A X — T LT B 4%
ERH Y FT,

Zpavy RiZiE, 74 R IARETT,

1 WIZ, A=K T w7 arv7 4 Xal—ar0 801X E@sERTHH %27 LET,

switch# show startup-config dotlx
version 4.0(1)
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| showa<vF

show startup-config eou Wl

show startup-config eou

BT D e
TI24ILEK
OV kR E—F

#ih—rEhd1—F -

AR — b T v a7 4F 2 b—3 3 2O Extensible Authentication Protocol over User Datagram
Protocol (EAPoUDP) g EHE#H# % "7 521X, show startup-config eou =~ > FZHERALE T,

show startup-config eou

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

fTEDa<wy K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

Bl

yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

Zoa<y RaefEHT 5E1Z, feature eou =~ > K&l LT EAPoUDP fE%A 1 X — 7 2T B4
ERH Y FT,

Zpavy RiZiE, 74 R IARETT,

WIZ, AZ— T v a7 4X¥al—3 30 EAPoUDP AR T A4~ LET,

switch# show startup-config eou
version 4.0(1)
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show a2 F |

W show startup-config Idap

show startup-config Idap

AF—= T w7 ar7 4 Falb— a0 LDAP #HEFHEZE T HI21L. show startup-config

X DEREA

TI24ILEK

#ih—rEhd1—F -

ldap =~ REFEHLET,

show startup-config ldap

Zoavy Rk, BIEELETIF -V —FEdH 0 £HA,

L

fTEDa<wy K E—K

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

Jy—2 EENE

5.02) Coa~y RAENSNE LT,

LDAP {§#i % & /~rT 512, featureldap =~ > FEFHATILERNH Y £7,
Zoawy RiZiE, 748 RAFARETT,

] WIZ, AZ—FT w7 ar 7 4¥al— a0 LDAP fE#REFFT 20 %57 LET,
switch# show startup-config ldap
!Command: show startup-config ldap
!Time: Wed Feb 17 13:02:31 2010
!'Startup config saved at: Wed Feb 17 10:32:23 2010
version 5.0(2)
feature ldap
aaa group server ldap LDAPgroupl
no ldap-search-map
aaa group server ldap LdapServerl
no ldap-search-map
BEaTUF avwyk EIL
show Idap-server LDAP 15 #% %7 L £,
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| showa<vF

show startup-config port-security

show startup-config port-security

AB—= T T ar7 4 Falb—varOR— X2 )7 HFRERTFT HIIE. show
startup-config port-security =~ > K& AL £,

show startup-config port-security [all]

XD all (L&) F 74N FOR— ¥ a7 REFREFFLET,

TI2HIE 2L

avykE—F AEEpa<wy K E—F

#f—hr&NB1-¥ 0—)l network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= FERNR
4.0(3) Zoawry RpBIMEnE L,

BREDAARSAY —oa~<r Ricid, 54y AFRETT,

1 WIZ, ZAZ—F T v a7 4 Xal—arOR—hexa T DEREERTIHZRLET,

switch# show startup-port-security
version 4.0 (3)

feature port-security

logging level port-security 5

interface Ethernet2/3
switchport port-security

BIEa<T VR avwo R HL]
show running-config EFTFa L T 4 X2l —TarDR— XU TF o BREFTRL
port-security 9,
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show a2 F |

Bl show startup-config radius

show startup-config radius

AF—= T w7 ar7 4F¥Fa2lb— a0 RADIUS FHEFHRE KT HI21L, show startup-config

X DEREA

TI24ILEK

#ih—rEhd1—F -

radius =~ F&FEHLET,

show startup-config radius

ZDawy FiZi, 5I8ERESF—TU—REdH Y A,

L

fTEDa<wy K E—K

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

I

Jy—2 EENRE

4.0(1) Zoawy RBMEMEShE L,

Zoawy N, 748 R FIARETT,

WIZ, AZ— R 7 v 7 ar7 4F¥al— 30O RADIUS B2 FH T 562K~ LET,

switch# show startup-config radius
version 4.0(1)

Il _Cisco Nexus 7000 'J—X NX-0S #¥2Y T4 a2V F YI27LYR YY—R 5x



| showa<vF

show startup-config security W

show startup-config security

X DEREA

TI24ILEK

#ih—rEhd1—F -

AR = T ol arZ s Fal—aroa—F 7H 7 kb, Secure Shell (SSH) #— 3, BLW

Telnet Y — "FREEH & K59 H121%, show startup-config security =~ > R&fHH L 9,

show startup-config security

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

]

yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

Zoawy N, 748 RAFARETT,

WIZ, AA—+T T a7 Xab—aroa—Y 7hor b, SSH —3 B L O Telnet ¥—
NEREFXRT DR ZRLET,

switch# show startup-config security

version 4.0(1)

username admin password 5 $1$7Jwqg/LDM$SXFOM/UWeT43DmtjZy8VP91 role network-admin

username adminbackup password 5 $1$0ip/C5Ci$o0dx70JS1BCFpNRmQK4na. role network-operator
username userl password 5 $1$gEclQ5Rx$CAX9fXiAoFPYSvbVzpazj/ role network-operator
telnet server enable

ssh key rsa 768 force
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show a2 F |

Bl show startup-config tacacs+

show startup-config tacacs+

AB—= K T w7 ar7 4 X alb— a0 TACACS+ % EH# % £/ 5121L. show startup-config
tacacs+ I~ R LET,

show startup-config tacacs+

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

TI24ILEK 7L

avY kR E—F EEDa~<wy R E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEhELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,

#i WIe, AF—+T w7 ar7 4¥al—3 30 TACACS+ A2 ERTHH %2R LET,

switch# show startup-config tacacs+
version 4.0(1)
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| showa<vF

show tacacs+ WM

show tacacs+

TACACS+ Cisco Fabric Services Btfg A7 — % A B L ONF O DM A FK T 5121%. show tacacs+
a<w> REFEALET,

show tacacs+ {distribution status | pending [cmds] | pending-diff}

X DEREA

T2+ EK

avyY kR E—F

#ih—rEhd1—F -

distribution status TACACS+ CEFS FMED AT —Z ZA %2 FmRm LE T,

merge status TACACS+ ~—VDAT—H ZA% KR LET,

pending FTar 74 Xab—va VICEREA SR TOARWREHROREZFR
LET,

cmds (=R RETPOREICHTL2a~vr FERRLET,

pending-diff TIT AT RRELRERORE L OBDOENERRFTLET,

session status TACACS+CFS vy a v DRAT—H A% FK R LET,

status TACACS+ CFS DA T — X A% F R LET,

L

FEDOa~vY FE—F

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

I

yy—2 EEANRE
4.0(1) Zoavy RRBIMEShE LE,

Zoawy NiZiE, 74 BV RAFARETT,

WIZ, TACACS+ BUEAT —Z A& RK7-T PR LET,

switch# show tacacs+ distribution status
distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: not yet initiated after enable

last operation: enable
last operation status: success
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show a2 F |

W show tacacs+

WIZ, TACACS+ v~ —Y AT —Z A& R R-T HPl R~ LET,

switch# show tacacs+ merge status
Result: Waiting

WIZ, TACACS+ BUEAT —Z A& RK7-T DBl R LET,

switch# show tacacs+ session status

Last Action Time Stamp : None
Last Action : Distribution Enable
Last Action Result : Success

Last Action Failure Reason : none

WIZ, TACACS+ BUEAT —Z A& £ T Dl R LET,

switch# show tacacs+ status

distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: not yet initiated after enable

last operation: enable
last operation status: success

Wiz, BT D TACACS+ ODREEFR T IHMETRLET,

switch# show tacacs+ pending
tacacs-server host 10.10.2.2 key 7 gxz12345

Wiz, 8D TACACS+ a7 4 Xal—ay avy RERATAEEZRLET,

switch# show tacacs+ pending cmds
tacacs-server host 10.10.2.2 key 7 gxz12345 port 49

Wiz, R D TACACS+ DFRE L BIIED TACACS+ DERE L DEWVWERTT D614~ LET,

switch# show tacacs+ pending-diff
+tacacs-server host 10.10.2.2
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| showa<vF

show tacacs-server .

show tacacs-server

TACACS+ ¥ — 5 % K73 25 121%. show tacacs-server =~ REZFKRLET,

show tacacs-server [hostname | ip4-address | ipv6-address)
[directed-request | groups | sorted | statistics]

XD EHEA hostname (f£3) TACACS+ #—,3® Domain Name Server (DNS) %, fHKXF
FA 1% 256 T,

ipv4-address (fE&) A.B.C.D JE&D TACACS+ H— 30D IPv4 7 KL %,
ipv6-address (EE) X:X:X:: X B TACACS+ H— 30D IPv6 7 KL &,
directed-request (L&) fEEERZEE£RRLET,
groups (£ % E &= TACACS+ r—n J—F 1T 5 RE2E R LET,
sorted ({E&) TACACS+ h— BT 2401 CY — hShf@mes &R L E7,
statistics (fEE) TACACS+ #— 3D TACACS+ ¥ttt azFoR LE£7,

TI24ILE 7 v —s90 TACACS+ H— " EEFRLET,

avy Rk E—F fEZEpa~vy K E—FK

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEShE LE,

FERELEDHA FSM4Y TACACS+ ERiiAG %L, show tacacs-server =~ R ICIZE TSN EH A, TACACS+ ik
H#% R4 5121%, show running-config tacacs+ =~ > F&fifH L £,

TACACS+ (5 # =3 D HNC. feature tacacs+ =~ REZFHTAIMLENH Y £,
Zoavy RZiE, A48V RITARETT,

i WIZ, TNTD TACACS+ — DR EFRT D02 R LET,

switch# show tacacs-server

Global TACACS+ shared secret:***xxx*x*
timeout value:5

deadtime value:0

total number of servers:2
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show a2 F |

. show tacacs-server

following TACACS+ servers are configured:
10.10.2.2:
available on port:49
10.10.1.1:
available on port:49

Wiz, FEE E&N7= TACACS+ V—DOEREZFERTHH 2R LET,

switch# show tacacs-server 10.10.2.2
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813
idle time:0
test user:test
test password:***Hxxxxx

KIZ, TACACS+ fEEERREZ £ T 5Bl R LET,

switch# show tacacs-server directed-request
enabled

WIZ, TACACS+ — 7V —T DIERERRFT 6% RLET,

switch# show tacacs-server groups
total number of groups:1

following TACACS+ server groups are configured:
group TacServer:
server 10.10.2.2 on port 49
deadtime is 0
vrf is vrf3

WIZ, HE &Nz TACACS+ H— Z N —TOERERRFT 202" LET,

switch# show tacacs-server groups TacServer
group TacServer:
server 10.10.2.2 on port 49
deadtime is 0
vrf is vrf3

WIZ, T_XTD TACACS+ — DYV — F ENT-BWMAFRRT AU 2R LET,

switch# show tacacs-server sorted
Global TACACS+ shared secret:****xixk*
timeout value:5

deadtime value:0

total number of servers:2

following TACACS+ servers are configured:
10.10.1.1:
available on port:49
10.10.2.2:
available on port:49

WIZ, HE STz TACACS+ H— N DHEHERE RS T HHI 2~ L ET,

switch# show tacacs-server statistics 10.10.2.2
Server is not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: O
responses with no matching requests: 0

Nexus 7000 >J—X NX-0S X254 A< F YI2Z7LYR YY—R 5x
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| showa<vF

show tacacs-server .

responses not processed: 0
responses containing errors: 0

Authorization Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Accounting Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

BREOY YR avwo R BieA
show running-config tacacs+ EITar 7 4 F¥alb—var 77 A0 TACACS+ {EH & FoR
LET,
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show a2 F |

M show telnet server

show telnet server

AT AL A 2T %A (VDC) @ Telnet —/8 2T — & 2% FE7+5121%. show telnet server

X DEREA

FIAIL

k

#ih—rEhd1—F -

avry FeHLES,

show telnet server

ZDawy FiZi, 5I8ERESF—TU—REdH Y A,

L

fFEDa~ K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

av Y FEE

EREDAHA R34y

Jy—2 EENE

4.0(1) Zoawy RBMEMEShE L,

Zoawy N, 748 R FIARETT,

i Wiz, Telnet 4 — R A7 — X A KRTDHHERLET,
switch# show telnet server
telnet service enabled

EEa<TUF avok H L

Il _Cisco Nexus 7000 'J—X NX-0S #¥2Y T4 a2V F YI27LYR YY—R 5x
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| showa<vF

show time-range W

show time-range

TR C ORI F 72 135 E ORI 4 R T 51213, show time-range =2~ > R&HH L F7,

show time-range [time-range-name]

X DEREA

TI2HIE

avYkE—F

#ik—rEhd1-F O0-)

time-range-name  (f£:5) W OAHT, BKT 64 LFORBFAMMTE, KLF LT
DA S ET,

Bl

EEDavy K E—R

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

]

Jy—=x EERNE
4.0(1) Zoawry RpBIMEnE L,

time-range-name S| & A L TR AT E T 556 2RV T, 75 AT T CORRHFAE % &
ALET,

Rr P4 246 E L Wia. 73 AL, REREEAIC L > TT v 7 7y MEICKH#EHEO U 2 -
MEFERINET,

show time-range =~ > RO AL, FEMEFHNT 77 0 7 Thd, 2FE0, T ADQBUED T AT
AR E S NN E 2N E 202 R LET,

Zoawy N, 74 B RAFARETT,

W2, —HWEFET 7T 4T T MFET 7T 47 Th?D 2 OORFBFHEANEEINTWNDET /N ZAOK
M4 2§58 E L 72\ C show time-range =~ > K& HT 202 R LET,

switch (config-time-range) # show time-range

time-range entry: december (inactive)

10 absolute start 0:00:00 1 December 2009 end 11:59:59 31 December 2009
time-range entry: november (active)

10 absolute start 0:00:00 1 November 2009 end 23:59:59 30 November 2009

Cisco Nexus 7000 ¥ J—X NX-OS #¥a2 T4 ARV F YI7L VR YY—R5x i



show a2 F |

M show time-range

BlEaT YK avwok BiEA
time-range RFFEIREPH 2 7% & L £ 77,
permit (IPv4) IPv4 ACL IZFF 7 (permit) /L—/L&ZERELET,
permit (IPv6) IPv6 ACL IZ#F 7 (permit) /L—/L&BRELET,
permit (MAC) MAC ACL |ZFFA] (permit) /L— L& E L ET,
show access-lists FTRTH ACL £7I135ED ACL #RKR-LET,
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| showa<vF

show user-account .

show user-account

X DEREA

TI24ILEK

#ih—rEhd1—F -

BT NSA 2 arT% A~ (VDC) Oa—H 7T h oo hOFEREF T 5121E. show user-account
avr REERALET,

show user-account

ZDawy FiZi, 5I8ERESF—TU—REH Y A,

L

fTEDa<wy K E—FK

network-admin
network-operator
vdc-admin
vdc-operator

EREDAHA R34y

I

yy—2 EEANRE
4.0(1) Zoavy RRBIMEShELE,

Zoawy N, 748 RAFARETT,

WIZ, T7 4N FORBT AL R ar7X 2~ (VDC) Oa—% THvU L hOERERRT 506047
LET,

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:adminbackup
this user account has no expiry date
roles:network-operator

I, TN NSO VDC Da—H 7T h oo FOFERERTT 268~ LET,

switch-MyVDC# show user-account

user:admin
this user account has no expiry date
roles:vdc-admin

avy kR B
telnet server enable telnet " — % A4 2 —T7 LIZ L ET,
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show a2 F |

B show username

show username

BELZa—YOAREEZFRT 5121%. show username =2~ > K& L £7,

show username username keypair

XD EREA username DL k28 YFEOEETAE AN TX T,
keypair Secure Shell (SSH) =—# ¥—%F R L ¥,
TIAILE L

avy kE—F AEpa<wy K E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEARE
5.0(2) Zoavy RRBIMEShELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,
TXx2UT 40 FOBEBOLZY, Zoa~<r RCIE, MERBIIERINEYA,

] RIZ, FRE L2 =V ORRARER ST D0 2R LET,

switch# show username admin keypair
LR EEEE SRS SRS EEEEEEEEEEEEEEEEEEEEEEEEEE

rsa Keys generated:Mon Feb 15 08:10:45 2010

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAO+rIeMgXwv0041lt/hwOoygqIKbFGlltmkFNm/tozuazfL
4dH/asAXZoJePDdi01ILBGErOgzyS5u3prXuXfgnikTul/4W1DODF/EPdsd3NNzNbpPFzNDVy1PDyDER
X5SfVICioEirjX9Y59DZP+Nng6rJD7Z/YHVXs/JRNLPBOIs=

bitcount:262144
fingerprint:
a4:a7:01:d1:43:09:49:6£:7c:£8:60:62:8e:a2:cl:dl

Kk ok k ok k kK ok ok ok ok ke sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

could not retrieve dsa key information
khkhkkhkhkhkhkhkkhkhkhkhkhkkhkhkhkhhkhkhkkhkhkhkhkhkhkhkhkrkhkhkkhkhhxkhhkxk

switch#
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| showa<vF
show username W

BEaIUF avwvk St
username username Keypair  SSH /ABASEE & OFE#EA AR L. 2 b A8 E L-a—F o
Cisco NX-0OS F A ZADF—b T4 L7 P VITRIFELET,

generate
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show a2 F |

W show users

show users

RBTNA A arTxA s (VDC) Ox—H% v a U EREFRT DHIZ1E. show users 2~ K%

HALET,
show users
BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
TI24ILEK 2L

T
H
I
™.

av Yy FEDa~v K E—F

#f—pEhd1—F0-I network-admin
network-operator
vdc-admin
vdc-operator

av Y FERE yy—2 EEANRE
4.0(1) Zoavy RRBIMEhELE,

EREDFARSAY oo~y Ridid, 948y AFARETT,

fl WL, T74NV OB TNSA A arTHF A2~ (VDC) Oa—H vy a U EREFRRTHHEZRL
i—é_o
switch# show users
NAME LINE TIME IDLE PID COMMENT
admin pts/1 Mar 17 15:18 . 5477 (172.28.254.254)
admin pts/9 Mar 19 11:19 . 23101 (10.82.234.56)*

I, TN NSO VDC Da—H 7T h oo FOFERERTT 268~ LET,

switch-MyVDC# show users

admin pts/10 Mar 19 12:54 . 30965 (10.82.234.56)*
BEaI<Y>F avwU R B
username a—F THU UM ERELET,
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| showa<vF

show vlan access-list H

show vlan access-list

IPv4 Access Control List (ACL) ®WNZE. IPv6 ACL OINE. 7138 ED VLAN 77 X = v 7T
BIHEAT I BTV D MAC ACL #%/R7 5 121%. show vlan access-list =~ > F&FEH L ET,

show vlan access-list access-list-name

X DEREA

TI2HIE

avYkE—F

#ik—rEhd1-F O0-)

access-list-name ~ VLAN 7 7 & A2 ~ v FO4L4HI, LB TIIRKT 64 LFEOFRBFZ2HHTE,
KILFENCFENREBISNET,

Bl

EEDavy K E—R

network-admin
network-operator
vdc-admin
vdc-operator

av Yy FERE Jy—= FERNR
4.0(1) Zoavwy RPMEMEShE L,
BREDFLIRSMY —oavr RiciE, 94y RTRETT,
15l 12, show vlan access-list =~ > FZ i LT, vacl-01 &9 4fid VLAN 727 & 2 ~ v FHEH
ENDIICHEREEINTND ACL ORNEEFRTIHIZ2RLET,
switch# show vlan access-list vacl-01
IP access list ipvédacl
5 deny ip 10.1.1.1/32 any
10 permit ip any any
BEa<TF avwvk BL
vlan access-map VLAN 7 78R v~ v 7&FHELET,
show access-lists T_TH ACL F7-13%ED ACL 2FRLE7,
show ip access-lists T _XTO IPv4 ACL 72138 ED IPv4 ACL Z#F T LET,
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show a2 F |

B show vlan access-list

avwyFk EL

show mac access-lists T _TD MAC ACL £72135ED MAC ACL 2& R~ LET,

show vlan access-map FTRTOVLAN T 78R v PEFITHED VLAN T 7R v %
FRLET,
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| showa<vF

show vlan access-map W

show vlan access-map

FTRTOVLAN 7 78R w7 FE721T 1 2O VLAN 7 7B R < v 7% FK KT 521X, show vlan
access-map 2~ RZEHALET,

show vlan access-map map-name

X DEREA

TI2HIE

avYkE—F

#ik—rEhd1-F O0-)

map-name VLAN 77 & A = v 7, KT 64 XLFOIRBRFEMEHCTE, RIXFEL/ILF
BEBISIET,

Bl

EEDavy K E—R

network-admin
network-operator
vdc-admin
vdc-operator

avy FERE

EREDHA R4

7l

yy—=x EFERRE
4.2(1) g KA, ACLAICL-TT L7 7y MEIZY—bENET,
4.0(1) Zoawy RBMEMEShE L,

map-name S EHEHA L CT 78 A ~ v TERETIHAEBRWT, T30 ALT_CTH VLAN 77
TR vy TERRLET,

T I RASy TERERELRWES, TRAALATIR, 7278 Z2A~ vy F4OT7 L7 7y MEIZ VLAN
TRy TRERINET,

FREINDEVLAN 778 A = IR LT, T, AT 7B A~y 74, match 2~ R CTHRE
72 ACL., BXWaction =~ RCHESNTZAH AL R LET,

VLAN 77 &2 v v 7R S TS VLAN iR 51213, show vlan filter =~ > FZfEH L
£,

Zoawy N, 748 RAFARETT,

WIZ, A=Y Ry b2 A F =T 24 APLEICFEE SNCEF 27 MAC 7 KL A ZHIBRT %61
ZRLET,

switch# show vlan access-map
Vlan access-map austin-vlan-map

match ip: austin-corp-acl
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show a2 F |

M show vian access-map

action: forward

BEaT R avwyk ETLT

action VLANT7 7 8A =y I hT T4 90 TANEV L TDT Vv ar%
BELET,

match VLAN 7 78R~y I bT T 4w 7 T40Z V7O ACL ZHEL
£7

show vlan filter VLAN 7 7B A~y 7R A ST D FIEICET 2B #RER R LET,

vlan access-map VLAN 77 v 2 ~ v %R ELET,

vlan filter 1 >F 713D VLANIC VLAN 778 A ~ v 7 &M LET,
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| showa<vF

show vian filter W

show vlan filter

v Rk TEEINS VLAN 77t 2< v 7B LN VLAN ID #4 % T, vlan filter =~ > R
DA VA AT BIEREFRRT AHI21E. show vlan filter =~ > FEEHL £,

show vlan filter [access-map map-name | vlan vian-1D]

BX DA access-map (EE) ESNEZT 782 =y ZREA SN TVWD VLAN ICH D& HIR L %
map-name 4,
vlan vian-ID (ER) eI/ VLAN ZHICEA SN TWE T 78R < v I & IR

LEd, %72 VLANID iZ. 1 ~ 4096 T,

T2+ E access-map ¥ — VUV — FEMHALCT 72 v~y 7E2BETIHA. 2l vlan ¥—U— REFEHL
T VLANID #$5ET2HEE2RNT. T, AL VLAN IKHEA SN TWA VLAN 778X = 7D
TRTCOA VAF U AZEFRRLET,

a2 kK E—F AEZpa~vr K E—FK

#R—pEhd1-¥ 00— network-admin
network-operator
vdc-admin
vdc-operator

avy FER Jy—=x EERNE
4.0(1) Zoawry RpBIMEnE L,

FEREDHLAESAY oo~y Ridix, 94y AFIARECT,

15l wIZ, 120 VLAN 727 B =7 (austin-vlan-map) 721725 VLAN 20 ~ 35 33 L1042 ~ 80 (T3
HENTWDLT AL ZDTXTDO VLAN 7 7 82 ~ v FHEREFRT 2012 R LET,

switch# show vlan filter

vlan map austin-vlan-map:
Configured on VLANs: 20-35,42-80
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show a2 F |

Hl show vian filter

BREaTY R avy kR BL

action VLAN 7 78R~ hT T 40T TANEY L TOTI7var%k
BELET,

match VLAN 77 A ~o T T 47 740810 7O ACL Z45E L
s

show vlan access-map TRTCOVLANT 78 A v 7 ERII1IODOVLANT 7R vy 7%
RRLET,

vlan access-map VLAN 77 &R v~y 7HFEELET,

vlan filter 1 >F713 %D VLAN IC VLAN 77 v 2 ~ v &AL 7,
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