Ravw>F

ZOFETIE, R THES CiscoNX-0S EXx=2UT7 4 a<w> NIZOWTHH LET,

radius abort

B DEHEA
TI2FILE
oYk E—F

#h—rEhd1—4 o—)

4L d > RADIUS Cisco Fabric Services it v v a Y EBEET HITIE, 274 Falb—v gy
£ — KT radius abort =~ > F&{#HH L £,

radius abort

Zoavy RO, OB ELETF—U—FIdHY FHA,

2L

Ja—nR) a7 4 ¥al— g

network-admin

vdc-admin
avy FER yy—=x EERNE
4.1(2) Zoavy RRBEINEhE LR,

ERLEDAA FS54>

]

ZDawy RiZiE, 794 RIARETT,

wiz, s o> RADIUS Cisco Fabric Services BlfE® v ¥ a v BT 2612 R L £,

switch# configure terminal
switch(config)# radius abort

Cisco Nexus 7000 'J—X NX-OS #¥a 5T a2 F YI7LYR YY—R5x i
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W radius abort

BEav VR avwy kR HL)
show radius RADIUS Cisco Fabric Services OF2E AT — % 28 L OF DM OFEHM %
FKRLET,

Il _Cisco Nexus 7000 'J—X NX-0S #¥2Y T4 a2V F YI27LYR YY—R 5x
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radius commit W

radius commit

BT D e
T24+ILEK
avTY R E—F

#ih—rEhd1—F -

777V v 7 THULEEH o RADIUS Cisco Fabric Services (CFS) flfg v ¥ a oW T, _UF 4
TOREXZWMATHITIE, 207 fFalb—3 3 F— FTradius commit =~ > FE2FEHLET,

radius commit

Zoavy RiTiE, osIBELTF—UV—FIHY A,

L

Ja—nN") a7 4 Xalb—g v

network-admin

vdc-admin
vy FERE Jyy—= EEANR
4.1(2) Zoa<wy RRNBMEE LT,

EREDAHA R34y

RADIUS O E%# 7 77V v 7iZa3 v b3 AHIC, radius distribute =~ FE2EHAL T, 777
Vo Z DT RTDOAAL v F T, BfEEA R—TNVIZTILERDH Y 97,

CFS i%. RADIUS #— J L —73% @&, T 72 RADIUS — N 7 X bRE. F/2F —"B XY
Ja—rL F—FEME L EF A, ¥—I1E. Cisco NX-0OS T34 2 (Zxt L CREA T, o Cisco NX-0OS
FNAAL AL FHEFEENEE A,

Zoavwy RiZiE, 74 B R FARETT,

i Wiz, 777V v 7 DAL v FIZ RADIUS & EDEE ZBthT 56127 LET,
switch# configure terminal
switch(config)# radius commit
BIEa<T VR avwo R B
radius distribute RADIUS @ Cisco Fabric Services Blfg % A x—7 L2 LE T,
show radius RADIUS Cisco Fabric Services OEfE AT — &% 25 L OE OO FEHM %
FzRLET,

Cisco Nexus 7000 ¥ J—X NX-OS #¥a2 T4 ARV F YI7L VR YY—R5x i
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W radius distribute

radius distribute

B DEREA
TI2FIE
avY kK E—F

#ik—rEhd1-F O0-)

RADIUS @ Cisco Fabric Services BME A x— 7 /L2 5121%, radius distribute =~ > FZ&fEH L
T, ZOHEET =TT BHICE, Zoavwr Fone BRXEFHLET,

radius distribute

no radius distribute

Zoawy FiZiE, tosl#Ezidd:—Y—Fiid v £8A,

TAE—=T N

Ja—N") a7 4 ¥al—y g

network-admin

vdc-admin
avy FER Jyy—=x EFERA
4.1(2) Zoawry RpBIMEnE L,

BEREDAA FS54>

i

CFS IZ. RADIUS ¥— 7L —753%E. E#HI7: RADIUS —X 7 X FRE. £720E F—"B LW
Jna—r0r F—ZEUE LEH A, F—1F. Cisco NX-OS T /31 AZ% L THEA T, o Cisco NX-OS
TNRAREITHFEEINEY A,

Zoawy N, 74 B A FIARETT,

wOFITIE, RADIUS 77 7V v VBG4 R =T M2 D ik rm LET,

switch# configure terminal
switch (config)# radius distribute

WOFITIZ, RADIUS 77 7V v V7 Bfe&27 4 B —7 Mc T 5 5k " LET,

switch# configure terminal
switch(config)# no radius distribute

avy kR B
show radius distribution RADIUS Cisco Fabric Services Blfg A7 — % 2 & # R L E£7,
status

Cisco Nexus 7000 &1J—X NX-OS %254 IR F YI7LUR JIJ—R 5x
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radius-server deadtime W

radius-server deadtime

Cisco NX-0S T34 AT _XTPD RADIUS —DF v K X A AR ERET HI121E,
radius-server deadtime =~ > FEZEH L E T, T 74V FREIZRERTIZE. ZOa~> KO no B
EREHLET,

radius-server deadtime minutes

no radius-server deadtime minutes

B DEREA
TI2HILE
oYk E—F

$h—rEhd1—4 n-)

minutes T v N XA LD, #IHIE 1~ 1440 53 TY,

()
N
&

Ja—R")L a7 4 Xalb—g v

network-admin

vdc-admin
av Yy FER yy—=x EERNE
4.0(1) Zoawr RRBMEhE L,

EREDAA FS54>

~

GE)

7

7 v R ZA LRI, Cisco NX-OS 7 /34 ANEE D27 > 72 RADIUS H— 2l 5 £ TONK
<7,

TI7FNVEDT A RV ZA~—fHIZ, 053 TT, TA RV ZA LA Z—r000 0 5D5E,
RADIUS —_OEMMRE=4 U 73 FEITSINEE A,

Zoawy R, 4B RA RS EDHY FHA,

WIZ, T _XT» RADIUS 4 — "D EHRT=F VL T 2FTTH70—r0L 5T v N X4 LERER
ET DR LES,

switch# configure terminal
switch(config)# radius-server deadtime 5

WIZ, T RADIUS H— D7 a— )L T v K XA L#HFEET 740 MZRLT, $—OEH
i E=X ) v 5T 4 —TNCT AR E R LET,

switch# configure terminal
switch(config)# no radius-server deadtime 5

Cisco Nexus 7000 ¥ J—X NX-OS #¥a2 T4 ARV F YI7L VR YY—R5x i
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M radius-server deadtime

BEav VR avwy kR HL)
show radius-server RADIUS H— \fEHEF LT,
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radius-server directed-request

radius-server directed-request

B DA

FTIANL

~

avYkE—F

#h—r&hd1—4 0-)

07 A VIR — P RRALE R & F5E O RADIUS H— N ZEETE 5 X 5129 51CiE, radius-server
directed-request =~ > FZEH L ¥, 774/ FREICRETITIE, _@37/ R @ no =% H]
LET,

radius-server directed-request

no radius-server directed-request

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

E&fﬁ_‘ [/71. RADIUS 'H-_/\ 7/]/_ \—ntu uJ‘.Eg;k%‘f 9@1;: Li'ﬁ“

Ja—nN)parZ 4 FXal—var

network-admin

vdc-admin
avy FER Jyy—=x EERNE
4.0(1) Zoawy RpBIMEnE L,

BEREDAA FS54>

i

v 7 A VK, username@vrfname:hostname % ¥8E CTE £ 9, vrfname 1L, #HT 5 Virtual Routing
and Forwarding (VRF; VPN /L —7 ¢ » 7B X WREE) A A X AT, hostname 1%, &%E LT
RADIUS #— 14 CT9, = —HFLBFIEHIZ RADIUS H— N2k E SN E T,

ZOawy RiZiE, 794 RIIARETT,

WIZ, v 7 A R — P FREEE K 2 K E D RADIUS — NICEETE D LI ICT 20 &R~ LET,

switch# configure terminal
switch (config) # radius-server directed-request

W, B 7 A VR — P FRREER & 852 © RADIUS H— R ETERWER ST 56152 R L F
‘a_o

switch# configure terminal
switch(config) # no radius-server directed-request

avvFk B
show radius-server fEEZRK RADIUS — SR EZFK R L ET,
directed-request
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M radius-server host

radius-server host

RADIUS #—r3 /35 R

— X ZRIET HI21L, radius-server host =~ R&ZfEH L £+, T 741k

BEICETICE, Zoa<vrFoneBXE2HEHALET,

radius-server host {hostname | ipv4-address | ipv6-address}
[key [0 | 7] shared-secret [pac]] [accounting]
[acct-port port-number] [auth-port port-number] [authentication] [retransmit count]
[test {idle-time fime | password password | username name} |
[timeout seconds [retransmit count]]

no radius-server host {hostname | ipv4-address | ipv6-address}
[key [0 | 7] shared-secret [pac]] [accounting]
[acct-port port-number] [auth-port port-number] [authentication] [retransmit count]
[test {idle-time time | password password | username name} |
[timeout seconds [retransmit count]]

B DA

hostname

RADIUS #—3® Domain Name Server (DNS) %4, £Ail%, #F T
ELET, KLFENTFENRRBS I, mRKLFEIT 256 TT,

ipv4-address

A.B.C.D J¥3.0 RADIUS #—/30 IPvd 7 KL =%,

ipv6-address

X X:X:: X D RADIUS ¥— 30D IPv6 7 KL A,

key ({£7&) RADIUS ¥ — "HpdkAMEHEZHEL T,

0 (f£&) RADIUS 7 A4 7> b &V —RBO@ELERBIETD, 2V 7 T%
A N TIRESNEHAARELRELET, ThANT 740 FTT,

7 (f£&) RADIUS 7 9 A 7 &V — "M OBEEZBIET D, 5 X THE

SNn7-Faid g (7 TERR) ERELET,

shared-secret

RADIUS 7 247> b &#_/\FHW@LL: %—fnm uijﬁé%w] ﬁ%o %ﬁﬁ#\:ﬁ
FEZIE, WATATREZe ASCH TN AR T (EAXLFIIMMEH TE F
W) RILFENLFPEBIE I, &SI 63 LFITHIRINTVET,

pac ({£&) Cisco TrustSec & #Hfih <+ 5 7=®H1Z, RADIUS Cisco Access
Control Server (ACS) T Protected Access Credentials (PAC) DAERk%E A
F—7 Iz LET,

accounting UEE) 7THhovrT 4 v THRELET,

acct-port port-number

UEE) 7ThorT 47O RADIUS —_"OR— 2R ELET, 15
ETE HHPHIZ 0 ~ 65535 T,

auth-port port-number

(E7E) FIEEH D RADIUS h— DR — b 2R ELET, FHETE H4M
1% 0 ~ 65535 T,

authentication

(EE) RAEZHELET,

retransmit count

(EE) 7 3A A8 — I VRBREC R S i RADIUS ¥—% () ~
OEFEAIT 24T ) W i e LET, ARHEIHIT 1 ~5ET, 77411
i3 1 BT,

test

(FEE) 7 A "7y M4 RADIUS = NZEET LRI A—F %
RELET,

idle-time time

Y nNEE=H Y ST B OMRREREE S CHRELET, RIEE 1 ~
1440 4y,

password password

TAL ATy PNOZ—Y RAT—REHELET, SAT— N, 85
FTRELET, RIXFLNLFR RIS, R FEIE 32 T,

Cisco Nexus 7000 &1J—X NX-OS %254 IR F YI7LUR JIJ—R 5x
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radius-server host

username name TANNTy NNOa—VLERELET, LENL, BEFTHELET,
R &N FORBIR 2 <, B RCTFHIE 32 T,
timeout seconds RADIUS $—N_~OFFEEX A LTV N (BHEM) 2RELET, 774+

A RME S BT, A ARREIEIE 1~ 60 T,

TI4IE THYUT 427 K—1 11813
FRREAR— b @ 1812
ThHOT 4T A F—T )b
RRE - A R —T v
Pk EH 1
TA RVEER 22 L
=R E=2HV T T aE—T N
BALTT R 50
TA N 2—H4  test
F AR NAT— R test

avykE—F ra—nar7 4 ¥al—vay

#i—pEhd1-¥0— network-admin

vdc-admin
av Yy FERE Jyy—= EEANA
4.0(1) Zoawy RBMEMEShE L,

BREDHLARSAY  TA RV ZA LA Z—2UL0 0 55084, RADIUS — "0 Ei T =21 73 E TSN E A,
Zoawy RiZiE, 94 B R FARETT,

1 WIZ. RADIUS 4 —ROBIEEL T H I T 4 L T DNRFGA—RERETHHERLET,

switch# configure terminal
switch(config)# radius-server host 10.10.2.
config) # radius-server host 10.10.2.

3 key HostKey

3
radius-server host 10.10.2.3 acct-port 2004

3

switch auth-port 2003

( )
switch (config) #
switch (config)# radius-server host 10.10.2.3 accounting
switch (config)# radius-server host radius2 key 0 abcd
switch (config)# radius-server host radius3 key 7 1234
switch(config)# radius-server host 10.10.2.3 test idle-time 10
switch (config)# radius-server host 10.10.2.3 test username tester
switch (config) # radius-server host 10.10.2.3 test password 2B9ka5

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYKF YI7PLYR YY—R 5x
| s



RavwyvF |

M radius-server host

BEav VR avwy kR HL)
show radius-server RADIUS — a2 R - LET,
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radius-server key W

radius-server key

RADIUS ﬁﬁfﬂ&.fﬁé" XET HIZIE, radius-server key =~ > RaMH L E7, 52E Lz A

ZHIBRT22iE, Zoa<vr Rone BREEHLET,
radius-server key [0 | 7] shared-secret

no radius-server key [0 | 7] shared-secret

B DA

TI2HIE

avYkE—F

#ik—rEhd1-¥ O0-)L

0 (f£E%) RADIUS 7 7 A4 7 v R &V —HOBEERIETH. 27U T TF
A hTCEEINERIA AR ELET,

7 (f£&) RADIUS 7 A4 7 v b &V — "EDBREERIET D, I TRE
SNT-FaiEERERELET,

shared-secret RADIUS 7 A 7> k&Y — R OEE ZRFET 5 DI I 5 Fhifds

A, FRTILAEICIL, HAATRE/R ASCIL L0 HMNATHE T (Z2A X
FTIFEHATEETA), RXFTENLFEREBE N, £ S1X 63 XFITHIFE
STV ET,

707 Tx%A b

Ja—nN)p arZ 4 FXal—vay

network-admin

vdc-admin
avy FER Jyy—=x EFERA
4.0(1) Zoawry RpBIMEnE L,

BEREDAA FS54>

]

RADIUS FaijFH#ELZHE L T, RADIUS —NIZxt L TAAS v FE2RIT HLER DY £, D
X363 XFcHIBREn TR Y, HI1AlEE7Z ASCI XFOFHNARETT (EAXTFTIIFEH T &
Ao Ta— LY, AL v FIZHDTXTHORADIUS =N a7 4 Falb—r g CEATS

X 9 ETE £, radius-server host 2~ R TKkey ¥— 7V — R&FEMATHLTZOra— L
DEINYTE EEXTEET,

ZDawry RiZiE, 794 RIIARETT,

J’U RADIUS IJLIJ ,_./:E_’ﬁ—7 %%ﬁ@ /-)‘) ﬁ%h‘ﬁt‘jﬂéfﬁj Tbiﬁ—o

switch# configure terminal

switch (config) # radius-server key AnyWord
switch (config) # radius-server key 0 AnyWord
switch (config)# radius-server key 7 public pac

Cisco Nexus 7000 ¥ J—X NX-OS #¥a2 T4 ARV F YI7L VR YY—R5x i



RavwyvF |

M radius-server key

BEav VR avwy kR HL)
show radius-server RADIUS H— a2 R - LET,

Il _Cisco Nexus 7000 'J—X NX-0S #¥2Y T4 a2V F YI27LYR YY—R 5x
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radius-server retransmit W

radius-server retransmit

T 84 A3 RADIUS Y — _CHERZRITT DB ZFEET 5121, radius-server retransmit =~ >
FEMFHALEST, 74N FBRECETICIE. Z20avwr RO ne BFREHEHLET,

radius-server retransmit count

no radius-server retransmit count

BXOHS count A 278 B — 7 ARRREIC R 5 WIIC RADIUS 9—/% (BT) ~0 et
17247 5 ¥, AR | ~ 5 [T

TI2F+ILE FEE 1

T
rH
|
™.

av Y Ja—R")L a7 4 Xalb—g v

#R—rEhB1—FO0-) network-admin

vdc-admin
av Yy FER yy—=x EERNE
4.0(1) Zoavy RRBEINEhELE,

ERLEDFARSLAY oo~y Ridid, 94y ZAFAETT,

i KIZ, RADIUS ¥ — NICHEEEEZHFRET 502~ LET,

switch# configure terminal
switch(config)# radius-server retransmit 3

iz, RADIUS = NIZHEEDT 7 4V "I ERET D0 2R LET,

switch# configure terminal
switch (config)# no radius-server retransmit 3

BEI<Y>F avwy kR B
show radius-server RADIUS #—{F@REFRTLET,

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYKF YI7PLYR YY—R 5x
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W radius-server test

radius-server test

RADIUS H— T EIEINCT A b NI A—F BB ET DHHERL ﬁ‘f\'(@"ﬂ‘*/\@Tfﬁﬁ?X::Eﬁ
X9 25121%. radius-server test 2~ FEEHLET, ZOREET 4 B—7 T DHIZIE. 2Dz
~ RO no IBRXEHEHLET,

radius-server test {idle-time time | password password | username name}

no radius-server test {idle-time time | password password | username name}

BXDEHEA test F AR 24y & RADIUS #—NIZREETH L 9T T A—Z 2R/ ELE
7,
idle-time time Y—NET=X ) 7T 5-0ORMERE S THEELES, @A ~
1440 43y T4,
GE) TARVEALLAE =B 05 . RADIUS #—"0DiE
et = &)/7i£ﬁéhiﬁho
password password TAR Ry FNOZ—F RRAT—REZEELET, AT — RiE, T
FTTHELET, RXFLE/NLFENRXBIE 4, R CFHIL 32 T,
username name TAN Xy NNOZ—FLZERELET, 4Ok, KRBT THRELET,
KXFENLFORN2L, I RXFHIT 32 T,
GE) Ay b= 0vX2VT 4 2R#ET DD, RADIUS 77— & <—
ADPFEGFO2—YH ERR DR EHHT L 2R LET,
FTIAIE PN E=X YT Fae—T
TA KB 0 4y
T A b —W4 : test
F 2 F )RAT— K : test
avY kR E—F rya—NL ar7 4 ¥al—vay

#iv—hhd1—¥ o-l

network-admin

vdc-admin
avy FER Jyy—x EERA
5.0(2) Zoa<wy RRNBMEE L,

EREDAHA R34y

Zoa<wy REfEHT 5121, RADIUS fBiEa A X — 7 VICTHRLERH Y £,

FTARNRFTRA=EIRREISN TR — T, Za—L Ly RS A= E2FALTE=Z I
F7,

B —NIIREINTWDLIT AN RITA—=H|T, Fa—r UL TANNRNTA—ZEDERINET,

Il _Cisco Nexus 7000 'J—X NX-0S #¥2Y T4 a2V F YI27LYR YY—R 5x
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radius-server test

TA RN ZA DL AE—=r900055D%E, RADIUS 4 — "OEHHRE=F U U 7I3FITINEE
/Vo

Zoawy NiZiE, 748 RAFARETT,

i WIZ, RADIUS — 7 —S\L F=Z U U THONRT A =2 2R ET D0 %2R LET,

switch# configure terminal
switch (config) # radius-server test username userl password Ur2Gd2BH idle-time 3

BlEaTUF avwyk BL]
show radius-server RADIUS #— MEfaERRTLET,

Cisco Nexus 7000 ¥ J—X NX-OS ¥ YT ARVYKF YI7PLYR YY—R 5x
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W radius-server timeout

radius-server timeout

RADIUS % — S ~DOHEEMNEZE T 21212, radius-server timeout =~ > RK&EHEH L £+, 7
TN RBEICETICE., 2oa~vr Fono BFREHEHLET,

radius-server timeout seconds

no radius-server timeout seconds

BXnRA seconds RADIUS #— " ~OFEEME O, AL 1 ~ 60 B TT,
FTI2AILE 1 #
a2 kR E—F Ja—r L ar7 4 ¥al—ay

#R—r&hB1—FO0—)l network-admin

vdc-admin
av Yy FER yy—=x EERNE
4.0(1) Zoawr RRBMEhE L,

EREDFARSLAY oo~y Ridid, 94y ZAFAETT,

1 WIT, ZA LT MNARERETHHE2 R LET,

switch# configure terminal
switch(config)# radius-server timeout 30

WIZ, T 74/ bORBIZRTHEZRLET,

switch# configure terminal
switch (config)# no radius-server timeout 30

BEavU kR = N Bie

show radius-server RADIUS #—{F@REFRTLET,

Il _Cisco Nexus 7000 'J—X NX-0S #¥2Y T4 a2V F YI27LYR YY—R 5x
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range

range W

IPR—F ATVl b IN—TIZTN—T A= L LTR— FOfMHZIEET 51213, range 2+
VREFEHLET, F— M ATV b ZA—TNLHR— MO 7L —T A U N—%HIBRT 51
X, Zoavr Rone BERXEFEHALET,

[sequence-number] range starting-port-number ending-port-number

no {sequence-number | range starting-port-number ending-port-number}

B DA

TI2HIE

avY kK E—F

#h—r&hd1—4 0-)

sequence-number EEB) ZDOITN—TF A N_"—=D—lr V AFG, V=T AFFE. 47
P2l N ITN—=TFNTIN—T A R—DIEFERbET, AR —7r
VAFFIL 1 ~ 4294967295 TT, V— T U AREERELLZWEE, T
WA RFI|R =V AFEFLD 10 KEWEFZHEOLT TV =s N 7
N—IEID BTES,

starting-port-number TDOIN—TF AR — T AR — N EES, AOMEIZ. 0 ~ 65535
<7,

ending-port-number ZDTN—T A UN— T HRERR—  EE, ARMEIL. 0 ~ 65535
<7,

L

PR=—b ATV b TN —TF a7 4Falb—vay

network-admin

vdc-admin
avy FER Jyy—=x EERNE
4.0(1) Ioawy RBEMEhE L,

BEREDAA FS54>

]

PHR—F ATVl N ZA—FEHFAERH Y FH A, range =~ RBEFE LR — M FEITsnk
A= MI—BT20EID FRFEFELEIRENT 74 v 7 IZERT 2008 5 00%, ACL NDA
TVl b IN—=TOMPHEICL o TRRY 7,

Zoawy RiZiE, 794 RIARETT,

WIZA—=F 13T~ 139 M THEEEND VT 7 4 v 7 IC—B T DT NV—T AL 73— port-group-05 &
WHOLHDIP R—+ A7V b IN—T%RETLHHERLET,
switch# configure terminal

switch (config)# object-group ip port port-group-05
switch (config-port-ogroup)# range 137 139
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W range
BlEaT YK avwyFk BL
eq IPR—h ATV b ZA—TIZ equal-to (FLV) TA—F X
N—ZlgELET,
gt IPAR—b A7V xr b 7 —7IZ greater-than (LY KZ\) Fv—7
AUN—=%ELET,
It IPR—F A7z b ZV—7FZ less-than (LD /&) FT—7 R
UN—ERELET,
neq IPR—h A7V =7 b+ 7 —71Z not-equal-to (£ L < 72\) Zv—7
AUN—FBELET,
object-group ip port IPR—N ATVl N IA—T%RELET,
show object-group FT s N ITN—TEERLET,

Cisco Nexus 7000 &1J—X NX-OS %254 IR F YI7LUR JIJ—R 5x
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remark

remark W

IPv4, IPv6, F721X MAC Access Control List (ACL; 77X v ba—L JUAK) IZaX bEA
NT 25121, remark 2~ > REMHHLET, remark =2~ > RZHIFRT21ZE, 20~ KO no
EREEHLET,

[sequence-number]| remark remark

no {sequence-number | remark remark}

340}

"E-IDII':

BA

TI2HIE

avYkE—F

#h—r&hd1—4 0-)

sequence-number  ({£#) remark 2~ FOY—F U RAEE, ZHICEV, TARALRIT 7R
U2 FDOBRENEESHIMEICa~y REBALET, v—4r 2 2K 213,
ACL N CA—LOJEFE=HRHET,
V=l U AFEFITIE, 1 ~ 4294967295 O OEKE EEE TEET,

T 7 4V hTiE, ACL OFRHIDONL—IZiE, 10 D —Fr v AFBEREXLNE
‘j‘o
V= U AFFGERELRVWE A, T3 A3 ACL OR®BITV—/EZIBINL,
BIDON—NDL—lr P AFZRY 10 RKEWS—F U AFGEEID Y TET,
resequence 2~ REHEHA LT, v —F v AFFE2 Y ~v—7 LA — VIZHEE
DYTET,

remark U~v—2 DT FA N, ZO58IE, RKT 100 XFORBTFEMHTE, KX
FLALFEREBSNET,

T 74V FTiE, ACLIZY ~—7 REENEREA,

IP77€AVAN a7 4F¥alb—vay
IPv6 77 AV AN a7 4 F¥alb—ay
MACT77t®AVAL a7 4F¥al—ay

network-admin

vdc-admin
vy FER yy—=x EERNE
4.1(2) IPV6 77 A VA a7 4Fal—vay B— ROYR— FNBINE
nE Lz,
4.0(1) Zoawr RREBMEhE L,

BEREDAA FS54>

Zoawy R, 74 B R FARETT,

remark 31321, K 100 XFEFEETEX £, remark 31302 100 LY W XLFEEZANTHE, TN
A AIHTPD 100 LFEZITF AN, TN EOTFERERL T,
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W remark
1l I, IPv4 ACL 12U ~—2 Z{E LT, R a2 RRT 5612 R LET,
switch# configure terminal
switch(config)# ip access-list acl-ipv4-01
switch (config-acl)# 100 remark this ACL denies the marketing department access to the lab
switch (config-acl)# show access-list acl-ipv4-01
IP access list acl-ipv4-01
100 remark this ACL denies the marketing department access to the lab
ciscobox (config-acl) #
BEa<YF avwoFk B
ip access-list IPv4 ACL #RE L £,
mac access-list MAC ACL #&%E L £,
show access-list FTRTOACL 721X 1 20D ACL #&/RLET,
statistics per-entry ACL %> ) OMFHIERONEEL A F—T I L ET,

Cisco Nexus 7000 &1J—X NX-OS %254 IR F YI7LUR JIJ—R 5x
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replay-protection W

replay-protection

B DA

TI2FIE

avYkE—F

#h—r&hd1—4 0-)

A v H—7 x4 A L® Cisco TrustSec ?.jﬁ@?j N2 T VA RHEEREZ A 2 — T M T DI
replay-protectlon a<v REFEHALET, 742 LA REREEZT (E—T7 T 51
Zoavry RO no JEREHEHLET,

replay-protection

no replay-protection
Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,
A F—T )L

Cisco TrustSec 802.1X = 7 4 F =2 b — 3

network-admin

vdc-admin
avy FER Jyy—=x EERNE
4.0(1) Zoawy RpBIMEnE L,

BEREDAA FS54>

]

ooy REMFEHAT 5121, feature cts =~ > R%#f L T Cisco TrustSec #4hE% A R — 7 /LT
DENRHY 9,

Zoavwry REFHALELE, REZAICT 5121, shutdown/no shutdown =2~ > K v —/47 &
EEATHZELICE o TA V=T 2 A RBARX—TNBLOT A B—TNCTHRERHY £,

Z O a~< RiZiL, Advanced Services 7 A &2 ANRMIETT,

Wiz, 42 —7 = A A E® Cisco TrustSec FRiF DT — X R A#EL A X —T M T 502~ LET,

switch# configure terminal

switch (config) # interface ethernet 2/3
switch(config-if)# cts dotlx

switch (config-if-cts-dotlx)# replay-protection
switch (config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown
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Ml replay-protection

Wiz, A v X2 —7 A A_L®D Cisco TrustSec FRFEDT —F R AR#EE T 4 v —T M T D6 Z2RLET,

switch# configure terminal

switch (config) # interface ethernet 2/3
switch(config-if)# cts dotlx

switch (config-if-cts-dotlx)# no replay-protection
switch (config-if-cts-dotlx) # exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

BREOYV R avo R B
cts dotlx A B —7 x4 AD Cisco TrustSec 802.1X 27 4 ¥ =2 b — 3
vE— NERIBLET,
feature cts Cisco TrustSec H§re% 1 *—7 VIC L ET,
show cts interface A —7 A AD Cisco TrustSec HEE X RLET,
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R

resequence

Access Control List (ACL; 77t A av ra—jL U R LK) OFTXCON—/LVFE IR O&PHIZ > —
TUABEEFEEID Y THITIE, resequence = v REffH LET,

resequence WM

resequence access-list-type access-list access-list-name starting-sequence-number

increment

resequence time-range time-range-name starting-sequence-number increment

B DA

TI2HIE

avYkE—F

#h—r&hd1—4 0-)

access-list-type

ACL D2 A7, ZOFIEDOEMEIL, ROF—T— RTT,
e arp
. ip
e ipv6

¢ mac

access-list
access-list-name

ACL OAHTZIRE L 3, AT TIIRKT 64 XFOFEKF MM TE, RXLF
EANCFERKB S ET,

time-range
time-range-name

R OFPH DA AT 26 E L E ¥, AT TIIRKRT 64 LFOEB T2 T,
RICFENLFBEB S ES,

starting-sequence-
number

ACL OFHDON—)VFEI=FRM OFEHE O > —7r v A E,

increment

FNA AN DE T — I v AR FITBINT B,

Bl

Ja—nRX) a7 4 ¥l — g

network-admin

vdc-admin

avy FER Jyy—=x EERNE
4.1(2) IPv6 ACL O%R— MR BMmEnE L,
4.0(1) Zoawry RpBIMEnE L,
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W resequence

BEREDAA FS4>

]

resequence =~ > RZffifl4 2% & ACL O/ — /L E 72 IZRE OFPHIC S — 7 v AF S 2 HEE Y 24T
LIENTEET, BHIOL—NLDOFH LW —F v AE S, starting-sequence-number 51$12 X - T
WREDFET, ZOMDENL—MIL, increment BIFIC L > THREDIH LW —Fr U AFEEZITIY £
To MRV—F UV ABREN L — T VAFZOHRBENEEBRAD L, V=TV ARETINT, KD

A=V NRRINET,

ERROR: Exceeded maximum sequence number.
R —7 v AFIL, 4294967295 TT,
Zoavwy FZiE, 948 AFARETT,

U2, show ip access-lists =~ > FZfEMA LT, 100 D> —r» ZAFSTHRIML, 10 TOHZD
ip-acl-01 &5 4770 IPv4 ACL DY —77 o A% (T L, resequence =~ > FOfE D[ D

V= U ARG MR T D2 R LET,

switch# configure terminal
switch (config)# show ip access-lists ip-acl-01

IP access list ip-acl-01

7 permit tcp addrgroup lab-machines any

10 permit udp addrgroup lab-machines any

13 permit icmp addrgroup lab-machines any

17 deny igmp any any
switch (config) # resequence ip access-list ip-acl-01 100 10
switch (config)# show ip access-lists ip-acl-01

IP access list ip-acl-01
100 permit tcp addrgroup lab-machines any
110 permit udp addrgroup lab-machines any
120 permit icmp addrgroup lab-machines any
130 deny igmp any any

BBEav R

avwyFk H L

arp access-list ARP ACL #f&E L £7,

ip access-list IPv4 ACL R E L £,

mac access-list MAC ACL #&ELE T,

show access-lists T _RTO ACL F721348ED ACL #F R LE7,

Il _Cisco Nexus 7000 'J—X NX-0S #¥2Y T4 a2V F YI27LYR YY—R 5x



| RazwvF

revocation-check

revocation-check

FZABRA L NRNTF = v 7 HEEZRET D121, revocation-check =~ FEZMM LT 7Z X0,
KT - VR EFBERTHICE. —0a~vr Fono B2 FEALET,

revocation-check {crl [none] | none}

no revocation-check {crl [none] | none}

BX DA crl KU EELF = v 7T 8L LT, v — RS =R E
K%hU A b (CRL) #4E8& L £,
none () R ECRT 2T v 7 2 EFLAVE S ICEELET,
TI2HILE TR RRA L b TOERYF =7 HRIE, F 74+ R T, CRL T,

5
i

a2 kK E—F N GV N

av Y FEE yy—2 ZERR
4.1(2) Zoavwry RRBMESnELE,

FREDALARSAY K F o273, HFV A ME LTEELE 1 >ERIFERO SR TEITTE £, U7 iEHERRET
W2, RINAT—HZAERETDHI LI ST, 1 DOFBIZIEEFKTTHE T, HEINTIEFTKF
APRITEINET, FRZ none LFETHZ LT, RIAT —FRE2TF =y 7T HRERLTNI L%
BWL, ET7HRAERRSLETA, none ¥, FRY A NTHRELEEVNOFROGE, F=v 71X
MBI, #EEO TR ETE A,

ZDawy RiZiE, 794 RIIARETT,

i KOBTIE, 2 —HNVIREFEEN TS CRL TERMFTHELF = v 7T 5 HFEERLET,

switch (config-trustpoint)# revocation-check crl

ROFITIE, KDGGEAEEZ T = > 7 LW HEEZ R LET,

switch (config-trustpoint)# revocation-check none

BEaTUF =1 N SiBA
crypto ca crl-request FZARKBAL M CAIZK LT, CRLZRET D0, EEBEFEO LD
EEXLET,
show crypto ca crl REH A CRL #R R LET,
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Ml role abort

role abort

JLPR R O . —H 17— /L Cisco Fabric Services it v v a VEBEETHIZIE, 207 4 F=2b—T3

X DEREA

FIAIL

k

v F&— R Troleabort =~ R&EH L £,

role abort

Zoavy RiTiE, osIBELTF—UV—FIHY £H¥A,

L

Jua—nR) a7 4 FXFalb—vg v

network-admin

vdc-admin
vy FERE Jyy—= EEANR
4.1(2) Zoavy RRBIMEhELE,

EREDAHA R34y

Zoawy N, 748 R FIARETT,

i Wiz, Wt o 2 — 1 —/ L Cisco Fabric Services Bl v & a VBT AH12 R LET,
switch# configure terminal
switch (config)# role abort
BEa<YF avwoFk BieA
show role 2 —# 1 —/L Cisco Fabric Services DFL(E 27 — &% 2 L UZ DM DG
MAERRLET,
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role commit

X DEREA

T24+ILEK

777V I T
DOFEZEHT

role commit

LR ¢ = — 17— /L Cisco Fabric Services idfg & v a iz oW\WT, XoF 47
L2, 274X 2 —3 3 F— KTrole commit =~ F&2EHLE£7,

role commit

Zpa<wy Rz

L

I, OB EELITF—TY— FiZd £H A,

Jua—nR) a7 4 FXFalb—g v

network-admin
vdc-admin

EREDAHA R34y

i

Yy—2

EERARE

4.1(2)

Zoavry RRBMEnE LR,

a—H o—VOREE 777V v 7iza v bTSHEINIC, role distribute 2~ FEEHL T, 77

YU w7 DOF

ZDavwr RNz

Wiz, 777V

TDHOAA vTF T, ﬁﬂ{n%%*“‘?‘w&:ﬂ"é%\%ﬁ%wi@"o
3. 94 B RFIARETT,

v I DALy FIZa—Y v —LREDRE 2T 202 L ET,

switch# configure terminal

switch (config)

# role commit

BBEav R

avy kR

B

role distribute

o—H m— /2%t L., Cisco Fabric Services Blfg %21 x— 7 M LET,

show role

o—+# 17—/l Cisco Fabric Services DEME AT — X A B L OZ DL DEE
MEFRLET,
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H role distribute

role distribute

B DEREA
TI2FIE
avY kK E—F

#ik—rEhd1-F O0-)

role distribute

no role distribute

Zoawy FiZiE, tosl#Ezidd:—Y—Fiid v £8A,

Foe—71

Ja—nR) a7 4 ¥l —g

network-admin

= —% 1 —,v® Cisco Fabric Services Blfg & A X —7 /W2 5I1Z1%, role distribute =~ > K& H
LET, ZoEET s E—71IcT51ICF, Zoa~vry Rono BREFEHALET,

vdc-admin
avy FER Jyy—=x EFERA
4.1(2) Zoawry RpBIMEnE L,

BEREDAA FS54>

7

Zoavwy R, 794 B A FIARETT,

WROFTIE, v—=nD7 77V v VREEA R—TMIT D HEEZRLET,

switch# configure terminal
switch(config)# role distribute

WKOFITIX, vn—nDO7 77V vy I7EEET =TT D HEERLET,

switch# configure terminal
switch(config)# no role distribute

BBEa<v R

avwv kR HL]

show role distribution 7 —/ L@ Cisco Fabric Services Btfg A7 — X A& £ /R L ET,

status
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role feature-group name WM

role feature-group name

2—H a— RSN — T EERELIZEEL, 22— n— g/ V—F a7 4 Xa b — g v
®— FZB4E7 512X, role feature-group name =~ > RZHHAL ¥, =—¥ a—AiEs/ v —7
ZHIBRT 2123, Zoa~r Fono FBERXE2#HALET,

role feature-group name group-name

no role feature-group name group-name

BXDEHEA group-name 2 —W v — VB RE V)V — T4, group-name O RIUFHUT 32 T,
RICFL/NCFRXB S, T LFHITHRELE T,

TI2F+ILE 7L

™.

rH
|

™.

av Y Ja—R") a7 4 Xalb—g v

#R—rEhB1—FO0-) network-admin

vdc-admin
av Yy FER yy—=x EERNE
4.0(1) Zoa<wry RRNEBMENRE LT,

FEREDHL K54 CiscoNX-OS V7 F 7 =T id, LAV 3HREDT 7+ 22— o— LEREZ L —7 L3 22 TV
4, L3 a—Y o— L iES LV — T2 EEE - ITHIBR T ER A,

Zoavwy NiZiE, 748 AFARETT,

#1 Wiz, 22—V o— VI N—THER LT, 22— n— I/ L —7 a7 X2l —Ta v
E— NEBET R 2R LET,

switch# configure terminal
switch(config)# role feature-group name MyGroup
switch (config-role-featuregrp) #

Wiz, 2—F a— ARV —TEHIRT 562~ LET,

switch# configure terminal
switch(config)# no role feature-group name MyGroup
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M role feature-group name

BlEaT YK avwvk e
feature-group name D m— RS L — TR E L ER LT, = — ¥ m— B
BE/N—T arv 74 Falb—var = REBBLET,
show role feature-group a—Y o— RSNV —T EFRRLET,
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rolename H

role name

a—H o— LEIIMERr — L EEREZEIEFEL, a—Y o—L a7 4 Fal—v gy T— %
BH4ET 211X, rolename =2~ > REMHLET, =2—F v — L Z2HIRT 2121, 2O~ FO no
EREEHLET,

role name {role-name | priv-n}

no role name {role-name | priv-n}

B DA

TI2HIE

avYkE—F

#h—r&hd1—4 0-)

role-name a— a— V4, role-name B DR KL THIT 16 T, KRXFE
INTFRER S I, BT LFHTHRELET,

priv-n HEBR L~V ZRELET, n sk, 0~ 13 OKETY,

L

Ja—nR) a7 4 ¥l — g

network-admin

vdc-admin

avy FER Jy—=x EERNE
5.0(2) priv-n F—U— RNBEMENE LT,
4.0(1) Zoawry RpBIMEnE L,

EREDHA R4

CiscoNX-OS V7 h U =71lE, 4 oDOFT 74V s 2—F m— L&z TWET,

e network-admin : Cisco NX-OS 7 /34 ZA2KIZHT DAY | EEXIAALT /AR FETTEES
(F7 v~ DVC T HEH T HE)

» network-operator : Cisco NX-OS 7 /34 AR T 253HAMY 77 A2 FTTEET (F 7+
)Lk DVC T2 i AT HE

e vdc-admin : VDC IZ[RE LRt ALY /EXIALT 7 A
e vdc-operator : VDC IZ[RJE L 7@t A M0 77 & A
T AN RO —Y m—VIERE TR TE A,
MR — A DN —NVEEETL5E8. LTOTA RI A4 Z0E) BERH Y £,
e priv-14 B— L & priv-15 B — VLR TX FHA,
o priv-0 m—ZiE deny () L— A DB EBINTEET,

o priv-0 BE— /L TEHLLTOa~» FIIFEICFFAI SV E T, configure, copy. dir. enable. ping.
show, ssh, telnet, terminal, traceroute. end. exit,

Zoavy RiZiE, 74 R IARETT,
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B role name

1 WL, 2—¥F a— A EERLT, 22— r—N ar7 4 Xalb—var T— N2fET 021 LE
ERS

switch# configure terminal
switch (config)# role name MyRole
switch (config-role) #

Wiz, 22— a— VEHIBRT 02 R LET,

switch# configure terminal
switch(config) # no role name MyRole

WIZ, 2—POHERL NV 5 2 =TT DB 2R LET,

switch# configure terminal
switch (config)# role name priv-5
switch (config-role) #

BAEa<>F avwv kR EL:
rule a—F a— L E IR — LD —F DL — L ERELET,
show role a—HW om—LEFRELET,
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rsakeypair M

rsakeypair

RSA ¥— X7 OFMERE L. b T A MRA » F~BEA T 2121, rsakeypair =~ > FEHH L %
o PTARAA L PG RSA F— X7 OREEMIT 2R 51213, Zoa~<2 RO no JEX &M
LET,

rsakeypair key-pair-label [key-pair-size]

no rsakeypair key-pair-label [key-pair-size]

340}

"E-IDII':

3

TI2FIE

avYkE—F

key-pair-label RSA ¥— X7 D4R, 4R1E. EHFETHEELET, KUFL/NIFER
KBl &, e RICFEEIE 64 T9,
key-pair-size (fEE) RSA ¥— X7 DY A X, ¥ XDfEIE, 512 B> b, 768 £ K,

1024 v k. 1536 £ b, BXUN2048 £ FTT,

X — RXTMELEERINTWRWEGEEAE, T 740 FOF— X7 Y4 XL 512 T,

NZ A MKRA LV NORE

avy FEE

BEREDAA FS54>

GE)

7l

yy—=x EERE
4.1(2) Zoawy RRBMEhE L,

FALF— 722 DLFT7A PR b CAICHEMNTONDHAETH, 1 DO RSA F— X7 %2 T
A RRA Y b CAICEEMITONE T, ZOEMITIE, CALEBITBRERL, TAT T 47 4 FEH
EERETLENCHEAELET, (erypto key generate =~ > R&fi L T) F— 7 2RI EKE »
DHBET, Z0%, F— X7 YA X2HET 256, ERPICER SR CY A T 208D H
DET, BESNTZXF— XTRERERINTORWEGE, eI, EREHD RSA F— X7 (Txt
LT, cryptocaenroll 2~ REHEHATEET,

NI A RKRA L R 6F— X7 OBEEMNT ZFERT 51213, rsakeypair 2~ > F® no B A L
9. norsakeypair =~ > K& ANTHHNC, 74 F 27 4 7 4 ANENHHHAIE, £9. 2h
ZEIARRA L N CADBHIBRL, FTAMRAS L MOTAT T 4T 4FEEFEL F— <7 L O]
ORIEAHT I BN RIZND LI LET,

Zoawy NiZiE, 748 AFARETT,

WIZ, P T ABMRA L M LT RSA F— X7 ZHE T 562" LET,

switch# configure terminal
switch (config)# crypto ca trustpoint admin-ca
switch (config-trustpoint) # rsakeypair adminid-key
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M rsakeypair

WIZ, FTFARMKRA L FvD RSA F— 7 OREMT 2RI 204 R LET,

=~

switch (config-trustpoint)# no rsakeypair adminid-key

BREaTV K avwUkr A
crypto ca enroll FZ A MKRA b CADIZDITERLENTZAA »F D RSA F—
T OFEAEEZERLET,
crypto key generate rsa RSA F— ~7FHREREL T,

show crypto key mypubkey rsa #5375 ® RSA F— <7 ICHT A ERLFR L ET,
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rule W

rule

a—F a— L FE IR — L DO —TF DN — L EFRET DHICIE, rule 2~ REFEHLET, L—
NEHIBRTHI2E, 2oa<vry Fone BXE2HERHLET,

rule number {deny | permit} {command command-string | {read | read-write} [feature
feature-name | feature-group group-name]}

no rule number

BX DA number =D —rir s A%, Cisco NX-OS V7 b7 =T E, wAIZ
BREZFEHL V=12 L, ZTRLEREEIECHEE L E7,
AL 1 ~ 256 TT,

deny awy REFITHE~DT 7 v 22 HELR LE T,
permit awy REFITME~DT 7 ¥ 22 HF AT LE T,
command command-string a<2 R AN T EBELET,
read HHWO T s A REELET,
read-write MHEY | EEABT I ABEELET,
feature feature-name (EE) HRE4 2T L9, Cisco NX-OS HfE4 # R T 51
. show role feature =~ > F&fEH L E T,
feature-group group-name TE) Eies/ Vv — 7% EBELET,
T24IE L

avykE—F a—HFE— a7 F¥al—ar

#i—pEhd1-¥0— network-admin

vdc-admin
av Yy FERE Jy—= EFERNR
4.0(1) Zoawry RpBIMEnE L,

FREDALARSAY Ko — Itk 256 DL—LERETEET,

HBETHNL—AEFESIL, BHLELV—ADIEFRZEDET, L—MEIRIETERSNET, =& xiE.
120 —LIZ3 OO —LAR’HAEEIT. L—L 3, L—1L2 A— 1 DIEICHEAISNET,

ZDawy RiZiE, 74 RIIARETT,
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W rule
Bl Wiz, 22— w— U A— A & BMT 56257 LET,
switch# configure terminal
switch (config)# role MyRole
switch (config-role)# rule 1 deny command clear users
switch (config-role)# rule 1 permit read-write feature-group L3
WIT, 22— B— b — L E2HIERT 56 2R LET,
switch# configure terminal
switch (config) # role MyRole
switch(config-role)# no rule 10
BIEav Uk avwyk SRR
role name 2= r— VB EERELFEELT, 22— r—l a7 %o
L—va vy BE— RERBLET,
show role a—HY o— L EERRLET,
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