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CHAPTER 1

EHEAHD SAN EBEEO—)LOFERAE

ZDOETIX, Cisco Nexus 5000 U — X T4 ATOEEFHD SAN E##E (san-admin) 72—/ D
R HFIEICOWTERH L £,

ZOEONEFIE, KD EEBY T,
o EFRFEAD SAN FHE o — LIZBAT H1FH) (P.1-1)
o Il (P.1-3)

EEAEHD SAN EEEZEDO—ILICEHT H1FHK

Cisco Nexus 5000 2 U — X 731 ADFH O — V=R T 7&A ar br—/ (RBAC) €7 /LT
T, V=TSN AZ L T 78 A B—VERETEET, V=L oT, FFEDOHKRE, 1
F—=TxzA A, FlFa~Y FOT 78Rl £ 723G TE £9, RBAC OFEMIZ SV T,
[Cisco Nexus 5000 Series NX-OS System Management Configuration Guide, Release 5.x]% M 1L T<
ZEW,

U U —2S52()NI(1) &9 bafo Y V—2TiZ, RBAC OFEEOHIIRIC LY, EFHRFHD SAN FHE

0=V ERT DRBENRH D E LTz, ENHOHIRITLUUT O LEY TT,

o N—LOERIZHEHTE 2 —MD RBAC RN ERZ SN TVWERFATLIZ, ZOHIBRDZD,

2 — PILRFE OB~ DT 7 A & T E I TS 5 12D ICHHO L — L 2 RET 5 BER B Y
F L7,

o FFEDARML—Y V7T Xy hU—72 (SAN) BEREIZxI 7% System Network Management
Protocol (SNMP) # 7Y =7 K ID & RBAC HREHI O~ v B IR RE L TWE LTz, ZOHIR
D=, SNMP EBEZFHTLLIICr—ABRREINLTNILIEATEH, SNMP HFHEA T 7 v 7
INTWE LK,

o LAN &EH & SAN BEE OMIZn — L ORI H ) FHATL,

SANEHE Lo —HhL =T 2y hU—2 (LAN) BHEMOEEEZ KBTS 7-DIC, san-admin &
MEZNDH LWEREAD SAN BEHE v — LER SN E Lz, 20oa— Vi ZEETEERHA, 7
L, HOOMBIZE LI AX AEZONLV—NVERELTMBOI ALX A 0 —VEERT DO
MT&EET, RBAC EF VHHRBENIE S, L— VL DIERERS T 20 D0 H L RBAC B
RERERINTWET,
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W ==%40 SAN §EE0— LT 3188

SAN EEEO—)L

SAN &H# (san-admin) = —/LClX, SAN & LAN OEFHEREZ ST N TEET, ZD
0=l Tk, A= Ry MERBICEEE 52D <, SNMP £/iia~r FIAf v A ¥ —T =
A4 A (CL) 2HLT, 7748 F %3/ (FC) XL Fibre Channel over Ethernet (FCoE) D&%
EEEDHFIITTEET,

san-admin 2 — /L CiX, UTOEEEZFITTEET,

TRTCOA LV E =T 2 A AEHRET D, 774N F ¥/ (FC) A F—T A ADHRIZHIR S
nNEEia,

N b OERKETZITHIBRUSN D FC AR — FOT X TORMEEZRET 2
T R=RE A N=2y TGty M SAN (VSAN) OF _XTOFREZHEET 5
FCoE M @ EFR W DA LAN (VLAN) % VSAN IZ~ v 775
V=R EBRET D
LITF D SAN BRE A iR ER T O 5,
— FC-SP
— FC-PORT-SECURITY
— FCoE
— FCoE-NPV
— FPORT-CHANNEL-TRUNK
— PORT-TRACK
— FABRIC-BINDING
SNMP =X 2 =7 ¢ & SNMP = —H#Z[R< | SNMP PE#ED T A —H ZRET D,

FC/FCoE, A =% Xy b A ¥ =T = A, BLOMMOT 7 40 PSS OREZ G, FITTD
REEEREERET D,

ZOMITNTORELZRTT D (FAHARDY AR,

A—)Ligge< v EVSY

san-admin 7 —/LClX, B—/UEiE~ v B 72 HH LT, BEOHKIE~DT 7 8 A& £ 2I3HER
T&EFET, v TEAHHEITILLTDO LB TT,

copy (copy Bz~ )

trapRegEntry (SNMP +Z7 v 7 LY X R w2 R)
snmpTargetAddrEntry (SNMP F 7 v 7 % —7%'> h a~< 2 R)
snmpTargetParamsEntry (SNMP 7 v 7 #—75 > fh NI A =% a< F)
fefe (FC fe B =~ )

fcoe (FCoE Bz~ R)

trunk (FC A—F F¥ v FT 7 Hda~ s R)

femgmt (FC EHH# =~ K)

port-track (Port-track BiiE 2~ > )

port-security (FC F"—h EX = VU7 1 Bi#H =z~ R)
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e fabric-binding (777 Vw7 NAVF 47 a<w )

UTOBEOHFIX, SAN FHEr—LOIFIERIEEOFETHIEEZRLTNET,
o [SAN EFHH 1 — VA2 -2 —F Ok E] (P.1-3)

o [SAN BHF o — LOBFEOHR] (P.1-3)

o [SAN EFHZ 2 —VIZxt3 % FCoE #fED A +—7 1 1k) (P.1-4)

o [SANEFHEDOT 74/ v—NLDOEE] (P.1-4)

o [HrLv SAN HHFH v — L OREOMR) (P.1-5)

o [a—H m—noOFRFEDOER] (P.1-5)

SAN EEZO—LZHA-2—TDRE

ZOFIE, Tmynewuser] &V I F LW —HF ID 2{Ef LT, D=2 —H % san-admin 7 —/L{ZEI D
BCHHEERLTVET,

switch# configuration terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# username mynewuser role san-admin password ciscol23
switch (config)# show user-account
user:admin

this user account has no expiry date

roles:network-admin
user:mynewuser

this user account has no expiry date

roles:san-admin

SAN EEBEO—/LDREDHERE

ZofFlix, 'mynewuser] SAN BHEE 0 — LV OMBEHTIEEZ R L TWET, £, 7740 Da~v R
YA MG L, Zoa—YofllREn/za~v F VR MERLTWET,

Nexus 5000 Switch

login: mynewuser

Password:

Bad terminal type: "xterm-256color". Will assume vt100.

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2012, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch# ?

clear Reset functions
configure Enter configuration mode
copy Copy from one file to another
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debug Debugging functions

show Show running system information
end Go to exec mode

exit Exit from command interpreter

SAN EHEI1—H|Zxt9d % FCoE #EED 1 *—JIL{t

Zoflx, Tmynewuser] SAN EHH = — YTkt LT FCoE ##E% A X — 7 WM T D5 HikE R LTV
T, (SAN FHE 22— v — x4 5 FC BIEMRED A X — 7 M TE E9),

switch# configuration terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# feature 2
fcoe Enable/Disable FCoE/FC feature
fcoe-npv Enable/Disable FCoE NPV feature
switch (config)# feature fcoe
FC license checked out successfully
fc plugin extracted successfully
FC plugin loaded successfully
FCoE manager enabled successfully
FC enabled on all modules successfully
Enabled FCoE QoS policies successfully

SAN EEEDT 74 O—ILDEE

san-admin B —/ LT, ERHFHDT AT AN—2A0OR—/LTHYH, BEFTHI LI TEETA, 72
L, EFVELTERAL, Bl SANEBRE R — LV AERTHZENTEET,

Z OfFliE, Tnewsan-admin) WO H LW SAN BHEHF o — LA{EHK L, Z0Or— LEZEFLTUTOD
HEHEZ TRl 9 2 HFiEE /R L TWET,

e CiscoONX-OS VAT ABLOX Y I AA— N A A=V DT v T T VL—RKEX T T L—F,

o A —H Ry NELIFHRAT 47 FC Z A 7FHiF D 5548UP X— 2 R— FDOHRE, (R—k~ A4 7D
Y Y CELETHICE, TEVa—Z)a— RTAH30ENHD £9),

switch# configuration terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# role name newsan-admin

switch (config-role)# rule 1 permit read-write feature snmp

switch (config-role rule 2 permit read-write feature snmpTargetParamsEntry
switch (config-role rule 3 permit read-write feature snmpTargetAddrEntry
switch (config-role rule 4 permit read-write feature trapRegEntry

switch (config-role rule 5 permit read-write feature interface

switch (config-role rule 6 permit read-write feature fabric-binding
switch (config-role 7
switch (config-role 8
switch (config-role 9

(

(

(c

(

(

(

( rule
(

(

switch (config-role

(

(

(

(

(

(

(

(

(

permit read-write feature vsanlIfvsan
rule permit read-write feature vsan
rule
rule 10 permit read-write feature zone

#

#

#

#

#

#

# permit read-write feature wwnm
#

# rule 11 permit read-write feature span
#

#

#

#

#

#

#

#

switch (config-role
switch (config-role
switch (config-role
switch(config-role
switch (config-role
switch (config-role
switch (config-role
switch (config-role
switch (config-role

rule 12 permit read-write feature fcns
rule 13 permit read-write feature fcsp
rule 14 permit read-write feature fdmi
rule 15 permit read-write feature fspf
rule 16 permit read-write feature rscn
rule 17 permit read-write feature rmon
rule 18 permit read-write feature copy
rule 19 permit read-write feature port-security

) #
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
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switch (config-role
switch (config-role
switch (config-role
switch (config-role
switch (config-role

( )# rule 20 permit read-write feature fcoe

( )

( )

( )

( )
switch (config-role)

( )

( )

( )

( )

#
# rule 21 permit read-write feature port-track
# rule 22 permit read-write feature fcfe
# rule 23 permit read-write feature fcmgmt
# rule 24 permit read-write feature trunk
# rule 25 permit read-write feature rdl
switch (config-role) #
switch (config-role) #
switch (config-role) #
switch (config-role) #

rule 26 permit read-write feature fcdomain

rule 27 permit read-write feature install

rule 28 permit command configuration terminal; slot 1
rule 29 permit read

FHLLSAN EEEO—ILOERTEDHER

- O TiE. newsanadmin &\ % 8o —¥F23MERK 41, newsan-admin & —/LASE D 4T 54T
WA ERELTWET, ZofE, newsanadmin = —H Z il L T, newsan-admin RBAC = —/L %
BT D HiEERLTHET,

Nexus 5000 Switch

login: newsanadmin

Password:

Bad terminal type: "xterm-256color". Will assume vt100.

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2012, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch# configuration terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# slot 1

switch (config-slot)# port 16-32 type fc

switch (config-slot)# copy running-config startup-config
[HE##HH#HFHEHHHHFHRHFHAHA S HHHF S FHHHEHHHH] 1003

Copy complete, now saving to disk (please wait)...
switch(config-slot)# install all kickstart
bootflash:n5000-uk9-kickstart.5.2.1.N1.0.211.bin system
bootflash:n5000-uk9.5.2.1.N1.0.211.bin

Verifying image bootflash:/n5000-uk9-kickstart.5.2.1.N1.0.211.bin for boot variable
"kickstart".

[##dddaftta4H4##4444]) 1005 —— SUCCESS

Verifying image bootflash:/n5000-uk9.5.2.1.N1.0.211.bin for boot variable "system".

1—4 O—ILDREDRTR

ZOFNE, 2= m— L L ENENOREDEFTIEEZRLTOVET,

switch# show role

Role: network-admin
Description: Predefined network admin role has access to all commands
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on the switch

1 permit read-write

Role: network-operator
Description: Predefined network operator role has access to all read
commands on the switch

1 permit read

Role: vdc-admin
Description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

Role: vdc-operator
Description: Predefined vdc operator role has access to all read commands
within a VDC instance

1 permit read

Role: san-admin
Description: Predefined system role for san administrators. This role
cannot be modified.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity

27 permit read

26 permit read-write feature fcdomain

25 permit read-write feature rdl

24 permit read-write feature trunk

23 permit read-write feature femgmt

22 permit read-write feature fcfe

21 permit read-write feature port-track
20 permit read-write feature fcoe

19 permit read-write feature port-security
18 permit read-write feature copy

17 permit read-write feature rmon

16 permit read-write feature rscn

15 permit read-write feature fspf

14 permit read-write feature fdmi

13 permit read-write feature fcsp

12 permit read-write feature fcns

11 permit read-write feature span

10 permit read-write feature zone

9 permit read-write feature wWwnm

8 permit read-write feature vsan

7 permit read-write feature vsanIfvsan

6 permit read-write feature fabric-binding
5 permit read-write feature interface

4 permit read-write feature trapRegEntry
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3 permit read-write feature snmpTargetAddrEntry
2 permit read-write feature snmpTargetParamsEntry
1 permit read-write feature snmp

Role: priv-14
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

1 permit read-write

Role: priv-13
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-12
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-11
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-10
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-9
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-8
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-7
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Cisco Nexus 5000 &y —X NX-OS SAN A RL—> 3> AL F YY—X 5.2(1)N1(1)



$1% RREAHO SAN SEEO—LOEASE |

T

Role: priv-6
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-5
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-4
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-3
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-2
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-1
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-0
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity

10 permit command traceroute6 *
9 permit command traceroute *
8 permit command telnet6 *

7 permit command telnet *

6 permit command ping6 *

5 permit command ping *

4 permit command ssh6 *

3 permit command ssh *

2 permit command enable *

1 permit read

Role: priv-15
Description: This is a system defined privilege role.
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vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

permit read-write
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