show a<v> K

ZDOFETH, CiscoNX-OS £x¥ = U7 4 ® show 2~ RIZOWTHHALET,
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show a2 F |

M show aaa accounting

show aaa accounting

Authentication, Authorization, and Accounting (AAA; §B3E. §Fv]. T AU YT 4 7)) OT AU v
T4 VTR ERF AT HITIL. show aaa accounting =~ FEfEH L E7,

show aaa accounting

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

OV K E—F EXEC £—
oy FERE Jy—=2 EEANR
4.0(0)N1(1a) ooy RMEMESHE L,
] WIS, THATT 427 0 JOREEFRRT 02K LET,
switch# show aaa accounting
default: local
switch#
EEa<TUF avUk BIL]

aaa accounting default 75 ¢ 7D AAA FRAEBELET,

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show aaa authentication W

show aaa authentication

Authentication, Authorization, and Accounting (AAA; FRiE. FFF. T H U T 4 7)) ORBIEHXENE
WA F T 5I21%. show aaa authentication =~ > FAHEH L £,

show aaa authentication login [error-enable | mschap]

XD EREA error-enable (ER) Bitn /A 27— Ay —V A Fx—T)L ar7(Xal—3
CERRLET,
mschap (F£E) #Bife /A v ~A4 7V 7 K FxLb oV Ny Ryva—0 R 7 e

k=l (MS-CHAP) A % —7 /)L a7 4 FX¥alb— a2 RLET,

ATVRTIANLE 7L

avykE—F EXEC =— K

av Y FEE Jyy—x EEAR
4.0(0)N1(1a) ZOavy RABMENE L,
1 WIT, BRESNT-RIENRT A —FE2FRT D052 R LET,

switch# show aaa authentication
default: group tl
console: group tl
switch#

WIZ, I /A 25— A 3 —T ) a7 4 Xal—a 2R RTHHZRUET,

switch# show aaa authentication login error-enable
disabled
switch#

W, BEFn 7 A4 MS-CHAP 2> 7 4 Xal— a v b2 Er-T A2 R LET,

switch# show aaa authentication login mschap
MSCHAP is disabled

switch#
BEaI<Y>F avwy R B
aaa authentication AAA FBREHF X ZHELET,

Cisco Nexus 5000 &'J—X NX-0S X254 AV F UYI7LUR
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show a2 F |

Il show aaa authorization

show aaa authorization

AAA RARTEERZF T 5HI21L. show aaa authorization =~ > FAHEH L £,

show aaa authorization [all]

X DA all (fEE) RESNTWOHELET 74V FOEEZFRRLET,

ATVETIANE 2L

avY Rk E®E—F  EXECE—F
av Yy FERE Jy—=x EERNE
4.2(1)N1(1) Toawy RASENShE LR,
i WIZ, RESNTWIRAFRERRT 0 LR LET,
switch# show aaa authorization
AAA command authorization:
default authorization for config-commands: none
switch#
BIEaTUF avwyk BL:
aaa authorization EXEC =2~ RTTF 74/ b AAA B XEBRELET,
commands default
aaa authorization a7 4FXal—vary avwr RTT 74/ b AAARBAIFRERELE
config-commands 4,
default

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show aaa groups

show aaa groups W

Authentication, Authorization, and Accounting (AAA; F83E. R, THU T 4 7)) HF—rN J—
T ar74X¥al—varyiERRTHICIE, show aaa groups 2~ REEHLET,

show aaa groups

BEXDA Zoawr PR, BIBERRF—T—FIEHY EHA,
ARVRETFIALME 2L
OV kR E—F EXEC £— I
vy FERE Jyy—= EEANR
4.0(0)N1(1a) Zoowy RMEMESHE L,
i WIZ, AAA I N—T R ERRT D% R LET,
switch# show aaa groups
radius
tl
tacacs
radl
switch#
BEav U F avok B

aaa group server
radius

RADIUS #— 7V —7%AEf L E T,

| oL-25833-01-J
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show a2 F |

W show aaa user

show aaa user

U & — NERAED Authentication, Authorization, and Accounting (AAA; #BiE. &R, TH VT 1V
7)) = NEHEICLVEOSETCENDET 74 b =L DAT—HX A% FKRT 5HI21E. show aaa
user 22 REFEHLET,

show aaa user default-role

BXXniA default-role FT7 3 h AAA O — LD AT —HX A Fm LET,

ATVETIANE 2L

oIk E—F EXEC £— F
av Yy FERE Jy—= FERNR
4.0(0)N1(1a) Zoawry RpBIMEnE L,
i WIZ, VE— FRBIED AAA F—NEHEFICLVEV Y TONDLET 74V h B—VDRAT — X A& KR
THHERLET,
switch# show aaa user default-role
enabled
switch#
BAEa<w>F avwyv Rk Bl
aaa user default-role V£ — L BEDOT 740 b 22—V EFELET,
show aaa AAA REEERER R LET,
authentication

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show access-lists W

show access-lists

FTRCOIPvA T 7 A arbr— )AL (ACL) BLXOMAC ACL., ¥4 ED ACL #F~7
5121%. show access-lists =~ F&EFHL £,

show access-lists [access-list-name]

X DEREA

ATVETIANE

access-list-name

(fE&) ACL 04 Hl, 4RI TIIHEKT 64 XFOEBFEMEHTE, RKLF
EANFREBIENET,

access-list-name 515 %HFH LT ACL 2HET2HEERNT, AL v FITTXTD ACL #FERLFE
7,

avy kFE—F EXEC =— K
avy FERE Jy—=x EHEAR
4.0(0)N1(la) Zoa~wy RRBEMENE L,
1 Wiz, AA v F EOFTRTO IPvd ACL 3L MAC ACL #F 7T 287 LET.

switch# show access-lists

Cisco NX-OS Release 5.02)N1(1) Tix. koW hnErENET,

switch# show access-lists

IP access list BulkData
10 deny ip any any
IP access list CriticalData
10 deny ip any any
IP access list Scavenger
10 deny ip any any
MAC access list acl-mac
10 permit any any
IP access list denyv4
20 deny ip 10.10.10.0/24 10.20.10.0/24 fragments
30 permit udp 10.10.10.0/24 10.20.10.0/24 1t 400
40 permit icmp any any router-advertisement
60 deny tcp 10.10.10.0/24 10.20.10.0/24 syn
70 permit igmp any any host-report
80 deny tcp any any rst
90 deny tcp any any ack
100 permit tcp any any fin
110 permit tcp any gt 300 any 1t 400
130 deny tcp any range 200 300 any 1t 600
140 deny tcp any range 200 300 any 1t 600
IP access list dot
statistics per-entry
10 permit ip 20.1.1.1 255.255.255.0 20.10.1.1 255.255.255.0 precedence f
lash-override
20 deny ip 20.1.1.1/24 20.10.1.1/24 fragments

| oL-25833-01-J
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show a2 F |

Bl show access-lists

30 permit tcp

40 deny tcp an
IP access list ipPacl

statistics per

10 deny tcp an
IP access list ipv4

any any fragments
y eq 400 any eqg 500

-entry
y eq 400 any eqg 500

10 permit ip 10.10.10.1 225.255.255.0 any fragments

20 permit ip a
IP access list ipv4Acl

ny any dscp ef

10 permit ip 10.10.10.1/32 10.10.10.2/32

MAC access list test
statistics per
10 deny 0000.1

IP access list voice
10 remark - av
20 permit udp
30 permit udp
40 permit udp
50 permit udp
60 permit udp
70 permit udp
80 permit udp
90 permit udp
100 remark --

switch#

-entry
111.2222 0000.0000.0000

aya rtp range

0000.1111.3333 ffff.

any range 49072 50175 any range 49072 50175
any range 49072 50175 any range 50176 50353
any range 50176 50353 any range 49072 50175
any range 50176 50353 any range 50176 50353

any range 2048 2815 any
any range 2048 2815 any
any range 2816 3028 any
any range 2816 3028 any
cisco rtp range

range 2048 2815 dscp
range 2816 3028 dscp
range 2816 3028 dscp
range 2048 2815 dscp

0000.

dscp
dscp
dscp
dscp
ef
ef
ef
ef

0000

ef
ef
ef
ef

BEa<TFR avwvk

SieA

ip access-list

IPv4 ACL &% EL £,

mac access-list

MAC ACL & EL £

show ip access-lists

J_TD IPv4 ACL 72138 ED IPv4d ACL £ R LE 7,

show mac access-lists

F_TD MAC ACL 72138 ED MAC ACL &R L £,
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| showa<vF

show accountinglog W

show accounting log

TARAYT 4T On TNEERRT HIZIEL, show accounting log =~ > REEH L ET,

show accounting log [size] [start-time year month day HH:MM:SS] [end-time year month

day HH:MM:SS]

EX(DEHEB? size (@'C%z:) %ﬂi\‘j‘é = 7@% (/\‘/‘) }\ %,ﬁl“)o ﬁg{j]iﬁ%ﬁ&i 0 ~ 250000 "C«ﬂ‘o
start-time year month  ({£&) BMRIFZIZIRE LE T, year 5180E, yyyy XTI, month 5%k
day HH:-MM:5S 1. 3 XFOHFEOWETETT . day SIEOFEIL 1 ~ 31 T, HH:MM:SS

Bl0E, HEE 24 BRI T
end-time year month (ER) B TRZZIRELET. year 5IEUZ, yyyy BT, month 515k
day HH:MM:SS L 3 CFEORFEOUSTETT, day SUROWIEIE | ~ 31 TF, HH:MM:SS
BlB0E, HEYE 24 BERIZ AT,

AYVRTIALE AL

aAvYkFE—F  EXECE—F

S FRE YU—2 EEAE
4.0(0)N1(1a) Zoavy RRBIMEShELE,

4 Wic, THOUTF 107 vl elkh®rnd bHERLET,

switch# show accounting log

Cisco NX-OS Release Tit, 2D o~ RIZL Wk OIBERENET,

switch# show accounting log

Mon Aug 16 09:37:
igure terminal ;

43 2010:type=update:1d=72.163.177.184@pts/0:user=admin:cmd=conf
interface vfc3 ;

bind interface Ethernetl/12 (SUCCESS)

Mon Aug 16 09:38
igure terminal ;
Mon Aug 16 09:38
rface vfc3 state
Mon Aug 16 09:38
igure terminal ;
Mon Aug 16 09:38
igure terminal ;

Mon Aug 16 09:48:

igure terminal ;
Mon Aug 16 09:55
igure terminal ;

Mon Aug 16 09:55:

igure terminal ;

Mon Aug 16 10:03:

igure terminal ;

Mon Aug 16 10:04:

:20 2010:type=update:

interface vfc3 ; no

:20 2010:type=update:

updated to up

:20 2010:type=update:

interface vfc3 ; no

:20 2010:type=update:

interface vfc3 ; no

05 2010:type=update:
interface Ethernet2/1
:27 2010:type=update:
(FAILURE)

vtp mode client

35 2010:type=update:
(FAILURE)

vtp mode server

46 2010:type=update:
(FAILURE)

no vtp mode

11 2010:type=update:

1d=72.163.177.184Qpts/0:
shutdown (REDIRECT)
1id=72.163.177.184@pts/0:

1d=72.163.177.184@pts/0
shutdown (SUCCESS)
1d=72.163.177.184@pts/0
shutdown (SUCCESS)
id=72.163.177.184@pts/0:
(SUCCESS)
163.177.

id=72. 184@pts/0

1d=72.163.177.184@pts/0

id=72.163.177.184Qpts/0

id=72.163.177.184@pts/0

user=admin:

user=admin:

:user=admin:

:user=admin:

user=admin:

:user=admin:

:user=admin:

:user=admin:

:user=admin:

cmd=conf

cmd=Inte

cmd=conf

cmd=conf

cmd=conf

cmd=conf

cmd=conf

cmd=conf

cmd=conf

| oL-25833-01-J
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show a2 F |

Bl show accounting log

igure terminal ; vtp mode transparent (SUCCESS)

Mon Aug 16 10:04:20 2010:type=update:id=72.163.177.184@pts/0:user=admin:cmd=conf
igure terminal ; vtp domain MyDomain (SUCCESS)

Mon Aug 16 10:04:39 2010:type=update:id=72.163.177.184@pts/0:user=admin:cmd=conf
igure terminal ; vtp password MyPass (SUCCESS)

Mon Aug 16 10:05:17 2010:type=update:id=72.163.177.184@pts/0:user=admin:cmd=conf
igure terminal ; no vtp password (SUCCESS)

Mon Aug 16 10:06:46 2010:type=update:id=72.163.177.184@pts/0:user=admin:cmd=conf
igure terminal ; vtp pruning (SUCCESS)

Mon Aug 16 10:09:11 2010:type=update:id=72.163.177.184@pts/0:user=admin:cmd=conf
igure terminal ; interface Ethernetl/12 (SUCCESS)

Mon Aug 16 10:32:33 2010:type=update:id=72.163.177.184Q@pts/0:user=admin:cmd=clea
r vtp counters (SUCCESS)

Mon Aug 16 10:35:20 2010:type=stop:id=72.163.177.184@pts/0:user=admin:cmd=shell
terminated because of telnet closed

—--More--

switch#

WIZ, TATT 47 a7 D400 34 MaRRFTLH62RLET,

switch# show accounting log 400

WIZ, 2008 £ 2 A 16 HD 16:00:00 \[ZBAAT 2T W T 4 v 7 a laRKrnd 562~ LET,
switch# show accounting log start-time 2008 Feb 16 16:00:00

WIZ, 2008 422 H 1 H 15:59:59 [ZBA%A L. 2008 422 H 29 H 16:00:00 (T TF 27 H0 T 47
07 aFRT LB e R LET,

switch# show accounting log start-time 2008 Feb 1 15:59:59 end-time 2008 Feb 29 16:00:00

BREaT YR avwvFk SiEA
clear accounting log TAHOCT 4T allMELET,

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show arp access-lists W

show arp access-lists

TRTOARP 727 A =2 ba—L YR (ACL) F7213FED ARP ACL %%/ 7~9 5121, show
arp access-lists =~ > R&fHHLET,

show arp access-lists [access-list-name]

X DEREA

ATVETIANE

avYkE—F

access-list-name (fE&) ARP ACL 04 Hi, ARTTITRAT 64 XFOFMF MM TE, KLF
EANCFERKBI S ET,

Bl

EEDavy K E—R

avy FERE

BRLOHAFS4>
N

(E)

]

Jy—2 EERAR
5.1(3)N1(1) Zoavy RRBEMEShE Lk,

Cisco NX-OS Release 5.1(3)N1(1) LAF:, ARP 77 & A U & hiZ, Control Plane Policing (CoPP) IZ
RLTREIFR— b ET,

access-list-name 515 % HEH LT ACL 2f8ET 2% 5 2R\ T, T34 A LT XTD ARP ACL %%
m~LET,

Zoawy RN, AV RARBFSLEDHY FHA,

WIZ, AA vF LDOFTXTD ARP ACL 2R3 58 2RmLET,

switch# show arp access-lists

WIZ, arp-permit-all &\ 5 £ #ETD ARP ACL &R 7~$ 56127~ LET,

switch# show arp access-lists arp-permit-all

BBEa<v R

avwyr BTLL]
arp access-list ARP ACL & ELE7,

| oL-25833-01-J
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show a2 F |

Bl show checkpoint

show checkpoint

Fxy VRA L FPIRFEESATZ L EZICRELRTT HIZ1E, show checkpoint =~ > FEHEH L £,

show checkpoint [checkpoint-name] [all [system | user]]

BX DA checkpoint-name (EE) FxvZRA v b, AENE. K32 LFETHRETEET,
all (EE) 2—VPRETF 2w 7 "A LV IFBLIRV AT AREEFEAT = v 7 K
A ERRLET,
system (fER) I _XTCOVATLAREEFHLT =7 "A LV MaeRRLET,
user (EE) I _XCOa2—YREF=zv 7 A b eERLET,
ATYVRTIANLE 2L
avy kFE—F EXEC =— K
avy FERE yy—=x EENE
5.0(2)N1(1) Ioawr RRBEMmERELE,

EREDAA FS54>

]

a2 FHEAIE, Bl (K 10) OF v 7B MNID OBEEAFERLET, F=v 2 B2 FID
T2 —YNTF =2 IR,V FOBREICTV AT LEB L TEDLu— NNy T KAV FERLET,

WIZ, 8= AL v FTRESNTO—NANy T Fxy I RA LV FaRRTHHERLET,

switch# show checkpoint

!Command: Checkpoint cmd vdc 1
!Time: Mon Sep 6 09:40:47 2010

version 5.0 (2)N1(1)
feature telnet
feature tacacs+

cfs eth distribute
feature private-vlan
feature udld

feature interface-vlan
feature lacp

feature vpc

feature 1lldp

feature fex

username adminbackup password 5 ! role network-operator
username admin password 5 $1$SKIPRDtFF$7eUMjCAd7Nkhktzebsg5/0 role network-admin
no password strength-check

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

ip domain-lookup
ip domain-lookup
hostname switch
ip access-1list ipl
class-map type gos
match cos 4
class-map type gos
match cos 4
match precedence
class-map type gos
match cos 5
match dscp 10
class-map type gos
match precedence

show checkpoint W

class-fcoe
match-all cql
7

match-all cqg2

match-any cqg3
7

<--output truncated-->

switch#

RIZ, FFEDOF = v 7 RA » MIBET MR ERRT o612 L ET,

switch# show checkpoint chkpnt-1

!Command: Checkpoint cmd vdc 1

!Time: Mon Sep

version 5.0(2)N1(1)

feature telnet
feature tacacs+
cfs eth distribute

6 09:40:47 2010

feature private-vlan

feature udld

feature interface-vlan

feature lacp
feature vpc
feature 1lldp
feature fex

username adminbackup password 5 !
username admin password 5 $1$SKIPRDtFF$7eUMjCAd7Nkhktzebsg5/0

role network-operator
role network-admin

no password strength-check

ip domain-lookup

ip domain-lookup

hostname switch

ip access-list ipl

class-map type gos
match cos 4

class-map type gos
match cos 4
match precedence

—--More--

switch#

class-fcoe

match-all cql

WIZ, BREFHDOTXTOR—NNy T Fxy I RSV NeRFTDHHERLET,

switch# show checkpoint all

| oL-25833-01-J

Cisco Nexus 5000 ¥ J—X NX-OS #¥a2 )T« AR F Y7L VR i



show a2 F |

Bl show checkpoint

BEav VR avwy kR HL)
checkpoint Frv I BRA Y NEERRLET,
rollback RESNTZTRTOF =y 7 KAV MIREEZR— ANy 7 LET,
show checkpoint a7 4FXal—varuo— ARyl Fxu RS b OV~ —%FE
summary RLET,
show checkpoint VAT AEFROO—NNy T Ty I RA U N ERRLET,
system

show checkpoint user = — ¥R ED T — Ly 7 Fry s KA Mg LET,

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show checkpoint summary W

show checkpoint summary

REFHT = 7 RA 2 b OBERZRFT HI2IE, show checkpoint summary 2~ > R&EH L E
T

show checkpoint summary [system | user]

X DA system B VAT AREFcv I RA L FOENERFLET,
user EE) 2—FRETF = v 7 RA v FOEREFERLET,

ATVRTIANLE 2L

avykE—F EXEC =— K

avy FEEE yy—= EENE
5.0(2)NI1(1) Zoowy RMEMESHE L,
i WIZ, a7 4Falb—varya—nR_yl Fzv IR OV~ —%2FKRTDHHERLET,

switch# show checkpoint summary

User Checkpoint Summary

User Checkpoint Summary

1) chkpnt-1:

Created by admin

Created at Tue, 08:10:23 14 Sep 2010

Size is 21,508 bytes

Description: Checkpoint to save current configuration, Sep 9 10:02 A.M.

2) chkpnt-2:

Created by admin

Created at Tue, 08:11:46 14 Sep 2010
Size is 21,536 bytes

Description: None

3) user-checkpoint-4:

Created by admin

Created at Tue, 08:16:48 14 Sep 2010
Size is 21,526 bytes

Description: None

switch#

WIZ, VAT LHREOR—NNNy T Fxv KAy NOBEREFRRTLHHZRLET,

switch# show checkpoint summary system

WIZ, 2—=PREOT—NL Ny 7 Fxy KA OB ERRT D0 2RLET,

switch# show checkpoint summary user

Cisco Nexus 5000 &'J—X NX-0S X254 AV F UYI7LUR
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show a2 F |

M show checkpoint summary

1) chkpnt-1:

Created by admin

Created at Tue, 08:10:23 14 Sep 2010

Size is 21,508 bytes

Description: Checkpoint to save current configuration, Sep 9 10:02 A.M.

2) chkpnt-2:

Created by admin

Created at Tue, 08:11:46 14 Sep 2010
Size is 21,536 bytes

Description: None

3) user-checkpoint-4:

Created by admin

Created at Tue, 08:16:48 14 Sep 2010
Size is 21,526 bytes

Description: None

switch#

BEa<UF avUF i
checkpoint Fry IRy NEERLET,
rollback RIEENTZTRTOF =y VALV MIREFR—AL NNy 7 LET,
show checkpoint O—NANy T Fov IRy NEERLET,
show checkpoint VAT AEFROV— NNy T Ty I KA NERRLET,
system

show checkpoint user = — VL FOT—L v T Fov I RAY FeFERLET,

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show checkpoint system

show checkpoint system

VAT LAREDF = v I RA LV DI ERRT HITIE. show checkpoint system =~ FZfH L &
R

show checkpoint system

BX DA Zoawy RICiE, BIEERRF—U—FEHY EFHA,

AYVEFIELE AL

avY kR E—F EXEC £—F

vy FERE Jyy—x EEANA
S5.0(2)N1(1) Zoavry RRBMEnE LR,

il WIZ, VAT Ao TERSNTWDR— Ny Fxy I RA v MaRRTHHZRLET,
switch# show checkpoint system

BEaYUF avwyk B
checkpoint FxvIRA Y MEERLET,
rollback BRESNTEZTRTOF =y 7KLV MCREEZT—A NNy 7 LET,
show checkpoint a—N RNy Y Fzv IR MeRRLET,

show checkpoint user = —WZEOD—NL Ny Fx v 7RA PEFRRLET,

| oL-25833-01-J
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show a2 F |

W show checkpoint user

show checkpoint user

2—PRET = v 7R A v MEITFERRT 5IZ1E. show checkpoint user =~ REH L ET,

show checkpoint user

.'E-EI;

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avy kFE—F EXEC =— K

avy FBE yyy—= EFENR
5.0(2)N1(1) oo~y RREMENE L,
1 WIZ, BIEOZ—FRBE LT — ANy Froy IR Ay NeERTHHERLET,

switch# show checkpoint user

!Command: Checkpoint cmd vdc 1
!Time: Mon Sep 6 09:40:47 2010

version 5.0(2)N1(1)
feature telnet
feature tacacs+

cfs eth distribute
feature private-vlan
feature udld

feature interface-vlan
feature lacp

feature vpc

feature 1lldp

feature fex

username adminbackup password 5 ! role network-operator
username admin password 5 $1$SKIPRDtFF$7eUMjCAd7Nkhktzebsg5/0
no password strength-check
ip domain-lookup
ip domain-lookup
hostname switch
ip access-1list ipl
class—-map type gos class-fcoe
match cos 4
class-map type gos match-all cql
match cos 4
match precedence 7

<--output truncated-->

role network-admin

Il Cisco Nexus 5000 'J—X NX-OS #¥a Y5« 3T FYI27LVR

0L-25833-01-J |



| showa<vF

show checkpoint user Wl

switch#
EEaTUF avwyk BIL]
checkpoint FxvIRA Y N EERLET,
rollback RFSINTZTRTCOF =y 7 KRA V MIEREEZ =Ly 7 LET,
show checkpoint H—NANy T FovIRAy NEERLET,
show checkpoint FTRTCOBEFHLT ANy T Fov IZRA L FOY <) —%2ERLE
summary 9,
show checkpoint VAT AEROA—NNY T Fxy IRA L NERRLET,
system

Cisco Nexus 5000 &'J—X NX-0S X254 AV F UYI7LUR
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show a2 F |

Bl show diff rollback-patch checkpoint

show diff rollback-patch checkpoint

2O00F =y 7 RA L MNETOREDENERTRT HIZIE, show diff rollback-patch checkpoint =+
Y REFEALET,

show diff rollback-patch checkpoint src-checkpoint-name checkpoint
dest-checkpoint-name

BT src-checkpoint-name FELY —A F=yZRA 2 b, AHNE K32 LFETHRETE &
7,
dest-checkpoint-name — 5i%F = > 7 WA v W4, LR, K32 LFEETHETEE1T,
AYVEFIELE AL
avY kK E—F EXEC £— I
avy FEEE y1y—=x EENE
5.0Q2)N1(1) Chavy FABMSIE L,

EREDAHA R34y

7l

Ioa<wy R, BEOa 74 Xal—Ya rERRRERHEI VT 4 X2 b—va BB RLTWY
DEFILEWEDT = v I RA L NEOEREZERTLDIEHLET, 2074 F21b—va 0
EHEIT BEDETI L 74X a2l —2a b Foy IRV FRREEN TSI T (Fal—
VavilESE, VAT AOBERERZETLTHLOIC, VAT ACHEASINET,

KIZ, chkpnt-1 & chkpnt-2 D 2 DOF = v 7 KA MNEDER 2R T HH 2R LET,
switch# checkpoint chkpnt-1

<-- modify configuration in running configuration--->
switch# checkpoint chkpnt-2
<-- modify configuration in running configuration--->

switch# checkpoint
user-checkpoint-4 created Successfully

Done

switch#

<-- modify configuration in running configuration--->

switch# show diff rollback-patch checkpoint user-checkpoint-4 checkpoint chkpnt-1
#Generating Rollback Patch

I

interface Ethernetl/2
no untagged cos
no description Sample config
exit

|

interface Ethernetl/2

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show diff rollback-patch checkpoint W

channel-group 1
|

line vty
switch# rollback chkpnt-1
switch#
BREaTV K avwyk B
checkpoint Tz I HRA NEERLET,
rollback BEENTZTRTOF = VR, v MIBREEZE—A NNy 7 LET,
show checkpoint Ty 7R Ay MERERTLET,
show diff HIEDF = VJRA v N Z7ANERFEFERIL T 4 Fal— g 0 DFE
rollback-patch file BAEFERLET,
show diff HEDFITa Ly 74X al—Ya b RERERTF = IRA b a7 g
rollback-patch Xal—varOERERRLET,

running-config

Cisco Nexus 5000 &'J—X NX-0S X254 AV F UYI7LUR
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show a2 F |

M show diff rollback-patch file

show diff rollback-patch file

20DF v IRA v N 2T 4 Falb—vay Ty A NVDERERRT HITIE, show diff
rollback-patch file =~ > K& AL £,

show diff rollback-patch file {bootflash: | volatile:}[//server][directory/][src-filename]
{checkpoint dest-checkpoint-name | file {bootflash: |
volatile: }[//server][directory/][dest-filename] | running-config | startup-config}

BX DA bootflash: EXABRTRER T — 7Ty a—H)L A L= T7 A4V VAT L

EHRELET,

volatile: HRMEOEZ AR AR —HL A ML —2 77 AL VAT AEHEL
EJc a8

Ilserver (B8 Y— 0400, 7, ///. //module-1/, //sup-1/,
/Isup-active/ F£721% //sup-local/ TJ, 2 DR T v a (/) ETLME
BHY ET,

directoryl ER) T4 V27 MU DAHT, T4 L7 BV TR, KXFE/NLFRRX
B SAVET,

sre-filename (LE) RELTOFz v 7B A b ar 7 ¥al—ary 7744 L0D4%
file 77 A NVA T, RIXFE/DLFERRBISNET,

dest-filename ULE) 5ikF v/ RA h arv 7 ¥al—ary 774 VD4R
T 7 AN TR, RXFENDLFPEINENET,

checkpoint ST = v I RA L NERELET,

dest-checkpoint-name

ST = v 7 ARA v b, AHENE. K32 XFETHETE £,

file

SHEF v VRA U N 7T ANEERELET,

running-config

FIrar74F¥alb—varamfe LTHEMT 2L OBELET,

startup-config

ARE— KT oS a7 4 X¥al—a ke UCTERTALIICEE
LE7,

~

(G¥)  filesystem://server/directorylfilename A bV > JIIEAN—REZEHH T LT ERHAL, TOIXTFH]

DHEEFIT, 2rr ()

EATyva (/) TXEY £9,

AYVRTIANLE 2L

T
H
I
™.

avy EXEC £—F

avy FER yy—=x

EERE

5.0(2)N1(1)

Zoavwry RRBMENE LA,

Il Cisco Nexus 5000 'J—X NX-OS #¥a Y5« 3T FYI27LVR

0L-25833-01-J |



| showa<vF

show diff rollback-patch file W

FREDHL KSM4Y BUE, FHIIREISNEREEZBR L CVAREETLHBEDTF v /RA LV F a7 1 ¥al—g
VI FANDEREFRRFTAHIZE. Z0Oav o REFERALEY, arv o Xab—va VOERIT,
BAEDFITa Ly 74 Xal—YarbFov IR AV FRRESNTWDary 74 F¥ab— g 028
SE, VAT LAOEEREEE LT 0, VAT ACHEASNET,

1 KIZ, T— R 7T aDAMNL— VRAFAIHDT 7 A NMIUBEINTNE 2 5D F = v 7 KA
Vharvv a4 FXal—arMoOERPERTHMERLET,

switch# checkpoint chkpnt-1

<-- modify configuration in running configuration--->

switch# checkpoint file bootflash:///chkpnt configSep9-1.txt

<-- modify configuration in running configuration--->

switch# checkpoint file bootflash:///chkpnt configSep9-2.txt

<-- modify configuration in running configuration--->

switch# checkpoint chkpnt-2

switch# show diff rollback-patch file bootflash:///chkpnt configSep9-2.txt file
bootflash:///chkpnt_configSep9-1.txt

switch# rollback file bootflash:///chkpnt_configSep9-1.txt

switch#

BREaTV R avwyk ELL
rollback RIFEENTZTRTOF 2w VALV MIAS v FEra—L "y 7 LET,
show checkpoint Frxy 7R A Ly MERERRLET,
show diff BIEDT =y VKA v M ERFFH AL T4 Fab—2a rOERERR
rollback-patch LET,
checkpoint
show diff WHEDFEITa Ly 74 Fal—varbEREFELAF v IR, b a7y
rollback-patch XFal—valOEREPFRRLET,

running-config

Cisco Nexus 5000 &'J—X NX-0S X254 AV F UYI7LUR
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show a2 F |

M show diff rollback-patch running-config

show diff rollback-patch running-config

BEOF T T4 Falb—va )k FER (Fzy 7RV PPRRESNTND) a7 (¥ =
L—a v DEREFIRT 5121E, show diff rollback-patch running-config =~ > FZ A L 7,

show diff rollback-patch running-config {checkpoint checkpoint-name | file {bootflash:
| volatile: } [//server][directory/][filename] | running-config | startup-config}

EX DA checkpoint HICBWCF = v 7 RA v b a5 AT X0 ELET,
checkpoint-name Frxy IR Ay N, AL, K32 XFETHETEET,
file BB WCF 2y IR b a7 4 F¥alb—vay 77 AV &5k
ELCHEATD L FBELET,
bootflash: BEXRABARER T —F 7Ty va g—HNL AL — 77 A0 VAT A
ERELET,
volatile: HEREOBEXARTGELRT—DIL A RN —Y T7 A4V VAT AEBEL
S
llserver L&) V— 04Ei, FE/EE, ///. //module-1/, //sup-1/.
/Isup-active/ F721% //sup-local/ TF, 2{HOAT v = (/) ZELLE
N ET,
directoryl UEE) T4 L2 MU DARL, T4 L2 FUL TR, KT ENCFERK
BENET,
filename EE) Fozv/RAv Farv74Xalb—Tary 774 NVD4H, 77
ANV T, KXFEDNLFEREINESNET,
running-config EiTar 74X alb—ya rEHRTosmdgs s LTHATA X O ICHEEL
E3
startup-config 2B =R Ty ar7 4 ¥al—a AR TOIHEEL LTHATS X
IITHRELET,
~
(GE)  filesystem://server/directorylfilename A bV > TIIIAN—RE2EHHZ LIITEERHAL, TOIXTFH]
DOFEHEHRIT, avy () LATyya (/) TREYY ET,
AYVRTFIEME 2L
avY R E—F EXEC £—F
avy FER Jyy—=x EERA
5.0(2)N1(1) Zoawy RBMEMEShE L,

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

BEREDAA FS4>

]

show diff rollback-patch running-config W

Zoawy RiE BREFAI VT AKX 2 L= a v EBRLTWAERAEDEITa L 74 Falb—a v
LT 2 I ARA Y NOERERRTHEDIEALEST, a7 X2 L—aroZEB T, BIE
DITAL T4 Falb—varbFayIRAY FPRRESNTNLAL T 4 Fab—a lHED
X, VAT LAOEEREEZETTAZOIC, VAT ACEASHET,

WIZ, BEEOFETa 7 4 F 2 b—a vk chkpnt-1 EWHLAROT = v 7 KA FOBOFEEF
RIS DB R LET,

switch# checkpoint chkpnt-1

<-- modify configuration in running configuration--->
switch# checkpoint chkpnt-2
<-- modify configuration in running configuration--->

switch# show diff rollback-patch running-config checkpoint chkpnt-1
Collecting Running-Config
#Generating Rollback Patch

B
interface Ethernetl/2
no description Sample config
exit
switch#

Wiz, BEOFEITay 74 Xal—rvardt T —h 7Ty va AR —Y VAT AORIFEHFH
TA4FX¥ 2L —va Ol TORELR 2R RTHHEZRLET,

switch# checkpoint chkpnt-1

<-- modify configuration in running configuration--->

switch# checkpoint file bootflash:///chkpnt configSep9-1.txt

<-- modify configuration in running configuration--->

switch# checkpoint file bootflash:///chkpnt configSep9-2.txt

<-- modify configuration in running configuration--->

switch# show diff rollback-patch running-config file chkpnt_configSep9-1.txt

WIZ, BUEDFETa L T4 Falb—vard Foyv IR PRRESNZE TS T 4Fab—
Ta v DRORELL 2 FrnT o0l 2R LET,

switch# checkpoint chkpnt-1

<-- modify configuration in running configuration--->

switch# checkpoint file bootflash:///chkpnt configSep9-1.txt
<-- modify configuration in running configuration--->

switch# checkpoint file bootflash:///chkpnt configSep9-2.txt
<-- modify configuration in running configuration--->

switch# show diff rollback-patch running-config running-config

WIZ, BIEDOET2 74 Fab—va v bREFEFAHAL - NT v a7 4 Fal—a OO
REERER T HHAERLET,

switch# checkpoint chkpnt-1

<-- modify configuration in running configuration--->
switch# checkpoint file bootflash:///chkpnt configSep9-1.txt
<-- modify configuration in running configuration--->

switch# copy running-config startup-config

switch# checkpoint file bootflash:///chkpnt configSep9-2.txt
<-- modify configuration in running configuration--->

switch# checkpoint chkpnt-2

switch# show diff rollback-patch running-config startup-config
Collecting Running-Config

Collecting Startup-Config

#Generating Rollback Patch

| oL-25833-01-J
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show a2 F |

M show diff rollback-patch running-config

interface Ethernetl/2
no untagged cos
no description Sample config
exit

password strength-check

no username admin

no username adminbackup

|

interface Ethernetl/2
channel-group 1

no feature ssh

no feature telnet

switch#

EEaTUF avUk BIL]
rollback BREENTZTRTOF =2 IR,V MIAAL v Fr2ua—L "y 7 LET,
show checkpoint Ty 7 RA Y MERERTLET,
show diff BIEDTF = v ZJRA v FERERER L T 4 X2 b— g L OERZFT
rollback-patch LET,
checkpoint
show diff BEODF 2w IRA LN 77 ANVEREELAI L T 4 X2l — g 0D%E
rollback-patch file WAFRRTLET,
show diff BEDAX— Ty a7 4 X2l — g VS RERLTF v VRA
rollback-patch a7 4 F¥al—rar0EREERLET,

startup-config

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show diff rollback-patch startup-config

show diff rollback-patch startup-config

BUEDAZ = T v 7 av 74 ¥alb—vay efFER (Fx v 7R PRRESNTND) =
V74 X2 b—aryOEREFRT HITIE, show diff rollback-patceh startup-config =~ > N % f#

MLET,

show diff rollback-patch startup-config {checkpoint checkpoint-name | file {bootflash: |
volatile: } [//server][directory/][filename] | running-config | startup-config}

EX DA checkpoint HBICBWCF = v 7 RA v hasmfe AT X0 MELET,
checkpoint-name Ty I BA Y M, ARIE, BK32 XFETHRETEET,
file BB TCF 2y 7BA b a7 4F¥alb—var 77 AVE55%E
ELCHEATD L FBELET,
bootflash: EXRARARER T =TT vva a—AL AL —Y T7 AV VAT A
EHRELET,
volatile: RO EZRRARER T —IL A D=2 T7 AL VAT LEREL
E3
Ilserver (EE) —04nl, Ah72EIX, ///. //module-1/. //sup-1/.
/Isup-active/ F721% //sup-local/ TF, 2{HOAT v = (/) ZELLE
N E9,
directoryl UEE) T4 L2 MU DOAREL, T4 V27 FUL TR, KT ENFERK
BENET,
filename (FEE) FovIhRA v b a7 Xalb—ray 774 )VD4HL, 77
ANV T, KXFEDNLFEREINESNET,
running-config EiTar 74 Xalb—ya rEHRTosd s LTHATA X O ICHEEL
E7.
startup-config AHE—R Ty ar7 4 ¥al—a AR TOIEE LTHATS X
IITHRELET,
~
GX)  filesystem://server/directorylfilename A NV o NI AR—REEHDH Z LILTEER L, ZOXLFH
DOFEHEHRIT, 2vy () LATvyya () TREYY ET,
AYVRTFIEME 2L
OV kR E—F EXEC £—F
avy FER Jyy—=x EERA

5.0(2)N1(1)

Zoavry RRBMEnE LR,

| oL-25833-01-J
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show a2 F |

M show diff rollback-patch startup-config

BEREDAA FS4>

]

Ioawy R, REFAILV T AFX 2L —2a U EBBLTWAREORZ— T v a7 g
Fal—varbiihFoy I RA Y NOEREFRRTHEZDIERMLET, a7 4 F2lb—a v
DERT, BIEOFEITa Ly 74 X2l —artFzv R4V PRAREENTWVWA IV T 4 F 2 b —
vavilEOEX, VAT AOBEREEZE ST A, VAT AZEAESNET,

Wi, BEOAZ— T v ar7 4 Fal— a3t chkpnt-1 L WHARTIOF = 7 HRA v O
DREER 2R T D02~ LET,

switch# checkpoint chkpnt-1

<-- modify configuration in running configuration--->
switch# checkpoint chkpnt-2
<-- modify configuration in running configuration--->

switch# copy running-config startup-config

switch# show diff rollback-patch startup-config checkpoint chkpnt-1
Collecting Startup-Config

#Generating Rollback Patch

I

!

feature telnet

feature ssh

username adminbackup password 5 ! role network-operator

username admin password 5 $1SKIPRDtFF$7eUMjCAd7Nkhktzebsg5/0 role network-admin
no password strength-check

switch#

wiZ, BEOAF— T v F a7 4 FXalb—art 7 —hI7T7v3a AL —2 VAT LORAE
BEHRAL T 4 X2l —a Ol TORELEFE 2R T HHERLET,

switch# checkpoint chkpnt-1

<-- modify configuration in running configuration--->

switch# checkpoint file bootflash:///chkpnt configSep9-1.txt

<-- modify configuration in running configuration--->

switch# checkpoint file bootflash:///chkpnt configSep9-2.txt

<-- modify configuration in running configuration--->

switch# copy running-config startup-config

switch# show diff rollback-patch startup-config file chkpnt_configSep9-1.txt

switch#

WIS, BIEDAZ— T v X ar7 Fal—varvek, FouvIZRAV MRRESNZFE T
TA4X 2L —varyORORELER LR RTHHEZRLET,

switch# checkpoint chkpnt-1

<-- modify configuration in running configuration--->
switch# checkpoint file bootflash:///chkpnt configSep9-1.txt
<-- modify configuration in running configuration--->
switch# checkpoint file bootflash:///chkpnt configSep9-2.txt
<-- modify configuration in running configuration--->
switch# copy running-config startup-config

<-- modify configuration in running configuration--->

switch# show diff rollback-patch startup-config running-config
Collecting Running-Config
Collecting Startup-Config
#Generating Rollback Patch

I

!

feature telnet

feature ssh

username adminbackup password 5 ! role network-operator

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show diff rollback-patch startup-config

username admin password 5 $1$SKIPRDtFFS$7eUMjCAd7Nkhktzebsg5/0 role network-admin
no password strength-check

switch#

WIZ, BIEODAZ — T v a7 4 FXal—ar b b 5 BB AZ— N Ty a7 Xzl —
varOMOREETER T IHHERLET,

switch# checkpoint chkpnt-1

<-- modify configuration in running configuration--->
switch# checkpoint file bootflash:///chkpnt configSep9-1.txt
<-- modify configuration in running configuration--->

switch# copy running-config startup-config

switch# checkpoint file bootflash:///chkpnt configSep9-2.txt
<-- modify configuration in running configuration--->

switch# show diff rollback-patch startup-config startup-config
Collecting Startup-Config

#Generating Rollback Patch

Rollback Patch is Empty

switch#

BEav> R avw vk EHER
rollback BRIFEEINTZTRTOT = v VRSV MCAAL v TFa—Ny 7 LET,
show checkpoint Ty RA Y MERERTLET,
show diff HBIEDF = VRA 2 P ERTFFELI L T4 X2 b— g U OEREFR
rollback-patch LET,
checkpoint
show diff BAEDF v IRA LV N T7 AN ERERFLI T 4 X2l —2 g 0 DE
rollback-patch file BAEFRFLET,
show diff BEOFEITar 74 X¥al—va b EFEATF =y I RA L arr gy

rollback-patch
running-config

X2l —TarDERPERLET,

| oL-25833-01-J
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show a2 F |

W show http-server

show http-server
HTTP %7213 HTTPS % EICBET 515 A R AT 2121%. show http-server =~ > REZEH L E 7,

show http-server

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avy kFE—F EXEC =— K
avy FER yy—= FTENE
5.02)N1(1) Zoavy RRBEMENRE LR,

EREDHA K54  Cisco NX-OS Release 5.02)NI(1) £V bid U U —ZTiE, 57 4/L hTHTTP %7213 HTTPS 7% %
Ay F ETAR—=T N> TNET,

1 W2, HTTP — DR T — X A% £ 71T 56527 LET,

switch# show http-server
http-server enabled

switch#
BEaTUF avwyk B
feature http-server AA v F D HTTP 721X HTTPS — &2 A X —T NV FE-IZT7 1 B—T L

2 LET,

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show ip access-lists W

show ip access-lists

TRTOIPvE 7 78R a3 br—/L UR L (ACL) E£7235ED IPv4 ACL £/~ 9 5121%, show
ip access-lists =~ RZEH L 7,

show ip access-lists [access-list-name]

XD EREA access-list-name (£55) IPv4 ACL D4, &I CIER KT 64 LFEOWTFEAFHACTEX . K
L ENCFREB S ET,
ATVETIANE access-list-name 513 % HEH LT ACL 25 ETHAHLEEZRNT, AA v FILTXTOD IPv4 ACL &%
~LET,
OV K E—F EXEC £—F
av > FERE yy—= EERNE
4.0(0)N1(1a) Zoavwry RRBMESnELE,

BEREDAA FS54>

]

TN TE, 2Oa<wr FiFAAL v FDIPVAACL REEZF R LET, Zoa<w KL, IPv4
ACL NEE (mgmt0) A > ¥ —7 x4 AZHE VY THENTHWDIHAICRY . IPv4 ACL OFEEHEH %
FRLET, ACLBRSVIA X —T x4 AF7E QoS 7 T A~y 7HNICEY Y THNTWLEA,
ZDa=wy RIZE Y RRINDIHMEHERITZDH Y EH A,

WIZ, AA v F LEDOT~TDIPv4 ACL #F£RT 582 R LET,

switch# show ip access-lists

RIZ, Cisco NX-OS Release 5.02)N1(1) TAA v F EDFT~TD [Pvd ACL R =T 201 2R LET,

switch# show ip access-lists
IP access list BulkData
10 deny ip any any
IP access list CriticalData
10 deny ip any any
IP access list Scavenger
10 deny ip any any
IP access list denyvi4
20 deny ip 10.10.10.0/24 10.20.10.0/24 fragments
30 permit udp 10.10.10.0/24 10.20.10.0/24 1t 400
40 permit icmp any any router-advertisement
60 deny tcp 10.10.10.0/24 10.20.10.0/24 syn
70 permit igmp any any host-report
80 deny tcp any any rst
90 deny tcp any any ack
100 permit tcp any any fin
110 permit tcp any gt 300 any 1t 400
130 deny tcp any range 200 300 any 1t 600
140 deny tcp any range 200 300 any 1t 600

| oL-25833-01-J
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show a2 F |

Bl show ip access-lists

IP access list dot
statistics per-entry
10 permit ip 20.1.1.1 255.255.255.0 20.10.1.1 255.255.255.0 precedence f
lash-override
20 deny ip 20.1.1.1/24 20.10.1.1/24 fragments
30 permit tcp any any fragments
40 deny tcp any eq 400 any eqg 500
IP access list ipPacl
statistics per-entry
10 deny tcp any eq 400 any eqg 500
IP access list ipvé
10 permit ip 10.10.10.1 225.255.255.0 any fragments
20 permit ip any any dscp ef
IP access list ipv4Acl
10 permit ip 10.10.10.1/32 10.10.10.2/32
IP access list voice

--More--
switch#
BEaTUF avwyk EL
ip access-list IPv4 ACL #REL £
show access-lists FT_XTCHO ACL F7213RED ACL 2R LET,

show mac access-lists 4 ~To» MAC ACL 72134 & MAC ACL &R L £7,

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
m. 0L-25833-01-J |



| showa<vF

show ip arp

Address Resolution Protocol (ARP; 7 KLU Afigik 71 s ai) F—7 A EREFRRTHI20E.
show ip arp =~ > F&HAL £,

showiparp W

show ip arp [client | [statistics | summary] [ethernet slot/port | loopback intf~-num | mgmt
mgmt-intf-num | port-channel channel-num | vlan vian-id] [fhrp-non-active-learn]
[static] [detail] [vrf {vrf-name | all | default | management} ]

X DEREA

ATVETIANE

avYkE—F

client (fEE) ARP 7947 @ ARP iz F R L £7,

statistics (EE) AA v F D a—rL7p ARP #EHEREIZA v F—T = A A D
ARP #atE#RE R R LET,

summary ({E#) ARP B~V — Rz R - LET,

ethernet slot/port

HEE) 1=V Xy b A F—T x4 AD ARPIEHRER R LET, Ay
FEEIL 1 ~255, R—FHEEIT 1~ 128 TI,

loopback intf-num

B V=T Ry A F—TxAAD ARP @A FRLET, V—7F
Ryl LB —T A ZADFKEEIL0 ~ 1023 TF,

mgmt mgmt-intf-num

(EE) BHA VX4 —T 2 2D ARPEREERLET, /10 F—T =4
AFEEIT 0 TT,

port-channel
channel-num

(f£#) EtherChannel f > % —7 =4 A®D ARP [EHEF R LET, Fv X
NS OFRPHIL 1 ~ 4096 TT,

vlan vian-id

UL3E) $5E L7 VLAN O3#7 ARP (B84 F R LET, WERICT
FIZHLTWD VLAN ZFrE . b7l 1 ~ 4094 BT,

fhrp-non-active-learn

(f£&) FET7 7 7 4 772 Cisco First Hop Redundancy Protocol (FHRP) 7
RURIZHRT HEROAIZE > TEE LI ARP T — T A ERE LR L
‘é—o

static UEBE) A¥T 4w 7 ARP= MU EZFRRLET,

detail (E#) FM72 ARP A2 FRLET,

vrf (EE) HHT B RELV—FT 4 v 7B L VRS (VRF) #ELET,

vrf-name VRF %, ZHiTHRK 32 SUFOEBT T, KT E/NFARI S E T,

all ARP 7 — 7 LV INDIEEENTZ VLAN DT RTHOVRF = M) 2FRELE
‘d—o

default BEENZ VLAN OF 74/ VREF = FY 2R R LUET,

management FBE &7 VLAN OFH VRF = U 2F R L ET,

L

EXEC £— F
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show a2 F |

M showiparp

oy FERE Jy—= EFERA
42(D)N1(1) oIy RABMENE LT,
5.1(3)N1(1) client, ethernet, fhrp-non-active-learn. loopback., mgmt,
port-channel, static. statistics, 355U summary ¥ —7 — F2NEMNE
NE L,

HREDHL KSM4Y VLAN A % —7 = A 2D ARP 15#H % =3 5112, feature interface-vlan =~ > F&{HH 3 5 %
ERHY FT,

i W2, ARP 77— 7 V52 F 7T 56127 LET,

switch# show ip arp

IP ARP Table for context default
Total number of entries: 1

Address Age MAC Address Interface
90.10.10.2 00:03:11 000d.ece7.df7c V1an900
switch#

WIZ, FEfl7e ARP 7 — 7 NV ERAT D01 %2R~ LET,
switch# show ip arp detail

IP ARP Table for context default
Total number of entries: 1

Address Age MAC Address Interface Physical Interface
90.10.10.2 00:02:55 000d.ece7.df7c V1an900 Ethernetl/12
switch#

WIZ, VLAN 10 8L XTO VRF ® ARP 7 —7 Va2 RRT HH %2R LET,

switch# show ip arp vlan 10 vrf all

#£ 112, ERROHATRRIEIND 7 4 — L FOFHERLET,

=1 show ip arp 7 ¢ —JL FD#iHA

Z4—ILF L

IP ARP Table ARP 7—7 NV aEHIT a2 TF A |,

Total number of entries ARP 7—7 /LD ARP = > MU £7213 X v — &5,

Address ARP 77— NVNRAAL v F DO MAC 7 RLAIZHEINIZY vy B S
THEAAL T DIP T FL A,

Age MAC 7 RV RZFFORAAL v FRIP T RLAILY vy BV 7 ENT
N OHAR,

MAC Address AA v F D MAC 7 R LA,

Interface Ny NREBREISNDIAS v TF A F—T oA A,

Physical Interface WA B —T A A (A—P Ry h, L—TF N 7
EtherChannel. E®. F£7/-1% VLAN),

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF
showiparp W

BEav VR avwy kR HL)
clear ip arp ARP ¥v v Va2 BLWARP 7—7 V%27 VT LET,

feature interface-vlan VLAN A % —7 = A4 ZDEkE A 2 —T NI LET,
show running-config FITARP =2 7 4 Fal—v a3 2R LET,
arp
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show a2 F |

Il show ip arp inspection

show ip arp inspection

Dynamic ARP Inspection (DAL, # A7 I v 27 ARP A VA7 a3 V)
i%. show ip arp inspection =~ > RZHHL £,

show ip arp inspection

REAT— 4 AR FAT B

BX DA Zoawy RICiE, BIEERRF—U—FEHY EHA,
AYVEFIELE AL
avTY kR E—F FEOa~vy K E—F
avy FER Jyy—x EEANA
S5.0(3)N1(1) Zoavry RRBMEnE LR,
il WIT, DAIRED AT — X A Frid 56%7 LET,
switch# show ip arp inspection
BEaYUF avwyEk B L
ip arp inspection vlan VLAN O EE SNV A D DAl A X —7 M LET,
show ip arp inspection BESNTA v H =T 2 A4 ADEFREBLCARP X7 v F L— b
interface ERRLET,
show ip arp inspection log DAl Du VR ELXZFRRLET,
show ip arp inspection DAI #aHE® % 1 L £,
statistics

show ip arp inspection vlan VLAN OEEESN/ZY X hD DAl AF—F% 2% FRrLET,

show running-config dhep  DAI & & Z & ¢e, DHCP AX—E > VRELF R LET,

Il Cisco Nexus 5000 'J—X NX-OS #¥a Y5« 3T FYI27LVR
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| showa<vF

show ip arp inspection interfaces W

show ip arp inspection interfaces

HEINTA 7 —T = A4 ZDEFREEFRTT 51, show ip arp inspection interfaces =~ >
EHEHLET,

show ip arp inspection interfaces {ethernet slot/port | port-channel channel-number}

X DEREA

ATVRTIANLE

avU Rk E—F

ethernet slot/port BB WARA —F Ry b A v 2 —T A A D LI ITHEELET,
port-channel (FE) BABR—FFyr A F—T = 22D LB ELE
channel-number T, BN R— N F ¥ RLEEIZ. 1 ~ 4096 TT,

7L

FEDa~v FE—F

oy FERE Jy—=2 EEANRE
5.0(3)NI1(1) Zoawy RBMEMEShE L,
] iz, BECEBA v H—T oA ZADEEKELFRT HH%25R LET,
switch# show ip arp inspection interfaces ethernet 2/1
BREaTV K avwo R B2L
ip arp inspection vlan VLAN OF5E S#72 U A b @ Dynamic ARP Inspection (DAI; %1
Y7 ARPA VAR Vg ) BAR—TWMILET,
show ip arp inspection DAl REAT—Z 2 &FRLET,

show ip arp inspection vlan VLAN OffE S/ U A O DAl A7 —# A& FK R LET,

show running-config dhep DAIFHEXETr, DHCP AX—E U /R EEZERRLET,
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show a2 F |

M show ip arp inspection log

show ip arp inspection log

Dynamic ARP Inspection (DAI) = 73 E%FK<T 5I2I%. show ip arp inspection log =~ > K& ffi
MLET,

show ip arp inspection log

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

OV K E—F TEEOa~vy RE—F
oy FERE Jy—=2 EEANRE
5.0(3)NI(1) Zoa~vr FRBMEhE LR,
fl WIZ, DAl v VREZRRT DB RLET,
switch# show ip arp inspection log
Syslog Buffer Size : 12
Syslog Rate : 5 entries per 1 seconds
switch#
BREaTV R avok L
clear ip arp inspection log DAl eX> 27 RNy 757% 2707 LET,
ip arp inspection log-buffer DAlORZ Ny 77 YA ReRELET,
show ip arp inspection DAl REAT—HZ A% F R LET,

show running-config dhcp DAl #E%&te, DHCP AX—E IR TEEFRLET,

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show ip arp inspection statistics

show ip arp inspection statistics

HAF Iy 7 ARP A A7 9 (DAD #EHE®REZRRT 512X, show ip arp inspection
statistics =~ > F&MHHAL 9,

show ip arp inspection statistics [vlan vian-list]

X DEREA

ATVETIANE

avYkE—F

vlan vian-list (%) DAL #EHE® % %795 VLAN O U X h&fEELET, #HETE5
VLANID (X 1 ~ 4094 T9, 1 2D VLAN E7i% VLAN OfiH A ETE £
7.

L

EEDavy K E—R

av Yy FEE Jy—= EERARE
5.0(3)NI1(1) Zoavwy RPMEMEShE L,
!l &KIZ, VLAN 1 ® DAI #EaHE @4 #x T 5627~ LET,
switch# show ip arp inspection statistics vlan 1
BREaTV R avwyk L]

clear ip arp inspection fRE S 4172 VLAN @ DAI #aHEHMEHEL £7,
statistics vlan

show ip arp inspection log DAl o /R EE2F R L ET,

show running-config dhep DAI#E% &, DHCP AX—VE L VR EERRLET,

| oL-25833-01-J
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show a2 F |

Bl show ip arp inspection vian

show Ip arp inspection vian

VLAN O EE SNV A DX A F Iy 27 ARP A VA7 v ay (DAD) AT —H# A&FRFTHIT
i%. show ip arp inspection vlan =~ > N&H L £,

show ip arp inspection vlan vian-list

BXXniA vlan-list DAI A7 —#% A% % VLAN ® U A . vian-list 5130 1 5@ VLAN ID,
VLAN ID 0%, Do ~F@v o ID ¢ fELAIEETxFE4, EETE 5
VLAN ID i% 1 ~ 4094 T,

ATVETIANE 2L

ARV kR E—F (fEOa~vrRE—F
av Yy FERE Jy—=x EERNE
5.0(3)NI1(1) Zoavry RRBMMENE LR,
!l WIZ, VLAN 1 @ DAL A7 —4 Z & K3+ H61%7R LET,
switch# show ip arp inspection vlan 1
Source Mac Validation : Enabled
Destination Mac Validation : Enabled
IP Address Validation : Enabled
Vlan 1
Configuration : Disabled
Operation State : Inactive
switch#
EEaTUF avUk BIL]

clear ip arp inspection 57 X7 VLAN @ DAI #EHE®EWE L £7,
statistics vlan

ip arp inspection vlan VLAN O#5E &=V 2 D DAl #4 %2 —7 M2 LE T,
show ip arp inspection DAI SR EAT— X A% F R LET,
show ip arp inspection f5iESn7-A( L % —7 = A4 ZADEFREIBLOARP 7 v F L— &%

interface ~LET,
show running-config DAl E% &, DHCP AX—VY VR ELZFRRLET,
dhcep
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| showa<vF

show ip arp sync-entries W

show ip arp sync-entries

7 LA g7 a b2 (ARP) 7—7 NV OREI#IC ARP 7 — 7 A ERER T T H121E, show ip
arp sync-entries =~ > R&#H L £,

show ip arp sync-entries [detail | vrf {vrf-name | all | default | management} ]

B DEREA detail ({E&) ARP 7— 7 VBT 2 atMiEma #or L £,
vrf (fER) A —F 4 > /B L 05 (VRF) £ 2 A X2 AD ARP 7—7
NERERRFLET,
vrf-name VRF 4, AHITRA 32 LFOHET T, RKXTFE/NXFEREI S ET,
all FTRTOVRETY MU D ARP F— 7 A #AEFEFLET,
default F7 3V D VRF = U D ARP T — 7 M ZEFR L E7,
management WH VRF = VD ARP ¥ — 7 Ui Fr LET,

ATVETIANE 2L

avykE—F EXEC &=— K

vy FEE Jy—= EERE
5.13)N1(1) Zoawy KBNS E LT,

BFREDAARSAY oo~y Riaid, FA4B  2E0EHY A,

1 Wi, AR — F Fv % (VPC) O 7 m— L7 ARP $izHES 42 #5450 %27 LET,

switch# show ip arp sync-entries

EEa<TUF avyFk BL
ip arp synchronize VPC FAA > TD ARP Wiz A x—7 M LET,

show running-config ARPF—7 /L DEFTaL 7 4 Xal— g UIFREERLET,
arp
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show a2 F |

M show ip dhcp snooping

show ip dhcp snooping

BAFIv s RARN av 74 X¥al—v gy 7a hai (DHCP) AX—E L 7O fEis AT —X
Al§ % #£vT HI21%, show ip dhep snooping =~ > REMHEH L 7,

show ip dhcp snooping

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avY kR E—F EEDa~<wy R E—F

avy FBE yyy—= EFENR
5.0(2)N2(1) oo~y RREMENE L,
1 Wiz, DHCP A X —V' > ZICHlT 25— AT — % 2GR A2 FRTHH 2R LET,

switch# show ip dhcp snooping

DHCP snooping service is enabled

Switch DHCP snooping is enabled

DHCP snooping is configured on the following VLANs:

1,13

DHCP snooping is operational on the following VLANs:

1

Insertion of Option 82 is disabled

Verification of MAC address is enabled

DHCP snooping trust is configured on the following interfaces:

Interface Trusted
Ethernet2/3 Yes
switch#
EEa<TUF avwyFk B
copy running-config  FE{7a 7 4 Xal—arEk, AX—h Ty S a7 Fal— g
startup-config Zae—LE9,
ip dhcp snooping T A AD DHCP AX—VE v 7 &7 a— Ul X2 —T VI LET,
show ip dhcp snooping DHCP %2 X — v’ V#EHERAFR L £,
statistics
show running-config DHCP AX—V LV HEFERLET,
dhcp
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| showa<vF

show ip dhcp snooping binding

show ip dhcp snooping binding

FTRTOA L F =T 2 A ZAETLIIHEDA LV F—T 24 AD [P-to-MAC 7 KL A XA T 4 v T aFR
~RT % IZ1%. show ip dhcp snooping binding =~ > K&#H L £,

show ip dhcp snooping binding [/P-address| [MAC-address] [interface ethernet slot/port]
[vlan vian-id]

show ip dhcp snooping binding [dynamic]

show ip dhcp snooping binding [static]

B D5 IP-address L) ERENDINAAL T 4 o7& 5 IPvd 7 FL A, %)
e b UIE, Ry MEE 10 #RETY,
MAC-address (EE) BHRENDINRNL T 4TI EGDDH MAC T FL A, A%
e b VIR, Ry MEE 16 R TT,
interface ethernet ({L7%) #RSND A V7 4 2 ZICBEMT 54— %%y b A
slot/port A =T A AEBELET, Ay NEBIT 1 ~ 255, K— &5
X1~ 128 T,
vlan vian-id (EE) #RENDH AL 0T 4 v 72T 5 VLANID 2 $57E
LEd, %172 VLANID T 1 ~ 4094 T3, REHICTFHEINT
W% VLAN 13 & £,
AT v (<) M LT, VLANID O#HDOEM ID & #& T ID
FXBILFET (7=& 21X, 70-100),
B () ZFH LT, 4 VLANID 3 X O VLAN ID O#if % X
BILET (Fz& x1E, 20,70-100,142),
dynamic (EE) 9 _XCHOXAFI v 7 IP-MAC T RVA XL T 407
WCHAZEHIBR L E T,
static (FEE) T _XCORZT 4 v 7 IP-MACT RLA XL T 40T
WCHAZEHIBR L E T,
ATRVEFIANE 2L
avY kR E—F AZEoa~vr K E—F
avy FER Jyy—=x EERNE
5.0(2)N2(1) Zoawr RBBEMEhE LR,

BEREDAA FS54>

NAVT AT A Z =T 2 A RZE, AZT 47 1PV —A L NIREENET, A¥T 4 v 7
T kUL, Type FiC [static] &FRRINET,
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show a2 F |

M show ip dhcp snooping binding

1l WIZ, TRTONL T 4 U TR THHERLET,
switch# show ip dhcp snooping binding
MacAddress IpAddress LeaseSec Type VLAN Interface
0£:00:60:03:23:33 10.3.2.2 infinite static 13 Ethernet2/46
0£:00:60:03:23:35 10.2.2.2 infinite static 100 Ethernet2/10
switch#

BEa< K avwyF SiEA
clear ip dhep snooping DHCP A X —V L 7 RNAvF 4 v F—ER—2A%HBELET,
binding

copy running-config
startup-config

FiTar 74 Falb—vark AX—bT v ary Fal—ar
iZav—LET,

ip dhcp snooping

TNAAD DHCP AX—VY 2 7 &7 a—r LI 32— I LET,

ip source binding

LAVY2A—HYRY NAVE—T A ADAZT 47 P J—A = |
U 2{ERR L ET,

show ip dhcp snooping
statistics

DHCP A X — ¥ v JHFtEHhE R~ LET,

show running-config
dhcp

IPY—A H—FREZE&Te, DHCP AX—FY /R EZHRE R LET,
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| showa<vF

show ip dhcp snooping statistics W

show ip dhcp snooping statistics

FALFIv s KAL a7 4F¥alb—var Fua bzl (DHCP) AR —t v 7 fHER 2 & RT 5
1Z1%. show ip dhep snooping statistics =~ > REHEH L 7,

show ip dhcp snooping statistics

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avY kR E—F fEZEpa~vy K E—FK

avy FBE yyy—= EFENR
5.0(2)N2(1) oo~y RREMENE L,
1 WIZ, DHCP 2 X — v Z#iiHE M a2 #rT 502 R~ LET,

switch# show ip dhcp snooping statistics

Packets processed 61343

Packets received through cfsoe 0

Packets forwarded 0O

Packets forwarded on cfsoe 0

Total packets dropped 61343

Packets dropped from untrusted ports 0

Packets dropped due to MAC address check failure 0
Packets dropped due to Option 82 insertion failure 0
Packets dropped due to o/p intf unknown 0

Packets dropped which were unknown 0

Packets dropped due to dhcp relay not enabled 0
Packets dropped due to no binding entry 0

Packets dropped due to interface error/no interface 61343
Packets dropped due to max hops exceeded 0

switch#

BlEa<Y R avwUF i
copy running-config EfTar74F¥alb—varvkE, A= T yvFarz 4 Xalb—rar
startup-config WZar—L%E7,
ip dhcp snooping TNAAD DHCP AX =V 7% 7 m—/3U A X2 =7 VT LET,
show running-config DHCP AX—V LV HELZHETFLET,
dhcp
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show a2 F |

Bl show ipv6 access-lists

show ipv6 access-lists

TRTOIPv6 7 78R a3 br—/L UR L (ACL) E£7235ED IPv6 ACL /"9 5I121%, show
ipv6 access-lists =~ > F&fHL £,

show ipv6 access-lists [access-list-name] [expanded | summary]|

XD EREA access-list-name (£5) IPv6 ACL D4, &I TR KT 64 LFEOWEKTFEAFHACTEX, K
L ENCFREB S IET,
expanded (EE) A7Vl b IA—TOL4RFIET TR, IPV6 7 FL R F—7F
FEEFA—N IV ONEEETRTHIIIHEELET,
summary (EE) 2~ RPN ACL % ETide<, ACL IZHET AR AERTT D LD
WHRELET, FFic WX, A EOTA RI 140 ) OHEAESRL T
<TEEWN,
ARVEFIHLE AL
O kR E—F EXEC £—F
EEPAY JU—2X EENE
4.0(0)N1(1a) Zoavry RRBMEnE LA,

EREDAHA R34y

]

access-list-name 545 % i L T ACL 2 ET 2B A5 ZRW\T, 731 2T 3T IPv6 ACL =%
~LET,

summary ¥ —V— F&HEHT5 &, ACL #ECTidZe< ACL ICET e R R TEET, BRdh
HIERITIT, WONBEREENET,

o U MY BMOFEERNS ACLIZH L TRESANLTNDNE S Dy,

o ACLBRENDOIL—LE, ZOIT, TRAANA,A U Z—T oA AZHEHENS & &I ACL NIZg
FNA= MU EERIRLEYA, ACLINOL—ANRNF Ty N IA—F 52 HHT 254,
HEN5EED ACLNOZ UL, V—NVEEVIEDNDIIREL DB ENDD FT,

e ACLABBEHENTWAA U H—T A A,
o ACLWBT 77 4 7REDA L Z—T AR,

show ipv6 access-lists =2+ > Nit, ROWEFORENEDOELAIZ, ACL NOFT Y Y OFGHERE
KARLET,

e ACL #&JEIC statistics per-entry =~ > RBNEFEN TV 5,
o WHLET v TIREOA v H—T x4 AT ACL BEH SN TV D,

RIZ, AA v F EDOTNTDIPv6 ACL £ 582 R LET,

switch# show ipv6é access-lists
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show ipv6 access-lists

| showa<vF

BEaITUF avwyFk St
ipv6 access-list IPv6 ACL R E L £
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show a2 F |

M show ip verify source

show ip verify source

IP V—A H—=FKBRARX—T N> TWVDEA L HZ—TxzA A, BLWIP & MAC 7 KL AD/A
T4 v T ERAT HITIE. show ip verify source =~ REfH L ET,

show ip verify source [interface {ethernet s/ot/port | port-channel channel-number}]

X DEREA

ATVRTIANLE

interface

UEE) WA EDA v Z—T 2 2D IP-to-MAC 7 RL A XA U5 ¢
VOHIREND L ICHEELET,

ethernet slot/port

UEE) HWADRFTEDA —F Xy b A v B =T = A ZADNA T ¢ ZITH
REndEHICHELET, Ay FhERIE 1 ~255, "—FEBIE1 ~
128 T,

port-channel
channel-number

(LE) HADBFEDR— R F X TN A 2 H—T 2 ADSAL 2T 4 2 I
BRSNS XD ICHELET, A97AK— hFv 3 AEEE, 1~ 4096 T
‘a—l)

L

fFEDa~ K E—FK

]

Jyy—2

EERARE

5.0(3)NI(1)

Zoavry RRBMEnE LR,

WIZ, AL FTIP Y —RA H—FBAR—T NIRRTV BAL L E—TxAA A BIOIP & MAC T
RUVADNSA T 4 v TRk T D0 E2RLET,

switch# show ip verify source
IP source guard is enabled on the following interfaces:

Ethernetl/2
Ethernetl/5

IP source guard operational entries:

Ethernetl/2
Ethernetl/5
switch#

IP-address Mac-address Vlan

inactive-no-snoop-vlan
inactive-no-snoop-vlan
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| showa<vF

show ip verify source W

avwy kR

SiBA

ip source binding

HBELIEA =YXy b AV F—T 2 A ADAET 4 v 7 P Y—A T |
U EERLET,

ip verify source
dhep-snooping-vlan

AVE—T 2 A ZADIP V—A T—R&EA F2—T M LET,

show running-config
dhcp

IPY—A H—FREZGT, DHCP AX—bE v FREZFRRLET,

| oL-25833-01-J

Cisco Nexus 5000 ¥ J—X NX-OS #¥a2 )T« AR F Y7L VR i



show a2 F |

Bl show mac access-lists

show mac access-lists

TRCOAT 4T T/ A arybta—)L MAC) 77k A arbtr—/L J AL (ACL) £72I135E
» MAC ACL #9521, show mac access-lists =~ F&2EH L £9,

show mac access-lists [access-list-name]

X DA access-list-name (£7) MAC ACL 4RI, 4AT TR KT 64 XFOWMF 5 Tx
RELFLINLFREBEET,

ATVETIANE access-list-name 515 &HH LT ACL 2ET 2HEERNT, A4 v FIETXTDO MAC ACL 2%

~LET,
a2 FE—F  EXECE—F
oy FERE yy—=x EERAE
4.0(0)N1(1a) Zoa~y RASEMShE LR,
i RIZ, AA v F EOFTXTO MAC ACL 2 #rT561%5R LET,
switch# show mac access-lists
MAC access list acl-mac
10 permit any any
MAC access list test
statistics per-entry
10 deny 0000.1111.2222 0000.0000.0000 0000.1111.3333 f£f£f£.0000.0000
switch#
BIEaT VR avwo R BT
mac access-list MAC ACL #3%&E L £7,
show access-lists T _TPH ACL 72138 ED ACL #Fr- L ET,

show ip access-lists T _TO IPv4 ACL F721345ED IPvd ACL Z2FK 7 LET,
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| showa<vF

show privilege W

show privilege

BHEDOHER L~ L, 2—P4 BLOBBEERY R— FDAT —Z 2 2FKRT2I120E,
avy FeHLES,

show privilege

show privilege

BEXDA Zoawr PR, BIBERRF—T—FIEHY EHA,
AYURTIENE AL

avY kR E—F EXEC £— I

av Y RERE J1)y—2= EERNE

EREDAHA R34y

I

5.0(2)NI1(1) Zoawy RpEMESRE L,

feature privilege =~ > R& A X —7 I T 5 &, HER T — /TR L~V ORERR & — /L O RERR Z k7K
LET,

WIZ, BEHERY R — FOBEDORHE L~ 2—F4, BLOAT —F 22K R7T 02 RLET,

switch# show privilege
User name: admin

Current privilege level: -1
Feature privilege: Enabled

switch#

L

AL OEHEL NV~ —F DRI A 2 —T NI L E T,
HEDOHMRL LDy —27 Ly h AT —REAL X—TAIZLET,
RADIUS B X O TACACS+ h—A_"Toa~vy RRAZHTHr— /LD R
MR Z A 2 — T T LET,

YR ANCHER L SNV EERATELLIICLET,

avwU R
enable

enable secret priv-lvl

feature privilege

username
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show a2 F |

M show radius-server

show radius-server

RADIUS ¥ —fE# A FK T 5121%. show radius-server =~ K& FE R L £7,

show radius-server [hostname | ipv4-address | ipv6-address] [directed-request | groups
[group-name] | sorted | statistics hostname | ipv4-address | ipv6-address]

B0 hostname (f£EE) RADIUS #—/3® Domain Name Server (DNS; KA A R—2A
P—=rN) S, AR, EEFTHELET, RKXFLADALFERKR S,
R SCFHUT 256 T,

ipv4-address (f£%&) A.B.C.D & X®» RADIUS #— 3D IPv4 7 KL %,
ipv6-address (EE) X XXX 74—~ h® RADIUS ¥ — 3D IPv6 7 KL %,
directed-request (LE) fEERFEEERLET,

groups [group-name] (EE) FE I RADIUS — R 7 —F 23 5@ &R R LET,
group-name % A7) LT, $E®D RADIUS H—\ 7 )L—F B4 D15 %

FKRLET,
sorted (f£%) RADIUS V—NZHETHL4R1TY — b ENTHEREERLET,
statistics (f£#) RADIUS % — 3® RADIUS #itEHRE2F R LET, SR M E-

IZIP 7 R ABMETT,

ATVRTIANLE 7 v —s3L RADIUS — "B EFRRZLET,

avy kE—F EXEC £— K
avy FERE yy—= FTENE
4.0(0)N1(1a) Zoavy RRBEMENRE LR,

FREEDHAL K54 RADIUS FEpidA *—i%. show radius-server =~ > FHJIZIZE TR SN EH A, RADIUS FaijLAh
X —% #2795 I21%, show running-config radius =~ > F&HH L E T,

1 WIZ, T _TD RADIUS +— O E#@4»FRET 5627 LET,

switch# show radius-server
retransmission count:1

timeout value:5

deadtime value:O0

source interface:any available
total number of servers:1

following RADIUS servers are configured:
192.168.1.1:
available for authentication on port:1812
available for accounting on port:1813
RADIUS shared secret:x**x**xx*
switch#
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| showa<vF

Wiz, HE SN RADIUS —_"DEREFRT D02 R LET,

switch# show radius-server 192.168.1.1
192.168.1.1:
available for authentication on port:1812
available for accounting on port:1813
RADIUS shared secret:*xxkxkkix
idle time:0
test user:test
test password:**FxkEkxxx
switch#

KIZ, RADIUS f8EE R E LR R T 20 2R LET,

switch# show radius-server directed-request
disabled
switch#

Wiz, RADIUS #— R J L —TF DI EFERT 50 2RLET,

switch# show radius-server groups
total number of groups:2

following RADIUS server groups are configured:
group radius:
server: all configured radius servers
deadtime is O
group RadServer:
server: 192.168.1.1 on auth-port 1812, acct-port 1813
deadtime is O
switch#

W, HEE SN RADIUS #— R Z L —7F DR E2ForT 502~ LET,

switch# show radius-server groups RadServer
group RadServer:
server: 10.193.128.5 on auth-port 1812, acct-port 1813
deadtime is 0
switch#

WIZ, TXTD RADIUS — DY — b SN RERRTOHERLET,

switch# show radius-server sorted
timeout value:5

retransmission count:1

deadtime value:0

source interface:any available
total number of servers:1

following RADIUS servers are configured:
192.168.1.1:
available for authentication on port:1812
available for accounting on port:1813
RADIUS shared secret:*xx*xkxkix
switch#

WIZ, FHE SN7= RADIUS — R0 #EER A F T 202 LET,

switch# show radius-server statistics 192.168.1.1
Server is not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0

show radius-server
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show a2 F |

M show radius-server

requests sent: 0

requests timed out: 0

responses with no matching requests: 0
responses not processed: 0

responses containing errors: 0

Accounting Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

switch#

BEaTUF avwyk EL
show running-config 472> 7 ¢ ¥al1—3 3> 77 A /L® RADIUS &4 H 55 LET,
radius
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| showa<vF

show role

show role

2—W B — VREEF T DHITIE, showrole 2~ REHEHLET,

show role [name role-name]

X DEREA

ATVETIANE

name role-name

(ER) HEDZ—Y o—L 4 DERER R LET,

FTRTCO2—Y v—LOFEREFRLET,

avykE—F EXEC =— K
avy FERE yy—=x TENE

4.0(0)N1(1a) Zoavy RABEMENE LT,
B WIZ, FFEDO2—Y n—LDOEREFR T L0 2R LET,

switch# show role name MyRole

Role: MyRole
Description: new role

vsan policy: permit (default)

Vlan policy: permit (default)

Interface policy: permit (default)

Vrf policy: permit (default)

Rule Perm Type Scope Entity

1 deny command pwd
switch#

WIZ, TRTOa—F n—LOFERERTT L2 RLET,

switch# show role

Cisco NX-0S Release 5.02)N1(1) Tix, WOWIMEBRENET,

switch# show role

Role: network-admin
Description: Predefined network admin role has access to all commands

on the switch

1 permit read-write

Role: network-operator
Description: Predefined network operator role has access to all read
commands on the switch
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show a2 F |

Hl show role

Role:

Role:

Rule Perm Type Scope
1 permit read
vdc-admin

Description:

Predefined vdc admin role has access to all commands within
a VDC instance

Predefined vdc operator role has access to all read commands

Rule Perm Type Scope

1 permit read-write
vdc-operator

Description:

within a VDC instance

Rule Perm Type Scope

1 permit read

Role: priv-14

Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

role.

1 permit

Role: priv-13

Description:
vsan policy:
Vlan policy:

read-write

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-12

Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-11

Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-10

Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-9

Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)

role.

role.

role.

role.

role.
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| showa<vF

showrole W

Vrf policy: permit (default)

Role: priv-8
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-7
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-6
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-5
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-4
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-3
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-2
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-1
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-0
Description: This is a system defined privilege role.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)
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show a2 F |

Hl show role

Rule Perm Type Scope Entity

10 permit command traceroute6 *
9 permit command traceroute *
8 permit command telnet6 *

7 permit command telnet *

6 permit command ping6 *

5 permit command ping *

4 permit command ssh6 *

3 permit command ssh *

2 permit command enable *

Role: default-role
Description: This is a system defined role and applies to all users.

vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity

5 permit command feature environment
4 permit command feature hardware

3 permit command feature module

2 permit command feature snmp

1 permit command feature system

Role: priv-15

Description: This is a system defined privilege role.
vsan policy: permit (default)

Vlan policy: permit (default)

Interface policy: permit (default)

Vrf policy: permit (default)

1 permit read-write

Role: MyRole

Description: new role

vsan policy: permit (default)

Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity
1 deny command pwd
switch#
BEaYF avwUFk B

role name

- r— L ERELET,
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| showa<vF

show role feature W

show role feature

a—Y o — VEERE & FoRT A I21X. show role feature =~ F&2fEH L £9,

show role feature [detail | name feature-name]

X DEREA

ATVRTIANLE

detail (E8) TS TOMREOFMERE RS LET,
name feature-name (TE) BEOHREOFEMEREL RS LET, AANERK 16 XFOEHTF

T, RIXFL/DLFERKFISNET,

a—P m— VLD X N EFRLET,

avykE—F EXEC £— K
avy FER yy—= FTENE
4.0(0)N1(1a) Zoavy RRBEMENRE LR,

]

wiZ, =% m— U E £ R T 02 R LET,

switch# show role feature

Cisco NX-0S Release 5.02)N1(1) Tix, WOWIMEBRENET,

aaa
arp

cdp

13vm

ping

snmp

radius
syslog
tacacs
install
license
callhome
platform
access-list
svi

vlan
eth-span
ethanalyzer
spanning-tree
acl

sfm

fcns

fcsp

fdmi

fspf

rlir

rscn

(AAA service related commands)

(ARP protocol related commands)

(Cisco Discovery Protocol related commands)

(Layer 3 virtualization related commands)

(Network reachability test commands)

(SNMP related commands)

(Radius configuration and show commands)

(Syslog related commands)

(TACACS configuration and show commands)

(Software install related commands)

(License related commands)

(Callhome configuration and show commands)
(Platform configuration and show commands)

(IP access list related commands)

(Interface VLAN related commands)

(Virtual LAN related commands)

(Ethernet SPAN related commands)

(Ethernet Analyzer)

(Spanning Tree protocol related commands)

(FC ACL related commands)

(ISCSI flow related commands)

(Fibre Channel Name Server related commands)
(Fibre Channel Security Protocol related commands)
(FDMI related commands)

(Fabric Shortest Path First protocol related commands)
(Registered Link Incident Report related commands)
(Registered State Change Notification related commands)
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show a2 F |

W show role feature

span (SPAN session relate commands)

vsan (VSAN configuration and show commands)
wwnm (WorldWide Name related commands)

zone (Zone related commands)

fcanalyzer (FC analyzer related commands)

switch#

WIZ, TRTOa—F v — UREDREMEREZ R TT D0 2R LET,

switch# show role feature detail

Cisco NX-OS Release 5.0(2)N1(1) Tk, kOB INEREINET,

aaa (AAA service related commands)
show aaa *
config t ; aaa *
aaa *

clear aaa *
debug aaa *
show accounting *
config t ; accounting *
accounting *
clear accounting *
debug accounting *
arp (ARP protocol related commands)
show ip arp *
config t; ip arp *
clear ip arp *
debug ip arp *
debug-filter ip arp *
cdp (Cisco Discovery Protocol related commands)
show cdp *
config t ; cdp *
cdp *
clear cdp *
debug cdp *
13vm (Layer 3 virtualization related commands)
show vrf *
config t ; vrf *
routing-context vrf *
ping (Network reachability test commands)
show ping *
config t ; ping *
ping *
clear ping *
debug ping *
show ping6 *
config t ; ping6 *
ping6 *
clear ping6 *
debug ping6 *
show traceroute *
config t ; traceroute *
—--More--
switch#

RIZ, arp & WO AFOFFED 2 —H v — UEREDFEME R A2 RS T D0 2R LET,

switch# show role feature name arp

Cisco NX-OS Release 5.02)N1(1) Tix, 2D a~<> Rick->T, ROHNEFRSLET,

arp (ARP protocol related commands)
show ip arp *
config t; ip arp *
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| showa<vF

show role feature W

clear ip arp *
debug ip arp *
debug-filter ip arp *

switch#

BEa<UF avUF i
role feature-group a—Y B — VORI N—TERELET,
rule a—HF B—LOL—LEHRELET,
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show a2 F |

Bl show role feature-group

show role feature-group

a—% m— LRE VNV — 7 &2 KT HIZIL. show role feature-group =~ > K& L ET,

show role feature-group [detail | name group-name]

EX DA detail (EE) T XTOBEZ NV—TDFMIERER S LET,
name group-name () BEOKE NV —TOFMGERER T LET,

ATV RTIANLE a—AF g— g EE S — T DY A N EERLET,

avy kE—F EXEC =— K

avy FBE yyy—= EFENR
4.0(0)N1(1a) oo~y RREMENE L,
1 WIT, 22— m— RN — 7 %R R T 562~ LET,

switch# show role feature-group

WIZ, TRTO2—H m— VRV L — 71T 23 ME A R T 2012 R LET,

switch# show role feature-group detail

WIZ, BEO2—F o — BT NV —T OFRERRTIHZEZRLET,

switch# show role feature-group name SecGroup

BlEa<T YR avwok SiEA
role feature-group a—H g — ) LOEEIN—TERELET,
rule a—HF g—LDOL—LEHELET,
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| showa<vF

show rollback log W

show rollback log

AA vy FOar74FXalb—vary a—nA "y ronrxEK R T 5L, show rollback log =~ K
2L ET,

show rollback log {exec | verify}

*ﬁx@gﬁﬂﬂ exec m»—}b/{yy%?j—‘m 7‘%2‘%% L/i‘a‘o
verify o—/LXy iR R FRRILUET,

ATVRTIANLE 2L

avykE—F EXEC =— K

avy FEEE yy—= EENE
5.0(2)NI1(1) Zoowy RMEMESHE L,

FEREDHLARSAY v—n o7 a P REOHEAE, WOA vE—URFERENET,

ERROR: Log Not Available

#1 WIZ, m—A Ny 7 FETFu T eFRrT 506557 LET,

switch# show rolback log exec

time: Mon, 06:16:02 06 Sep 2010
Status: success

time: Mon, 07:58:36 06 Sep 2010
Status: success

time: Mon, 09:48:58 06 Sep 2010
Status: success
switch#

WIZ, B—=A Ny 7R 7 2R T DB Z2R L £T,

switch# show rollback log verify
time: Mon, 09:48:56 06 Sep 2010
Status: success

time: Mon, 09:48:58 06 Sep 2010
Status: success

switch#
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show a2 F |

M show rollback log

BEav VR avwy kR HL)
rollback TIOT 47 ar74Xal—varE2Foy IR,y MRECETLE
j‘o
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| showa<vF

show running-config aaa M

show running-config aaa

FITa 7 4 ¥ 2 L— 3 O Authentication, Authorization, and Accounting (AAA; FBAE. #Fr[, 7
NI T 7)) REEHREEAT HIZ1E, show running-config aaa =~ > FZ2ERLET,

show running-config aaa [all]

X DA all (8 BEFLBLOF 740 FNOERERFLET,

ATVETIANE 2L

avykE—F EXEC &=— K

av Yy FERE )yy—=2 EERNE
4.0(0)N1(1a) Zoawry RpBIMEnE L,
i WIZ, FTar 74X a2l —2a VOREFRH AAA EREERTHHE2RLET,

switch# show running-config aaa

BEaIU kR avwvk Bte
aaa accounting default 7 h 5 7D AAA FXEFHELET,
aaa authentication arvy—iuasAroAAABREFREHRELET,
login console
aaa authentication T 7 AN ND AAA FBREHFRNEHRELE T,

login default

aaa authentication AAA BBFFEA v —V R a L Y — LR R T DL EIICHRELET,
login error-enable

aaa authorization FT7 4 hD AAA FBIFHTFREHRELET,

commands default

aaa authorization FTRTCOary74FXal—vay a<wy KOTFT 740 MO AAA RAEHFR
config-commands HELET,

default

aaa group server RADIUS #—X F N —T ZEk L E 9,

radius

aaa user default-role UE— FEIEDTZDIZ AAA P — NEFHFIZLVEID Y TOENDT 74V
=N R2—T NI LET,
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show a2 F |

M show running-config acimgr

show running-config acimgr

EFar 74 X¥al—varn7 /A arbr—nL JZ L (ACL) @

running-config aclmgr =~ > FZ{EHA L 7,

show running-config aclmgr [all]

ZFoRT HIZIE, show

X DA all (EE) REWHBLOT 74V FOERERTLET,

ATVETIANE 2L

avy kE—F AEpa<wy K E—F

av Yy FERE J1yy—=x EFERA
5.0(2)NI1(1) Zoavry RRBMENE LR,
11 WIiZ, ACLDEfTary 74 Xalb—a bRt 5627 LET,

switch# show running-config aclmgr

!Command: show running-config aclmgr
!Time: Tue Aug 31 05:01:56 2010

version 5.0 (2)N1 (1)
ip access-1list BulkData
10 deny ip any any
ip access-1list CriticalData
10 deny ip any any
ip access-1list Scavenger
10 deny ip any any
mac access-list acl-mac
10 permit any any
ip access-1list denyvé

20 deny ip 10.10.10.0/24 10.20.10.0/24 fragments
30 permit udp 10.10.10.0/24 10.20.10.0/24 1t 400

40 permit icmp any any router-advertisement

60 deny tcp 10.10.10.0/24 10.20.10.0/24 syn

70 permit igmp any any host-report

80 deny tcp any any rst

90 deny tcp any any ack

100 permit tcp any any fin

110 permit tcp any gt 300 any 1t 400

130 deny tcp any range 200 300 any 1t 600

140 deny tcp any range 200 300 any 1t 600
ip access-1list dot

statistics per-entry

10 permit ip 20.1.1.1 255.255.255.0 20.10.1.1 255.255.255.0 precedence flash-o

verride

<snip>
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| showa<vF

vlan access-map vacl-mac
match mac address acl-mac
action forward
statistics per-entry
vlan filter vacl-mac vlan-list 300

interface Ethernetl/1
ipv6 port traffic-filter denvé in

interface Ethernetl/2
ip port access-group voice in

interface Ethernetl/9
ipv6 port traffic-filter denvé in

interface Ethernetl/10
ipv6 port traffic-filter denvé in

line vty
access-class myACList in
access-class myACList out
ipv6 access-class myI6List out

switch#

show running-config acimgr

W2, VIY OFEFTFa L 74 X2l —va v OhPERTAHEZRLET,

switch# show running-config aclmgr | begin vty
line vty

access-class myACList in

access-class myACList out

ipv6 access-class myI6List out

switch#
BEa<v K avwyk B
access-class VIY DT 7% A 7T 2R ELET,

copy running-config FEfTar 74 F¥al—yvarvEAX— Ty ar7 4 F¥al—vav

startup-config Ty AN —LFET,

ip access-class

VIY D IPv4 T 78R 7 T AZRELET,

ipv6 access-class

VIY D IPv6 77 &2 7 5 A%/ ELET,

show startup-config
aclmgr

ACLORF— KT v a7 4Xal—yalwRLET,
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show a2 F |

M show running-config arp

show running-config arp

FIFar 74 F¥al— a7 RLAfER T e has (ARP) OREEF T 5121E. show

running-config arp =~ > R&HH L E T,

show running-config arp [all]

X DA all (EE) REWHBLOT 74V FOERERTLET,

ATVETIANE 2L

avy kE—F AEpa<wy K E—F

av Y FEE Jyy—x EEAR
5.0(2)N1(1) oo~y RREMENE L,
1 WIZ, ARP RE&AFRTAHI2RLET,

switch# show running-config arp

!Command: show running-config arp
!Time: Mon Aug 23 07:33:15 2010

version 5.0 (2)N1 (1)
ip arp timeout 2100
ip arp event-history errors size medium

interface VlanlO
ip arp 10.193.131.37 00C0.4F00.0000

switch#

WIZ, T7 4N MEREZEL ARP RELZERRT HBI2 R LET,

switch# show running-config arp all

!Command: show running-config arp all
!Time: Mon Aug 23 07:33:52 2010

version 5.0(2)N1(1)

ip arp timeout 1500

ip arp event-history cli size small

ip arp event-history snmp size small

ip arp event-history client-errors size small
ip arp event-history client-event size small
ip arp event-history lcache-errors size small
ip arp event-history lcache size small

ip arp event-history errors size small

ip arp event-history ha size small

ip arp event-history event size small

ip arp event-history packet size small
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| showa<vF

interface VlanlO

show running-config arp Wl

ip arp 10.193.131.37 00C0.4F00.0000
ip arp gratuitous update

ip arp gratuitous request

switch#

BBEav R

avwro kR

SieA

copy running-config
startup-config

FITar 74 Falb—va A= Ty ar7 4 ¥al—vay
TrANMTar—LET,

ip arp event-history
errors

AN NEEANY 7 7ICARP TNy 7 A X hanX 7 LET,

ip arp timeout

ARP # A L7 U FERELET,

ip arp inspection

DHCP A X — v > Z\ZBT 2 — e ERez R~ LET,

show startup-config
arp

ARP DAZ— R T v F a7 4 FXal—arr2FERLET,
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show a2 F |

M show running-config dhcp

show running-config dhcp

FEifrar74F¥alb—rvarDFAFIy I KA ary74¥alb—var 7a khaj (DHCP) A

X—VE VIR EERRT HITIL, show running-config dhep =~ REMFEH L 9,

show running-config dhcp [all]

EX DA all (EE) REFHLBLIOT 7 4L hOfF#REFRLET,
ARVETFIANE L
avy kE—F AZpa~vr K E—FK
v Y FEE Jy—2= EERE
5.02)N2(1) Ioawy FREMShE L,

EREDHA R4

i

Zoa~y REMAT S, feature dhep =~ RA&flifl LT DHCP A X — ' JfEx A X —7

MZTDHDRERDHY £7°,

WOFTIX, DHCP AX—¥E U IR ELZRTT D HIEEZRLET,

switch# show running-config dhcp

!Command: show running-config dhcp
!Time: Mon Aug 23 09:09:11 2010

version 5.0 (2)N1(1)
feature dhcp

ip dhcp snooping

ip dhcp snooping information option
service dhcp

ip dhcp relay

ip dhcp relay information option

ip arp inspection filter arp-acl-01 vlan 15,37-48

switch#

WIZ, T 740 ME#BO DHCP AX—V U IFREZR T PR LET,

switch# show running-config dhcp all

!Command: show running-config dhcp all
!Time: Mon Aug 23 09:10:11 2010

version 5.0 (2)N1(1)
feature dhcp
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| showa<vF

show running-config dhcp W

ip dhcp snooping

ip dhcp snooping information option

ip dhcp snooping verify mac-address
service dhcp

ip dhcp relay

ip dhcp relay information option

no ip dhcp relay sub-option type cisco
no ip dhcp relay information option vpn
no ip arp inspection validate src-mac dst-mac ip
ip arp inspection log-buffer entries 32
no ip dhcp packet strict-validation

interface port-channel23
no ip dhcp snooping trust
no ip arp inspection trust
no ip verify source dhcp-snooping-vlan

interface port-channel67
no ip dhcp snooping trust
no ip arp inspection trust
no ip verify source dhcp-snooping-vlan

interface port-channell50
no ip dhcp snooping trust
no ip arp inspection trust
no ip verify source dhcp-snooping-vlan

interface port-channel400
no ip dhcp snooping trust
no ip arp inspection trust
no ip verify source dhcp-snooping-vlan

<--output truncated-->
switch#

KIZ, Cisco NX-OS Release 5.03)N1(1) #EfTT 5 A4 vF LD DHCP AX—E U 7RELB LV IP
V=R H— RiERERRT D057 LET,

switch# show running-config dhcp

!Command: show running-config dhcp
!Time: Sat Apr 19 06:18:33 2008

version 5.0 (3)N1(1)
feature dhcp

ip dhcp snooping
ip dhcp snooping information option

interface Ethernetl/2
ip dhcp snooping trust
ip verify source dhcp-snooping-vlan

interface Ethernetl/5
ip verify source dhcp-snooping-vlan
ip source binding 10.0.0.7 002f.23bd.0014 vlan 5 interface Ethernetl/2
ip source binding 10.5.22.7 001£.28bd.0013 vlan 100 interface Ethernetl/5

switch#
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show a2 F |

M show running-config dhcp

BEEav> K avyFk H7LT
copy running-config  E{Fa T 4 F¥al—varvk, A¥— Ty S a7 ¥al—ay
startup-config IZae—LFE9,
feature dhcp T34 A0 DHCP A X — VY v 7w A F—7 M LET,
ip dhcp snooping F XA AD DHCP AX—Y v %7 a—rUif F—7 M LT,
ip verify source LAY 24T A ADIP V—A H— KA F—T N LET,

show ip dhep snooping DHCP A X — bt 72T 5 — kMR EHME R~ LET,

show ip verify source [P-MAC 7 KL A NS v F 4 v V% FRELET,

show startup-config DHCP DAZ— 7 v a7 4 ¥al—g 2 RUET,
dhcp

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
m‘ 0L-25833-01-J |



| showa<vF

show running-config radius Il

show running-config radius

FATa 7 4F 2 b— 3 O RADIUS — \fFRZ R T 2121E. show running-config radius =
v~V REMHLET,

show running-config radius [all]

X DA all (fEE) 77 4/v F® RADIUS REH®E LR LET,

ATVETIANE 2L

avykE—F EXEC &=— K

avy FERE y1y—2 EERAE
4.0(0)N1(1a) Zoavry RRBENE LR,
1 WIZ, FfT7ar 7 4 X¥al— 30 RADIUS DIES4FT 56 % 57 LET,

switch# show running-config radius

Cisco NX-OS Release 5.0(2)N1(1) Ti%, ko hnEREINET,

!Command: show running-config radius
!Time: Wed Aug 25 10:25:41 2010

version 5.0 (2)N1(1)
radius-server host 192.168.1.1 key 7 "KkwyCet" authentication accounting
aaa group server radius rl

server 192.168.1.1

switch#

BEavUR avwy kR HL)
show radius-server RADIUS fE# & &R LET,

Cisco Nexus 5000 &'J—X NX-0S X254 AV F UYI7LUR
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show a2 F |

W show running-config security

show running-config security

Ffrar7a4Xalb—varOa—F T7h v EFaT Y=k (SSH) H—3 B IO Telnet
P—NFHEKRT HIZIE, show running-config security =~ > REHEH L E 7,

show running-config security [all]

BX DA all (fEE) F7 40 hoa—F 77 b, SSH #—/3, 3 L1 Telnet ¥ —
Narv7Z s Fal—ia s EReFrLET,
AYUETIENE L
avYFE®—F  EXECE—F
avy FEE Jy—= EERARE
4.0(0)N1(1a) Zoavwy RPBEMEShE L,
!l WIZ, E7ar7e¥alb—varoa—F 7hvr o SSH #—/3 BEO Telnet Hr— Mz #
R OB ERLET,
switch# show running-config security
Cisco NX-OS Release 5.0(2)N1(1) Ti%, ko hnEREINET,
!Command: show running-config security
!Time: Wed Aug 25 10:27:20 2010
version 5.0(2)N1(1)
feature telnet
username admin password 5 $1$eKzwPRms$50QB0PxpkXdp6ZKkME/vSS1 role network-admin
username praveena password 5 $1$9w6ZnM/R$Pg50£fsV/vkOaAGW.f.RyP. role network-op
erator
username install password 5 ! role network-admin
username userl password 5 ! role priv-5
no password strength-check
switch#
BREaTV R avwyk SiEA
ssh IPvd 2L CTExa7 =/ (SSH) iz ERLET,
ssh6 IPv6 2L CE¥ =7 =L (SSH) HfalER L £,
telnet IPv4 %M LT Telnet ¥ v v a V2 ERLE T,

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show running-config security W

avwy kR B
telnet6 IPv6 Z L Telnet ¥ v a VU Z1ER L E£7,
username - THhT FERELET,

Cisco Nexus 5000 &'J—X NX-0S X254 AV F UYI7LUR
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show a2 F |

M show ssh key

show ssh key

X7 b (SSH) Hh— A F—%KRZT 512X, showssh key =2~ FEEHLET,

show ssh key

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avy kFE—F EXEC =— K

avy FEEE yy—= EENE
4.0(0)N1(1a) Zoavy R™EMENE L,

FERELEOHA KSM4Y o =<2 FiZ. sshserver enable =< RZHEHA LT SSH A4 % —7 LD & X IFFHATEET,

#1 Wi, SSH #— ¥ —2#EZT 50 %2 7 LET,

switch# show ssh key

Cisco NX-OS Release 5.02)N1(1) Tix. ROMINERENET,

rsa Keys generated:Mon Aug 2 22:49:27 2010

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAOiACAlfHAeIaY6PD5fSBLOGX3MIn+k72ghdvLNib7dL7
8CRQVS1A1QiDDTrvyIfRZ5yHMDOndvemREkJz1uSCW2FP8vokZ66aXFk8TBTFc5Bn3NUiUyPZyhPtFD2
LaHBCkx1OMxEP+nmPJ6Qf6mBzZVAIdLWENd64ZwgVHHjeFc=

bitcount:1024
fingerprint:
bb:bf:a4:c0:22:3b:70:15:e4:2b:2b:bb:08:41:82:d4

KAk KAk KAk Ak A Ak hhhhhkhkhkhkhkhhkhhkhkhkhhkhkhkhkhkhkhkkhkhkkkk*k

could not retrieve dsa key information
R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S

switch#
BEaYF avw vk B
ssh server key SSH r— R F—%BELET,
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| showa<vF

show ssh server H

show ssh server

X 2T = (SSH) r— ATF—H X% F "3 5121, sshow ssh server =~ R&EH L £9,

show ssh server

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avy kE—F EXEC £— K

avy FEEE yy—= EENE
4.0(0)N1(1a) oy RREMSNE LT,
] Wi, SSH #— 25— ¥ A& Fmt 56l %5 LET,

switch# show ssh server
ssh version 2 is enabled

switch#
BAEa<>F avwvk B
ssh server enable SSH #+— % A4 x—7 Iz LET,

Cisco Nexus 5000 &'J—X NX-0S X254 AV F UYI7LUR
| oL-25833-01-J .m



Bl show startup-config aaa

show a2 F |

show startup-config aaa

AL — KT w7 a7 4 Fa b — 3 O Authentication, Authorization, and Accounting (AAA;
FE. R, ThHOT v T) RENE
£7,

HEFRT HI2IL. show startup-config aaa =~ > R&ZEMAL
show startup-config aaa

BX DA Zoawy RICiE, BIEERRF—U—FEHY EHA,
AYVEFIELE AL
avY kK E—F EXEC £—F
vy FERE Jyy—= EEANA
4.0(0)N1(1a) Zoavry RRBMEnE LR,
fl W, A= T w7 ar74X¥al— a0 AAA EREFRTHHE2RLET,
switch# show startup-config aaa
BEaYUF avwyk B

show running-config E{Ta. 7 /X221 —T 30D AAA 27 (F a2l —3 g NEREPFR
aaa LET,
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| showa<vF

show startup-config acimgr W

show startup-config acimgr

AB—= T T ar7Z 4 Xal—varOT77k&x arha—L YUXL (ACL) OBEEERTDHIC
i%. show startup-config aclmgr =~ > KZfH L 7,

show startup-config aclmgr [all]

X DEREA

ATVETIANE

all (ERE) REWHBLOT 74V FOERERTLET,

Bl

FEDOa~<Y FE—F

7

Jy—=x
5.0(2)NI(1)

EERNE
Zoawry RpBIMEnE L,

WIZ, ACLAZ— T v F arv 74 X2l —a 2R rt50%2Rr0LET,

switch# show startup-config aclmgr

!Command: show startup-config aclmgr
!Time: Tue Aug 31 05:01:58 2010

version 5.0 (2)N1 (1)

ip access-1list BulkData
10 deny ip any any

ip access-1list CriticalData
10 deny ip any any

ip access-1list Scavenger
10 deny ip any any

mac access-list acl-mac
10 permit any any

ip access-1list denyvé
20 deny ip 10.10.10.0/24 10.20.10.0/24 fragments
30 permit udp 10.10.10.0/24 10.20.10.0/24 1t 400
40 permit icmp any any router-advertisement
60 deny tcp 10.10.10.0/24 10.20.10.0/24 syn
70 permit igmp any any host-report
80 deny tcp any any rst
90 deny tcp any any ack
100 permit tcp any any fin
110 permit tcp any gt 300 any 1t 400
130 deny tcp any range 200 300 any 1t 600
140 deny tcp any range 200 300 any 1t 600

<snip>

vlan access-map vacl-mac
match mac address acl-mac
action forward
statistics per-entry
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show a2 F |

M show startup-config acimgr

vlan filter vacl-mac vlan-list 300

interface Ethernetl/1
ipv6 port traffic-filter denvé6

interface Ethernetl/2
ip port access-group voice in

interface Ethernetl/9
ipv6 port traffic-filter denvé6

interface Ethernetl/10
ipv6 port traffic-filter denvé6

line vty
access-class myACList in
access-class myACList out
ipv6é access-class myI6List out

switch#

W2, VIY 22— T v a7 4 ¥al—ygra2F T AanrLET,

in

in

in

switch# show startup-config aclmgr

line vty
access-class myACList in
access-class myACList out
ipv6 access-class mylIé6List out

switch#

| begin vty

BBEa<v R

avwv kR HL]

access-class

VIY DT 782 75 AZRELET,

copy running-config
startup-config

FITarv 74 Xal—valaAX— N7y ar7 s Xalb—vay

TrANMZar—LET,

ip access-class

VIY O IPv4 7 7B X 7 T X%

RELET,

ipv6 access-class

VIY O IPv6 77 B A 7 T X%

RELET.

show running-config
aclmgr

ACL DE{Ta 74 Xal—YarvidERLET,

Il Cisco Nexus 5000 'J—X NX-OS #¥a Y5« 3T FYI27LVR
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| showa<vF

show startup-configarp Wl

show startup-config arp

AP = T v T ar7 4 Xalb—arO7 FLARRT k2L (ARP) OBREZRRT DI,
show startup-config arp =~ > REHEH L 7,

show startup-config arp [all]

X DEREA

ATVETIANE

avU Rk E—F

all

(ERE) REWHBLOT 74V FOERERTLET,

Bl

FEDOa~<Y FE—F

IR FBE JU—X TENE

5.0(2)N1(1) Zoavr RAEMSIE LT,
!l WIZ, ARP AZ — 7 v 7 arv7 4 F¥al—v a2 &RT50%2RLET,

switch# show startup-config arp

!Command: show running-config arp

!Time: Mon Aug 23 07:33:15 2010

version 5.0 (2)N1 (1)

ip arp timeout 2100

ip arp event-history errors size medium

interface VlanlO

ip arp 10.193.131.37 00C0.4F00.0000

switch#

BREaTV R avwyk B

copy running-config
startup-config

EATar 74 Fal—varEAY— Ty T ar7 4 Fal—vay
TrANMIar—LET,

ip arp event-history
errors

AR NEBEARY 7 7IZARP TRy T AR b ERX T LET,

ip arp timeout

ARP # A LT U b aRELET,

ip arp inspection

DHCP A X — b ZIZBT 2 — ARG @RE R L ET,

show running-config
arp

ARP DFEfTa 74 X2l —a 2R LET,
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show a2 F |

Bl show startup-config dhcp

show startup-config dhcp

AF—R T wvT ar7 g Xalb—alDFAFIvI FANary74F¥alb—var 7ubhan
(DHCP) AX—VY v V& E%# T 5I21%, show running-config dhep =~ > R&EH L £,

show running-config dhcp [all]

X DA all (8 BEFALABLOFT 74V hNOBEREFR R LET,

ATVETIANE 2L

™.

H
I

T

avy HFEDa~v K E—F

vy FEE Jy—= EERE
5.0(2)N2(1) Zoawy KBNS E LT,

BREDHMA RS4Y o=z~ P&+ 51213, feature dhep =~ &M H LT DHCP A X — > JHfga A 2 —7
M DRERH Y £,

1 WIZ, AA— R T v arg7sXalb—ary 77400 DHCP AX—VYV VREEZRRT D%~
LFET,

switch# show startup-config dhcp

!Command: show startup-config dhcp
!Time: Mon Aug 23 09:09:14 2010

version 5.0 (2)N1(1)
feature dhcp

ip dhcp snooping

ip dhcp snooping information option
service dhcp

ip dhcp relay

ip dhcp relay information option

ip arp inspection filter arp-acl-01 vlan 15,37-48

switch#

BEa<TFR avwyv Rk Bl
copy running-config FlfTar74Xalb—rvarvk, AF—F T v T a7 Falb—ray
startup-config iar—LET,

Cisco Nexus 5000 &'J—X NX-0S X254 A F UYI7LUR
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| showa<vF

show startup-config dhcp W

avwy kR

B

feature dhcp

FINA 2D DHCP AX— VY v FHe 2 A x— 7 VI LET,

show running-config
dhcp

DHCP o3 fiar 74X al—a v 2R R LET,
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show a2 F |

Bl show startup-config radius

show startup-config radius

AF—= T w7 ar7 4F¥Fa2lb— a0 RADIUS FHEFHRE KT HI21L, show startup-config
radius =~ > REfHLET,

show startup-config radius

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avY kR E—F EXEC E— K

avy FBE yyy—= EFENR
4.0(0)N1(1a) oy RREMSNE LT,
1 Wie, AF—F+T w7 ar7 4¥al—3 30 RADIUS 42 ERT 50 %2R LET,

switch# show startup-config radius

BEaYUF avw vk B
show running-config  E{Fa. 7 ¥ 21— 30 RADIUS y—{EF@HRAEERLET,
radius
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| showa<vF

show startup-config security W

show startup-config security

AP—= Ty T arZ4Xab—rvaroa—Frhvr b %27 Y= (SSH) ¥— B &
O Telnet —" a7 4 Fa b—3 3 AMEREFRTRT LHITIE, show startup-config security =~ > K
EHEHLET,

show startup-config security

340

.'E-EI;

BH Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

ATV RTIANLE 2L

avy kE—F EXEC &=— K

avy FEEE )yy—=x EENE
4.0(0)N1(1a) Zoavwry RRBMERELE
1 WIZ, AA— T oS a7 Xab—aroa—y 7hor b, SSH —3, BLO Telnet ¥—

ANMERERTT DB 2R LET,

switch# show startup-config security

BEaYUF avwyk B
show running-config EiITary 74X al—YarDa—HYF T hU N, BEFaT b
security (SSH) ¥ — 3, BX U Telnet — NFEREZF R L ET,

Cisco Nexus 5000 &'J—X NX-0S X254 AV F UYI7LUR
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show a2 F |

. show tacacs-server

show tacacs-server

TACACS+ ¥ — I & K773 5 121%. show tacacs-server =~ REZFKRLET,

show tacacs-server [hostname | ip4-address | ip6-address] [directed-request | groups |

sorted | statistics]

BX DA hostname (&) TACACS+ #—"D KA A v F—2 H— (DNS) 4, AT
F A X% 256 TF,
ipv4-address ({#) A.B.C.D ¥X® TACACS+ #— "D IPv4d 7 KL X,
ipv6-address (EE) X XXX B TACACS+ ¥ — D IPv6 7 KL %,
directed-request (EF) fREEkEs£rLET,
groups (B8 BUES Nz TACACS+ H— VA —FICBT 2 FMe &7 L&
KR
sorted (£5) TACACS+ V—NIZHETHL4HITY — b EaNTFEREFZRLET,
statistics (f£E) TACACS+ % —/30 TACACS+ #zHEH®EE£ET LET,
aAXURFIALE 7' —3L TACACS+ h—_"&RiELF R LET,
avy kE—F EXEC £— K
avy FERE y1y—2 EFEAR
4.0(0)N1(la) Toawy RRBMENE L,

EREDAHA R34y

Bl

TACACS+ 44 % —I%. show tacacs-server =~ > R HICITIFEREN ¥ A, TACACS+ FAT

¥ —%FK/RT5I2iE, show running-config tacacs+ =~ > F&EHH L £ T,
TACACS+ {5 # =3 D HNC. feature tacacs+ =~ REMHTAIMLENH Y £,

WIZ, TXTD TACACS+ +— "D @A RIT 62" LET,

switch# show tacacs-server

Wiz, FBE &N7= TACACS+ V—DOEREZFRTHH 2R LET,

switch# show tacacs-server 192.168.2.2

I, TACACS+ fEE S RBE LR R T D0 2R L ET,

switch# show tacacs-server directed-request

WIZ, TACACS+ — VL —T DIERERRT 6% RLET,

switch# show tacacs-server groups

Il Cisco Nexus 5000 'J—X NX-OS #¥a Y5« 3T FYI27LVR
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| showa<vF

show tacacs-server .

Wiz, FBE SN TACACS+ Y —R L —TDEREAFRTLME TR L ET,

switch# show tacacs-server groups TacServer

WIZ, T_TD TACACS+ +— DY — F ENTEREFRT D027 LET,

switch# show tacacs-server sorted

WIZ, HE 7z TACACS+ H— N DfEHERE R T HHI 2R L ET,

switch# show tacacs-server statistics 192.168.2.2

BIEaTUF avwyk BL:
show running-config  E{Ta. 7 X2l — a2 77400 TACACSH IEHRAEF R L £,
tacacs+

Cisco Nexus 5000 &'J—X NX-0S X254 AV F UYI7LUR
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show a2 F |

M show telnet server

show telnet server

Telnet H—/N A7 — X% A& FKRxT 5IZ1%. show telnet server =~ F&FEHL F T,

show telnet server

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avy kFE—F EXEC =— K

avy FEEE Jyy—=x EENE
4.0(0)N1(1a) Soavy RABMENE LT,
1 Wiz, Telnet —/" A F —X A FKR_T B0 2R LFET,

switch# show telnet server

BEav> R avwyEk ]
telnet server enable Telnet H— "% A Xx—T I LET,

g&
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| showa<vF

show user-account .

show user-account

AA v T EO2—Y Ty MIBETIEREERT HI121E. show user-account =~ > R&FH L
7,

show user-account [name]

X DEREA

ATVETIANE

name (ER) ELILa—Y 7 h oy FMETFICET 2E®TT,

A v FTEEINTVATRTCO2—Y THU v MIETAEREERLET,

avY kR E—F EXEC £— K
avy FEE )yy—=2 EERNE
4.0(0)N1(1a) Zoavry RRBENE LR,
i ZA v FTEBHEINTNDETRTO—F T AT MIHETHEREFRT 0L R LET,

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin
user:mable
this user account has no expiry date
roles:network-operator
user:install
this user account has no expiry date
roles:network-admin
no password set. Local login not allowed
Remote login through RADIUS/TACACS+ is possible
user:userl
this user account has no expiry date
roles:priv-5
no password set. Local login not allowed
Remote login through RADIUS/TACACS+ 1is possible
switch#

WIZ, HEDO2—Y THh o MCHETHERERZT D0 ZRLET,

switch# show user-account admin

user:admin
this user account has no expiry date
roles:network-admin

switch#
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show a2 F |

. show user-account

BEav VR avwy kR HL)
username a—PF THhyU N ERELET,
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| showa<vF

show users

show users

BEAL vFiIiu A4 LTS a—YEFKRT DL, showusers =~ REHH L E T,

show users

B DEREA Zoawy RiZiE, BIEERIEXF—T— FiEb v A,
AYVEFIELE AL
Ok E—F EXEC =— F
avy FER Jyy—x EEANA
4.0(0)N1(1a) Zoawry RpNEBIMEnE L,
fl WIZ, BIEAAL v FI2ua A LTWAT_RTO2—H2E£RT 627 LET,
switch# show users
NAME LINE TIME IDLE PID COMMENT
admin ttySo Aug 24 22:19 10:41 4681
admin pts/0 Aug 25 03:39 8890 (72.163.177.191) *
switch#
BEEav> R avwyk EL
clear user BED2—YE2a 77 bLET,
username =P THy U MEERBLORELET,
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show a2 F |

B show vlan access-list

show vlan access-list

IPvd 7278 A 2> ha—b URX K (ACL) ONE. 34 ED VLAN 77 v R ~ v FIZBEE AT
5L CWAH MAC ACL #F k3 5121%. show vlan access-list =~ &AL 7,

show vlan access-list map-name

BEXDA map-name #7595 VLAN 77t 2 U X h T,
ARVETFIANE L
avY kKR E®E—F  EXECE—F
avr FEE Jy—= EFERNE
4.0(0)N1(1a) Zoawr RRBEMERE L,

EREDHA R4

FBELIZVLAN 7 78R =y IZOWT, AL v TFET 78R vy TE L~y FICBEEMT LN
ACL ONEEZRRFLET,

] RIZ, HRE LT VLAN 77 & 2 ~ » ZICB#fH) biviz ACL ONEERRT D0 %= LET,
switch# show vlan access-list vlanlmap
BEav VR avwy kR HL)

ip access-list IPv4 ACL #ERRET-ITRE L 7

MAC ACL ZAERCETITRE L £,

VLAN 7 7 82 = v 7REHAIN T D FEICET A EHRERRLET,
F_XTOD IPv4 ACL FE72i3HED IPvd ACL R LET,

T _TD MAC ACL E72135ED MAC ACL &R~ L £ 7,

VLAN 7 7R ~ v 7 2B ELET,

mac access-list

show access-lists

show ip access-lists

show mac access-lists

vlan access-map

Il Cisco Nexus 5000 'J—X NX-OS #¥a Y5« 3T FYI27LVR

0L-25833-01-J |



| showa<vF

show vlan access-map W

show vlan access-map

FTRTOVLAN 7 78R w7 FE721T 1 2O VLAN 7 7B R < v 7% FK KT 521X, show vlan
access-map 2~ RZEHALET,

show vlan access-map [map-name]

BXX DA map-name (F-75) %795 VLAN 7 7 & 2 < v 7 T3,

ARVFETI4ME map-name S| B EFER L TRHEDT 7 BA v v TE2BRT 5 52BNV T, AL v FIETXTO
VLAN 77t A ~v T HHF R LET,

a2 kK E—F EXEC &=— K

avy FER yy—=x EERNE
4.0(0)N1I(1a) Zoawy REMESNE L,

FRLEDAALARESIM4Y FRENDE VLAN 772 v FAIZxt LT A v FIZT7 /A ~v 74, match 2~ R CIE
72 ACL., BXWaction =~ FCHESNTZAHAEELZ R LET,

VLAN 77 &2 ~ v 7BEMA &N T2 VLAN Z iR 2121%, show vlan filter =~ > F&AH L
£7,

#1 WIZ, BEDO VLAN TV B A ~ v T hERTHHERLET,

switch# show vlan access-map vlanlmap

RIZ, TXTOVLAN 77 8 A = v 7 2R d 502 L E£7,

switch# show vlan access-map

Vlan access-map vacl-mac
match mac: acl-mac
action: forward
statistics per-entry

switch#
BEa<TFR avw vk E
action VLANT7 78R~y IR T T 497 T4NEVTOT I a a2l E
LET,
match VLAN 7 78R~ W hT7T7 400 7400 Z V70 ACL ZHEELE
KR
show vlan filter VLAN 77 2 A = v 7RNH#EHIN TS FIEICET A EHEsERLET,
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show a2 F |

M show vian access-map

avwy kR eA
VLAN 77 & A ~v 75 ELET,
1 2Ll kD VLANIC VLAN 77 v A =y 7F&2EALET,

vlan access-map
vlan filter
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| showa<vF

show vian filter W

show vlan filter

awy RIZkoTEEIND VLAN 7272 <y 7B LN VLAN ID 24 ® <. vlan filter =~ F
DAV AHE AT BIEREFRRT AHI21E. show vlan filter =~ > FEEH L £,

show vlan filter [access-map map-name | vlan vian-id]

X DA access-map map-name ({£iZ) HEINEZT 78X v FREA SN TWSD VLAN 2 H /1 2 HIR
LET,
vlan vian-id (EE) HBEENZ VLAN ZFICEH S TWhWa 7782 < v A %
HIFR L9,

ARV RTI4Mb access-map ¥ —V— FEMHALCT 72 v~y 7E2BETIHA. 2l vlan ¥—V— REFEHL
T VLANID 2 E€T 255 A8%2R T, VLAN IZEH SN TWL VLAN 7 7 A v 7DFT_XTOA
VA ANFIRENET,

avy Kk E—F EXEC &=— K

av > FERE J1yy—=x EFERA
4.0(0)N1(1a) o<y RRBEMERE LE,
i WIZ, AA v FDTRTOVLAN T 7R vy FEREFRTHHERLET,

switch# show vlan filter

vlan map vacl-mac:

Configured on VLANs: 300
switch#
BEav U F avwyk B

action VLIANT7 78R =y TN NT T4 T TANEV U TOT 7 awiEE
LET,

match VLAN 7 78R~ W hT7T7 400 7400 & V70 ACL ZHEELE
7

show vlan access-map T _XTCHOVLANT7 27 ERA v 7E7701E1 DO VLAN T 7B X ~v F5FHR
~LET,

vlan access-map VLAN 772 v 72 RELET,

vlan filter 1 2 ED VLANICVLAN 778 A ~ v 7%2EALET,
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show a2 F |

W show vian filter
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