show a<v> K

ZOETIE, Cisco NX-0S TrustSec @ show ==~ > RIZ2OWTHHE L £7,
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show a2 F |

W showcts

show cts

Z'v—3)L Cisco TrustSec € % KT 5121, showets 2~ REFEHLET,

show cts

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

T
H
I
™.

av Yy FEDa~v K E—F

ATy FEE Jy—2 EENRE

5.1(3)NI(1) ooy RMEMESHE L,

FEREDHLARSAY oo~y Ridid, 948 RF0EH Y F8 A,

#1 WIZ, Cisco TrustSec 7' 2 — VR E & FxT B0 2R~ L FET,

switch# show cts
CTS Global Configuration

CTS support : enabled

CTS device identity : not configured
SGT : 0

CTS caching support : disabled

Number of CTS interfaces in
DOT1X mode : O
Manual mode : 1

switch#
BEav> R avwy Rk E
feature cts Cisco TrustSec #fE% A F—7 M2 LE T,

Il Cisco Nexus 5000 'J—X NX-OS TrustSec A=~ F Y77 L YR
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| showa<vF

show cts credentials W

show cts credentials

Cisco TrustSec T/3 AD 7 LT v ¥ VOETEZF AT HIZ1E. show cts credentials =~ > K& ff
JALET,

show cts credentials

BEXDA Zoawr PR, BIBERRF—T—FIEHY EHA,
IYURTFIAME L
avY kR E—F FEOa~vL K E—F
av Y RERE Jy—= EERNE
5.1(3)NI(1) Zoa<wy FRNBMEE LT,

EREDAHA R34y

Zoawy R, 4B RARBFSLEDHY FHA,

#1 Wiz, Cisco TrustSec D7 LT o ¥ ¥ VDRE R ~T 6%~ LET,
switch# show cts credentials

BEav> R avw vk SR
feature cts Cisco TrustSec B§REZ 1 R —7 M LET,
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show a2 F |

Bl show cts environment-data

show cts environment-data

Z'vt—3)L Cisco TrustSec BjBi 7 — # % &/~ 3 5 121L. show cts environment-data =~ > FZ&{#H L
ESC

show cts environment-data

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avY kR E—F EEDa~<wy R E—F

avy FER Jyy—x EEANA
5.1(3)NI(1) Toawy REMESRE L,

ERAEDHM K342  Cisco NX-OS 7731 A&, F /34 2T Cisco TrustSec D7 L7 > o ¥ /L %A#%E L. Authentication,
Authorization, and Accounting (AAA; F8FE, BRI, TH VT 4> 7) ZHELIEHE, ACS 1D
Cisco TrustSec BT —# 2 X¥ v m— KL ET,

Zha~vy RiZiE, 4B RIVEDH $HA,

1 WwIZ. Cisco TrustSec BT — 4 2 FK T 50 %2R LE£7,

switch# show cts environment-data
CTS Environment Data

Current State : CTS ENV_DNLD ST INIT STATE
Last Status : CTS_ENV_INCOMPLETE

Local Device SGT : 0x0000

Transport Type : CTS_ENV_TRANSPORT DIRECT
Data loaded from cache : FALSE

Env Data Lifetime :

Last Update Time : Never

Server List
AID: IP: Port:

switch#
EEITUF avvk ks
feature cts Cisco TrustSec #fE% A *—7 M2 LE T,

Cisco Nexus 5000 1) —X NX-OS TrustSec a<w> K JI7LYR
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| showa<vF

show cts interface Wl

show cts interface

A % —7 x4 AD Cisco TrustSec [Fi# & F£/~3 5(Z1L. show cts interface =~ > R&ZEH L £7,

show cts interface {all | ethernet s/ot/port | vethernet veth-num}

X DEREA

AvYRTIANLE

all TRCDA »H—7 = A AD Cisco TrustSec FEH % TR L E7,

ethernet slot/port HBEDA—Y Ry 42 F—T x4 AD Cisco TrustSec |F5H % #&
A~LFET, Aoy FEFIEL1 ~255, "—FEEIT 1~ 48 TT,

vethernet veth-num B OFABA —Y % > b (vEthe) £ % —7 = A 2D Cisco

TrustSec FHREERLET, B —HY Ry F A F—T AR
F5IE 1 ~ 1048575 T,

nL

fFEDa~ K E—FK

EREDAHA R34y

I

Jy—2 EEAR

5.1(3)N1(1) Zoawy RBMEMEShE L,

vethernet & — 7 — K& £/ R7T5(21%, feature-set virtualization =2~ RZH L CTA A v FD
Cisco R~V U HREAR A R—T N T HRMERH D £7°,

Zha~<vy RiZiE, 4B RIVEDHD A,

I, BEDA 2 —T x4 AP Cisco TrustSec iR E & F T 502 R LET,

switch# show cts interface ethernet 1/5
CTS Information for Interface Ethernetl/5:
CTS is enabled, mode: CTS_MODE_MANUAL
IFC state: Unknown
Authentication Status: CTS_AUTHC INIT
Peer Identity:

Peer is: Unknown in manual mode
802.1X role: CTS_ROLE_UNKNOWN
Last Re-Authentication:
Authorization Status: CTS_AUTHZ_INIT
PEER SGT: 3
Peer SGT assignment: Not Trusted
SAP Status: CTS SAP INIT

Configured pairwise ciphers:

Replay protection:

Replay protection mode:

Selected cipher:

Current receive SPI:

Current transmit SPI:
Propagate SGT: Enabled
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show a2 F |

W show cts interface

switch#

WIZ, T_XTDA 2 Z—7 =4 AD Cisco TrustSec iR EZ X R~T D502~ LE7,

switch# show cts interface all

BAEav>F avy kR HL
feature cts Cisco TrustSec #fE% A F—7 M LET,

feature-set virtualization Z A »F T Cisco IR~ U Mfer A 2 —7 VI LET,

0OL-25830-01-J |
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| showa<vF

show cts pacs

X DEREA

ATVRTIANLE

EAP-FAST IZ Xk » T/ r b Y a =7 &7 Cisco TrustSec Protect Access Credentials (PAC) %3

AT HIZIE, show cts pacs =2~ RZEALET,

show cts pacs

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fTEDa<wy K E—FK

EREDAHA R34y

Jy—2 EENRE

show cts pacs W

5.1(3)NI(1) Zoowy RMEMESHE L,

Zoawy R, 4B RARBFSLEDHY FHA,

i WIZ, Cisco TrustSec 7' 2 — )Lk E & FnT B0 2R~ LFET,
switch# show cts pacs
BIEaT R avw vk SR
feature cts Cisco TrustSec #fE % A F—7 I LET,
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Bl show cts role-based access-list

show a2 F |

show cts role-based access-list
7' —/3)L Cisco TrustSec Security Group Access Control List (SGACL)
cts role-based access-list =~ K&fEH L £,

X DEREA

AX
show cts role-based access-list [/ist-name]

list-name

({£%) SGACL 4 ¢,
ATVETIANE

Bl

avy

™.
H
I

T

TEpa<wy K E—FK

avy FEE Jy—= EERE
5.1(3)NI1(1)

Zoawry RpBIMEnE L,
EREDHA K54

7l

ZDawy RZiE, 4BV RIS ESHY FEA,

iz, Cisco TrustSec SGACL

WEERRTHHERLET,
switch# show cts role-based access-list

avwyFk

feature cts

&8

Cisco TrustSec #§8E% A X —7 iz LET,

Il Cisco Nexus 5000 'J—X NX-OS TrustSec A=~ F Y77 L YR

0OL-25830-01-J |



| showa<vF

show cts role-based counters W

show cts role-based counters

X DEREA

ATV RTIANLE

AUk E—F

0—/L_—AF77%Aarbn—/, JAL (RBACL) MFHEROREAT —F A% FERL, TC
® RBACL RV > — D eHE#HR % — &R 5HI121%. show cts role-based counters =~ > K& L
7,

show cts role-based counters

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fEpa<v KE—NR

EREDAHA R34y

yy—= EENE
5.1(3)NI(1) Zoowy RMEMESHE L,

ZOavwy REERT 5121%, feature cts =~ > RZffiH L T Cisco TrustSec #fE% A p— 7 LIZd
HLENH Y £, F£7- cts role-based counters enable =~ > K% {#i fl L T Cisco TrustSec 7 7 o #
A RF—TNIZTDHLERNLD 7,

Zohavy R, 4B RINEDHD $HA,

i KIZ. RBACL MaHEMOREAT —4 Ak KxT H0E2RLET,
switch# show cts role-based counters
RBACL policy counters enabled
Counters last cleared: Never
rbacl:ACS_1101_15
permit icmp log [0]
permit tcp log [0]
deny udp log [0]
switch#
BREaTY R avy kR BL
feature cts A A F @ Cisco TrustSec #EREL 1 R — T MIZ L E T,
clear cts role-based counters +_XTOHTLEZN 0TV Y FEND L HIZ. RBACL #izlE#H
VT LET,

cts role-based counters enable RBACL #ZHE#HR A2 1 r—7 LI LET,

| oL-25830-01-J

Cisco Nexus 5000 ' 'J—X NX-OS TrustSec a?> F Y27LYR i



show a2 F |

Bl show cts role-based enable

show cts role-based enable

VLAN [Z%f3 % Cisco TrustSec X = V54 ZA—F F7 72 arre—1L JUZX L (SGACL) A
=T AT —H A& FRT HIZI1E, show cts role-based enable =~ FZ2fEH L £9°,

show cts role-based enable

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 7L

avY kR E—F EEDa~<wy R E—F

avy FER Jyy—x EEANA
5.1(3)NI(1) Toawy REMESRE L,

FEREDHLARSAY oo~y Ridid, 948 RF0EH Y F8 A,

i &Iz, Cisco TrustSec SGACL 38l AT — ¥ A2 R 7T %2R LET,
switch# show cts role-based enable
vlan:102
switch#
BEavT U F avwy R E LT
feature cts Cisco TrustSec #§fE% 4 XF—7 iz LET,

cts role-based enforcement VLAN TOa— )L R_R—ZX 772 arbra—)L J A+ (RBACL)
OEflEA F—T M LET,

Cisco Nexus 5000 1) —X NX-OS TrustSec a<w> K JI7LYR
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| showa<vF

show cts role-based policy W

show cts role-based policy

7' —/3)L Cisco TrustSec Security Group Access Control List (SGACL) & U > —% &9 5121,
show cts role-based policy =~ > FZ{EMA L 7,

X DEREA

ATVRTIANLE

T
I.H
|
™.

avy

show cts role-based policy

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fFEDa~ K E—FK

av Y FEE

EREDAHA R34y

Jyy—2

EERARE

5.13)N1(1)

Zoavry RRBMEnE LR,

Zoawy R, 4B RARBFSLEDHY FHA,

il Wiz, Cisco TrustSec SGACL RV v —%2 K § 5612~ LET,
switch# show cts role-based policy
BEa<YU R avu R A

feature cts

Cisco TrustSec #fE % A F—7 I LET,
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show a2 F |

M show cts role-based sgt-map

show cts role-based sgt-map

7' —/3)L Cisco TrustSec Security Group Tag (SGT) ~ v BV VR EEZRRT HIZIEL, show cts

role-based sgt-map =~ > REMHH L E7,

show cts role-based sgt-map

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avY kR E—F EEDa~<wy R E—F

ATy FEE Jy—2 EENRE

5.1(3)NI(1) ooy RMEMESHE L,

FEREDHLARSAY oo~y Ridid, 948 RF0EH Y F8 A,

#1 Wiz, Cisco TrustSec SGT v v ¥V VR EEFKRT 562~ LET,

switch# show cts role-based sgt-map

BEav> R avw vk E

feature cts Cisco TrustSec #fE % A *—7 M LET,

Il Cisco Nexus 5000 'J—X NX-OS TrustSec A=~ F Y77 L YR
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| showa<vF

showctssxp WM

show cts sxp

Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP) #%7E# 9 5IZiX. show cts
sxp 2~ FEEHLET,

show cts sxp

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

fFEDa~ K E—FK

T
I.H
|
™.

avy

avy FER Jyy—x EEANA
5.1(3)NI(1) Zoawy RpEMESRE L,

FEREDHLARSAY oo~y Ridid, 948230 EH Y FH A,

#1 Iz, Cisco TrustSec SXP R E & E T 562~ LET,

switch# show cts sxp

CTS SXP Configuration:
SXP enabled

SXP retry timeout:60

SXP reconcile timeout:120

switch#
BEa<>F avy kR g
feature cts Cisco TrustSec #fE% A F—7 M2 LE7,

Cisco Nexus 5000 & ') —X NX-OS TrustSec a<> K Y7L R
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show a2 F |

W show cts sxp connection

show cts sxp connection

Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP) #&#ilE e K3 2121,
show cts sxp connection =~ > R&fH L ET,

show cts sxp connection

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avY kR E—F EEDa~<wy R E—F

avy FER Jyy—x EEANA
5.1(3)NI(1) Toawy REMESRE L,

FEREDHLARSAY oo~y Ridid, 948 RF0EH Y F8 A,

fl WIZ, Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (SXP) #E#ilth % £xd 5 H61%
RLET,
switch# show cts sxp connection
PEER IP ADDR  VRF PEER SXP MODE SELF SXP MODE  CONNECTION STATE
192.0.2.1 default listener speaker initializing
switch#
BREOY VR avu R 7L
cts sxp connection peer SXP E T HfiARE L E T,
feature cts Cisco TrustSec f§RE% 1 r—7 M LET,

Cisco Nexus 5000 1) —X NX-OS TrustSec a<w> K JI7LYR
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| showa<vF

show running-config cts W

show running-config cts

FATa 7 4 F 2 L— 3 O Cisco TrustSec i E A K~ T 511X, show running-config cts =~ >
FafmLES,

show running-config cts

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

ATVRTIANLE 2L

avY kR E—F fEZEpa~vy K E—FK

avy FER Jyy—x EEANA
5.1(3)NI(1) Zoawy RpEMESRE L,

FEREDHLARSAY oo~y Ridid, 948230 EH Y FH A,

#1 Wiz, FEfTar7 4 X2 b —3 3 »® Cisco TrustSec SR E & F T 6%~ LET,

switch# show running-config cts

!Command: show running-config cts
!Time: Thu Jan 1 05:33:03 2009

version 6.0 (0)N1(1)

feature cts

cts role-based counters enable

cts sxp enable

cts sxp connection peer 192.0.2.1 password none mode listener

interface Ethernetl/5
cts manual
policy static sgt 0x3

switch#
BIEaT R avw vk SR
copy running-config FITar 7 4 FXal—ra U FEREAX—RNT v a7 4 Fa
startup-config L—yay 7AW ar—LET,
feature cts Cisco TrustSec #fE% A F—7 M2 LE T,

Cisco Nexus 5000 & ') —X NX-OS TrustSec a<> K Y7L R
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show a2 F |

M show running-config dot1x

show running-config dot1x

FITar74F¥ab—aro802.1X REFHEZFK RS HIC1E. show running-config dotlx =~ >
RE[EHLET,

show running-config dotx1 [all]

XD EREA all LR REFABLOT 74V bOERERTLET,
ARVETI4ME L
avy kE—F AZpa~vr K E—FK
avy FEE Jy—= EENE
5.1(3)NI(1) Zoavwy RPBEMEShE L,

EREDHA R4

Zoa<wy REFERTAHEIC. feature dotlx =~ > FAEMFH LT 802.1X Méfe%r A x— 7 T B
EHRHD ET,

Zoavwy RZiE, 4B ARMES Y FH A,

] Wi, FfTar 74X al—va VOREFS 802X FlEFRT 6%~ LET,
switch# show running-config dotlx
BEEaTUF avok BIL]
copy running-config AR —KT T a7 4Xa2lb—ray T7ANVIFEITVAT L v
startup-config T4 F¥al—varifREar—LET,
feature cts A A v F @ Cisco TrustSec #AEE A F—T7 M LET,
feature dotlx AZA v F BT 802.1X HREEZ A R*—T MIZ L E T,

Cisco Nexus 5000 1) —X NX-OS TrustSec a<w> K JI7LYR
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| showa<vF

show startup-config cts

show startup-config cts

X DEREA

ATVRTIANLE

AL = T w7 ary7 4 Fal— a0 Cisco TrustSec X EIEH A FRT 5121, show
startup-config cts =~ RZEH L 7,

show startup-config cts

Zoavy Tk, 5IEELETIF -V —FEdH 0 8 A,

L

fTEDa<wy K E—FK

EREDAHA R34y

Jy—2 EENRE

5.1(3)NI(1) Zoowy RMEMESHE L,

Zoawy R, 4B RARBFSLEDHY FHA,

il WL, AX¥—F T w7 ar7 ¥zl —3 30 Cisco TrustSec HHE TR T HH 2R LET,
switch# show startup-config cts

BIEa<T VR avwo R B
copy running-config FEifrar 74 F¥al—varFREAFA— T v a7 4 Fal—T3
startup-config v 7y AN ar—LET,
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show a2 F |

W show startup-config dot1x

show startup-config dot1x

AF—=D T w7 ar74Fab—ar0802.1X #EHFHEZERT DI2IL. show startup-config
dotlx =~ R&EMMALET,

show startup-config dotlx

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

ATVRTIANLE 7L

avY kR E—F EEDa~<wy R E—F

avy FER Jyy—x EEANA
5.1(3)NI(1) Toawy REMESRE L,

FEREOHLARSAY o<y FEHERTAEIC. feature dotlx =~ REMH LT 802.1X #ERE%E A R — T IZT B 4%
ERH Y FT,

Zoawy RZiE, 4BV RS EHY FEA,

1 WIZ, A=K T w7 arv7 4 X¥al—ar0 801X E@sERTHH %27 LET,

switch# show startup-config dotlx

BEav VR avwy kR HL)
copy running-config EfTary 74X al—YafFRmEr AL — T v ary7 4 X¥al— g
startup-config AN ar—LET,
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