crypto key generate rsa

* crypto key generate rsa, 2 <X—37

Ciscol0S X1 JT 4 a<X K YT7LUR: a7 KFA~C, Ciscol0SXERelease 3SE (Catalyst 3850

21497F)



. crypto key generate rsa

crypto key generate rsa

B DEREA

crypto key generate rsa |

Rivest, Shamir, and Adelman (RSA) F— X7 Z4AkT 5121, Zu— )b a7 ¥ a2l —3
> E— KT crypto key generate rsa =~ > RZ{liH L E9,

crypto key generate rsa [general-keys| usage-keys| signature| encryption] [label key-label] [exportable]
[modulus modulus-size] [storage devicename :] [redundancy] [on devicename :]

general-keys

(EE) 774V P THAF— T BER S
LD EINTHEELET,

usage-keys () 2 oD RSA KB F— =7 (150
W EALRT L 1DV T =F % ~T) WERE
o EoIcELET,

signature (fE5) 7Bk &5 RSA AR —NEL A
FERALR S —I27e D KO ITHRELE T,

encryption (FE75) ER &4 RSA 28R % — 2305 {1 A

ORBHHABF—ICR2 5 X5 I ELE T,

label key-label

(EB) RSA ¥ — X7 DT AR — MBI
Aans4uiziEeE LEd,

X— T ULPIRE SN TWRWEEAIE, L—H
DFERER KA A >4 (FQDN) M SivE
j‘o

exportable

(f£E) RSA F— XT Z)NL—H 2 EDRD Y
AAF N AT AR— N TEH L HITBE
L/iﬁ‘o
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crypto key generate rsa .

modulus modulus-size

(EE) ¥— V2T ADIP A XEHEEL
7,

T 74/ h T, BGER (CA) F—DEV =
FAYPA XL 1024 £y T, HEIND
CAX¥—DTY 2T AT2048 'y FTT, CA
X—DF Y 27 AOHPHIX 350 ~ 4096 £ > K
<7,

G¥) Cisco 10S XE Release 2.4 3 2. O Cisco
I0S Release 15.1(1)T 725, b F—
BAEOR K — P4 X114096 £ k
WIEEENE LIz, 2L VAEiDY
U — A DR X —BAEO e KA
2048 £ T,

storage devicename :

(IE) ¥— A ML —VO8MEEELET,
A ML= TR, ADLFIOBIZIZan > ()
AT ET,

redundancy

(EE) F—MmAZ A CAIZFEMT 5 LD
(CHREL £,

on devicename :

(f£&) Universal Serial Bus (USB) h—7 o,
n—H)V T 4 AT ETZIXNVRAM 72 £, f5
TEENIZT N AT RSA F— T MEKEN
LEDITHEELET, EEOALFIORIZIZAR
> o) BT ET,

USB h—7 v ECTIERLE LD F—IE, 2048 &
FNAFTHLYLENH D £,

aAavY R FI4ILk

aAvU kR E—F

avy FERE

RSA F— XTIIFEELER A,

Ja—nR_) a7 4 F¥al— g

1)1y—2x

11.3 Zoavry RIREASRELE,
12.2(8)T key-label 53BN S 4L E LTz,
12.2(15)T exportable ¥ — U — R8BS E LTz,
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. crypto key generate rsa

EREDHA F‘N/
]

J1)—==x EERNE

12.2(18)SXD Z D3~ K73, Cisco IOS Release 12.2(18)SXD (ZHia &k L7z,
12.4(4)T storage % — 7 — RI5 J W devicename : 51N BME L E LT,
12.2(33)SRA Z Dz~ RN, Cisco IOS Release 12.2(33)SRA ([Z#iA S E Lz,
12.4(1DT storage ¥ — U — NI L N devicename : 515173, Cisco 7200VXR NPE-G2

7Ty M7 —hIZERSNE L,
signature, encryption 35 X (Y on & — 7 — K & devicename : 5|52 H3 80

SNFE LT

12.424)T IPv6 T 27 FA N—EHK (SeND) DY R— hovBmEnE L,

XE2.4 R ¢ —BREDfE R RSA F— A X723 2048 B 25 4096 £ b
WZhRsE S E L,

15.0(1)M Zoavy RBREEINE L7, redundancy ¥—7 — RGBS iU
F L7,

15.1(1T Zoawy RPREBEINE L7, modulus F— 7 — KDOEDOFFHI

360 ~ 2048 B FAyD 360 ~ 4096 B MIILESILE LTz,

G¥)

X2 VT4 EOBBE. ZHCHIIT 27200 ET 7 /7 no—ix, 2T ELThE
T BHTOT A aDORESAIZET 2 HELEFEHOFEMIZ OV TIX,  [Next Generation Encryption
(NGE) J RTA K N—= =% LT EEV,

ZoavwrRE, YATTFARAL A QL—Ep ) ORSAFZT—XT ZAEMT D01 L E T,
RSA F—IIX7 TARENET, 1 DITABRSA F—T, b9 1 DILFE RSA F—T7,

TDavwy RORBITHEIZ, W—ZIZRSAF—NT TICHRE SN TWEEEIL, BENERIN,
BEFEOXF—2HLnF— L BEEHM2 5L 9 RO T 7 IRFRENET,

G¥)

Coa~y FEFTT LN, W—FIZHEAXA MBI TIP FAS CARRESNTNDZ &
ZHEsd L ¥ 9 (hostname 35 X OV ip domain-name =~ > R&fiH) ., &AM BLIOIP KX
A 472 LT crypto key generatersa =~ > RASETTHZ LT TEEHA LRIfFEDOF—
T DR EERT DHEEREET)
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A

crypto key generate rsa .

G¥)

RSAF—RLTNA—FDF— T 2ERTHE, EHF=2T v =/b (SSH) (2L > TRSA F—
NTPERSINDIGERHY £, BINOXF— 71X, SSH OABEHR L, {router FODN
V.server 72 EOLEIBMFIT HivE T, & 2IE. V—F DLHEIN Trouterl.cisco.com] DIGE
L. F—0D4H2Y Trouterl.cisco.com.server] (2720 £9°,

Ioavwry REN—F ar7 4 FXalb—va At FINEYA, ZEL, Zoavr Ricko
THERENTZRSAF—I1T, KRENINVRAMIZ 7 ( X2 L—3 g UAEXIAEN D FEICNVRAM
DFTAR=—F ar74Falb—rva R fFESnEd (=—Flc3RrInEtr, £ 3l
DFNA RN I T v THEENERA) o

G¥)

a7 4 X2 L— 3 VI NVRAM IZBRIE SN WEA, ARk &SN —IXkEOL—Z D
Uo— REFizRbiET,

RSA F— RT7IIZEHHBEF— L NWHEMZT—D 2008 4 FRH V. 2 SHITHEICHHBA T
T, RSAF— 7 24T 284, HHART—FIHBNF—oWnFnna BB+ 5 X9
RO ET,

YBREEx—

Bk R — 2T 5L, RSAF—D2XTARENET, —FHOTE, RirHFRE LT
RSA V7 =F v 2ETDHA L F—F > b F—%# (IKE) AV —THEHAIN, bH—FHD~
TiX, BAESFRE L TRSA S —%2BETHIKERY v—CTHEHINET,

CAIZ. RSATV=F ¥ 2EETAIKERY > —TOHFEH 4. RSA Kb 2 &2EET S
IKERY —TCliIfEficsnEtA (L, BEOIKERY o —ZfHEL, —HDOFRI —IZ
RSAVZ=F ¥ 5#EL, 9 FHFDORY L —ICRSAK LT v AZEETAZLIFTEET)
IKERY > —IZliF DX A 7ORSABEF X2 FEHIT 25681, oA —24AkLET, FF
HRARS—ZMHAT L, EF IRV BIIRBEIN LS 2D ET EEABS—2HEH LW
A, 1 OO —0NEHOFEITRITMEHAEIND 720, FOXF—NERENLEHRENEL 2D
ESr IR

NRABMF—

MWHBRF—%24AKTHE, RSRAF—DIXTETERSNET, ZOXTIE, RSAV I =F
F 72X RSA KL —D T EIRTET HIKERY —CHEASHET, Lizn->T, LA
H— X7 1%, FRRHR S — X7 L0 LB SRS iR H Y £5,
ZHTEDF— X7

key-label 51302 i L CARIT & DF— T Z AT 5551, usage-keys ¥ — U — NE /(%
general-keys ¥ — UV — RZ$5ETOMENH Y £7T, AR EOF— T 2T 2L, HED
RSA ¥ — X7 & FFOZ L 3AREIZZ2 Y | CiscolOS Y7 hU =T N7 AT T 4 7 4 iHIFE T L
WCRIp DX — T BfFFcE 9,

EVASRE
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. crypto key generate rsa

RSA X —%AHKT DL, EVa2TAREANTDHEIITKROONES, FV2T7ARNPRVE
EL B8R a U T o RINTeD E7, 2L, BV 2 T ARPEWI EAMITERMZ 000 (R
DRDOLERKFFH OB 22 M) | T2 DI £7,

x1: EVa5ARITE D RSA X —DEFFRE DB

JL—4A 360EY + 512w + 1024 Ev + 208 Ew b~ (&%
x)

Cisco 2500 11 % 20 seconds 4455 38 1 B L. =

Cisco 4700 1 BhATf 17 47 50

CiscolOS V7 o =71, 4096 By F XD KREWEY 2T ATV AR—FLFEHA, S12E Y FR
MOE X, EEEHERINEYA, BV 2T ANEN L IKE CEUICHEE L WEAERH AT
O, el 2048 Y U FEDEY 2T RAEMEHTAZ L2 HER L F4,

A

G¥) Cisco IOS Release 12.4(11)T DR TlX, K 4096 B hETOET DA RSA F—DF T =
T AEN BRI R— SN E T, WERSAF—DHRKEY 27 AEIL4096 £ - T,
LMo T, W—ZPERETZITA VAR — N TE S RSA FE X —ORKRA XX, 4096 &
NCd, 7272 L. RFC2409 TlE, RSA HFBA{LORE F—D YA X% 2048 £ > kLU FITHIFR
LTWET, CAICKHLTHIESNSGEY 2T A1T2048 B by, 7 T4 7 2 MK L CHELE
INDHBEY 2T A1F2048 > T,

RSA ¥ =M b— Ry = TIZ Ko TARIND & 1%, BMOFIRAEH SN L5503 0
F9, 7=& Zi1E. RSA F—7% Cisco VPN Services Port Adapter (VSPA) |2 X » THERSINDEGA
3. RSA F—DEFEV 2 7 ADF/MHEIL 384 B M T, 64 DFHTHLINLENRH Y £,

RSA ¥ —DORESZATORE

crypto key generate rsa =~ > R % storage devicename : % — 7 — B X OF[#THRITT 25 L. RSA
IR EINTT AL ABRIFEEINE T, ZOEFTIL, crypto key storage =~ > K D% EIHE
FLET,

RSA ¥ —%4£EMT 5 T/\1 ADEE

Cisco 108 Release 12.4(11)T LABED U UV — A TiX, RSA ¥ —% AT 57T A A FEETEET,
FR=FENTNDHT /A AZ1E, NVRAM, 22—V 5 4 A7 BELOUSB h—7 b0 £
o N—HITREFHTHHARE/RR USB h—2 v 3& 5546, USB h—27 ik, ARL—U 7
WA R TR FT A ZRE L THENT 226 TEET, USB h—2 V& S{LT A
2L LTHRT2E, F—2 0TI LTy vy LOXF—ARL, B4, Rkl & O RSAEMEL EIT
TEET, BEXF TR LTUSB h—2 v bilinE 2o THEY, =7 AKR— FTEEH
o BBF—IF= 7 AR — FA[RETT,

on devicename : ¥ — 7 — FB X O IEAMHHT 2 & REWFHOFIHAIREZ2 USB F—727  TRSA
X—NERINDEGERHY £9, USB h—7 v BIZHEET 2% —1%, ERSNTBMETRN—72
DK IR EGITNRAFE SN E T, USB h—7 U THERI N D F—DHIL, M FTRE/R%E X
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crypto key generate rsa .

T L > THIR SV ET, USB b—727 TR —Z T 5 & T ATREZR 42 E sHIR 25
I WDOA =V RNERENET,

% Error in generating keys:no available resources

F—DOHIBREIEEIT ) &, b—27 VRTFSN TV D X —1T, KERNREEGIT D 12725 ICH
frENET (=27 EIZHEEEL TWRWF—E, copy E7IXEIICHET D a~> RBRREITS
LE. b= VUNDRE G TRAFPHIBRDMTOILET) &

USB b—7 > OFREDFEMIZ W TIE,  [CiscoIOS Security Configuration Guide, Release 12.4T] @

[Storing PKI Credentials] OFEAZSMM L TSV, F—27 2 EDORSAZ LT v ¥ )L OEHD
FEMIZ DUV TIE,  [Cisco 10S Security Configuration Guide, Release 12.4TJ @ [Configuring and
Managing a Cisco 10S Certificate Server for PKI Deployment] D FE xS L T 720,

FINA ATDHDRSA T—DERMEDEFBDIETE
T AR— FNARERGAICTE T, BMFOX—OIEMEEEETCE £,

WIZ, Tms2) &9 T~LDUSB h—727  CTOIM 1024 £y b RSA ¥ — X7 DAL, Zh
ELEBICERENDHER TV DT Ny X7 A=Y OfZRLET,

Router (config) # crypto key generate rsa label ms2 modulus 2048 on usbtokenO:
The name for the keys will be: ms2

% The key modulus size is 2048 bits

% Generating 1024 bit RSA keys, keys will be on-token, non-exportable...

Jan 7 02:41:40.895: crypto _engine: Generate public/private keypair [OK]

Jan 7 02:44:09.623: crypto engine: Create signature

Jan 7 02:44:10.467: crypto_engine: Verify signature

Jan 7 02:44:10.467: CryptoEngineO: CRYPTO ISA RSA CREATE PUBKEY (hw) (ipsec)
Jan 7 02:44:10.467: CryptoEngine0O: CRYPTO ISA RSA PUB DECRYPT (hw) (ipsec)

T, Tms2) EWH T-ULRMITF O, h—2 v EOF—2REEIHHTE £,
I, Bk RSA F—2 KT 202~ L ET,

Router (config) # crypto key generate rsa usage-keys

The name for the keys will be: myrouter.example.com

Choose the size of the key modulus in the range of 360 to 2048 for your Signature Keys.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus[512]? <return>

Generating RSA keys.... [OK].

Choose the size of the key modulus in the range of 360 to 2048 for your Encryption Keys.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus[512]? <return>

Generating RSA keys.... [OK].

WIZ, U HE) RSA F—Z2 AT 502" L ET,

G¥)

kMg — LA AT —OmGITERTEEEA, WIh—HETEAERKTEET,

Router (config) # crypto key generate rsa general-keys

The name for the keys will be: myrouter.example.com

Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose
Keys. Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus[512]? <return>

Generating RSA keys.... [OK].
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crypto key generate rsa

Wiz, LA B RSA F— X7 lexampleCAkeys) % /ERT 2012~ E£7,

crypto key generate rsa general-keys label exampleCAkeys

crypto ca trustpoint exampleCAkeys
enroll url
http://exampleCAkeys/certsrv/mscep/mscep.dll
rsakeypair exampleCAkeys 1024 1024

I,

lusbtoken0:] @ RSA ¥ —D{RELFTA ltokenkeyl | (ZHEET HHZ R LET,

crypto key generate rsa general-keys label tokenkey1 storage usbtokenO:

KIZ, redundancy X — 7V — RZfEET L0121~ L ET,

Router (config) # crypto key generate rsa label MYKEYS redundancy

F— DL T MYKEYS (2720 £,

HHBBF—DF%— T 2T ADH A X% 360 ~ 2048 D

HIPHCEIRL £,
Boahmndmand ) £7,
How many bits in the modulus [512]:

512 LV KREWH A XDF— FV 25 REBIRUT-BAITAERKIC

% Generating 512 bit RSA keys, keys will be non-exportable with redundancy...[OK]

av Uk

Bl

copy

¥iHE EXEC & — R Ceopy 2~ > R&EMHAL T,
EEIPORIC T 7 A Ve ae—LET,

crypto key storage

RSA ¥ — X7 DT 7 4 ) b ORES T % 3¢ E
LET,

debug crypto engine

T DT AT ANy S A =V a R
RLET,

hostname

Xy hT—7 = ROKA N EREEITE
ELET,

ip domain-name

FITFIVED RAAL 4% TEFR LT, RIEHD
RA NG (Ky M 10 LT CRRiian T
WRWAARETD SRR L E T,

show crypto key mypubkey rsa

N—H D RSAANRHF—2RRLET,

show crypto pki certificates

PKIFEWT . RRGER. 35 £ OV HREN 251
T tRE TR LET,
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