authentication command bounce-port ignore ~
auth-type

* authentication command bounce-port ignore, 2 ~—3/

* authentication command disable-port ignore, 4 ~X—3°

* authentication control-direction, 6 “X—73°

* authentication event fail, § ~X—

* authentication event server alive action reinitialize, 10 ~X—°
* authentication event server dead action authorize, 12 ~X—°
* authentication fallback, 14 ~—

* authentication host-mode, 16 ~X—/

* authentication open, 18 ~—

* authentication order, 20 ~X—7

* authentication periodic, 22 ~~—3

* authentication port-control, 24 ~—<3

* authentication priority, 26 ~—3/

* authentication timer inactivity, 28 ~X—3°

* authentication timer reauthenticate, 30 ~X—7°

* authentication timer restart, 32 ~X—3

* authentication violation, 34 ~X—

* auth-type, 36 ~<X—
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authentication command bounce-port ignore ~ auth-type I
. authentication command bounce-port ignore

authentication command bounce-port ignore

JL—4 3 RADIUS #FA[Z % (CoA) bounce port 2~ > RAMG T2 X HICHET DHITIL, Fe—
sV 2T 4 F 2 L— 3 > F— KT authentication command bounce-port ignore =~ > R %
ALEd, 740 AT =X ACETIZIE, Z0a~vy Koo EXREZHHALET,

authentication command bounce-port ignore

no authentication command bounce-port ignore

B DEREA ZOawy FIESIBELITF -V —FNEH Y A,

AXETIAHILE L — % RADIUS CoA bounce port =¥ ¥ R& 517 ANET,

avY R E—F Jsua—sN)LarZ4Xal—vay
A%~ FRE yy—2 EERE
12.2(52)SE Zoa~vry RBREAINE L,
12.2(33)SX14 Zma~r KA, CiscolOS Release 12.2(33)SXI4 124 S E L
7
15.2(2)T ZDa~wy RS, CiscolOSRelease 15.2QQ)T IZHEA SN E LTz,

HERALEDHA FS 4> RADIUS CoA bounce port =+ > K73 RADIUS H— "1 HiEEE N5 &, @il — K TY 2707
FoTNRERELET, ZOME., ZOR— ML TWD | SERITEBORR b, 44
FTIvIARANar74¥al—rar7r ha (DHCP) OFRIAT=— g UBBEN
£79. ZOWRBIEL. VLANOZEENRH Y | ZOFEFEAR— MIBET 2B AR T 5 A =X L5
RWTRA R (Y BRE) By RARA 2 FOGEITHET D REEDNH Y 77,
authentication command bounce-portignore =~ > KiX, /L —# 73 RADIUS CoA bounce port 2~ >
REZMMA L, BFEAR— MIER SN TWARA MDY 7 77 v TORAEES L IICREL E
7
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authentication command bounce-port ignore ~ auth-type

il

av

authentication command bounce-portignore ]

RIZ, /L—4 53 RADIUS CoA bounce port 2~ > REMEMT 25 X 9 ICRET 2012~ LET,

Router (config) # aaa new-model

Router (config) # authentication command bounce-port ignore

S

avU kR

351

authentication command disable-port ignore

JL—4& 73 RADIUS #—/30 CoA disable port =
VU REBEHETLLOICRELET,
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authentication command bounce-port ignore ~ auth-type
. authentication command disable-port ignore

authentication command disable-port ignore

Jb— % IR RADIUS % — SDFFA[ZEH (CoA) disableport =~ R&Z MM G2 L HITRET DI
Jua—s)L 37 4 F 2 b—3 3 F— KT authentication command disable-port ignore =~ >~
FEMEHLES, 774/ b AT —=FAZEFIE, Z0a~vr Fone B2 HEALET,

authentication command disable-port ignore

no authentication command disable-port ignore

B DEREA ZOawy FIESIBELITF -V —FNEH Y A,

AYV KR TIAHILE L—% 5 RADIUS CoA disable port 7+ > R &5 ANVET,

avY R E—F Jsua—sN)LarZ4Xal—vay
A%~ FRE yy—2 EERE
12.2(52)SE Zoa~vry RBREAINE L,
12.2(33)SX14 Zma~r KA, CiscolOS Release 12.2(33)SXI4 124 S E L
7
15.2(2)T ZDa~wy RS, CiscolOSRelease 15.2QQ)T IZHEA SN E LTz,

ERAEDHA FS4 2 RADIUS #—/30 CoA disable port 7+ > REFE(TT5 &, By iarahRA ML TWAHRIA—

FEEMICY Yy M ERET, ZORE, By a3k TLEd, —F 7 RADIUS
B —/30 CoA disable port 7~ > FAHEMR L, Z OFEFER— F OFFER— P B L OZDOMOFR A b
UM S 72 K 9 IZERET 5121, authentication command disable-port ignore =~ > K % {ii Ff
LET,

il

WIZ, /L—4 D% CoA disable port 2~ > REMEMT 25 X O ICRET S22~ L ET,

Router (config) # aaa new-model
Router (config) # authentication command disable-port ignore

[l CiscolOSEXa!T4 a7 FYTF7L2UR: a2 KA~C, Ciscol0SXERelease 3SE (Catalyst
3850 R A v F)



I authentication command bounce-port ignore ~ auth-type

authentication command disable-portignore ]

avyU R

BLL

authentication command bounce-port ignore

JL—4 53 RADIUS H#—/30 CoA bounce port =

<Y REBEETD IO

IRELET,
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authentication command bounce-port ignore ~ auth-type

B authentication control-direction

authentication control-direction

R— l\@quﬁi‘Uﬁﬂ@ﬁﬁ’i’ ﬁiﬂ‘é—é I, AV F—T =4 A 3/7/]’3?‘21/“—“.\/5/3&“—}\'(

authentication control-direction =~ > FZHFH L EJ, T 74/ FREIZETITI
Ko no FEXEMEHAL F7,

authentication control-direction {both| in}

no authentication control-direction

BX D5 both H— FCHHHEIEE A 3 — T LET,
in A— N CHGmEEE A x—7 Mz LET,
ARV R TIHILE R MIRFAE— FICRESNTWET,
avY K E—F AVE—=T A A AT 4F a2l —3 3 (config-if)
A PR Y y—2 LENE
12.2(33)SXI Zoawy RREAINE LR,

ERALDAA K54 > [EEE 802.1x H2#E/E, nonauthenticated 7 7 A 7> &%y hT—2 VY —2AMO T 7 4 v 7 %
Tay 7 LI EEINET, ZhE. nonauthenticated 7 T A T b IRA—k LT 4 r—4
PSHDFR Y b U =2 EOT A A LBETERNT &%i%bij— U oN— 20t true T, 277

L. A= F2EGEHIER—FE LTRESN TV LA ZREET,
BARRT—k

mm&umﬁﬁi */FU T EDOTARA AN T TAT v e TEE) LT I7A4T7 v MHE

FAEEINET S L o lc, BEIjal#EAR— 2 EF L FE 3, authentication control-direction in =~
Y REFHLTHAR—FEHEAFMICHRETDIE, A= NMNIAR= IV )= T3 T =T 4T A
TFT—hRIEBEIN, 2y "NT—7 FEOF A AN 54T FZiEs8) L CHlRBImICHRIEZ{To

L ENFASNET,
BARMRT— K

[l CiscolOSEXa!T4 a7 FYTF7L2UR: a2 KA~C, Ciscol0SXERelease 3SE (Catalyst
3850 R A v F)



I authentication command bounce-port ignore ~ auth-type

authentication control-direction B

authentication control-direction both =~ > FZfiH L THR— &2 EFRIZEET H &, A— b~
DT 7 AREHFRATHE S NET, ZOHE. F— MINTry hEEZELETA,

1 WOFITIE, WEAEIEEZ A R—T T 5 HEEZRLET,

Switch(config-if)# authentication control-direction in

I, BT % A 2= 7 M T DB %2R LET,

Switch(config-if)# authentication control-direction both
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authentication command bounce-port ignore ~ auth-type I
[l authentication event fail

authentication event fail

=Y T LT Uy LRI SN & & OFRFET T — % AuthManager 2SLEL 95 HFIEA R ET
HliZ,. A v HF—T 2 A AT (F a2l —3 3 F— KT authentication event fail =~ N %
FEALEST, T74/0 FREICETICE, Z0a~vr Ko ne BXEHEH L £9,

authentication event fail [retry retry-count] action {authorize vlan vian-id| next-method}

no authentication event fail

WX DR retry retry-count () RAMEHNCKIE LI IR SN

FORE T DRz FRE L £ 7,

action RERZ—F 7 LF oo v M L - TERAEN K
LT BICETT AT 7 a v ERELET,

authorize vlan vian-id FREOFA TR L=z, R— bk OFIRfT &
VLAN Z7Frl L £,

next-method FREEDFAT N R L2 IO S35 IR ODFR
FEAFREZRELET, Wi AFRDIERFIX
authentication order =~ > RIZ X » THE XN
F7,

ARUER T4 BERIRYIORITARK L% 2 FEfTS L E T,

avY kR E—FK AVHE—T A A A7 4 Fa2lb— 3 (config-if)
A FER Yy—2 EENE
12.2(33)SXI Zoawy RREAINE L,

FEREDHA FSA4Y dotlx BRI, ZORBIRBOXA THL T F ) o I TXES,
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I authentication command bounce-port ignore ~ auth-type

il

2

IS

authentication event fail B

WIZ, FRRERATIC 3 EIRI L 72, A — M AHIIRfT & VLANIZEID ¥ ToHND L HITHRET 24

ZRLET,

Switch# configure terminal

Enter configuration commands, one per line.
Switch (config) # interface gigabitethernet0/3

End with CNTL/Z.

Switch (config-if)# authentication event fail retry 3 action authorize vlan 40

Switch (config-if)# end

avU kR

5158

authentication event no-response action

RARDPIGELRWZ S L 0 FRGER R L 72
BRI ETT AT 7 a v RIEELET,

authentication order

RATT 2RSS RDIEFEZHE L ET,
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authentication command bounce-port ignore ~ auth-type I

B authentication event server alive action reinitialize

authentication event server alive action reinitialize

BXDEREA

AR R TFIAILE

aAvU R E—F

avy RERE

FEREDHA FS1 Y

1

VIRNIBEEERRRTE o T2785E, #Fvl. 7D T 47 (AAA) T —"0MERFRRIZ e o 7235612,
FFAl S 472 Auth Manager &> &3 U AL T 51C1E, A v —T =2 XA a7 4 Falb—
g v F— R T authentication event server alive action reinitialize =~ > FZEH L x4, T 7%
L RREICETICE., Z0avr RO no BREHEH L ET,

authentication event server alive action reinitialize

no authentication event server alive action reinitialize

Zoa<wy RIIBIEELIIF—U—NIb A,

Ty va VITEVEEENER AL

AB—TxzA A AT 4 F 2l —T 3 (config-if)

Yy—2 LEAE
12.2(33)SXI Zoavwy RPREANSNE LT,

VAR BN EARBET. o 72 AAA VP — "N AIREIZ 72 o 72 85& 1%, authentication event server alive
action reinitialize =~ FEZHFH L T, T3ty v a Ry LET,

WIZ, LN BEARRETZ > 72 AAA Y — A"DME ATREIC R o To B, FFrlSnct vy v U
Wb s KO ET 202" L £,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface gigabitethernet0/3

Switch(config-if)# authentication event server alive action reinitialize
Switch (config-if)# end
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I authentication command bounce-port ignore ~ auth-type

authentication event server alive action reinitialize B

avyU R

BLL

authentication event server dead action authorize

AAA P — PR BFERREOLAIC, STz
tova OB FEEAEELET,
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authentication command bounce-port ignore ~ auth-type I

B authentication event server dead action authorize

authentication event server dead action authorize

BXDEREA

FORE. FFRI. TAHU T 47 (AAA) Y — 3R BEAREEIZ 72 - 72354512 Auth Manager & > & =3
VETRTHIZE, A =T A A AT (Fa 1/*—“/5 Ve ]\“Cauthentlcatloneventserver
dead action authorize =~ > FZH L 3, 774/ MHEICKETIZIE, ZOa~2 RO no ¥
AEfHLET,

authentication event server dead action authorize vlan vian-id

no authentication event server dead action authorize

vlan vian-id FREEORIT N R L7211, AA— N OFIRf =
VLAN Z&#FA] L £7,

AR TIHIE

ATV R E—F

avy RERE

FEREDHA K4

1

Ty va EEFTENER A,

AVH—Tx2A AT 4 Falb— 3 (config-if)

Yyy—2 LENR
12.2(33)SXI Zoavwry RpREASE LK,

AAA — \DMFEHTE 7205 T% . authentication event server dead action authorize =< >
AL CEy Y a VEHFRAITEET,

WIZ, AAAT— A RBEARFRIZR S TZHAIC, A— B VLANIZEI D Y ToND L O ICHEET S
Bl R L ET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface gigabitethernet0/3

Switch(config-if)# authentication event server dead action authorize vlan 40

Switch (config-if)# end
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I authentication command bounce-port ignore ~ auth-type

authentication event server dead action authorize B

avyU R

BLL

authentication event server alive action reinitialize

PIRNIBEAGETS - 72 AAA Y— )3 H Al BE
WZihpole b XC, szt y v a v EHY
ML £,
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authentication command bounce-port ignore ~ auth-type

B authentication fallback

authentication fallback

BX DA

AU R TIHIE

AR E—F

avy FERE

FEREDHA KS4 Y

1

Web JBGE 7 4 — /Ny 7 FHREA R —TNWIZTHIZIE, /A X —T 2 A AT 4 Fal—3
> &— KT authentication fallback =~ > FZfHEH L E T, WebilfE7 +— Vv 7 &T &—
TMCTBHITIE, Z0a<wy RO ne BRE2HEH L ET,

authentication fallback fallback-profile

no authentication fallback

fallback-profile WebiBilE 7 4 —/V/Nw 7 a7 7 A VDA,

Web FGE7 &+ — /LNy 7134 =T TEH Y T A,

AV B =T 2 A AT 4 Fa2lb— a3 (config-if)

)= EENE

12.2(33)SXI Zoavwry RREAINE L,

152(2)T Z P~ RN, Cisco I0S Release 15.2(2)T IZHEA SN E L
77

Web #R3E 7 +—/L 8w 7 a7 7 A4 )V EIRTET HIZ1L. authentication fallback =~ > RZ&{#FHH L
£9, a7 A IVOEMERRET S, fallback profile =~ > &AL £,

WIZ, R=PMZT7 =Ny 7 TuaT7ry A NVEfRET D0 ZRLET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface gigabitethernetl/0/3

Router (config-if) # authentication fallback profilel

Router (config-if) # end
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I authentication command bounce-port ignore ~ auth-type

authentication fallback B

avyU R

BLL

fallback profile

Web

WRED T 1 7 7 A NV EFRE L ET,
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authentication command bounce-port ignore ~ auth-type I
[l authentication host-mode

authentication host-mode

RABROHIEIR— b ~DT 7B R EHFATHI20F, AV F—Tx2A AT 4 Xal—ray
“&— K C authentication host-mode =~ > FZHH L F T, T 74/ FREIZRETIZIE., ZDa~
Y RO no X EHHLET,

authentication host-mode {single-host| multi-auth| multi-domain| multi-host} [open]

no authentication host-mode

*ﬁngﬂﬂﬂ single_host T%L’a: 1 00)7 :7‘/]) 7 Ve }\ fiaj‘ 7j§ﬂ‘\ob_‘ }\ ‘Caﬁ%ﬁ‘@

EHLDITHRELEY, HEDZ FA4T 2 hin
RSN HE, EXa VT BRI ELE

—g—o

multi-auth WIWEH DI TA T ERAR— N THRIAETE S
Lo ELET,

multi-domain RA A (DATA£7-1XVOICE) Z &iz, —F
12D FA T METNRRIETEDH LI
BELET,

multi-host BUIDT T4 T MINFRFESND &L LR

DFTRXTCDIITAT LV "DOT 7 BANHFREN
HEIICHEELET,

open (EE) A—FPE KOTHEELET, oF
D, 77 EARIRTH D E£HE A,

ARVETIHIE K b DT 7R AFHTERTOES A,

IRV R E—F A B =Tz X a7 4 Fal— 3 (config-if)
av Y FERE Jy—=x TEAR
12.2(33)SXI Zoavry RpEAINE LT,
15.2(2)T ZDa~r RS, Cisco I0S Release 15.2(2)T IZHAINFE L
76
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I authentication command bounce-port ignore ~ auth-type

FRLEDHA KS14 Y

1

BEEa~Y

authentication host-mode B

Zoa<y REfEHAT 5H1IZ, authentication port-control =~ > K% & — 7 — K auto T T2
WEN B Y ET,

multi-host E— R Ti{X, TRTORRA DRy NT—2 T EARFAIIND LS, Hhish
TRA RO B 1D N IEFICHSNDMLERHY £T, R— DB EFAIAT — MIRoTe
Bh (FRBAEN LI U7-354A . %7213 Extensible Authentication Protocol over LAN (EAPOL) -Logoff
Ay —VEZELESLE) X RSN I_XTOI IA T bRy bV =2 T 78 A%
LINET,

KIZ, multi-host E— R CREGEE A R — T W T BHH %2R~ LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface gigabitethernet2/0/1

Switch(config-if)# authentication port-control auto

Switch(config-if)# authentication host-mode multi-host

IS

av YR 5 BA

authentication port-control AR —T A AETHIEREFRLET,
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[l avthentication open

authentication command bounce-port ignore ~ auth-type I

authentication open

B DEREA

AU RTIAIE

ATV R E—F

av Y RERE

EREDHA K4

il

IDR—TE—T U TIRREARZ—TWIT DL, A F—T 2 A AT Fal—
3 » &— R T authentication open =~ > RZEM L ET, ZOR—FNTH—T T ER%
F4E—TMITBITIE, Zoawr FOne JEREMH L E7,

authentication open

no authentication open

ZOawy FIESIBELITF -V —FNEH Y A,

T4—=T N

AHE—TxA AT Falb— 3 (config-if)

J1)—=x EHEAR
12.2(33)SXI Zoavwy NPV R—FINDLIITD FELT,

=T T IR RAEBGRAT S L, RIEEOFEITHNCY A4 T NEZIFT AL ANFE Yy NU—7(Z
T EATEET,
show authentication 554 EXEC =~ REZANTHZ LTk, REZMHER T ET,

ZOa< RiE, A— MIx L T authentication host-mode session-type open 7 & —/N)L =2/
T4Xal—varyavry REIDLELEINET,

WOBTIE, R— ML TA—T > TV BAZA F—T N THHEEZRLET,

Router (config-if) # authentication open
Router (config-if) #

ROBFITIL, A= ML TA—T > T BREZA =T NVIZT D HEEZRLET,

Router (config-if) # no authentication open
Router (config-if) #
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I authentication command bounce-port ignore ~ auth-type

EpE g

~

authenticationopen [

XS

avyU R

BLL

show authentication

BA~ 3 — Vv BRE T LET,
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authentication command bounce-port ignore ~ auth-type I

B authentication order

authentication order
N— kT Auth Manager 737 74 7 > b OBFEZ AT T 2T 2B ET 212X, A1 F—T7 A A
a7 4 ¥ 2 L—13 3 F— KT authentication order =~ > REZHLET, T 74/ hOR
HEEFFICRETICIE, Zoavy Rono BREMHLET,
authentication order {dotlx [mab| webauth]| [webauth]| mab [dot1x| webauth] [webauth]| webauth}

no authentication order

BX DN dot1x IEEE 802.1X WAL & 575 L £ 7,
mab MAC N— 2 DFRZE (MAB) ZfELFET,
webauth Web X— A DFFEEFRE L E T,

ARVRTIAILE  F 740 NOFEEFNEFIE dotlx, mab, 35 X O webauth T3,

O R E—F AVH =Tz A A7 4F¥al— 3 (config-if)
v PR YuU—2 LENE
12.2(33)SXI Zoavry RREASNELE,
15.2(2)T ZDa~y RS, Cisco I0S Release 15.2(2)T IZHAINE L
77

HERAEDH A K542 authentication order =~ > R&MEH LT, F7T 2RI RAIRIICIEE L, ZOETT2E
FEIEELET, FFRITELFITY X MIASNTEET, webauth DZICHRE U X 452

LT EEA,

1 WIT, R— MIBIHET ZRET D612 R L ET,

Router# configure terminal
Enter configuration commands, one per line.
Router (config) # interface fastethernet0/1

End with CNTL/Z.
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I authentication command bounce-port ignore ~ auth-type

authentication order B

Router (config-if)# authentication order mab dotlx

Router (config-if) # end

Router#

BEEav >R T

BLL

authentication priority

R— N CTOBEHTROTF7A AV T 4 ZFREL
i‘a‘o
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authentication command bounce-port ignore ~ auth-type I

[l authentication periodic

authentication periodic

Y

R— hOHBFEERIEZ A R —T WMTTDITIE, A 2 — 7I4x:/74#;v~ya/%~P
“C authentication periodic =~ > FAEHLET, T4 =7 MTT DI, 2D~ RO no
EXEHEHRLET,

GE)

BXDEREA

AR R FIHILE

aAvU R E—F

avy FERE

EREDAARZA

1

Cisco IOS Release 12.2(33)SXI 7%, dotlx reauthentication =~ > K73, authentication periodic
avy FICES#MAONE LT,

authentication periodic

no authentication periodic

ZoOa=y FIZEBIEELEEF—TY—FEH EH A,

HREHTIT 4 E—7 ISR TWET,

AH =Tz A A7 4 Fa2lb— 7 (config-if)

J)—=x EEANAE

12.2(33)SXI Zoavry RREASNELE,

15.2(2)T ZDOa~y R, Cisco I0S Release 15.2(2)T IZHA SN E L
7=

“l‘ kD BEVFERRAEE A *— 7 VI T HIZ1E, authentication periodic =~ > R&MH L E3, H
SREFORITHINE Z 3% &3 5 121%. authentication timer reauthenticate =~ > RZ i L £,

WIT, HRSREZ A R —7 W L, @ATRHIIRZ 1800 BT ET 282~ L £7,

Switch (config)# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface fastethernet0/2

Switch (config-if)# authentication periodic
Switch(config-if)# authentication timer reauthenticate 1800
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I authentication command bounce-port ignore ~ auth-type

authentication periodic  [JJjj

avyU R

BLL

authentication timer reauthenticate

FFAI AR — O FRREORITHR 28 E L 3,
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authentication command bounce-port ignore ~ auth-type I

[l avthentication port-control

authentication port-control

MY

HIEAR = FOFFAIAT — hERET DT, A v F—T 2 A3 T 4 Fal—YarE-FT
authentication port-control =~ > FAfiHI L £7, &A— Mil#ELT + E—7 M3 2I12iE, 2
DA<y RO ne BAEMEHLET,

G¥)

BXDEREA

AR R TFIHILE

AU R E—F

Cisco I0S Release 12.2(33)SXI 725, dotlx port-control ==~ > K75, authentication port-control
avy RICEEWHZ bE LT,

authentication port-control {auto| force-authorized| force-unauthorized}

no authentication port-control

auto A= FR—RADOWFEEA F—T M LET,
N— MIEFFAI AT — N CHA L, A— MEH
TEZAE T& 5 DI Extensible Authentication
Protocol over LAN (EAPOL) 7 L —A721) T
7

force-authorized A H—T7 A ADIEEE802.1X T 4 & —7
ST L, FRETER O Z L EHTIT, A—
NEFFRIAT — MIERLES, A— NIz 7
AT hEDB2IxN—ARFEAATOT I,
HWORNT 74y kZELET,
force-authorized ¥ — 7 — K37 7 /v h T,

force-unauthorized I TAT RN OFGERIT A2 TS TR L
AN— b &R TR A7 — MIERE LT,
DA E—T oA ARHDOTRTOT 7 A
EHESLET,

A MRS RO LTI A SET

AH—T A A7 4 Fa2lb— 3 (config-if)

[l CiscolOSEXa!T4 a7 FYTF7L2UR: a2 KA~C, Ciscol0SXERelease 3SE (Catalyst
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avy RERE

authentication port-control B

)1)—= TEAR

12.2(33)SXI Zoavwr RPN EASRE L,

152(2)T Z@da~w K73, Cisco IOS Release 15.2(2)T IZ#A SivE L
77

FERAEDAA RS4 Y K NHIEORE 2R T 51215, showinterfaces 2~ > REFEHT A0, T4 A7 LA D802.1X

1

Port Summary &7 33 @ Status 7 7 L% LE T, enabled A7 — & AL, AN— MlEH{ED
auto F 721 force-unauthorized IR E SN TWNDH Z LA B L ET,

R—=brDY 7 AT = BE T NLT v FZBITT 50, £721% EAPOL-Start 7 L — A% %43
THL, BT ANRBENET, VAT AII TA T FOBBIEREERLT, 7 TA4
TR — B THIEA v =T D) L—F BB L £,

WIZ, 74T FOFRAIAT —ZANEFET BB AL > TRESND LI ET 2~
ROBlZRLES,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface ethernet0/2

Router (config-if) # authentication port-control auto

avw R i BA

show interfaces HIEAN— F O AT — F 2R ELET,

Ciscol0S X1 JT 4 aX K YT7 LR : a7 KFA~C, Ciscol0SXERelease 3SE (Catalyst 3850
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[l authentication priority

authentication command bounce-port ignore ~ auth-type

authentication priority

BX DA

AR TIAIE

aAvU R E—F

avy FERE

FEREDHA K4V

1

R—= N CRIAFRDOTFAF VT A ZEST DT, A v F—T=Af R AT 4Xab—a
“&— R T authentication priority =~ > FAEHLET, 774/ MIEDIZIE, no XD~
Y REMEHLES,

authentication priority {dotlx [mab| webauth] [webauth]| mab [dot1x| webauth] [webauth]| webauth}

no authentication priority

dotlx IEEE 802.1X f8REZFEE LE T,
mab hdA(jf\““;za>munﬁ%ffgﬁ§Lxgijﬂ
webauth Web X—ZADFFEEEE L ET,

FTIHN DT TA A YT 4B dotlx, mab. I L webauth T,

AHE—=T xR AT 4 Falb— =z (config-if)

)1)—2R EEAR

12.2(33)SXI Ioavry RREASHE LT,

15.2(2)T ZDa< R, CiscolOS Release 15.2Q)T IZHEA I NE L
776

authentication order =~ > N, FiE R EZF T T DIEFZHBELET, ZNEIT 740 RO
TAFIVTHNATT, T74NMOTITAF VT 1% EEXL, BT TAF VT 4 OFRDBGFE
AEFROFEITICEID AT Z L ZFF A9 5121, authentication priority =~ > R&fH L £,

WIZ, BN— b CRIERF EBEDO T T A AV T 4 OFRTEIMHEHT D~y ROflEZRLET,

Router# configure terminal
Router (config)# interface fastethernet0/1

[l CiscolOSEXa!T4 a7 FYTF7L2UR: a2 KA~C, Ciscol0SXERelease 3SE (Catalyst
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EaTUR

Router (config-if)# authentication order mab dotlx webauth
Router (config-if) # authentication priority dotlx mab

(
(
Router (config-if) # end
Router#

authentication priority  [JJJj

avy kR

35158

authentication order

AR— T AuthManager 37 7 A 7 > b ORFEE
RITT2IEF A RRELET,

Ciscol0S X1 JT 4 aX K YT7 LR : a7 KFA~C, Ciscol0SXERelease 3SE (Catalyst 3850
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authentication command bounce-port ignore ~ auth-type I
[l authentication timer inactivity

authentication timer inactivity

T 77 4 7 7% AuthManager & v > a3 & T 5 F TORFMZRET HICIL, A F—T = A
A 227 4 F 2 b—3 3 E— KT authentication timer inactivity =~ > R&fH L EF, T
JTAET 4 ZA~Y—&T 4 E—=7NMT DL, Zoa~vr Fone BAEHEHLET,

authentication timer inactivity {seconds| server}

no authentication timer inactivity

WX D5 seconds AuthManager 7 v & 3 U 3M& T L TR — R34

HACRDANCH I ESNDIET 7T 4 ©F 1 H]
[ (FPHANL) o AZh7R&E0HIE 1 ~ 65535 T,

server T 7T 4 €T 4 IR, FFel, T AU~
T4V (AAA) V—"DT A KV Z A LT
7 ME (RADIUS J@M28) Ik - TEFRSND
EolfmELET,

ARVETIANE  RTITET 4 A AT 4 E—T AT

IR R E—F AU B =Tz f R AT 4 Fal— 2 (configif)

avy RERE

J1)—= EENE
12.2(33)SXI Toawry FREASRELE,
15.2(2)T

Zda~y RS, Cisco I0S Release 15.2(2)T IZHAINE L
72,

ERLDHA RSAY 7057 47 vy a L OFRILERET 52T, authentication timer inactivity =~ > R % ]

LT, T 7T 4 EFT 4 ¥ A ~—7%., authentication timer reauthenticate =~ . K CRE IN/=FH
SREEMMR L v bEWRIRRICERE L E T,

[l Ciscol0StF 274 a2 K1) T7 LR : a2 FA~C, CiscolOSXE Release 3SE (Catalyst
3850 R A v F)
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il

authentication timer inactivity B

WIS, R—=bDET 7T 4 €T 1 HlEZ 900 IZBET HH1 2R LET

Switch# configure terminal
Enter configuration commands, one per line.
Switch (config) # interface GigabitEthernet6/0

End with CNTL/Z.

Switch (config-if)# authentication timer inactivity 900

Switch (config-if)# end

avyU kR

BLL

configuration timer reauthenticate

AuthManager 73, #F A7 — N OFHFEAEDOFRIT %
PHAGT 2 £ CORMZHE L £

authentication timer restart

Auth Manager 73 EZF A AR — b~ OFRAEDFAIT 2 BH
WYL EToOMBEREELET,

Ciscol0S X1 JT 4 aX K YT7 LR : a7 KFA~C, Ciscol0SXERelease 3SE (Catalyst 3850
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authentication command bounce-port ignore ~ auth-type I
[l avthentication timer reauthenticate

authentication timer reauthenticate

Auth Manager 237F Al AR — M OFRFEZ AT T DR AEET DT, A v F—T A X a7 g
X2l —I g3 F—RT authentlcatmn timer reauthenticate =~ > R&ZfiH L F9, FHRAERIR
T 74Ny bTAICE, Zoavwr RO ne BEREHEHALET,

authentication timer reauthenticate {seconds| server}

no authentication timer reauthenticate

WX DA seconds FRRRERIR (RVHNL) . 7 7 4 /L MEE 3600
T,
server FREREORATRIMEAS, FRFE, FFAl. T AH D

F 47 (AAA) —_"DEv gy XA L
77 MHE (RADIUS JE&1E27) CTEZRSNLD LD

IHE L £,
ARV KR TIAIE AEERGERREE 3600 B ESET,
avUkRE—F AV H—Tx2AfA a7 4¥alb—3 3 (config-if)
AR~ FRE yy—2 EENE
12.2(33)SXI Zoavy RPEHEAINE LT,
15.2(2)T Zda~y RS, Cisco I0S Release 15.2(2)T IZHA SN FE L
7o

FEREDHA FSAY #arR— o ABFERIRFE A ET 5I21%. authentication timer reauthenticate =~ > N % i F
L %7, authentication timer inactivity =~ > RZ{EH L CIET 77 1 €7 1 RIRERET D55
j: ﬁutunﬁ?ﬁl‘l"ﬂ%}k?yT% ET/rFﬂBFﬂJ:D%)E‘< fﬁﬂbiﬁ

[l Ciscol0StF 274 a2 K1) T7 LR : a2 FA~C, CiscolOSXE Release 3SE (Catalyst
3850 R A v F)
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il

WIT, R— b OFFEFEMEZ 1800 IR ET 24125~ L £,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface GigabitEthernet6/0
Switch(config-if)# authentication timer reauthenticate 1800

Switch (config-if)# end

authentication timer reauthenticate B

avwU kR EBA
authentication periodic HENVEZIEA A r— 7 LET,
authentication timer inactivity AuthManager WHET 7T 4 7 v a2 T

THOETORMBEREELET,

authentication timer restart Auth Manager 73 fEZF R 78— N OFRFED AT % B
T 5 E TOMBEEELET,

Ciscol0OS X1 Ts a2 RFYI77L YR : a3 FA~C, Cisco

108 XE Release 3SE (Catalyst 3850
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B authentication timer restart

authentication timer restart

Auth Manager 2N EFF AR — b OFRBFEOFITZBAIGT 2 £ COWMATRET 10T, A1 ¥ —7 =
A A a7 4 X2 l—3 g F— KT authentication timer restart =~ > FZEH L4, HIE
EF 7NV MECY Y FTAHICIE. Z0avy RO no BREHEH L ET,

authentication timer restart seconds

no authentication timer restart

BX DA

seconds D?TT ]\O)wuu TTF?EI’“J (*¢${ﬁ) o *EH/:E
f%é fFAIL 1 ~ 65535 C¥, T 74/ M
60 T,

ARV EFIANE AR S ORAEORITITONEE A,

IRV R E—F Ay B =Tz R AT 4 Fal— 3 (configif)
avy FERE 1) —= TERE
12.2(33)SXI Toawy FAREASNE L,
15.2(2)T Z P~ RS, Cisco I0S Release 15.2(2)T IZfHEA SN E L
77
FEREDHA RS540 mFralF— s ORARITRING A3 %121%. authentication timer restart =~ > R&fHH L £ 7,

T 7 HN N A H—rUF 60 BT,

1

WIT, FRREX A ~— DR EZ 120 ICRET D612~ L ET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface GigabitEthernet6/0

Router (config-if) # authentication timer restart 120

Router (config-if) # end

[l CiscolOSEXa!T4 a7 FYTF7L2UR: a2 KA~C, Ciscol0SXERelease 3SE (Catalyst
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authentication timer restart B

EpE g

~

XS

avyU R

BLL

authentication timer inactivity

Auth Manager 73 5 7] 7R — k OFEFED AT % B
WY o EToOHMEEELET,

configuration timer reauthenticate

AuthManager 23, #F R[N — h O FREIEORIT &
Bt T 5 CORMZEE L £,
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authentication command bounce-port ignore ~ auth-type I
[l authentication violation

authentication violation

A= R TEXa U T 1 EXPBELEZICETT AT 7V a v ElRETHITE. /¥ —T =
A A a7 4 X2l —3 3 F— KT authentication violation =~ > RZHH L F+, T 7 #+/L
FNOT 7 a AZRERTIZIE, Zoa~vr Rono B EHLET,

authentication violation {restrict| shutdown}

no authentication violation

B DEREA

restrict X2 U T A EXBRAE L RA AL KL T
R—=btN T 7 47 ZHIBRTDEITHEEL
T,

shutdown X2 VT A ENICK L THR— Ry vy &
T AHEIICHEELET,

ARVETIHIE X2 UTF A ERRRETDLE, F—RMI vy F ¥ LET,

avUkRE—F AV H—=Tx2AfA A7 4 X2l — 3 (config-if)
ANV FRE Y y—2 EERE
12.2(33)SXI Zoavry RRNEAIhE LR,
15.2(2)T Zda~< RN, Cisco I0S Release 15.2(2)T IZHA S E L
77

HRAEDAA RIAY B CeXa VT BRNRE L L XCFTTEHT 27 v a v 58ET 5IC1E. authentication
violation =~ > RZfEH L £,

£l WIZ, BX 2 VT ¢ ELDFAE LT & &2 GigabitEthernet f > 4 —7 = A AN N T 7 (v 7 %
R DL ICRET D02 LET,

Switch (config) # interface GigabitEthernet6/2
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authentication violation ]

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config-if)# authentication violation restrict

Switch (config-if)# end

Ciscol0S X1 JT 4 aX K YT7 LR : a7 KFA~C, Ciscol0SXERelease 3SE (Catalyst 3850
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Bl authtype

auth-type

E[:B) WCRRREE 720 muuﬁﬁﬁFﬁf‘énéT/\/fx AR —%RET DHIT X, 77/])7‘./7*4’7“/( 7’a
TrAN AT 4 Xalb—r g ET— RTauth-type 2~ FEHEHLET, HBESNTZRY
V—ZHIRT 5ICE. Zoavr RO no BREMH L ET,

auth-type {authorize| not-authorize} policy policy-name

no auth-type {authorize| not-authorize} policy policy-name

WX authorize KU S—lE, TS TOFARRT A AIITE
SNET,
not-authorize AU —Z, TRTOFFENTORNF AL

AHESNET,

policy policy-name TATrT 474 R =40, BEffiT o
TGRS RICHE A END LI EL 7,

ARVRTIAHILE RY o—F, FAELELIETF SN T NT AL R ERESNEEA,

ATV R E—F TATYT AT 4 T0T 7 A IVORE
AV FRE yy—2 EERE
12.3(8)T Zoa<wy RPREAINE L,
12.2(33)SXI Z D= RN, CiscolOSRelease 12.2(33)SXIICHEA SN E L
7=

EREDHA RSA4Y —pa<wr NE, xy hT—7 77?2 T AN Ko TT S ADEIRYIZFERE F 72 1 TR R

SNDHE. BIOT A AL OFBFEERICET T 2L ERH DR Y o —DAFNPLETH D
AICEHSNET,

[l CiscolOSEXa!T4 a7 FYTF7L2UR: a2 KA~C, Ciscol0SXERelease 3SE (Catalyst
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il

auth-type ]

WIZ, TRTOEBICTEIESNTZAA MR LTTAT T 47 4 AU >— [grant] (2802 1x 73

AEzEHT 262 R L ET,
Router (config)# ip access-list extended allow-acl

(

Router (config-ext-nacl)# permit ip any any
Router (config-ext-nacl)# exit
Router (config)# identity policy grant
Router (config-identity-policy)# access-group allow-acl
Router (config-identity-policy)# exit
Router (config)# identity profile dotlx
Router (config-identity-prof)# auth-type authorize policy grant

av Uk E5BA

identity policy TATT AT 4 R —%ERLET,
identity profile dot1x 82IXT AT VT 4T 4 7077 A INENERL

i‘a‘o
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Bl authtype
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