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M debug aaa

debug aaa

T = "NEBDOT Ry T A F—T NMIT BT, EXEC E— KT debugaaa 2~ > R&EMHLET,
debug =~ R&F 4 =TT HI2iE, D=2 RO no XA 457>, no debug all =
<~V REHEALTCTRTOT ANy 7 &2 TSEET,

debug aaa {all | conf-events | errors | events | mts}

no debug aaa {all | conf-events | errors | events | mts}

SVAYHADEHEHA  all

TRTDAAA TN T T a vz A x—7 N LET,

conf-events

AAA

REAR S TRYF T oA X —T M LET,

errors AAA =T — T DT NNy T oA F—T VI LET,
events AAA A XY MTHT DTNy 72 A X =T M LET,
mts Messaging and Transaction Service (MTS) /37 v b 7 /3y ¥ 7D AAA 65
A Rr—7 Mz LET,
T2AIb Fo4e—Tn
AT R E—F EXEC £— K
av Yy FEE Jy—= EEARS
1.3(1) oavy FBREAINE LT,
BREDHSFS4Y 7L
15l KIZ, debug aaa conf-events =~ > RNFEITINTLAICRRIND, VAT LAOHITHER OB %
RLET,

switch# debug aaa conf-events

Nov 20 06:29:52 aaa: aaa_cleanup session

Nov 20 06:29:52 aaa: mts_drop of request msg

Nov 20 06:29:52 aaa: Configured method local Succeeded

Nov 20 06:29:58 aaa: Src: 0x00000101/10886 Dst: 0x00000101/0 ID: 0x003

ize: 197 [REQ] Opc: 8402 (MTS_OPC_AAA REQ) RR: 0x003A48F7 HA SEQNO: 0x0

TS: Ox9FC1C1234E7C REJ:0 SYNC:0

Nov 20 06:29:58 aaa: 01 01 0C 00 00 00O 00 00 00 00 00 OO OO0 00 02 01

Nov 20 06:29:58 aaa: 00 00 00 00 00O 00 0O 06 08 00 03 05 00 00 00 00

Nov 20 06:29:58 aaa: 08 00 00 00 00O 00 0O 00 00 OO 00 OO 00 OO 00 OO

Nov 20 06:29:58 aaa: 00 00 00 00 00 OO 00O 00 00 00 OO OO OO 00 00 OO

Nov 20 06:29:58 aaa: 00 00 00 00 00O 00 0O 00 00 OO 00 OO 00 OO 00 0O

Nov 20 06:29:58 aaa: 00 00 00 00 OO 00 0O 00 00 OO 00 OO 00 OO 00 0O

Nov 20 06:29:58 aaa: 00 00 00 00 00 OO 00O 00 00 00 OO OO OO 00 00 OO

Nov 20 06:29:58 aaa: 00 00 00 00 0O 00 00O 00 00 OO 00 OO 00 OO 00 0O

Nov 20 06:29:58 aaa: 00 00 00 00 OO 00 0O 00 00 OO 00 OO 00 OO 00 0O

Nov 20 06:29:58 aaa: 00 00 00 00 00O OO 00O 00 00 00 OO OO OO 00 00 OO
EEa<UF avo kR A

aaa authentication login oAt AEDORET— REe/ER L £9,

no debug all

TRTCOT RNy T T 42— MILET,

show aaa authentication

RIE SNICRRAES A ERRLET,
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debug all

YR VY ADEBH

debugall W

AL v F EOTRCTOMREDT N 7k A F—T W2 T 5HI2I1E, EXEC E— KT debugall 2~ > K
FHLET, Z0avy RO o BREHS 2T, Z0avy KEF A E—T Mz LT, T
TOF Ry J o T SHH T LN TEET,

debug all
no debug all

Zoa=wy FE, I ERIEF—TU—FREH £H¥A,

TI2FIEF F =T
avy kK E—F EXEC E— K
avy REE Jyy—=x ETEAR

1.0(2) oavwy FBREAINE LT,

EREDHS FS1Y

A

no debug all =~ > RIIT R TOBWHFERZHE T LET, nodebugall =~ REflHTH L, 8o
TT RNy Tavy FEETLEND WD Z L7 2D O THERTT,

ZE

]

fory NT—2 NI 74w 7 DL Ty ZOWH BRI 5720, £7-. debugall =
< Ridfth debug a2~ RED HLHINRZWTD, AL v TFONRT 34—~ ARFELLEL D,
FAIMEMTERLS R DR H Y £, AHOFRIT)H . debug =1~ > NFFE L THEHT
LT EERMRLUET,

RIT, debugall =~ RRFITEINTHBICRRIEIND, VAT LOHNIFEROHZRLET,

switch# debug all

PlEavT UK

avwyv Rk HL:
show debug AA D FICBESNTWATAY Y avr RERRELET,
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M debug biosd

debug biosd

bios_daemon DF /N 7 & FHET H1Z1%, EXEC T— KT debug biosd =~ > RZ{H L £, debug
a<w Y RET 42— MIT2IZE, Z0a<wy Fone B EHHT 52>, nodebugall =<2
EHEH LTI TOT ANy Va2 TIEET,

debug biosd all
no debug biosd all
SUBYY)ZADHBE  all F_TD bios_daemon 7w 7 AT a vEA R—T ML ET,
T2AIb Fo4e—Tn
AT R E—F EXEC £— K
avy FEE )1)—x EERNT
2.1(1) Zoavwry FPREAINE LT,

EREDAS R34y 7oL

il RIZ, debug biosd =~ RNETEINTELAICRRIND, VAT LAOMDFEROBZRLET,

switch# debug biosd

BEEaI<TU R =1 B
no debug all TRCOT RNy T T 42— MILET,

gﬁl‘:
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debug bootvar

T = NEBOT Ny 7 A F—TWIZT HITIE, EXEC £— KT debug bootvar =1~ > R&{HH L
£7, debug 2~ RET 4 E—T/IZTHITIE, ZOa<2 RO no FEREFEHT 52>, no debug
all Z< > REFEA L TTIRTOT NNy V2T IHET,

debug bootvar W

debug bootvar {all | errors | events | info | pss}

no debug bootvar {all | errors | events | info | pss}

YR VY ADEBH

all

TRCOT = NEBOT Ny J F T a kA x—T M LET,

errors T NEB=T kT TN T X —T M LET,
events 7 — MEBA R MSHT BT Ny A =T M LET,
info T NEEERICHT DT NNy T A F—T M LET,
pss 7 — NEE PSS BHEICKI T 2T Ny TR A X—T M LET,

T4 F =T

avY kK E—F EXEC E— K

avy REE Juy—=x TEAR
1.0(2) Zoawry RPREAINE LT,

ERLDHS FS514Y 7L

il RIZ. debug bootvar all =~ > RRFEITENTHEICRRIND, VAT LAOWHFEROFIZR L
£,
switch# debug bootvar all
BEEaTUFR avwyv kR EL:
debug all AL v F EOTRTCOEEDT Ny T A X —TMILET,
show boot TV 2= VDT — NEREFERLET,
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M debug callhome

debug callhome

Call Home ¥§RED T /N 7 % A 2 —T /WIZT HIZ1F, EXEC &— KT debug callhome =1~ > K% ffi
HALEY, debug =2~ N&ET 4 E—TMZT5IZE, Z0a<> RO no BREHEHT S0, no
debugall =~ FEMHH LTI RTOT Ny V&K TIHET,

debug callhome {all | events | mts}

no debug callhome {all | events | mts}

DBV ADBR  all F_TD Call Home HREIZK T 27 Ny V& A X —T M LET,
events T Call Home A N> MITHT /8y 7 & A 2 —T WM LET,
mts J-XT D Messaging Transaction Service (MTS) @ Call Home tx/rx /37 > T

W BHF Ny T F—T T LET,

FI2+ILEF FoE—T

avy kK E—F EXEC E— R

av Yy FEE Jy—=x EEARS
1.0(2) oavwy FBREAINE LT,

FEHEDHA FS54>Y  debugcallhome =~ K% all XF A —X& L {123 % & Call Home BEEE 23321535 Call Home
DA R FBHBLOMIS A v =Y DX TDRNT TNy a—T 4 VI RFERENET,

~
G¥) Call Home O /X Z¥§REIX. IhFE 7213 B L 7= Call Home &+ A —/ViEEIZHT 24X hD
B E £ RLET,
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debug callhome W

1 RIZ, debug callhome events 2~ > RREIT SN HAGICRRIND, VAT ADOMNFEROH %
RLET,
switch# debug callhome events
2005-03-09T05:37:21 2005 Mar 9 05:37:21 callhome: filling in name field with Test
2005 Mar 9 05:37:21 callhome: filling in the header list
2005 Mar 9 05:37:21 callhome: filling up the chassis list
2005 Mar 9 05:37:21 callhome: filling up the main body list
2005 Mar 9 05:37:21 callhome: filling up the fru list 2005 Mar 9 05:37:21 callhome:
Entering function do_event correlation
2005 Mar 9 05:37:21 callhome: getting dest profiles for alert group test
2005 Mar 9 05:37:21 callhome: getting dest profiles for alert group cisco-tac
2005 Mar 9 05:37:21 callhome: Applying the event rule for destination profile
full txt
2005 Mar 9 05:37:21 callhome: Applying the event rule for destination profile
short_txt
2005 Mar 9 05:37:21 callhome: Applying the event rule for destination profile xml
2005 Mar 9 05:37:21 callhome: Applying the event rule for destination profile basu
2005 Mar 9 05:37:21 callhome: Exiting function do_event correlation
2005 Mar 9 05:37:21 callhome: running cli commands for alert name : Test, message id
1540383426
2005 Mar 9 05:37:21 callhome: process scheduled for running cli commands for alert
Test, message 1d 1540383426, destination profile basu
2005 Mar 9 05:37:21 callhome: process scheduled for running cli commands for alert
Test, message 1d 1540383426, destination profile xml
2005 Mar 9 05:37:21 callhome: process scheduled for running cli commands for alert
Test, message id 1540383426, destination profile short txt
KIZ, debug callhome mts =~ > RREITSINTZHAICEREND, VAT LOENFEROH %R
L/i—aﬂo
switch# debug callhome mts
Apr 8 13:09:42 callhome: Src: 0x00000501/4067 Dst: 0x00000501/66 ID: 0x0004FA
0D Size: 252 [REQ] Opc: 182 (MTS_OPC_DEBUG WRAP_MSG) RR: 0x0004FAOD HA SEQNO:
0x00000000 TS: 0x86708AFE37B REJ:0
Apr 8 13:09:42 callhome: 00 00 00 00 06 00 00 00O 00 00O 00 00 0O 00 OO 0O
Apr 8 13:09:42 callhome: 00 00 00 00 00 00 00 OO 00 0O 00 00 00 00 OO 00
Apr 8 13:09:42 callhome: 00 00 00 00 00 00 00 00 00 00 00 00 FF FF FF FF
Apr 8 13:09:42 callhome: Src: 0x00000501/4067 Dst: 0x00000501/66 ID: O0x0004FA
10 Size: 252 [REQ] Opc: 182 (MTS_OPC DEBUG WRAP MSG) RR: 0x0004FA10 HA SEQNO:
0x00000000 TS: 0x86708D6AS74 REJ:0
Apr 8 13:09:42 callhome: 00 00 00 00 05 00 00 0O 00 0O 00 00 00 00 OO 0O
Apr 8 13:09:42 callhome: 00 00 00 00 00 00 00 OO 00 00O 00 00 0O 00 0O 0O
Apr 8 13:09:42 callhome: 00 00 00 00 00 00 00 00O 00 00 00 00 FF FF FF FF
(RSN avvk L]
no debug all FRCOF Ny T T 4 E—T M LET,

show callhome

AA » FITERE S 417z Call Home AR L ET,

| oL-16217-01-J

CiscoMDS 9000 773X av”YF J)I7L>R R



E6E TFNyJTavUE |

M debug cert-enroll

debug cert-enroll

FEAERGT —E NI T T Ny T E A F— 7T HIZiL, EXEC *£— KT debug cert-enroll
a<w REHFEALET, debug 2~ KET =TT 50, ZDa<2 RO ne IBXEfE
M9 %2>, nodebugall 2~ REMEH LTI XTOT NNy ZF &2 TIEET,

debug cert-enroll {all | config | config-lowlevel | request | request-lowlevel}

no debug cert-enroll {all | config | config-lowlevel | request | request-lowlevel}

SURYHAOFHE  all FTRCOT Ry T 77T %A X—T M LET,
config AEAERG L 7 4 X2 b —va VIIRT AT NNy T EA XTI L
iﬁ—o
config-lowlevel FEAEER L 7 4 X2 b —3 g VICHTBAREL LD T Ny T E A
F—=T NI LET,
request AE R ERERICH T 2T Ny T A X —T WM LET,
request-lowlevel AE B GREER IS T BIER L~V DTNy T F—T M LET,
TIAIE Fae—TN
OV R E—F EXEC £— K
av Y FEE Jy—= EEAS
3.0(1) Zoawry RPREAINE LT,
EREDASFIM4Y 7L

1 RIZ, debug cert-enroll all =~ > RREITINZH BT TR EIND, VAT LAOHITFEROH %R
L/jzﬁ—o
switch# debug cert-enroll all
2006 Jan 21 00:44:52.875125 cert_enroll: cert_en debug conf open: entering...
2006 Jan 21 00:44:52.875602 cert enroll: cert en debug conf open: exiting
2006 Jan 21 00:44:52.876284 cert_enroll: cert_en conf close: entering...
2006 Jan 21 00:44:52.876349 cert_enroll: cert_en conf close: returning 0
2006 Jan 21 00:44:52.876400 cert _enroll: cert en enable info config: entering for
Cert-enroll Daemon debug
2006 Jan 21 00:44:52.876428 cert_enroll: cert_en debug conf open: entering...
2006 Jan 21 00:44:52.876679 cert _enroll: cert en debug conf open: exiting
sw-46-180# 2006 Jan 21 00:44:52.876712 cert_enroll: cert_en_enable_info_config:
SET_REQ for Cert-enroll Daemon debug with 1
2006 Jan 21 00:44:52.876857 cert enroll: cert en enable info config: SET REQ done for
Cert-enroll Daemon debug with 1
2006 Jan 21 00:44:52.876896 cert_enroll: cert_en enable info config: got back the
return value of configuration operation:success
2006 Jan 21 00:44:52.876922 cert_enroll: cert_en debug conf close: entering...
2006 Jan 21 00:44:52.876965 cert_enroll: cert_en debug conf close: returning 0
2006 Jan 21 00:44:52.876991 cert enroll: cert en enable info config: exiting for
Cert-enroll Daemon debug...

EEav ok =1 B
no debug all TRTOT Ny T2T 4 =T NI LET,
show crypto ca certificates  FJE F 7 A b KA v FEREA LR LET,
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debug cdp

debugcdp W

Cisco Discovery Protocol (CDP) B4REDT /N 7% A X —7 W2 F % IZ1%, EXEC & — KT debug edp
a<w REHFEALET, debug 2~ RET =TT 5I0E, ZDa<2 RO ne IBXEfE
M9 257>, nodebugall 2~ > REMEH LTI XTOT NNy ZF&2&TIEET,

debug cdp {all | errors | events {mts | packets | pss}} [interface {gigabitethernet slot/port| mgmt 0}]

no debug cdp {all | errors | events {mts | packets | pss}} [interface {gigabitethernet slot/port | mgmt 0}]

DUAYHAOEBA  all T_TCD CDP BREICKI T 2T Ny 7oA 2 —T M LET,
errors CDP =T —REIZHT DT Ny T4 32 —T M LET,
events CDP A XY MIKIT BT RNy T F2—T M LET,
mts CDP tx/rx MTS /X7 v MZxtT 2T Ny A4 F—T M LET,
packets CDP tx/rx CDP /N7 MIXT 27y 7% A X—T7MIZ L ET,
pss PSS (ZPH# L 729X T?D CDP A XV M T 27 Ny Va2 A X —7
JUZLET,
interface BEDA L H—T =2 AR TEHT RNy T2 ELET,
gigabitethernet slot/port XAy R A=Y Xy b A ¥ =Tz ADAT Y PEBIOKR— h
ZRELET,
mgmt 0 BHA LA —T oA AEBRELET,
FI2+ILEF FoE—T
avY K E—F EXEC E— R
avy REE Juy—=x TEAR
1.1(1) Zoavwry RPREAINE LT,
FEREDHS FS14Y 7nL

il WIZ, debug cdp events packets =~ > RNFE[TINTIGEIZERIND, VAT 2O IEROHE

ERLET,

switch# debug cdp events packets

Apr 8 21:22:34 cdp: Sent CDP packet, interface 0x2380000

Apr 8 21:22:34 cdp: Sent CDP packet, interface 0x2381000

Apr 8 21:22:35 cdp: Sent CDP packet, interface 0x2382000

Apr 8 21:22:35 cdp: Sent CDP packet, interface 0x2383000

Apr 8 21:22:51 cdp: Received CDP packet, interface 0x5000000

Apr 8 21:23:01 cdp: Sent CDP packet, interface 0x5000000

Apr 8 21:23:34 cdp: Sent CDP packet, interface 0x2380000

Apr 8 21:23:34 cdp: Sent CDP packet, interface 0x2381000

Apr 8 21:23:35 cdp: Sent CDP packet, interface 0x2382000
EEa<TUF = EREA

no debug all

FRTCOFNY T 5T v —T M LET,

show cdp

T —N)VEZITEEDA VX —T oA AZX L TRE L7- CDP /X7
A—REFRRLET,
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M debug cfs

debug cfs

Cisco Fabric Services (CFS) (ZxtT 57 /Ny 7% A X —7NWIZT %I21X, EXEC £— KT debug cfs
a<w REHFALET, debug 2~ K&T 4= T5I0E, ZDa<2 KO ne IBXEfE
M9 257>, nodebugall 2~ > REMEH LTI XTOT NNy ZF&2&TIEET,

debug cfs {all | errors | events {db [vsan vsan-id] | fc2 [vsan vsan-id] | fsm-action [vsan vsan-id] |
fsm-trans [sap sap-id] | mts [vsan vsan-id] | pss [vsan vsan-id]} | fsm {ha | trans} | merge}

no debug cfs {all | errors | events {db [vsan vsan-id] | fc2 [vsan vsan-id] | fsm-action [vsan vsan-id] |
fsm-trans [sap sap-id] | mts [vsan vsan-id] | pss [vsan vsan-id]} | fsm {ha | trans} | merge}

DUBR Y ADOHRA  all TRTCDOCFS TRy X 7oA F—T LI LET,
errors CFS O=F —RREBIZKIT DT Ny T4 X—T M LET,
events CFS A XV MZXHT DT NNy VA X —TMILET,
db CFS 7 —# _X—A A Ry MIXHT DTNy T oA =TI LET,
vsan vsan-id FRE VSAN ({42 SAN) ID ~DF N 7 % IR U £ 3, AR 1 ~ 4093
T,
fc2 CFSFC2 A XV NMIKTHT Ny 7L X —T M LET,
fsm-action CFSFSM 77 v a vy ARV NIRRT BT NNy T4 Fx—T Mz LET,
fsm-trans CFS FSM BATA XU MIxT 5T Ny VA4 X—T M LET,
sap sap-id 7€ SAPID ~DF Ny 7 &HIR L E T, HEIFIFAIL 0 ~ 2147483647 T9,
mts CFSMTS A XV NMIKTHT Ny 7L X—T M LET,
pss CFSPSS A X» MIkIFT 2T Ny 7oA X —T NI LET,
fsm CFSFSM A Xy MZXT DT Ny T4 R2—T VI LET,
ha CFSFSM A TXAZEVT 4 ARV MIHT LT RNy T oA F—TIIC
LET,
trans CFS FSM BATA XV MIxtT 5T Ny Va4 X—T M LET,
merge CFSfaA Xy MIKIT 2T NN VA X—T M LET,
T4k L

avy kK E—F EXEC E— R

av Yy FEE Jj1yy—=x EERR
2.0(x) oavwy FBREAINE LT,

EREDHS K514 7L

1 RIZ, debugefs all =~ o RAFATENTZGEICRREND, VAT LOWHFEROHIZ R LET,

switch# debug cfs all

BEEavTYK avwyvFk EHEA
no debug all TRTCOF NN T 52T 4 E—T NI LET,
show cfs CFS [F#hA£RLET,
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debug cimserver W

debug cimserver

Common Information Model (CIM) EEET 7'V &r—3 a UHEREDT Ny T & A4 2 —T /WIZT HITiE,
EXEC *&— N T debug cimserver =~ > R&EFERA L ET, debug 2~ K&2TFT 4 B—TWMIZT B
. Zoa<r RO no EREFHT 5, nodebugall 2~ REMFH LTI XTOT NNy 7&K
TEEET,

debug cimserver {all | errors | events | mts | trace}

no debug cimserver {all | errors | events | mts | trace}

OV ADERA  all FTRTO CIMBEREIZ T AT ANy TR A 2 —T I LET,
errors CIM DT —IREEIZKIT 2T Ny T F—T W LET,
events CIM A X MIXTLHT NNy T A X —T NI LET,
mts CIM tx/rx MTS /X7 v MZHT 2T Ny VA4 X —T M LET,
trace CIM FL—RIZKT DTNy T A F—T N LET,

T24ILE TA4E—T N

avy kR E—F EXEC E— K

avy FEE Jj1)y—= ETEARE
1.3(1) ZOavwr RREAINE LT,

EREDASRS14Y 7oL

15l KIZ, debug cimserver all =~ > RBREITINLAEICETEIND, VAT LOHTIFEROH %R
L%,
switch# debug cimserver all
2004 Mar 29 20:05:22 cimsrvprov: cim mts_dispatch(): Opcode is 182
EEa<TUF avokr EREA
no debug all FTRTCDT Ny T %T 4 =TI LET,
show cimserver CIMBREZFRLET,
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M debug cloud

debug cloud

770 RRHOT Ry T A F—T W T BHIZ1E,. EXEC E— KT debug cloud =~ > REEH L

7, debug 2~ R&T 4 B—T7 /M DT

L Z0awy RO no FBERZMEHT 572>, no debug

all 2~ FEFH L TIRTOT ARy 2K T3 ET,

debug cloud {all | bypass ficon_mgr | cloud | conditional | demux vsan vsan-id | deque | discovery |
error | event vsan vsan-id | ha vsan vsan-id | init | member | memory | messages | remotesync |
trace [detail vsan vsan-id | vsan vsan-id] | warning [vsan-id] | xipe | xipc}

no debug cloud {all | bypass ficon_mgr | cloud | conditional | demux vsan vsan-id | deque | discovery
| error | event vsan vsan-id | ha vsan vsan-id | init | member | memory | messages | remotesync |
trace [detail vsan vsan-id | vsan vsan-id] | warning [vsan-id] | xipc | xipc}

DoAY H DB

TI2FIE

avURE—F

all

I ROTRTCOEEDT Ny T A X —TMILET,

bypass FRy Rz, 759 ROEFFICBWT—Hoa s H—x > & ETE
R

ficon_mgr /3y 7 HIZ FICON v % — ¥ Z Al T & £,

cloud FRCHDIVFTIR avy ROF Ny Ve x—T M LET,

conditional 75% KRt ay T4 v aF il h—E AT HF Ny S hk A Z—T s L
£7

demux IR A — FeF AL IR TET A T A F—T I L

£7,

vsan vsan-id

FEE VSAN ({48 SAN) ID ~DF Ny 7 & HIR L £9, AhEPIZ 1 ~ 4094
—C‘\—a’_‘o

deque IR AvE—=V THa—lIHT DTNy T EA =T ML ET,

discovery BT a2zt T 257 Ny T4 F—T M LET,

error I RITTIIKTHT NNy T RX—T WM LET,

event 22 v K@ Finite State Machine (FSM) B XA X MIKT 2T v 7% A
F—T I LET,

ha T RONA TRATEYT 4 (HA) IZRTDET RNy T 2—T 2L
E3

init 777 RRHOHLIC T 5T Sy Z A4 F—T M LET,

member TT7 T RDAUN—ERIIRTHT NNy T X—T VNI LET,

memory 77U ROAEVRID Y TUIHT DTNy T h A X—T M LET,

messages 779 RO MTS A v 2=Vl T 57 Ny T a4 X —T VI LET,

remotesync OV E— MEAMICHT 5T Ny J A XF—T7 M LET,

trace 7777 R M—RIZKTET NNy T EAX—T NI LET,

detail I ROFEM ML —RIZHT DT NNy T A X —T NI LET,

warning 7T RBEDT Ny T4 X—T I LET,

xipe XIPC A = I T BT Ny T oA X —T I LET,

xipc JITITRDT—=H V)T IAR—2 a KT EIT Ry T x—TNITL
E3

7L

EXEC £— R
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debug cloud H

avy FERE J1)y—=x EEASE
3.0(1) Zoavy RREAINE L,

EREDAS R34y 7oL

il WIZ, debugcloud all 2~ RIZL DV AT AOHIFEROF 2R LET,

switch# debug cloud all

1980 Feb 15 22:03:41.650721 cloud: fu fsm execute all: match msg id(0), log alre
ady open(0)

1980 Feb 15 22:03:41.650874 cloud: fu fsm execute all: null fsm event list

1980 Feb 15 22:03:41.650956 cloud: fu fsm engine post event processing: mts msg
MTS_OPC_DEBUG_WRAP_MSG (msg_id 1302150) dropped

1980 Feb 15 22:03:41.651000 cloud: cloud deque

(S avwy kR HL
no debug all TRCOT Ry T %T 48—V LET,
show cloud discovery 757 FRiE#REE R LET,
show cloud membership 27 ROAN=ZHATLHERERR LET,
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M debug core

debug core

a7 T—FLDT Ny T A F—T T HIZI1E,EXEC E— KT debug core =~ > R&EfH L F
Fo debug A~V RET 4 E—T7MCT DL, ZDOa~ 2y RO no JERZM AT 257 no debug all
av Y REHEALTIRTOT ANy 72K TIEET,

debug core {error | flow}

no debug core {error | flow}

DAY ADEBA  error a7 F—FrOT T —REIZKHT AT ANy T EA RX—T NI LET,
flow a7 F—Fr 7 —lTET NNy T EAF—T I LET,
T4 FolE—T
avy R E—F EXEC E— R
avy FERE Jj1)—=x EENE
1.0(2) Zoa<wy RREAINE LT
FREDHSFS4Y 7L

£l RIZ, debug core flow =~ RRETINTZLAITRRIND, VAT LOWNFEROHZ R L E
‘j—o
switch# debug core flow
BAEaTUF avv kR B
no debug all TRCOFRY T 52T 42— LET,
show cores BET 7T 47 A== A N7 v 7 a— Nl XToaT s
FrLET,

CiscoMDS 9000 773 Y avY F Y27 LYR
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debug device-alias W

debug device-alias

TNARA LAY T RZHT DT Ny T A F—T M BT, EXEC E— KT debug device-alias
av REHEHLET, debug 2~ RET 4 =TT DL, ZDa< 2 RO no Bz
M9 257>, nodebugall 2~ > REMEH LTI XTOT NNy ZF&2&TIEET,

debug device-alias {all | database {detail | errors | events} | fsm | ha | import {errors | events} |
merge {errors | events | packets} | pss {errors | events} | session {errors | events | packets} | trace}

no debug device-alias {all | database {detail | errors | events} | fsm | ha | import {errors | events} |
merge {errors | events | packets} | pss {errors | events} | session {errors | events | packets} | trace}

DUBYYZADOHRA  all FTRCDOTNRAAZAL VT ADT Ny T oA F—T M LET,
database THRAATZA YT AT =ERXR=A ARV MIXHT DTNy T =TV
WLET,
detail TNRAAZAVT AT —=HRX—=A A MNIXTLEMT Ny 7oA 31—
TN LET,
errors TNAZA A YT ZADT T —REIZHT DT Ny oA R—=T M LET,
events TNRAAZAVTAARY MNIKTDHT RNy T A F3—T M LET,
fsm 7 /3 A x=A U 7 A Finite State Machine (FSM) A XY MIHT 57 /3y 7
A X —T M LET,
ha FALATZA YT AHA (A TARATEVTA) A0 M7 /3
T X =T N LET,
import THRAAZA VT AL R=MCHT DTNy T oA 2= M LET,
merge TNRAATA VT AFEGIHT DT NN T oA F—T M LET,
packets TNAAZTAYT ATy MIRT DTNy T2 A X —T M LET,
pss TNAA A YT APSSITHT DTNy VA =T M LET,
session FRAAZA VT A B a3 AT ET N T2 A R2—T M LET,
trace TNAATZAYT A NL—RIZKTHT NNy T2 RX—T VI LET,
TIAIE 7L
= EXEC £— K
avy FEE )1)—x EERS
2.0(x) Zoavwry FPREAINE LT,
EREDHS K54y 7L

il KIZ, debug device-alias all =~ > FRFE[TINTGAICRRIND, VAT 2O FEROHI % 7R
LET,
switch# debug device-alias all
BEaTUF avwvk EL]
no debug all TRTCOF RN T 5T 41— NI LET,
show device-alias FRA A A YT AEREZRRILET,

| oL-16217-01-J

CiscoMDS 9000 773X av”YF J)I7L>R R



Bl debug dpvm

debug dpvm

Dynamic Port VSAN Membership (DPVM) D7 /Ny 7% A X — 7 /LICF %1T1%, EXEC £— R T

debug dpvm =~ > FZEHH L EF, debug 2~ R&F 4 E—7 LT 5121

no XX ZEMT 57, nodebugall =2~ > REFEH L TTRXTOT NNy FEKTIHET,

L ZDavw s KD

debug dpvm {all | cfs-events | change-events | db-events | errors | ftrace | merge-event | mts-events |
pss-events | session-events | snmp-events | sys-events}

no debug dpvm {all | cfs-events | change-events | db-events | errors | ftrace | merge-event | mts-events
| pss-events | session-events | snmp-events | sys-events}

R YY) ADERHA

all

TRTCODPYMIZKHT DT NNy T oA 2 —T M LET,

cfs-events

Cisco Fabric Services (CFS) ZXT 5T v T %A 3x—T7 ML ET,

change-events

BEANRY MIHTDET NNy T4 32 —T M LET,

db-events T—=HR—=2 AR MNIHT DTNy T oA 3—T M LET,
errors T T RNy T A X—T VI LET,
ftrace 1%% ML —RZHT BTNy T A X —T M LET,

merge-event

FEAA R MIRT BT RNy T F—T VI LET,

mts-events

MTS A Ry MIxT 2Ty T oA F—T M LET,

pss-events

PSS A NV MK BT Ny T A F =T M LET,

session-events

o valr AR MNIHTET NN T EA X—T M LET,

snmp-events

SNMP (f5 %> hU—27&H 70 fanl) A X MNIRTHT Ny T %
A F—T W LET,

sys-events VAT L AR NMIHT DTNy T A X =T M LET,
T4 Fa—Tn
avURE—F EXEC £— K
av Y FEE Jy—=x EERNE

2.0(x) Zoavy RREASHE L,

FEREDAS FS1Y

o<y REHERT 521, dpvm enable =~ > K& LT DPVM & A R — 7 LT T 5 MBN

HYET,
Bl KIZ, debugdpvm all 2~ > RBFETINTIHEHRICERREIND, VAT LAOHIFEROHEZRLE
j‘o
switch# debug dpvm all
BAEaTUF avv kR B
no debug all TRTCDOTFT Ry T 2T =T NI LET,
show dpvm DPVM 7 —Z X— 2R &R R LET,
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debug dstats W

debug dstats

TN HRHER DT N T A F—T W T 51, EXEC &— R T debug dstats =~ > R % {iff
LET, debug 2~ FE2T 4 8—TMZT 5121, Z0a~<w> KO no BRXEHEHT 50 no
debugall =~ FEMH L TTRTOT Ny 7 EKTIHET,

debug dstats {error | flow}

no debug dstats {error | flow}

DAY ADEBA  error TNAFEHEROT T —IREIZKT TNy T oA F—T NI LET,
flow FIEBEER 7 0 —IZT DT Ny T A F—T M LET,
T4 Foe—T

avy R E—F EXEC E— R

av Yy FEE ))y—= EEAE
1.0(2) Zoavwr RREAINE LT,

EREDHSFS4Y 7L

£l RIZ. debug dstats flow =1~ > FRFATSNIZG BT R END . VAT LD ROHI 2R L
i‘a_o

switch# debug dstats flow

lE-IuII;

BAEaTUF avok B
no debug all TRTCOF AN T 5T 4 E—T N LET,
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| oL-16217-01-J



M debug ethport

debug ethport

A =Py b R—= DTN T &AL =T WIT HIZIE, EXEC & — KT debug ethport =~ > K
ZHERALET, debug 2~ N&T =T /WMIZT5HI2IE, 2O~y RO ne BRNEFERT 50,
nodebugall =~ > REFEH LTI RXTOT NNy ZEKTIHET,

debug ethport {all | error |event [interface gigabitethernet slot/port | module slof] |
ha [interface gigibetethernet s/ot/port | module slof] |
trace [interface gigibetethernet slot/port | module slot]}

no debug ethport {all | error |event [interface gigabitethernet slot/port | module slof] |
ha [interface gigibetethernet slot/port | module slof] |
trace [interface gigibetethernet slot/port | module slot]}

DUOBRYHZADOFRA  all TRTOA =Yy b R— MERICHT 2T Ny 7% A x—T LI L
ESche
error A—Yxy b K= DT —REIIKT DTNy T E A F—TITL
ESSaN
event A —F Xy kN B h AR MHTET Ay P F—T M LE
R
ha R=F DA TRATEVT AT DTNy oA 2—T M LE
R
trace A—HXy N FR—=F DRI —RIZHTHT NNy T HA =T NVIZLE
R
interface gigabitethernet X5ty N f(—V Xy b A o X —T =2 ZADRAuy FBIORFR— %
slotlport BELET,
module s/ot TRy TTHEVa— DRy NESERELET,
T4 Fo4e—T

av>Y R E—F EXEC E— R

av Y FEE Jy—= EERNE
1.0(2) oz FREASHE LR,

EREDAS R34y 7oL

il RIZ. debug ethport all =~ > RAETINTHAITERIND, AT LD FEROH 2R L
7.

switch# debug ethport all

1981 May 5 07:28:59 ethport: fu fsm execute_all: match msg id(0), log already open(0)
1981 May 5 07:28:59 ethport: fu fsm execute_all: null fsm event list

1981 May 5 07:28:59 ethport: fu fsm engine post event processing: mts msg
MTS_OPC_DEBUG_WRAP MSG(msg_id 52343) dropped

gﬁl‘:

BEEaI<TU R avwvk B4
no debug all TRCOT RNy T T 42— M LET,
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debug exceptionlog W

debug exceptionlog

sk 7 T8 X THREE A X — T MIZT HI2IE, EXEC “E— KT debug exceptionlog =~ > K
ZHERALET, debug 2~ K&T =T /WMIZTHI2IE, ZOa~wr RO ne BRNEFERT 50,
nodebugall =~ REFEH LTI RXTOT NNy ZEKTIHET,

debug exceptionlog {demux | deque | error | flow | info}

no debug exceptionlog {demux | deque | error | flow | info}

DAY Y ADMEE  demux Bk 7 T VF LT PHERRICKRIT BT NNy T A x—T I LET,
deque Bk 7 T 2 —REICKITT DT RNy TR A =T M LET,
error Hlohe 7 =T =k BT NNy T x—T M LET,
flow Flgra 7 7a—ZktdT 5T NNy T F—T N LET,
info Blsh o TIERICHT DTNy T oA F—T M LET,
T4 F =T
avy kK E—F EXEC E— K
avy FEE Jjy—= TEAR
1.0(2) Zoavy RBREASRE L,

EREDAS R34y 7oL

il KIZ, debug exceptionlog =1~ > RNFE[TINTHEICRKREIND, AT 2O IFEROH %R
L\i—a’-‘o

switch# debug exceptionlog
7), credit(3), empty

lE-IuII;

BEaTUR avwyk B
no debug all TRTOTFNNy T 2T 4 —T NI LET,

Cisco MDS 9000 773 a¥Y K YI7 L YR
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M debug fabric-binding

debug fabric-binding

Ty 7V N UT 4 TR T 5T Ny TR A X —T NI HITIE, EXEC E— R T
debug fabric-binding =~ > RZH L £3, debug 2~ K25 4 E—7 /T 51I2i%, ZHa<
Y RO no X EMLEHT 572, nodebugall 2~ REMHA LTI RCOT RNy 7&K T SHET,

debug fabric-binding {all | efmd {db-events | errors | merge {errors | events | packets}} | mts-events
| pss-events} | errors [vsan vsan-id] | events [vsan vsan-id] | mts-events | pss-events | snmp-events
| trace [vsan vsan-id]}

no debug fabric-binding {all | efmd {db-events | errors | merge {errors | events | packets}} |
mts-events | pss-events} | errors [vsan vsan-id] | events [vsan vsan-id] | mts-events | pss-events |
snmp-events | trace [vsan vsan-id]}

SR YHZOHREA  all TRCOT 7TV w7 NA T 4 U ITHERRICHT DT Ny VA F—TIIT
LET,
efmd Exchange Fabric Membership Data (EFMD) 7'& h 2 LW $ 5T /3y J & A
F—=7 M LET,
db-events EFMD 7o b3l T—HX—A 4 X MNIHTDHT NNy T F—T N
LET,
merge EFMD 7" | 2SBS0 7 Ny VoA X —T7 T LET,
packets EFMD 711 b 2L 3y MSHT 57 8y A F =7 M LET,
errors T7 7V RNAT 40T TR T DTN T oA X—T NI LE
T
vsan vsan-id VSAN ({48 SAN) ID #H5&E L £ 9, AT 1 ~ 4093 TT,
events Tr7T VI RNAT 4T AR MNMIKT BT RNy T h AR =TI L
£7,
mts-events 757U vy NA T 427 Messaging and Transaction Service (MTS) A ~X
Y MIRIT AT Ny T A =T M LET,
pss-events T TN AT 4 T PSS ARy MTHT DTNy T F—TNIZ
LET,
snmp-events T 7V XA T 47 SNMP (fiG %y NU—2F#H T han) A
Ny MEXT DTNy T EA X =T M LET,
trace T TV NA T 4T P —RCHT DTN T A X —T ML
7,
T4 Fo4e—T
avU R E—F EXEC £— K
avy FERE Jy—=x EEHNR
1302) DA~y NREASHE L,
EREDHSLFS34Y 7L
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debug fabric-binding W

1 IZ., debug fabric-binding all =~ > RWEITINTHEICERIND, VAT 2O DFEROH]
ERLET,

switch# debug fabric-binding all

BEaTUR avyvlk B L
no debug all TRTCOF NN T %F 41— NI LET,
show fabric-binding RELTEZTZ 77V w7 R UTF 4 o TOEREFRLUET,
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M debug fc-tunnel

debug fc-tunnel

Ty AN F ¥ RIS T DT Ny VA X —T /W T ST EXEC E— R C debug
fe-tunnel =~ > REZFERA L ET, debug 2~ > NET =TT HIZIE, 2O~ KO no
X EZEFAT 52, nodebugall 2~ FEFER L TTRTOT NNy 7&K TIHET,

debug fc-tunnel {all | errors | external-events | ha | label-update | mts {pkt | pkthdr} {both |rx | tx} |
pss | route-update [vsan vsan-id] | rsvp-messages [tunnel tunnel-id | vsan vsan-id] | state-machine}

no debug fc-tunnel {all | errors | external-events | ha | label-update | mts {pkt | pkthdr} {both | rx |
tx} | pss | route-update [vsan vsan-id] | rsvp-messages [tunnel tunnel-id | vsan vsan-id] |

state-machine}

LR YY) ADERHA

all

9T D Fibre Channel (FC) b > RKEEIZKIT DT Ny 7% A F—

\_L/iﬁ—o

7

errors

FC o RNV =T =T DT NNy T A F—T I LET,

external-events

FC ho v A Xy MZHT DTNy T F—T NI LET,

ha

FC F> RNV HA (N TRATEVT ) ARV MNIHTHT N T %

A F—T W LET,

label-update

FC F o) FULVEFNIRT BT Ny T A 2 —T Mz LET,

mts FC k > /L Messaging and Transaction Service (MTS) A X2 MIxt$ 5T
Ny T X—=T /M LET,

pkt Ry Mt T 57 Ny JEEELET,

pkthdr Ny =TT ANy TERELET,

both EZAEOWM G DT Ny VT EEELET,

tx EEHMHT 27Ny ZEfELET,

rx ZAEHINCHT DT Ny T EEELET,

pss FC b RV PSS A XY MIKT DT N VA F—T M LET,

route-update

FC o R — NEFNIRT BT NN T A 32 —T 2 LET,

vsan vsan-id

VSAN ({Kf8 SAN) ID Z48E L ¥4, HRh&HIL 1 ~ 4093 T,

rsvp-messages

FC > X/VSNMP (i vy hU—ZEHE T o hajiL) 42 k2
DTNy Tl F—T M LET,

xtd

tunnel tunnel-id

v ID ZEE LET, BREMHIL 1 ~ 255 TT,

state-machine

FC ho v b L—RIZHT DT NNy T F—T NI LET,

node ZEFEONRTry D) —REHFRELET,
opcode ZAEFFMD /7 D opeode ZHRTE LE T,
sap ZEFEONRT sy D sap BHEEL ET,
range 1 ~ 4096 £ COEHOHBEIRE L ET,
TIFILE FA4—=T L
avY Rk E—F EXEC ®— K
avy FEE Jy—=x EEAR
1.3(2) Zoawr RREASRE L,

EREDHSFS4> 7L

l CiscoMDS9000 7751 ARV F YI7LVR
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debug fc-tunnel W

1 RIZ, debug fe-tunnel all 2~ > RRFETINTHEITEKRIND, VAT 2O IIFEROHIZ R L
iﬁ—o

switch# debug fc-tunnel all

BEEa<TUF avwyk EEA
no debug all TRCOFRY T 52T 45— NI LET,
show fc-tunnel WEINTZFC bR NMEREFRLET,

CiscoMDS 9000 7731 avY R UYIZ7LYR
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M debug fc2

debug fc2

FC2 BEREICXI T2 T Ny V& A 3 —T7 W T HICIE, EXEC E— KT debug fe2 =~ > REFEHL
7, debug =2 v F&T 4 B—7 T HI2iE, Z0a< 2 RO ne BXAMEHT 52>, no debug
all Z< > REFEA L TTIRTOT NNy V2T IHET,

debug fc2 {credit |
error [fcid fcid [interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port | fcip port}]]
| interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port | fcip port}]]flag |
flow [fcid fcid [interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port | feip port}]]
| interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port | fcip port}]] | (interface
fc type number | vsan vsan-id) |frame |loopback |
pkt {both | tx | rx} [bytes bytes | fcid fcid [bytes bytes | interface {fc slot/port | feip port} [bytes
bytes | pkts pkts [bytes bytes]] | pkts pkts [bytes bytes] | vsan vsan-id [bytes bytes | interface {fc
slotlport | feip port} [bytes bytes | pkts pkts [bytes bytes]]] |
pkthdr {both | tx | rx} [bytes bytes | fcid fcid [bytes bytes | interface {fc slot/port | fcip port} [bytes
bytes | pkts pkts [bytes bytes]] | pkts pkts [bytes bytes] | vsan vsan-id [bytes bytes | interface {fc
slotlport | feip port} [bytes bytes | pkts pkts [bytes bytes]]] | rdl |
rxhdrhistory [fcid fcid [interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port |
feip port}]] | interface {fc slot/port | feip port} | vsan vsan-id [interface {fc slot/port | feip port}]]
txhdrhistory [fcid fcid [interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port |
fcip port}]] | interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port | fcip port}]]}

no debug fc2 {credit |
error [fcid fcid [interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port | fcip port}]]
| interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port | fcip port}]]flag |
flow [fcid fcid [interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port | feip port}]]
| interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port | fcip port}]] | (interface
fc type number | vsan vsan-id) |frame [loopback |
pkt {both | tx | rx} [bytes bytes | fcid fcid [bytes bytes | interface {fc slot/port | fcip port} [bytes
bytes | pkts pkts [bytes bytes]] | pkts pkts [bytes bytes] | vsan vsan-id [bytes bytes | interface {fc
slotlport | fcip port} [bytes bytes | pkts pkts [bytes bytes]]] |
pkthdr {both | tx | rx} [bytes bytes | fcid fcid [bytes bytes | interface {fc slot/port | fcip port} [bytes
bytes | pkts pkts [bytes bytes]] | pkts pkts [bytes bytes] | vsan vsan-id [bytes bytes | interface {fc
slotlport | feip port} [bytes bytes | pkts pkts [bytes bytes]]] | rdl |
rxhdrhistory [fcid fcid [interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port |
fcip port}]] | interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port | fcip port}]]
txhdrhistory [fcid fcid [interface {fc slot/port | fcip port} | vsan vsan-id [interface {fc slot/port |
feip port}]] | interface {fc slot/port | feip port} | vsan vsan-id [interface {fc slot/port | fcip port}]]}

DBV ADOFHE  credit FC2 7 Ly y MIXT BT Ny T oA =TI LET,
error FC2 =T =TT Ny T4 RX—T M LET,
feid feid F8E @ Fibre Channe ID (FCID) (ZXf9 57 /Ny 7 ZHIR L ET,
interface BEDA L HZ—T 2 A AT NNy T ZHIBLET,
fe slot/port BEDA L E—T oA ATy ZEHIRELET,
feip port REDA v H—T oA AT Ny 7 HHIRBLET,
vsan vsan-id FRED VSAN ({42 SAN) 127 Ny 7 &R L £ 7,
flag FC2 7 7 7Rk FT T Ny T4 RX—T M LET,
flow FC2 7 —ZktT BT Ny 7L X—T M LET,
frame FC2 7 L— AT ATy I A X —T T LET,
loopback FC2 V=T Ry 71t DT Ny T A F—T M LET,
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debugfc2z W
pkt FC X7y NMIXHT BT Ny T2 2—T VI LET,
both EZEOMGANKT DT Ny T oA X —T NV LET,
tx EEFMOT Ny T 2—T VI LET,
rx ZEFEOT NNy T X =T M LET,
bytes bytes TR A MEERELET,
pkts pkts FaNT Y MEERELET,
pkthdr FC~y X —ZMTHT Ny T2 2—T VI LET,
rdl FC2 Remote Digital Loopback (RDL) {Zxt3 27 /Ny 7 & A X —T M LET,
rxhdrhistory FC2 DG~y X — DT 2T Ny T oA X —T VI LET,
txhdrhistory FC2 DEfF~y X —DBREIZKT 2T Ny T A F—T M LET,
TZAILE TAE=T N

avy kK E—F EXEC E— R
avy FEE Jj1)y—= ETEARE
1.0(2) Zoavwr RREAINE LT,

EREDHS F31>

Fabric Shortest Path First (FSPF) 23 R1E72 FC2 /37w h %53 L7235 . debug fe2 pkt ==~ KD
AR Z 3 LET,

£l WIZ, debug fc2 error vsan 1 2~ > RRFAT SN HBICR AR IND . VAT 2O NFEROH %
RLET,
switchl# debug fc2 error vsan 1
EEa<U KR =1 HiEA
no debug all TRCOTFR_Aw T T 4 v—T M LET,
show fc2 FC2 fFHha R L £7,

| oL-16217-01-J
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M debug fc2d

debug fc2d

FC2 BEREICXI T2 T Ny V& A 3 —T7 W T HICIE, EXEC E— KT debug fe2 =~ > REFEHL
7, debug =2 v F&T 4 B—7 T HI2iE, Z0a< 2 RO ne BXAMEHT 52>, no debug
all Z< > REFEA L TTIRTOT NNy V2T IHET,

debug fc2 {all | bypass ficon_mgr | demux [vsan vsan-id] | deque | error | event [vsan vsan-id] | ha
[vsan vsan-id] | trace [detail] [vsan vsan-id] | warning [vsan vsan-id]}

no debug fc2 {all | bypass ficon_mgr | demux [vsan vsan-id] | deque | error | event [vsan vsan-id] | ha
[vsan vsan-id] | trace [detail] [vsan vsan-id| | warning [vsan vsan-id]}

SUBRYH)ADEREA  all TRTCOFEC2D TN 75 0% A F—T NI LET,

bypass FC2D OFEATIZEWT—H D aryR—x M EpECcE £7,
ficon_mgr FC2D D FE4TIZ3\ T Fibre Connection (FICON) Manager % [o]i#if C& $£ 97,
demux FC2D A vt —Y TwAF T VLI HIKTHT Ny T2 =T NVIZLE

j—o

vsan vsan-id

FEED VSAN ((FH SAN) 15 Ny ZZHIR L £,

deque FC2D A vt —V TXa—kTHT N T oA 3—T M LET,
error FC2D =7 —ZxtT BT Ny T A F—T I LET,
event FC2D Finite State Machine (FSM) B XA X MIXT 22Ty T & A f—
TV LET,
ha FC2DHA (A 7XAZ VT ) IZHRT BT RNy T A F—T Mz LET,
trace FC2D F L —RIZxT BTNy T oA x—T ML ET,
detail FC2D b L— R KT BT NNy VoA 2 —T M LET,
warning FC2D BH I T DT Ny T A 2 —T W LET,
T4 F4—T
avy R E—F EXEC ®— R
avy FEE Jy1y—x TEAR
1.3(4) Zoawry RPREAINE LT,

EREDAS R34y 7oL

il WIZ, debug fe2d all =~ > RIRFATESNTEHBICRRIND VAT LOHNFEROHZ R L ET,
switchl# debug fc2d all

2004 Mar 29 22:57:25 fc2d: fu fsm execute_all: match msg i1d(0), log already open (0)
2004 Mar 29 22:57:25 fc2d: fu_ fsm execute all: null fsm event list

2004 Mar 29 22:57:25 fc2d: fu fsm engine post event processing: mts msg MTS_OPC
DEBUG_WRAP_MSG (msg_id 6894921) dropped

0oL-16217-01-J |
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debugfcc W
E=EdVAS avryk L]
debug all FC2MEREIZHT DT Ny VA X —T7 I LET,
no debug all FTRTCOFAN Y T EF 4 E—T NI LET,
show fc2 FC2 [E#a R RLET,

debug fcc

Fibre Channel Congestion (FCC) HREIZX T 5T N w 7 & A F—7 /WIZT 512X, EXEC E— R T
debug fcc =~ > REEHALET, debug 2~ RET =7/ HITIE, 2O~ RO no
EXZEHAT 255, nodebugall 2~ REFH L TTRTOT RNy VT EKETIHET,

debug fcc {all | error [module s/ot] | event [module s/of] |
mts [pkt {both | rx [node range | opcode range | sap range] | tx} | pkthdr {both | tx | rx [numpkt
rangel}] | trace [module slot]}

no debug fcc {all | error [module s/of] | event [module s/of] |
mts {pkt {both | rx [node range | opcode range | sap range] | tx} | pkthdr {both | tx | rx [numpkt
rangel}} | trace [module slof]}

DBy ADOHA  all FTRTOFCCHEREIZRTT 2T Ny VA F—T M LET,
errors F1bre Channel Congestion (FCC) D=Z —{REEICKITHT Ny 7 &2 A4 X —T )V
ZLET,
events FCC A Xy MIXT DT Ny T =T M LET,
mts FCC tx/rx MTS /X7 NMIKkIT 5T Ny Z A X —T VI LET,
trace FCC P b —RIZHKFT DTN T A X —T N LET,
module s/ot FRy T THEYV2— DAy NESEHELET,
pkt FCC tx/rx FCC /X7y NIt 27 Ny VoA X—7 VIZLET,
pkthdr FCC tx/rx FCC ~y X —IZxt 3 2T Ny T h A X—7 M LET,
numpkt WHLIp Ny NERERELE T,
both EZEOWMGNCKT 2T Ny ZH2BELET,
tx EEFMHT DT Ny ZJEHEELET,
rx ZEFMHT DTNy T EEELET,
node ZAZHEMO/r o b ) — REEELET,
opcode ZAEH WD/ > RO opeode ZHRE L 77,
sap ZAEFHWO/Rr > RO sap HHEELET,
range 1 ~ 4096 ¥ COEKOHMEIEE L T,
TIHILE Fav—7
avY Rk E—F EXEC &— K
av Y FEE ))y—= EEHNR
1.0(2) Zoa~vy FREASNE L,
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M debug fcc

EREDHS FS514> 7L

1 RIZ, debug fecall 2~ > RAETEINTHEICRRIIND, VAT LOMIIFEROHIZRLET,

switch# debug fcc all

BEEa<T VR avw vk B L
no debug all FTRTCOTFAN Y T 5T 44— N LET,
show fec FCCEREZERTLET,

CiscoMDS 9000 773 Y avY F Y27 LYR
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debug fcdomain

fedomain fEEED T Ny T % A 3 —
LEJ, debug =2~ R&T 4 B—T7 T I

debug fcdomain W

7N BI21E, EXEC £ — K C debug fedomain =~ > K % {& f

L Zoawy RO no EXEMEHAT 50 no

debugall =~ FEMH L TTRTOT Ny 7 EKTIHET,

debug fcdomain {all | critical | error |
fc {pkt | pkthdr} {both | rx | tx} [interface fype number [vsan vsan-id] | vsan vsan-id] |
ipc {pkt | pkthdr} {both | rx [node range | opcode range | sap range] | tx} |
memory | notify | phase}

no debug fcdomain {all | critical | error |
fc {pkt | pkthdr} {both | rx | tx} [interface type number [vsan vsan-id] | vsan vsan-id] |
ipc {pkt | pkthdr} {both | rx [node range | opcode range | sap range] | tx} |
memory | notify | phase}

YR VY ADEBH

all T _TD fedomain /XT A —X DTNy T A X—TMILET,

critical BB R BT 5T Ny VA X =T M LET,

error T BRI T BT Ny T A F—T VI LET,

fe TrANF xRy RBEX Oy X2k 2T Ny T a A x—
LizLET,

feip T7ANF v IV X7y hBLUNY X —RT 5Ty 7 hkA F—
T LET,

port-channel A= FF X XN Ty FBIONYy ¥ —ICHT 2T Ny T A =T )V
WZLET,

pkt N7y MCHT BT Ny T A =TI LET,

pkthdr /\“/ﬁ~ T DTN T A F—T I LET,

both EZAEOEGIIKRT DT Ny T4 X —T M LET,

rx ZEFMOT Ny T 2—T VI LET,

interface type number F N ST AHA L H—T A4 AKEELET,
vsan vsan-id FBED VSAN (A8 SAN) (T Ny 7 ZHIR L £,
tx BEFEOT Ny T F—T M LET,
memory AEVEECHT DTN T F—T M LET,
notify WBENCHT DTNy T A F—T M LET,
phase Ja—rL 7z = RIHT DTNy Tk X—T M LET,
T4 Foe—T N
avy R E—F EXEC E— R
avy FEE Jjy—= EEAR
1.0(2) Zoawr RREASHE LT,
FEREDAHS FS14Y 7L

| oL-16217-01-J
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Ml debug fcdomain
1 RIZ, debug fedomain critical =~ > RRFEATSINLHEBICRRIND, VAT LADOHNFEROHI %

~LET,

switch# debug fcdomain critical

Jan 27 07:04:31 fcdomain: Src: 0x00000501/6243 Dst: 0x00000501/14 ID: 0x0005BF

41 Size: 252 [REQ] Opc: 182 (MTS_OPC DEBUG WRAP MSG) RR: 0x0005BF41 HA SEQNO:

0x00000000 TS: 0x183C4D027F4A3

Jan 27 07:04:31 fcdomain: 00 00 00 00 68 00 00 00 00 00 00 00 00 00 00 00

Jan 27 07:04:31 fcdomain: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Jan 27 07:04:31 fcdomain: 00 00 00 00 00 00 00 00 00 00 00 00 FF FF FF FF

Jan 27 07:04:31 fcdomain: 2F 64 65 76 2F 70 74 73 2F 30 00 00 00 00 00 00

Jan 27 07:04:31 fcdomain: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

RIZ, debug fedomain error =~ > RRFETINLGAICERIND, VAT LOHNFEROH %
RLET,

switch# debug fcdomain error

Jan 27 07:05:29 fcdomain:

7E

0x00000000
07:
07:
07:
07:

Jan
Jan
Jan
Jan

Size:

27
27
27
27

Src:
252 [REQ] Opc: 182
TS: 0x183D5E63C081A
05:29 fcdomain: 00 00
05:29 fcdomain: 00 00
05:29 fcdomain: 00 00
05:29 fcdomain: 2F 64

00
00
00
65

00
00
00
76

64
00
00
2F

00
00
00
70

0%00000501/6245
(MTS_OPC_DEBUG_WRAP MSG)

00
00
00
74

Dst:

00
00
00
73

00
00
00
2F

0x00000501/14

RR:

00
00
00
30

00
00
00
00

00
00
00
00

00
00
FF
00

00
00
FF
00

ID

00
00
FF
00

: 0x0005BF
0x0005BF7E HA SEQNO:

00
00
FF
00

KIZ, debug fedomain ipc pkthdr both =~ > RIRFATINTEHBICRRIND, VAT 2O IHE

ROBIZRLET,

switch# debug fcdomain ipc pkthdr both

Apr 8 20:44:38 fcdomain: Src: 0x00000501/3883 Dst: 0x00000501/14 ID: 0x00038E

1D Size: 252 [REQ] Opc: 182 (MTS_OPC_DEBUG_WRAP_MSG) RR: 0x00038E1D HA SEQNO:

0x00000000 TS: Ox5DD9B14EA3AA REJ:0

Apr 8 20:44:38 fcdomain: 00 00 00 00 08 00 00 00 00 00 00 00 00 00 00 00

Apr 8 20:44:38 fcdomain: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Apr 8 20:44:38 fcdomain: 00 00 00 00 00 00 00 00 00 00 00 00 FF FF FF FF

Apr 8 20:44:38 fcdomain: 2F 64 65 76 2F 70 74 73 2F 30 00 00 00 00 00 00

Apr 8 20:44:38 fcdomain: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Apr 8 20:44:38 fcdomain: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Apr 8 20:44:38 fcdomain: Src: 0x00000501/3883 Dst: 0x00000501/14 ID: 0x00038E

20 Size: 252 [REQ] Opc: 182 (MTS_OPC_DEBUG WRAP MSG) RR: 0x00038E20 HA SEQNO:

0x00000000 TS: Ox5DD9B186CCEB REJ:0

Apr 8 20:44:38 fcdomain: 00 00 00 00 07 00 00 00 00 00 00 00 00 00 00 00

Apr 8 20:44:38 fcdomain: 00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00 00

Apr 8 20:44:38 fcdomain: 00 00 00 00 00 00 00 00 00 00 00 00 FF FF FF FF

Apr 8 20:44:38 fcdomain: 2F 64 65 76 2F 70 74 73 2F 30 00 00 00 00 00 00

Apr 8 20:44:38 fcdomain: 00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00 00

Apr 8 20:44:38 fcdomain: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
CEEESAS =1 N BL

show fcdomain domain-list

777V 9 7 IEBT BBIED K AL 2 % FoR LET.

fcdomain

fcdomain #§HER A X —T7 WZ L ET,
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debug fcfwd W

debug fcfwd

77 AN F v ROVEREERICK T DT Ny & A X —T )T T HIZIE.EXEC & — R C debug fefwd
a<w REHFEALET, debug 2~ KET =TT 50, ZDa<2 RO ne IBXEfE
M9 %2>, nodebugall 2~ REMEH LTI XTOT NNy ZF &2 TIEET,

debug fcfwd {flogimap | idxmap | pcmap | sfib | spanmap} {error | event | trace} [module s/of | vsan
vsan-id [module s/ot]]

no debug fcfwd {flogimap | idxmap | pcmap | sfib | spanmap} {error | event | trace} [module s/of |
vsan vsan-id [module s/ot]]

LUB YY) ADOEHRBA  flogimap flogimap (2%t 357 /Ny V& A X —T M LET,
idxmap idxmap IZXT DT Ny T A X—T VI LET,
pemap pemap \ZXT 5T Ny T kA RX—T M LET,
sfib sfib KT 2T Ny Va4 X —T VI LET,
spanmap spanmap [ZX T BT Ny T A F—T VI LET,
error Fibre Channel Congestion (FCC) DT —IRREIZXT 5T Ny J & A 3—T )L

WZLET,
event FCC A Xy MIXT DT Ny T A =T VI LET,
trace FCC FL—RIZKT 2T Ny A X—T M LET,
module s/ot TR TTHEYa— DAy NESERELET,
vsan vsan-id FRED VSAN (A8 SAN) 127 Ny 7 &R L 5,
T4 Fa—Tn

av>Y R E—F EXEC ®— R

avy FEE

Jy—2 EERE
1.0(2) Zoavxry FpRHEASHE LR,

EREDASFSM4Y 7oL

#i KIZ, debug fefwd error =< 2 RRFATINTHBICRKRIND, VAT LOMNFEROHIZ R L
\i‘é—()
switch# debug fcfwd error
BEaTUFR avwvFk HL]
no debug all TRTOFNNy I E2F 4 v—7 M2 LFET,
show fcfwd WE LTz fefwd 77— 7 VB L ORHHEHRZEZ R LET,
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W debug fens

debug fcns

Fo— b = ROBERIAT DT Ny T A F—T M T 5I21E, EXEC “E— K T debug fens =+ >
REFEHALET, debug 2~ FET 4 =TT B, Z0a<> RO ne BN E2HHT S
2, nodebugall 2~ REMHL TTRXCTOT Ny V7EKTIHET,

debug fens {all | errors | events {mts | query | register}} [vsan vsan-id]

no debug fens {all | errors | events {mts | query | register}} [vsan vsan-id]

DUBYYADOHEBR  all FTRTOR—L F—rBERRDT Ny T h A X —T M LET,
errors b Y= T —REIHT DT Ny T oA X =T M LET,
events FTRTDOR—L =N AR MNEHT DT Ny T oA X —T M LET,
mts = b = x MTS X7y MCHT 27 Ny 7 h A F—7 M LET,
query Fo— L Y= tx/rx CDP 37w MIx$ 57 /Ny 7oA X—T M LET,
register =L Y= "D PSS DA N MIHT DTNy VA X —T VI LE

‘a_‘o

vsan vsan-id FBED VSAN (A8 SAN) 12T Ny ZZHIR L £,

TIHIE Fa—T

avv K E—F EXEC E— F

av Y FEE )= EERNE
1.0(2) Zoawy R EASHE L,

EREDAS R34y 7oL

il XIZ. debug fcns events register vsan 99 =~ > RWEATI NG EICEREIND, VAT A0S
FEROFIZ R LUET,

switch# debug fcns events register vsan 99

Feb 17 04:42:54 fcns: vsan 99: Got Entry for port-id 27800

Feb 17 04:42:54 fcns: vsan 99: Registered port-name 36a4078be0000021 for port-id 780200
Feb 17 04:42:54 fcns: vsan 99: Registered node-name 36a4078be0000020 for port-id 780200

(EER=EdAS avryk BTLL
no debug all FTRTDT Ny T %T 4 =TI LET,
show fcns database BED VSAN F 72133 _XT?D VSAN 1IZxtT 2R F /213 r— A
PR F—E_R=2 KR LET,
show fcns statistics FRE D VSAN F 72139 XT?D VSAN IZxt T D faHERE £R L E T,

CiscoMDS 9000 773 Y avY F Y27 LYR
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debug fcs

Fabric Configuration Server (FCS) (Z*I34 255 /v 7% A F—
fes 2~ REEHALET, debug 2~ K&7 =7 MICT5I1CiF
nodebugall =~ > REFEF L TTRTOT NNy 7&K TIHET,

T2 0,

debugfcs M

T WAZT B2, EXEC “E— KT debug
L Zoawr RO o B E

debug fes {all | discovery events | errors [vsan vsan-id] | ess-events [vsan vsan-id] |
mts events {brief | detail} | pss events | queries events [vsan vsan-id] |
registrations events [vsan vsan-id| | rscn events [vsan vsan-id]| | snmp events}

no debug fcs {all | discovery events | errors [vsan vsan-id] | ess-events [vsan vsan-id] |
mts events {brief | detail} | pss events | queries events [vsan vsan-id] |
registrations events [vsan vsan-id| | rscn events [vsan vsan-id]| | snmp events}

SURAYHZADOMRE  all FTRTOFCS BBEIZH T 2T Ny T A X —T M LET,
discovery events FCS Mt A Ry Mkt 2T Ry Va4 2—T NI LET,
errors FCS DT —REEIZKIT DT Ny T A X —T M LET,
mts events FCS tx/rx MTS A X MIXIT 2T Ny T A4 X —T M LET,
pss events FCS T 2T Ny T A X—T M LET,
brief HAX NGB RERIEL T,
detail FHA N2 MR AR L £,
queries events FCS tx/rx A XY MIXTHT Ny T oA 32—T VI LET,
registration events FCS PSS BHEH DA X2 MZHT DT NNy T2 A 32— NI LET,
rscn events FCS Registered State Change Notification (RSCN) A Xy MIkfF 57 /3y
T A FZ—T NI LET,
snmp events FCSSNMP (fliZry NU—2&H T m bajn) A X2 MIHT L7y
T oA F—T M LET,
vsan vsan-id FEED VSAN (AR SAN) (27w ZZHIR L £7,
TIAILE Fae—T
avvkFE—F EXEC £— K
av Yy FEE Jy—=x EEARS
1.0(2) Zoavry FPREASRELL,
EREDHSLFS4Y 2L

15l WIZ, debug fes all =~ RNFATEINTEHBICRTIND, VAT LAOHIEROH LR LET,
switch# debug fcs all

BEav VR avv kR HL]
no debug all TRTCOT RNy T T 48—V LET,
show fcs T7 TV ITREDAT —H AFRLET,
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W debug fcsp-mgr

debug fcsp-mgr

Fibre Channel Security Protocol (FC-SP) ¥~ R — ' ¥ |\ZkT 5T v 7% A4 2 —T WZT 5121, EXEC
“&— R C debug fesp-mgr 2~ > FZHEHLET, debug =2~ K&T 4 —T7MIT DL, 2D
a< KD no B ZHEHAT S5, nodebugall =~ > FEFEHA L TERTHOT ANy 72K T SEF
j—o

debug fesp-mgr {all | critical | datastructure | dhchap | error | event-gen | fc2 | fsm | general | ha | init
| levell | level2 | level3 | level4 | level5 | message | mts | notify | trace}

no debug fesp-mgr {all | critical | datastructure | dhchap | error | event-gen | fc2 | fsm | general | ha |
init | levell | level2 | level3 | level4 | level5 | message | mts | notify | trace}

DURYYADOHA  all FRTO FC-SPHERRIZH T 27 Ny Va4 X —T M LET,
critical FCSPZ VT A N T —DT Ny T X —TMILET,
datastructure FC-SP 7 — 4 W5& DT Ny Tk A X —T M LET,
dhchap Diffie-Hellman Challenge Handshake Authentication Protocol (DHCHAP) #7773
ThA X =T NI LET,

error FC-SP =7 —DFT Ny T A4 32—T VI LET,

event-gen FC-SP A XV NEDT Ny Tk A X—=T M LET,

fe2 FC-SPFC2 A v &=V DT Ny T A X —T VI LET,

fsm FC-SP A XV DTNy T X —T M LET,

general FC-SP O— 72T /Ny 7 A X—T WMIZLET,

ha FC-SP A TRATGEY T 4 DFNy T F—F M LET,

init FC-SP ¥ DT Ny T A4 2—T VI LET,

levell FC-SPMgr D7 Ny 7 L~ L% LICREL £T,

level2 FC-SPMgr D7 /N 7 L~ L% 2 ICRELET,

level3 FC-SPMgr D7 /Ry 7 L~ L& 3ICREL ET,

level4 FC-SPMgr DT Ny 7 L~y % 4 IZERELET,

level5 FC-SPMgr D7 N\ 7 L~ L% 5ICRGEL £T,

message FC-SP A vt —VDF Ny T A F—T7 M LET,

mts FC-SP Messaging and Transaction Service (MTS) X v &— DT Ny 7% A F—
T L ET,

notify TRy T LY ERAICRELET,

trace FC-SP ¥R DBtG / #6 T DT /Ny Th A X —T M LET,

TIAIE Faoe—T

av>y R E—F EXEC ®— R

av Yy FEE Jiy—=R FEAE
1.3(2) Zoavy FREASNE L,

EREDAS R34y 7oL
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debug fcsp-mgr W

1 RIZ, debug fesp-mgr all =~ o RRETINLHBICRRIND, VAT LAOHAFEROBEZ R L
iﬁ—o
switch# debug fcsp-mgr all
2004 Mar 29 23:33:56 fcsp-mgr: fu fsm execute_all: match msg _id(0), log already open(0)
2004 Mar 29 23:33:56 fcsp-mgr: fu fsm execute all: null fsm event list
2004 Mar 29 23:33:56 fcsp-mgr: fu fsm engine post event processing: mts msg MTS_
OPC_DEBUG_WRAP_MSG (msg_id 7061762) dropped

CEEENY avUF FiHA
no debug all FTRTCOFAN Y T 5T 4 E—T N LET,
show fesp FC-SPREDAT —H A% FKm LET,
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M debug fdmi

debug fdmi

Fabric-Device Management Interface (FDMI) FEREIZKI T 57 /Ny 7% A X —T /LI T % IZI1E, EXEC
T — R Tdebugfdmi =~ > FZHEH L ET, debug =2~ F&F 4 E—7 T 5201, Zoaw
Y RO no IEXEMFHT 57, nodebugall =~ > REHEHA L TTRXTOT Ny 72K TIHET,

debug fdmi {all | errors | fdmi-messages [vsan vsan-id] | ha | mts {pkt {both | rx [node range | opcode
range | sap range] | tx} | pkthdr {both | tx | rx [numpkt range]}} | pss | trace}

no debug fdmi {all | errors | fdmi-messages [vsan vsan-id] | ha | mts {pkt {both | rx [node range |
opcode range | sap range] | tx} | pkthdr {both | tx | rx [numpkt range]}} | pss | trace}

SURYHADFHREA  all FRCO FDMIMSEEIC KT AT Ry Vo A4 F—T M LET,
errors FDMI O =5 —IRREIZXIT 2T Ny T4 X—T M LET,
fdmi-messages FDMI Protocol Data Unit (PDU) DX > 7 & A F—7 M LET,
ha HA(NATRXAZEVT ) [AA Y BE—VDOF T oA X—T M LET,
mts FDMI tx/rx MTS A X2 MIXTHT Ny T2 A RX—T VI LET,
pkt FCC tx/rx FCC /X7y NIt 27 Ny Zh A RX—7 M LET,
both EZEOWMBFIIHT 5T Ny ZTE2EELET,
tx EEFACHT LT RNy T EREELET,
rx ZAEHFMIHT DT Ny TEHEELET,
node ZIEHEMONry v ) — RERFELET,
range 1 ~ 4096 ¥ TOEBOFHFHALZIEELE7,
opcode ZAZ SO, b D opeode ZFRE L £,
sap ZAZHF O/ R D sap ZFEE L E T,
pkthdr FCC tx/rx FCC ~ v X —IZx T 5T Ny T A F—T /W LET,
numpkt MBIy NRERRELE T,
pss FDMI PSS (23 2T Ny 7% A X —T M LET,
trace FDMI b L— R T 57 Ny Z&2HIR L ET,

TIHILE Faok—T

av>Y R E—F EXEC ®— R

av Y FEE Jy—= EERNE
1.3(2) oz FREASHELRE,

EREDAS R34y 7oL
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debug fdmi H

1 RIZ . debug fdmiall 2~ > RPRETINTHEITERIND VAT LOWMIIFEROFIZ R L ET,

switch# debug fdmi all

2005 Mar 10 02:37:28 fdmi: 00 00 00 02 00 00 00 1C 04 19 65 08 00 82 39 08

2005 Mar 10 02:37:28 fdmi: C4 16 65 08 44 19 65 08 E4 87 39 08 04 17 65 08

2005 Mar 10 02:37:28 fdmi: 84 19 65 08 4C 8D 39 08 44 17 65 08 C4 19 65 08

2005 Mar 10 02:37:28 fdmi: B4 92 39 08 00 17 65 08 04 1A 65 08 1C 98 39 08

2005 Mar 10 02:37:28 fdmi: C4 17 65 08 44 1A 65 08 84 9D 39 08 04 18 65 08

2005 Mar 10 02:37:28 fdmi: 84 1A 65 08 EC A2 39 08 44 18 65 08 C4 1A 65 08

2005 Mar 10 02:37:28 fdmi: 54 A8 39 08 84 18 65 08 04 1B 65 08 BC AD 39 08

2005 Mar 10 02:37:28 fdmi: 00 00 00 02 00 00 OB B8 00 00 00 00 00 00 00 00

2005 Mar 10 02:37:28 fdmi: 00 00 00 00 00 00 00 00 00 00 00 00

2005 Mar 10 02:37:28 fdmi: Src: 0x00000601/27 Dst: 0x00000601/105 ID: 0x0069E217
Size: 140 [REQ] Opc: 7804 (MTS_OPC_FDMI_ SNMP) RR: 0x0069E217 HA SEQNO: 0x00000000
TS: 0x25218CC5A40E3 REJ:0 SYNC:0

BEEavTYK avwyvFk EHEA
no debug all TRCOFRY T 52T 45— N LET,
show fdmi FDMI 5 —&Z R— 2 H A2 Fr LET,

CiscoMDS 9000 7731 avY R UYIZ7LYR
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M debug ficon

debug ficon

Fl-bre Con-nection (FICON; 7 7 A /\g&fe) A v X —T = A AT DT Ny T A4 3—TNWIZT D
IZ1%, EXEC *&— RC debug ficon =~ FZHEH L ET, debug =2~ RET 4 B—7 T HIC
X, 2= RO no ERXEZM AT 57, nodebugall =~ > RZHEH L TTRTOTF RNy 7 &#k
TEEET,

debug ficon {all | bypass {acl | esa | file | pm | postcheck | precheck} |

control-device {all | bypass ficon_mgr | demux [vsan vsan-id] | deque | error | event [vsan vsan-id|
| ficon_mgr | ha [vsan vsan-id] | demux [vsan vsan-id] | sb3 {error | flow} trace [detail] [vsan
vsan-id] | warning [vsan vsan-id]} |

error | event | file-trace | ha | max-port-number ports | pss-trace |

stat {all | demux [vsan vsan-id] | deque | error | event [vsan vsan-id] | ha [vsan vsan-id] | trace
[detail] [vsan vsan-id]| | warning [vsan vsan-id]} | timer | trace}

no debug ficon {all | bypass {acl | esa | file | pm | postcheck | precheck} |

control-device {all | bypass ficon_mgr | demux [vsan vsan-id] | deque | error | event [vsan vsan-id|
| ficon_mgr | ha [vsan vsan-id] | demux [vsan vsan-id] | sb3 {error | flow} trace [detail] [vsan
vsan-id] | warning [vsan vsan-id]} |

error | event | file-trace | ha | max-port-number port | pss-trace |

stat {all | demux [vsan vsan-id] | deque | error | event [vsan vsan-id] | ha [vsan vsan-id] | trace
[detail] [vsan vsan-id] | warning [vsan vsan-id]} | timer | trace}

VB YY) ADHHA

all F T D FICON BREICK T 27 Ny VA R—T WIZ LET,

bypass FICON O Z —IRBEIZKIT D NARA 75 T A X —TNIZ Li?’

acl Access Control List (ACL; 727t A v br—/L JA L) =F%—3
DFEATZERELET,

esa Encryption Services Adapter (ESA) DZEATA[EhEL £ 7,

file 7 7 A NBNEOFAT A B L F 7,

pm R—h 32—V v OETEEHEL E T,

postcheck VSAN ({548 SAN) % A R — T /WIZT 2 720 OFH RO FAT % [F1hE
LET,

precheck VSAN % A X —TF NI T B2 DEFTHERD EIT 2k L £,

control-device FICON #ifl T A ADH v T A F—T M LET,

all FICON il 7 /3A ZADT XTOTF Ny 7 77 T2 ELET,

bypass ficon-mgr FICON v — U % Z[alE L £,

demux FICON H|fHlT NA A A=Y TNT T VLIV OT NNy THRE
LET,

deque FICON T NRA A A=Y THa2a—DT Ny 7 EHRELET,

error FICON #lfl T _A A =257 —DT Ny JERELET,

event FICON #4734 A Finite State Machine (FSM) B XA X bDF
Ny THBRELET,

ficon_mgr FICON v % — Y ¥ il T A ZADT Ny 7 EHFELET,

ha FICON #llffl7 /34 A HA (A TRAZGE VT 1) OT Ny JEHE
LET,

sb3 SB3 7A 77 VDT Ny ZaRELET,

trace FICON #lfl7 A A FL—2ADT Ny TR ELET,

warning FICON il T /XA ZEEDT NNy T ERELET,

error FICON =7 — T 2T Ny VA x—T /W LET,

event FICON A R M 27 Ny VoA =7 /I LET,
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debug ficon W

file-trace FICON 7 7 A )V 70 —DT Ny T A F—T M LET,
ha HA A v 2=V DTNy T A X—=T WV LET,
max-port-number ports KRR — NEAEELET,
pss-trace FICONPSS 7 0 —DF Ny 7oA F—T WM LET,
stat FICON #taHEMDT N 75 A X—=T M LET,
all FICON FEHEMD TR TCOFT RNy 7 75 V2 ELET,
demux FICON #iiHEH A v —Y T~V F S LI V&R ELET,
deque FICON #EHEHRA v E—Y THX 2 —2HBELET,
error FICON #FHEMT=— 7 —#EEL £,
event FICON #FHE®R FSM B LA X hEHREL T,
ha FICON #EaHi# HA Z € L £ 7,
trace FICON #FHEH L —RAZHREL £ T,
warning FICON #at &S 4 E L ET,
timer FICON # A ~— A v &=V DTNy VA X—T7 /W LET,
trace FICON 72 —0DOT Ry 7% A F—7 W LET,

TIXIE Fae—T7

avvkFE—F EXEC £— K

avy FEE Jj1yy—=x EERE
1.3(2) Zoa~vy FREASNE L,

EREDAA K312

Zoawy REHEHRT I, AA v F L TFICON I3 A F—

TR > TV DRERDH Y £,

1 RIZ . debug ficonall 2~ > RRETINTHEITEKRIND VAT 2O IIFEROHIZ R L ET,
switch# debug ficon all
2005 Mar 10 02:38:58 ficon: fu fsm execute all: match msg id(0), log_already open(0)
2005 Mar 10 02:38:58 ficon: fu fsm execute all: null fsm event list
2005 Mar 10 02:38:58 ficon: fu fsm engine post_ event processing: mts msg
MTS_OPC_DEBUG_WRAP_MSG (msg_id 6943776) dropped
switch# undebug all

EEa<TUF avwuk A
no debug all TRCOTF Ry T T 42— M LET,
show ficon BE S A7 FICON 1z #or L,

Cisco MDS 9000 77 XY OV F
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M debug flogi

debug flogi

Fabric Login (FLOGI) #REICXT 5T N 7 & A R —
a< REFHALET, debug 2~ RET =T MTTBHITIE
nodebugall =~ > REFEH L TTRXTOT NNy ZEKTIHET,

ElE RESV/AN

TWZT B2t EXEC & — KT debug flogi
I, ;O):'\?/ Ko no &%

debug flogi {action [interface type number | vsan vsan-id] |
all | bypass {acl| dm | dpvm | fcsp | Icp | npiv | ns | pl | pm | pmvc | rib| vsan_mgr | zs} |
demux [interface type number | vsan vsan-id] |error |event [interface type number | vsan vsan-id] |
ha [interface type number | vsan vsan-id] |init [interface type number | vsan vsan-id] |
timers [interface type number | vsan vsan-id] |trace [interface type number | vsan vsan-id] |

warning}
DB YY) ADPE  action T RTODFLOGL 73y JHfe 2 A 2 — 7 VT LET,
all FTRTCOFLOGI T Ny 7 AT v a kA x—7MILET,
bypass FLOGI DFHATICE W T D = R —F o b Z [l L4,
acl Access Control List (ACL; 7 27 = &I U 2 ~) DOEITEHBEREL £,
dm RAL Y =F =V ¥ OFELTEERREL T,
dpvm Dynamic Port VSAN Membership (DPVM) 51T % [BlBE L %97,
fesp Fibre Channel Security Protocol (FC-SP) D347 4 [AlEE L £ 97,
lep Link Control Protocol (LCP) DFEAT% Ak L F 7,
npiv NPIV DEATZ [k L £7,
ns R—b = ROEITEERELE T,
pl R—h vy OFATEERLET,
pm R—bh =F =V ¥ OFETEFEGREL ET,
pmve PM VSAN ({it48 SAN) ZERH DT Z [HlkE L £7,
rib Routing Information Base (RIB) 3T % [AlEE L F 9,
vsan_mgr VSAN v~ R =¥ DF T2 Mk L £7,
zs = = NOFATEERRE L £ T,
demux FLOGI D7~ NVFF L7 ¥ %A X2—T M LET,
error FLOGI O —IREEIZXIT 2T Ny VA X—T M LET,
event FLOGI Finite State Machine (FSM) B XA X MIxT DT /3Ny 7% A
F—7 NIz LET,
ha FLOGI DA 7 XAZEV T 4T DT Ny VA x—T M LE
7
init FLOGI 1B/, HIBR, 3 KOWIHHLICH T 27 Ny 72 A X =7 VT LET,
timer FLOGI DA v t—V XA ~—ICT DT Ny Tk =T /M LET,
trace FLOGI F L —RIZx$ 27 /Ny VoA =T NI LE T,
warning FLOGI DE 1T 2T Ny T oA X—T /M LET,

interface fype number

BEDA L H—T A RZT Ny TE2HIRLET,

vsan vsan-id

FEED VSAN (A8 SAN) (T Ny ZZHIR L 7,

T4 F =T

av>Y R E—F EXEC ®— R
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debug flogi W

avy FEE

EREDHS F31

Jiy—=R EEASE
1.0(2) Zoawry RPREAINE LT,
L

il WIZ., debug flogi all =~ > RAFETINIZGHEICR R EIND VAT LOHNFEROHEZRLET,
switch# debug flogi all
Apr 9 22:44:08 flogi: fs_demux: msg consumed by sdwrap process msg
Apr 9 22:44:08 flogi: fu fsm execute_all: match msg id(0), log_already open(0)
Apr 9 22:44:08 flogi: fu fsm execute all: null fsm event list
Apr 9 22:44:08 flogi: fu fsm engine: mts msg MTS_OPC_DEBUG WRAP_MSG(msg_id 67690)
dropped
RIZ. debug flogi event =1~ o FRFEITE N/, AICERIND, VAT O THER O 2R L
E
switch# debug flogi event
Apr 10 00:07:16 flogi: fu fsm execute all: match msg id(0), log already open(0)
Apr 10 00:07:16 flogi: fu fsm execute_all: null fsm event list
Apr 10 00:07:16 flogi: fu_fsm_engine: mts msg MTS_OPC_DEBUG_WRAP_MSG (msg_id 71314)
dropped
RIZ. debug flogi trace 2~ o FRFATINTZLGAITR I IND, VAT LOWTFEER OB Z R L
i‘é—o
switch# debug flogi trace
Apr 10 00:42:36 flogi: fs_genport vsan hash fn: key: 0x1 index: 0x1
Apr 10 00:42:36 flogi: fs_mts_hdlr_fs_flogo: FLOGI HOLD(0x8122144) refcnt:3
Apr 10 00:42:36 flogi: fs clear_all outstanding responses for flogi: FLOGI FREE (
a07e00300500252b) refcnt:3

EEaI<TUF avvFk A
no debug all TRTOT RNy T T 4 =T M LET,
show flogi database TNTO VSAN IZBIT 2T _XTOA =T = A AT 3T

DFLOGIE Yy Y arrERrLET,
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W debug fm

debug fm

BRE~ R —T v DT Ny T A F—T/WZT 521, EXEC T— KT debug fm =~ > REMA L
£7, debug 2~ RET 4 E—T /I THITIE, ZOa~<2 RO no FEREFEHT 57>, no debug
all Z< > REFEHA L TTIRTOT NNy V2R TIHET,

debug fm {error | flow}

no debug fm {error | flow}

SUBYYADEBA  error HWHE~ X =Yy Ox= T —RBISHT 2T Ny T2 A X =T ML ET,
flow Mt~ —2 % 77— T 5T RNy SR F—T N LET,
T4 Foe—T
avy R E—F EXEC E— R
avy FBE Jyyy—=x EENE
1.0(2) Zoa<wy RREAINE LT
FREDHSFS4Y 7L

#i RIZ . debug fm flow =~ > RRFEITENTZHEICEREIND VAT AOENFEROBIZRLET,
switch# debug fm flow
switch# 2005 Mar 10 02:40:19 feature-mgr: fm_event_loop: ----------- EVENT START
2005 Mar 10 02:40:19 feature-mgr: fm event loop: received MTS message:
2005 Mar 10 02:40:19 feature-mgr: fm event loop: Src: 0x00000601/27 Dst:
0x00000601/121 ID: 0x006A0FC4 Size: 160 [REQ] Opc: 8922
(MTS_OPC_FM CMI_GET FEATURE OP) RR: 0x006A0FC4 HA SEQNO: 0x00000000 TS:
0x2524B48D52B53 REJ:0 SYNC:0
2005 Mar 10 02:40:19 feature-mgr: fm handle cmi_get feature op: Get feature (1) op
request
2005 Mar 10 02:40:19 feature-mgr: fm handle cmi get feature op: Reply to get feature
ivr op request: op 2, op_state 0, result 0x0 (success)
2005 Mar 10 02:40:19 feature-mgr: fm event loop: ----------- EVENT START
2005 Mar 10 02:40:19 feature-mgr: fm event loop: received MTS message:
2005 Mar 10 02:40:19 feature-mgr: fm event loop: Src: 0x00000601/27 Dst:
0x00000601/121 ID: Ox006A0FC6 Size: 160 [REQ] Opc: 8922
(MTS_OPC_FM_CMI_GET FEATURE_OP) RR: 0x006A0FC6 HA SEQNO: 0x00000000 TS:
0x2524B48EBF55D REJ:0 SYNC:O0
2005 Mar 10 02:40:19 feature-mgr: fm handle cmi get feature op: Get feature (1) op
request
2005 Mar 10 02:40:19 feature-mgr: fm handle_cmi_get feature op: Reply to get feature
ivr op request: op 2, op_state 0, result 0x0 (success)

(CEEESAN avvk L]
no debug all TRTOFNNy I EF 4 v—7 M2 LFET,
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debug fspf

Fabric Shortest Path First (FSPF) H§REICXI 92T v 7 & A4 X —T /2T HIT1E, EXEC £— KT

debug fspf =~ FZHEHALET, debug =~ R&F 4 v—7 45121
nodebugall =~ REFEF L TTRXTOT NNy FEETIHET,

| S E I REAY/AN

debug fspf W

L ZDa=y KD no

debug fspf {all [interface type number] [vsan vsan-id| | database [interface fype number] [vsan vsan-id |
error |event [interface fype number] [vsan vsan-id] |
fc {pkt | pkthdr} {both | tx | rx} [interface fype number] [vsan vsan-id] |
flood [interface type number] [vsan vsan-id] |ha [interface type number] [vsan vsan-id] |
mts {pkt {both | rx [node range | opcode range | sap range] | tx} | pkthdr {both | rx [numpkt
range] | tx}} |retrans [interface type number] [vsan vsan-id] |route | timer}

no debug fspf {all [interface type number] [vsan vsan-id] |
database [interface type number] [vsan vsan-id |error |event [interface type number] [vsan vsan-id] |
fc {pkt | pkthdr} {both | tx | rx} [interface fype number] [vsan vsan-id] |
flood [interface type number] [vsan vsan-id] |ha [interface type number] [vsan vsan-id] |
mts {pkt {both | rx [node range | opcode range | sap range] | tx} | pkthdr {both | rx [numpkt
range] | tx}} |retrans [interface type number] [vsan vsan-id] |[route | timer}

DoAY H DB

all FTXTD FSPFHERICH T 5T Ny F A4 2—T VI LET,

database FSPF 57— # RXR—=R|ZxtT BT NNy T oA 32— M LET,

error FSPF O T —REEIZXIT DT Ny VA X—T M LET,

events FSPF A XV NI T 2T Ny VA X —T M LET,

fe TrANF XN Ry PBRONy X —ITT 57y 7 A F—
T LET,

fe-tunnel T7ANF R VRN A H =T 2 RAZHT BTNy T oA
F—7 NI LET,

feip T AN FX NI Ry FBIOANy A —CHT D7y VA
F—=T NV LET,

fv T AN T2 FUARBIEA H—T = f AT DT NNy T A F—

TV LET,

gigabitethernet slot/port

Xy h A=V Ry b A F—T 2/ ZADAay hBLOR— %
BELET,

ipc

IPC 7y "BXONy X =T DT Ny T oA F—T M LET,

mgmt

A LA —T oA ATRELET,

port-channel

n‘f’— FFx RN Ny FPBEONy =T8T 0T Ny T A X —7

IZLET,

sup-fc ”ﬁﬁ%x& T A AT DTNy T A X —T M LET,
pkt FCC tx/rx FCC /X7 MIxt T 567 Ny VA X —T M LET,
both EZEOm G T T Ny TE2FELET,

tx EEFMIHT DTNy ZEEELET,

rx SZAEFANCHTHT RNy T ERELET,

node ZEFEONRTy D) —RERELET,

range 1 ~ 4096 £ TOEEOHMZFHREL 7,

opcode ZAZFFM D/ > B D opeode ZFRE L ET,

sap SZAEHFWO/Rr > D sap #HRELE T,

pkthdr FCC tx/rx FCC ~ v ' —\Zxt$ 57 Ny 7 A 2—T ML ET,
numpkt BRIy NMIERELET,

flood FSPE D7 T v T 4T AXR NDT Ry T A F—T NI LET,
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W debug fspf

ha FSPF ONA TRAZEV T A IZHTET Ny T4 X —T VI LE
R

mts FSPF tx/rx MTS A XV MIXIT 57NNy kA X —T M LET,

retrans FSPF OFEFICRT AT NNy 7L X—T NI LET,

route FSPF O /L— REMRICKTT 2T Ny VA F—T M LET,

timer FSPF ¥ A ~—IZKT BT Ny 7L X—T M LET,

BEDA L E—T 2 RT Ny ZZ2HIRLET,

interface type number

FEED VSAN ({KF8 SAN) (T Ny ZZHIR L £,

vsan vsan-id

T4 F =T
avy kK E—F EXEC E— K
avy FERE Jy1y—x TEAR
1.0(2) Zoavwry RPREAINE LT,

EREDHS F31

]

AV HE =Tz A A ETRIERN v N &G LICHAIZ, debugfepkt 2~ FEEMALET,

VSANADA v Z—T =2 A A LT A7y EOWMERIZEET 5T — %515 L7235 . debug fspf error
EEITLT, SMERESGLIZENTEET, L, A ¥ —7 = A ADHfll T FSPF /X7 A —
Z D EIZEN 722 & Z R LT 723V, F£72, debug fspf fc pkt 2~ REFATL T, A
VE—T A RAERETHIEHLTEET,

VSAN N 12— 7 )L Label Switch Router (LSR) O 7 7 v 7 4 » 7T 5= 7 — % %[5 L= HA,
debug fspf flood =~ > KI5 L (F debug fspferror =2~ RZFETLET, =T —0NEEFE v T
WESNTSGE, AVE—T o ARART 7T 4T ThHHNE I NEEZR LT, debug fc2 error 2~
VREETLTLLE SN,

VSAN NDA v H—T 2 f ADH A ~— A X2 MLUBIZET 5T —%2%E L84,
error 2~ FEFEITLET,

debug fspf

filiE > 7= Messaging and Transaction Service (MTS) A v & —JVIZLAUEDO T T — %55 LI2HE .
debug fspf mts pkt =~ >~ F35 X " debug fspferror =~ > FZ 34T L E T,

Routing Information Base (RIB) & DM AEBERFCTT —%2ZFE L12A. RIBT Ny 7 M L—X|Z
ey, debug fspfroute =~ & H L £ 9,

VSAN O/b— hEHEFIC T T —%5(5 L7-%4 . debug fspf error =~ > K35 LU} debug fspf route
avy REFETLET,

A VB —T A AP FULL SN OIRRE T IE L7 e DI =T — 2% (E L7256, Ml 51 v ¥ —
7 = A A LT, debug fspf event =~ > NI O debug fspf fe pkt =~ > FEETLET,

RIZ. debug fspfall =~ o RRFATENTHEICRREND, VAT LOHFEROFIZ R L ET,

switchl# debug fspf all
Apr 5 11:50:01 fspf: Wrong hello interval for packet on interface 100£000 in VSAN 1
Apr 5 11:50:04 fspf: Error in processing hello packet , error code = 4
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debug hardware arbiter W
E=EdVAS avyk B
no debug all TRCOT N T T 48—V LET,
show fspf 7' m—/3)L FSPF AR R LE T,

debug hardware arbiter

N= Ry 2T T—EH— RIANIRTEHT RNy 7% A X—TNIZT 512, EXEC E— KT
debug hardware artiber =2~ > R&fFH L E T, debug 2~ &7 =7 NMZT5I2E, 20
a<2 RO no FEXEMAT S0, nodebugall 2~ > FEFEH LTI XTHOT RNy F 2T SEF
\j’-‘o

debug hardware arbiter {error | flow} [group number|}

no debug hardware arbiter {error | flow} [group number|}

SR YY) ADMERA  error N R 27 T —EH— H—F) T T BTNy T A F—T T
L%,
flow N—= Ry xT T—EX— H—)b 7a—IxHT DTNy T e Rr—T VI
L%,
group number BEDITN—TIZT Ny Z7%FIRLET, AL~ 17 TT,
TI7AILE Foe—7

av>Y R E—F EXEC E— R

av Yy FEE Jiy—=R FEAE
1.0(2) Zoawry RPREAINE LT,

EREDAS R34y 7oL

i ¥RIZ, debug hardware arbiter error group =~ > KB EITSNLHEITEREND, VAT LDH
NFEROBI R LUET,

switch# debug hardware arbiter error group 1

BEEaTUFR avw vk E%EA
no debug all TRCOT RNy T T 42— M LET,
show hardware AZA 9 F NN—=K7 =T AL _X b)) OFEMERRLET,

CiscoMDS 9000 7731 avY R UYIZ7LYR
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M debug idehsd

debug idehsd

IDER Y 8 AU T N RTDT Ny T A 3—7 M HIZIE EXEC E— KT debug idehsd =
<~V REFEHALET, debug 2~ RET 4 8—T7NMZT DT, 2O~ KO no A ZEHEH
955, nodebugall 2~ > RZHEALTCIRTOT NNy 72T IHET,

debug idehsd {cmd dbglevel [debug-level] | error | flow}

no debug idehsd {cmd dbglevel [debug-level] | error | flow}

VB ZADMEHE  cmd dbglevel

IDER Y b AU YT N RIRERT BTNy T 32—V LET,

debug-level

0~8FTHOT NNy T L~YULEFELET,

error IDEFR Y b AT v TN RIOTT—REICHT DT Ny T EA F—TIVIC
]\/i—aﬁo
flow IDERY F 2T TN RTD7a—CxT 57Ny T4 x—T I LE
‘g_o
T4 Foe—7 L
avURE—F EXEC €— K
avy FEE J1)y—=x TEAR
1.0(2) Zoavy RREAINE L,

EREDAS R34y 7oL

il WIZ, debug idehsd cmd dbglevel =~ R ETI NI AR RIIND, VAT LOHIIFERD

Blzm L ET,

switch# debug idehsd cmd dbglevel 5
set debug level to 5 succeeded

BEaTUR avv Kk

lE-IuII;

AR

no debug all

TRTOT Ny TeT 4 =T MILET,
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debug ike

debugike W

Internet Key Exchange (IKE) 7' b a2V D7 Ry 7% A4 32—7 )W T 5121, EXEC £ — KT debug
ike a7 FEMHLET, debug =2~ F&T 4 =TT HITiE, ZDa<y RO ne BAAE
AT 572>, nodebugall 2~ REFEF L TTRXTOT NNy 7&K TIEHET,

debug ike {all | error | event | message | mts | protocol | verbose | warning}

no debug ike {all | error | event | message | mts | protocol | verbose | warning}

DUBYYRAOHEBA  all IKE DFRCOT N7 75 T kA FX—T M LET,
error IKE =T —IZ/T 2Ty VA R—T VI LET,
event IKE A XY MERRIZHT 2T Ny ZE A4 X —7 M LET,
message IKE A v =K T DTNy T2 X—T M LET,
mts Messaging and Transaction Service (MTS) Bs#H M IKE 77 7 4 ©F 4 IZx9 2%
TRy T A R2—T VI LET,
protocol IKE 7o ko LBEARIC 4 5T Ny &2 A4 2—T T LET,
verbose IKE 7w b = VBRI 23T Ny T h A 2 —T M L ET,
warning IKE BEICKT DT Ny T2 X—T VI LET,
T4 F4—=T N
avvkE—F EXEC £— K
av Yy FEE J1yy—=x EEAE
2.0(x) Zoawry FPREAINE LT,

FEREDHS FS1Y

o<y REMEHAT5IZME, cryptoike enable =~ F&f#H L T IKE 2 A % — 7 /L ¢ D408
HYET,

1 KIZ, debugike all 2~ RRETINTHEITEKRIND, VAT LOWHFEROHIZ R L ET,
switch# debug ike all

EEa<UF avo kR St
no debug all TRCOT RN T T 48— NI LET,
show crypto ike domain ipsec IKE 72 b a ViR EERLET,
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M debug ilc_helper

debug ilc

helper

Intelligent Line Card (ILC) ~/V/X—DF Ny J &k A4 X —7 /W T H121%, EXEC & — KT debug
ilc_helper 2~ RZMHHLET, debug 2~ K&2T 4 B—T7 /T 5IZE, 2O~ KD no
EXEEFAT 52, nodebugall 2~ REFEA L TTRTOT ANy 72K TIHET,

debug ilc_helper {all | errors | events | info}

no debug ilc_helper {all | errors | events | info}

SUBRYH)ADEREA  all FTRTOILC ~AS—ERRICKT T A F Ny V2 A R—T I LET,
errors ILC ~"R—D T —fRBEIZ T AT NNy T A X —T I LET,
events ILC A= AR NIRIT BT RNy T 32— M LET,
info ILC ~NUAR—ERICHT DTNy T e A x—T M LET,

T4 Foe—T N

avy kR E—F EXEC E— R

avy FBE Jy—= EENE
1.0(2) Zoawry FPREAINE LT,

FREDHSFS4Y L

1 RIZ, debug ilc_helper all =~ > RINFATINIGAICERIND, VAT LAOMITFEROH % 7R~
LET,
switch# debug ilc_helper all
For Application :125, sdwrap:mts_send : Broken pipe
EEavTUF =1 B
no debug all FTRTCOFAN T 5T 4 E—T NI LET,
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debug ipacl W

debug ipacl

IP Access Control List (ACL; 77k A aav ha—L URK) OF Ny T A X —T T BITIE.
EXEC “E— N C debug ipacl =~ FZFEHALET, debug 2~ > K&T 4 =7 VICTHITEF, Z
Da<r RO ne IBXEZFEHT 55, nodebugall 2~ REFHALTTRXRTOT NNy FEKT EF
i‘ﬁ—o

debug ipacl {all | error | event | trace}

no debug ipacl {all | error | event | trace}

SRV ADEA  all T _TOIP ACL#EREIZR T 2T Ny VA 2 —T7 Mz LET,
error IPACL =7 —{RREIZKITHT Ny T oA 32—T ML ET,
event IPACL A XY MIXT DT NNy T4 32 —T M LET,
trace IPACL FL—RIZHT DTNy T2 A 32 —T NI LET,

TIAILE Foe—7

av>Y KR E—F EXEC ®— R

av Y FEE yy—2 EEAE
1.0(2) Ioawr FREAShE L,

EREDHSFS4Y 7L

1l RIZ.debugipaclall =2~ > RBRFETINTGEICEREND VAT LOENFEROBIZRLET,

switch# debug ipacl all

BEEa<U K avvFk EEA
no debug all TRCOFRY T 52T 4 —T M LET,
show ip access-list BIET 7T 4 712> TWAHIPACL #F R~ LET,

CiscoMDS 9000 7731 avY R UYIZ7LYR
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M debug ipconf

debug ipconf

IP REDT Ny A F—T T HIZ1E. EXEC T— KT debug ipconf =~ > RZMH L £,
debug =~ R&F 4 =7 WICTBI2iE, D=2 RO no XA 457>, no debug all =

Y REHEHLTTRTOT NNy Z 2T SHET,
debug ipconf {all | errors | events | info | pss}

no debug ipconf {all | errors | events | info | pss}

DUBRYYRAOHA  all TRTOIP FHEMERICHT DT Ny T2 2—T VI LET,
errors IPEEDT T —REIZHT DT Ny T oA F—T M LET,
events IP R E tx/rx MTS 4 XY MZXT DT Ny T oA F—T M LET,
info IP ZREHHRICKTT DT Ny T EAF—T NI LET,
pss w&ﬁmmﬁw KT BTNy T A RX—T M LET,

TI4I b Fo4tE—T

avy kK E—F EXEC E— K

avy FEE )= EEAE

1.0(2) Zoawry RPREAINE LT,

EREDAS R34y 7oL

il WIZ, debugipconfall =~ RNFAT I NIRRT END, VAT LD IFEROBZ R L E

R

switch# debug ipconf all
switch# 2005 Mar 10 02:45:30 ipconf: Received MTS message

2005 Mar 10 02:45:30 ipconf: MTS message received opcode 862 source 0x00000601/27
2005 Mar 10 02:45:30 ipconf: Getting ip addresses on interface 5000000

2005 Mar 10 02:45:30 ipconf: Received MTS message

2005 Mar 10 02:45:30 ipconf: MTS message received opcode 862 source 0x00000601/27
2005 Mar 10 02:45:30 ipconf: Getting ip addresses on interface 5000000

2005 Mar 10 02:45:30 ipconf: Received MTS message

2005 Mar 10 02:45:30 ipconf: MTS message received opcode 862 source 0x00000601/27
2005 Mar 10 02:45:30 ipconf: Getting ip addresses on interface 5000000

EEa<wU R avr R Bf

gﬁl‘:

no debug all TRCOT RNy T T 42— MILET,
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debug ipfc

debug ipfc W

IP over Fibre Channel (IPFC) D7 /v 7 % A 3 —7 W F 5HIZiE, EXEC *£— KT debug ipfc =~
U REFHALET, debug 2~ FET 4 E—7 T DI2iE, Zoa~> Ko no IR E#HT
57, nodebugall 2~ REMFHLTTRXCOT NNy FE2KETIHET,

debug ipfc {all | errors | events | info | kernel {errors | events} }

DUAYHRAOEBA  all 9T IPFC HERRIZ KT BT Ny T A 2 —T Mz LET,
errors IPFC D=5 —{RAEIZKTT D F RNy I A4 2—T W2 LET,
events IPFC tx/rx MTS A XY M T DT Ny T %A F—7 M LET,
info IPFC FEICHT DT Ny VA4 32 —T M LET,
kernel IPEC 7 — X NVEMEIZRT T 5T Ny T A F—T M LET,

T4 F =T

avy kK E—F EXEC E— K

avy FEE Jy1y—x TEAR
1.0(2) Zoawy RREAINE LT,

FEREDHS FS14Y pL

i WIZ, debug ipfc kernel errors =~ > RINFATINTIGEICRRIND, VAT LDOHIIHEROH
B LET,
switch# debug ipfc kernel errors

EEa<TUF = EREA
no debug all TRCOT RNy T T 42— MILET,
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MW debug ips

debug ips

IP Storage Services (IPS) €V 2 — VI T 5T Ny V%A F—T NI T 5T
debugips =~ FZEHLET, debug =~ F&5F 4 v —7 2T 5121%

. EXEC =— FT
L D=y RO no

X EEFAT 52, nodebugall 2~ REFEA L TTRTOT ANy 7&K TIHET,

debug ips {acl {flow | flow-detail} | all | demux | error | flow {ethernet | fcip} | fsm | ha | init | iscsi
{config | config-detail | flow | flow-detail | msgs} | islb {cfs {config | config-detail | error | flow |
flow-detail} | config | config-detail | flow | flow-detail | vrrp {error | flow | flow-detail}} | isns
{config | config-detail | error | flow | flow-detail | msgs | packet} | show_all | upgrade}

no debug ips {acl {flow | flow-detail} | all | demux | error | flow {ethernet | fcip} | fsm | ha | init | iscsi
{config | config-detail | flow | flow-detail | msgs} | islb {cfs {config | config-detail | error | flow |
flow-detail} | config | config-detail | flow | flow-detail | vrrp {error | flow | flow-detail}} | isns
{config | config-detail | error | flow | flow-detail | msgs | packet} | show_all | upgrade}

YR VY ADEBH

acl Access Control List (ACL; 77t 2 2y ha—/L UZX ) IZKTBF Ny J
A F—T M LET,

flow IPS 70—kt T DT Ny oA X—T VT LET,

flow-detail IPS 7 a0 —IZxt T BT Ny VA X —T7 I LET,

all FTRTOIPS TNy 7 AT arvz A x—7 M LET,

demux IPS TN T T LI VIZHT BT Ny T 2—T M LET,

error IPS DT —REEIZKITHT NNy A X—T M LET,

ethernet A —=H%Fxv b 7a—IZF Ny T EHIRLET,

feip Fibre Channel over IP (FCIP) 7 —IZT5 /Ny 7 &ZHIRBL £9,

fsm IPSFSM B LA X2 MIXIT 5T RNy 7 &2 A 32— WML ET,

ha IPS DA TRATED T AICKT DTNy T A X —T M LET,

init IPS BN, HIBR, BLOWHIMLICKIT 2T NNy 724 X —T M LET,

iscsi iSCSI DT Ny T hA FX—T I LET,

config iSCSIREDT Ny T A R2—TNVIZLET,

config-detail iSCSI R EDFHEMT Ny T oA 2 —T W LET,

msgs EZEENTISCSI A v —V DT RNy T 2F—T M LET,

isIb iSLB DT Ry A F—T WM LET,

cfs iSLBCFS DT Ny VA RX—T M LET,

config iSLBCFS #EDT Ny T A X —TMILET,

config-detail

iSLB CFS &R EICKTT 23T Ny T4 2 —T Mz LET,

error iSLBCFS O —IREIZHT DT Ny T A F—T M LET,
flow iSLBCFS 7R —IZxt 357 Ny V& A FX—T M LET,
flow-detail iSLB CFS 7 v —{Zxt T 2587 Ny VoA F—T VI LET,
config iSLBREHEDT Ny T A F—TMILET,

config-detail iSLB B EZKIT D507 Ny &2 A =T M L ET,

flow iSLB 72— 35T Ny T kA F—T I LET,
flow-detail iSLB 7 v —IZX T H5EMT Ny VT EA F—T NI LET,
vrrp iSLB VRRP DT N A 32 —T M LET,

config iISNSBREDT Ny T oA RX—TMILET,

config-detail iSNS BREICKI T DHEMT Ny VA X—T ML ET,
error iSNS D= T —REBICKIT 2T Ny VA X —T M LET,
flow iSNS 7 e —IZHT 5T Ny T A F—T I LET,
flow-detail iSNS 7 r —IZxt§ 28R T Ny 72 A X—T WM LET,
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debugips W
msgs EZEESNTZISNS A v B —VDF Ry F A 2 —T M LET,
packet iSNS X7y hOT Ny T A =T VM LET,
show _all TRTCOT RN TIPS~ —V % 77T %A F—TMILET,
upgrade TSI — RICHT BTN TR A X—T NI LET,
TI74ILE Fav—7
avY R E—F EXEC £— K
avy FERE Jy1)—=x EEAR
1.1(1) Zoa~vy FREASNE L,
3.0(1) iSLB A7 > a U BIXWISNS A7 v a URBMENE L,
FEREDHS FS14Y 7nL

il WIZ, debug ips show_all 2~ RRFETINTIGHICERREIND, VAT LOWIIFEROFI R L
£7.
switch# debug ips show all
IPS Manager:
1SCSI Trace Detail debugging is on
EEaTUF avwuk B
no debug all FTRTCOTFAN Y T 5T 4 E—T N LET,

show ips stats

IPA L —VORFHEFRRLET,

show ips status

IPANL—VDAT—X AR RLET,
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W debug ipsec

debug ipsec

Internet Protocol Security (IPSec) DT /3w 7% A 32—7WIZ T 5HIZi%, EXEC *£— KT debug ipsec
a<w REHFALET, debug 2~ K&T 4= T5I0E, ZDa<2 KO ne IBXEfE
M9 257>, nodebugall 2~ > REMEH LTI XTOT NNy ZF&2&TIEET,

debug ipsec {all | bypass ficon_mgr | config | config-detail | demux | deque | error | event | flow |
flow-detail | ha | trace [detail] | warning}

no debug ipsec {all | bypass ficon_mgr | config | config-detail | demux | deque | error | event | flow |
flow-detail | ha | trace [detail] | warning}

DBy AOBHBE  all FTRTOIPSec TRy X 7 %A F—T NI LET,
bypass ficon-mgr Fibre Connection (FICON) ~F%— % & [ml#EL £9,
config IPSec X EICKT BT Ny VA X —T M LET,
config-detail FEM IPSec BREICKTHT Ny T2 A X —TWMIZLET,
demux [PSec A v =V DT NVF TSI HICHTHT Ny T A 3—T ML
EaN
deque IPSec A v =V DT Fa—IIkT 5T Ny T A 2—T NI LET,
error IPSec =T —IZxtT BT Ny T oA Fx—T /M LET,
event IPSec FSM B LM X2 MIxt$ 57 RNy &2 A 2—T7 ML ET,
flow [PSec 7 B —ZXT BT Ny T AR —TMILET,
flow-detail ZEM IPSec 7 B —IZXIT AT Ny S A X—T N LET,
ha IPSec DA TRXAFGEY T AT DT NNy VA F—T M LET,
trace IPSec b L —RIZXHT DT NNy T4 x—T M LET,
detail ML —R2EEELET,
warning IPSec BEICHT BT Ny VA X —T NI LET,
TIHILE L
avY Rk E—F EXEC &— K
av Yy FEE ))y—= EEHNR
2.0(x) Zoawry RPREAINE LT,

FEREDAS FS1Y

Zoawy REEHAT 2%IZX, crypto ipsec enable =~ > R L C IPSec % 4 r—7 WM T D
ERH D ET,

£l RIZ. debugipsec config =~ > RNFATS NG BICFRSND, VAT LAOHNFEROBI 2R L
\i‘é—o
switch# debug ipsec config
EZEaTUF =1 N B
crypto ipsec enable IPSec A X —7 /M LET,
no debug all TRCOT RN T %T 4 —T M LET,

CiscoMDS 9000 773 Y avY F Y27 LYR
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debug isns

Internet Storage Name Services (iSNS; 1 > % —%

debugisns W

FAPL—=Y X=A P —ER) THTLHT Ny

TwA **7\\/1/ TE) X, EXEC €— RC debugisns 2~ FZHEHLET, debug =2~ K%

X, Zoa~> RO no B EMHT 57>, nodebugall 2~ RKEHH LT

7?/*‘“(0)?/*‘ D% 7‘%%@‘7 SHET,

debug isns {all | bypass ficon_mgr | cloud | db | deque | error | event [vsan vsan-id] |
fabric distribute | ha [vsan vsan-id] | prot | trace [detail] | warning [vsan vsan-id]}

no debug isns {all | bypass ficon_mgr | cloud | db | deque | error | event [vsan vsan-id] |
fabric distribute | ha [vsan vsan-id] | prot | trace [detail] | warning [vsan vsan-id]}

DB VY ADEBH

all

TRTDISNS TR X T oA X—=T I LET,

bypass ficon-mgr

Fibre Connection (FICON) ~ X% — ¥ EfTDEMEELE A 2 —T I LET,

cloud iSNS 7 7 7 Riiicxt 57 "y Z % A4 2—T M LET,

db iSNS 7 —F R—R KT BT Ny T Fx—T M LET,

deque ISNS Ay tE—=V DT X a—IZxT 5T Ny V&2 =T NI LET,
error iSNS =7 — kT BT Ny T A F—TMIZLET,

event iSNS A X MIXTHT Ny T oA =T LET,

vsan vsan-id

F87E VSAN ({li48 SAN) ID ~DF Ny ZZ2HIR L E£4, Hrh&HT 1 ~
4093 T,

fabric distribute

iSNS 77 7V v VBRI T DT NNy T A X —T NI LET,

ha

iSNS DA TRATGEY T KT BT RNy T F—T M LET,

prot iSNS 7' h aiZHT BT NNy T A X —TMILET,
trace iSNS F L= ZHT DT Ny T R2—T M LET,
detail ﬁMSmfw~%%4z TV LET,
warning ISNS B kT 2T Ny VoA X —T VI LET,
T4 L
avy R E—F EXEC ®— R
avy FEE Jy1y—x TEAR
2.0(x) Zoawy RREAINE LT,

EREDHS F31>

Zoawy REFEHAT X

. isns-server enable =~ > RZ{fH L T iSNS A X — 7 WIZT 54

TR0 ET,

15 RIZ. debugisns error 2~ 2 RRETINTHAICERRIND, VAT O IIFEROHIZ R L E
ﬁ—o
switch# debug isns error

BAEaITUF =1 N L

isns-server enable

iSNS r— & A X —T N LET,

no debug all

TRCOT AN T %T =T N LET,

show isns

iSNS fEH A R R LFET,
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M debug ivr

debug ivr

Inter-VSAN Routing (IVR) DTy 7%k A X—T MZF HIT
REEHLET, debug 2~ KT 4 B—T7MICT 5T,

¥, EXEC &— RT debug ivr =+
Zoa<wr Ko no BAEFEHTS

2, nodebugall 2~ REMHLTTXCTOT Ny VEKTIHET,

debug {all | demux | dep | dep-detail | dequeue | drav-fsm | drav-fsm-detail | errors | fcid-rewrite |
fcid-rewrite-detail | ficon | ficon-detail | ha | pnat | pv | pv-detail | state-machine [vsan vsan-id]
| test | trace | trace-detail | tu-fsm | tu-fsm-detai/ | zone-distrib-errors | zone-distrib-events |
zone-fsm | zone-fsm-detail}

no debug {all | demux | dep | dep-detail | dequeue | drav-fsm | drav-fsm-detail | errors | fcid-rewrite
| fcid-rewrite-detail | ficon | ficon-detail | ha | pnat | pv | pv-detail | state-machine [vsan vsan-id]
| test | trace | trace-detail | tu-fsm | tu-fsm-detai/ | zone-distrib-errors | zone-distrib-events |
zone-fsm | zone-fsm-detail }

YR VY ADEBH

all IVRTF R 7T DFT_XTOT 4 VE oA X —T M LET,

demux IVR A X MBI T T RNy T E A X—T M LET,

dep IVRDEP IZXT BT Ny T oA F—T VI LET,

dep-detail IVR DEP O T /Ny VoA X —T M LET,

dequeue IVRA XV N TXa—ZdT 27Ny T HAX—T M LET,

drav-fsm IVR DRAV Finite State Machine (FSM) (Zxtd 5T 3w 7 % A x—7 /LT
LET,

drav-fsm-detail IVR DRAV FSM OFEI7R T Ny T A4 F—T ML ET,

errors IVR =7 —ZXTHT Ny T2 RX—T WM LET,

feid-rewrite IVR Fibre Channe ID (FCID) VY Z A MIXT 5T Ny T %A Fx—T I L
£77,

feid-rewrite-detail IVRFCID U 74 MDFEMRT Ny T2 A4 32—T VIZLET,

ficon IVRFICON IZXRT BT Ny 7L X—T M LET,

ficon-detail IVR FICON OFEMICKI 32T /Ny 7% A X—T WM LET,

ha IVR DA TRAZEVT AICKT DTNy T oA X —T VI LET,

pfcid IVR [E7E FCID & ¥ 2 — /VIZKT BT Ny 724 X—T M LET,

pfcid-detail IVR [EE FCID ¥ a2 — VI 25T Ny Z a2 A4 X2 —T VI LET,

pnat IVR ~A 1 — K Network Address Translation (NAT) OF Ny F oA Rx—7
Lz LET,

pv IVRPV A7 — F =V N T DT Ny T F—T VI LET,

pv-detail IVRPV A7 — N vV VDR T Ny T A4 2—T VIZLET,

state-machine FSMIZT DTNy T A F—T M LET,

vsan vsan-id FEED VSAN (48 SAN) 127 Ny 7 &R L E 7,

test IVR 7 A MERRIZXHT 5T Ny F A4 x—T VI LET,

trace IVR b L—RIZHHT BTNy T oA X —T M LET,

trace-detail IVR OFfM b L— Rk T 2T Ny T4 2—T M LET,

tu-fsm IVRTUFSM (2% T 5T Ny 7k A 3 —T M LET,

tu-fsm-detail IVR TU FSM D72 T Ny T A4 2—T VI LET,

zone-distrib-errors IVR V' —VBMEZ T — 12T AT Ry T4 32—V LET,

zone-distrib-events IVR V' —VEEA R MEHT DT NNy VA X—T NI LET,

zone-fsm IVR V' —V FSMIZHRIT BTNy 7L X —TMIZLET,

zone-fsm-detail IVR V' — 2 FSM OFEMeT Ny 7 A X —TWMIZ LET,
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debug ivr
TI7AILE FA4E—T
avvkE—F EXEC &— K
avy FEE Jy)—=x EERNR
2.1(1) Zoawry RPREAINE LT,
3.0(1) e ficon =7 3 B LW ficon-detail =7 > 3 UAMBEMENE L,

o pfcid 77> 3 B L pfeid-detail 7> = U ANBIIEVE Lz,

EREDAS R34y 7oL

il WIZ, debugivr all 2 v RRFATINTIGEICERRIND, VAT LOHNFEROHEZRLET,

switch# debug ivr all

2005 Mar 10 01:27:27 ivr: fu fsm execute_all: match msg id(0), log already open(0)
2005 Mar 10 01:27:27 ivr: fu fsm execute all: null fsm event list

2005 Mar 10 01:27:27 ivr: fu fsm engine post event processing: mts msg
MTS_OPC_DEBUG_WRAP MSG(msg_id 6774251) dropped

PEavTU R avv ik B L
no debug all TRCOFRY T 52T 4 E—T M LET,
show ivr IVR ZEEF R LET,

CiscoMDS 9000 7731 avY R UYIZ7LYR
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MW debug kim

debug klm

A=) B— RA[REE Y 2 — )L NRTA—=H DT Ny T A X—T7 WZT 5HI21%, EXEC £— KT
debugklm =< > REEHALET, debug 2~ F&ET 4 B—T /I T5I0E, ZDa~>2 KD no
X EZEFAT 52, nodebugall 2~ FEFER L TTRTOT NNy 7&K TIHET,

debug klm {fc2 {cpuhog seconds | flag flags} | scsi-target {driver | error [vsan vsan-id] [fcid fc-id] |
flag flags | flow [vsan vsan-id] [fcid fc-id] | snmp | syscall} | sdip {all | error | flow | warning} }

no debug klm {fc2 {cpuhog seconds | flag flags} | scsi-target {driver | error [vsan vsan-id] [fcid fc-id)
| flag flags | flow [vsan vsan-id] [fcid fc-id] | snmp | syscall} | sdip {all | error | flow | warning} }

R YY) ADERHA

fc2 FC2 RTIANT N T NRIGA=ZIIHT DT Ny VA X—=T NV LET,

FC2 CPU Hog DfEZ57E L £9, AZMEIL 0 ~ 10000 F> T,

cpuhog seconds

flag flags 77 VEERELET, AL, 0x0 ~ Oxfffffff T7,

scsi-target SCSI % —% v b RIANZHTHT RNy T A R—T NI LET,
driver SCSI #—%7"> b RIANTI N THT RNy T A F—T I LET,
error RIZANRDOTT —REIZXHT DT RNy T4 3—T M LET,

vsan vsan-id

FBED VSAN ({KF8 SAN) 1T Ny ZZHIR L £,

feid fe-id F87E D Fibre Channe ID (FCID) A > ¥ —7 = A ATy 7 &FHIBLET,
flow SCSI #—%v b 7a—ZxT DTNy T, F—T M LET,
snmp SCSI #—% v h® SNMP (f§iZh x> NU—Z7&H S kan) #ERICHHTD
TRy T F—T M LET,
syscall SCSI #—7%7" > h VAT A LERIZHT DT Ny T A4 X —7 WL
ij‘o
sdip SDIP KT A NZHT DT NNy T oA F—T M LET,
all SCSIZ—%7 >k RIANIHT DTNy VoA X —TMILET,
flow RIAN T =357 Ny ThEA RX—=T M LET,
warning KT AN T DT Ny T4 F—T M LET,
FIA4ILF FoE—T
avy kK E—F EXEC E— R
avy FBEE Jy—= EEAR
1.0(2) oavwy FBREAINE LT,
FREDHS FS4Y L

1l KIZ., debug klm scsi-target driver =~ > RWFEITINTHRICERIND, VAT LAOHDFERD
Bl LET,
switch# debug klm scsi-target driver

BEEaTUF avwyk EL:
no debug all TRTCDOTF RNy T T =T NI LET,
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debug license

FTAVUVAR TNy T A F—TWIIZT BHI2IL, EXEC E— KT debug license =~ > K& L &
9, debug I~ R&ET 4 B—TMIT DI, ZDa<r Ko ne FEXEMH I 5%, no debug
all a< > REFEHA L TTIRTOT NNy V2R TI®ET,

debug license W

debug license {all | errors | event s | mts}

no debug license {all | errors | events | mts}

DUAYHYZAOFEBA  all TRTOTA B AEREICHTET Ny T A X —TMILET,
errors FABLADZ T —IREIZHT DT NNy T A X —T NI LET,
events FAVLVAANRY NIRT DTNy T oA X—T M LET,
mts MTS @ Tx/Rx /X7 v MZHT BT Ny VA X —TMILET,

T4 Foe—T N

avy kR E—F EXEC E— R

avy FERE Jy1)—=x EENE
1.02) Zoavwr RREAINE LT,

FREDHSFS4Y L

1 RIZ, debug license all =2~ > RRETINTHHICERRIND, VAT O IFEROHIZ R L E
¥
switch# debug license all
EZEaTUF avvk L]
no debug all FRTOF Ay T ET =T LET,
show license A ANBERR LET,
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M debug logfile

debug logfile

HBEDTZ 7 ANMIT Ny 7 a~y ROfERAZ )19 5121, EXEC E— RC debug logfile =~ >
ZEMALET, debug 2~ KET 1 E—T/MIZT 521, 2O~ RO ne BXEFERT 50,
nodebugall =~ > REFEF LTI RXTOT NNy ZEKTIHET,

debug logfile filename [size bytes]

SOB YY) ADFRBA  filename 0y 7y ANGAEED Y TES, K&K80 XFETHEETT,
size bytes 07 7y ANDYA RE A N CTHRE LE T, ARHEIFEIL 4096 ~ 4194304 C
‘g_o
TIAIE Faoe—T

avY KR E—F EXEC ®— R

av Y FEE yy—2 EEAE
1.0(2) Ioawr FREASHE LR,

FRALEOHIRESAY Zoa~v s REFHLT, BEDOBRY 77 ANMITFAY T Ay —U%HBLET, 77 41T
HITT25HEL, TRy ZToOfREZa Ly — i+ 5 L0 L TRE T,

debug logfile =~ F&EFEH LT Y 77 A VEERT D &, BEIMICZD T 7 A B3 r 7 (RIS
BELRTIEZA—SR—NA P T2 —LDF 4 L7 M) ITfERESNET,

72 & 2%, debug logfile =~ > K% f# f L C captureDebug &\ 9 Z il w 7 7 7 A VEAIEKT D & |
dir log://sup-local/? =~ > REZ AN L TCEDERR LTcn 7 77 A NV ERDIFHLERH D £, &K
WL B Liza s 7 A VBRSO DHEERLET,

switch# debug logfile captureDebug
switch# dir log://sup-local/?
log: Enter URL "log: [//<module-numbers>]/<filename>"
log://sup-local/dmesg
log://sup-local/messages
-> log://sup-local/captureDebug

switch# dir log://sup-local/

%l WIZ sample E NS BFIDT 7 A NMIT Ny 7 a~<w ROWMIFEREY XA VI N300 RLE
‘j‘o

switch# debug logfile sample

WIZ, sample &\ ZBHIDT 7 ANMIA T T 7 ANDOY A X%ED B THHZRLET,

switch# debug logfile sample size 410000

EEa<T KR avok BiEA
no debug all FTRTCOTFAN T 5T 4 E—T N LET,
show logging BHAEDA vE—Y uX U VOREEFRLET,
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debug mcast

“NT XX A NERIIHT DTNy 7 A F—TNIZT HIZiE. EXEC € — KT debug mcast =1~
VREFHALET, debug 2~ FET 4 E—7 0T DI, Zoa~> Ko no IR E AT
57, nodebugall 2~ REMFHLTTRXCTOT NNy ZE2KETIHET,

debug mcast W

debug mcast {all | error [vsan vsan-id] [interface fc slot/port] | event [vsan vsan-id] [interface fc
slot/port] | mts {pkt {both | rx [node range | opcode range | sap range] | tx} | pkthdr {both | rx
[numpkt range] | tx}} | trace [vsan vsan-id] [interface fc slot/port]]

no debug mcast {all | error [vsan vsan-id] [interface fc slot/port] | event [vsan vsan-id] [interface fc
slot/port] | mts {pkt {both | rx [node range | opcode range | sap range] | tx} | pkthdr {both | rx
[numpkt range] | tx}} | trace [vsan vsan-id] [interface fc slot/port]]

DUB Y RAOBHBE  all TRTOZALTFTH Y A NERICHT DTNy T H AL =TI LET,
error TNTFFXY AN 2T —ZHKT BTN T A F—T NI LET,
event YNLNTFRY AN AR MNIKTDHT ANy T2 RX—T M LET,
mts LT F ¥ AN X MTS A4 X2 MIHT LT Ny VA X —T VL E

7
trace 2N TFFX AR ML —RIZHT DTNy T F—T M LET,
vsan vsan-id FRED VSAN (f5fH SAN) (27 /3y 7 &R L £ 7,
interface fc slot/port WEDA LV HE—T oA AT NNy ZZ2HBLET,
pkt Ry MZXT DT RNy TEEELET,
pkthdr ANy =TT RNy TERELET,
numpkt BRIy NMIETRELET,
both EZEOWMGANCKT 2T Ny Z2BELET,
tx EEFIHT DT Ny JE2EELET,
rx ZEFMHT DTNy T EfEELET,
node ZAEFMONRTy D) — REHEELET,
opcode AR H WO/ > RO opeode ZHHE L E 77,
sap ZEFWMO/Rr > RO sap #HELET,
range 1 ~ 4096 £ COEHOFAZIREL 3,

TZAILE TAE—=T N

= EXEC £— K

av Y FEE ))y—= EERE
1.0(2) Zoa~vy FREASNE L,

ERLDHA FS34Y 7201

]

KRIZ, debug meast all =~ o RBFATINICIBBICRK R END, VAT 2O TIFEROHIZ R L E

R

switch# debug mcast all

| oL-16217-01-J
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MW debug mip

BEa<T KR avwv kR B
no debug all FTRTCOFAN T 5T 4 E—T N LET,
show mcast v NVTF X X MEREERLET,

debug mip

Multiple IP (MIP) 51—V RTANIHT DT Ny T A F2—T7 MIT 521X, EXEC E— R T
debugmip =~ > REEHALET, debug 2~ F&ET 4+ B—T /I T 5I20F, ZDa~>2 KD no
ERZMEHT 57, nodebugall =~ REHEH LTI RTOT Ny V2K TIHET,

debug mip {errors | events}

no debug mip {errors | events}

BV ADEA  errors MIP DT —{RREIZKT 2T Ny T oA =T W LET,
events MIP A XV MZRT BTNy T F—T NI LET,
T4 Foe—7 L
avy R E—F EXEC &— K
avwy FEE Jy1y—x TEAR
1.0(2) Zoavwy RREAINE LT,
FREOHS FS4Y 7L

1l RIZ. debug mip errors =1~ FRFATSINIZGEICFKREND, VAT LD HREROHI 2R L
i‘ﬁ—o
switch# debug mip errors

BEaTUF avwyFk HL]
no debug all TRTOFNNy I EF 4 v—7 M2 LFET,
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debug module

AA Yy F T ERTY—ERA BTV 2= MTHT DTNy T aA X =T /T HI1TE EXEC E—
T debug module =~ > RZEHLE9, debug =2~ R&F =T/ T B2, Zoa<w
KD no JEXZEHAT 57, nodebugall 2~ REFHLTTXCTOT NNy FE2KETIHET,

debug module W

debug module {all | error [module s/ot] | event | ha | no-powerdown | trace [module s/of]}

no debug module {all | error [module s/ot] | event | ha | no-powerdown | trace [module s/ot]}

OBV AOFRA  all FTRCOEY 2 — MERRICHT 2T Ny Z A4 X —T M LET,
error EVa— VDT T —IREIZHTET NNy T A X—T NI LET,
event EVa— N AR MNMEHTET NNy T e X =TI LET,
ha EFEVa— DN, TRATEY T I T DTNy a4 X —T ML E

j—o
no-powerdown FVa— DN T— WA IR T 4 E— T I LET,
trace EVa— VDML —RA 7 —ZHT DT NNy T A F—T M LET,
module slot EEDEY a—IF ANy ZEZHIBLET,

TIHI b Fo4lE—T

avY R E—F EXEC £— K

avy FERE Jy—=x ETEARE
1.0(2) Zoavwry RPREAINE LT,

FEREDASA K54y 2L

il RIZ, debug module all =~ > RRETINTHAICERIND, VAT LAOHTIEROBIZ R L
ij‘o
switch# debug module all
2005 Mar 10 02:51:01 module: fu fsm execute all: match msg id(0), log already open(0)
2005 Mar 10 02:51:01 module: fu fsm execute_all: null fsm event list
2005 Mar 10 02:51:01 module: fu fsm engine post event processing: mts msg
MTS_OPC_DEBUG_WRAP_MSG (msg_id 6986564) dropped

EEav Uk avrk FRER
no debug all TRCOTF Ry T T 42— M LET,

show module

FV 2= VDAT—RZ AEFRLET,
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Ml debug ntp

debug ntp

Network Time Protocol (NTP) & =2 —/UZxfT DTNy %A 32— /W T 5I21%, EXEC E— K
Tdebugntp =~ REMHEHLET, debug 2~ KET 4 B—T/MITDHIE, ZOa<wr KO
no X &3 57> nodebugall 2~ REZHHL TIRTOT ANy IEKRTIEET,

debug ntp {errors | info}

no debug ntp {errors | info}

B YH) A  errors NTP D= T —RRBICHT DT RNy T oA X —T M LET,
info NTP [FHREB LA X MZHT DT NNy T A X —T M LET,
T4 Foe—T
avy R E—F EXEC E— R
avy FERE Jj1)—=x EENE
1.0(2) Zoavwr RREAINE LT,
FEREDAS FS14Y 2L

£l RIZ.debug ntp info =~ > RBRFE[TINTGAEICEREND VAT LOENFEROBIZRLET,
switch# debug ntp info
2005 Mar 10 03:00:42 ntp: Dropping msg ref with rr token [7002722]
EEaTUF = N B
no debug all TRCOT RNy T T 42— M LET,
show ntp BESNIENTP P —RNBLOET 7Y vo—yva v aFRLET,

CiscoMDS 9000 773 Y avY F Y27 LYR
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debugnpv W

debug npv

AA T T N Port Virtualization (NPV; N R— MEAE(L) 2> 7 4 Fab— a3 v OFT NNy T A
F—TNWIZT HIZIE, debugnpy 2~ &AL ET,

debug npv

DOBYYADER oo~y R, SIEEREF U REH Y FHA,
T4 mL
avURE—F EXEC £— K
av Y FEE Jy—= EEAR

3.2(1) Zoawry RPREAINE LT,
EREOALFS14Y 2L

|

WIZ, ZAA v FICHREESNTWVWATRTONPV TNy J avy REFRTHHZRLET,

switch# show debug npv
N_port Virtualizer:

FC Receive Packets debugging is on

FC Transmit Packets debugging is on

FC Receive Packet header debugging is on

FC Transmit Packet header debugging is on

MTS Receive Packets debugging is on

MTS Transmit Packets debugging is on

MTS Receive Packet header/payload debugging is on
MTS Transmit Packet header/payload debugging is on
High Availability debugging is on

FSM Transitions debugging is on

Error debugging is on

Warning debugging is on

Trace debugging is on

Trace Detail debugging is on

Demux debugging is on

Dequeue debugging is on

Packets debugging is on

Database debugging is on

Timers debugging is on

External Interface FSM Events debugging is on
External Interface FSM Errors debugging is on
External Interface FSM Trace debugging is on
FLOGI FSM Events debugging is on

FLOGI FSM Errors debugging is on

FLOGI FSM Trace debugging is on

Server Interface FSM Events debugging is on
Server Interface FSM Errors debugging is on
Server Interface FSM Trace debugging is on
Events debugging is on

BEaTUR

avvk B
show debug npv AL FICHRESNTNWAENPYV TRy a~vr ReFnrLET,
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M debug obfl

debug obfl

Onboard Failure Logging (OBFL; A R — REERX 7)) OFT Ny VT kA 3—7MIT DT,
EXEC & — KT debug obfl =~ FZFEMA L ET, debug =2~ &7 1 &—7 T 5I21E, Z
Da<r RO ne IBXEZFEHT 55, nodebugall 2~ REFHALTTRXRTOT NNy FEKT EH
i‘ﬁ—o

debug obfl {error | trace}

no debug obfl {error | trace}

SRy ADEHEBA  error OBFL O F —IRBEEIZXHT DT Ny 74 2 —T ML ET,
info OBFL A XY MZKT BT RNy T oA 32 —T ML ET,
T4 F4E—T
avY KR E—F EXEC ®— R
avwy FEE Jy1y—x TEAR
3.0(1) Zoawr RREASHE L,
FERHEDHS FS14Y 7ZnL

1l RIZ, debugobfl error 2~ o RNFEITENTHBICRRIIND, VAT LOWNIFEROHZ R L E
j—O
switch# debug obfl error
2006 Jan 23 21:30:59.573503 obfl: obfl process mts msgs(): OBFL received mts mes
sage: opc:182
EEa<TUF avvk A
no debug all FRCOF Ay T oT 4 t—T e LET.
show logging onboard OBFL fE# a2 £~ L E T,
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debug platform

AN E NS
platform =~ > R&fH L E7, debug 2~ R&T 4 E—T7 /T 5I1TiT

K& HT 50, nodebugall 2~ FEFEHALTTRXRTOT NNy Va2 TIHET,

debug platform W

FYIIRT DT RNy T A F—TNZT BHI21EL, EXEC &— KT debug

Zoa<wy RO no

debug platform {all [fc_id fc-id] | error [module s/of] | flow [module s/ot] | fsm | ha | hitless |
mts {pkt | pkthdr} {tx |rx} | nopowerdown | supervisor-reset}

no debug platform {all [fc_id fc-id] | error [module s/of] | flow [module s/of] | fsm | ha | hitless |
mts {pkt | pkthdr} {tx | rx} | nopowerdown | supervisor-reset}

R YY) ADERHA

all TRTDOT Ty N7+ —LEREICHT DT Ny T A X —T VI LET,

error 7Ty N7 A —LEEOZT —REICHTOET ANy T EAL F—T ML E
T

flow 7Ty N7 A —AEHEO T —IIXT AT NNy T EA X —T M LET,

fsm 77 v b7 #— LE8H O Finite State Machine (FSM) (2355 N 7% A
F—=T NI LET,

ha 7Ty R4 —LEEDNA TRATGEV T 4T DTNy T hEA F—
LiZLET,

hitless AA »F W hitless T— RO, 77 v b7+ —Lb v —F 4 U TiReE A *—
T LET,

mts 7Ty b7k —LHEED tx/rx MTS A X2 MIKIT DT RNy T kA 2 —T L
WLEd,

nopowerdown FBRUIME 2 —NE2 A X —T VI LET,

supervisor-reset

a—H) ZA—N— XA FE Uty K LET,

fe_id fc-id FRE FCID £V 2 —NFE ST Ny Z&2HIRLET, AL 0 ~
2147483647 T,
pkt Ny NCRT TNy T A F—T I LET,
pkthdr Ny LT DTNy T A X =T M LET,
tx BEFHOT NNy T 2—T N LET,
rx ZAEHEDT Ny T F—=T VI LET,
T4 F =T
avY K E—F EXEC E— R
avy FBE Jjy—= EEAR
1.0(2) Zoawr RREASHE L,
FEREDAS FS14Y 7L
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Ml debug platform

1 RIZ, debug platform all =~ > RRETINTHEICERRIND, AT 2O IIFEROHIZ 7R3 L
iﬁ—o
switch# debug platform all
2005 Mar 10 03:01:56 platform: fu fsm execute_all: match msg id(0),
log already open(0)
2005 Mar 10 03:01:56 platform: fu fsm execute all: null fsm event list
2005 Mar 10 03:01:56 platform: fu fsm engine post event processing: mts msg
MTS_OPC_DEBUG_WRAP_MSG (msg_id 7004045) dropped
v-185# 2005 Mar 10 03:01:56 platform: env_chg none: ps 0 old 1 new 1
2005 Mar 10 03:01:57 platform: env_chg none: ps 0 old 1 new 1
2005 Mar 10 03:01:58 platform: env_chg none: ps 0 old 1 new 1
v-185# debug platform all
2005 Mar 10 03:01:59 platform: fu priority select: - setting f£d[7] for select call
2005 Mar 10 03:01:59 platform: fu priority select select queue: round credit (5)
2005 Mar 10 03:01:59 platform: curr g - FU PSEL Q CAT CQ, usr_g info(0),
priority (1), credit(0), empty
2005 Mar 10 03:01:59 platform: fu priority select: returning FU PSEL Q CAT FD queue,
£d(7), usr_ g _info (1)
2005 Mar 10 03:01:59 platform: fu fsm engine: line[2139]

EEav ok avok i
no debug all TNTOT Ny VT 4 v—=7 M LET,

CiscoMDS 9000 77 XY ARV FYI7LVR
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debug plog M

debug plog

Kfger X227 (PLOG) It 27 /3y 7 & A 32— /W2 ¥ 5IZiE, EXEC E— FT debug plog
gy REHHALET, debug =2~ REF 4 —7 2T 511, ZD=a<2 RO ne TER A1
357 nodebugall 2~ RE2HEH L TTRXTOT ANy 7 E2&TIHET,

debug plog {error | trace}

no debug plog {error | trace}

DAY ADEBA  error PLOG O T —IREEIZKIT BT NNy A F—TNMIZLET,
trace PLOG A X MIT DT Ny T 32 —T M LET,
TIAILE Foe—T

avy R E—F EXEC E— R

av Yy FEE ))y—= EEAE
3.0(1) Zoavwr RREAINE LT,

EREDHSFS4Y 7L

£l RIZ, debugplog 2~ » RRETSINTHBICRRIIND, VAT LOLNFEROHZRLUET,

switch# debug plog

PEaTU R avv ik B
no debug all FTRTCOFAN Y T 5T 4 E—T N LET,

CiscoMDS 9000 7731 avY R UYIZ7LYR
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M debug port

debug port

R—=FDF Ry T h A X =TT 5I21E. EXEC £ — K T debug port =~ > RZHH L £,
debug =~ R&F 4 =7 ICTBI2iE, D=2 RO no XA 457>, no debug all =
<~V REHEALTCTRTOT ANy 7 &2 &TSEET,

debug port {all | bypass {acl_manager | domain_manager | fcsp | ficon | fport_server | lcp |
loopback_diag | port_channel mgr | port_lock | qos_mgr | span | switch_wwn | vsan_mgr |
wwn_mgr [xbar_mgr | zone_server} | error | event [interface type number | module slof] | ha
[interface type number | module slot] | trace [interface type number | module slot]}

no debug port {all | bypass {acl_manager | domain_manager | fcsp | ficon | fport_server | lcp |
loopback_diag | port_channel_mgr | port_lock | qos_mgr | span | switch_wwn | vsan_mgr |
wwn_mgr | xbar_mgr | zone_server} | error | event [interface 1ype number | module slot] | ha
[interface fype number | module slof] | trace [interface type number | module slot]}

DU YH ZADHHA
FTI2+ILF
avyY kK E—F

all FTRTCOR—F TN T F T a kA x—7MILET,

bypass A= FOEITFIZBNTC D a R N—x> F&EBELES,

error R—bhOTT—REIZHT DT Ny T A F—T VI LET,

event A — b Finite State Machine (FSM) B X O X> MxHT 57Ny 7% A
F—=T M LET,

ha R—=RDNA TRATEY T 4T DT ANy T A RX—T M LET,

trace A—b L —RIZHTET NNy T A F—T NI LET,

acl_manager

Access Control List (ACL; 727t A av ha—L JAF) v 32—V v DE
1T% AR L E 7,

domain_manager

RAAL Y =3 — % DFETEHERELET,

fesp

Fibre Channel Security Protocol (FC-SP) DT %[mI#EL £9°,

ficon

Fibre Connection (FICON) 34T [E#E L £9°,

fport_server

FPort —/ND AT & [Bl#E L F 97,

Iep

Link Control Protocol (LCP) D3FE1T% [El#E L £9°,

loopback_diag

=Ty W DFLTEREL 9,

port_channel_mgr

R—F F¥ N 32— v DFEITEERREL ET,

port_lock WN—b vy 7 OFETEERLET,
qos_mgr Quality of Service (QoS; V" —E A WE) ~F— T ¥ DEITEH[EREL £,
span Switched Port Analyzer (SPAN; AA v F K AR— K 7T F 74 %) OFEIT4EH

WELET,

switch_wwn

A A v F WWN OfFi ] & ELP T? VSAN WWN Offi ] & [B138E U £,

vsan_mgr VSAN ({48 SAN) < — ¥ OFELT AL £,
Wwwn_mgr World Wide Name (WWN) ~3%— % OEITAEEREL £,
xbar_mgr Crossbar (XBAR) ¥R — ¥ DFEITE[EGEL I,
zone_mgr V= R =V OFEIT R LT,

interface type number

BEDA L HE—T oA ATy T HFHIRLET,

module s/ot

BEDEY 2—/WIT NNy TEFHIRBLET,

F4E—TL

EXEC €— F

l CiscoMDS9000 7751 ARV F YI7LVR
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debug port W
av Yy FEE Jyy— EEAE
1.0(2) Zoawry RPREAINE LT,
EREDASFIM4Y 7L
il WIZ, debug port all =~ > RIRFATEINTEHBICRRIND . VAT LOHNFEROHZ R L ET,

switch# debug port all

Apr 10 00:49:38 port: fu fsm execute_all: match msg id(0), log already open(0)
Apr 10 00:49:38 port: fu fsm execute all: null fsm event list

Apr 10 00:49:38 port: fu fsm engine: mts msg MTS_OPC DEBUG WRAP_ MSG(msg id 40239)

dropped

K12, debug port event =1~ FINEITINTZHBITERIND, VAT LOHIFEROHIZ R L
iﬁ—o

switch# debug port event

Apr 10 15:30:35 port: fu fsm execute all: match msg id(0), log already open(0)
Apr 10 15:30:35 port: fu fsm execute all: null fsm event list

Apr 10 15:30:35 port: fu fsm engine: mts msg MTS_OPC DEBUG_WRAP_MSG(msg id 7002)

dropped

switch# Apr 10 15:30:35 port: fu priority select: - setting fd[3] for select call -
setting fd[5] for select call - setting fd[e6] for select call

Apr 10 15:30:35 port: fu priority select_ select queue: round credit (16)

Apr 10 15:30:35 port: curr g - FU PSEL Q CAT FD, usr_dg info(32), £d(5),

priority(3), credit(2), empty
Apr 10 15:30:35 port: fu priority select: returning FU PSEL_Q CAT MTS queue, fd(3),

usr_qg_info(8)

lE-IuII;

BEEaTUR avwyk BA
no debug all TRTOFNNy I E2F 4 v—7 M2 LFET,

CiscoMDS 9000 7731 avY R UYIZ7LYR
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M debug port-channel

debug port-channel

K= F ¥ XNVDT Ny T A X —TWIT 5HI21E, EXEC E— KT debug port-channel =~ > R
ZEMALET, debug 2~ KET 1 E—T/MIZT 521, 2O~ RO ne BXEFERT 50,
nodebugall =~ > REFEF LTI RXTOT NNy ZEKTIHET,

debug port-channel {all | error | event | ha | trace | warning}

no debug port-channel {all | error | event | ha | trace | warning}

SURYHZAMEEA  all TRCOR— " F ¥ RINVDT Ry T T arzfF—T M LET,
demux A= FX¥HNV AE—DIIRTHT Ny T2 X =TI LET,
deque R=FF ¥RV A=Y THxa2a—Z0TEIT Ny T2 2= NI LFE
S
error A= FxXNVOTT—REIZHT DT NNy T F—T M LET,
event A"— b % F /L Finite State Machine (FSM) B X UA X MIx$ 553y 7
A R—T M LET,
ha R—= b FX¥RZNVDNA TRATEVT KT DTNy T A FT—TIZL
E3c
trace A= F XN bL—RZHT DTNy T A =T VI LET,
warning R— N F ¥ FNVELEICHT DT NNy T F—T M LET,
T4k Ta4E—=T7
avY R E—F EXEC £— K
av Yy FEE Jyy—=x EEAS
1.0(2) Zoavwry FPREAINE LT,

EREDAS R34y 7oL

il KIZ, debug port-channel all =2~ > RPEITEINTHHICR R END, VAT LAOMITFEROH%
RLET,

switch# debug port-channel all

2005 Mar 10 03:03:26 port channel: fu fsm execute all: match msg id(0),
log_already open(0)

2005 Mar 10 03:03:26 port channel: fu fsm execute_all: null fsm event list

2005 Mar 10 03:03:26 port channel: fu fsm engine post event processing: mts msg
MTS_OPC_DEBUG_WRAP_MSG (msg_id 7005958) dropped

BEEavTUF avvFk B EA
no debug all FTRTCOTFAN T 5T 4 E—T N LET,
show port-channel BEOR— M F v R LOREHREFERLET,
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debug port-resources M

debug port-resources

R—=h VY =R ETa— VDT RNy T &A= MIT 5HIZIL, EXEC E— RTC debug
port-resources 2~ N&EH L £9, debug 2~ R&5F 4 =7 T HI21E, ZDa<wr RO
no XA MM T 57>, nodebugall 2~ REZEH LTI RXTOTF Ny V& T SHET,

debug port-channel {all | demux | deque | error | event | ha | mts | trace | warning}

no debug port-channel {all | demux | deque | error | event | ha | mts | trace | warning}

YR VY ADEBH

all

FTRTCOR—F VY =R TRy T FFarkfx—TMILET,

demux Reh VIV —=ZA A=V DF Ny T A Rx—T I LET,
deque RV V=2 A= FTHa—DFT NNy T x—T NI LET,
error R—h UV —2ADO T —IREICTET Ny T2 A x—T M LET,
event AR— U Y — X Finite State Machine (FSM) B XA X2 MIkd 5573y
ThARX—T NI LET,
ha R—=h VY —=2ADNNA TRATEYT LT DTNy T A X —TNIT
LE7,
mts R—=hF VY= X vB—=Y MTS A X MIATET Ny T A 32 —T NI
LET,
trace AR—=hr UV Y—RA ML —RIZHT DTNy T F—T NI LET,
warning R— R U Y —RBE 2T HF NNy T A F—T NI LET,
FTI24ILEF F =T
avyY kK E—F EXEC E— R
avy FEE Jy—= EENE
3.0(1) Zoawry FPREAINE LT,
FREDHSAFS4Y L
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M debug port-resources

£l RIZ. debug port-resources demux =~ RAFETINTHEITEK RTINS, VAT LOHFER
DB ZRLET,
switch# debug port-resources demux vsan 2
2006 Jan 19 22:10:59.244892 port-resources: fu priority select: - setting fd[5]
for select call
2006 Jan 19 22:10:59.244985 port-resources: fu priority select select queue: rou
nd credit (12)
2006 Jan 19 22:10:59.245018 port-resources: curr q - FU PSEL Q CAT CQ, usr_g
_info(2), priority(7), credit(6), empty
2006 Jan 19 22:10:59.245051 port-resources: fu priority select: returning FU PSE
L Q CAT MTS queue, fd(5), usr g info(1)
2006 Jan 19 22:10:59.245168 port-resources: prm get data from queue(664): dequeued mts
msg (128136), MTS_OPC_DEBUG_WRAP_MSG
2006 Jan 19 22:10:59.245205 port-resources: fu fsm engine: 1line[2205]
2006 Jan 19 22:10:59.245248 port-resources: prm demux: ev[0]
ips-hac2# 2006 Jan 19 22:10:59.246440 port-resources: fu fsm execute_all: match_
msg _1d(0), log already open(0)
2006 Jan 19 22:10:59.246507 port-resources: fu fsm execute all: null fsm event list
2006 Jan 19 22:10:59.246578 port-resources: fu fsm engine post_ event processing:
mts msg MTS_OPC_DEBUG_WRAP MSG(msg_id 128136) dropped
MEavF =c B
no debug all FTRTCOFAN T 5T 4 E—T N LET,

show port-resources module

R LET,

VxRl —v a2 E®Va—DOR—F Y Y—RCETHEREY

l CiscoMDS9000 7751 ARV F YI7LVR

0oL-16217-01-J |



~

| e T

w4 avw

\'
g

debug qos

debug qos M

Quality of Service (QoS; ¥ —E R E) IZHT DTNy V& A X —T7 /M 5HIZiE, EXEC T— K
Tdebug qos =~ REMHEHLET, debug 2~ K&ET 4 =TT DHITE, ZOa<wr KO
no X ZEMT 57, nodebugall =2~ > REFEH L TTRXTOT NNy FEKTIHET,

debug qos {all [interface fc slot/port] | detail | errors supervisor | flow | trace}

no debug qos {all [interface fc slot/port] | detail | errors supervisor | flow | trace}

DUAYHAOFEBA  all TRTCD QS TNy T F T ared x—TMILET,
interface fc slot/port BEDA L HZ—T oA AT Ny ZH5GHIRLET,
detail FTRTD QoS Ty Z & A X —T NIZLET,
errors supervisor A== XA P QoS DT T —RRBICKITEHF NNy T h A X —T NI LE
‘a_‘o
flow =L D QoS TNy S AT a kAR —T M LET,
trace QoS F L —RIZHT BTNy VA X —TMILET,
TIFILE Fav—7
avY Rk E—F EXEC &— K
avy FERE Jy—=x EENE
1.0(2) Zoa<wy RREAINE LT,
FEREDAS FS14Y 7L

£l RIZ, debug qos all =~ > RIPRFATEINTHBICRRIND, VAT LOLNFEROBIZRLET,
switch# debug gos all

[SEEEIAS avvFk L]
no debug all FRTOF Ay T ET =T M LET,
show qos BLIED QoS BRIE (7T A 4V 7 4 DE T L— LB Y) & Form LET,
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M debug radius

debug radius

T = NEBDOT Ry T A F—T MIT BT, EXEC &— R T debug radius 2~ > FEHH L E
9, debug I~ R&ET 4 B—T7MIT DI, ZDa<r Ko ne FEXEMH I 5%, no debug
all Z< > REFEA LTI TOT Ny V2R TIHET,

debug radius {aaa-request | aaa-request-lowlevel | all | config | config-lowlevel | server-monitor |
server-monitor-errors}

no debug radius {aaa-request | aaa-request-lowlevel | all | config | config-lowlevel | server-monitor |
server-monitor-errors}

OB YHAMHA  aaa-request Remote Authentication Dial-In User Service (RADIUS) AAA ZERIZHIT 2%
TRy Tl F—T W LET,

aaa-request-lowlevel RADIUS AAA BRI T HIE L~ DT Ry T F—T VI LET,
all FTRCOT NI 77T A F—T M LET,
config RADIUS B EIZHT 2T /Ny VA X —T M LET,
config-lowlevel RADIUS BREDIK L~V TNy T oA 2—T W LET,
server-monitor RADIUS =N = v T %A F—T NI LET,
server-monitor-errors  RADIUS — N E=&% =5 —% A 2—7MIZ LET,

TI+IE F o=

ARV K E—F EXEC E£— F

av Yy FEE Jy—=x EERE
1.3(1) Zoa~vy FREASNE L,
3.0(1) server-monitor 7" 3 > 1 L U server-monitor-errors 47" = > /N EN

ShE L7,
BREDHSFS4Y 7L

7l

WIZ, debug radius config-lowlevel =~ > RNFETINTHAICRRIND, VAT LD IR
OFlERLET,

switch# debug radius config-lowlevel

Nov 20 06:36:42 radius: radius_new debug conf open: entering...

Nov 20 06:36:42 radius: radius_new_conf close: entering...

Nov 20 06:36:42 radius: radius_new _conf close: returning 0

Nov 20 06:36:42 radius: radius_new enable info config: entering for Radius Daemon
debug

Nov 20 06:36:42 radius: radius_new debug conf open: entering...

Nov 20 06:36:42 radius: radius_new debug conf open: exiting

Nov 20 06:36:42 radius: radius_new enable info config: SET REQ for Radius Daemon debug
with 1

Nov 20 06:36:42 radius: radius_new enable info config: SET REQ done for Radius Daemon
debug with 1

Nov 20 06:36:42 radius: radius_new_enable info config: got back the return value of
configuration operation:success

Nov 20 06:36:42 radius: radius_new_debug conf close: entering...

Nov 20 06:36:42 radius: radius_new debug conf close: returning 0

Nov 20 06:36:42 radius: radius_new enable info config: exiting for Radius Daemon debug
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debugrd-reg W

BEaTR

avryk HL]

no debug all FTRTCOFAN Y T 5T 42— N LET,

show radius RADIUS Cisco Fabric Services (CFS) BilfE A7 — & 2 LU DO OFEHM
ERRALET,

debug rd-reg

ORI BB REZ AL TWAETF AL R URAMIHTEIT NNy VA 3 —T NI T 5T,
EXEC &— KT debug rd-reg =~ > REfH L E£J, debug 2~ F&TF 4 B—7 /2T 521,
Zoa<wr RO no IEXNEHEHT 50, nodebugall 2~ > REEHLCTTIRXRTOT RNy F &K T S
HET,

debug rd-reg [device-name | register address]

DAY Y RADEBE  device-name WBLIRT INA AT ™A AL EBELET,
register address MBI TNA ADKEET RUAERELET,
TIAILE Fo4E—T
aIY R E—F EXEC £— K
avy REE Jj1)—=x EERNE
1.0(2) oavwy FBREAINE LT,
EREDHS FS54Y 7L

15l WIZ, debug rd-reg abe 2~ RRETINHAGICRFIIND, VAT LAOHIEROFIZR L
g‘tj‘o
switch# debug rd-reg abc

EEa<T KR avok BiEA
no debug all FTRTCOTFAN T 5T 4 E—T N LET,
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M debug rdl errors

debug rdl errors

Remote Digital Loopback (RDL) =7 —{Zxf¥ 27 /\w V& A X —7 /WZF 51X, EXEC E— R T
debug rdlerrors =~ > R&fH L E 7, debug =2~ K&7T 4 =T MIT DL, ZOa~w K
D no JERAZHEMT 257, nodebugall 7~ REAEA L TTRTOT Ny FEfE T EHET,

debug rdl errors

DUBYYRADBREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

TI2FIEF F =T
avy kK E—F EXEC E— K
avy REE Jyy—=x ETEAR
1.0(2) Zoavry FPREAINE L,

EREDAS R34y 7oL

1 KIZ, debug rdl errors =~ > KRBT I NG EICERREIND, VAT LOHIFEROBEZRL F
‘j‘o

switch# debug rdl errors

BEa<T R avwvk B
no debug all FTRTCOTFAN T 5T 4 E—T N LET,
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debug rib

debugrib H

Routing Information Base (RIB) #EEICXf 957 Ny 7% A X—7 /W T 5HI21E, EXEC £— R T
debug rib =~ R&EFERALET, debug =2~ K&ET 4 E—TIZTHITiE,. ZDOa~< 2 KD no
EREZEHT 57, nodebugall =~ REMEH LTI RTOT Ny V&2 TIHET,

debug rib {all | detail | error | event | liod_error | liod_event | liod_trace | trace}

SURYH ZAMHBA  all T _CORIBHEREICKTT 5T Ny 74 32— M LET,
detail ?AT@MB%m_ﬁﬁéﬁ%?ﬂyﬁ%41 T LET,
error RIB =T —ZkT BTNy T F—T M LET,
event RIB A X MZHT BTNy T A X—T NI LET,
liod_error MR AR ALE (LIOD) =7 —IZxtd 5T Ny T A4 32 —T7 Mz LET,
liod_event LIOD =F —ZxXfT 5T Ny VA x—T M LET,
liod_trace LIOD hL—A A XY MIXHT DTNy Th A RX—=T M LET,
trace FL—2 ARy MZHT BTN T2 A 32— NI LET,
FTI24ILEF F =T
avyv kK E—F EXEC E— R
avy FERE Jy1)—=x EEAR
1.0(2) oavwy FBREAINE LT,
3.0(1) liod_error, liod_event, 35 U\ liod_trace D447 v a U ovBIISLE L
776

EREDHS F31>

RIB #EN R SN D0, EITHFR— F SN TWRWES . debug rib all =~ F& 51T L TG
Mg R A MR LT E &V,

il WIZ, debugrib error =~ > ROl %R LET,
switch# debug rib error
EEa<U KR avok BiEA
no debug all TRTCOT RNy T T 48—V LET,
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debug rlir

Registered Link Incident Report (RLIR) % A F*—7/LIZ9 %121, EXEC “E— R C debug rlir =~ >
REFEHALET, debug 2~ FET 4 =TT B, Z0a<> RO ne B E2HHT S
2, nodebugall 2~ REMHLTTRCTOT Ny 7&K TIHET,

debug rlir {all | errors | events | mts-errors | mts-events}

no debug rlir {all | errors | events | mts-errors | mts-events}

OBV AOFRA  all T XTO RLIR REICKI T 5T Ny 7 & A 32— ML ET,
errors RLIR D=7 —{REEIZKI T DT Ny V&4 X —T VI LET,
events RLIR A X MIZxTHT NNy T oA X—TMILET,
mts-errors Messaging and Transaction Service (MTS) D~ 7 —IREEIZxT 27 Ny J & A
* e 7‘\71/61 l/ i ‘j‘o
mts-events MTS A X M T TRy T2 2 —T N LET,
TIHI b Fak—T
OV R E—F EXEC &— K
avy FERE Jy—=x ETEARE
1.0(2) Zoavy FPREAINE L,

EREDASRS14Y 7oL

15l WIZ, debug rlir all =2~ > RPFETINTZIGAICERTRIND, VAT LAOHIFEROH LR LET,

switch# debug rlir all

EEa<TUF avvFk EREA
no debug all TRTCOT RNy T T 42— M LET,
show rlir RILR, Link Incident Record Registration (LIPR) . 33 & OF Distribute Registered

Link Incident Record (DRLIR) 7 L —ADE#REE R L E7,
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debug rscn

Registered State Change Notification (RSCN) HEREICXIT 27 /Ny V& A X — 7 MIZF 5I121E, EXEC
F— RTdebugrsen 2~ REZEHLET, debug 2~ &7 4 E—7ICTDHITIE, ZDa~v
Y RO no X EMHT 57>, nodebugall 2~ > REHEHA L TTRXTOT Ny 72K TIHET,

debugrscn W

debug rscn {all | errors | events | mts-errors | mts-events} [vsan vsan-id)

no debug rscn {all | errors | events | mts-errors | mts-events} [vsan vsan-id)

SUBRYH)ADEREA  all 9T RSCN BEREIZKIT BT RNy T A 32— M LET,
errors RSCN =F —ZxfT BT Ry VA F—T M LET,
events RSCN A X MZHTEHT NNy T A X—TMILET,
mts-errors RSCNMTS =7 —{ZxT BT Ny T F—T M LET,
mts-events RSCN MTS A X MZHKTDET RNy T F—T M LET,
vsan vsan-id BED VSAN (AR SAN) 127 Ny V&2 HIRR L £ 7,

FTI24ILEF F =T

avY R E—F EXEC £— K

avy FBEE Jy—= EENE
1.0(2) Zoawry FPREAINE LT,

FREDHSAFS4Y L

1 RIZ, debugrsen errors 2~ RNFAT SN BITERIND, VAT AOMIFEROHZ R L
EJcpe
switch# debug rscn errors
EEaT UK avvk L]
no debug all TRTCODT Ry T BT 4 E—T VI LET,
show rscn RSCN @A R~ L E T,
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M debug san-ext-tuner

debug san-ext-tuner

Storage Area Network (SAN; A hL—Y =U7T Ry hT—7) JERT 2 —F—DFT Ny T A X —
TN T HIZIE EXEC & — K T debug san-ext-tuner =~ > N&f#H L £ 9. debug =~ > K%5 «
=TT HIE, Z0avy RO no BREZMHT 575, nodebugall =~ RAMH L T~
TOT Ry TEETIEET,

debug isns {all | demux | deque | error | event | ha | trace [detail] | warning}

no debug isns {all | bypass ficon_mgr | demux | deque | error | event | ha | trace [detail] | warning}

DUBYYAOFHE  all TRCO SANYERT =2 —F—DFT NNy Tl F—T M LET,
demux SANJEIETF =2 —F— Aot —Y FwAF LI HIZHT AT ANy T 5 A
F—T NI LET,
deque SANJLIETF o —F— A v —V TXa =T HT Ny T E A X —TIC
LET,
error SAN JLIETF 2 —F—Dx 7 —REBIZXT 5T Ny V&2 A4 X —T M LET,
event SANJERT 2 —F— A X MIKTHT Ny T2 A X —T M LET,
ha SAN JLIETF 2 —F— A TRA TGV T A KT DT NN T F—T )V
WLEd,
trace SANJEBET = —F— ML —RIZHTDHT NNy T A F—T NI LET,
detail SANJEEF =2 —F— R L—RIZXT HHMT Ny T E A X—7 M LET,
warning SAN JEBE T = —F —E T 2T Ny T A X —T M LET,
TIHILE L

avy R E—F EXEC E— R

av Yy FEE ))y—= EENR
2.0(x) Zoavwr RREAINE LT,

EREDHSFS4> 7L

£l IRIZ. debug san-ext-tuner error =< > RRFEITINTHEICERRIND, VAT LAOHIIFERDOH]
ZRLET,

switch# debug san-ext-tuner error

SIS avvk L
isns-server enable iSNS r— A2 A 2 —T I LET,
no debug all TRTCOF RNy T %5F 4 E—T M LET,
show isns iSNS fF#H&ZZ= T LET,
show san-ext-tuner SAN JLIRT = —F —Hf#HRER R LET,
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debug scsi-flow

SCSI 7 v —DF Ny ThAFX—T M 5HIZIE, debugscsi-flow =~ RZfEH L EF, debug =

< REF =TIz TBIC

debug scsi-flow W

X, Zoavy Rone BEXZMEHT 52>, nodebugall 2~ R%

HHLTIXTOT ANy Va7 SHET,

debug scsi-flow {all | demux vsan vsan-id | deque | error | event vsan vsan-id | ha | trace {detail vsan
vsan-id | vsan vsan-id} | warning vsan vsan-id}

no debug scsi-flow {all | demux vsan vsan-id | deque | error | event vsan vsan-id | ha | trace {detail

vsan vsan-id | vsan vsan-id} | warning vsan vsan-id}

SURYH)ADEREA  all T _TO SCSI 7 =2 T BT _RTCOT AT 7T 74 F—T VI LFE
7
demux SCSI 7 — T NF T LI HEERICKT 2T Ny A F—T M LET,
deque SCSI 7m— T X a— ARV MIHT LT Ny T hAX—T M LET,
error SCSI 7u— =5 —ZXT DT Ny T A Fx—T M LET,
event SCSI 7 v — A Xy MIKTHT Ny T A RX—T M LET,
ha SCSI 77— A TRATGEYT 4 AR NIKT DTN T A F2—T
WZLET,
trace SCSI 7 — hL—REIZKTHT Ny T oA F—T M LET,
detail SCSI 7 —#fl AL —ZADFT Ny T X —T M LET,
warning SCSI 7 m—%HE A v —VICHT DT Ny T EA X —T VI LET,
vsan vsan-id FEED VSAN ({48 SAN) (27 Ny 7 &2 HIR L E 9, HohEiIL 1 ~ 4093 ©
KRS
T4k L
avY R E—F EXEC £— K
avy FEE Jiy—=R EEARS
2.0(2) Zoavy FPREAINE L,
EREDHSLFS4Y 2L

%l WIS, TRTOSCSI 70 —ZHT 2T NTDOT N T 77T A X =TT 20" LET,
switch# debug scsi-flow all
2004 Nov 29 17:24:49 sfm: fu fsm execute_all: match msg id(0), log already open(0)
2004 Nov 29 17:24:49 sfm: fu fsm execute_all: null fsm event list
2004 Nov 29 17:24:49 sfm: fu fsm engine post_event processing: mts msg
MTS_OPC_DEBUG_WRAP MSG(msg_id 536440) dropped
switch#

EEaTUF avvF A
no debug all TRTCOT RN T 2T 44—V LET,
show scsi-flow SCSI 7 u —{EHfazFE R LET,
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M debug scsi-target

debug scsi-target

SCSI % —%" > NMIKIT BT /Ny 7 & A X —T)WIZT HI2IE, EXEC *£— RC debug sesi-target =~
VREFEHALET, debug 2~ FET 4 E—7 T DL, Z0a~> Ko no IBXEHHT
57, nodebugall 2~ REMFHLTTRCTOT NNy V&K T IHET,

debug scsi-target {error | flow}

no debug scsi-target {error | flow}

B YY) ADMERA  error SCSI #—4 v b T—F DT —IREIZHT DT Ny T F—T WL
*7,
flow SCSI Z—47 > h 7a—ZT 5Ty T F—T NI LET,
T4 F =T
avY KR E—F EXEC ®— R
avy FEE Jjy—= EENE
1.1(1) Zoawr RREASHE L,
FREOHS FS4Y 7L

1l KIZ, debug scsi-target flow =~ > RN FETINTIGHRICERTRIIND, VAT 2O IFEROH] %
RLET,
switch# debug scsi-target flow
Apr 28 21:11:52 vhbad: vhba mts_handler: sdwrap_ dispatch: retval:0
Apr 28 21:11:54 vhbad: vhbad handle timeout: timer:1 context: (nil)
Apr 28 21:12:06 vhbad: vhba mts handler: sysmgr dispatch: retval:-1
EEavrk avok i
no debug all TRTOFNNy I E2F 41— LFET,
show scsi-target BEAFD SCSI Z — 7 v hOREFHRE R R LET,
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debug sdv

SAN F A ZFRL DT Ny 7 A F—T M BI0iE

% L/i‘a_o

. EXEC &£ — R T debug sdv

debugsdv W

o~ Rafi

debug sdv {all | all-sdv | ddas {errors | events} | ddas-config {errors | events | packets} | discovery
{errors vsan vsan-id | events vsan vsan-id} | distribution {errors vsan vsan-id | events vsan
vsan-id} | errors vsan vsan-id | fu {ha | transition} | mgmt {errors | events} | ns {errors | events |
packets} | rewrite {errors | events | packets} | trace vsan vsan-id | virtual-domain {errors vsan

vsan-id | events vsan vsan-id} | zone-activation {errors | events | packets} }

SURYHADFHREA  all FTRTOSDV TNy T HRELET,
all-sdv SDV TRy Z DT R_RTCDOT 4V EZERELET,
ddas DDAS 7\ w 7% A X—T WM LET,
errors TT—ZRT BTNy T F—T NI LET,
events AR MZHT BTNy T X —T VI LET,
ddas-config DDAS-CFG 7T/ w 7% A4 F—7 W LET,
packets Ry M 27\ Za A X—7 M LET,
discovery Disc TNy V& A4 F—T Mz LET,
vsan vsan-id VSAN (fiff SAN) H&+8E LE7, AL 1 ~ 4093 TY,
distribution Dist 73w 7 A F—T M LET,
errors Error 73w J % A 2 —7 ML E T,
fu FU T/ kA RX—=T I LET,
ha FUHA 7Ry 7% A 32— M LET,
mgmt Config FSM 7w 7% A4 X —T7 MZ LET,
ns NS TNy oA X —T NV LET,
rewrite Rewrite 7 /3Ny 7% A4 X—T7 ML ET,
trace Trace 7 /3y 7% A4 2—T VT LET,
virtual-domain Virtual Domain 7 /3Ny 7' % A X —7 W LE T,
zone-activation ZS-ACTV TRy T A4 2 —T M LET,
TIAIE Faoe—T
avURE—F EXEC £— K
av Yy FEE Jyy—=x EEAS
3.12) Ioawry RREASHE L,
EREDASLFS14Y 720
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M debug sdv
1 RIZ, debug sdv all 2~ > RRETINTHEAICRRIND, VAT LOHFEROFIZ R LET,
switch# debug sdv all
2007 Jan 26 22:17:25.232055 sdv: fu_ fsm execute all: match msg_id(0),
log_already open(0)
2007 Jan 26 22:17:25.232151 sdv: fu fsm execute_all: null fsm event list
2007 Jan 26 22:17:25.232233 sdv: fu fsm engine_post_event_ processing: mts msg
MTS_OPC_DEBUG_WRAP MSG(msg_id 83409) dropped
EEav ok avrk ERER
sdv enable SAN 7L A N—=F ¥ T4 ¥ = a kA X—TNVETT =T
(ZLET,
show sdv statistics SAN F A 2 N—F ¥ F A P—3 g OFEHER L FR LET,
CiscoMDS 9000 77 XY ARV FYI7LVR
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debug security W

debug security

X2V TABIOT I T 4 VTS 2T Ny 7 A X =T NITT HITIE, EXEC E—
R debug security =~ > REZEH L ET, debug 2~ FE2T 4 =7 F5H2iE, Zoa~
Y RO no IEXEMFHT 57, nodebugall 2~ > REHEHALTTIRXTOT Ny 72K TIHET,

debug security {all | events | mts | radius}

no debug security {all | events | mts | radius}

OBV ZAOFHA  all TRTOEX 2T RIS T 2T Ny T E A X—T M LET,
events T2 VT 4 AR NI T DT RN T oA =T M LET,
mts & % = U7 4 Messaging and Transaction Service (MTS) /3% v MIXf3 257
Ny T RX—T M LET,
radius Remote Authentication Dial-In User Service (RADIUS) A x> MI*td 5T /3w
A F—T M LET,
TIAIE Faoe—T
OV R E—F EXEC €— K
avy FEE Jy—=x TEAR
1.0(2) Zoavy FREASNE L,
ERLDHS FS514Y 7L

il WIZ, debug security radius =~ > RBRFETINTH SR RIND, VAT 2O DFEROB %
RLET,
switch# debug security radius
Mar 5 00:51:13 securityd: RADIUS is enabled, hence it will be tried first for CHAP
authentication
Mar 5 00:51:13 securityd: reading RADIUS configuration
Mar 5 00:51:13 securityd: opening radius configuration for group:default
Mar 5 00:51:13 securityd: opened the configuration successfully
Mar 5 00:51:13 securityd: GET request for RADIUS global config
Mar 5 00:51:13 securityd: got back the return value of global radius configuration
operation:success
Mar 5 00:51:13 securityd: closing RADIUS pss configuration
Mar 5 00:51:13 securityd: opening radius configuration for group:default
EEaTUF avwok A
no debug all TRCOT NN T T 48—V LET,
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M debug sensor

debug sensor

Lot — XU x T DTNy T EA F—TNWIZT ST, EXEC “E— R C debug sensor =1~
YREMHLET, debug 2~ FET 4 B—T LT DI, Z0a~<y RO ne B9
57, nodebugall 2~ REMFHLTTRXCTOT NNy ZE2KTIHET,

debug sensor {demux | deque | error | info | init}

no debug sensor {demux | deque | error | info | init}

SR YH)ADMEHE  demux T T NTF LT EERICKIT AT NNy TR A x—T I LET,
deque T =T X a— AR NIHT BT RNy T F—T M LET,
error B 2T KT BTN T F =TI LET,
info T —ERICKT BTNy T =TI LET,
init o —0PHbIcHT T NNy T EA 2 —T M LET,

T4 F =T

avy kK E—F EXEC E— K

avy FEE Jy1y—x TEAR
1.0(2) Zoawry RPREAINE LT,

EREDHS F31

Zoawr NI, Bt — 2=y DA NBLIOERET A S LET,

il RIZ. debug sensor info =1~ > RN FEITENTHEICRREIND, VAT LAOWMNFEROFIZR L
7,
switch# debug sensor info
BEEavUK avwyvFk EXEA
no debug all TRCOT AN T 5T =T NI LET,
show environment temperature BAEORE LI WVEREB I OREALERLET,
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debug sme

Cisco SME #REDT N o X0 T % A X —T7 NWIZT 5I21%, debugsme 2~ REHHLET, T3y
T a<wry ReEF =TT 51213, a2~ FOno BN A2 HEH L ET,

debug sme {all |

debugsme M

demux vsan vsan id | deque | error | event vsan vsan id | ha vsan vsan id | trace vsan

vsan id | trace-detail vsan vsan id | warning vsan vsan id}

no debug sme {all | demux vsan vsan id | deque | error | event vsan vsan id | ha vsan vsan id | trace
vsan vsan id | trace-detail vsan vsan id | warning vsan vsan id}

DUBYYAOFHE  all F_XTD Cisco SMEWREDT RN ¥ 7 h A X —T M LET,
demux Cisco SME 2 v&—V T LF T VLI HIRT TNy T A 2 —TNIT L
E3ca
vsan vsan id BTE VSAN (ff4H SAN) ID ~DF N 7 ZHIR L £ 3, AT | ~ 4094
QN
deque CiscoSME A v E—V T a2 —ZHT DT Ny T oA F—T VI LET,
error Cisco SME =7 —{ZXxIT 5T Ny VA X —T7 M LET,
event Cisco SME @ Finite State Machine (FSM) 3 LU XV MIXHT DT 3y 7%
A R =TI LET,
ha Cisco SME O~ T XA ZE VT ¢ (HA) IZHT DTy T EAF—TIUIC
LEd,
trace Cisco SME b L —RIZHT BT RNy T A F—T M LET,
trace-detail Cisco SME bt LU —RAFEHUNIKI T 5T Ny T oA F—T VI LET,
warning Cisco SME #5125 557 Ny F A4 2 —T M LET,
T4k L
avY R E—F EXEC £— K
av Y FEE Jiy—=R EEARS
3.2(2) Zoavwry FPREAINE LT,
EREDHSLFS4Y 2L

%l

WIZ, debugsmeall 2~ NIZE DV AT AOHIEROFERLET,

switch# debug sme
2007 Sep 23 15:44
call

2007 Sep 23 15:44
)

2007 Sep 23 15:44

all
:44.490796 sme:fu priority select:- setting fd[5] for select

:44.490886 sme: fu priority select_ select queue: round credit (8

:44.490918 sme: curr_g - FU_PSEL Q CAT CQ, usr_g info(2), p

riority(7), credit(4), empty

2007 Sep 23 15:44

:44.490952 sme: fu priority select: returning FU PSEL Q CAT MTS

queue, fd(5), usr_g_info (1)

2007 Sep 23 15:44

:44.491059 sme: sme_get data from queue(1031): dequeued mts msg

(34916564), MTS OPC_DEBUG WRAP MSG

2007 Sep 23 15:44
2007 Sep 23 15:44
y_open(0)

:44.491096 sme: fu fsm engine: line[2253]
:44.492596 sme: fu fsm execute all: match msg id(0), log_alread

CiscoMDS 9000 77X Y) ARV K YJ7LUR
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M debug snmp

BEaTR

avwyv Rk EizL)]
no debug all TRTOT NN T 2T 48—T N LFET,
show sme Cisco SME DfF#H AT X CTERLET,

debug snmp

SNMP (ffiZ x>y NV —2EHTm han) ~X—V v T 57y T aA X—T7 /T DI,
EXEC “€— N C debug snmp =~ > REMHEH LE T, debug 2~ K&7 1 E—7 /T HITiE, Z
Da<y FOno BERXEZMHAT S0, nodebugall 2~ > FEMHH LTI XRTOT NNy FEKT &

£,

debug snmp {

all |
errors |

mts {pkt {both | rx [node range | opcode range | sap range] | tx} |
pkthdr {both | rx [numpkt range] | tx}} |
pkt-dump | trace {trace-entryexit | trace-stub}}

no debug snmp {

all |
errors |

mts {pkt {both | rx [node range | opcode range | sap range] | tx} |
pkthdr {both | rx [numpkt range] | tx}} |
pkt-dump | trace {trace-entryexit | trace-stub}}

VB YY) ADHHA

FTIAILE

all FTRTO SNMP KT BT NNy 72 A F—T M LET,
errors SNMP O Z — T HT RNy VA F2—T W LET,
mts SNMP /X7 > B XNy X =T 2T Ny T A X —T M LET,
pkt-dump TR THIDOry N BT F—=T ML ET,
trace ML= LRADT NNy TN A F—T VI LET,

pkt Ny M7 RNy JERELET,

pkthdr Ny =T LT Ny TEIRELET,

both EZEOWGANCKT 2T Ny T H2EELET,

tx EEFMCHT DTNy ZEEELET,

rx ZREFMIHT DT Ny T EEELET,

node ZIEHFMONNry O — RERFELET,

opcode ZAZHED /- opeode ZHEE L 4,

sap ZAR T MOy RO sap ZHE L E T,

numpkt WLy NERERELE T,

range 1 ~ 4095 £ TOREHOHPZIEE L E T,

trace-entryexit

FL—2 L_LDxy FY ERITR TRy S EEELET,

trace-stub

M= L_VDRET TRy THNERELET,

TAE—=T L
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debug snmp W

avy R E—F EXEC E— K
avy FEE Jy)—=x ETEAR

1.0(2) Zoawry FPREAINE LT,
ERLDHS FS514Y 7oL

il RIZ. debug snmp trace =~ > RRFET SN B IR RIND, VAT LAOWMFEROFI ZR L
7.
switch# debug snmp trace
Apr 29 16:03:34 snmpd[1177] : SDWRAP message Successfully processed
BAEaITUF avyFk L
no debug all FTRCDT RNy T T 4 =TI LET,
show snmp SNMP 27 — X ZAB LR EHHREERLET,

snmp-server

SNMP H— \MFHR, A4 v FOEF, BLOARAS v FHEERET D
&R LET,

snmp-server enable traps

SNMP ¥ — 8@ (BHBLION T v ) 24 X—T T LET,

| oL-16217-01-J
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M debug span

debug span

Switched Port Analyzer (SPAN; AA vF K R—k TFFZA4Y) OTFT Ry T oA F—TVIZT DI
I, EXEC £ — R C debugspan =~ > RZHEHA L ET,debug 2~ F&T 4 E—T7 I T5HITiT
Zoa<wy RO ne BREZMHEHT 57 nodebugall 2~ REHHL T RTOTFT NNy VA2 KT &
HFET,

debug span {all | buffer-size bytes | error | event | trace | warning}

no debug span {all | error | event | trace | warning}

DBy AOFHE  all FTXTOD SPAN MBI T HT Ny VT EA X —T M LET,
buffer-size bytes SPAN DA Xy kvl Ny 7y g REggE LET, A2EHIX 4096 ~
131072 T4,
error SPAN =5 —|ZxtT BT Ny T A x—T /I LET,
event SPAN A4 XY MIXTHT Ny T oA 2—T VI LET,
ha SPANHA (A TXRATVEUT o) KT DHT NNy T HAFx—T 2L
EaN
lib SPAN A4 7 Z VIZRTHT Ny T X—TVMIZLET,
trace SPAN h L —RIZXT BT RNy T F—T M LET,
warning SPAN O#EE A v =TT 2T Ny VA X —T M LET,
TI4Ib TAE—T

avY K E—F EXEC E— R

avr FEE y)—= EERE
1.0(2) Zoavxry FRHEASRE LR,

EREDHSFS34Y 7L

£l RIZ.debug span all 2~ > RRFETINTGEICEREIND VAT LOENFEROBIZRLET,

switch# debug span all

Apr 29 16:06:44 span: span_demux: msg consumed by sdwrap process msg

Apr 29 16:06:44 span: fu fsm execute all: match msg id(0), log already open(0)

Apr 29 16:06:44 span: fu_ fsm execute all: null fsm event list

Apr 29 16:06:44 span: fu fsm engine: mts msg MTS_OPC_DEBUG_WRAP MSG(msg_id 2548887)

dropped

Apr 29 16:06:48 span: fu priority select: - setting fd[3] for select call

Apr 29 16:06:48 span: fu priority select_select queue: round credit (12)

Apr 29 16:06:48 span: curr g - FU PSEL Q CAT CQ, usr g info(4), priority(7),

credit (6), empty

Apr 29 16:06:48 span: fu priority select: returning FU PSEL_Q CAT MTS queue, £fd(3),
usr_ g info(2)

Apr 29 16:06:48 span: span_get data_ from mts_ g dequeued mts msg (26e525),
MTS_OPC_DEBUG_WRAP_MSG

BEEa<T UK avwvk B EA
no debug all TRTCOF AN T 5T 4 E—T NI LET,
show span session SPAN v ¥ g VOBEDHREFRLET,
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debug system health W

debug system health

VAT D ANNVA TR YT TRy T kA =TT BT
health =~ > R&fH L E9, debug 2~ > N&T 4 B—7WIZT BHITIE
nodebugall =~ > REFEF LTI RXTOT NNy VT EETIHET,

T 20,

. EXEC & — KT debug system
L ZDav Y RO no X

debug system health {all | asic-counters | battery-charger | bootflash | cache-disk | cfr | eobc | error |
event | external-loopback | failure-analysis | fc2 | free-disk | ha | inband | loopback | mgmt | misc
| mts | nvram | plog | pss | serdes | special | trace | xipc}

no debug system health {all | asic-counters | battery-charger | bootflash | cache-disk | cfr | eobc | error

| event | external-loopback | failure-analysis | fc2 | free-disk | ha | inband | loopback | mgmt | misc
| mts | nvram | plog | pss | serdes | special | trace | xipc}

DoAY H DB

FTIAILE

all FTRTCOF L TA U NVA T T TDT Ny A =TI LET,

asic-counters VAT I ~IVA ASIC EEHER O T Ny T A F—T I LET,

battery-charger VAT ANVA R TVRET A NDT NNy T F—T W LET,

bootflash VATFLNNNA T =N T Ty a TANDT NNy P X —T N2 LET,

cache-disk VAT A ANNVA XYy aT A AT TANDT NNy T A FX—T ML E
T

cfr VAT IHANIVA AUINT N ANNVATARNDT NNy T A =T LET,

eobe L AT I~V A Ethernet Out-of-Band Channel (EOBC) 7 A FDF /N 7% A
F—7 M LET,

error VAT ANV ADT T —IREDT Ny T A F—T N LET,

event VAT B ANNVAARY NDT Ny T A F—T VI LET,

external-loopback < 25 A ~ LA NL—T NNy 7 TR NDOF NNy T A X—T NI LET,

failure-analysis AT K ANVABESITTOT Ry T4 2 —T M2 LET,

fc2 VAT N ANVAFCL T L—LDT Ry T F—T I LET,

free-disk VAT ANNVARBET A AT DTNy T F—T M LET,

ha NNVAFZZ VT N TRATENT 4 7T TEKT DTNy T A
F—7 M LET,

inband VAT NN ABIRNT A NOT Ny T F—=T M LET,

loopback VAT ANNAN—T R T FANDT Ry T X2 —T M LET,

mgmt VAT A ANNVAEHR—NOR—F TANDOT RNy T A X =TI LE
7

misc VAT VA misc DTNy T A F—T M LET,

mts AT I~ A Messaging and Transaction Service (MTS) D7 /N 7% A F—
T LET,

nvram VAT I~ A NVRAM (REEFEM: RAM) OFT Ny 7 A4 2 —T M LET,

plog VAT I ANNVAKERF T DTNy T A R—T VI LET,

pss VAT I ASVAPSS DT Ny T kA F—T I LET,

serdes L AT I~V A Serializing/Deserializing Method (SerDes) 7 A kDT /N 7%
A X—=T M LET,

special VAT I ANIVA AR Y VDT Ny T A X —T I LET,

trace ANNVAE=HZ YT NL—RA T TDT NNy Tl X—TMILET,

xipc VAT I ASNVAXIPC DT Ny T A 2 —T M LET,

T 4=
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M debug system health

avykE—F EXEC E— F
avy FEE Jy—2 EERE
1.0(2) Zoavy RREASHELE,
3.0(1) free-disk, nvram. 3L Nplog DE AT a o vBINENE Lz,
EREDHS FS514Y 7L
1 RIZ, debug system health =~ > RREITINZH BT TR EIND, VAT LAOHITFEROH %R
LET
switch# debug system health all
2005 Mar 10 01:49:28 SystemHealth: ohms_snake fd activity: Module 1 Snake Frame came.
2005 Mar 10 01:49:28 SystemHealth: ohms_snake fd activity: Module 8 waiting for Snake
Frame to come.
2005 Mar 10 01:49:28 SystemHealth: ohms_dequeue: select timeout 0 998000
2005 Mar 10 01:49:28 SystemHealth: fu priority select: - setting fd[4] for select
call - setting £d[20] for select call - setting fd[22] for select call - setting
fd[28] for select call - setting fd[29] for select call - setting £d[30] for select
call
2005 Mar 10 01:49:28 SystemHealth: fu priority select select queue: round credit (14)
2005 Mar 10 01:49:28 SystemHealth: curr_g - FU_PSEL_Q CAT FD, usr_g info(466240),
fd(29), priority(6), credit(3), empty
2005 Mar 10 01:49:28 SystemHealth: fu priority select: returning FU PSEL_Q CAT_CQ
queue, usr_g info (1)
2005 Mar 10 01:49:28 SystemHealth: ohms dequeue: Select woken up
2005 Mar 10 01:49:28 SystemHealth: ohms_dequeue: Process event type 0x1
2005 Mar 10 01:49:28 SystemHealth: ohms_dequeue: Processing timer type
2005 Mar 10 01:49:28 SystemHealth: fu fsm engine: line[2139]
2005 Mar 10 01:49:28 SystemHealth: fu fsm handle_sysmgr msg: Not mts event
2005 Mar 10 01:49:28 SystemHealth: ohms_timer event handler: called.
2005 Mar 10 01:49:28 SystemHealth: fu fsm execute all: match msg id(0),

log_already open(0)

PEavTU R avv ik B L

no debug all

TRTCOT RNy T T 42— MILET,

show system health

X 7€ L 7= Online Health Management System (OHMS) {§# & &z~ L E7,
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debug tacacs+ M

debug tacacs+

T = NEBOT Ny T A F—T NMIT DL, EXEC E— KT debug tacacs+ =~ R&EMiA L
£9, debug 2~ KET 4 E—T /I THITIE, ZOa<2 RO no FEREHEHT 57>, no debug
all Z< > REFEA L TTIRTOT NNy FEETIHET,

debug tacacs+ {aaa-request | aaa-request-lowlevel | all | config | config-lowlevel | server-monitor |
server-monitor-errors}

no debug tacacs+ {aaa-request | aaa-request-lowlevel | all | config | config-lowlevel | server-monitor
| server-monitor-errors}

DUR YY) AMEEA  aaa-request TACACS+ AAA BRIZKIT 2T Ny A RX—T M LET,
aaa-request-lowlevel  TACACS+ AAA FRICKTTAIE L _ADF ARy ZE A4 2—T W LET,
all TRTCDT N T 77T %A RX—TNVICLET,
config Terminal Access Controller Access Control System Plus (TACACS+) &% & (2%}

THT Ny T F—T M LET,
config-lowlevel TACACS+ REDEL )L TNy T A X —TNIZ LET,
server-monitor TACACS+ H— RN E=HJ L T %A X—T I LET,
server-monitor-errors TACACS+ H— R F=¥ =5 —% A4 X —T M LET,

TIAILE Fo4v—T

ARV K E—F EXEC E£— F

avy FERE Jy—=x EEAR
1.3(1) Zoa~vy FREASNE L,

3.0(1) server-monitor 7" 3 > 1 L U server-monitor-errors 47" = > /N EN
ShE Lz,
FEREDASA K54y 2L

7l

WIZ, debug tacacs+ config-lowlevel =~ > RNFATINHBICRRIND, VAT LD IFER
OFlERLET,

switch# debug tacacs+ config-lowlevel

Nov 20 06:39:44 tacacs: tacacs_debug conf open: entering...

172.22.94.252# Nov 20 06:39:44 tacacs: tacacs_debug_conf_ open: exiting

Nov 20 06:39:44 tacacs: tacacs_conf close: entering...

Nov 20 06:39:44 tacacs: tacacs_conf close: returning 0

Nov 20 06:39:44 tacacs: tacacs_enable info config: entering for TACACS+ Daemon debug
Nov 20 06:39:44 tacacs: tacacs_debug conf open: entering...

Nov 20 06:39:44 tacacs: tacacs_debug conf open: exiting

Nov 20 06:39:44 tacacs: tacacs_enable info config: SET_REQ for TACACS+ Daemon debug
with 1

Nov 20 06:39:44 tacacs: tacacs_enable info config: SET REQ done for TACACS+ Daemon
debug with 1

Nov 20 06:39:44 tacacs: tacacs_enable info config: got back the return value of
configuration operation:success

Nov 20 06:39:44 tacacs: tacacs_debug conf close: entering...

Nov 20 06:39:44 tacacs: tacacs_debug conf close: returning 0

Nov 20 06:39:44 tacacs: tacacs_enable info config: exiting for TACACS+ Daemon debug
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M debug tcap

EEa<U KR avvFk HiEA
no debug all FTRTCOTFAN T 5T 4 E—T N LET,
show tacacs+ TACACS+ Cisco Fabric Services (CFS) Fifg A7 — & 25 LU DM O
RRLUET,

debug tcap

Bk 7T DT Ny T EA F—T NI T HITIE, EXEC £— KT debugteap =~ > &AL
£, debug 2~ K427 4B —7 T 5(2iE, Z0a~<> RO ne JBEXZMEH T %7, no debug
all A< REFH LTI RTOT NNy F 2T I8 ET,

debug tcap {demux | deque | error | info | init}

no debug tcap {demux | deque | error | info | init}

SR YH)ADIRE  demux MR Y 7Ty TN T T LI VERRICKTT AT Ny TR A Rx—TIZLE
7,
deque BRX Y 7T X FHa— AR MCHT BTNy S kA F—T M LET,
error MR Y 7T vy 27T ET ARy T A F—T M LET,
info AKX v 7T v IHFRICKT DTN T2 2 =T ML ET,
init R v 7Ty OYMHLICH T 2T NNy TR A X —T NI LET,
T4 FoE—T

avy R E—F EXEC E— R

av Yy FEE ))y—= EEAE
1.02) Zoavwr RREAINE LT,

FREDHSIEFSAY Zoa~< R, WMRF Yy 7 F Y 2—T 4 VT4 DA PBLOEREZT Ny 7 LET,

£l RIZ, debug tecap demux 2 v > FRFATENTHEICRRIND, VAT LOHNFEROH R L
\i‘ﬁ—o

switch# debug tcap demux

BEaTUR avwyk BA
no debug all TRCOFRY T 52T 4 E—T N LET,

lE-IuII;
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debug tlport

Transitive Loop (TL) "R—h £ V' H—T = A ADT v T %A F—7WIZT HIZ1F, EXEC £— K
T debug tlport =~ F&EHLE T, debug 2~ KEF 4 =TI BT, ZDavr R
D no FEXEEHT 52, nodebugall 2~ FEFEHALTTIXRTOT NNy FE2K T IEET,

debug tiport W

debug tlport {all | errors | events {fc2 {terminal | transit} | mts | pss}} [interface fc slot/port]

no debug tlport {all | errors | events {fc2 {terminal | transit} | mts | pss}} [interface fc slot/port]

SUBRYIZADOHREA  all TTO TL A— MERRICH T 57y 724 2 =T LT LE T,
errors TLAR— bDO=T —REBIZXT DT NNy T A X—T M LET,
events TLAR—F FE=X VT ARV NMIHT BT NNy T F—TMIZLE
T
fc2 TLAR— K F=X YT FC2 AR MZXT DTNy T oA 3—T NWIZ
LET,
terminal TLAR—h FE=F YT FC2ETANY FNEEELET,
transit TLAR— bk E=XY 7 FC2EEA XV MERELET,
mts TL 7"— k =% U 7 Messaging and Transaction Service (MTS) /37 v
T BTNy T F—T M LET,
pss TLAR—hE=X U7 PSSy MIXITHT Ny 7oA X—T ML
£7
interface fc slot/port BEDA L HZ—T oA ATy 7GR LET,
T4 Fae—T
ARV K E—F EXEC £— K
av Y FEE ))y—= EEAE
1.0Q2) Zoawy RREASHE LR,
EREDHALFS4Y 7L

£l IRIZ. debug tlport events pss =~ > RRFATINTEH/EICRRIIND, VAT LOWIFEROH %
RLET,
switch# debug tlport events pss
BAEaITUF avvk EER
no debug all TRTOFNNy I EF 4 v—7 M2 LFET,
show tlport BRELLE TL A— ME#HREZFRLET,
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M debug ttyd

debug ttyd

TTYD T3y 7% A F—7 /W2 ¢ 5121, EXEC £— KT debug ttyd =~ > & H L £9, debug
a<w s RET 42— MITBIZE, Zha~vy RO no BXEFEHT 52, nodebugall 2~
EHEHLTIRTOT ANy V2T EEET,

debug ttyd {all | errors | events}

no debug ttyd {all | errors | events}

SUBRYHZADMEA  all F_TO TTYD BEEIC T BTNy P oA 2—T Mz LET,
errors TTYD DT —REICHT DT Ny T2 A X —T NI LET,
events TTYD A XY MIRT BTN T oA x—T M LET,

T4 F =T

avy kR E—F EXEC E— K

avy REE Jjy—= TEAR
1.0(2) Zoawry RREAEINE LT,

EREDAS R34y 7oL

il RIZ. debug ttyd events =1~ > RN FEITE N B IR RIND, VAT LAOWHREROFIZ R L
7.

switch# debug ttyd events

gﬁl‘:

FAEaIUFR avwvk I
no debug all TRCOT RNy T T 42— MILET,

Cisco MDS 9000 773 Y avYF UI7L YR
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debugvni M
debug vni
Virtual Network Interface (VNI) (2% 57 Xy 7% A 32— 7 T 5121E, EXEC £ — KT debug
vini 22 REFEHALET, debug 2~ FEF =TT B2, ZDa~<wr RO ne BXE
ERAT 572>, nodebugall 2~ REFEF LTI RXTCOT NNy 7&K TIHET,
debug vni {all | errors | events | info | pss}
no debug vni {all | errors | events | info | pss}
YUBRYYADER  all FTRTO VNIUBREICKT 2T Ny 7% A4 F—T M LET,
errors VNI O T —{REEIZHT 2T Ny F A R—T NI LET,
events VNI A R MIXET 2Ty %A X—T MIZLET,
info VNI A N MIRT DTNy VoA F—T W LET,
pss VNIPSS /™7y MK DT Ny VoA R—=T M LET,
T4 b Fo4e—T
AT R E—F EXEC £— K
avy FEE ))—2x EEAT
1.0(2) Zoawry RpRHEASRELL,

EREDAS R34y 7oL

il WIZ, debug vniall 2~ RRETINTHAICRFIIND, VAT LOHNFEROHEZRLET,

switch# debug vni all
Apr 29 17:00:59 vni: Received MTS message
Apr 29 17:00:59 vni: message not processed by system mgr library , so process it

normal way

lE-IuII;

BEEaTUR avwyk BA
no debug all TRTOFNRNy I EF 4 v—7 M2 LFET,

CiscoMDS 9000 7731 avY R UYIZ7LYR
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M debug vrrp

debug vrrp

Virtual Router Redundancy Protocol (VRRP) (Zxt3 5T /Ny 7% A X —T7WICT 5121, EXEC €—
KCdebugvrrp 2~ FEFHLET, debug 2~ FET 4 =7 /W T512F, Zoa<wr
D no FEXEHEHT 52, nodebugall 2~ FEHFEHALTTIXRTOT NNy FE2K T IEET,

debug vrrp {configuration | engine} {all | error | event | info}

no debug vrrp {configuration | engine} {all | error | event | info}

DBy RO  configuration VRRP R EICKTHT NNy T X—T M LET,
engine VRRP = VNI T DT NNy 7oA 2 —T M LET,
all 9 _TOD VRRP BEREIZKIT BT RNy T A 32— LET,
error VRRP DT —REIZHT DT NNy T2 2 —T NI LET,
event VRRP A X MIKT T Ry T4 =T M LET,
info VRRP A XY MIT DT NNy T 32 —T M LET,
FIA4ILF FoB—T
avYEkFE—F EXEC £— K
avy FERE Jy1)—=x EENE
1.02) Zoavwr RREAINE LT,

EREDHS FS14> 7L

1 KIZ, debug vrrp engine all =~ > RPNFETINZHE

ALET,

switch# debug vrrp engine all
Apr 29 17:35:58 vrrp_eng: fu priority select:

- setting f£d[7]

. VAT LOHIKEROHIE

for select call -

setting fd[11l] for select call - setting £d[12] for select call - setting fd [13]

for select call - setting £d[15] for select call

Apr 29 17:35:58 vrrp_eng: fu priority select_select queue:
curr_gq - FU PSEL Q CAT FD,

Apr 29 17:35:58 vrrp eng:
priority(2), credit(l), empty

round credit (6)
usr_g info(e6), £d4(15),

Apr 29 17:35:58 vrrp_eng: fu priority select: returning FU _PSEL_Q CAT_FD queue, £d(7),

usr_ g info(3)
Apr 29 17:35:58 vrrp_eng: heartbeat sent

Apr 29 17:35:58 vrrp_eng: message not processed by system mgr library , so process it

normal way

BEEaTUR avwyk B
no debug all TRTCDOTF RNy T 2T =T NI LET,
show vrrp VRRP R EHRERSLET,
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debug vsan

VSAN ({48 SAN) DT Ry Fhk A 32 —T7 T 5121E, EXEC *E— R C debug vsan 2~ > R & ff
HALEY, debug 2~ FN&ET 4 =TT 5IZE, Z0a<2 RO no BREHEHT 50, no
debugall =~ FEMHH L TTRTOT Ny V7 EKTIHET,

debugvsan W

debug vsan {all | global | ha | info | membership | mts}

no debug vsan {all | global | ha | info | membership | mts}

YUBRYYADER  all VSAN BBEDT R TDOF R ' 75 7oA F—T M LET,
global VSAN 7't —/S)b NI A =B F—=HRXR=ZADA X MIHT LT Ny T &
A F—T M LET,
ha VSAN DA TRAZE YT 4 B A N MO DT Ny T 7 —7
JMZLET,
info VSAN ff T —Z X—=2ADA Xy MIKT DT Ny T A X —T VI L FE
j—O
membership VSAN R 2Ry F F= B _R=ZADA R MIHTBHT NNy T F—T )b
iZLET,
mts Messaging and Transaction Service (MTS) @ Tx/Rx /X7 > b DT /Ny J % A
F—=T M LET,
T4 F4—T
avvkFE—F EXEC £— K
av Y FERE )1)—x EERNE
1.0(2) Zoa~vy FREASNE L,
EREDASAFSM4Y 7oL

]

KIZ . debug vsan all 2~ > RPETINTEHEITEKRIND VAT 2O IIFEROHIZ R L ET,

switch# debug vsan all

2005 Mar 10 01:44:35 vsan:
2005 Mar 10 01:44:35 vsan:
interface:16859136

Mar 10 01:44:35 vsan:
VSAN bitmap:1-4093
Mar 10 01:44:35
Mar 10 01:44:35
Mar 10 01:44:35
Mar 10 01:44:35
[RSP] Opc:
0x00000000
01:
0l:
01:
01:
0l:

2005
with
2005
2005
2005
2005
Size: 520
HA_ SEQNO:
2005 Mar
2005 Mar
2005
2005
2005

10
10
10
10
10

Mar
Mar
Mar

44
44
44
44
44

:35
:35
:35
:35
:35

116
TS:

vsan:
vsan:
vsan:
vsan:
(MTS_OPC_VSAN GET PORT TRUNKING MEMBERSHIP)

0%24E717EACT7CE2
vsan:
vsan:
vsan:
vsan:
vsan:

Calling handling function
querying trunking membership (readonly) for
Replying to trunking membership query for interface:fcl/21

got back reply code:0
Returned from handling function
Freeing notifications
Src: 0x00000601/15 Dst: 0x00000601/27 ID: 0x0067CEAL
RR: 0x0067CEAOQ
REJ: 0
00 02
FF FF
FF FF
FF FF

FF FF

SYNC:1
7F FF
FF FF
FF FF
FF FF
FF FF

00
FF
FF
FF
FF

00
FF
FF
FF
FF

00
FF
FF
FF
FF

00
FF
FF
FF
FF

00
FF
FF
FF
FF

00
FF
FF
FF
FF

FF
FF
FF
FF
FF

FF
FF
FF
FF
FF

FF
FF
FF
FF
FF

FF
FF
FF
FF
FF

FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
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M debug wr-reg

BEaTR

avwyv Rk EizL)]
no debug all FTRTCOTFAN T 5T 40— N LET,
show vsan PE L7 VSAN O AR R LET,

debug wr-reg

FEIADBBEREEZEA L TVDET AL R VARNMIHT DTNy T kA =T MIZT HITIE,
EXEC “E— RC debug wr-reg =~ > & LET, debug 2~ N&T 4 E—7 /LT DITIE,
Zoa<wry RO ne BREMHEHT 57, nodebugall 2~ REFHL TTRTOT NNy FEKT &
‘ﬁ\\i\j’-‘o

debug wr-reg [device-name | register-address|

no debug wr-reg [device-name | register-address|

VR YH AMERA  device-name MBI T A AT NN, AL BRELET,
register-address MBI T NA ADKEET RUAERELET,
TI+IE Far—T N
avY KR E—F EXEC £— K
avy FEE Jy—=x EERNR
1.0(2) Zoavy FPREASIE LT,
ERLDHS FS514Y 7L

il I, debug wr-reg 2 v RNFETENTHBICRRAIND, VAT 2OHNFEROHZ R LET,
switch# debug wr-reg

BEaTUF avwyFk HL]
no debug all TRTOFNNy I EF 4 v—7 M2 LFET,

CiscoMDS 9000 773 Y avY F Y27 LYR
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debugwwn W

debug wwn

World Wide Name (WWN) ~ 32— ¥ Ik 57 Ny V%A X—T7WIZT 5121, EXEC E— KT
debugwwn 2~ REEHA L E T, debug 2~ K&2T =7 2T 5I121F, Z0a~>2 KD no
X EZEFAT 52, nodebugall 2~ FEFER L TTRTOT NNy 7&K TIHET,

debug wwn {all | detail | errors | flow | trace}

no debug wwn {all | detail | errors | flow | trace}

OBV AOFHKA  all TRTHOWWN TRy S FF a2 —7 MM LET,
detail FTRTOWWN B EA RF—T VI LET,
error WWN O —REEIZRIT 2T Ny T E A X —T M LET,
flow Ta—L )LD WWN TRy 7 47y arkfFx—7 M LET,
trace WWN R —RIZxT 5T Ny T A X —T M LET,
T4k T4E—=7

avy kK E—F EXEC E— K

av Y REE y—= EEAT
1.0(2) Zoavy FREASNE L,

EREDAS R34y 7oL

il WIZ.debug wwn all 2~ RRETINTZLAICRRIND VAT LOHNFEROHEZRLET,

switch# debug wwn all

Apr 29 19:24:17 wwn: 53601—wwnm_sdwrap_dispatch:7ﬂSDWRAP massage Successfully
processed

Apr 29 19:24:17 wwn: Src: 0x00000601/5206 Dst: 0x00000601/46 ID: 0x002C7DE4 Size:
252 [REQ] Opc: 182 (MTS_OPC_DEBUG_WRAP MSG) RR: 0x002C7DE4 HA_SEQNO: 0x00000000 TS:
0x55D49A130243 REJ:0

Apr 29 19:24:17 wwn: 2F 64 65 76 2F 70 74 73 2F 30 00 00 00 00 00 0O

Apr 29 19:24:17 wwn: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Apr 29 19:24:17 wwn: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Apr 29 19:24:17 wwn: 00 00 00 00 00O OO 0O 00 00 00 OO OO OO 00 00 OO

Apr 29 19:24:17 wwn: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Apr 29 19:24:17 wwn: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Apr 29 19:24:17 wwn: 00 00 00 00 00 0O 00O 0O 00 0O OO OO OO 00 00 OO

Apr 29 19:24:17 wwn: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Apr 29 19:24:17 wwn: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Apr 29 19:24:17 wwn: 00 00 00 00 00 0O 00O 00O 00 OO OO OO OO 00 00 OO

Apr 29 19:24:17 wwn: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Apr 29 19:24:17 wwn: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Apr 29 19:24:17 wwn: 00 00 00 00 00 00O 00 00 2E 00 00 0O

Apr 29 19:24:17 wwn: 53601-wwnm_unmask_sigalrm:1261|TRACE:
FILE=_manager/wwnm/wwnm utilities.c

PEavTU R avv ik B
no debug all TRCOFRY T 52T 4 —T NI LET,
show wwn WWN REDAT —H AR LET,

CiscoMDS 9000 7731 avY R UYIZ7LYR
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M debug xbar

debug xbar

Crossbar Debugging (XBAR) % A % —7 /W29 %I2ld, EXEC *£— K T debug xbar =1~ > R &
L7, debug 2~ > RET 48— T 5I12E, Z0a~<> Ko ne BREMLEHT 50, no
debugall =~ FEMHH L TTRTOT ANy 7 EKTIHET,

debug xbar {all | demux | deque | error [module s/of] | fsm [module s/of] | ha [module s/ot] |

init | main}
OBV ADEE  all TRTHOXBAR TNy 7 FF g vz x—7 M LET,
demux XBAR TNV F T LT YRR T 5T Ny VA X —T M LET,
deque XBAR T ¥ 2 — A XY MIXT DTNy T A 2—T M LET,
error XBAR =7 —ZXT BT RNy T F—T M LET,
fsm XBAR FSM IZ T 5T Ny T A X—TMILET,
ha XBAR DA TRATEV T A HERICHT DT NN T2, F—TNMIZLE
‘a_o
init XBAR OIS T 25T Ny T A X —T ML ET,
main FEARREREIZWT 2 XBAR Ty A4 F—T M LET,
module slot FNRyTTAHAEYa— DAy NESRIEELET,
T4 A F—T )
avy kK E—F EXEC E— K
avy FEE Jj1)y—= ETEARE
1.0(2) oavwy FBREAINE LT,
FEREDAS FS4Y 2L
15l KIZ.debug xbar all =~ > RNFEATINTGEICERIND VAT LAOMDFEROBZ R L ET,

switch# debug xbar all

Apr 29 19:48:34 xbar: its a sdwrap msg, fsm utils dropping the mts msg

Apr 29 19:48:34 xbar: fu fsm engine: (Error) SYSERR_FU xx: 0x10, err num (16) in demux
Apr 29 19:48:34 xbar: fu fsm execute all: match msg id(0), log already open(0)

Apr 29 19:48:34 xbar: fu fsm execute all: null fsm event list

BEavT VR avv kR B
no debug all TRTCOT RN T 2T =TV LET,

CiscoMDS 9000 773 Y avY F Y27 LYR
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debug xbar_driver H

debug xbar_driver

Crossbar Driver (XBAR Driver) % %—7/UIZF 5IZ1%, EXEC ®&— KT debug xbar_driver =~
VREFHALET, debug 2~ RET 4 E—7 0T DI, Z0a~> RO no B EHHT
57, nodebugall 2~ REMFHLTTRCOT NNy FE2KETIHET,

debug xbar {error | flow | trace}

DAY ADEHBA  error XBAR Driver T 7 —Zx9 5Ty VA X—TMILET,
flow XBAR Driver 7 2 —|Zx 35T Ny 7 A4 32 —T M LET,
trace XBAR Driver b L— Rk T BTNy T A F2—T M LET,

T4 A F—T )

avy kR E—F EXEC E— K

av Yy FEE J1)y—=x EEAS
3.0(1) Zoavy RREAINE L,

EREDAS R34y 7oL

il WKIZ, debug xbar_driver =< RRFETINTIGAICERREIND, VAT LOMIFEROEIZ AL
7.

switch# debug xbar driver error

switch# 2006 Jan 23 22:02:41.770329 xbar driver: sc_stats timer hdlr called
2006 Jan 23 22:03:41.780356 xbar driver: sc_stats_timer_ hdlr called

2006 Jan 23 22:04:41.780356 xbar driver: sc_stats_timer hdlr called

2006 Jan 23 22:05:41.780357 xbar driver: sc_stats timer hdlr called

2006 Jan 23 22:06:41.780356 xbar driver: sc_stats_timer_ hdlr called

2006 Jan 23 22:07:41.780359 xbar driver: sc_stats_timer hdlr called

2006 Jan 23 22:08:41.790341 xbar driver: sc_stats timer hdlr called...

fEa<T VR avvk BA
no debug all TRTOFNRNy I E2F 4 v—7 M2 LFET,

lE-IuII;
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Ml debug xbc

debug xbc

Crossbar Client Debugging (XBC) %A r—7/UZF 51X, EXEC €— KT debug xbe 2~ > K%
EHLET, debug 2~ F&ET 4= MIT52E, Z0a~<y RO ne FERXEHHT 2205 no
debugall =~ FEMHH L TTRTOT Ny 7 EKTIHET,

debug xbc {demux | deque | init | main}

no debug xbe {demux | deque | init | main}

Ay ZADFHEHA  demux

JRAN=TFINTF TV PRI T 2T Ny VA X—T M LET,

deque

JRAN=FTFa— X MNIHT DTNy T oA 2=V LET,

init

7 a AN—=OHHUIH T 2T Ny VA R—=T M LET,

main

I A AN—DEBERERRICHTET NNy T EA X —T NI LET,

FTIAILE Foe—T N

avy kR E—F EXEC E— R

avy FEE Jy—=x

EERE

1.0(2)

Zoavy FREAINE L,

HRALDHSAFSAY Zoa~<wr FE, ZaAR—= 54T FOARY "BLIOBRET Ny 7 LET,

1 RIZ . debug xbe init =~ > RRETINTHEICERRIND VAT LOHFEROFIZ R L ET,

switch# debug xbc init

BEa<T R avvk

B

no debug all

FTRTCDT Ny T T 4 =TI LET,

CiscoMDS 9000 773 Y avY F Y27 LYR
0oL-16217-01-J |



| 6%

w4 avw

\'
T

debug zone

ST BTNy T A R
o debug =~ RET =TT HIC

debug zone W

T NAZT BHI2IE, EXEC £ — R Cdebugzone =2~ &AL E

X, Zo=a<r RO no BRXZMEHT 55>, no debug

all 2~ FEHH L TIRTOT Ay 2K T3 E7,

debug zone {all |

change {errors | events | packets} |
database {detail | errors | events} |
gs errors {errors | events | packets} |

lun-zoning {errors | events | packets} |
merge {errors | events | packets} |
mts notifications |

pss {errors | events} ||

read-only-zoning {errors | events | packets} |

tcam errors {errors | events | packets} |
transit {errors | events}} [vsan vsan-id]

no debug zone {all |
change {errors | events | packets} |
database {detail | errors | events} |
gs errors {errors | events | packets} |
lun-zoning {errors | events | packets} |
merge {errors | events | packets} |
mts notifications |
pss {errors | events} ||
read-only-zoning {errors | events | packets} |
tcam errors {errors | events | packets} |
transit {errors | events}} [vsan vsan-id]

DURYYRAD

%II;

B

all

FTRTOS =2 = NF Ry J +F g bl F—T M LET,

vsan vsan-id

FBED VSAN (A8 SAN) 17 Ny ZZHIRL £,

change

BRI hanl Ayb— 0Ty T 32 —T VI LET,

database

VU T N= R Ry VT TNy T A X =T M LET,

errors

V=V TS BTNy A F =T M LET,

events

= AR NIHRTT BT ANy T A =T ML ET,

packets

=2 Ny MR BT Ny T A X—T M LET,

database

—HN—R A=V T BTNy T EA F—T M LET,

s

Ground Start (GS) 712 =)L X v —J T 5T Ny T E A x—
7,

Tz L

lun-zoning

Logical Unit Number (LUN) V' —=>7 X v & —xT 5T \y %A % —
T LET,

merge

WAE7obhan A yve—IT 55 Ny T4 F—T M LET,

mts notification

Messaging and Transaction Service (MTS) I A v E—VICKT 57 Ny 7%

A F—T W LET,

pss

PSS TNy 7 Ay —VIZT 5T RNy T A RX—T M LET,

read-only-zoning LMV EH Y —=2 7 XA v b —JICHTET Ny T oA X—T NI LFE
T

tcam Ternary Content Addressable Memory (TCAM) X »E—JIZXT 57Ny 7%
A RX—=TMILET,

transit FEETL—LA A vE—ICHT ATy T2 A 2 —T NI LET,
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M debug zone
TIXIE Far—T N
OV R E—F EXEC €— K
av Yy FEE Jiy—=R EEAS
1.0(2) Zoavy RPREASIE LT,
EREDHAFS14Y 720
il WIZ.debug zone all 2~ FRETINTZLAICRARIND VAT LOHIFEROHEZ R LET,
switch# debug zone all
2005 Mar 10 01:46:36 zone: Src: 0x00000601/18 Dst: 0x00000601/94 1ID: 0x0067D5CD
Size: 276 [REQ] Opc: 182 (MTS OPC_DEBUG WRAP MSG) RR: 0x0067D5CD HA SEQNO: 0x00000000
TS: 0x24E95060EQ0EF4 REJ:0 SYNC:0
2005 Mar 10 01:46:36 zone: 01 00 00 00 E8 03 00 00 00 00 00 00 00 00 00 00
2005 Mar 10 01:46:36 zone: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2005 Mar 10 01:46:36 zone: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2005 Mar 10 01:46:36 zone: FF FF FF FF 2F 64 65 76 2F 70 74 73 2F 30 00 00
2005 Mar 10 01:46:36 zone: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2005 Mar 10 01:46:36 zone: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
SRS avyk EER
no debug all TRCOTF Ry T T 42— M LET,
show zone V= UlEREFRIRLET,
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