APPENDI X B
DY KRGy L v B—T = A

o ARV R IA VAU H—T 2 A ADHHE (B-1 X—)

e ARV RIA L AVE =T 2 A ANDT 7B A(B-1 =)
LA CLI =~ K (B-5 _X—3)

e WebtFXaUT 4 7FT7A4T7 L ADCLI 2~ F(B-6 X—)

A<y R A B —T oA ADORE

AsyncOS 2~ K7 A > A ¥ —7 = A A(CLID) % F] L T, Web Security Appliance % %€ L
TV E=ZTHIENTEET A~V RIA L AU E—T oA AL ENEDOH—EADA
F—TNVICHESNTWDIPA I =T 2A ZATSSHEMEHNLTT 7 82T 20U T v

—]\’CJffaiEi:;l/~—°/a/ VIR T EFHLCT 7B ATEET, T 74/ Tl
SSH FEHEAR— MIREINET,

Ay PR SIEOAEZMbT, a~r Mz ANT 2 LEB S E T Bz EETIca
~Y P2 AN LIEGE R REREROAN 2RO L T 0 7 FRFRSNET,

A< RIA AV EFE—T oA A~DT 7R

LFoOWTnro FiETERTXET,

« A —¥%Xv b, Web Security Appliance ® IP 7 KL A%ZfH L TSSH & v v a U ZHMH L E
T, THHEFEREOT 7 /L FIP T KL A% 192.168.42.42 T4, SSH X R"— F 22 2[4 5
FIICEREENTVET,

o VIUTNEGL VTN =T NARNERINLTWDHNN—=YF )L a B a—ZDOEER—F%
HFHLTC. Z2—IF vy a 20T,

E7 7 & &

admin 7V M EEH L THIOTCLIIZT 7 BALTKIT. S ESERFFAI LU LD Lo
2—PEBEMTEET LUFOT 74V D admin T—HPH LA T VL —XE AN LTT T T4
ToARIIRTA L LET,

o 2—Y4 :admin
e /XA 7 L —X:ironport
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W o< FSA A2 F—T2f A~DT 7 ER

TIT7HIVEDNRAT L —=ATHO Tl A TDHE VAT LY NT v U4 —FD7
VPRI admin TH T FONRZAT L —XEEET AL OKkOLNE T,

admin 7 WUV RDI/IXNAT [/‘_‘X\ai\passwd a<w U REFEHL TS THL Uy hTEET,

LIEDT 7 & &

BNl —P4HENRRAT L =R LT WO THET 7oA T UV AR LT (o T& %
T HEOL =YL TOREDT TI73A T 2V ANDT 7 ¥ 23T (FTh R ZE&Te) D—E),
0 7o URRCHBICR TR IND Z EIZHERE LT EEN,
ﬁbﬂ@i‘—‘aﬁ@%ﬁzw_ﬁb\Tli\userconfig a<w L R EHTa—F T h oy FOFEH(22-6 X—)
EHEL TN,

o<y K a7 ofEA

K ENOa<v R o M B EMiR A FAICREWTRRY G)EEEE A= 1 >THE
ENFET RICHE R LET,

example.com>

Av FEFRTT 5L CLIICE Y 2a—FDANPERENET CLINANZHFELTWD &
. TerFre LT ATy a () THRENTET 740 MEOHERAIZKZRY LT () BERR
SNET. T 7 HMERRNGE Uy aNIiFETT,

il 2R L ET,
example.com> routeconfig

Choose a routing table:

- MANAGEMENT - Routes for Management Traffic
- DATA - Routes for Data Traffic

[1>

FIFINVIIRENHLIBERIT. a~r R Py hohy aRNICEORENFRINET, RIS
W& R LET,

example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection
to be interrupted when the changes are committed.

Enter new default gateway:

[172.xx.xx.xx] >

T 7 IV FRENFERENTZ L XIZ Return F—%2 9L . T 740 MEZZITANTZZ L1272
Dij‘o
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aw K5 AvE—Tz2f ZA~DT 7 EZ W

o< RO

AET70T 47 F— RTEMELTWSHA.CLI 2~ 2 FETH—D a3~ R bR S
NEFTEAANR—ZAZGET BIBONRTA—F DY FEARICHEZRLET,

example.com> logconfig

=R Y R b

AN TELBEEOBREN O 556, 2~ FiIZk o CdFE sV A b2 LES, 7 r
TR TERSTLEFLZZANLET,

Wizl &=~ LET,

Log level:

1. 7 VU7 4 (Critical)
2. Warning

3. Information

4. Debug

5. Trace

[3]>

YesiNoZ =V —

yes £7cidno DA T v a VB AHGAEVEMIET 7 40 ME(T v aNER) ZfH1F TRRSN
Foovmves, E/0ld e TRETEE T, KLFL/NLFORALTH D £H A,

WICHI R L ET,

Do you want to enable the proxy? [Y]> Y

YTa<w R

—¥po> a~< > K CIL.NEW.EDIT.DELETE /R EDV T o~ Rayp a2 A T £ d epir BIL O
DELETE MEHE CIX R EF LA DEDO Y X " RFFREINE T,

WP 2R L ET,

example.com> interfaceconfig

Currently configured interfaces:

1. Management (172.xxX.xX.xX/xx: example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.
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W o< FSA A2 F—T2f A~DT 7 ER

- DELETE - Remove an interface.

[1>

YT av s RNMLL ALY a~y RIZEDICIE.ZED 7 a7 b T Enter 7213 Return & A )
L\ijqo

Y7avry KO Rr—7

HTav KNTHWOTH Crl+C F—AR— R L a— "y NEEH LT 2 BICE FALD
CLIWCREADZ ENTEET,

o~ v NERE

CLIIZ. By varHfiZANEN=T_XToa~vr FoERERFLET oA LZa~>
ROFETY A M2 A7 0= B120E. F—HR— RO ETFEREISF—%2H 4257, Cturl+P $— &
Ctrl+N ¥ — %A Aa b THEH L E 3,

o< R KOA—har 77—k

AsyncOS CLI /L, 22~ RffisE#iez R — ML TCWET, a2~ ROEHOHE L TE AT LT
Tab F—ZJ L CLIICK > TEY OXFIINMHREINET AN LIZXFREHDa~ v F
WS A A CLIIZZFDO® y 2 &SIV AL F kil 2R~ LET,

example.com> set (Tab F—&/#7)

setgateway, setgoodtable, sethostname, settime, settz
example.com> seth (% 7 —/&Tab +—&#7 * sethostname TDOALIP5ET)

CLI 2 LI-RELHEDOWERE

o REDOERDOLIIEETDHETHNIZIRY /A,

e commit Iy R&EFEHTAH E\ﬂﬁ@ﬁéf’ﬁ%@?ﬁ FBOICETLEDNORELZLEHE T F9,

o EHEFEWICHEETAICIZ K Lfioa~vy R a7 MR TWAMERHY F4, 2
TR ITAVEREDO 1 DLV _NVICBEITHIZIE . EDO T v 7 N T Return F— & L
7,

e FEEINTWVWRWVWEREDEFIIRLHFINFE T, comit 2~ REFETTHFETHINIZ
Di“@f/\/ 712_7]:_ \#J‘B@:"?/}\ 1% commit 3'7/]\%_’3%??Lf£< Tz‘loﬁ)(ﬁ fi@i‘j— CLI

Ty alORT VAT LADOY Yy v N T FEBE) EE F720 clear 272 FORIT
D EEESNTWAWEERIZZ U T EET,

o —FRHRLEFALARF T EZITRADE T EFITHEEBICHESNEYA,
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WACLl a<=or A

ILHCLlI === R

IR EFEOMES VT Y R CLLEy v g VTR EN D EAR R a~ v R
DWTHIHALET,

CLI O FRELTE OREE
commit I~ ROEZEDOa X FOATNIEETT,

example.com> commit

Please enter some comments describing your changes:
[]> Changed “psinet” IP Interface to a different IP address

Changes committed: Wed Jan 01 12:00:01 2007

CLI D#.REELEDI VT

clear A~ F\@i\commit F 771X clear =¥ }‘75‘%?( ili’?éhkuﬁéil77"?4’7‘/x DX
EWZK L THTONTEEE AT XT7 VT LET,

example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> y
Changes cleared: Wed Jan 01 12:00:01 2007

example.com>

CLIDfl: <>y RIAL L AV F—T A Ay arOiT

exit AV REEITTHELE . CLIT AU r—arhbul 7 hEnET  BESH TR
REEFEIZZ VT ENET,

example.com> exit
Configuration changes entered but not committed.Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> vy
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CLI Ofil:a<=> oA v A v F—T A ATONVLVIOBRIR
help < REE(TTH L HHAARERTATOCLI o~y RRFREN. Ko~ ROFER

FHAESHE TE LT help I~ RiZ. o~ KR 70227 K Thelp E AT E0 BERG() %
1 DANLTCTEFTTEET,

example.com> help

X 5T help commandname AL T HEHEDa~ RONLVTIZT 7 EATEET,

REEIE R
e Web X2 UT 4 7TFIFA4AT L ADCLI 2v 2 R(B-6 X—)

Webtx=a2 VT4 77747 ADCLI 2~ R

Web X2l T 4 T FI9AT LV ADCLIZ . VAT ANDT I EBEABIRNV AT LAOT v 77
L FEERERITT D, - HOT Ry avy FEUNIX 2 REFR—FLTHET,

(#H) TARTOCLIa~vYy RETRTCOMEE— NIRELBLR 777 FWebtF=2UT7 4 2 %7
A)CHEHAMER CE 2T TIEH D £ A,

o< KF(Command) |8

adminaccessconfig Web Security Appliance D& ET. 7 77 A T L An 7 A T HEHE
WXL TRLWT 78 AB 2R IT T 7T 47 A4 L7V FOfE
ERECTEETHMCONWTII T T IAT U ANDT 7 A5
LX) T AREDEMQ2-12X—=V)ba—Y Xy NT—F T
A (22-14 =) 2B L TIES 0,
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advancedproxyconfig

Web 7 1% v ORMBIEEWIEL T, %7 3~ > FIELFO LY
<

Authentication:pnillaR EA 7 3 L,

When would you like to forward authorization request headers
to a parent proxy

Enter the Proxy Authorization Realm to be displayed in the end
user authentication dialog

Would you like to log the username that appears in the request
URI

Should the Group Membership attribute be used for directory
lookups in the Web UI (when it is not used, empty groups and
groups with different membership attributes will be displayed)

Would you like to use advanced Active Directory connectivity
checks

Would you like to allow case insensitive username matching in
policies

Would you like to allow wild card matching with the character
* for LDAP group names

Enter the charset used by the clients for basic authentication
[ISO-8859-1/UTF-8]

Would you like to enable referrals for LDAP

Would you like to enable secure authentication

Enter the hostname to redirect clients for authentication
Enter the surrogate timeout for user credentials

Enter the surrogate timeout for machine credentials

Enter the surrogate timeout in the case traffic permitted due
to authentication service unavailability

Enter re-auth on request denied option [disabled /
embedlinkinblockpagel

Would you like to send Negotiate header along with NTLM header
for NTLMSSP authentication

Configure username and IP address masking in logs and reports
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B-8

advancedproxyconfig |cacmiNg: 7R F Y F ¥ v a2 T— K. UTDIH 1 &R L ET,

(cont.)

(17-

DNS:

EUN:

Safe Mode
Optimized Mode
Aggressive Mode

Customized Mode

Web 7B X DX v vz B— ROER(4-7X—=2) LML T EE0,

DNS REA T+ a
Enter the URL format for the HTTP 307 redirection on DNS lookup
failure

Would you like the proxy to issue a HTTP 307 redirection on DNS
lookup failure

Would you like proxy not to automatically failover to DNS
results when upstream proxy (peer) is unresponsive

Find web server by:

0 = Always use DNS answers in order

1 = Use client-supplied address then DNS
2 = Limited DNS usage

3 = Very limited DNS usage

A7 a1 BELU2 TE [Web L B =7 —3 3 > (Web Reputation) |
WA X =T ICRES N TN D5E . DNS M SN ET . A7 =
V2BX3TIEDNSIE. 7 v 7 A P U —A FaFoNR0EA E
TPIERESINTZT v T AR —A T X URRMTH A4~ F T B
R T a R VBRI SNET, TR TOAF T > a T [5E5% P
7 K L & (Destination IP Addresses) ] 23748 U o— A X —3 7T H
ENTWHEE DNS Ml S E T,

TV R —WEHNT A—H,

Choose:

1. Refresh EUN pages

2. Use Custom EUN pages

3. Use Standard EUN pages

Would you like to turn on presentation of the User
Acknowledgement page?

Web 7 12 % A B (4-11 _—) = Fa—P s o

I R=)H SR LTLEEN,

NATIVEFTP: %A 7 4 7 FTP ORI,

Would you like to enable FTP proxy
Enter the ports that FTP proxy listens on

Enter the range of port numbers for the proxy to listen on for
passive FTP connections

Enter the range of port numbers for the proxy to listen on for
active FTP connections

Enter the authentication format:

1. Check Point

2. No Proxy Authentication

3. Raptor

Would you like to enable caching

Would you like to enable server IP spoofing

Would you like to pass FTP server welcome message to the clients

Enter the max path size for the ftp server directory

FIP 7u Xy — b 2O E (4-15 X—) b BR L TLZ &,
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advancedproxyconfig

(Fix)

FTPOVERHTTP : FTP Over HTTP 47> 3 >,

¢ Enter the login name to be used for anonymous FTP access

* Enter the password to be used for anonymous FTP access

FTP 70 %3 —E ZDOHEE (4-15 X—=) 2B L T &,

HTTPs :HTTPS D A4 7> 3 )

* HTTPS URI Logging Style - fulluri or stripquery

* Would you like to decrypt unauthenticated transparent HTTPS
requests for authentication purpose

* Would you like to decrypt HTTPS requests for End User
Notification purpose

* Action to be taken when HTTPS servers ask for client
certificate during handshake:

1. Pass through the transaction
2. Reply with certificate unavailable
* Do you want to enable server name indication (SNI) extension?

* Do you want to enable automatic discovery and download of
missing Intermediate Certificates?

* Do you want to enable session resumption?

HTTPS b7 7 « v 7 Z il 285N Y & —OfER AR (11-1 ~—27)
LSBT ZEN,

SCANNING: A¥ ¥ > A7/ a3,

* Would you like the proxy to do malware scanning all content
regardless of content type

* Enter the time to wait for a response from an anti-malware
scanning engine (Sophos, McAfee, or Webroot), in seconds

* Do you want to disable Webroot body scanning
YA =T RR AX v COME(13-4 X—D)ERERT T4 v T DR
Fy OB (12-1 ~—P) BB LTI Z S0,
PROXYCONN: 7/ B X Uit~y ¥ — 2 B Z LN TE RN —% = —
Ve bDOYARANEEHRLET, VA D= MY X, Flex (Fast Lexical
Analyzer) DIEHIERBL L U THIRINE T, ZDOXFHNO—HAY A K
NOEREIHOWT NI —HT o2 —Y 2=V MEI, —8E S
NEJ,
o FETTORMEEBERLET,

NEW - Add an entry to the list of user agents

DELETE - Remove an entry from the list

CUSTOMHEADERS : KfTED KA A L DN AHX LR~y X —%EH L £,
o FEITTHEMEEZBINL 9,

DELETE - Delete entries
NEW - Add new entries
EDIT - Edit entries

Web ZRAD I AH I~y X —DiBI(4-9 X—2) HE BRI L T EN,
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advancedproxyconfig |IyrgcELLANEOUS:E DD 7 o F L BHEIRT A — K

M=y
($“j§) * Would you like proxy to respond to health checks from L4
switches (always enabled if WSA is in L4 transparent mode)

* Would you like proxy to perform dynamic adjustment of TCP
receive window size

* Would you like proxy to perform dynamic adjustment of TCP send
window size

* Enable caching of HTTPS responses

¢ Enter minimum idle timeout for checking unresponsive upstream
proxy (in seconds)

* Enter maximum idle timeout for checking unresponsive upstream
proxy (in seconds)

* Mode of the proxy:
1. Explicit forward mode only
2. Transparent mode with L4 Switch or no device for redirection
3. Transparent mode with WCCP v2 Router for redirection
¢ Spoofing of the client IP by the proxy:
1. Disable
2. Enable for all requests
3. Enable for transparent requests only
* Do you want to pass HTTP X-Forwarded-For headers?
* Do you want to enable server connection sharing?

* Would you like to permit tunneling of non-HTTP requests on HTTP
ports?

* Would you like to block tunneling of non-SSL transactions on
SSL Ports?

* Would you like proxy to log values from X-Forwarded-For headers
in place of incoming connection IP addresses?

* Do you want proxy to throttle content served from cache?

* Would you like the proxy to use client IP addresses from
X-Forwarded-For headers

* Do you want to forward TCP RST sent by server to client?

* Do you want to enable URL lower case conversion for velocity
regex?

Web 7 ¥y F—2 3D P2 T —F A F—T = A ADMH

(2-25 =) & Web 7' F U OHIE (4-3 X—P) bR LTI ZE L,

socks:SOCKS x> DA 7 g,

* Would you like to enable SOCKS proxy

* DProxy Negotiation Timeout

* UDP Tunnel Timeout

® SOCKS Control Ports

* UDP Request Ports

Web 7m¥ s F—XICKT P2 T =X A2 —T7 A4 ZADEH

(2-25 X—) & SOCKS 7mF¥ ¥ +—ERZ(4-17 X—) b S L TL

EEW,
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advancedproxyconfig

(Fix)

CONTENT-ENCODING: I VT VY Ly a—F 4 U7 A THFAIB LT
oy 7 LET,

BEFTSRTWbarys oy a—F 47 XA 7 compress.
deflate. gzip

HETay 7S TcWbarysoymra—F 07 B 73571

BEDavT oY a—F 4 00 A4 TOREEZEFTLHITIT K
DF T a BN LET,

1. compress

2. deflate

3. gzip

[1]>

The encoding type "compress” is currently allowed

Do you want to block it? [N]>

alertconfig

TI—FOZEEEZEEL VAT LT I—beXETHODNT
A—FERELET,

authcache

E..;\EE«*\*? v¥anb 1 OFREFTAToO MY (22— ZHIFRTX
5Ll szijﬁ FLEOREETRIEXF vy v V2l lEENTNH TR
TOZ—HFDY A NEERRTEET,

bwcontrol

TN IOTuXT a s Ty A VOFIRIERIET Ny 7 A v '—
CEAMILET,

certconfig

seTup: EX 2 VT (FEHELXF—ZBRELET,

797

AIEOMEELIEDORE SN TWOIRELEEZ 7 VT LET,

commit

VAT LRECH T OB T OLEEHELET,

createcomputerobject

BEINFEFICa v Ea—2 727 FEERLET,

curl

cURL k% Web b — RNICEEF/- T 7o R U RBETEELET. E
REBIOPIRENDINED HTTP ~» X —025H Web X—V % B — R TX
o TR AR TE £,

() ZoOawr NI TAC OFEOL L THERE £ T4 —4
FUNEHTEET,

FTawr RRkOEEY TT:

DIRECT: [H$% URL 7 7 & &

APPLIANCE: 7 /' 7 A T V AHM CTH URL 77 & A

datasecurityconfig

TSRO WAL A X ETERELET, ZILE D AR A X/ E W
G T v 7e—FRERIZCiscoT—# ExXxa2UT 4 74Xk~ T
AXx v INFEHA,

date

BAED At 2 F£oRm LET,

Thu Jan 10 23:13:40 2013 GMT
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diagnostic

T BIOLR—-FEEOY T a<w L RN
NET: XY hU— 7 ZWiz—T 4 VT 4

Zoavy NIFEILSNE L. TS IAT UV ATRry RU—2 |
T4 v 7 XY T TF ¥ T HITIE packetcapture ZHEH L E T,

PROXY: /XY TRy T 2—F 4 VT ¢
FITT D EAF BN £,
sNap: /B F VDA F T gy ERGLET,
— OFFLINE: VR ¥ T %47 74 2 LET(WCCP FRH),
RESUME: VR XD N7 7 ¢4 v 7 Z L £ (WCCP #H),
— CACHE: /R F VDX Y v am 7 VT LET,
REPORTING: L R— b = —F7 4 U T ¢
LAR—= N VAT LFBHERNZ /2> TWET,
FATT L HE @I L £,
— DELETEDB: LR — h ¥ —F X=X 2B/ EYHL L £7,
— DISABLE: LR— h VAT LB L ET,

— DBSTATS: 7 —H N—ABL PRI AFR— K 774 VEJ AL
ESch
(export_files 35 & WM always_onbox 7 + /v % O FDORUELD 7 7 A
NBLOTZHVEZDY A M aRRLET),

— DELETEEXPORTDB: L7 AR— k 77 A L& HIBRELET
(export_files 3 L N always_onbox 7 A /L& D FDOARUERD 7 7 A
NBIORTZ A VEETXTHIERLET),

— DELETEJOURNAL: ¥ ¥ —F /L 7 7 A WV EHIBR L 7
(F_T D aclog_journal_files ZHIfx L £7),

dnsconfig

DNS —/RDNRFT XA —H EZHTELET,

dnsflush

TTIAT L ADDNS = )2 7T vy =2 LET,

etherconfig

A=y b A= MEEHRE LET,

externaldlpconfig

EROB/NARL YA XEZERLET, ZNED AR A IR/ NSNS
A T v — FERIZNE DLP — STRAX ¥ I EH AL

featurekey Bl —%EE LT I8 2AENTMiEE T 77 4 7L LET,

featurekeyconfig HEICHEEX —%2F =7 LTHEFLE T,

grep AHIfEADN T 7 ANERBLTCHEEDONNT =K THL0EE
TATERDOTET,

N a<w s RFDY A FERLET,

iccm _message

Z @ Web Security Appliance Nt Fx = V7 4 FET T4 T A
(M-Series) IZ X > TEHEN DM ZRT A v E—T% Web A 7 —
TxA AL CLINGZ U7 LET,

ifconfig

FoE

interfaceconfig

ML PI.P2 DRy NT—F A v H—T 2 A AEHF T L TEHLE
T HAEBREINTWVWAAS X —T oA RAEERL A X —T A A

ZAER R HIBR T D BEA = 2 — 242t L 97,
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iseconfig

HIEDISERE/NRNT A—F R R LET,F(TT D ISE REBRIEELIRE

TEET,

e setup:ISE OREHEHA 2R E L £ AL/ ISE — 4 %
TIXIPVA 7 LA 7 axy vy v vadD¥ A4 LT U b HetE®
DRy 7T v TR .

isedata

ISE 7 — # B# O#BIELfEE L £,
statistics:ISE —/ "D A7 —% 2 L ISE #itE# 2 £ R L £7,
cache:!ISE F ¥ v ¥ a2 ZFRT 5P T FLAZMERL £ 7,
show:ISEID ¥ ¥ v a2 R RLET,
checkip:IP 7 RLADa—H/VISE X v v a7 LET,
sgts:ISE®F =27 J—7 ¥ 7 (SGT) T —7 NV ERKRrLET,

last

tty OB A Mg EO 2 —WEAG O —FIEFREZ B LWIIRICIE R T &
RLIEZYD FBELEZARICe A v Liza—Y DY X 2R RLET,

loadconfig

VATA Ay 4 ¥al—yary IJrANEr—RNLET,

logconfig

0y 7y AN~DT I HAEZRELET,

mailconfig

BESNET RLRARBEDa Y 7 4 FXal—Yay 77 A5 A—
JVTCHERF LET,

maxhttpheadersize

TaXVEROERKHTTP ~y #— A Z2@RE L ETAEE A b
HALCANT 20, F a1 hERTHEIIEMEICK 245 L ET,

ZROBAET NV =TI/ T 52— FDOHEITRY v — b =20 KMK
TAHAREMENH W £9, £72 HITP JGE~y X —DH A ANBED [
Ry =P A XLV HREWVGEE RKRTLHZERHVET, 2O
EERELSTDHE.ZOL ) REELZRM TEET . R/MEIX32KB. 7T
7 # /v MEIL 32 KB, i KfEIE 1024 KB T,

musconfig

Zoa<r REMH L T Secure Mobility #F %z L, U E— F =—W
DI EERELETAP 7 FL AL > TR 5201 DL ko
Cisco /it EX 2 VT 4 TTITAT U AERET DI & THB,

) To0avwrREFEOTETETLE Web 7uX U RNEERIN
ij‘o

musstatus

Web Security Appliance Z @I X2 VT 4 77 I7A TV ALHEL

Tl xiz,Zoa~y R&fEH LT Secure Mobility |2 BH# 92 & & #

RLET,

Zoavwy 2R LUToFRPFERSNET,

«  Web Security Appliance & il % OISt X = VT 4 TFIF7A4 T
A & DD KEE,

«  Web Security Appliance & il % OISt X = VT 4 TTFIF7A4 T
A & ORI (53 BAL .

e xRt X2 VT 4 TTIAT U ANLDIE—K 7 T4
7 v kDK,

s =B RHBROVE—F 7 T7A4T 2 bOEK, ZiL. Web Security
Appliance Z/N L C R T 7 4 v 7 OZFELEI T2V E—F 7 7
AT FOETTE,

« UE—h 2747 FOEFHL
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networktuning

WSA T EEDO NNy 77 BILOKELLT VIV XLEZFEHLTHEE D
@ TCP 8ot & RIRFICAMEE L, —fRE72 Web b T 7 4 v 7 (DF D —HF
M7 HTTP B50) I L CEW AR T 4 —< A EFZH LT,

KREETZ 740 (100 MB LA E) BB U v a— RELD L 9 72 f5E
DR TIE AN 77 BREWVIFEEER T & DONRT —~< 2 A0M LT
LAREMEN SV F T, 7277 LR A2 Y HENENT 5720, v
AT A THARRER AT VIS LTy 7 7 20T HERNH Y 9,
EEBLOZEAN—AEEIL IEED TCP V7 v M &4 L-@EH
T =X B RET L0 EN I NNy 77 2R LET, HEIEESD
FOZEERT. TV 4> U YA X 28I HIET 5 728 D FreeBSD
HENGFHE 7 LT X2 AR ERITENCT A0S nETd, =
NS 250/ A —H % FreeBSD 7 — % /VICHEEBEH S NET,

SEND_AUTO & RECV_auTo N ARG E ¥ AT LOAM LAEHTREZR U
V= RIS NTY 4 > R A ARENRICHREE Sk 3, Afrad/h
SWVWWSA TliE, h 7o ¥ 7 v a bz OBEEZHT 57207 1~
Ry A ZIPRRESHEFFSNET BITHEENDL Y 0 FD Yo
ADOHREIZ RESNTVD mbut 7 7 A X OIEFELET,. 0 F
D VAT LATHEHAFREZ RAM O&GFHIIE U CTRERYVET, 7947
v NERL O A RTINS 25 A ETIXME- AR Ry U — 2
Ny T 7 U —=ANRFEFITDRLRDEEIIT.TXTORy hU—
TNy Ty U —=ARTaXy NI T 4TI VEHEIND &
EHWTURAT AERHET D20 U 4 RY A ABHIF SN ET,
Zoawy ROMAIZET I3z W 7T vy e —RK/Z o
n— REEOREA-7T X—D) BB LT &N,

networktuning YT a<w N kRO ERY TT,

SENDSPACE: TCP 16§ ARX—A D/ 7 7 H A X 8192 ~ 262144 /XA |
DOFIPH T, 7 7 4V b X 32768 /N1 h T,

RECVSPACE: TCP ZZ (G AX—AD/ /Ny 7 7 H A X, 8192 ~ 262144 /XA |
DHEPH T, T 7 /L ME 65536 /31 hTT,

SEND auto:TCP 2515 0 H B8 2 A2/ L 3,1 134 v 0 134
(T 7V MEZAT) TCP EEDHBRE 2 AT 256 47
advancedproxyconfig > miscellaneous > Would you like proxy to
perform dynamic adjustment of TCP send window size? O)J"E\L:1%ﬂq L
TORENY 77 OHBHEZELIZ L T IZE W,

rREcv avuto:TCP {5 DO BB A AN/ L ET 1 XA 013 A
(T 7 H NV MEIAT) TCP ZEOHBHREZ AT 256 47
advancedproxyconfig > miscellaneous > Would you like proxy to

perform dynamic adjustment of TCP receive window size? DJIEIZ{H H

LT REANY 7 7 OBBFELZEHIZL T EEN,

MBUF_CLUSTER_COUNT:ffi H A HEZR mbut 7 7 A X O EEH L £, FF
FiPH I 98304 ~ 147146 (5 7 # /L b X 98304) , Z DL A » A F—/L
ENEZVAT A AEVIZESTEDLY £9,98304 * (x/v) DEHHEE{H
ALxIEZVAT A EDRAM DX H A FT.vid4GB T, 72 & i
4 GB RAM O34 HELEE 1T 98304 * (4/4) = 98304 (272 £ ,RAM °
Wt 28583 BEAr—) v I nfiisnEd Ar—9 7 &h

I H/NESVEIFRETCE ETRREVEITEE T A,

SENDBUF MAX: i KiE(E /N 7 7 YA XZ&45E LE7, ®ibHIX 131072 ~
524288 /XA F.T 7 /L i 256 KB (262144 /34 1),

Bl AsyncOS 10.1for Cisco Web Security Appliances =—¥% A F



ARV RIAL AV E—T 2[R

Web t¥2VF4 77547 A0 CLI a<vF B

networktuning ({fﬁ_dlj’ ‘é'f )

RECVBUF MAX:FX KZ[5/3v 7 7 ¥ A X&IEE L £, &L 131072 ~
524288 /XA b .TF 7 # /L ML 256 KB (262144 /XA ),

CLEAN FIB 1:7 — X /)V—T 4 V7 T—T)LInHT_XTOMIM2 = b
VEHIBRLET, ERNIIZ. 2 ha— AT L= T —H T L —D
DBEERNCLET DEY DB —T 4 T IBENT IR o TN D
BIZMI A v Z—T =2 ARRBADOT — XX ENLT—F T L—2 Futk
AEENLET, FT—F T L —r Tav AL [F—F V—F 1
T NOWHIDED o TnE T A FRTHEEHRNT 7 4
U BRI GET A e x T, aryfe— L —r Futk AT
AR L LTML £/ PIL A v Z—T =2 ZADWTNNEHLTT —
X ERETEET,
INHEDONRNTA—ZIMEPOEEEZITHIRIZ LT EEEZHETE LT
TTIAT U AEREE LTI ES0,

A

ER

BIRH B 2B L CWAHRARICOR, 2D a~vy RefdH
LTLZEWTAC HA X ZA%% 1T TWDIEEICOIMEHT
HIZEEHELEL FT,

nslookup BESNTZHRARNE RAL VDIEREFDLTEDIC.ETIL R AL AD
RARDYUARNEEHIRIT 572D A2 —Fy b RAL Y F2— A
PF—NIZHE L ET,

ntpoonfig NTP +— ROREBERE SN TNDLA v —T oA ZAEFERL A
VHE—T oA REBEBMEIR. EIIRETOREA = 2 — 2R L F
T DA HE =T 2 ADIPT RLANSL NTP 7 = —REEFEIN
ij‘o

packetcapture TTIAT UABEREN TV DRy hT =7 ETEZFEA TN D
TCP/IP 72 E D7y FERATZEL TERARLET,

passwd RATL—RERELET,

pathmtudiscovery NRAMIUT A ABNY A RX—TNVETZT 4 E—T I LET,
WRrry N 77 A T = a UBRBERGAIT. XA MTU T 4 A A8
VET 42 —TNZTDHIENTEET,

ping BESNEARAFNERIZS— M7 2 A IZICMP = 2 —BsRAZ%EE L E T,

proxyconfig Web 70X %A X —TNVERITT =T NI LET,

<enable | disable>

proxystat Web 7' 1 % v OFEFHEHREZ R R L ET

quit, q, exit TIT 47T uRE Ty va s T LET,

reboot T7AN VAT A RXY v akT A AVIZT Ty va LFETHOT
RTCOTavAZEIEL T VAT LAEHERS L ET,

reportingconfig 1/,—\1{’%”7“—4 ‘/7“ :‘/X?‘L\Z\_‘/Eﬁﬁf Li—;}*o

resetconfig HfT R O MR RBIC R E AR/ L E 77,

revert Web AV —F 1 7 AT AH O AsyncOS % LLRTDORBEF L R
WEIELET, 2T ITBRRBIEC. T ToORER 7B LDV
T A R=RAEWELET, 2D a~vry ROMHIZOW T, LLETO
/N— 3 @D AsyncOS for Web ~D1E 5L (22-39 X— V) 2SR L T2
S0,

rollovernow

al JyANVEa—)L A —_"—LE7T,
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routeconfig

N7 47 DRHIPT RLVAEF— N A ZRELET, BITEX
EINTHHAL—haFRL =2 b ZER RE HIBR. 27 V735
BEA = — %Rt L E T,

saveconfig

HEOHRED A —%2 7 7 A MBRGFELET MBS T, 207 7
ANEHFHALTCT 74V b EETTEET,

setgateway

DT T F N = b Af R ELET,

sethostname

hostname /X7 A —Z Z R EL £,

setntlmsecuritymode

NTLM FBFEL L LD X 2 U T 4 R E % . Tads] F 7= 1% Tdomain  IZZE T
LET,

+ domain:AsyncOS |% Active Directory KA A I KAAL Y X2 Y
TAEET U N ERES L E T, AsyncOS T, Active Directory
1L Z DF— KTHRA b S 7 Active Directory 7 /V— 77217 %
TOMEND Y £7,

+ ads:AsyncOS (3, Active Directory DR A 7 4 7 A /X—L L TR A
A EfaELET,
F 7 F )b MR E I ads <7,

settime

VAT ARG ERELET,

settz

BIEDEA LS = b AA LS =D — a5 RLET, 0—
TN BA L= ERETHBRIEA =2 — 2R L ET,

showconfig

TRCOFREEEERRLET,
) —HFooZ2T7L—XIRELENET,

shutdown

Vg T LTV AT L E Yy N ¥ LET,

smtprelay

NN AR SNTZEBEFA—LDSMTP VU L— FR2A MERELET,
SMTP V L— R A MI VAT ATERINTEZEBEFA AT T—
ZATED 7= O ETT,

snmpconfig

SNMP 7 = U —% U v A2 L . SNMP &ER&ZZIFAND L olice—hL
ARARNEFRELET,

sshconfig

BHETEDLY—NORA M ERA N F—FF v ar 2RELET,
ssED:SSH W — "DOFEREE L mE L 7,
USERKEY:SSH 1 — % F+— DR ELMwREL 9,
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sslconfig

T IIAT L AEH Web 2—HY 4 LV F—T =2 X Faxd $—E R
(HTTPS a3y X277 7794 T bDJ LT o v v VSR

E) X 27 LDAP — b R GRAEAMBRGE. X =7 T U T 1 72
)Ty 7T—hFYP—ERZBIFTH . EE7Te baL TLS vix BX W
SSLv3 OfFEHICEET A~ RN,

VERSIONS ! FFED T —E A TA X —T N Thsr7a hazRprBIO
EELET,

compress:TLS [Efi A R — TNV EIT 4 —T7 NI LET  REmD
X2V T A DEDICT A —TNVICRET D Z RSN ET,
cIPHERS N L7277 v b a /L CHEARBERBIN/T v 75— MR E A
A—bFEBMLET,

AsyncOS /X—3 2 > 9.0 LRI DT 7 4 /b k O 5 X, DEFAULT : +kEDH
T3, AsyncOS N— 3 > 9.1 LIBETIX. T 7 4V h O
EECDH:DSS:RSA: INULL: | eNULL: | EXPORT : | 3DES : |RC4: |RC2: | DES : | SEED
: |CAMELLIA: | SRP: | IDEA: | ECDHE-ECDSA-AES256-SHA : | ECDHE-RSA-AES2
56-SHA: | DHE-DSS-AES256-SHA: | AES256 - SHA: DHE-RSA-AES128-SHA (T
720 9, W TILOEE S (ECDHE B 5 O@RIC K > TE D 2 ik
MR £,

) 7L A= a3 ACBRR < HT L AsyncOS /N— 3 1T
Ty T T U= RTLHBICT 74 O EITEDY FH AT
E XX BLRTD/N—2 5 D AsyncOS 9.1 1Z7 v 77 L— R
HIGE T 7 Vv F OS5 1d pEFAULT: +kEDE T, D F 0 T v
T —RRBIZBEORKESZASL — N2 B TEHNTILNEND
D E9, AT,
EECDH:DSS:RSA: INULL: !|eNULL: ! EXPORT: !3DES: !RC4: !RC2: !DES:!S
EED: !|CAMELLIA: !SRP: !IDEA: !|ECDHE-ECDSA-AES256-SHA: | ECDHE-RS
A-AES256-SHA: !|DHE-DSS-AES256-SHA: !|AES256-SHA:DHE-RSA-AES12

g-sHA ~DHEH ZHELE L F 5,

FALLBACK:SSL/TLS O 7 +—1 v 7 F v a v w A X —T7)VFE I
FU4E—TNICLET A X —TNLDELE VE—F =L DwE
I N Ry 7 ORME RBIBESHESNTWSL T r han(c
TA =Ny LET,

T hal RXR=ag VNI ITAT U REY—R"OETRIT T —
FEND & EEORBENRKR TAY R = A 7 BNRBT 5 wTREM:
NHVET . ZOF TV a DA X—TNVDEFE. 7 a XU THE

BREINTWS TLS/SSL 7' 11 s 2 VDK R\ A= 9 & F
L TR AT T,

()  AsyncOS 9.x DFHA v A h—Li 73—y 7137 7 4L
FCTF 4 =T MR EESNTWET, 74—y 7 AT g
URBHBLURIONR—=Ta b T vy T L— R A5 BED
BREPRFINET 2 TRWVWEE . D2FEVZ0F T v a R
WA= g o T vy 7L — KT A58, 74— Ny 71X
FIF I N TA X =T NMICERESNTNET,

EcpHE: LDAP T®D ECDHE K5 5D A4 X — T NVE T 4 —T
IZLET,

FOHDY Y —ZXTiBIO ECDH BE2R R — M S TWE T,
BINOR 5 & & IR SN 28 E D4 FifT & MR A RIK T &

% =7 LDAPERFEE HTTPS b5 7 4 v 7 1EEALOBETIZ. 775
AT VANEwE 7 a—XT 558060 7, BNOEOHEE
I OWTIELL.SSL DFRE (22-25 =) ZHZHM LT E &0,
INLOMENHL AT OF S arEHEHALT.—FER
VL5 OFEEE T ECDHE B 5 DR 25 4 B —T7 izt 20 £
T 2 —7 Iz LET,
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status

VAT AT =S AFRLET,

supportrequest

PR — FEROBEF A —/L% Cisco WAX~v— PR — MIEELET,
IR A —RED AL —B LV AT AEERR G ENET,

tail

ny 77y ANVDORRBEFRLET , A~ FiZiZ.n 7 77y A V4T
FEZENTA—Z L LTHRETEET,

example.com> tail system_logs

example.com> tail 9

tcpservices

BTV 5 TCP/IIP — B AT 5 EHREFR R LE T,

techsupport

Cisco W AF ~— YR— MV AT LT 7 EALTEF I 7T a—
TAVTEIARTE D LIS, R A et L £,

telnet

TELNET 72 b /L &fEH L THIOAR R b E@fE LE 4 @E. o
RN ET,

testauthconfig

BEDEIEL IV ATERINTZHIE — NI LT FDO LIV LADRE
HREETABMLET,

testauthconfig [-d level] [realm name]

AT a v EREEPICaY Y RERTT 5 & BE SR T 578 L
IWEDY A RNNEREINDIDT. ZFDOY XA IMNHEIRTE F9,
TRy T 777 QL TT NNy TIHFRO LUl S nE 1,
FBETZXDLVULOHFFAILZ 0~10 TTFRELRWEGEIX. L~ 0o n
RSN ET, LUL0OBEAIT. I~ RICk > TRITE 7213l
WENFET, T APRENRKWT DL RKBROFRRN - EERINET,
@ VXV OERMEATAZEEZHELES, F T T a—T
T DD E BICFEMRER BN LERIGEIZOIR DT /Ny
T L aFEHL TS EEN,

traceroute

F—=hrU oA ZEBEL BHEFARNETORREZESTIP XYy b
ZRL—ALET,

tuiconfig
tuistatus

INHD2 o0 awy RIZOWTIL,CLI 2 H L 7By = — k5
DFEHRE (5-10 X—) T L TWET,

updateconfig

Ty 7T — R BLIOT v 7L — REHRELET,

updatenow

TRTCOaVFR—F L " EEHLET,
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Ty T L—F

AsyncOS ¥ 7 N =7 DT v 7 7L —R&EA A= LET,

downloadinstall: ” ‘7707‘1/’* N /\O‘)b‘“*i‘/“%y'?‘/‘j*‘ F‘L\EUH%EL:
AV A=V LET,

download: 7 v 77 L— K Ry lr—V% Xy a— KL B TA A
F—=ATEDEIITRFLET,

WENrDOa~vy REANTHE .20 WSAICHEMFRRRT v 77
L= KRy r—=YD VR MRERREINETHMHAT Iy r—Y0x
VU FGEANLTEDO NNy —T %@L Enter ¥ — 2 L E T,
Fyoua— KPRy 7T RCREINVET . XU rr— RHIZ,
‘H‘j:f’?:/ R downloadstatus & canceldownload %‘f{ﬁﬂ%f% ijﬁo
%*ﬂ&: downloadinstall %)\jj szi%/ﬁ\\ &‘7 v H— ]\75);—1_::?#6 & /])
VA M= LRI IZBRAE SV E 9, download AN LT BIX. A U v
0— RETHEIZ2 D202~ K(install & delete) BEHPERIZZ2 Y F
9, install & AJ 9B &\U\ﬁﬁc:?\\ﬁ\/‘j‘— RL72R o =T DA A
F— L 3BRIE L E T delete E AT HE LIRIICHF Vo m— R LT
Ryt =T WSA DD HIBRS IV E T,

userconfig

VAT LNEHEERELET,

version

—REIIRY AT DIEM A VA R=LENTWEV AT A VT h T =
TONR—gy BLOLL—ILOEREREZERLET,

wccpstat

all: 9 TP WCCP(Web Cache Communication Protocol) +—t & 7
N—T DM ERRLET,

servicegroup: FFED WCCP —E R J ) —7 Ol E Fr L ET,

webcache

TRy Xy Va2 ONREMWRETLIZEE LD T4 T VA
XY v yaEd8NBRWRAAL L URL AR ELE T EHEII/ED
URLZ7BXY vy vanbillRLieh . 77Xy £y v a|Tf
FLRWRAASL R URL Z#EETE £,

who

CLIBXOWeb A v ¥ —T A XA EyarOlFIZoNT, VAT A
e A4 L Tnba—VE2ERLET,

) Hx—HVIEERKIODORAFEEy v a v 2HESOZENTEXET,

whoami

a—PIEREeFRLET,
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