AT LEEE

ZOETHHTIARIT. RO LBV T,

« VAT LEPE 27 DEFT (1 =)
«Cisco 7 77 RWebtX=2UT 4 70X ~DT FT7A47T 2 ADHE (90 2—3)
s Web ZROMRATZE (99 X—)

SATLEBIRY DET
ZOETHHTHNEIL, RO LB TT,

« VAT DEHOME (2 3—)
T T ITAT VAREDRIE, m—F, BXO®I Yy b Q=)
« Cisco Secure Web Appliance 7 A £ A (5 2—)
BT TTAT LV ADT A A (37 =)
o VE— MERBERADOAEE (38 —)
ca2—W—THUL NOFH (39 X—)
ca—HP— TSV T 7 LU ADEFE (45 3—)
cBHEORE (45 X—)
e —HF— Ry hU—F TR (48 X—)
EHENRZTZL—=ZADY v b (49 =)
RSN A BV DRET FLADRE (49 <X—)
« 77— hDER (50 ~—)
« FIPS Compliance (61 ~3—73)
« VAT LD HKREOER (63 X—)

* SSL DFXE (64 ~—)
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B xrremom=

FEAAEOE L (Certificate Management) (66 ~<—137)

* AsyncOS for Web D7 v 77 L— &7 v 75—k (71 _*—)
« LLRTD/N—30 2 > D AsyncOS for Web ~D 5T (81 ~X—)
*SNMP Z#fEHl L7 AT LADREDE=H 1 7 (83—
*Web N7 7 (v ¥ v (Web Traffic Tap) (86 ~—77)

«HTTP2.0 71 h I L OFHE (89 =—)

VATLEEOHME

SYU—RTFIAT VA, VAT WEBAOEEDY — L ARG LET, [V AT LEH
(System Administration) ] % 7 OHREIL, LLF DX 27 OEB A T L £,

T TTAT VADRIE

- hE—

e =P —TH T bOBEM, k. B LOHIER

*AsyncOS Y7 b7 =T OF v T L—RET v TTF—h

« VAT LA

TFIZATUORABREDHRE. O—F, 8&UUEY b+
Secure Web Appliance D X TOEREIL, 1 OOXML 27 4 F¥al—yar 77 A LVTEH
TEET,

s T STAT UAREDRREHIR] (2 X—)
T IIAT UV ABET 7 A NVDOHEE 22—
T T ITAT VARET 7ADE—F (3—=)

T T ITAT VARTEDODHEIGT 74/ b~D Uy b (43—=2)
TI5A4 T VREBEEDRT ENR

ATY T [V AT L& (System Administration) ]> [fXE D3~ U — (Configuration Summary) ] % E4R L £,
ATY T2 VEIILU T, [EEDY~Y — (Configuration Summary) ]-~¥— % F/RFZIXFIRIL £9,

TFISATUORBREI7AILDORE

ATy T [VAT LB (System Administration) > [f%E 7 7 A /L (Configuration File) ] &R L F7,

B o Rx7LoEE
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ATw T2 [REZ 7 A/ (Configuration File) | DA a v ZELET,

FTF7oay AR
Ty ANV T v g O | ERSNTZERET 7 A VOB H L2 L £7,
= ERERRRGT AR AL A H LT AN E S T E—

~ (Download file to local computer to view or save) |
(T ANEZDTFT AT A (wsa_example.com) ZFRAF (Savefile
to this appliance (example.com)) ]
o [7 7 A NEA—/LTEE (Emailfileto) | (1 D E2ITEEOEF A —
VT RUAEBELET)

INRAT L— XA T3 [BRETF7AINTNRRIL—XETYARY T % (Mask passphrasesin the
DIFE Configuration Files) ]

T AR— NERIIRTFEEND 7 7 A VT, TO/NRAT L—X%
[aksn | (ZBEMZ FT, NATVL—ANY A7 INTZRET 7 A
JL % HHE AsyncOS for Web IZY B — R 95 Z L X TEEH A,
[RET 7 ANHNDONNAY — FalE {3 % (Encrypt passphrases in the
Configuration Files) ] : FIPS E— FAAZEN TV DHELAE, ZOF
7a UOMERFEEIC /2 Y £, FIPS £— ROAFMEIZ OV TIE,
FIPS E— FOAZMLEZITEDL (62 ~—) ZZRL TS
U,

Ty ANMGET T a D@ (BRET 7 A VLRI EMT 2 HEEZERLET,

iR VAT LIZEYVERSNz- 774 ILAZEFER (Use system-generated
filename) |
[A—Y—ERI 7ML ZEER: (Useuser-defined filename:) |

ATw 73 [EIE (Submit) 1227V v LET,

TISATVAREI 74 L0O—F
A\

BB @EEn— K15 L. BUEOREST S CRRICHIR S ET, SFOREE R B
EERIETH 2 LA ABELET
DIRIO Y Y —ABERHO Y U —ACREE B — FT5 2 LR LE A, SAET v TS
L K95 LM ORE 2 RIF T 27,

FETEFE LR T 7 A v Eeu— RT5 L, RT3 —< R LHEEEORBEN AT 5 alaelt
NHY FET,
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A\

GE) HEMobLAar 74Xal—2ar TZ7ANLN, TFIAT LV ADBREA LA M—LEINT
WANR—=g XY URL AT I DBy hOH WA= g NIESWTWARES, a7 4

Xl —2ary 77A4LDORY—L IDVBHBPICEREINLBERH Y £,

A\

GE) BETZ7ANVEu— RT3 L X GEHERIET 7 — 2R84 LA, GEFEOL— K CA %
Secure Web Appliance DS S N7z /v— b7 4 L7 FUIZT v 7 — LT, RET 7A /v
EHEn—RNLET, L—hCAZT v 7= T LHIEICHONTE, FEFAEOEHE (Certificate

Management) (66 <X—) LTI 7ZE0,

ATV T [V AT L& (System Administration) ]>[#XE 7 7 A /L (Configuration File) ] #R L £ 7,
RATw T2 [EEZv—F (Load Configuration) | A7 artua— RT3 77 A VERRLET, GF)
GE) cNAT VLV —=ANT AT INTWELT 7 AT — RTEEHA,
« 77 AMUTLL T DO~y X —RNRETT,
<?xml version="”1.0" encoding="”"IS0-8859-1"?> <!DOCTYPE config SYSTEM “config.dtd”>
Flo, ELL 7+ —~vy bz configt 7 ¥ a U MEITY,

<config> ...your configuration information in valid XML </config>

ATy T3 [m—F (Load) 127V 7 LET,
ATV T4 FRENIEEZHALET, WHOMBEEZMA LD, [FfT (Continue) 1%7 VU v LET,

TFISATUOREREDHEFTRT I4IL E~ADY Y F

TTIAT U AREZ Y By b D LI, BFOFR Y MU= RELRFFT O E D haE
RTEFET,

ZOT7varyTiE, 2y NTAMBEELD FHA,
1R BHHEIIZ

TIIAT U RINAER DGR E ZRAF L E T,

ATY T [V AT LEH (System Administration) > [fX%€ 7 7 A /v (Configuration File) ] Z 3R L £,
ATY T2 FHACAZv—L LT, DY+~ (Reset Configuration) ] &7 v a v &2F/RLET,
ATYTI N=VICRKRINFERET S, ATV a Vv EBRLET,

B o Rx7LoEE



| v2x7468%E
wEIrLonys7yIorE I

AT 74 [VEy b (Reset) 127U 7 LET,

RMEIT7AILDINY G T v TORE

RETFANNSNY 7T v THEEICEID, TRTOEETT FI7AT 2 ADRENTIES . B
EOREZ 7ANTOEHEOVRET 7 ANVN, VE—MNIHBEINZ AV I T v 7 —r—(C
FTP £ 721X SCP TEEENET,

ATy T [VAT LEH (System Administration) > [f%E 7 7 A /L (Configuration File) ] Zi®R L £,

ATV T2 [REDNNy 7T v 7OHME (Enable Config Backup) | F = v 7Ry 7 A Az LET,

RTYT3 RET 7 AMINAT L—=ReEGD 5T 1FV (Yes) |#BRNLET, RET 7 A AMNDH/RRAT L—
REBIT HHAIT WX (No) 1 ZRIRLET,

ATy T4 B HEZRIRLET, RO T a v EERTEET,

«[VE— k¥ —,3— DOFTP (FTPonRemoteServer) ]: FTPHRA M, T4 L7 hU | 2—%—4 B
FORRT7 L =X AN LET,

«[UVE— hH—s3— LDSCP (SCP on Remote Server) ]: SCP AR A "4, R— &, T4 L7 MY
BLOa—HF—#%2 AN LET,

« [RA h&F—F = 77 (HostKey Checking) ]:SSH X, i SN7/=FT X TCOFEA FDID DT —H _—
A% SSH 2N BB HEFFI L OV TF = v 7 LET, AA X —IiX, 74 L2 bV [ssh/known_hosts |Z &
Ha—P—DR—LF 4 L7 FVIRESNET,

[VE— F#—s3— LDSCP (SCPonRemoteServer) |ZERNL, [FA FF—F = v 7 ZHFZNt (Enable
Host Key Checking) | Z#IRT 256, ROF 7L a A TE 7,

«[E&) (Automatic) ]: A& k% —|% Cisco Secure Web Appliance (2 & > CHEIWIZHRESINE T,
o [FH) (Manual) |: FA bF— T2 —F—NFEHTANTEET,

B aR(ET 5 &, Cisco Secure Web Appliance (£ U E— F R A b EOERBINTZF—7 7 A MZEBAN
T 5 SSH¥—ZfftLET, ZHITL V., HKT 7 A /L% Cisco Secure Web Appliance 7> 5 U E— k78
ARMIT vy 7 a—RC&ET, 33ZOME, SSHITEH LI-Z L Db DT RTORR FOFBIIEHRZ
GLT— A N—=2 ML, FovZ LET, AR MF—iE, T4 L2~V [sshknown hosts 123 %
A=Y —DFR—LT 1 L7 FVIRFSNET,

ATy 75 [EE (Submit) 1227V v 7 LET,

CLI =2~ R configbackup EHEHLTREZ 7 ANy I T v THEREANCTHZ L TEET,

Cisco Secure Web Appliance 51 > X

CAY—RK VYT =T TRV T (65—)
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B x~—tvorvz7sqery

ATX—hrYIT YT SA4AEUIUY

M=

- B2 (6 ~—)

» Cisco Smart Software Manager COD7T 77 A 7 2 ADH gk (9 ~X—)

c TABADER (125—)

» Cisco Smart Software Manager 7> 5 D7 7T A 7 2 ADXEMEER (13 _X—)
» Cisco Smart Software Manager TOD7 77 A 7 ADOFEEE (13 X—)
CHRRREDEH (13 _—)

o FAE L FEAEOHEE (14 RX—2)

HERET A B ADTH (14 5—)

e Av—h =V bOEH 21 =)

cTI—F (22=Y)

cav LRI A E—T A A (22 5—)

Av—hKNYT7 R Nox2T T4V T HEMEHT 5 L. Cisco Secure Web Appliance® 7 1 & >
A=AV RACERABIOE=4—T&ET, A= VT V=T IA 0 RET 7T 4
74t 3 %I21%, Cisco Smart Software Manager (CSSM) T7 774 7V A& XEkT D2 MR H Y
9, CSSMIE, AL THEAT 2T RTOY AT ONT T A B RO Z FES 5
—fbENTZT —H R—=ATY, Av—h T B RAEMEHTLH L, WERAEY— (PAK) %
A LT Web ¥4 F TREBIBEKT 2D T3, B—D =27 o TREFKT DI LENTEE
R

T TIGAT VARG THE, TTIAT L ADT A AEBH L, CSSMA— X LiEH T
TA B ADERRREZERCTEES, 77 IAT VAL VA= LENTWND A~ — b
TV ML, T IAT AL CSSM 28t L, 7 A & AOMEHIRIICET 2%
CSSM LT, CSSM 2MEHIRILA B CE D L 9ICLET,

Cisco Smart Software Manager (Z-2V Tl
Hitps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html

EZRLTIZEN,

1R BHHIIZ
s THHDOT I IAT AN A=y MR TE DI EEHERLET,

» Cisco Smart Software Manager 78— # /L (https://software.cisco.com/#module/SmartLicensing)
Ty Aa B— /LA F—AIZHWEDHE S0, Cisco Smart Software Manager %77 7 1 k%
2y hT—=2ZA4 VA P—=L LTLIES 0,

Cisco Smart Software Manager == —Y 7 4 7 > h O1E % 721X Cisco Smart Software Manager
YT 74 bOA A b=V DFEMIC OV T,

B o Rx7LoEE
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mz ]

Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EERLTLIEEN,

T A ADMERPRICBET DA B A v 2 —Fy MIEE L hna—F ol
. CSSM #§peDH 7t » h 292 Smart Software Manager 7 7 A M &4 7 L 3
ANA VA=A THZ B TEET, YT IANT TV —varva¥urum—RLT
WALBIE, A F—Fy FEHEHLTCSSMIZT =X ZXEETIC, 748 A%
PRV TRECERTE LT, CSSMTT T4 MEL 1H#E 7 77 FICERIICERE L
358

)

(GE)  Smart Software Manager 7 7 1 K Zffi 3 2354 . Smart Software

)

Manager 7 7 4 bk Enhanced Edition 6.1.0 Zf£H L T 72 &0,

T IIAT VADYAT L 70y 7% CSSM DU AT L 7y 7 LEHIELHLEND
NET, TTITIATVADVAT A 707 ECSSM DY AT A 70y 7 OFT L, A
~— b TA B ZABEORBDFN & 20 £,

G¥)

A —Fy MIEHR LT X RH T CSSM IZHi T 5356, [VATLEE (System

Adminigtration) 1> [7v 79 L—F&F7 Y TT— FDERE (Upgradeand Update Settings) ]
EERALT, 77947 VAR ESNTW AT LR L7 aX v 2T 2081/ H Y
e 8

GE)

2 —F—DEA, HTLWPAK 7 7 AV (FAEIIERH) 2%ET5-0N, 9141
ATrFANEERL, TTITAT U ADT7 A vER—RLET, 77 A /VEua— LK
1T, PAK #A~—F A BV RICEBRTHIVLERHDET, Av—F T4 B A E—RT
X, 77 A v0ue—Kh, FA4BVA T A NVOBEET— &7 v g ITEHE S, GEHEN
WORDEHASINET,

T4 RFH

Cisco Smart Software Manager (CSSM) 7RN— 4 /LIZ#4k 4712, Cisco Secure Web Appliance T4
NI o TV DHRED T A B A FRITEET, JHUTEIT, A4 F—Fy FAMBT A
AL DBENROEEICEF 2 U T o RES Ny MU — 7 BREEIZ Cisco Secure Web Appliance
EREAT L -2 o THETT,

HEEZ A o 21T, ROWTNHDOET— R THRTEET,

c[ETA B ADTHI (SLR)  (Specific License Reservation (SLR)) |: ZDE— RN&{FH
LT, FrEDOHIMOME~ DFkre ( THTTPS 5] 72 L) OIA B A2 FRITEET,

s kAT AL ADTH) (PLR)  (Permanent License Reservation (PLR)) | : Z DE— RZ&Aff
LT, T XTOMEDOT A B AZKAITHTEET,
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B A=t vorvzrsqersvorrz—ant

Cisco Secure Web Appliance T7 A &> A% K9 5 FIEDOFEHIZOWTIX, HiE7 4 2 A0
TR (14 X—2) Z2ZMLTLEE,

TTIAT VALK L TCAS— N V7 v =27 T4V T E2HEMTHITE. ROFIE

HFEITTOMENDHY FT,
BRUERS BEER
AT T2 Cisco Smart Software Manager | Cisco Smart Software Manager C
TOTTITAT LV ADEER |07 7547 ZA0%E (9
)

(ATvayv) A7Fv73 MEEIZNGS U T, Cisco Secure  |BEEET A L 2D T (14
Web Appliance THERET A & o | ~—2)

A TRTHZENTEE
‘d‘o

AT w73 T4 A (BEEX—) O | T A v AR (12 2—
R )

AX—hr YT+ T7 542 TDA4 %+—T Ik

ATy [VRTLEE (System Administration) | >[AY— kY I kD754 2224 (Smart Software
Licensing) | #®R L £,

ARTYT2 [Av— K V7 =T T4 7OHF (Enable Smart Software Licensing) ] %2 V > 27 LET,
Aw—=b VT =T FARLVUTOFMIONTE, RR—b VYT FIT 41200 DR
DY 7x27) vy LET,

ATFYT3 Av— R YT bU=T T4V TICONTOEREFATZ R, [OK] %227 Y v 7 LET,

ATy T4 BRERFELET,

RDHBERY

Aw—hKI T NTO=T T4V UTERENTDHE, 7707 TARVAE—ROTT
DEEREM A~<w— b T4 B R E— RN THLHBMIZERRRRIZZR2VET, 7TV v 7 T4
A FT— RO FL—F—DHA., CSSMTT 774 TV AZBkETIc, A~— Y7 U=
T IAV U THEREEMTE 5 90 BREIOFHMEHIRI A H Y £,

BHRHIRR L OFHEYIMOMIBEORTIZ, —EDRMM (90 BRI, 60 HAI. 30 Haj, 15 HAL, 5
Hel, BLORKH) CEREXRERINET, FHMEMMOM E /213K T#IZ, CSSMTT 77
AT UV ABBETEET,

B o Rx7LoEE
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\)

G¥) e ITV Y TARAET—RIIBIDLT VT 477274 ABFFZIVMIET 77 A
T UADH A=Y —DPE, A~v—F VYT " U=2T T4 TEBRETAICLT
b, MR SN E A, 7TV v TARVRE—RNZBI AT I T4 T T
A B RERFORIBT 7T A4 T L AOBF— Y — DRI, FHmHIE SRS E T, B
WA T 74T v A 2—HF =R A~v— K T4t AEREOFM A2 A LT 255121,
VA BV A F—NTEE L, Av— K THUY MGRHMET A B A BMLTL 2
SV, il 7 A 2R E, BERICEHMEE TR S E T,

T TIAT UV ATAY—F FA VLV U THEBEEZRNCTDHE, Av—h T4V
TSI T390 T4 08y 7= RIun—n Ny T2 ENTERIARDET,

s A — b TA B ARBEANICT DL, ROWRENHBICHFEBSI S ET,
* Secure Web Appliance Web L' B =7 — 3 3 > 7 ¢ /L'Z (Web Reputation Filters)

« Secure Web Appliance 77 1 /L A%I3K  (Sophos)
* Secure Web Appliance 7 1 /L A%} (Webroot)
* Secure Web Appliance Web 7’12 %3 & DVS = v
* AsyncOS 73— = > 15.0 TiX, #7 L\ Cisco Secure Web Appliance (AR B2k L CA~—

FIA BV RAEENCTEET, 77V v I T4 AFIMAETIED D A, FEMICD
Wi, T B2 v a VIChARMHESIEEZ BB LT E &N,

Cisco Smart Software Manager TD7 754 7 > A D&}

7 77 A 7 > A% Cisco Smart Software Manager (2887 5121, [ AT LB (System
Administration) | A =2 —TAY— R~V 7 Ny =7 TA4 B U THERBEAGNCT D HLERH
V) \i—a—(}

\)

CE) HEOTIFIAT L AZB—DA VAR ATEETAHZEIITEEYA, 7F9AT A%
1 DT ORETHIVLENHY £97,

ATy T [VATLEE (System Administration) [> [ARX—k Y7 b7 542225 (Smart Software
Licensing) | &R L £7,

ATy T2 [A~v— T4 ADHEK (Smart License Registration) | 47> a2 Y ZRIR L 7,

ATv T3 [ER (Confim) %27 VU v 7 LET,

ATy T8 [FT AR~ bi%E (Transport Settings) ] #EH T 25A4121E, [#RE (Edit) 1227V v 7 LET, kD
FTa s EMEHTEET,

« [E# (Direct) |: 777 A 7> A% HTTPS #:H T Cisco Smart Software Manager | [EL##RE L £ 97,
ZOF T a Ntk T7AN R TRIRENET,

I 27LEE I}
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ATy TH

ATvT6

ATy IT1

[FSURKR—EHF—FrD A (TransportGateway) |: 777 ATV A% 8TV AKR—K F—FU =
A ¥ 721X Smart Software Manager %7 7 A~ #H1 T Cisco Smart Software Manager [Z##t L £3°, Z DA
TaryEBRRLEEGAE, N7 U AR— N F— U = A F721% Smart Software Manager 7 7 A kD
URLZ AN LTOH 0K 227 )y 7T HHERHY ET, ZOF 7T a T HTTP X OHTTPS %
HR—KLET, FIPSE—FOHA., FF U AR— 7 — 7 = A IZHTTPS DAz HR— Kk LET,

N7 U AR=h ZF—= b= AIZO0T,
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EZMMLTIEEN,

(AFvary) [TAM > H—T x4 A (Testlnterface) ]: A~v—h T4 B AEEHICT 774 T A
ERGET D EXIT, [EEA ¥ —7 = A A (Managementinterface) | £7-1I[T—% A ¥ —7 A A (Data
interface) | 23BN L £4, it DEIL—T 4 7 E2HDIL, A~— b T A B ZAFIRET D58
OB S ET,

GE) DENV—T 4 LT WENIR > TORWEEIEL, [T A MM % —7 A A (TestInterface) | N
a2y ALY ARNT[EHA X —T A A (Management interface) ] 47> 3 DI EAHH
TEET,

nJAy VT vy A LT, Cisco Smart Software Manager 78— 4 /L

(https://software.cisco.com/#module/SmartLicensing) (27 7 A LT &V, H LW b—7 V& 1EKT D
Wi, ZOR—=ZND ART H 7> b (Virtual Account) ] ~X— 2B EN L T [£f% (General) 1 Z 7127
IRALET, TTITAT UV AROBGA VA 2Bk h—0 v Ear—LET, BihA A% 2%
fk b —27 L DIERRIZOWTIE,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html %
ZRLTIZEN,

Create Registration Token ®

ntral >
CEPOSHEE R Shacs This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's gesiDem

created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account

Smart Software Lic L Produc
) Virtual Account:
Alerts Inventory Convert to Description: Description
* Expire After: 30 Days
\Virtual Account: - . grmaton:
Between 1 - 365, 30 days recommended
General Licenses ] Max. Number of Uses:
Virtual Account The token will be expired when either the expiration or the maximum uses is reached
Allow export-controlled functionality on the products registered with this token @
Description:

Default Virtual Account:

) Create Token Cancel

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

TIITAT AR, B8k (Register) [ #7 VU v 7 LET,

B O x7imE
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Smart Software Licensing

Learn More about Smart Software Licensing

Smart Software Licensing Status

Registration Mode: 2/ Smart license (Change type)
action: () [T
Evaluation Period: (2/ In Use

Evaluation Period Remaining: 2/ 89 days 23 hours 42 minutes

-

Registration Status Unregistered
License Authorization Status: (?) Evaluation Mode

Last Authorization Renewal Attempt Status:

-~

No Communication Attempted
Product Instance Name: (2
Transport Settings: (2)  Direct (https://smartreceiver.cisco.com/licservice/license) (Edit)

Test Interface: (%) | Management v |

Device Led Conversion Status: |2/ Not Started

ATvT8 BRAVRAZVRBER NI VET XA MRy 7 AV AT ET,

[A~—R YT bTx=T A7 (Smart Software Licensing) | X— T, [T TICBE I TS
BlE, 2O A AL U AZ AL E T (Reregister this product instance if it is already registered) ] = v
IRy I ABF NI LT, TTIAT VRAEHBET Db TEET,

Smart Software Licensing

Smart Software Licensing Product Registration

To register the product for Smart Software Licensing:
1. Ensure this product has access to the internet or a Smart Software Manager satellite installed on your network.
This might require you to edit the Transport Settings.
Product communicates directly or via proxy to Smart Software Licensing.
URL - https://smartreceiver.cisco.com/licservice/license
2. Create or login into your Smart Account in Smart Software Manager or your Smart Software Manager satellite.
3. Navigate to the Virtual Account containing the licenses to be used by this Product Instance.

4. Generate a Product Instance Registration Token (this identifies your Smart Account) and copy or save it here :

[[] Reregister this product instance if it is already registered

RDBRY

R BGRT 0 Y 2 TES DY F£T, [Av— Y7 b =T 5487 (SmartSoftware
Licensing) | N— Y THEHAT —F ALK R TEET,

27LEE I}
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Smart Software Licensing

Learn More about Smart Software Licensing

Smart Software Licensing Status

Registration Mode: .?/  Smart license
Action: (2 ‘W| [ Go|
Evaluation Period: .2 | Not In Use
Evaluation Period Remaining: ?/ | 89 days 23 hours 37 minutes
Registration Status Registered ( 16 Jun 2023 04:15 ) Registration Expires on: ( 15 Jun 2024 04:11 )
License Authorization Status: Authorized ( 16 Jun 2023 04:16 ) Authorization Expires on: ( 14 Sep 2023 04:11)
Smart Account:
Virtual Account:
Last Registration Renewal Attempt Status:
Last Authorization Renewal Attempt Status:

SUCCEEDED on 16 Jun 2023 04:15
SUCCEEDED on 16 Jun 2023 04:16

)| (ma) | (s3] | ()| (3] | foma) | (on3

Product Instance Name: wsa276.cs1

-~

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Test Interface: ') | | Management v

SAEVADER

BT O ANERICHET LIZB, TTI9A TV ADBRED T A o A 2ER LT s
RWGERH Y FT,

ATY T [VRATLEE (System Administration) ] >[5 4 >R (Licenses) | &R L £,

ATy T2 [BREOHE (Edit Settings) |27V v 7 LET,

ATYT3 ERTLIA B AKIET D [T A B ADHER/Y U —A (License Request/Release) [5IDF = > 7 K v
I AL F AT LET,

ATy T4 [EF (Submit) 127U w7 LET,

Licenses
I —

License Name License Authorization Status (7 License Request (7

Secure Web Appliance Cisco Web Usage Controls Not requested

Secure Web Appliance Anti-Virus Webroot Not requested

Secure Web Appliance L4 Traffic Monitor Not requested

Secure Web Appliance Cisco AnyConnect SM for AnyConnect Not requested

Secure Web Appliance Secure Endpoint Reputation Not requested

Secure Web Appliance Anti-Virus Sophos Not requested

Secure Web Appliance Web Reputation Filters Not requested

Secure Web Appliance Secure Endpoint Not requested

Secure Web Appliance Anti-Virus McAfee Not requested

Secure Web Appliance Web Proxy and DVS Engine Not requested

Secure Web Appliance HTTPs Decryption Not requested

Cancel

RDBERY

TA v AT, HIBEREZHREUINIC AR a7 T4 T U RER (00C) F— R,
£T A AZ30 BREIOMFHR TR S E T, A2HIRE L TN00C R H R o HIER o Fif
W, —EOMME (30 BHaf, 15 B, 5 Hal, BEXORKH) CTEENFRINET,

B O x7imE
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OOC M T DOABMIRN B D L. FA B AIMMHTEX T, WELZRA X220 F
T, BRRICL 9 —ET 72T 5I121%,. CSSMAR—ZNLTIA4 B 25T v 75— LT, &
AEEEHTHIMLENHD 7,

T4 ADY J—2R

ATY T [VRTLEE (System Administration) >[5 4 2R (Licenses) | Zi&IR L 9,

AT 72 [REDHE (Edit Settings) 1227 Vv 7 LET,

AT9T3 V) —RF5T7 4 AHIET D [TA4 2 ADOHK (License Request) (5D F =7 Ry 7 AakA47
WZLET,

ATy T4 [FEE (Submit) 1227V v LET,

Cisco Smart Software Manager ™ 5> N7 75 4 7 > A D Z %R

ATy 1 [VATLEE (System Administration) | >[AX—rY 7 bz 754 12245 (Smart Software
Licensing) | #®R L £,

AT9FT2 [77var (Action) | Re vy 7 Hur URNNG, PBEEER (Deregister) ] 3R L, [F1T (Go) 1%
7V w7 LET,

ATvF3 [#FEE (Submit) 1227V v 7 LET,

Cisco Smart Software Manager TD7 754 7 > ANDHEE %
ATy T [VATFLEE (System Administration) 1> [AX—FY T+ 75412204 (Smart Software

Licensing) ] ##IR L £,
AT T2 [773var (Action) ] Kuey 7 X R MG, ik (Register) | Z#IR L, [EIT (Go) 127 U v

7 LET,
RDERY
ik~ vt AZOWTCiL, Cisco Smart Software Manager TO T 77 A 7 2 AD %Gk (9 ~=—
V) EZBLTIEEN,
FEHECE RN TV FIZBWTCUE, T IA TV ADBREEZ ) By NLIZRIZT 74T A
EREETHIENTEET,
MESRTEDNDER

CSSM CT7 7 IA TV ABBETHRNCOHR, P T AR—FREEZEETEET,

SRTLBE
|



B =ucavnzozs

A\

GE) R=—bF T4 B AEBENERZ 2> TWBHEAIZDI, FT UV AR—NREZETTEF
To 7T IFAT VARTTIIREINTWDGAE, NI UVAR— MREEZERTHITIE, 77
TAT VADBEREMRRT HMERH Y ET, NT VAR MNREZELLIZHZIZ, 7774
T AT BBET OHVLEND Y T,

T U AR— FEEZEEFET 5 HFIEIZONTIE, Cisco Smart Software Manager TO T 77 A 7
YADEER (9R—=Y) EZRLTIEE,

FREL & EEBAE DERT
Cisco Smart Software Manager C7 77 A 7 U A& Bk LI%IZ, GEAELZEH TE £ 7,
)
GE)  TT AT U ABIEFIZBREEINTHIZOR, BIExEHTEET,
AT9 1 [VRTLEE (System Adminigtration) |>[AX—rY T hD 754122224 (Smart Software

Licensing) | #®R L £,
z%vjz[77>a>(Amm)]mefﬁWVUxb#%\ﬁ@ﬁﬁfyay%gmbiﬁo
<RI EST CEH
<EEAEES T CEH

ATv73 88 (Go) 1227 Uy s LET,

RDERY
BEES A RDFH
« TA B ATRIOANME (15 3—2)
« TABUATRIOREE (15 —)
c TA B ATRIOEH (18 X—)
« TA B UATHRIOHIRR (19 =—)
« TA B ATFRIOED (20 N—)
« TA VU AKEEA  TA B AOFGMBENTINSRET (20 2—)
« TA B RIGEE T A v AOERHIRA N (21 =)

B o Rx7LoEE |
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stevzxstoamt |

R1LZAEVRADRT—E R

AT—RR S B

U FTAT AT TFIGAT LV ATTA L AOEREERIZEITL., T4
T RADOMERAEARINTWET,

ARG TTITAT LV AEITA B RAE TR L TOER A,
T4 v ATFROAEMNE
Iash BRI
Cisco Secure Web Appliance TA~—hk T4t 7 F— RPREMHI/->TND T & &R
LET,

GE) CLI T license smart>enable reservation T avr REEHLT, W71 2% 7K
THIEbTEET,

GE) ifa— K23 T/ A= L, A= T4 BT EHENILTWDEGEES. T3
ANIEIMZ TR SN ERE ARIBIC B EIMICBIT L E T,

AT w71 Cisco Secure Web Appliance C [> A7 LA EE (System Administration) |>[A~—hk Y7 b7 =T Tk
> 7" (Smart Software Licensing) | ~<X—VIZB#E L £7,

AT9 T2 [FFEKAT AT AT (Specific/Permanent License Reservation) |47 3 VA RINL £,
ATv T3 [HeR (Confirm) 1227 VU2 LET,

RDERY
TA v ATROER (15 2—)

T A AT DGR

AT 71 Cisco Secure Web Appliance T [+ A7 LA H (System Administration) [>[A~—h Y7 b7 =7 T4 &
v 27" (Smart Software Licensing) ] ~—IZBE L £,

ATv T2 [Bék (Register) 1227V v LET,
ATy T3 [2—FR&abt— (CopyCode) |27 U7 LT, V/TAha—Rzar—LFE7,
(G¥) Y7 T A a— K& CSSMAR—Z )L L TRz — RE24rk L £,

SRTLBE
|
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NG

B s tx3u0sn

ATy T4 [k~ (Next) |27 U7 LET,
ATFYTE CSSMAR—ZNITBEI LT, BEDHIEEZITT R TCOBEDITIA B 22 TRTHT-00KEa— K%
L ET,
G¥) A a— ROERFEOZEMZOWTIE, Av—F VYT NI T I FI14
~)L 7 (cisco.com) ZH D~V RF o A2 FD Inventory: License Tab > Reserve Licenses = 7
varaESZBELTLITEE N,

General Licenses Product Instances Event Log

By Name By Tag

Manage License Tags License Reservation... Show License Transactions Search by Lice o,

r

Smart License Reservation

STEP 1 STEP 2 STEP 3 STEP 4
Enter Request Code Select Licenses Review and Confirm Authorization Code
1) ENter tne Keservaton Keguest Lode below
2) Select the licenses to be reserved
3) Generate a Reservation Authorization Code
4) Enter the Reservation Authorization Code on the product instance to activate the features

* Reservation Request Code:

To leam how to enter this code, see the configuration guide for the product being licensed

ATw 76 [SLR/PLR] Z&R L, [k~ (Next) 1227 U v 7 LET,
Smart License Reservation

STEP STEP STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

Product Instance Details

Product Type:
UDI PID:
UDI Serial Number:

Licenses to Reserve

In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virtual Account.
(O WSAPLR

(O Reserve a specific license

AT9 1 CSSMA—H /LT, SLRAT > a NNIMBERTA B AZRINL, [kR~ (Next) 1227V v 27 LET,

B o Rx7LoEE
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STEP STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Revi

iew and Confirm Authorization Code

Licenses to Reserve

In order to continue, ensure that you have a Surplus of the licenses you want to reserve in the Virtual Account.
() WSAPLR

@ Reserve a specific license

License Expires Purchased  Available Reserve
Secure Web Appliance Advanced Malware Protection Add On multiple terms 102 98

Secure Web Appliance Advanced Malware Protection Reputation multiple terms 102 100 0
Secure Web Appliance Anti-Virus McAfee Add On 2024-Jan-25 100 100 0
Secure Web Appliance Anti-Virus Sophos Add On multiple terms 102 101

ATV T8 ROWNWTNMNDITIET, CSSM R—Z L bEE LT

782 — K% Cisco Secure Web Appliance (ZHE 0 £ 1)
\i j—O

o [AFBa— F&Eab—LTUY£1i) % (Copyand Paste authorizationc code) 147 > a 2N L, AR

a— R&Zab— LTV fHF % (Copy and Paste authorizationcode) | 47> a D FDOTHFA KRy 7
ANWHKR A — FERED T £77

s [VATEAMLAERa— K& T » 7 m— K (Upload authorization code from the system) | 473 a > %%
WL, [Z77 A4 /VDEIR (ChooseFile) [#7 Vv 7 LTARI—FET v 7Fu—RKLET,
ATv 79 [EK#Ea— K& A A h—/L (Install Authorization Code) 1% 7 U v 7 LT,
A VA =T RONRyFawy RiZHAR— SN TWER A,
GE) KBA—FNA AR VEINDHET, 4R T LT T — FBFEINET,
DOIRba—FREFv oIS HHE:

KBTI — RBA VA M=V ENDHANT TR T B 2% % v /3 %5I21%, CANCEL_REQUEST_CODE =
~ U FEEHLET, PRQEOREELZZ VT LET,

Gx) CSSM AR—HZ )L THEBa— REAER LR, TFI9AT VATV 7oA ha—Re®y L
L7284, CSSMAR—Z IV TERB LIZIA B ANIT FIAT L AL VA =L TEEH A,
AR a— ROHIRIZOW T, TAC IZBRWEbE L &0,

VB2 T A& AT (SLR £721X PLR) (%, Cisco Secure Web Appliance (21 > A b —/L &
NTWET,

TAR L ADAT =22, SLRHIZTRISNTIA B AD [T T4 7 2 A TRV

(Reserved in Compliance) ]IRREIZEATL£9, PLROBGE, T _XTCOTA B AN [T T
ATV ATTRIEH (Reserved in Compliance) 12T L E T,

27LEE I}



SRTLEE |
B s tox3u0mEs

RDZRY
o (SLROARITHEM) MBS LT, A B A FHNEZEHTX £, 55>V T,
FABUATFROEGF (18 2—) 2L T EEN,
¢ (SLRBELUPLR IZH#EA) MBS LT, I B A TPRHEHIRTE £4, FEfico
WTIE, A4 B A FROHIER (19 —) 2L T EEN,

« (SLRBILOPLRICHEA) : HEIHU T, TA B A PREZEDLCTE £, FEMIC
DONWTIE, TA BV ATHOEG L 20 %—) 2R TSN,

]

TA B ATRIOEH
HLVHKRED 7 A B A2 THRILTCY | EEOMFDO T A B ATREZER LY TE£T,

)

GE) ®EITA B ATPRIOLZEHFRTE, KATA B ATPRTEHRTE LA,

N

G¥) CLI T 1license_smart >reauthorize YT av s REFHLT, 4B ATFHNEESNTLHZ L
HTEET,

ATV T1 CSSMA—ZNVIZBE LT, TTETRELDTA B AETHT H7200KRIT— FEAERLET,

(6=3) WA= ROAERFTEDFHMZONWTIL, AY— YT =T I FoI4 0
~/L 7 (cisco.com) (& D~/ FF 2 A F@ Inventory: Product Instances Tab > Update
Reserved Licenses ¥ 7 & 3 V22 L T &0,

AT w T2 Cisco Secure Web Appliance C [> A7 LA EE (System Administration) |>[A~—hk Y7 b7 =T Tk
2> 7" (Smart Software Licensing) | ~<X—IZBE L £,

ATF9F3 [7T7v 3y (Action) | Ry 77X U A D [HKR (Reauthorize) ] IR L, [EIT (GO) 1% 7

Vw27 LET,
ATY T8 RONTINOIFIET, CSSM R — X L) b Bifs L727&78 = — K% Cisco Secure Web Appliance (ZH5 Y {71
£

s [EKWa— REzabe™— LAY 17 % (CopyandPaste authorizationccode) |47 3 » ZER L, KGR
a— RF&Zab— LTV 175 (Copyand Paste authorizationcode) |47 a v D FDTFA FAR v 7
AN — FZAE 0 T £,

[VAT LINBEFEa— R&7T v 7m— R (Upload authorization code from the system) | 47" = > % i
LU, [77A/VDEIR (Choose File) %7 U v 7 LTEBa—KE7 v e—RFLET,
ATy T5 [FK#E (Re-authorize) 127V v 7 LE T,
ATY 76 [2—FKZat— (CopyCode) %7 V7 LT, fERa—REzat—LET,
G CSSM AR —Z VTR a— RE2MH LT, FA4 8 ATREZEHLET,

B o Rx7LoEE |
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259 T [OK| %2 v 7
AT 78 Cisco Secure Web Appliance 7> & HitfF L 7258 = — K% CSSM AR — & WIZHE Y 11 £,

GE) el — ROBIMGEDFEMCOWTIE, A~v—h VY7 hvx2T IA40 0y T oA
~V7 (cisco.com) ZH D~V KF = A2 hd Inventory: Product Instances Tab > Update
Reserved Licenses 7 > a V2B L T 72 &0,

TAB U ATRINERHINET,
TABLADAT—HZAE, SLR HIZTR SN TA B AD (2T T4 T 2 ATTRES
(Reserved in Compliance) JIRREBIZATLE T, 74 B AR L TPRAINLTORWES,
T A& ADIRAET [RKFE (Not-Authorized) ]IRFEICEAITL £,

At ATTRIOHIE

Cisco Secure Web Appliance THNZ/ > TWDFRFED T A B ATPRETITIKATA B AD
TRIZHIBRTE £,

\}

GE) CLI T license smart > return reservation YT av s REHEHLT, 7948 2A0FRIEH|
9D LbTEET,

\)

CE)  TPRIEHRTA B AZHIBRT L7 7 — FRMEENET,

AT w71 Cisco Secure Web Appliance T [ AT LB H (System Administration) ]>[A~— Y7 b =774 ¥
> (Smart Software Licensing) | ~~— I8 L E£7,

ATFY T2 [T/ ar (Action) | Ry 7 H oA b [ Z—2a2—F (Returncode) ]ZEIR L. [FE1T (GO) ]
Vv LET,

ATYv T3 [2—FR&abt— (CopyCode) |27 U7 LT, V¥ —va—Krzabt—LET,

G¥) CSSM AR—HZ WY Z—ra— Raeli0 T T, A4 B ZAPRZHIBRL T,
ATy T4 [OK] %22 v
AT 75 Cisco Secure Web Appliance 7 HEfF L72 U ¥ —> a— K% CSSM AR — X )L Tl L £,

GE) UV #—ra— ROBMFEOFERIZONWTIE, A~— s VY7 =T FA48 A FUTA4 0
~/L 7" (cisco.com) (ZdHDH~/LT R¥F =2 A kO Inventory: Product Instances Tab > Removing a
Product Instance ¥ 7 & 2 V2B L T 2 &0,

Cisco Secure Web Appliance THIML IV TV DEKIED 7 A B A FTRNHIBRE L, TXTD T
A & ADFHHIE S A2 D E T,

SRTLBE
|
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LRx7LuEE |
B 5t x3u80mmit

RDBERY
c TA B ATFRIOER (18 2—Y) THER=— FOFMafR L £,

« (SLRBLOPLRICHEA) : HEIH U T, T B 2 PREESL T £4, FEMM
DNWTIE, TA BV ATHOEG L 20 %—) 2R TIEIN,

]

(B

T A & AT O
Cisco Secure Web Appliance T7 A & A TR Z L TE £ 7,

)

GE) CLI T license smart >disable reservation 7 A~y REMHEH LT, 74 L AT %Z B
ZTHZebTEET,

s TRV 7T A RBBABENTZNRIF T — RBA VA =L ENTWARWEAS, THRY 7
AMITAAAETER Yy LI NET,

s WAET— RN A VA R =L INTWDEE, THU 7= X MIHIRSIVER A,  Tlicense
smart reservation return] 2~ 2 RZEEH L CRFEa2— REZHIBRT D L 2 c8BEX v &—
NERENET, ZOXAvE—1F, T4 ADTRIBEREN DN 72 > T D AT HEMED
HOM, BAET— RBRA VA =N ENTEETHDLI I EZERLET, ZOIRAEIT show
av 2 RICKBRSILET,

N

G  =a—FZRLTPHEZENMEST 52, a~xr P2 LTTFRE
O TEET,

FREFa— KNS VA M= END L. TTITA TV ATRIRREEICR Y £, BT+ 5
L. AT —H AFHEMMEE— RITBITLET,

AT w71 Cisco Secure Web Appliance © [ A7 L HE (System Administration) |>[A~—hY 7 hu =7 J74 &L
> (Smart Software Licensing) | ~— B E L £,

AT 72 [BEE— K (Registration Mode) ] 7 4 —/L R T[# A 7 DA (Change Type) 127 Vv 27 LET,
RTw T3 [BETE— ROEHE (Change registration mode) ] % A 7 12 7R > 7 AT [%fF (Submit) %27 U v 7 L&
T

T A& AFKIL, Cisco Secure Web Appliance THELML S,

S A AR - T A AOEWIE Y A B
FGA v ZADOHENBENTINLEIOT T — FOEEIL, 60, 30, 15, 5. 2. BLO1H T,

B o Rx7LoEE |
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SA U REMBH : 54 o RoEMERs % [

FA v ARG . T A v AOF RPN -
FTA B ZAOBFHMBERNEND &, TA o AERBABIEEINET, SLRPLR T A &L A
DIA U AREIL, AWIENOINTHZD A2 TI3A4T7 o ATFHEHS (Reserved in
Compliance) |DEFICRV £3, FA B ZOEDBIRNGIND &, 7 VT 4 IV AT A
TR R H =&, B A—APEEINET,

)

CE)  TA B ARERT, FFETA B ATRIOBBHIRTT, KATA B ATRTIIERES
NEHEA,

CLIT license smart > reauthorize “9_73’\7:/ }\%ﬁiﬁﬁ LT, ?4"?‘/2?’%‘]%%%}??5 N
HTEET,
FTAB L AOEDHIRPGIND &, RORX v E—UNRRINET,

l'Cisco Secure Web Appliance Secure Endpoint 7 R4~ OB ZWHAE RSBl CuvET,  (The Secure
W\eb Appliance Secure Endpoint Add on entitlement expired.) |

FART 5100 A v — VB BHRICER ShET,

ATV T1 CSSMA—ZNVIIBE LT, T TETRELDTA B AEEHT H7200KRIT— FEAERLET,

GE) WA= FOEMGEDOFMZONWTIE, Ax—h VYT ho=T IA48 0T T4
~/L 7 (cisco.com) (ZdHDH~/LT FF 2 A FO Inventory: Product Instances Tab > Update
Reserved Licenses 7 & a V2R L TLIZ &0,

AT w72 Cisco Secure Web Appliance C [> A7 LA EE (System Administration) |>[A~—hk Y7 by =T TA &Y
2> 7" (Smart Software Licensing) | ~<X—IZBE L £,

AT w73 [H&ER (Re-authorize) 127 Vv 7 LET,

AVX—hrI—CIV FOEH

TTFIGAT UV ACA VA R— L ENTNDIAY— K =Tz hOR— g VA EHFTAHIC
X, WMOFNEEZFEITLET,

ATy [YARTLEME (System Administration) | >[AY— kYT k754224 (Smart Software
Licensing) ] ##IR L £,

ATV T2 [AR—FI—C Y FOEHRAT—H R (SmartAgent UpdateStatus) |22 > a >, [§F CEH (Update
Now) | #27 U w27 L, 7rEXIZEWVET,

GE) CLI =~ F saveconfig Z#fEfl L C, £IT [V RATLEE (System Administration) |> [ERTE
H< 1)— (Configuration Summary) | Z{#HH L TWeb A > ¥ —7 = A AfRH CTHEL T & R1F
LEo2Ed5L, Av—b T4 B ABHOBREIIMREFESINE T A,

SRTLBE
|
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RDOLF ) A THERMPERE SNET,

e Av—h VT =T TA VU TBIERICEMES
AV —h YT =T TAR VT OAMUITRIE LT
PG 23 B GA S T

IR T Lz GBI s X ORI TREIC— & O RFE TiE(E)
« EFIZBRER SN

o« BERITRA L T2

« EFICRREES N

s WREIZ R LTz

EF ISR Sz

BERERRIZ R LT

« ID FERIENIER ICHE B S 7z

« ID GEMIE O HHNZ R L 7=

« WRED A ZhHIR A I 72

« ID GEBAEDOF DI RS Bl 7-

AT ITAT 2 AERMETHIR OBIRP N (27T 47 o2& TR TR LT
IR T Rl — 7 D IR TR&1E)

« BRED A DIIRICPE T DIRAN DA A Z U R FEA LT

AU RIAAEA—T AR

license_smart

* license_smart (22 ~X—3)
« show_license (32 ~—)

* cloudserviceconfig

« il (23 N—2)

s AL (23 =)

« 5] : Smart Software Manager TDT 77 A 7 v AD %Gk (24 ~=2—)
Bl A — K TAEBLADRATF—H A (24 X—)

il Avw— K FTABLADATF—F ZAOWE (24 R—)

B o Rx7LoEE



B!

A7 1%

E N |

efil : A~v— bk FZ 2 AKR— bk URL OFE (25 X—)
Bl AL ADER (25 R—)

Bl T4 ADY V=R (26 ~—)

il TA R ATRIOEME (26 —)

il TA B ATRIORE (27 —)

il TARUATRIOER (29 X—)

il TA B ATRIOHIER (30 <—)

M TA B ATRIOES (30 <)

Av—h VT 02T T4 AEEORIE

e : Zoa~<r N Tcommit)] 2SMLE T,

Ny F ARV K Zoawy FERNyFRELZ A= LTHEY, FEFIIC OV T, nelp
license smart 2% REZANLT, A T4 ~VTEZZRLTIIEIN,

Bl A~v—h o=V b b= XHR— FDOHKRTE

example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

5l A~v— kK T4V ADOHEMHE

example.com> license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the
CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []1> vy

27LEE I}
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. {51 : Smart Software Manager TD7 754 7 > AN &k

> commit

Please enter some comments describing your changes:
[r>

Do you want to save the current configuration for rollback? [Y]>

5] : Smart Software Manager CO T 7 Z A 7 A DX gk

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:
(1>
ODR1OTM5MjItOTQzOSO00YjYOLWEXZTULtZTdmMmY30GNINDZmLTE1MzM3Mzgws0AMDE zZNTR8W1pCQ1 IMbGVMQOWRX

O0XhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%$3D%0A
Product Registration is in progress. Use license smart > status command to check status
of registration.

Bl : 2<w—h T4 BV ADAT—ZF X

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)
Bl : A~v—h T4 BV ADRT — X ZAOWE

example.com> license_ smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

DRATLERE




Bl 27—+ r5ozk—kRLozE [

- STATUS - Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Anti-Virus Webroot Eval

Web Security Appliance Anti-Virus Sophos Eval

Bl : A~— K hT7 2 AKR— b URL DFE
example.com> license_ smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[11> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl T4 AOHR

)

GE) WET I IAT U AO2—Y =L, FA BV AZHEREIZY V—RTH5H5, £OT7 774
T AERRGET DMERDY £,

example.com> license_ smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Web Security Appliance Anti-Virus Sophos Not Requested
2. Web Security Appliance Not requested

L4 Traffic Monitor

Enter the appropriate license number (s) for activation.
Separate multiple license with comma or enter range:
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(1> 1

Activation is in progress for following features:

Web Security Appliance Anti-Virus Sophos

Use license smart > summary command to check status of licenses.

Bl AL ADY Y —2R

example.com> license_ smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Web Security Appliance Cisco Eval
Web Usage Controls

2. Web Security Appliance Eval
Anti-Virus Webroot

3. Web Security Appliance Eval
L4 Traffic Monitor

4. Web Security Appliance Cisco Eval
AnyConnect SM for AnyConnect

5. Web Security Appliance Advanced Eval
Malware Protection Reputation

6. Web Security Appliance Eval
Anti-Virus Sophos

7. Web Security Appliance Eval
Web Reputation Filters

8. Web Security Appliance Advanced Eval

Malware Protection
Bl : T4 & ATHRIOHRE

Z OFITIE, license_smart > enable reservation Y7 a< REMH LT, Cisco Secure Web
Appliance TT7 A ¥ AD TR EHMETE £,

example.com > license_smart
Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance.

[1> ENABLE RESERVATION

Would you like to reserve license,then type "Y" else type "N" [Y/N] []> N

License reservation is not enabled.
Choose the operation you want to perform:
REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.
REGISTER - Register the product for Smart Licensing.
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URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance.

[1> ENABLE RESERVATION

Would you like to reserve license,then type "Y" else type "N" [Y/N] []> Y

License reservation is enabled

(>
Bl 2 T A& ATRIORE

Z OFITIL, license smart >enable reservation 7 2= RZ{HH LT, Cisco Secure Web
Appliance TT7 A L ADFHIEZHMETE £,

example.com > license_ smart
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance. []>
REQUEST_CODE

The generation of the request code is initiated...

Copy the request code obtained on your Secure Web Appliance and paste it in the Cisco
Smart Software Manager portal to select the required license

Request code: CG- -39

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> INSTALL_ AUTHORIZATION_ CODE

Paste via CLI

Import the Authorization Code from a file How would you like to install Authorization
Code? [1]> 1

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version><piid>3c54a7ce-3b9c-
450e-9338-2£16e5801155</piid><timestamp>1650362032178</timestamp><entitlements>
<entitlement><tag>regid.2018-05.com.cisco.WSA MUS,1.0 d3£f3389a-cdc4-48e3-bc84-8b590ea2d908
</tag><count>1</count><startDate>2022-Apr-08 UTC</startDate><endDate>2022-May-08 UTC
</endDate><licenseType>TERM</licenseType><displayName>

Web Security Appliance Cisco AnyConnect SM for AnyConnect</displayName><tagDescription>
Web Security Appliance Cisco AnyConnect SM for AnyConnect</tagDescription>
<subscriptionID></subscriptionID></entitlement></entitlements>
</authorizationCode><signature>MEYCIQCiylV1TxBDYxxSagqexFEXK4ThHVVXEJprhgK83j72FAAThAIBgyc450uxiZlpA
/phZ/PR/Xf17e3rxc2AZCY3GH002</signature><udi>P:WSA, S:2AE28096313B</udi></specificPLR>"D

The SPECIFIC license reservation is successfully installed on your Secure Web Appliance
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.
SUMMARY - Show Smart Licensing status summary.
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DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance.

[1>

DOIRXRMIA—FERBBDT ISATVADAT—E R
[1> STATUS

Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: IN_ PROGRESS

Return Code: CAt6Dx-G8K1lQOn-dEY8gs-EFQyyA-nkSNEY-s6hZNi-PnpxMb-rxjGWV-QJjP
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 54 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsaz28l.csl

RERDTISATVADRAT—E R
[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: SPECIFIC

Evaluation Period: Not In Use

Evaluation Period Remaining: 83 days 3 hours 32 minutes

Registration Status: Registered ( 28 Apr 2022 04:42 )

Last Registration Renewal Attempt Status: SUCCEEDED on 28 Apr 2022 04:42
License Authorization Status: Not Authorized ( 28 Apr 2022 04:42 )

Last Authorization Renewal Attempt Status: SUCCEEDED on 28 Apr 2022 04:42
Product Instance Name: wsaz28l.csl

Status of the Install Authorization Code :

£ = Bl NOE S 4 9%
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> CANCEL REQUEST CODE

If you want to cancel the generated request code, the authorization code generated from
the Cisco Smart Software Manager portal will be locked.

Are you sure you want to cancel the request code? [Y/N] [N]> N
The request code is not cancelled
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.
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SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST _CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> CANCEL_REQUEST_ CODE

If you want to cancel the generated request code, the authorization code generated from
the Cisco Smart Software Manager portal will be locked.

Are you sure you want to cancel the request code? [Y/N] [N]> Y

The cancellation of the request code is initiated...
The request code is cancelled successfully

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

Xy oBINEDT ITZATUVADRAT—E2R

[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: NONE

Return Code: CAt6Dx-G8K1lQOn-dEY8gs-EFQyyA-nkS5NEY-s6hZNi-PnpxMb-rxjGWV-QJjP
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsaz28l.csl

Bl TA L ATROEE

ZDOBITIL, license smart >reauthorize V7 a<2 REMALT, HILWHEEDT A &
AaFRILIZY BEOBFDTIA B AFRELE LY TEET,

example.com > license_ smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance. []> REAUTHORIZE

[1> reauthorize

Paste via CLI

Import the Authorization Code from a file How would you like to install Authorization
Code? [1]>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>
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Rl r I LY C WIS o1 lo R/ OISO ISR0 1016707620 16201026.0 620 1020:0:20.010:0 020.0 0.0 10:0:0:0.0-0:010:0.0-0.0-0.010-0.0-0.0-10:010-0.0-0:010:00-0.0:0:010:0.0-0.0:0:0:10:6:0:0:010:0:0:6:0:0:04
</authorizationCode><signature>

MEUCTHSypYX6GBIWGZy+8t T4AqH+IGLLGU/ 05I10yS/ 250pH8A1 EAJ EubvayMyOVii2DVA 5TTFUY09c 707,/ JUXQBHL Mc T4y Dk=</signature>
<udi>P:WSA, S:2AE28096313B</udi></specificPLR>

“D

The SPECIFIC license reservation is successfully installed on your Secure Web Appliance
Copy the confirmation code obtained from Smart Agent and add it to the Cisco Smart
Software Manager portal to update the specific reservation.

Confirmation code: fxxxxfeb

CONFIRMATION CODE:
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance. []> CONFIRM CODE

Copy the confirmation code obtained on your Secure Web Appliance and paste it in the
Cisco Smart Software Manager portal to update the specific license reservation.
Confirmation Code: fxxxxfeb

(1>
il 5 A ATROYIRR

Z OBITIL, license smart > return reservation 7 <> R&fH L T, Cisco Secure Web
Appliance THNIZ 72> TV DEBEDFFE £ /213K BR T A B ZADTFRIZHIRTE £,

example.com > license_ smart
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance.

[1> RETURN_RESERVATION

After you return the license reservation, you cannot use any of the product features,
if

the evaluation period has exceeded 90 days. After the 90 days evaluation period,

you must register your product with Cisco Smart Software Manager to continue

to use the product features. [N]> Y

The generation of the return code is initiated...

Copy the return code obtained on your Secure Web Appliance and paste it in the Cisco
Smart Software Manager portal.

Return Code: CLFSav- -Ef2

[1>

Bl . Z A& ATHRIOBEL

Z OB TIX, license smart> disable reservation %7 2~ RZMEH LT, CiscoSecure Web
Appliance TT7 A B 2D TR B TE ET,
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example.com > license_ smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance. []>
DISABLE RESERVATION
Do you want to disable the specific or permanent reservation? [Y/N] []> Y

License reservation is disabled
Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.
RELEASESMART LICENSE - Release licenses of the product.
REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.
ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance. []> STATUS

Smart Licensing is : Enabled

License Reservation is: Disabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 46 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: wsa28l.csl

Transport Settings: Direct (https://smartreceiver-stage.cisco.com/licservice/license)
Device Led Conversion Status: Not Started

Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.
RELEASESMART LICENSE - Release licenses of the product.
REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance. []>

[1>

%] : Device Led Conversion (DLC) 7' vt ZDOF#EZ L B H31b

Z OFITHE, license_smart > conversion_start H7a~vw REMEH LT, Cisco Secure Web
Appliance C Device Led Conversion (DLC) % FE CTHIMLTE £,

DLC kg% FLa— K .

example.com > license smart

Deregister the Secure Web Appliance from the Cisco Smart Software Manager portal to
enable the license reservation

Choose the operation you want to perform:

- URL - Set the Smart Transport URL.

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.

- DEREGISTER - Deregister the product from Smart Licensing.
- REREGISTER - Reregister the product for Smart Licensing.
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- RENEW AUTH - Renew authorization of Smart Licenses in use.

- RENEW_ID - Renew registration with Smart Licensing.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- CONVERSION START - To manually convert the classic license keys to smart licensing.
[1> conversion_start

show _license

M (32 %—Y)
Bl Av— K FTAEBLVADAT—H A (32 %—)

fil  Aw— K FABLVADAT— X ZAOWE (32 X—)

A
A=K FA BV ADAT —HZ AL AT =2 ZADWELELERLET,
Gl A~w— K~ FALA BV ADAT—HF A

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl A~=— K A B ADRAT—F ZAOHEE

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Eval

Anti-Virus Webroot

Web Security Appliance Eval

Anti-Virus Sophos

cloudserviceconfig

)

GE)  SLRPLREZNLTAV— I BV ABBET L E, 770 RP—E R33N, B
BEKIIITOIWET A, 2OV HR—RFEI, F—7 UBEFEEHB U TCEEINT-AT— T/ B A
DA S vE T,
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. {5 : Secure Web Appliance T® Cisco Cloud Services D& 3h1t

KIZ, cloudserviceconfig>enable W7 2= K& LT, Secure Web Appliance T Cisco
Cloud Services Z AN 212~ L ET

example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMTexample.com >

il : Secure Web Appliance T Cisco Cloud Services ¢ 51k,

KIZ, cloudserviceconfig>disable W7 <2 R&MHH LT, Secure Web Appliance T Cisco
Cloud Services % sz 561 %R LET,

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
example.com > commit

Please enter some comments describing your changes:

[]> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

example.com >

1l : Cisco Cloud Services " — 4 /L~D Secure Web Appliance D % §ik

7)/’(@:\ cloudserviceconfig > register ‘9_7 a< I\%{fﬁﬁ L T, Cisco Cloud Services NR—Z )L
IZ Secure Web Appliance % B &k 5B &~ L £7,

N

GE) oV TavrRiE, Av— K Y7 b7 T4V VU TBEIIR S TORWIREET,
Secure Web Appliance?® Cisco Smart Software Manager |2 & &k S LTV 2 WIGEIZOAEH T
E3xN

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:
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5] = Cisco Cloud Services

{5 : Cisco Cloud Services 7K— % JL~ @ Secure Web Appliance® E &) & £k .

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> register

Enter a registration token key to register your appliance
[1> c51fa32bd%a31227eaab50dea873062c

Registering
The Web Security appliance is successfully registered with the Cisco Cloud Service portal.
example.com >

R—H )L ~D Secure Web Appliance B Bk

RIZ, cloudserviceconfig > autoregister I ¥ FZ{#H LT, Cisco Cloud Services 78— 4 /L
IZ Secure Web ApplianceZ B84 D2~ LE T,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically
using SL Payload.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> autoregister

The Web Security appliance successfully auto-registered with the Cisco Cloud Service
portal.

R—H )LD D Secure Web Appliance D % G fif

7}(@:\ cloudserviceconfig > deregister ‘3‘7:‘ ~ }\%fﬁﬂq L T, Cisco Cloud Services N—H
JLH B Secure Web Appliance DX Gk & fiftbr 9 25l 2~ L £,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> deregister

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> y

The Web Security appliance successfully deregistered from the Cisco Cloud Service portal.
example.com >

5l : Secure Web Appliance% Cisco Cloud Services 78— % /UIZ#%#i 7% Cisco Secure Cloud Server D3R

7&“\'6:\ cloudserviceconfig > settrs YT a<w R & H L . Secure Web Appliance’a? Cisco
Cloud Services 78— & JLZHERE T 5 72 $OIZ W E 72 Cisco Secure Cloud Server % 38R~ 5 5 27~ L
S5

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

27LEE I}



vRTFLEE |
. {5 : Cisco Talos Intelligence Services 71— % JL.H 5 O Cisco Cloud Services SIBAZ & X —D 4> O—F

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT

1l : Cisco Talos Intelligence Services v — % /L) 55 @ Cisco Cloud Services sEFAE L ¥ —D X 7 m— R

KIZ. cloudserviceconfig > fetchcerificate 7 2= K& LT, Cisco Talos Intelligence
Services 7" — % /L2 & Cisco Cloud Services REFHE & F—%2 X U o m— R4 5612 R LET,

\}

GE) oY 7 a<r Rid, BEfFO Cisco Cloud Services alEFHE D F Zh AR 314U TV 5 RRET, Cisco
Smart Software Manager (Z Secure Web Appliance % %8k L TW AL EICOAHEH TE £,

example.com > cloudserviceconfig

Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> fetchcertificate

Successfully downloaded the Cisco Talos certificate and key
example.com >

B . 7 747 > MEEWFE updateconfig

Yk@?—\ Updateconfig>clientcertificate YT a<w K % {5 F LTEEE%%& F—mT7 v — R
THEE R LET,

example.com > updateconfig

Service (images): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers
Service (list): Update URL:
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Web Reputation Filters

Async0S 180 BIEDZRT—k VI k97 S1tvR ¥— 1o+ [

Cisco Servers

Support Request updates Cisco Servers

Timezone rules
How-Tos Updates

Cisco Servers
Cisco Servers

HTTPS Proxy Certificate Lists Cisco Servers

Cisco AsyncOS upgrades

Cisco Servers

Smart License Agent Updates Cisco Servers

Update interval for Web Reputation and Categorization: 5m
Update interval for all other services: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled
Routing table for updates: Management
The following services will use this routing table:
- Web Reputation Filters
- Support Request updates

- Timezone rules
- How-Tos Updates

- HTTPS Proxy Certificate Lists
- Cisco AsyncOS upgrades
- Smart License Agent Updates

Upgrade notification:

enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

CLIENTCERTIFICATE - Upload the client certificate and key.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED_ CERTIFICATES
[1> clientcertificate

- Manage trusted certificates for updates

Current Cisco certificate is valid for 179 days

Do you like to overwrite the existing certificate and key [YIN] 2?2 []> vy

Paste the certificate.

Press CTRL-D on a blank line when done.

~D

AEFAE LB e — OFFMZ AL 0 A1 £ 97, REAE & F—ITIERICRFSNET,

Async0S 140 LIFEDAY— K Y I LDz 7 SA4AEVRF—HRA U+

A — KN VTR T TABVAZHFHC L THBET S L. Cisco Cloud Service 23HZhZ
0. BEIRICEREINE T,

* Cisco Cloud Services

%E%%wﬁ@]/ﬂ;qgﬁﬁ‘@]ﬂfb \5%/5\61\ CLI T cloudserviceconfig >

fetchcertificate 17 2= N& il L T Cisco Talos Intelligence Services 7~— 4 /L7 5
LVWEEHELZ X T o — RTEET,

e 2w — F T A B ANRFHEE— KOS, Cisco Cloud Services D H B & EHIZFEITTE £

}\/o

RET7TSATUOADTA R

Cisco Web Security (KB T 77 A4 7 ATlE, RA N ETEBT 7747 A% G179 51BMN7

A ANKETT,
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227 LEE |
. RE7ISATUVRADTA2VADA VR =)L

BT TT7A4T v ADTA ' ADFERIZOWTIE,  [Cisco Content Security Virtual Appliance
Installation Guide] #ZM L T 7Z&WV, ZO RF 2 A ME
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list. html

MHOAFTTEET,
~

GE) T TIAT L ADTA B AL LA N—LVTBEIZ, T =NV HR—F DR RL%E
I ZEidTCTxEHA,

FA B ZADOHIBNUINT %, T4 T 2%, 180 AflE*x =2V T 1 —E R LT,
Web 7 b LCEMEZMGELET, ZOHEF, EX2 V74 P—EREFEHFINEE
Moo

FTA L AOHIBENICETAEEEZZETDHIEIC, TTIAT UV AERETEET,

BEEIER
e 7T — hOEH (50 2—2)

RET7ITZATUVADTFAECVADA VR F—)L

['Cisco Content Security Virtual ApplianceInstallation Guide] ZZ& L T 7Z&W, 2D K¥F = A
N e
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list. html
[RFE] DB AFTEET,

) E— FERBEADAMIL

48 DRI

cHADY E— FNERBHA RPC) A— a2t XaT7 %y NT—ZICEP:, r—7 L5

LET, FHIZOWTIL, BEVWOT IZIAT VA EFTLDON—RT 27 HA R2BR
LTLEEY, ZTORF2 AL FNOBFFHZOWTIE., F¥aAr ey FE2RBLTLE
él/\O

s T AT U — N ERIBTATOIINERR— e Y, 7794 T ARY E— b
T RBAFRRTHDZ LR LET,

« ZOMBEERM AT 212E, EHOY == FEFERFERAAL V=T A 2D —FD IPv4 T
}\“l/)(ﬁh!égf'ﬁ* DA VE—T xR, TO®IZ T a s THHINTHWAFIETD
A% ERHE T, ipconfig 2~ > N & fif Lfﬁﬁﬁiﬂﬁ‘é ZEiIFTEEY AL

« T T TAT L ADEREBFEHRANT ST, Intelligent Platform Management Interface (IPMI)
N=U g 20%YR—bTDHT/31 A é"”"‘fi“(“% LY — F8—=7 ¢ Y — LR LBITT,
ZOEI Y= NEMFEHTELL IS TV D Z 2R L ET,

e AV RTIA VAU E—T 2 A A~DT 78 AEHTHEEMIZONTIE, 28R LTLE
XV, aw RIAf o A EF—T (A
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RPC ZiE L TEEZMEELIZS, 10~ 15 0> THLIFOH LZ RPCICHEFELET, 2
DOFFFEIFREI 12, Secure Web Appliance 7% RCP — b 2 Z41#{L L £,

TITIAT Ay —VOERE)E— FTU -ty T 586E1X. x80. x90. x95 ' —XD
N—=RT =27 CORMEATXET,

TITIAT L ADEREZ)VE—F Ty NT2881E. Z0o®7 v a rTHAISNLTWD T
JEZfEHA LT, ZOMEZFINCAEINCL, REL TR MLERHY 7,

ATy Tl SSHERIIT U T ary Yy — L R—r2FEHLT, a2 RIA A F =T AT 7 A LET,
ATy T2 EHEMREEST I LT/ A v LET,
ATy T3 UTFToavr REAHLET,

remotepower

setup
ATy T4 Tur T MNMIE->T, LTFTOERERE L7,
s COMREFRHDOIP 7T KL AL, Xy h~AIZBINF— MU= A,
cEBROFBA D~y REFEITTHEDICKE R —F4 LR T 1L —X,

INEDI VLT xR, TTIAT VU ANDT J AT HMO 7 LT oo v VITIEREL F
B A,

ATV T comit F AL TELERIFLET,

ATYT6 REEZTARNLC, 794 T 2A0ERY ) E— N CEHCEXLZ L 2MALET,

ATV T AL LT orvx m, Fk, WOTHLHEMATEAZ LR LET, L xiE, ZOBRELER
BTCEE L. ZOX A7 2 FETTHMERLLEHEN, LB LTy VT 7 EATXA L)
ZLET,

RODZARY
BEEIER
cN—KRU T TTIAT VAT T ITAT L ADEROY E—hF Utk b

A—YH—F7hHoO U DOEE
T2 ATDa—Y—F, TFI7AT A0l AL LT, TTXIA TV ALZEHRTEE
ﬁ‘o
cO—A)A—H—, TTI7A4A TV AHRIZe—INIa—PF—2ERTEET,

HEORTALICEEZE SN -A—Y—, T I9AT ARl A 0 T52—P =531 5
72012, #448 LDAP £ 7213 RADIUS Y — R—ZfEiT D LT I TV AZHRET
%ib@‘o

SRTLBE
|
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SRTLEE |
B ocrrav—7rryroam

\)

GE)  WebA o Z—T ARl A TB0, SSHEHEHATAREDEEDOHFEZER LT, 77
SAT RO L U TEET,

ESPEREYS
e — ) a—HP—TH Ty hOEH (40 X—)
« RADIUS = —%—383F (43 2—)

¢ LDAP Y —_—(Z L AN FREE O E

A—A)l1—Y—TFhOU rOERE
Secure Web Appliancel AT E OO 2 —H 20— D VICERTEET,

F 7 4V I\ODVX?A admin 77 72 M, TRTOEBREMERZ £ > TWET, admin 7h
T RDNRAT L —RIEFTEETN, ZOTHU L MERELTZVHIRT A2 LixTcE s
A,

)

GE)  adminaz—Y—DONRRAT L —XEHELUEREIZ. YA R—F 7o/ FICngby L
T<témoﬁﬂ_owf@\Fﬁﬁﬁﬂxv—%%)t/hb\ﬁ@%n~%~7ﬁ¢y%
Aay JERT 5] AL T EEN,

O—A)a1—F—7hor bDEM

4RO SRS

FATO2—F =T A YL MBGED RESAT L B A ER LET, FHa—F—0 %
7L REORE @5 S—Y) FBBLTIESL,

ATy 1 [V AT LEH (System Administration) ]> [ —— (Users) ] Zi&R L £,

ATY T2 [2—P—DiBM (AddUser) 1227V v7 LET,

ATV T3 UFOL—VIZERLT, 2= —%E AN LET,
o —P—ZINLTF, HT, BEOF vy e () BEEEHATLZLIETEETN, RO TE
HyvallTHI EFTEERA,
e 2—P—Z1T 16 LFELLFTT,

e =P —H L LTUVATATTHNINTWDREERA ( Toperator] <> Troot] 72&) Z#FETH I &I
TXEHA,

° % uunE%)ﬁi}zﬁﬁ‘é \ :L“_“H_ Zlﬁ %iguunﬁéhf_l“—ﬂ_ ZI &E%ﬁ Lf£b\J: I [_/T< f:é
W,
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a—4—7hv rodik [

ATy T4 2—HF—DKLE A LET,
ATy TE a—Y— F A4 TEBIRLET,

1—H— 54T

B

ERLA

(Administrator)

?LJ\T@:/X?-L\EQEGC;(T#é%éiﬁT7‘{ZX*§%§§$E‘L§E’9‘AO 7LC7LCL\ upgradecheck
B L Wupgradeinsta1l CLI 2~ Rid, Y AT AEED ladmin] 7w bvd
DHFITTEET,

A

a—Y—Th T N EERK, RE. BXOWIBRTEERA, AL —% J)L—FT
1. UTFOCLL a2~y FoOFEHAbHIBSHET,

® resetconfig
® upgradecheck
® upgradeinstall

FRX—% TN—T T, VAT Ly 8T v U4 P — RFOMEHLHIRILE
ﬁ—c

F_L—4 (FiAHH

Zoa—LDa—W— T Hhor M,

D R RERRTE £
(Read-Only
Operator) c BRBEDRRE FIEZ MR T DT OICEHT 21T o CIEEIXTEETN, =2 Iy ME
TEEHA,
Xy vaE I VT LI, Ty ANERGETDREDT TT4T v ASNDIH
DEEREEZMADHZ EIXTEEREA,
o 77 AN VAT A, FTP, £7ILSCPIZT 7 EATEERA,
AR FANITN—=TDa2—HP—F, VLER—FIRLRNToF T E, VAT LADAT—X

ZNEROBRD B FATTEET,

ATYT6 RATL—R% AT 50, F3ERL £,
ATF9 T BEFEEZEEFL, BBEFELET,

A—H—TFHor FOHI

ATy T [V AT LEH (System Administration) ]> [ —— (Users) ] Zi&R L £,
AT9 T2 a7 IRERENTEDL, —BEBERIN WD 22— —LIZHIGTDHIAIF/T A2 %227V v 7 LTHE

L ET,

ATYyT3 EHEAREL, RIFLET,
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B =2+—77v 06

A—H—THho v FOHEE

ATY T [V AT LEH (System Administration) ]>[—H— (Users) ] Zi&R L £,
RTFwT2 a—H—2%7V v LET,

ATYv T3 LENUT, [2—VF—DfE (Edit User) | XR—Y Ca—V—IILFT M2 £7,
ATy Ta4 BEREEEEL, RIFELET,

INAITL—ADEE

BIER A L LTWETH Ty hONRAT L—REBHT LI, Vv RUof LT, [+
7= v (Options) |>[/3A 7 L—XDZHE (Change Passphrase) | =N L 7,

o7 o NOEGEX, [m—ha—HF—FE (Local User Settings) ] ~<—C, 7D
FEMREL TRAT L —REEFTLET,

ESPEREY=]

s 2—W— T H UL NORE (42 X—)
e B O — W —D AT L — XD E (45 2—)

FIRMGEI—F THO Y FENRRTL—RADREEDERK

2—P—=THT L N RAT L —=XDHIREER L T, MBEREICAIAT L= R o—%
REIFNCEA T2 ENTEET, 22— =TI b ERRT L —XHI[RIZ, Cisco 777
AT VACERINTe—h)V a—P—ZHEHINET, KOBEMEHRETEET,

cA—HYTAV DAY, 2—FOT AV IRy I T Y FIHKREE A DR
TR A EHETEET, 22— —n 74 URAITREIT 1 ~ 60 DHEPHCTRETEET, T
7 4V MEIZ S TT,

e NRAIDL—XEHEHEDIL—IL, 07 A LB —FRRRAT L —ADOEEEZFRIND
EFTO, RATVL—ADFHHlE* EXTEET,

e NRATL—RDIVL—)b, EBREDLTRoMED LTI E, 22— RNEIRTEX H /827
L—XDOMEEYERTEET,

N

GE)  AsyncOS/X— 3 V140U TiX, /NAT7 L—X— W37 7
VRTHENZRD ET, 2L, RRTL—XIL—ILTEET S
SXFULOREXFFEILERXF, BLOIIRTL—X)L—
ILTERT HEED ) X MIHBL T,

e INRATL—RDWBE, BHI—P—RNH LA T L — R ANTEHE X, SR T L—
REREA L — X BRI TEET,

=111}

oW TIE, [BFHE2—F—D AR T L—XEHEORE | 2B LT EE,

e
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rapws 1 ——2:E [

2= THT R ERRT L —XOHIRIL, [V AT L (System Administration) ]> [—
# (Users) | "= D [R—H)V2—HF T hHU hERAT L —RXDOFE (Local User Account
& Passphrase Settings) | &7 v a » CTEFRLE T,

RADIUS :L_-Us u:L,\nIE

Secure Web Applianceld RADIUS 7+ L' R U H—E 2 Zf#H LT, HTTP, HTTPS, SSH, &
LFRFTPICK VT T IA T AR Ca 7 A o35 a—F &L £9, PAP £7-1% CHAP §8i
R LT, BREOTDICEE O — =L #fETH LI, TTIAT UV AEZRETE
F9, AERL—H DU )V—TF % Secure Web Appliance?® S F & F /a2 —Y n—)L XA T~ v
v TEET,

RADIUS un..\uIEO)’r/\/ I“o) v IT/X

INBRRAEDS A R — T AT T2 > TV DA IZ 22— 2% Secure Web AppliancelZ 2 74 5 &
TIITAT L AFUTEFATLET,

1. =P =N AT LEED ladmin] TH DU b THDINE I DEHRLET,

2. Tadmin] 7D FTRWGRIT, £7, RESNTOWDOABY—"—%2F = v 7 L,
A=Y =REDOF = N=TERINTNDENE I DEHRLET,

3. BAIONEH Y — R—|ZHEHR TERWGE, T7 74T ALY A MNORDOHNE Y — /R —
%fa::':« ‘)7 [_/gzjﬂo

4. T TIAT AP Y = NICER T ERWEE, 777 A 7 A1d Secure Web Appliance
TEZINT-e— DN 22— L L TCa—FEBEIELILI ELET,

5. 2=V =NV —N_—F I T 7T, TV AFE LRWEEES, Fhida—V—0
REST-RXZATL—XZ AN LEREIX. T I9A TV A~DT 7B ARESEINET,

RADIUS #{# A L =4\ SREREED B %h1k

ATy T

ATy T2
ATvT3

ATy T4

ATy T5
ATvT6

ATy 71

[T A7 L (System Administration) ]> [ —H#— (Users) ] ~~—C, [FMBFRAEZHACT 5 (Enable
External Authentication) ] %7 U v 7 L¥7,

RORES A 7L LT [RADIUS] Z#IR L £ 77,

RADIUS —N—DHE A "4, A— " EEH, H—I Ly 8 XA TVL—XE AN LET, T741 5D
A— ~iX 1812 T,

BALT T NETIZT T T7AT VAR —N—=0 L DINEEFFORMZ A CA LET,

RADIUS H—_—=2MEH T 558G5E7 12 2L 23R L £ 7,

(fE&) [fT7%EM (AddRow) 1% 7 VU v 2 LCHID RADIUS ¥ — —% B L £9, % RADIUS H—
IN—=ZONT, 1~5DRAT v 7=V IRLET,

GE) K 10 > RADIUS H— _—%BMTE 7,

FRRAED 72 DIZFF O RADIUS H— " —{ZHE#i T 5 £ T, AsyncOS BAMAFRFEY LT v ¥ ¥ Va2 RIFT 5

W& [FVERFEREY v v v = # A 57 v bk (External Authentication Cache Timeout) ] 7 4 —/L RIZAS L
4, T 74/ M0 TT,
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B rrows 2R LS RO AN

GE) RADIUS —R—NRT o H A L IRATL—X (b= UDBIERENTZ AT L —X72 ) %
155 L“Cl/\éia/\ . Be (00 AN LET, HEEIZRET DL, AsyncOS X, BIFED
Ty va UHPIZERRED 7= IZ RADIUS —R—{ZHT 7 A LEH A,

ATYT8 IN—T <o T EHRELET, T XTCONBRIESNZ2a——2E2EHE 0 — LI~y B 7T
BN, B BT TIAT A a—PF—na—)L Z A ST~ LT TENEEIRLET,

RIE Bl

ABRRFE X A7z 2 — 24 | RADIUSCLASS B CER SN2 I N—TZE AL, TTIAT A a—
Houa—H) a—z WAL TERFERLET, (TOBEM (AddRow) 127V v 7 LT, &hicu—
S A N BT EBINTEET,

AsyncOS |Z. RADIUS CLASS Jg (2325 C, RADIUS =2 —H%2 775747
VA a—ZE ¥ CTEF, CLASS JBIEDOE:

« I/ 3T

« K 253 7

sany, Hrw, FITEITXF R L
« % RADIUS ﬁ—%ﬁ“‘a:i@“ L 1 2L kDo~ > 7% CLASS B (Z O E
AT 586, AsyncOS 1%, ~ » 77 CLASS JBMED 721> RADIUS
2—P~DT IV RAEHEELET)

#i%cD> CLASS JBIED & 5 RADIUS = —H DA AsyncOS 138k bR S

7ma— A EE DY CTET, =& 2, Operator B — /L~ v B2 7 TV

% CLASS J&*: & . Read-Only Operator 27—/ /L2~ v B2 7 STV % CLASS
JEMED 2 273 RADIUS = —H\ZH 5 354A . AsyncOS %, Operator 2 —/L X 1

& il [ & 4172 Read-Only Operator &2 —/L{Z RADIUS = —# %) 4 TE 5,

PTFOT7 7747 A a—nid, KLHIERPE LS O DIEFIZIE ATV
F7,

« BHHE (Administrator)
o« HET

* Read-Only Operator

« A B

ANRREE S 729X T D | AsyncOS IE 7XC® RADIUS == —¥ —% Administrator = —/L{ZH| 0 4 TF
A—PFrFHn— vy |7,
TLET,

RATYyT9 EHEAREL, RIFLET,

RDHERY
EEEE
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« SRR

e — ) 22— =T hOBEM (40 =)

A—HY—TYIT7LUADESE
LR—FOERERZREDT ) 77 LU ARET, Fa2—P—Z LI FESN, 22— —n
DIITAT U RN T T IAT o AZal A 50 EMRR< B URENEH I E
K

ATY 1 A7 a2 (Options) ]> [BRBE%iE (Preferences) | Z L E 7,
ATw T2 [2—HP—3%E (User Preferences) ] X— T, [REZME (Edit Preferences) 1% 27 Vv 7 LEd,
ATV T3 MEIELT, V77 LU RAERELET,

T I77 L UREE EEA

SiE0ZF o~ (Language Web A > ¥ —7 = A AL IO CLI TEHT 5 ZFED Web ]l AsyncOS,

Display)

SUF s R S IRT FIA T LRI A v F B b X RSB A— T,
(Landing Page)

FoREND LR — FEEM#HIP | [LAR— F (Reporting) 1 ¥ 7 CTLAR— MIX L TERTDHT 74/ hDOKF
(Reporting Time Range i,
Displayed) (77 #/L )

FoRTDH LR — MTOHK T 7 A R THLVAR— MIERREND T — X DITHL,
(Number of Reporting Rows

Displayed)

RATyT 4 ERAREL, RIFLET,

EHADKRE

EE1I—Y—DNNRAITL—XEHDETE

TFIAT AT —=ANERSNEERL— =D T7 L= X2 ET 2121E, BT
DFNEZFITLET,

AT T [VAT LEH (System Administration) ]> [=—%— (Users) | Z 3R L £,

ATFwT2 [NAT7 L —ADOF#E (Passphrase Settings) | &7 2 a > T, [RELZME (Edit Settings) ] %227 U v 27 L¥E
R

ATY T3 UTOLAT v arnb@RLET,
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SRTLEE |
EREDEM

TF7oay

Bl

XA T L — A THFA] L7RVVEL
FED—% (List of words to
disallow in passphrases)

AT L IR HEER AL xt 7 7 A NVEERR L, FD7 7 A L5 &
WLTTy7e—FNLET, #HiDT v 7 r— RL>TURIOT v 7Fr—
RN EEXINET,

IRAT L— R DR
(Passphrase Strength)

FHA—F =D LWRAT L—=X2 AT 5L &2, NAT L—XRE
A= BRI TEET,

ZORTEIZEL > TRER/NA T L—ZADMERK SN2 DT TIEEH Y THA,
ZOBREF. AN LI RRAT L— XOHER ST X 2R T,

A=A ERRT IR — VBB LET, KIZ, B#RLZe—L
Tl XY REWVEFTEASTLET, BUHENRKEWIZE, HRER A
TR LTHERESND AT L—XOEBNKREE /20 £, ZO
ENITRKMENH O FHAN, EFICREREEERET D E AT L—
A DOVERR N IEF I\ REEZ 720 9,

SEZEREEZRAT LT, HOEMFLWMIZTRELZHR L TES N,

IRAT L —XOBEIIMBHETHE SN ET, iHMEE. FF 7y a—
T 47 FE w7 O NIST SP800-63 TEZE STV D K[E AR HEF T 7
oy b B —D)L— I H SN TNET,

—HRANC, FREZRNA T L= RFLUT O KD 7R 2R A TV E T
R,
o ROCF ANCT, B, BRI OB T2 3T,
cHHLWLEEOHEICH DT LR,

IS DR MEM AT NA 7 L—XEHWHT 51215, ZON—T M0k
ExENLET,

RATYyT 4 EREAEREFL, RIFLET,

TISATUADEYETICHT X2 ) T4 REDIENM

CLI =< K adminaccessconfig T2 &, EHENRT I I A4 T RAlZal A T HED
T U AR A X BITERIZT D X 91T Secure Web Appliance % i iE T £77,
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FISATURDEIY AT a2 ¥y T ZEoEm [

avy kR

B

adminaccessconfig >

banner

BHENR TA U ERADL EXIIBE LT XA MREREIND
2T T IA4T U AERELET, WebUlL, CLI, FTP 72 &' D
EEDOA L E—T A AEFH L CERENT I I74 T AT
TR RATHE, hAZLOO T A NFP—RNERENET,

CLI Z'wv 7 NMZBEY £11F 570>, Secure Web Appliance D7 % A
N7 7ANDEaA—FT 528K T, WAZLTHFA L
H—RCEET, Z7ANNPLTHRANET v u— N5,
FPTFTP 2 L CT 7 Z A 7 > AD configuration 7 4 L7 KV
W7 7 A NVEERELET,

adminaccessconfig >

welcome

T, BEEIR A IR LI E ZICERINDHRA R

TA N F—TF, ZOTFHARNI, al 4D adminaccessconfig
>panner 77X A MERICFETT T4 TV ADOREITEME U

F7,

adminaccessconfig >

ipaccess

BPRE DY Secure Web Appliancell 7 7 & 245 & & Ok T D IP
7 RLAZGHIELE, FHEL, EEO~ Y U EITRELE
—EBNDOIPT RLAZFFOVI UL T T I7AT VAT 72 A
TEET,

T RALZFTAY A MIHIRT 255, IP7T RLA, 7y
b, F72IECIDR 7 RLAZEETCEET, 774/ TR 7
TIALT VAT I BATEDLHT RL A2 —EFRRT 5 L. BE
D~ DIPT RUARFF[Y 2 NORYIOT KL AL LT &
FRINFET, FAIV A IDPLBED~ T DOIP T KL A ILHIBR
TEEH A, ZOHRIT. WebUIZHEHA L THERTHILEHTE
9, 2V =Xy b I—7 T A 48—) ZHMLT
<TE&EW,

adminaccessconfig > csrf

BEOHLER, 30T LAEEREZH LT, Znnd
T DD END, WebUL D7 1 24~ B4 E#
HEREZ AN LE 9, RO EX =2 VT ¢ 2RI HITIE,
CSRF {#i#% A F—T7 M T D L2 L E4,

adminaccessconfig >
hostheader

HTTP R CHA b ~u X —%FHTLLOBRELET,

F 7 4V b T, Web UL, HTTP ZRINTWeb 7 74 7 2 k>
DIEEINTEHRA NNy X —Z2HLUSELET, EXa Y
TAE@BmDBIZDI, TTIAT U ABEBEDERA NG, DEDT
TITA T AITEEE SIT24HT (wsa_04.1o0cal 72 E) OFH M
LOSETHEIITWeb UL ZRETDHZENTEET,

27LEE I}
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avwok HL:l
adminaccessconfig > FETI7T 4 EET 4 DEALT T MR, 2FVa2—F—nua /7
timeout T RNTHETICHT 7T 47 TOBNLHE (08 #FBELE

T, 5~1440%r (Q4EffH) OfEEEETCEET, T 740 MEIX
3043 T, ZOFHIE, WebUIZ AL CERTHZILELTEE
T, 2—P— Ry NT—7 TR (48 2—) ZBHLTL

72EW,
adminaccessconfig > BrEDREX AT FTH2VR— b TD 04 —7 ZAN—%(ML
how-tos i—a—o
adminaccessconfig > WHHEN L DS SSLIES (56 ¥y hRFSLLLE) #fEA LT
strictssl R—F 843 DWeb A v Z—T ARl AL TEXAHEHIT,

T IFIAT U AERELET,
K VMARSSLIE RS2 NEELTDEIEHICT IIAT UV AZHRTET
HE, TOEFITHTTPS #HH L CEHOBTTY 794 T A

T 7B AT HEHEICORLMEHAINET, HTTPS Z A L C
Web 70 F NI SILTWAMMD Ry hT—F T 7 4971

ITEH S ER A,
adminaccessconfig > ul A UERPRETAIEERTELET,
loginhistory
adminaccessconfig > FFe 74 oy a O REZZHTE LET (CLLIEB L Web
maxsessions A B2 —T A X) °

A—Y—Rxy bI—0 70X
AsyncOSS, T TA TV ANLIET 7T 4 Tipa—W—%ua s/ 7o b5 E TORMZEE
TEET, £, HFATL2— VRO 7L ETHI LB TEET,

Byvar AL LTY ME, FHEELZED, WebUl £72/T CLIICE 74 > LTV TRTO
A=Y —ZEASNET, AsyncOSHR I T U b Lica—V =i, 7T I7A4T7 207 A
NV FA VT PERET,

\)

GE) TDEALT T FOEEZRET HITIE, CLI adninaccessconfig > timeout #fEHT A2 & & T
%iﬁ—o

ATY 1 [VAT LEH (System Administration) ]>[% > b7 —2 77 & A (Network Access) ] Z R L E7,

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

AT T3 [Bvva T2 T 47 XA LT~ (Session Inactivity Timeout) ] 7 4 —/L NIZ, v/ 77 b9 5FT
WCHRT 22—V =0T 77 4 7R Z 5 TATI LET,

B o Rx7LoEE I
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gEEz7L—2X0uty b+ [

5~ 1440 77 Q4 Bff) OFPEHTH A A7 U MEBEERTEET, 7 74/ MEIF 30 5 TY,

ATy T4 [2—P— T A (UserAccess) | Z7 3 a T, 22— =DV AT AT 7 vAZHBELET, (EED
B 2777 (Allow Any Connection) | & 721 [FF/E DFEfc O & % 7F 7] (Only Allow Specific Connections) ] ?
WP EL AL ET,

(5 E DB D A% FF Al (Only Allow Specific Connections) ] % A 2T 256, ¥EDOERZIPT KL A,
P&, /X CIDR&#GHE LTERLET, 7794 T FIPT RLAEEBIZ, TTIAT U AIPT
RUAMN [—H— T 7 X (User Access) | E7 T a VICHBRNITBMSVET,

RATYyTE5 EHAREL, RIFLET,

EHENRAITIL—ADY Y k

1R BHEIIZ
sadmin 7 B 7 R D/RAT L— XK RGEIX, B A — PR — bk T g ZIERE
LTARRATZL—X%EVEy FLTLZEN,
e NRAT L —ADEFITRIEEIZANTR Y, BREEEETH2HLEIIH Y FH A,
TRTOEHEL LD —Y— L, ladmin] 22— —DRA T L —XEZLBETEET,

ATy T [EHT 7747 A (Management Appliance) ]>[> A7 L& FL (System Administration) ]> [ —H—
(Users) | IR L £,

ATvF2 [User (—H—) 1V AFTladmin] V> 27 %27V v 7 LT,

ATY T3 [NAT7 L —XDAEHE (Change Passphrase) | Z %R L £,

RT9T8 FHLWSRAT L —XEERT D0, £ ANLET,

. o > = > =L
EREnt=-AvE—2CDRIET FLADETE
LAR— M IZ AsyncOS I K » THARENTZ A=V DIRET KL AZHETEET,
AT T [VAT LEH (System Administration) ]> [I{E557 F L A (Return Addresses) ] Z34R L £7°,
ATy T2 [BREOHE (Edit Settings) 1227V v 7 LET,

AT T3 FoRrg, 22—V -4, BEORRAAL A E AT LET,
ATy T4 BEFEEEGFL, RIFELET,

I 27LEE I}
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75— hOgE
77—k &1E. Cisco Secure Web Appliance THA L TV 5 A X2 MIBHT 2 IHF MM FLE ST
W5, BT A—UCKDBMOZETT, INHDOA XY MNIF~AF— (F#R) ATy —
(Z VT Hn) ETCOEBE (FIFERE) LIARHY, —RIZT 7747 A0k
FED L R—F b FIITHEREICEE L TV ET,

)

GE) 77— hFEEMA— BN EZETDHIZNE, TTITATUVARETA—IV A vE—T~O%G
WZHET 2 SMTP U L— AR A FERIETDLENH Y 17,

75— FONEEEXE
T I MIEENDERIZ. 77— FOGEHEEBREIZL>TREV T, 77— FMEEIZ
KETDHT I ML ERELRETEET,
75— DS
AsyncOS I F DX A 7 DT 7 — FEEELET,
« A7 I (System)
e/— R =7 (Hardware)
« 7 w77 —%4 (Updater)
* Web 7’22 % 2 (Web Proxy)
« ¥ /LU =7 %K (Anti-Malware)
* AMP
*L4 T 7 (v 7 F=4— (L4 Traffic Monitor)
« #M58 URL 77 2V (External URL Categories)

R —DF R

TI3—FOEXE
77— ME, ROBEKEICHE> TEEINET,

c ZUT 4 v TS DB B ) T,
B ARESS D VI PRERMEEZIEIE T —, TSISHANLERGE D F

o

el

|

AFH TR, ADIN—T ¢ UHEEE TR SN B IEH,

=

B o Rx7LoEE I
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75— tz2iEzogE ||

75— FEEEOEE
“

GE) AT ALOEy T v W AutoSupport & A Rr— 7 /U LT2A, FEELZETFA—NL TR
xmfﬁfwikﬁﬁiwﬁix@??%%%%@Li#(T7¢wF)O:@&Eﬁwo
THERETXFET,

TI5— FREEDEMS L VHEE

ATy T [VAT LEH (System Administration) ]>[7 77— b (Alerts) ] 23K L F 9,
AT9 T2 [7T7— 1+ 3%(E#H (AlertRecipients) ] VA N CTZEFEEZ 7V v 7 LTRET 20, [ZEFOEMN (Add
Recipient) | %27V v 7 L TH LW EZEZBIIL 7,

ATYT3 ZEHEOEFA—NT FLAZBMELIIRELET, BEOT FL22h o~ TR > TANTL L
HTEET,

ATYTE KT T— s ZATTLIC, ZIETHT 7—FOEREEZERLET,
ATy TS BFEEZEEFL, RFELET,

75— FREFDHIRR

ATYT1 [V AT L& (System Administration) ]>[7 7 — b (Alerts) ] Z3#IR L £,

RATY T2 [77—b%E#F (AlertRecipient) | DY A T, 77— " ZEHFICHIGTLIIF/TA a7 v L
ThHEELET,

AT9T3 EREARGFELET,

T I MREF T A=V RRETHLIZO, TXTOT 7 — FOMEICHELET,

ATy T [VAT LEH (System Administration) ]>[7 7 — b (Alerts) ] 23K L F9°,
ATv T2 [REOHE (EditSettings) 127 U v 27 LET,
ATV T3 MEIELT, 77— FOREMBERELET,

v A Bl

77— bhDOREFEIET N |7 T — b EEETDH & EITMAIT D RFC 2822 #EH#Lo [Header From:] 7 N LA,
L' A (From Address to | ¥ A7 LD A R ( Talert@<hostname>] ) 123DV TT R LA % HEERKT
Use When Sending HAFa UHBRHESITHET,

Alerts)

SRTLBE
|



B 5—+vuxr

vRTFLEE |

TF7oay

Bl

HET 7 — FEERFO
FEHEER (Wait Before
Sending a Duplicate
Alert)

HET 7 — bORHHEEZIEELEY, 2 DORERHY £7,

[E#E T 7 — MOIELREERF O HIERE (B))  (Initial Number of Seconds to Wait Before
Sending a Duplicate Alert) ], Z D% 0 [T E L7256, EHLET 77— oW

~ U —=lIFEENT, ROVICTRCOEELET 7— MR U T H A KIEE
SNFET (ERFREICKEOE T A=V EZZETHHRENRH Y £4) . HEL
TI7—FEeEETLETITHET 2L, 77— MEXETH-NTHINL £
T, BN AL, BRI OFEMRO 2 (FoEE2 R LTy, oF0., =
DIEZE STICRET 2 &, 77— MIsBE, 158%. 35B%. 7501%. 1558
e, 315 V% & W o RIR TG SV ET,

[EET 7 — MEERORKFELRFE ()  (Maximum Number of Seconds to Wait
Before Sending a Duplicate Alert) |, [E#T 57 7—h A v E—UZEETDHREIC
T 2 I ROFMEL (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 17 4 —/V &AM LT, FFERROMEICHIRZR T D Z LN TEET,
7ol 21 WIHMEZ S ICREL., RKNEZ 60 ICRET DL, 77— MES
oo 15, 3570, 60 Fb, 120 Bb7p & ORI TEE S E T,

Cisco AutoSupport

VAU T OERERGFETINE I D ERELET,
s VAT ATHAEMEINTZTRTOTI— K AvE—VDar—
o VAT LOBEIER], status 2~ RO, BLOMH I T 5 AsyncOS
N—T g UEEINT 5%
FH, VRAIEELEH LA Ay E—Da b —E2NEOT T — FEFIT
BETLIZNEIDERELET, Ziux, ERED MEFH (Information) | DO
AT AT 7= eZETHLIOREINTWIZEFICOREHAINET,

RATYyT4 EREAREFL, RIFLET,

72—k URE

PLFOETIE, T 79— be—BRRrLET, FEOEIZIE, 77— b (NEFCHEH
i 5 descriptor) . 77— FOEBEOT XA N, il ERE (7 VT 4, fFH, E2lE
L) BEIOA v E—VDT XA NMIEENDNT A= (HFHETLIEHR) DEET0E

‘@40

N—FKHIF7 75—+

LIFDO#EIL, AsyncOS THEREN L SE8ERN—RY 2T 77— DUV ARTY, 77—
h O E BERENTHINTWET,

B o Rx7LoEE
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i
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v257875—+ |

Ayt—T T5—FDE (IS A—4

RE
A RAID-event has occurred: L 228 $error : RAID =7 — D7 % A
Serror (Warning) Mo

LIFDOFRIZ, AsyncOS THERIND SESERVAT LT T— DY ARNTT, 7I7—FD

B L ERERTEH SN TVET,

Ayt—T 77— hDE |INFA—4
RE
Startup script $name exited with error: $Smessage | 7 U ¢ AL [$name: 27 U 7 N DL HI,

(Critical)

$message : =7 — A vE—
TX AR,

System halt failed: $exit status: $output',

70T 4V
(Critical) .

Pexit_status: a2~ ROKT
a— K,

Soutput : =T~ RIHODOH
o

System reboot failed: $exit status: $output

7 VT 4 1)V
(Critical)

$exit_status: =< KOKT
o— K

o

$output : =~ KB OH
s

Process $name listed $dependency as a dependency,
but it does not exist.

70T 4 v
(Critical)

$name : 7 12 2 DA,

$dependency : —EF R I T
WA IKTEE D4 I,

Process $name listed $dependency as a dependency,
but $dependency is not a wait_init process.

70T 41V
(Critical) .

$name : 7 a & X D4 HI,

$dependency : —EFRREINT
W DARIFEMHE DA I,

Process $name listed itself as a dependency.

7 V7 41w
(Critical)

$name : 7 12 2 DA,

Process $name listed $dependency as a dependency
multiple times.

70T 4 b
(Critical)

$name : 7 a & X DL,

$dependency : —FEF RSN T
W D AR D 4 i,

Dependency cycle detected: $cycle.

7 VT 471V
(Critical)

$cycle : YA 7 MRS ST
ot ALDOU A K,

27LEE I}
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Ayt—o To5—rDE [T A=A
K
An error occurred while attempting to share L Zae Serror : FIAMTEEEASTT Bz
statistical data through the Network Participation (Warning) , |=T7— X vk—,
feature. Please forward this tracking information to
your support provider:
Error: $error.
There is an error with “$name”. 2 UF 4B |$name: 2T T 7 A IVEARK

(Critical)

L7=7 a® 2 D4 HT,

An application fault occurred: “$error”

7 VT 471V
(Critical)

$eror : T5—DOTFX A~ (@
IR L—2ZANRw 7)) |

Appliance: $appliance, User: $username, Source | {Ff Sappliance : #FE D Secure Web
IP: $ip, Event: Account locked due to X failed login | (jufommation) . | Appliance® ID,
attempts.
username : FfE O L —H—

User $username is locked after X consecutive login i Bk @t%;/;i
failures. Last login attempt was from $ip. °

$ip: v /A UREITENTZIP

7 R,
Tech support: Service tunnel has been enabled, port | |3 % $port : b—E A L RIUITHE
$port (nformation) . | &N DA — &R,
Tech support: Service tunnel has been disabled. IEER WAL

(Information)

B o Rx7LoEE
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waex—75—+ |

* The host at $ip has been permanently added to
the ssh allowed list.

* The host at $ip has been removed from the
blocked list.

Aytw— T5—FDE | /INTA—4
XE
* The host at $ip has been added to the blocked | %%+t $ip: v/ A Uit ENZIP
list because of an SSH DOS attack. (Warning) . |7 K1 A,

ERBH -

SSHZEINLCT II7A4T A
DO ERATNDN, A
i VT o x L ERIRL
RWIP 7 R A3, 2 450N
W EL ERATIZ R L7285
&.SSHO7 w27 R KT
EMSivET,

FIUIP 7 RLAMNSZ—HFNR
EgicerlZAf o35, 0
IP 7 RURIEFFAI Y A M
mEinEd,

FFAJU A ROT FLAIL, %
no»nrzuewy s JRANMIEE
NTWTHLT 7 EANRFITX
WET,

TURIIER I BRI
7 U A Kb HEIRIZHIBR X
nE9,

\)

GE) VAT AT T — M, EX—7 7 —h, XTI —h, LAR—FT T FREENFE
T, INHEDOTT— KNI, VAT LT IT—rDO—8E LTHRELIZRIZZELET,

BEREX— T 77— b

LUFDFIE, AsyncOS THEM SN D S ESERREF— 77— FD U X T, 77— 1D

il & EREARM SN TWVET,

Ayt—o To—rDE |[INTA—4

RE
A “$feature” key was downloaded from the key | {&#f $feature : BERED 4 i,
server and placed into the pending area. EULA (Information)
acceptance required.
Your “$feature” evaluation key has expired. Please | #% 45 $feature : BERED 4 i,
contact your authorized sales representative. (Warning) .

27LEE I}
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n¥T T Ik

representative.

Ayt—o TI—bDE |INFTA—4

KE
Your “$feature” evaluation key will expire in under | #/£ $feature : BERE DL il
$days day(s). Please contact your authorized sales (Warning) .

$days : HERE - — DRI
HETDOHK,

LT DL, AsyncOS THEREINLHIEISERRFX LY TI7— DY ARNTT, 77—~

A L HRE SR S LTV E T,

Ayt—T TI7—FDE |INFA—4
RE
Serror. 15 $arror : =TF—D FL—ZNy
(Information) . | 7 3551,
Log Error: Subscription $name: Log partitionis full. | 7 U5 ¢+ H /L |$name: 27 7T 27 J 7

(Critical)

>a v,

Log Error: Push error for subscription $name: Failed
to connect to $ip: $reason.

7 VT 4 1)V
(Critical)

$name: 7/ YT Ry U
a4,

$ip: UE— R RARDIP T
N

$reason : T T —IZOWNT
T BT A b,

Log Error: Push error for subscription $name: An
FTP command failed to $ip: $reason.

7T 4 v
(Critical)

$name: 7/ TRy U
va v,

$ip: VE—FFAFDIPT
]\‘\[/XO

$reason : FIESIZ DV TELA
TBHTEXA b,

Log Error: Push error for subscription $name: SCP
failed to transfer to $ip:$port: $reason’,

70T 4 v
(Critical) .

$name: 1/ BT A7 VT
g v,

$ip: VE—FFAFDIPT
FL &,

$port : UE—h KA RDKR—
SR

$reason : B SIZ DV TCHELA
TAHTEA b,

B o Rx7LoEE
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nx>s 75—+ I

Ayt—o

75— rDE
KE

INTA—4H

Log Error: 'Subscription $name: Failed to connect
to $hostname ($ip): Serror.

7 VT 4 J1)v
(Critical)

$name: 7/ YT Ry U
a4,

$hostname : Syslog —/3—®
RA M,

$ip : Syslog —"—@DIP 7 K
L,

$error : =TT — AvE—TD
?#X }\O

Log Error: Subscription $name: Network error while
sending log data to syslog server $hostname ($ip):
$error

7 VT 471V
(Critical)

$name: 7/ YT Ry U
va v,

$hostname : Syslog —/3—®
71“} ]\%O

$ip : Syslog F—/X—D P T
LA,

$error : =T — A wykE—TD
?#Z ]\O

Subscription $name: Timed out after $timeout
seconds sending data to syslog server $hostname

($ip).

7T 4 v
(Critical)

$name: 7/ YT A7 U
va v,

$timeout : FPEHALO X A LT T
I\O

$hostname : Syslog —/3—®
71“} ]\%O

$ip : Syslog F—/X—D P T
LA,

Subscription $name: Syslog server $hostname ($ip)
is not accepting data fast enough.

7 U7 4 b
(Critical) .

$name: 7/ YT A7 U
a4,

$hostname : Syslog $—/3—®
Z]_\‘X ]\%o

$ip : Syslog —/"—®D P 7 K
L,

27LEE I}
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LR—F T 77— 1

$max num files. Files removed include:

$files removed.

Ayt—o TI—bDE |INFTA—4

RE
Subscription $name: Oldest log file(s) were removed | {7 33 $name: 2/ TRy S
because log files reached the maximum number of | (fymation) . |2 3 >4,

$max_num_files: @ 7 H 7 2
7Y a T EICHFRER
57 7 A NVDORRE

$files removed : HIFR S 7=
T ANDY A K,

PLFDFIL, AsyncOS THEMREND I EFIEFRLA—KNTI7— DU ARNTT, 77— FrD

il & ERENRM SN TVET,

Ayt—o To—rDE |[INTA—4
RE
The reporting system is unable to maintain therate | 7 J 5 ¢ WAL
of data being generated. Any new data generated | ;.
will be lost.
The reporting system is now able to handle new | 53 WAL
data. (Information)
A failure occurred while building periodic report | 7 U 5 ¢ )L | $report_title: LR— F DX A
‘$report_title’. (Critical) . rL,
This subscription should be examined and deleted
if its configuration details are no longer valid.
A failure occurred while emailing periodic report | 7 U 5 ¢ 7)1 | $report_title : LiR— h DX A
‘$report _title’. (Critical) . ML,

This subscription has been removed from the
scheduler.

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

I

e
=

(Warning) .

$threshold : L &=\ MiE,

B o Rx7LoEE
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TYvITT—RT5—k

7v77—5275—+ |}

Ayt—o To5—rDE [T A=A
RE
PERIODIC REPORTS: While building periodic | 7 U 5 ¢ 7)1 | $report_title: LAR— h DX A

report $report _title' the expected domain
specification file could not be found at ‘$file name”’.
No reports were sent.

(Critical)

b,

$file name : 7 7 A L D4R,

Counter group “$counter_group” does not exist.

707 4 1V
(Critical)

$counter _group : counter group
0)% ﬁﬁo

PERIODIC REPORTS: While building periodic
report $report_title’ the domain specification file
‘$file name’ was empty. No reports were sent.

7 VT 4 1)V
(Critical)

$report_title: LAR— h DX A
kv,

$file name : 7 7 A L D4R,

PERIODIC REPORTS: Errors were encountered
while processing the domain specification file
‘$file_name’ for the periodic report ‘$report_title’.
Any line which has any reported problem had no
report sent.

Serror_text

7T 4V
(Critical) .

$report_title: LAR— D H A
kv,

$file name : 7 7 A L D4R,

$error_text : FEAELTT—
DU AR,

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

il

ik
=

(Warning) .

$threshold : L = UM,

The reporting system has encountered a critical error
while opening the database. In order to prevent
disruption of other services, reporting has been
disabled on this machine. Please contact customer
support to have reporting enabled.

The error message is:

$err_ msg

70T 4 v
(Critical)

$err_msg: =7 — A vk—v
TX AR,

LLIFD#FEIZ, AsyncOS TAERINDHIEIERT v I T —X 77— DY AKNTT, 77—

rOFH EBRENZHINTWET,

27LEE I}
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Ayt—o —rDE | INFA—4

f i

-
X
ik

of

The $app application tried and failed $attempts $app : Secure Web Appliance

times to successfully complete an update. This may (Warning) . |¥= U7 4 F—E R4,
be due to a network configuration issue or temporary

outage. $attempts : FATEIEL

The updater has been unable to communicate with | 2t $threshold: : L = U ME OB,
the update server for at least $threshold. (Warning) .

Unknown error occurred: $traceback. 7 UT 4 51)v | $traceback : b L—A Ny 71

(Critical) . | ¥,

Certificate Revoke: OCSP validation failed for the | Critical $host : UPDATER H—/3—®
UPDATER Server Certificate ($host:$port). Ensure HA M,

the certificate is valid.
$port : UPDATER #—/3—D
H— b,

T TRETI— b

Advanced Malware Protection {ZBEi# 32 7 7 — MI-DUW T, Advanced Malware Protection O[]
BUZBAT 27 77— FOREERZEESRB LTI E I,

R —DHERTINT 5— b

WDFIE, AsyncOS THER SN S FIEFRRV — T F7—FDY A NTT, 77— hDii
L BERENGTHINTWET,

Ayt—T TI7—FDE |INFA—4

XE
'$PolicyType': '$GroupName' |%, A IR DOF% | 1F#H $PolicyType: 1%, Web 7"V
EDTD, T 42— MIENTHET, = HATITESLT IR

Y o BHRY =TT,

$GroupName: i, AU — 7
N—T DARTTT,

'$PolicyType' : '$GroupName' |, 3 HZIZHAIR |1 H $PolicyType: iZ. Web 7 U
e £, = A A TIFESL T 'R

Y —HHY =TT,

$GroupName: (%, AU — 7
N—T DARITT,

B o Rx7LoEE
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FIPS Compliance .

FIPS Compliance

Federal Information Processing Standard (FIPS) &, HEZ{EH T 5 BB STV E
WMERET D7D, TRTOENEETHEHN SN O E(LEY 2 — VOB ZHEL TV E
T, FIPS X, B OEF 2 VT 4 LT —% T T4 N —BEOBTF A I T D 7201
TSt £, ENAEMERMAFZEAT (NIST) 12 X > CTBI¥E &7z FIPS (. #FEUR O B % i
T EEDORM B WEEITE S ET,

Secure Web Applianceld Cisco Common Cryptographic Module (C3M) % {4 L T FIPS E— KD
FIPS 140-2 ¥l B L £, 7 74/ b TiE, FIPS £— Ri37 4 =7 LT,
ESPERCRS

* FIPS =— RNORE

LA DEH

FIPS <€ — K Tl%. Secure Web Appliance T R —7 /WIZ/2 > TN BT X TORFE{LH— B XIZ
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227 LEE |
. CLI D45l : snmpconfig

CLI @15 : snmpconfig

Do you want to enable SNMP? [Y]>

Please choose an IP interface for SNMP requests.

1. Management (10.10.192.43/24 on Management: wsa033.csl)
[1]1>

Which port shall the SNMP daemon listen on?
[161]1>

Please select SNMPv3 authentication type:

1. MD5
2. SHA
(11>

Please select SNMPv3 privacy protocol:

1. DES
2. AES
(11>

Enter the SNMPv3 username or press return to leave it unchanged.
[v3get]>
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Tz Web EROHERITZETEET,

B o Rx7LoEE
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web 7o+ nxz [

pAVAG

Bl

IPAS—T 4 JHs
A AT

[FrxE—F (Proxy Mode) ]IZ [Z1#AY (Transparent) ] Z RN L7-HEI1L, 1P
AT =T 4 TR EA T DONT N EIR L E T,
o [E) 7o 8EfEl2 %t L C DA (For Transparent Connections Only) | : ZZiE#Ek: D

=L

ANl DIH, P AT —T 4 T EFRELET,

o [TRTOEEEZKT LT (For All connections) ] : i) e Bafe & BRI 2 BEfe
WZIP AT —T 4 V7R ELET,

[7r*E— K (ProxyMode) [IZ[#izi% (Forward) |Z &R L7855 01%, [IP AT —
7 4 v TG X A 7 (IP Spoofing Connection Type) ] 1% (2 [FA7RAY (Explicit) ]1Z
%0 ET,

GE) BIRLIZIP AT —7 0 U TEEREX A 1%, A T 4« 7 FTP, HTTP. B
X OVHTTPS 3+ _RTCh7u VA shET,
N—F 4 VTR —IZIP A TS —T 47 7Fa 77 AV BINT 5T
1. MEBRLTLFEN, =T 4 IRY S —~D)V—F 4 7
L IPARAT—T 477077 A DB

ATy T4

MEIZIS T T Web 7 u X O3B ELZT LET,

AVAG P

Bl

TBEIERE D & A
7 vk (Persistent
Connection Timeout)

N H T arNET L, ZOMDOT 75 4 BT 4 B S o T-1%12,
Web 7 0 xRN T4 7T FERFT— =L DEHREZHWVEZEFICLTEHEK
e (RPHLL)

[VZ54 7> MMl (Clientside) 1o 77472 bEDERDOZ A LT U ME,

o [B—/\—1fl] (Server side) ], H— =L DEHDZ A LTV MH,
INODEZRELST DL, BERPFAWVIZE TR > TO DR IER Sfu, #5

DOBPAICESLSND A — =~y R L £7, 72720, ke Ze[RIReEERE D4
DI RBAZ#E L 7235512 Web Proxy 2381 LW 2 B < BEREDIR T L £ 7,

B A ML L CSSLNNY Ry oA JBFIT L%, 7947 FERBR T v F U
EESNRWEGA, 7 X3k Y A 2T 7 b e Tnb, 77947
v hEDBERAEIELET,

VAL, T AN MEEHERFT S 2 L AR L ET

EREE S A L7
7k (In-Use

Connection Timeout)

BIEDO R oI arNET LTWRNE XIZ, Web 72X 0T A RVREED
TIAT v NERIF =R DT — X & S SIS DRI (READ

“[#54 7> Ml (Clientside) Jo 7 547> k& OBEFED X A L7 M,
o [H—/S—fl (Server side) |, H—/3—& DEHED X A LT 7 M,
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B we 7oxoozz

pAVAG

Bl

[ RF 7K Ao 2 oe
(== K¥)
(Simultaneous

Persistent Connections

(Server Maximum

Number))

Web 71 % 3 = S —3 % — =T L TBWE S ICT 2848 (V7> b)) Dk
PN

IIAT M HIZY
D e Kz I

7747 Mo TRlh S DR 2. B8 L7EICHIR U4, Bfcik
DRE LTHIMEZ R 5 & $fehs Fry 7S, BHFEICT 7— FBRRESh
=7,

G¥) T 74N ENTIE, [Z 747 boe b O KRR (Maximum
Connections Per Client) [ I1ZHEZNZ 72> TWVET,

HIRME 2R ET DI, [7 747 > i b O RKEE (Maximum Connections
PerClient) | = v /7Ry 7 A% A LT, ROFNEEFEITLET,

o [#%#%¢ (Connections) | : #F Al S5 FIREEG S = A L ET,

[BARSGEDOL T A N — AT uX T E i — KT Y (Exempted
Downstream Proxy or Load Balancer) ]: # V> A M —A7 ¥ m— KA T
VY ERIFEOMDI TAT U MIPT RLADIPT RLAZASLET (H
T3y NETIEARA MERET HZ EITTEERA) o Web 71X TITIF,
ZOBRA ) A MZEEND IP T R L ADRBEEHGOHIRSEH SN EE A,

B o Rx7LoEE
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web 7o+ nxz [

pA=VAG P SR BA

~v B —DHARL FRICET AIERETD L a— RT3~y X —ZA L TEMLET,
(Generate Headers) « X-Forwarded-For ~v #'—|%, HTTP BER&Z%EL7=27 T4 T FOIPT KL
ArxTra—RLET,

GE) oY &‘—O)$ﬁﬁ:‘%7j‘://j‘7j‘é i, advancedproxyconfig CLI
< F® Miscellaneous 47+ 3 > THTTP X-Forwarded-For
~v X —%iEiE St E 352 (Do you want to pass HTTP
X-Forwarded-For headers?) | Z{HH L 7,

c BIRIIRERE T v T A N — A T L T, Tk
VERFRC L V a— YR T 7 B A A BT 5%, 2
NoDO~y XA —2 a5 0LERH Y 97,

« BB HTTPS B R DA, 7774 7 AL XFE~y X —%
HETEEYA, WRINEROBEE, 77747 v AT E
RTCZAEFEESNDXFF~y X —ZfEH L, SSL k> x/LND XFF
PIEE LWz, X-Forwarded-ForiZ k527 947 MNP T
R LA DR HTTPS @ ERICEHA SN b Z L idd v %
A,

s Request SideVIA ~v X —1X, 7747 "inbH— N—~OERNEIHT 5
TuxvEkrra—RKLET,

s Response Side VIA ~v X —|E, H— =67 T4 7T 2 h~OERD @IS
LH7m¥vErzra—RNLET,

Received ~y ¥ —D | 7 v T AR —Ah FrX & LTREINZ Web 77X, XU A R —A
i (Use Received | 7 1 & ¥ 51815 &7z X-Forwarded-For ~v # —ZH L CTY Z4 7 b %7
Headers) TEHEIICLET, Web 7 mFx Ui, URXMIGENTWRWERFEITLNDD
X-Forwarded-For ~> Z—® IP 7 KL A %% T ANLER A,

INEARX—TNITHERIT, FULVAMN)—A TuxoFlia— RN AT
YDOIP T RUANRKETT (7 Ry hOFA MIFATITEERTA) |

HPHER O iR FPHE R OIRik 2 A X — TNV E721ET 4 B—T M T HI2iE, [#PHER OREOA
(Range Request #h{t. (Enable Range Request Forwarding) ] F = v 7R v 7 A&fH L E T, FHHIC
Forwarding) DNTIE, Web 77U r—a~DT7 72 AOERESZRL T TEE0,

RATYyTE5 BEHEAZREL, RIFLET,

RDBERY

*Web 7BFT F¥via (106 X—)
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B websoxsxvouoa

e T UANXT LU UEAL LT g v DRIE

Web 7O0F%S £y vwia

Web 70 (%, X7 4=~ A%H ESEL20ICT—F%F v v 2 LET, AsyncOSIZ
X =71 226 727 Vyy 7] OFHOEREAF ¥ v aT— KRB, L RE~
ARXLTEFXF Yy T HEATEET, Tv v Va0 oRED URL 2445266 T
TET, INEITOICE, TOURLEZF ¥ v anbilRT 20, BHITL2E9ICF v
ERELET,

Web 70F%F> v yady )7

ATY 1 [BEXx =2V T 4% —ERZ (Security Services) ]>[Web”' &2 %3 (Web Proxy) | 2R L 9,
AT T2 [Fv v a&iHE (ClearCache) |27 Vw7 LCT V7 varzilELET,

Web 7O0%S F v v ah 50 URL DHEIBR

RATFYT1 CLLICT 7 EALET,
AT WS 2 webcache> evict A FEHH LT, LERXF Yy v 7 Y TIZT 78 ALET,

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> evict

Enter the URL to be removed from the cache.

[1>
X T 73 Enter the URL to be removed from the cache.

GE) URLIZZ' 2 F a AR EENTWRWEAIX, URLIC heep:// BIMENET (2 & 20E,
www.cisco.comﬂj:http://www.cisco.com L7y 357%) °

Web 70X (&> THFY vy a LBWLWRASL UEIZURLDIEE

ATV 1 CLILICT 7 ®ALET,
AT 72 webcache -> ignore AV N2 {# H LT, MEIp Y T A =a—ZT 7 'A LET,

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> ignore

B o Rx7LoEE
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| v2x7468%E
Web 7O D% v v —FoER [

Choose the operation you want to perform:
- DOMAINS - Manage domains

- URLS - Manage urls

[r>

ATy T3 BT EHET RLRA XA T2 AT LET (bovans £ 721% urns) o

[1> urls

Manage url entries:

Choose the operation you want to perform:
- DELETE - Delete entries

- ADD - Add new entries

- LIST - List entries

[1>

ATY T4 add EATTLTHLOYZ U R EZEBMLET,

[1> add
Enter new url values; one on each line; an empty line to finish
(1>

ATFY TS UTOFloL I, 147121 2T D, FAAL U FELITURL ZATILET,

Enter new url values; one on each line; an empty line to finish
[1> www.examplel.com

Enter new url values; one on each line; an empty line to finish
(1>

RAA FETIXURL Z4EET DHBRIC, FFEDOEMRBL (regex) LTFEEHDH I LN TEET, povarns 4
TarTi BNCE VA REMIT5Z LT, FryvadRinG RAAL L EZDOYT FAAL ke lR
NTExFEF, 72& 2L, google.com TILZR< | .google.com & ASJT B &, www.google.com, docs.google.com
REEEAT DL ENTEET,

vrLs A7V a TR ERKRHXFOE—R A TE 3, EREBROMMAITIEC O N TR, EHEE
ZZRLTIEEN,

ATYT6 HOANEKTTDIE, AMy av LRI A B —T = A AZRED E T Enter ¥— 2L ET,
ATFY T BEERFELET,

Web 7OFXSDFyvia E— RFDHER

ATV 1 CLIICT 7 ®ALET,
AT W F2 advancedproxyconfig -> caching 2~ REMHEHA LT, BEARYV T A= —ZT7 78 ALET,

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters
- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

SRF LEE
|
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B wesoxoxrysa =—roER

vRTFLEE |

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters

- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters

- SOCKS - SOCKS Proxy parameters

[1> caching

Enter values for the caching options:
The following predefined choices exist for configuring advanced caching

options:

1. Safe Mode

2. Optimized Mode
3. Aggressive Mode
4. Customized Mode

Please select from one of the above choices:

(21>

ATV T3 LERWeb 7 rFY Fv vy aREICHIGTHHEFEANLET,

AR E—F SR BA

1 t—7 oOEFE—REHEBELT, Fv v kb 7< ., RFC#2616 1135k
KIRHERL L F£ 97,

2 b Xy vV L RECH616 ~DOUERLNHEE T, T —7 T— FE kL
72354 . Last-Modified ~v Z —N{FET D & Tl x v v ¥ v TR N5
EESNTWARWESIZ, HE{LE— RFTIEIWeb 702X N4 7= b
Xy viaLET, Web 7uaxit, T4 7% F vy 2L
7,

3 VA Xy v U IR B <. RECH#2616 ~DUERLI I I/ NE TS, KiEfbe—
REHB UGS, 77V vy 7 B— RTHE, BitEHrar 720,
ETag O F~—%£, & W Last-Modified ™~ X —D72\\a 7 Y R¥ ¥ v
VaENFET, Web 7 FINIdEX v v a NI A—FZEEHL £,

4 HAR<A XK | KRT A =X el IZEELET,

F— K

ATvT4 FTvar s (DAZ~ARXE—NR) ZRIRLEGEE, EVAXLREOEEANLET (FiT. 7

TN MEOEFIZLET)

ATFYTE Ay avr RAVE—T x4 RZREAHET, Enter X—%LF7,

ATYT6 BHEAERGFLET,

RDERY
ESPERENS

eWeb 7aF T Xy via (106 2—)

B o Rx7LoEE
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web 7o% 0P xT—7425 |

Web 7OFX>DIPRT—24 204

T 74 R TIE, Web 7' B F UNTERAZIRET HPEIC, BHDOT FLRICHEOETEROXEGF
JTEIPT7 RLAZEFLET, ZHICE-oTExFa T4 i3bENETN, IPRAT—7 4
T FELCZOEELZZLE L, Secure Web Appliance?’» & Tid/a< . BRNZ T4 72 M IP
REDMDN—T 4 TRFEIR I AL LIP T RLUAMLREINTZLOICAREDL Z LN TE
EFT, Web 70XV IP AT —T 4 VT RFET HITIE, WAZLIPT RLADIP AT —7 4
T T A NVEER L, FENHEAL—T 4 T RY —ITBMLET,

IP AT —7 4 70X, BRAETIIARICERE SN N T 7 ¢ v 71k L THREL £ 77,

Web 7' % 2 i€ — N TR S TV L HEE, @Bic ) #1427 b SN RO 4,
FIIETRTOHE (FHMIC ) XA Lo b Squioskfe & FIRIICERE S 8sk) 1Ioxf LT
(IP AT =T 4 LV TH A A THRETE D) ZENTEET, PIRMICERE SN C
IPAT—7 4 VT EERTL5AF. VX —23 v b % Secure Web AppliancelZ /L —7 >
T DRy NI =T TR AN DT L EMERLTIIZIN,

PAS—T 4 TRAX—TIVT, TTIAT 2 AMWCCP L —Z I SN TWAHIRAIL,
2OOWCCPH—ER GEEIAR— MIESS =R LR — MIESS—ERX) &8k
TETHMLENHD 97,

IPAS—T 477077 A40Z%, HTTPS 7 7 4 v 7 BNB@IC ) A4 v 7 CEns4%
AORIRRHY £4, URLAT I VIREEZFH L TCWBIL—F 47 KU 2 —I2 X5 HTTPS
YA h~DT 7R SR TS IEE N,

REEIER
cIPAS—T 4T Ta T A NNOER (109 ~<—)
s Web 7 X OBE (102 _X—)

e WCCP ¥ —E ZADOHT

R

PRT—0420570774ILDERK

48 HHEIIZ

Web 70X TR ETCTOXFTE—REIP AT —T 4 VIR AA THRBEINENTWEZ &%
MR LET, FHMTOWVTIZ, Web 72X DOHFE (102 2—3) 2B LTI,

AT w71 [Web Security Manager] > [IP A7 —7 4 > 77’117 7 A )L (IP Spoofing Profiles) ] Zi#&K L F 7,
ARTYT2 [Fr77ANEBN (AddProfile) 1527 U v 7 LET,

ARTYT3 IPARAS—T 4o 7 Fa 77 A NDL4ETE AN LET,

ARTYTE AT =T 4077077 ANAIZEHDETHIPT RLAEZ AN LET,

ATvTS BEREEZEEL, RIFELET,
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27 L8E |
B rxi—o vs7ar71106m%

RDBERY

PR =T 477077 A NEN—T 4 7RY —IZBMLET, dFMiZO>NTE, L—
TULTRY =DV —T 4 TP AT =T 4 7T a7 7 A NLDBEMESRLTL
7ZE0,
EErEYY
PAS—T 4770774 LVOfE (110 2—)
IPAS—T 477 a7 7 ALK (110 =*—)

IPATS—T 0T a 75 A )LORE
Y

GE) PRT—T42 770774 NVEEHTHE, T 7 74 MIEEMIT LN TNET T
DNV—T 4 TR —TFDTa 7y A VN EHFEINET,

AT w71 [Web Security Manager] > [IP A7 —7 4 7717 7 AL (IP Spoofing Profiles) ] Z &K L £,
ATV T2 WETDHP AT =T 47 TaTyANHD) %7 v 7 LET,

RT9T3 Ta7 7 A NVOFEMEERELET,

ATy T4 BEREEZEEL, RFELET,

IPAS—T 0777 A LDl

AT 7T 1 [Web Security Manager] > [IP A —7 ¢ > 7717 7 A )L (IP Spoofing Profiles) ] Z &K L £,
AT T2 HIRTDHIP AT =T 47707 7 MIRHET 2338 TAarvw27 ) v 7 LET,
G¥) HIBELESDE L TWAIPAR TS —T 4 7 7Fa 77 AR 1OU EONL—F 4 7 RY o —I2E|
DU THENTWAESIT, T I9A T VR TEEREFREINET, ZOBESIT. 8L
ZUFDTRCON—T 4 TR —IZEN Y CTHRDIP AT —T 477 a 77 A aER
LFET,

ATYT3 EREEEL, RIFLET,

Web 7AXSDHRB LAY —

REDRIE TP a AR L~y X —%BINT 252 L1128, s ——I2k2D
Bl 72 B 2 35k T & £, 72 & x1E. YouTube for Schools & BEN B 26, B AKX L~
H—ZFH LT, YouTube.com~D T V7 a VEREZHHFOR Yy hU—7BRIEESN
7o, BRI B2 B L T 58k E LTl S5 2 N TEET,

B o Rx7LoEE |
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Web BR~ADH RS L~y Z—nam [

Web ERADHRZ L~y Z—DEM

RATFYT1 CLLIZT 7 BALET,
advancedproxyconfig -> customheaders ¥ FEfEH L T, %Eiﬁ"ﬁ‘f}‘ —a—ZT7T IR Ljﬁ’?’«o

ATY

T2

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

[1> customheaders

Currently defined custom headers:

Choose the operation you want to perform:

- DELETE - Delete entries

- NEW - Add new entries

- EDIT - Edit entries

(1>

ROE D, BERpYTavr Fe AN LET,

+7 3> |EHA

[HIER BETDOHAS L~y X —%HIRLET, 2~ RTERINZY A MO~y & — |2
(belete) T | fHF ATV D ES LM L CTHIRT 5~y ¥ —ZigELET,

BBl (New) 1 1 48ET D R AA OIS D~y X — 2B L £,

~v HZ—Df
X-YouTube-Edu-Filter: ABCD1234567890abcdef
(Z DA DfEIL., YouTube CTHREL SN A EAF—TT)
KA A DF -
youtube.com
WAL b~y X —Dfg KEIE 16k T, CR 7213 LF 2R ATEOMME G H Z LN TE
£
T AL Do~y =D

Choose the operation you want to perform:

- DELETE - Delete entries

- NEW - Add new entries

- EDIT - Edit entries

[1> new

Please enter the custom HTTP header (in the form field: value):
(1>

[:characters colon(:) and double quotes (™) are not allowed]

27LEE I}



. Web R F D/ /3R

VAR

(e (Bdit) | |BEFO~Ny X —ZfEE LIc~y A —LESHMAFT, a2 FTRSNTZY A D~y
F—ICBEM T b TV L ESZMMA L THIBRT 2~y X —2fEL T,

ARTYTE A a~v RAVE—T oA AZRDHE T, Enter F—% ML 9,
ATY TS BEFEEREFELET,

Web 70X MD/N\A /8K

e Web 72 ¥ DA A (Web BROBA) (112 2—2)

* Web 7' X v DA NAGE (Web ZROEE) (112 4—)

eWeb 72X DNANRARE (T 7V r—rar0s) (113 3—=)
Web 70X DAL /82 (Web ERDEBS)

FEED T FA T v R h D OFMIERCRFE D58/~ DO FMAER A Web 7' 1 % 2 % /31 /3
A4 2% X DT, Secure Web ApplianceZ i% & T £,

Web 70X 2 N\AR2ATHZLICEoT, UFDZ ERAREIZR Y £97,

«HTTP AR— R & LTV A2, WUNIHERE L2V HTTP FExfI 0 (F7213MAE D) 7o
Mann, ey ==k T 0 LTIV LET,

e Xy NI NOKEDSY NS DRNT T4 IR, SAT 2T DT AR Uiy,
Fw hT—27 X B L OMBPIALD X 2 ) T AL T X TRARRTLH 2L 25
ALET,

INARANE, Web 70 5 UNTHERMICY A L7 b SNDHERITH L TOREREL £, Web
TuXxlt, PIUVART LY R E—RTHIERET—RTYH, 7747 2 b bBH/RIIZHERS
SINTZTNTOEREZLH L F97,

Web 7O0F S D/NA /RAHKE (Web BRDIES)

ATY 1 [WebF = UT r~F—+ (WebSecurity Manager) |>[/ A 7SAFE (Bypass Settings) ] Z 3R L £,
RT9 T2 [NARAREOHE (Edit Bypass Settings) %7 U > 7 LET,
ATYT3 Web 7R XL NS NRATHT RLAZ AN LET,

GE) 0% XA NAY A NNOEEDIPOY TRy h~AT L LTHRETDHE, TTITA4T L AITT
RTOWeb T 74w I EBNRANRALET, ZOWRE. T34 T AL ES 0.0.000 & L
TR L £,

ATYT8 TaFx NN X MBS 2 A% 5 URL A7 2V 28R L £,
G¥) [IEFRFKIL (Regular Expressions) ]2 Web 7R X NA RRAEZHRETH I EITTEERFA,

B o Rx7LoEE
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Web 7O%30/34 $REE (FIUr—varnsd) [

G¥) HAZLURL AT AV 70X /A2 A MBI HE, WAXLAURL BT I DT
NTDOIPT RL AL FAAL UM, REILESLIRDOMWST TNNA NASNET,

ATYyTEs BEEAREL, RIFLET,

Web 7OFXSDINA NRKRE (FTVr—2arnEa)

ATYF1 [WebF = UT r~F—+ (WebSecurity Manager) |>[/ A 7SAFXE (Bypass Settings) ] Z 3R L £,
RT9T2 [TV r—varDAXy TREXMmE (Edit Application Bypass Settings) 1 %7 U > 7 LET,
ARTYT3 AX X a2 nNANRTLHT TV r—va U EBIRLET,

ATYT4 BEEKXEL, RFELET,

G¥) Webex /XA 7RAREIX, HITPS N7 7 4 v 7 I COH@EH S ET, 7272L, HITP v T 7 4 v
IOE. TTIV = a3 T I EAR) v —E N L CTry r TXET,

RY—TEDWebh 7OFS ARALAY T —

HTTPV V A NDHAZ L~y X —T a7 7 A )VEFKEL, ~y X —EXMmz T a7 7L
D TFIEEDO~y X —% R TCEET, £ 7 7 A NMTIERK 12 D~y X —%2RHETEE
T, BFEO~Ny X — T 7 7 A NVEEREIFHIET b TEET, BEEOT 78 A R
Vo—l~y X —EBXW 2 T 77 AV EZBMNMLT, BEDT Z7EAR) —nEmHEsns 4
RTORIT oY I v a i~y X —GZOb I ENTEET,
Ny A —EEXWZ T 0T A ERER TS L. IR Lctk, T IA T AN —
YT N—TOERENDOT v T AR =L TNA AZETZENTEET, TovT AR —
AT uF U Fa—FERIEE AL R L, BINORIEE A A2 L, ERENET 72 K
Vo —ZE3nWTa—PIic 7 7 v 22t L E 9,

*HTTPWeb V 7/ =X h D~y X —FEEaz 707 7 A4 LOMERK (113 X—)

e 2—W—L L T N—T Ny X —EXDEE (115 3—) (E£E)

TV RARY DNy H— T a7 A LDEM (116 X—)

AsynOS N— 9 2 14.0 LI TlE, CLI @< > K advancedproxyconfig-> customheader & f#
L7z Web 70y HAX L~y X —OIERERET 5 Z L 2R L 7,

HTTPWeb )V TR FDAYE—EEMZ TOT 7 4 LDERK
AT 71 [Web Security Manager] > [HTTP & #i 2 7’11 7 7 1 /L (HTTP Rewrite Profiles) ] Z B8R L £
ATw T2 [Fua77ANEBM (AddProfile) |27V v LET,

ATV T3 MRt H A~ A —EERZ T 0T 7 A M —BEDOLRTEEIV S TET,
ATy T8 [~y H— (Headers) | =V 7 T, ROEFHAEATILET,

I 27LEE I}
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B irwer sz rOAYE—BERZ TR T 7 LOER

G¥) [~y X —EEHi %2717 71/ (Header Rewrite Profiles) ] (21328 % 7213 Null O~ ¥ —fH %
ANTEET, ~v X —ZRFL T, Null EI3MAER L TEET L E, ~v X —IZHEY 7
ANMIEENEREAL, L2, TV MUY R —RenD~y ¥ —via ZIEERRIZT HY
ElE, fE v THTTPEZMZ 707 7 A )T~y X —4 via ZBIMLET,

s [~v & —4 (HeaderName) ]: HTTP VU 7 =X NMZEMT B~y X —4 & ASILET, i : X-Client-IP,
X-Authenticated-User, X-Authenticated-Groups 72 &
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V== AT IR D~y =RV R—-FLET,
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ERE Bz

T4 ZOURL AT T O#BIF2 AN LET, ZO4RNEL, RAY— Z/L—7ITURL
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)
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RBFTILL T D LB Y TY,
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