THOEX a2 cO—)L

ZOETHHTIARIT. RO LBV T,

e R —DEAICHT AT Ra—F—4¥E (1 3—)

« RNV T —OmHIZRT 5 URL @435 (16 X—)

«HTTPS N7 7 ¢ v 7 Z#HlflIT 2EH R Y o —DEk (75 X—)
o A U H—y NEREHIEHT HHRY >—DER (93 ~—)
*SaaS 7 /A 3 br—/L (130 X—)

CHIENT T 4 v TOMGEDORGED AX ¥ (137 =—)

R O—OBERICHT ST FA—H—D7H%E
ZOETHHATOHNAEIL, ROLBY TT,
e 2—YP—BIWIITAT N YT =T OB E (1 X—)
=W —BIOITAT N YT RN TORE: RANT T 7T 4 A 23—)
AT a7 7 ANDEME (3 —)

2—P—BLOITAT U R VT b =T O (3 R—)

BT 7 7 ANV EFREE (13 X—)

BT ANDNT TN a—T 4T (15 5—2)

ciEBl T e 7 s A LTOY eSS — NEIALATDRNT TN a—T 407 (16 2—2)

A—YHY—BELUVI9SATUoNYIYIT NI T7DONEE : BE

T 7 A Mk a— Bl a—H—x2—T 2 s (UTAT RV T I T)
DFIE, UTFOHRMOTDIATONET,

ARV —DMHICKTD N T oy g vERE V=T LET (SaaS #ERL)
* HJ&JDJIJ% K Unu uﬁo)g'ﬁ:@*
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c HAK LFHINT T 7 A AsyncOS X, TDT AT T 4T 4 DRMITHESNTH A X
LTua Ty ANEEID Y TET,
« a0 — VLR 0 T 7 AV s AsyneOS (X, WAL L T 0T 7 A NVDGRMEERT S 720
N vaizrZae—n"rrar7rANEEIDYTET, T 74V NTIE, Fr—N
V% 701377/(/1/0 muuﬂzz)“ ‘E%Diﬁ/u
AsyncOS ITIHMMBIEF TR 70 7 7 A VAW L ES, 7rn— L a7 7 A Vi3
D7Ta 7y AINTT,
AR T 7 A NMIE ] DOFMTE T EED L I ENTEET, EHROEMEE TR 7 =
T AMIT_XRTORNZ T HERH D £3,

1 OORY =X > TEHEOBH 70 7 7 A V2B RTE LT,

1 ZOM T e 7 7 A NWF, REARCKRR L — Y —IC AR N T I AR
AL, ENHOa—YP—ZEAEINET,

2 ZOMBIT a7 7 A ML, RERIEA SR EE AL

3 ’®ﬁ%7D774»T%Eéhtnwfﬂﬁw~7m\:@ﬁUVwT
llih Dﬁéz/h\ij—

4 ZOMM T T 7 A NTITRIE S — A U ARMER S, ZORY —Rn

U AND 1 OD LIV ASERSET,

A—H—FBLUVISATUORNIITRNITT7TONE: RA NSO T4

. *E&E’\Jiﬁﬁ%ﬂfﬂ Ty ANEDEER LT, TRTO2—F—F 3P HOREha—
P= N —7ICHALET, LVFMCERT 25813, 7r 7 74 TERIRY o—
AL ET,
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E}ZLE?D FRRED /XA XA oL TL fuélf\

BATOID7AILDEYE
NGO NT YT v a ORI, LFOMAI T e 7 » A VOERICHEHTEET,
73y SRAA
F7F oy k IIGLT YN TEy MEL B —0F T Fy b U R MK LT
(Subnet) WAMLENRH Y 97,
a kan ooy arfERENA e h=ab (HTTP, HTTPS. SOCKS.,
(Protocol) F 72131 T 4 7 FTP)
A— 1 (Port) FEROTaF T R— ML, BT 7 A LDR— U A MIEEHS

NCVBRERSHY ET (VA MCRRASHIHE) o BIRIOAREE
BREOT-IC, 75 9 FICRES LK — b T, BBBOSHAIL,
JaseR— b LT

1~%~x—yx/%ﬁ%ﬁ53—%~i—vmyb(7?47yk77)&~yan
k (User Agent) W7y ANDa——x—T b U X MIE#EHESTW
ézgﬁ%‘ob F9 (VX MIGRHELADHLEE) . —HO2—F— x—
YV MIGRREEZ L TE RN, itaBEZ e LRnrn 7 7 A
NEERT D ERH Y £, 2P —2—T = MNIUX, Ty T T —
2277 7% (Internet Explorer, Mozilla Firefox 72 &) 7207w/ 7

ANEENTHET,
URL 77 =Y (URL|ZERURL®URLAZT IV, #l7e 77 A VOURL AT IV U R
Category) MIFEH SN TV LHENRH Y £3 (U R MIRHEDLHD5E)
SRR AT T A VDGR E LB LT AL ENE. 7 T4 T v FORGEY
(Authentication LT o VT e 7 v A VO EMS L —HTAVERHD
requirements) R

A—H—BLVIFAT7 VT T7DHEE

48O SRS

FAE LV L& ERL L £ 3, Active Directory s8ilk L /L A DER (NTLMSSP 38 X OVEA) F
72 1XLDAP ZREE L L A DOEREZ SR L TL P&,

T 7y ANASNOEREWET D EXIC, 0 Fa—VP—2 LT 24 EHDHDT
FEELTLLEEN,
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&M

ATy T2
ATvT3

RTv74

ATy TH
ATvT6 |

ATy 17

VTR axs ¥ E— ROBEIE, BNO#NTe7rA VAt T ay (v ID) %
EATEET, N —0MAICH T OB EZB L T 7ZE0,

o (R REEY—7 U ABERLET, A —7 C ADIEREZSZR L TS0

o (BE) T T s ANICENRAAL) a—P—2ED LT, EXa T TV T 4%
A RX—=T NI LET,

o (fEE) RV T — MIOWTHEL THE £7, Ml —F—0iBifz2R LT
<TEEV,

[Web ¥ = U7 ¢ v3x—+ (Web Security Manager) > [#%5~7' 2 7 7 4 /L (Identification Profiles) ] %
IR L ET,

(e 7 7AiM (AddProfile) %27 Vv 7 LT ua7rANVEEBMLET,

Bl 7 v 7 7 A4 vDOFZEME (Enable Identification Profile) ]| T = 7 Ry 7 A& HFEH LT, ZO7a 77 A
NWaARX—=TMZT D0, 7a7 7 ANVEHIRETICEEBICT =7 M LET,

(481 (Name) JIZ—BD7 77 A N4 %EED L TET,
[#BH (Description) ] I3fE&E TY,

FIZH A (InsertAbove) | K w7 H 7 UA ML, ZO7a 77 ANVERET LR — T —T LN
ODHE%%E RN ET,

GE) PR LB LT DR O T 0 7 7 A ND B, BREE LI L LW T e 7 7 A L AR
ELET,

[ —H—#%k3 52 (User Identification Method) ]2 7 3 a > T, kBl R A8 L CRIH T A — & & 45
ELFET, BREINDIA v arid, BRLEFECLTERY 9,

a) [—W—ikBI 5 (User Identification Method) ] K v 7 Z 7> U X Mo BHilkBlFNa SR L E 7,

FTay EBA

FRRL/H A 7 bR == TR IP 7 FL AL > TlERBI S E T, BID/RT A —H
(Exempt from ITHEEH Y FHE A,

authentication/identification)

nu..\n ;ﬁﬂy‘l 'U:_ :L‘—“H-‘—ﬂj)\jj L‘/L\_wuuﬁy I/T//JY’/I/ J:O’CE%JZ}DJ[Jéhij_o

(Authenticate users)

ISEICk 2 TA—H—% [I[SE—EZANA F—T VOB TEET (Fy hU—2 (Network) ]

EBHIZEH > [Identity Services Engine]) . ZALHD N7 T g v OgE, —H—
(Transparently identify | 4, 15 1 O\#F 2 €% = U 7 ¢ /L —7 & 7|3 Identity Services Engine 7> 5
userswith ISE) B SN ET, ISE-PIC BIHTIL, ISE 7 v—7 & a—F— i @nEE Sh
F9, FEMIZ OV TIL, ISEASE-PIC #—E A ZHAT 120D H AT &5

LT IZEN,
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TF7oay

A

EREELILALIZE ST
A—H—ZFBMIH
Al (Transparently
identify userswith
authentication realm)

TOF T avit, 1O EOFIE L L ARBEAGRE A R— T 5 LS
WCERINTWDL AR TE £,

GE)

Dip Ll 1 DO T 0 T 7 A JICERAFE I BRI DR E SN TV AEA.

AN

V=T —TNTIE, 2—YV—%4, T4V I N IN—T kX2 VT 4 TN—T X Tk
FHLTERY O — AL R_R—V A ERTEET,

GE)

Context Directory Agent (CDA) IV R— SN2V E L7z, FUEREEZEINT LD

2, BB — W —FRI D 7= 1T ISE/ASE-PIC #RETH L2 BEIO LET,
TSROV Y —ATILCDA ZRETHA T a AIfEHTE <2y F7,

FEAIIZ DUV T, https://www.cisco.com/c/en/us/products/collateral/security/
asa-5500-series-next-generation-firewalls/bulletin-c25-2428601 . html 2 &/ L T 7280y,

BRLIEGRUCHE LN T A=F2HELET, ZORITRLETNTORZ Vg URERT LICK
RENLDFTIEH Y £HA,

SEEL L A FE DI A

NRFHE~D 7 A — )b
X 77 (Fallback to
Authentication Realm or
Guest Privileges)

L —FEE A ISE 2 DI T X NS -

o [ A MHEMRZ YR — & (Support Guest Privileges) 1: T %27 v 3
W TERF A SN, TRTCOFBIT a7 7 A VD7 A b 2—WF— L ki
DORY —%BELET,

s [FT Y7 arEmTay s (BlockTransactions) ] : ISE Tikpl T& 72
NWZ—PF =T v F—Fy N T EAEZHFLERA,

« [ A NRfMER AR — | (Support Guest privileges) | : #Egh7e 7 LT vy
XK VEBFEICRE LT — S —ICF A R 77 v R &2+ 58548, =
DF = IRy T AeA A LET,
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[VIVv hETiZy—7 o A %8R (Select a Realm or Sequence) | : EFiK & D
ARV IV A FET2IX— o v A B8R Li?‘

[AF—L DR (Select a Scheme) | : FRAEA F— A Z®INL £77,
* [Kerberos] : 7 7 A 7 > hiX Kerberos 7 » MMZ &> TiEBEAIZTERES

s [EA (Basic) ]: 7747 MIFIZa—HF =27 LT v v L&A ER

A—H—5L0547 kv rvz7onE

NET,

LET, 2=V =BT LT ooy VB ANTLHE, BFEIX. ALY
LT UV VDORIFICOWTHRET 5T = v VR y 7 ANT 7 7 FITER
REINET, 2= =T F LI TN, 7 IF7A4T 2 MIr VT
YUX VDA EERT D FIXLRNCRFE LT LT v v v
FHEFELET,

TJULT oy /UL, REINTHWRNWZ )T 7% 2 (Base6d) & LT
EEENET, 7 TA47 2 k& Secure Web Appliance[#f] TD /347 v k% v
TFXIZED, 2P LR Z T L — AR END AR H Y F
7

[NTLMSSP] : 7 54 7> Mi&, Windows D127 A v 7 LF ooy LA
EAL CHEBMICGERRELE T, 22—V =137 LT vy LD A ZER
INFEHA,

72720, UFDBEE, 72947 MIa—HP =7 LTy /LD AN
RO ET,

» Windows 7 L7 o ¥ ¥ VT L BRBGEDS R L 7=,

TV DEF2 YT A RENRET, 7747 2 R Secure Web
Appliance Z (I L 72\,

JVT UV ME 3T A N R =T (A4 Ve A MNEROR
ZE) 12L D féc:;@{géj@ij‘o INAT V*‘Xi))%%ﬁ%jl\ LT ESN
HTEEHY EREA,

[~ Z—_—ZADFBFE (Header Based Authentication) ]: 7 7 A 7 v b

L Secure Web Applianceld, — —ZFBFEFA & A7x L, ik E

Tixa—Y =7 L7 oy VOBF AT Z RO ER A, X-Authenticated

HEIZ. Secure Web ApplianceZS 7 v 7 A kU — AT A A & L CEMET
L aICERE L £,

AT 5 &, F U A B U —LF 31 2%, X-Authenticated-User
B L O X-Authenticated-Groups (473 3 >) JEEHTTP ~v X —% L
T, a—WVP—fLa—HW—rL—7F (X7 a) % Secure Web
Appliance(Z 2515 L £ 7,

X-Authenticated-Groups ~> ¥ —|X, 77 T7A T VAT [T 7EA R
> — DA T X-Authenticate-Groups X —/7] A K I~y X —ND 7
N—"T %A H (Custom Header for matching Access PoliciesUse Groups in
X-Authenticate-Groups Header/Custom Header for matching Access Policies) ]
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A 7var ([(Ry RU—2FGE (Network Authentication) ]>[2 &2 —/X
VIR TE DR (Edit Global Settings ) 1>) ##E L TWALAIZOARE
EENnET,

GE) X-Authenticated ~> ¥ —{%, 77 EBA R o —F T —
TAVT R —IZOHRBEHTEET, 2L, [~y & —
N—ZADFBFE (Header Based Authentication) | 238 20272 >
TWDkA 7 v 7 7 A VOEFALR Y > —~DOBENT T 1T
HEINEREA,

o [ A NEHER AR — b (Support Guest privileges) | : gh7e 7 LT vy
ML VGRRRCRR L e — =27 A N T 7B A ZFFr T 5856, 2
DF v IRy I ReF T LET,

T N—TRRFED L)L L s [LIVAETIT Y — 2 A& BRI (Select a Realm or Sequence) | : EFRH
(Realm for Group HDOFBFEV IV L ET T — T AZEIRLET,
Authentication)
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(Authentication
Surrogates)

BEAFDORIBIZ N T oV 7 v a v ha—Y—ICBEMT A HEEZREELET
(A7 a i Web 7 OREBETE—RNIZIVRERYET)

«[IP7 RL A (IP Address) ]: Web 7' 1 % /1%, 5%/330) IP 7 ]\ L A DE
SRR A ——Z B L E 3, R — kB D I, ZoF7
varEBRLET,

[k#erd7e 7~ ¥ — (Persistent Cookie) ]: Web 7' u ¥ %, 77U 7 —

Var itk —F—HITkEZ v ¥ —EERTHZ EITED ., FF

;q50)77 Vor—vay boRiRgAa—F—%BLES, 77U r—
CarEKTLTHLZ yX—IFHIlRESNERE A,

[Ev a7 v¥— (SessionCookie) |: Web 7' mXx %, 77U r—
varZ eIl RAL OB — P —HITKF Y v X —F BT D 2
LIk, BREDT Y r—vay EOREEE A —F— & B L E
T, (2L, 2= —RELT7 7V r—2a Vb RET RAA ATk
LCERDI VT UV VERE LGS, 7y —id EEEXINE
T) o TV =2 a &8 T7T0L7 vy F—ITHIRENET,

[t %7 — k72 L (NoSurrogate) ]: Web 7' 1%, Hms— &
LT LT ooy vaX vy vatd | B LU TCP Bl & & ICRRGER
Ha—P—%BHLET, 2O T arEZRIRTHE, WebA ¥ —
7 xA AFHEHENL Ro o2 OMOBEET 4 E—T M LET, 2
DA T a o iFk, WRZREREE— NICREL, [y hU—72

(Network) ]> [muu (Authentication) ] X—Y T2 LT ¥ ¥ VD5
T 42— NI LT ZICORMBEHTEET,

[BIREY 7 + U — RELRIZIE UV a7 — Mg EZ A (Apply same surrogate
settings to explicit forward requests) | : BRI ERIZEHIT B 24— b
EIRMESRICEAT 2HA AT LET (2 LT vy v LOREAL
MEHBICA R—=T T2 D £, ):@jfyaym Web 7' 12 %+

METUART L b F—= FTRASN TV OHEICOAFIRENE
‘a‘o
GE) o [/ m—/VLEHGERR E  (Global Authentication Settings) ] T,
ﬁ‘/\’C@%?k ﬂﬁ‘éuunﬁj‘ﬂ& cNDZA LT T MEE
"TEET,

c WA AEEY 0 A — K~ (IP 7 KL A, K#HiH) Cookie, &
2= v Cookie 72 &) ZMiHT D X5 IT#AI 7 7 7 A L%
BRIELTcSe., TR, hotue s — KN T 7
A VIR —3K LCH, IPT K LAY sr—hk %‘f@i‘ﬁﬁ L e
SNnET,
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ATY T8 [A "=y T DiEFK (Membership Definition) |77 v g > T, IR LB FRICE L7 A =Ty

TRTGA—=ZERELET,

TIEHY ¥ A,

UTORIIRT AT v a3, T_XTO2—F—35 5 N THEHTE 500

A=y TDEZ (Membership Definition)

A—H—DJ/ATAIA 23—
MNEZE (Define Members
by User L ocation)

ZOHNT a7 A NOBERRELE LT, [A—hL1—HF—DFH (Local Users
Only) 1. [VE—+ta1—H¥—DH (RemoteUsersOnly) ]. E£f=I& [l
(Both) &% ELET, I CTORIIL, ZOfH 7T a7 7 A LTl FlEE
TRRGERR I L ET,

TRy RBIADINDTE
% (Define Membershby
Subnet)

oMM T 7 s ANEEATAT RLAZ AN LET, IPT7 RL- A, CIDR

Ty r, BIOYV T Xy hEASTTEET,

GE) I ASTLZ2WEAIT. T_XTOIPT RLAIZZO#RI7Ta 7 7
ANBHEAEINET,

A raLBA D IDE
% (Define Membersby
Protocol)

ZOWMBI T T A NEEAT ST ba L EARINLET, AT TRT
D7\ FaEERLTIEIN,

« [HTTP/HTTPS] : K07 1 2L & LC HTTP £ 721X HTTPS & 5
LT _NTOERIZEH SN ET, Z4UZiX, FTPoverHTTP, 35 X OYHTTP
CONNECTA#fER LT hor U 7 ENdZ20Mo7m ha b EGEnE
R

« [*A 7 4 7FTP (Native FTP) ]: XA 7 4 7 FTP ZRIZOA@H S 4L E
R

« [SOCKS] : SOCKS & U > —lc D7l S hE T,
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ILUIDIT&B A IN—
DEZE (DefineMembers
by MachineID)

G¥) <~ VIDICKDRFEI TR Z F— ROBZBTHHR— F SH, Active
Directory 234 ZET9,

[ZORY —=TEHvT VIDEMHEH LR T 7ZE 0 (Do NotUse Machine
ID in This Policy) ]: 2—¥—iI~I > IDICL > Tl S EHA,

c[v¥rIDENRN—RIZ LTz — Y —FGEAR Y > —DEFK (Define User
Authentication Policy Based on Machine ID) ] : = —# — 3Rz~ v
ID (2 &> TRl S ET,

[V v 7 )—7" (Machine Groups) |fEIk% 7 U v 7 LT, [RiEEHA~

> 7' —7" (Authorized Machine Groups) ] X—Y % FE R L £7,

BN 2% 7 0—7Z2412, [T 4 V7 UK (Directory Search) |7 1 —

v RIZIEBNT 2 70— D412 AL, BN (Add) 1227V >y 27 LE

o YR MPDLIZA—TEEIRT 21213, 70— 7 2R L C [HIFR
(Remove) 1% 7 Vv 7 LET,

[52T (Done) 1 %7V v 7 LTCHIDR—VIZEY £77,

[ >ID (MachineIDs) ]fHik%Z 27 V v 7 LT, [RiEFEHA~ v
(Authorized Machines) ] X— %2 FRLE7,

[FRREE A~ > (Authorized Machines) | 7 4 —/V K C, AU I —(ZBH

Fo~r D EANL, 58T (Done) 127V v 27 LET,
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R E

TR arEEBMLT, BIMOA A=y FEAELZERELET,

s [FaFXTAR—1 (ProxyPorts) ]: Web 72X ~D7T 7 AMEHTD
12U EO7r¥y F— b EEELET, A—MESZED U~ TRE-
TANLET, PARHREEEER OGS, 7 eXx sy A— M MI7 7 U¥T
BRIESIVET,

BB O E1L, siER— M ERUTT,

R— RO ID DEFIT. 77 T7AT » ANRHRIARIEEE— FCTRERS
NTWBIEE, £ 7 ITA TV BT T T7A4T 0 ATH/RANCE R &
AT A2, AR b LI LET, 7747 FERBEBRMIZT 7
TAT LAY FA VLT FENDGEIE. A— MO ID DEFRIZE>T
—HOBERPIEZINDHZENH £7,

[URLA 7 =Y (URL Categories) | : —W —EF&HFZILEFRHF 4D URL
BT AV ERIRLET, T 740 NTHE, THO A= THRERSS
SNET, 2FV, EM (Add) (FITERIRS A TWRNWEED | Web7'H
FUFTRTOI T I ZEE L £,

URL # 7 AVIZE o TA ARV TEEBZTIHILERSDHE. ZD
BT VKT DFFEERNORAT ILEDOH D & XXID 7 —T7IC
DHEFRLET,

[2—H—x—T x| (UserAgents) |: 7 74 7 v FERTROMN-T-
2P =V NTEERY = T N—T A N— T HEHL
T, ROICERINL WA~V FEERT S0, ERERE
FHLTHMBDO 7 7 VP2 ERTEET,

¥, IhoDa—HF— -0 NOREEZED LR T I LG
FELET, 2FV, A=V TOERIER L2 —P— T2 —T =
Y ENOKREEDDN, BRI —— =—U = N EAREICERINT D
MEIMEFRELET,

ATY T BFEEZEEFELCHELET (XE (Submit) | & [EEAME (Commit Changes) ]) .

RDBERY

e Ra—H— 7 LF iy /L OESSOMEE

e IR — Z AT ED Web BROEH : I (96 2—)
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ID DERNE/EIE

1R BHEIIZ
T Ty ANET 4 =T NITDHE, BET LR S Z0OM e T AL
NHIBREND2DOTHEELTLEEN,
AT T A NEFEA RX—T VI LTYH, OB a7 7 A IR Y =IO
HATONFERE A,

ATYT1 [WebtXx=VUT 4 ~F—T% (Web Security Manager) > [#3~7' 2 7 7 A /L (Identification Profiles) ] %
BEIR L ET,
RT9T2 BT 7 AN T—TNADTa Ty A NVET ) v LT, ZOTa T 7 AND M7 a7 7 AL
(Identification Profile) ] X—T %P & F7,
ATV T3 [VT7A4T v MNa—Y—ilBl7 a7 7 A LOEE (Client/User Identification Profile Settings) | DE FiZdH 5
Bl 7 v 7 7 A4 LOFZML (Enable dentification IProfile) | =4 > £/2ldA 712 L E 7,
ATy T8 EFEEZEEFLCHEELET (XE (Submit) | & [EEAME (Commit Changes) ]) .

HBA IO A ILEEEE

WO, §EA T a7 7 A NDREFEHTDEICHEREESNTWND & X, Web7 2y iny
FTAT v NEREFBI T 07 7 A MK U CREMET 2 HEE R LET,
'uuu ‘H-Db‘ ]\fot]\/
ik — & LTOIPT KL
ﬁﬁéﬁg*%{ﬁﬁﬁjqénun 'H-U/f*‘}\k LT /3{—»4

c FHRIVESR AT A a S — b LTO 7 v X — (LT oo v LD A
F—=T NI 5 TV AIEE)
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C Receive request from client. )

Compare the client request against the next (or first)
Identification Profile in the policies table.

i Yes

Is the client subnet in the ldentification
Profile’s list of subnet(s)!

iYes. or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

lYes. or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

iYes. or none defined

No
Is

the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

iYes. or none defined

‘N_o‘

Does the Identification Profile require authentication?

i Yes

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest
privileges for users failing authentication?

Assign the Identification Profile and then evaluate
L . )
the request against the other policy types.

l Yes

authentication required.

No

Terminate the request.
Reply to client with

WO, BT a7 7 A VPNEFEY 0 7 — 1~ & LT Cookie ZFEHA L., 7 LT ¥ /LD
FAEEANC LT, ERNVIRICEE SN L) ICRESN TS L EIT, Web 7 2 F 08
I IAT v NEREFBN T 0T 7 A Ak UCEMT 2 iiEE R LET,

. TR avkao—)L



| 79€xavrn—n

wATOIrALD ST a—T15 [

R 2:#3 70774 ERATOER : Cookie R—ADHO5— b

C Receive request from client. >

Is this a transparently redirected encrypted HTTPS
transaction received before an HTTP transaction?

l Yes

Is the HTTPS Proxy configured to decrypt
the request for authentication purposes?

No

¢ i Yes

Compare the client request against the next
(or first) Identification Profile in the policies table.

l Yes

Is the client subnet in the Identification
Profile’s list of subnet(s)?

l!’es, or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

l‘!es, or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

l‘!es, or none defined

=
=]

Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

l!’es, or none defined

<N_0|

Does the Identification Profile require authentication?

l Yes

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest
privileges for users failing authentication?

BANTOIT7AILD ST

l Yes

ﬂssigﬂ the Identification Profile and then evaluate
the request against the other policy types.

Woa—FT4245

o FARTEREIC B3 2 &
e ARNU —IZBT 5
« ANV DA I e
ARV —DINTFT TN a—T 4T V=) KR — FL—A
e T v FARNY —Ah xBTS E

No

Terminate the request.
Reply to dlient with
authentication required.
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FEFHTHIEICRESNTWT, =Y Ra—F =507 VB ARTEDOT A4 T T 4
T AT D25, IPT FL AL CookieN—ADRFEY = ' — h 24— =T A4 FLET,

HEBIMER 2 Ea—F—0OlFE2FEHT 5%y hT—27TiE, IPT RLAEHT Ry b
WZHASNT2 DR DA T e 7 7 ANVEERTHZ E2BED LEST, ZNICXY, IPE
721% Cookie FRFEY 1 7 — M MERH IND N E I 0 RNIRE Y 97,

R —DBEAIZ* Y 5 URL D73 %R
ZOETHHATHOHNAEIL, ROLEBY TT,
«URL bZ %7 v a O EHoME (16 X—)
«URL 74 VAV T 2o PV Of%E (20 ~—)
cURL A7 Y &y FOFEFOER (20 X—)
cURL 7 VLD bTF oo a7 nE )7 (283—)
* YouTube D535 (36 X—2)
« WAL ILURL A7 AU OFERE L OWRE (39 ~—2)
T HNVE AT YD T A NE ) T (47 R—)
T IRARY)—=TDITI T4y 7DV ZA LT b (50 ~—)
o =P DEE LGATOFF ] (51 =)
o« IR — 20D URL 7 4 L% DIERE (52 =—3)
cURL 7 ANE VT TIT4ET 4 DRR (53 —)
« EHEB (53 ~—2)

«URL AT IV IZHONT (57 =)

URL FrS YIS a3 DR 3EDME

TN—T R o—%FHLT, BbLWars o YREENTND Web YA b~DT 7 A
%ﬁ@?ék%:)?4f)y—%ﬁﬁf%i¢ Tuay s, AL ERREES IS YA
M, 7 N—T RV —DhT73Y) Tayvx FERETIHIERIGERTHI T TV ITST
TWEV EF, URL 7 IV IZHESNWTa—H— 7 7' 2% Hilfli§ % I121%, Cisco Web Usage
Controls # NI T HMLERNHV F3, ZiuE, FAAL L TV T 4 v I ALF—U— Rohrx
FHLTURL #5538 T 5~VFLAVYURL 74 VZ Y 7 =P TF,

DIFOX AT #EfTTHEEIC, URLAT IV 2HEHTEET,
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£HLE-URL FSo¥svavnnE [

TF7oay Hik

RY— T —F A=y 7D |URL & URL 7 =Y RS (18 <X—3)
EFR

HTTP. HTTPS. BXOFTP ER~D |URL BT VI kB b TP rvaro7 402
T 7 A OF|fE V7 (28 X—)

HEDRANGEIPT RLAZIEE | AZ L URL 7 3V OB L OWRE (39 ~2—
T5, a—HPF—EJEDHIAZ LURL |P)
BT U OVERR

KBML-URL b5 oH 0 a3 vnniE

BTy oire syt T2 BA R —0OREMHEHLTWeb A b~DT 7 & A
ZHET AHEAICURL 20 L E T, R — I N—T A=y T E2HRT D56
Wb R o—FFvAar—2 X207 4 RV —%2FEHLTWebH A b~DT /&
AT 28561, URLZDFELERA, TOEHBIL, 2O VUit —1_—n560
IWEa T UV EGNTTHI LS THREET 26T, ZD7®, —"—nbnEE S
vru— RTHRIOERIFIIT I LERHHRETIE, 2O VU E2FEHTEERA,

RO URL O Web L E'= 7= 3 2 22773 WBRS OFFATHIIRNICH 554, AsyncOS 13
By T Y T EITDTICEREFFA L ET,

o T YT P I URL A L%, 7 3 Offfié URL % — %y v =
WHMHLET, 2tk ->T, BEDO T oY 7o g o TCURIOISED 2 x v 2RI+ 5 2
LT, AR TCIIAERBFICN S U a VESETXET,

a7 oY mr U A R—TNITHE, NI a DR T = R
BILZENBVET, 2L FEAED T WY 2 3 1T Cisco Web FlIFH O #ill4E URL
BT Y T —ER=AEEH L THEINDLOT, BT oY aiim D U3dms, b7
VY a DI IR L TR SN ET,

BT UOYRIUO VDA r—TILE

N

GE)

ERFEADOURLATIVEEALT, 77EBARI > — (FHIET V7 EBA R —THERE
NHID) THRYT— AUNR—VyFEERTEET, £, 77EBA RV —IZLVRT

URLA 7 IV LTCT 7 v araF7C&ET, DET I/ EARY =T N—T A/ —
Ty TRAERIT H L EIT, BERO URL ZRGFICTHZ EHARETY, 72720, +—r3—n
HINEEZE LB CENa T Y S VT AN ENH Y 9, Cisco Web

Usage Controls [ZEN 2> 7 Y A LA 07 TV FHliZBHE L, RO T o7 va v
(2%t % URL OFFfiIE TR OoF I 3, 2720, TRUKEO T oY 7 v a v
FElEfE, LT IV EMEEFIATE £,
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AT T [BEX=2 VT 4 H—E R (Security Services) > [fHFFA =2 s 7—/L (Acceptable Use Controls) ] % 4R
L\i—a—(}

AT w72 Cisco Web Usage Controls & A0 L £,
ATV T3 Ma T oYY E Y LT F—T M LET,
ATy T4 BFEEEGFLUCHEELET (X(F (Submit) | & [EEAME (Commit Changes) 1) .

R55E0D URL

RO URL &%, EEBHFADOURL T IVICHABEONDAX L URL AT I VICH L
720N URL T,

)

GE) ARV =T N—TDANR—yTEAPTHEEIZ, WAZLURLADT VL, A —
TN—=T DAL=y P L TCRBIREN TWAERICOR T V—FIZEENT WS & B
SNET,

—H LW h T ERASNE N T VT g 3T T, [LAR— |k (Reporting) ]>[URL
#1722 Y (URL Categories) |~X—3 T [ I 4L T2\ URL (Uncategorized URL) ] & L T#k
HEINET, RO URL DL X, WER Y RT—27 WD Web 14 b ~DERNLAET F

T, WAXLURL A7 3V 2 L TN URL 2 7 v—7fb L. N Web 4 MMIxtd 2
TRTOEREZFATHIEZ2HERLET, ZHUTL > T, SV T/RWURL (Uncategorized
URL) ] & LTHEEND Web h T HF 7 a OB L, WE T 7 g 0i (A
A /XAENIZURLY 4 /L% VU > 7 (URL Filtering Bypassed) ] #atE#MO L L THE SN
HE I ET,

ESPERENS

s T4 NHE ) T ENIRVKRDFEDT — X IZHONT (53 8—)
o WAHZ LNURL 77 3V OERKE L OWRE (39 X—)

URLE URL AT I DRE

URLZ A VHZ YT P37 747 MEROURL & URL A7 Y #ETDH & X,
FP, RV = ITN—TIZEENTNWDHHI AL LAURL AT Y LA L TURL Z3fi L £
T, BROURLB I N—TIZEENTWDINAZ L BT I E—F LeWE, URL 7 /b
AN 2V T FDURLEZERFEADURL YT U Lk L %9, URLAS A A4 L URL
AT TVIZHEFEFHO URL A7 TV H B LA WGE, BURIRSEICR Y £,

\ )

(B RV —=TN—TDANRN— T EHRTLEXIT, WAXAURLAT VT, AU —
TN—T DA N— PR L TRIREN TV A RICDOR T N—FIZEENTWD &R
SNET,
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*HEO URL Lo THEEn RLoFE [

BED Web A FRNEID Y THNTWAE DT Y ZHERT HI121%, ROFHD URL L i
MENT7- URL O (19 2—3) @ URLIZBEHL £1°,

]7

BEIE B
« RAVEHD URL (18 =—2)

RKPFED URL LR > THESNT=- URL DFHE
ROVED URL BLUOEDES N URL 2V 2 2 TRETE £, 23T, #E5o URL
Z[RIRFIZIE(E CTE 2 URL IMEY — /& T 2D Web A hTRMEL TWET,
* https://talosintelligence.com/tickets

¢ EEEINTURL DRAT —F ZAZMRT HITIE. ZOX—T 0 [ &7z URL O A
7 — 4 A (Status on Submitted URLs) ] 5’7727 Uo7 LET,

e F7-, URLEEY— L&A LT, URLICEID Y THNTWSURL AT 2 U iR
T&ET,

* https://www.talosintelligence.com/reputation_center/support

e VL —LEFEETHITNE, YRaT v MIu A T AMLERS D 9, URL,
IP, F7IERAA BT 7 L—2 2k ETEET,

eWeb LB 2T —a U EREMRKETDICNE, [VEa2T—varbr ¥ —HRER
(Reputation Center Search) |1 7HR v 7 ZA&fMiH L 7,

URLH T3 T—4~R—2X

URLBZGEENA BT AVIE, ZA4NZ VT HTAY T—E_XR—RA Lo TRESNET,
Secure Web AppliancelZ4: URL 7 4 VX U 7 o0 T ECEREZNE L, EBOT—
R=RNRFLES, 74N F VT 7Y T —2_X—RX, Cisco” v 77— h P—s3—
MWOEMNCT v 7T — b eZELET,

URL 7 A F—=F X=X 2F, YAIRNFBLIOA =Xy FOSEIE T —FEH
ET—H VAP ENTHET, BRO1OTHIA—T> T4 L7 b Tuv=r |k
B OIFERIT, FEARETSNTHHIO O KIRICEEINET,

D Web A FNEID Y THNTWADT I ZWERT HI21E, ROFHD URL Lido
FHENT- URL OHE (19 2—) O URLIZBEIL £,

J7

ESPEREYS
e FENCLAURL T I By hOFEHF (27 ~2—)
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URLT 4 LR YV T UDERE

774V | THE, Cisco Web FIOREN URL 7 4 L4 ) > 7 22 VYRV AT KL BT
74— RTA F—=T 20 £F,

ATY 1 [BEX =2V T 4P —E A (Security Services) ]>[ffi 7 =22 k2 —/L (Acceptable Use Controls) ] % E&4R L
i ‘ﬂ—o

ATY T2 [/ a—r)VERE%ZHmE (Edit Global Settings) ] %727 VU v 27 LET,

ATy 73 A2 b —LZ2 4202735 (Enable Acceptable Use Controls) ] 7' B /37 ¢ A F—T W7 »> T
WHZ MR LET,

AT w74 KD Cisco Web Usage Controls DUV E B4R L £7,
1. 7FVr—a UHlEEANCTS
GE) AsyncOS 15.0 LAFETli%, AVC £721X ADC = P U AL TWeb b7 7 4 v 7 AT
EFET. T 74N FTHE, AVCIFADIC > TVET,
TV = a b ORFBLO A Fr— L E2 AT % (Enable Application Visibility and Control
(AVC)) ZATT 2 300 Lk LT 7V r—varindb v 4
[TV =T aromtBlar e — a2 HMICT 5 (Application Discovery and Control
(ADC)) 1: 3000 LA LT 7V r—va b 3
2. ZAFIv I arT YR YU EAIICT D
3. #i¥» URL 7 =2V DAL

G¥) WO URL AT TUMHEIT., 727 8ARY O —DRICHEHAINE T, KO URL T2
U KSEE A B R Y L —B L OB S e 7 s A VAT A Z LI TE AL

AFYTS URLZANEZ N T Do ZRTERWIREASIC, Web 7 a3 BNMERATRETFT 74 L DT 7 g
([£=%— (Monitor) |E£72X[7 2 v 7 (Block) ) Z#EIRLET, 774/ MI[E=%— (Monitor) ]
Tj—o

AT 76 BEAFELTCHEELET ([XF (Submit) ] & [AHZHME (Commit Changes) ]) .

URLh T3 £y FOEHFOEE

HAERSINTZURL AT IV DOy I, HTLWVWWeb D F L2 REELTLHEEH N7 —12
AbE T EHFRESNET, URLZT Y &y bOEHIL, #HH URL OBINCFE55%E URL
D~y BV TICEDERL TRV ES, 173V vy FOEFIZL > TEEFEDORY > —b
RENEFEINDIZEDRH D70, MURLEZ/2 D F3, URL T IV v hOFEFIIR
DY U — 2T, AsyncOS DT v 77 L— RIIHEH Y FH A,

IHBIZET o F®RIZ. LFO URL 2B AFTEET
http://www.cisco.com/en/US/products/ps10164/prod release notes_list.html,
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DLTFoOT 7y aru2ET LFET,

ETT S Hik
BTN FEAT SN DA URL 73V &y hOEFICLDEEBICHONT (21 2—
D)

(IR ED e LTI
LDHAYT BFITLET) URL #73Y &y hOFEZGOHIE (26 ~—)

HFHBLIOEHEEINTZAT VDT 75/ bRE (27—

D)
BT TYBLORY —OETBT 5T 7 — bO%AF (28
A=)

EHNEITINT URL 7 3V &y NOFEFIZETEHT 77— F~DIGE (28
~_—)

URL O 73 £y FOEFHIZKEHEEIZTDONT

URL 753V vy FOEHIZ, BEFEOT 7 A R —, HER)—, v 2a5F—F %
20T 4 RYU—, BIXODICUTOL S B B8E2 52 F4,

cURL T 2V vy hOEFIZLDZRY L — TN —T A= T ~DEE (2] N—

)
cURLAT I £y NOBEFICELAZRI S —DT 4 NEY T T I ar~DEE (21
)

URLAFTTY £y FDEBIZKBRYI—TIL—T A=y TADEE
OB arONEKIE. URLAT VI TCERTEDA LA~V v T EE L TNDHTR
TORY— 2 AT, BIXORIDITHEE LET, RV — T N—T A"~ 7N URL A
FAVICE S TERESNTWAES, 7T By hAOEEIILUTO X 5 7R 8% kT4
REMEDN BV £,
c AUNR— FOME—DEMETH T T T BHIRENTZEE, RV —F-1XID 1T
Fae—T Nz FE4,
RV —DRA L NRN— THEZHZLTWEZURL T I NEESN, FNICE->TACL Y %
FOEFEINZEESIL, Web 7% U RNFEEN L £,

URLAFTITY £y FOEFHIZKZRYS—DIANLE) T T3 oADEE
URL A7 3Y 2y FOFEHICEIY, AU —OBENRUTO LI ICEFEINDAREERH Y
£,
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B wrr55) €9 FOBHICERKRY =0T LB YULT T a v ~ORE

RY)—BLVID~DEE

HLWURL 7 2V Tk, AU —&E (Policy Configuartion) ]
NR=TD[EHFHT VDT 75/ "7 27 2 a3 (Default Action for
Update Categories) |4 7> a2 Y INHBIROWTINDT 7 2 2 P ER
SIET,

o [B/INOHIBR (Least Restrictive) ]

o [ RODOHIBR (Most Restrictive) ]
TrvasE, HLWATIAVICHLTT 740 P TRESNET,
[7 27 7 AKRY »— (Access Policies) | BL N[ AaT—F X2V

7 4 7R U 2r— (Cisco Data Security Policies) ] C, IRDFIAZFEITL E
7

o [l ROHIBE (Most Restictive) 11X [ 7 >~ 2 (Block) ]

o [/ OB (Lease Restictive) ] 1& [E=%4 (Monitor) ]
Web T 7 4 v % y7 (WIT) KU —:

« [ RDOHIBR (Most Restictive) 11X [# v 7 (Tap) ]

s [/ hOHIR (Least Restictive) 13X [# v 772 L (No Tap) |
[#87578 U > — (Decryption Policies) ] :

o [ KOHIBE (Most Restictive) 11X [ 7 >~ 2 (Block) ]

[/ OHIR (Least Restictive) ] 1% [#¥A A /L— (Pass Through) ]

HIER SN2 7 T VICBEEMTF N TWeT 7 v a VidHIR S E
ﬁ—o

AU —DRYRENT DT IVICORMMEFE L TWEEES. FORY
—1kTF =TT 9,

AU —EIFELTWD ID BHIBRS N2 T TV IZORAEF LT
A FORY —ITF 4 E—7 Ty F4,

BEAFORY > — DB T 2ERITH Y A,

EENE

H LW T U 2NB0
Sh-BE

BT 3 NHEIRSE
e

BT 3V DLEINER
EnrEBA

BT IV NGEENTE
Be

1 oOOHTITUNEEOBFHRAT IV LR 83H0E4, HLw
HFAVT I a R, [BHFHNTTIDF I AN RT 7y
(Default Action for Update Categories) | 2> O S i1 E T,
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ARV —DIDOHIT TV IT_XTUCRLT 7 a rnHy 4 TCoiTn
ToE. ~— YN T IVIIEO AT IY ERUT 7 v a R
GENET, TOIT IV T RTN [V — VR ELEMEH (Use
Global Setting) JIZERE SN TCWHGE, ~— YN T73V b [F
1 —/ NLERE & (Use Global Setting) ] IZRE SV E T,

RN =D DATAVICIEIERT 7 v a rBEIDHETHATH
G, vV ENEATAVICHID Y THNLT Vv a st ED
AU —D [ S THRWURL (Uncategorized URLs) ] DFXEIZ L -
THWRED T,

o [P I N T/WURL (Uncategorized URLs) |3 [ R > 7
(Block) ] (E72iX[7 v — bakiE % i (Use Global Settings) |
(ZFa— VR EN [7 8y 27 (Block) |0 EE) ) ITRESN

TWAHEEIE, TTOHT AVIZEW TR BHIRPE LT 7 23
U=V IR T IVICEA I ET,

* [53FE ST/ WURL (Uncategorized URLs) |23 [7' 2 v 7
(Block) 1L (F72iF [ e — Lt E% M (Use Global
Settings) ] DS (7 m— SARREN [ 1> 7 (Block) ] LSO
L)) ICREISNTWDEEIX, TOAT TV IZBWThe b il

ROFENT 7 v arPe—EINT 7 IV ICEASINET,

oA, URiTay 7 STV A Moa—FRT 7B AT
AL VIR DARENERDH Y 4,

RY = A=y TR URL AT VL > TERINTEY,
~—VICET S O T IV F2E [ I TR WVWURL
(Uncategorized URLs) | D7 7 v a VBRI — A N_\— v 7D
ERICEENTORNWEAIE, RELTWALHEIZR LT 2 — UL
RY —DENER S ET,

HIBRDEE L SDIBMIZLA TO LB T (F_XTHOT 7 v a a3
TORY — XA T THEHATEE2DITTIEIHY FHEA) .

« 7 u v/ (Block)
« HIF% (Drop)

ﬁ

% (Decrypt)
e
=

=

(Warn)

o Y ~N— 2 (Time-based)
o ==2%4 (Monitor)

« /XA AJL— (Pass Through)
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277 arBERENET, (BHN—2DOKRY >—
T, HIRARBE LW EZITRBEENT 7 v a 0
ETIERNZ EBH Y ET)

BEEE

e —UENEAT Y

(25 ~2—2)

PLF oM, AU —@ [URLY 4 /V% Y 7 (URLFiltering) |-X— YD TEIZIESNT~v—
CENEAT IV ERLTHET,

JTDAT |TTDATIY 2 SFEINTH L URL v—oEh
Y f=hT3V
= = (N/A) T=H
(Monitor)
vy Z |7vvZ (Block) (N/A) Tavy
(Block) (Block)
Jua—s | Zu—r VR E R (N/A) 7 —3 )L
JViXiE% | (Use Global Settings) RE &
i (Use (Use Global
Global Settings)
Settings)
i ses 7 a7 (Block) £ =% (Monitor) ises
(Warn) _ N o o (Warn)
TTD AT I VIZBW TR LHIRNENT
7 a R,
T « 71 w7 (Block) ¥ « 717 (Block) 721 Tav
(Monitor) 721 o« S — LA ERE (Use Global | (Block)
o I = VRGE Z Settings) (7 B — LEREMN [V
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(Za—rAn[7 | R o .
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(Block) i « Zu—sULEEZ M (Use Global | (Monitor)
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(Use Global Settings) 4 (Monitor) ] D%HA)

(70 VB B = S5 =) (50 T b ISR 7

% (Monitor) JIZF%E yooa v B

ENTWVDEHA)
A= AT IAVDT 7 a VPR | RKRPEDURL DT 7 v a ViKY — | £=4
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roTE (Block) 1.
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T
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URLH T3 v FOEHFOHIH

F74/MTE, URL AT IV &y FOEFITHBAIITORET, 72720, ZHHOFEH
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T B2 EHHEEL £9,

TF7oay

73iE

W ET =TI LG EIE, [V AT LB
(System Administration) ]>[7 v 7'/ L— K& 7 v/
7 — M DF%E (Upgrade and Update Settings) ] ~3—3

DTy 7T — =X (JRAR)
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CREFECEHTHLERS D T,

FENCLAURL AT IY By hOHE
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c HEIWH 2T 4 —T7 NI LTGAE. HVEISUTCFEITURL AT vy NEEH
TEET,

AT T [BEFX=2U T 4P —E A (Security Services) ]>[fHH7F Al =22 k72—, (Acceptable Use Controls) ] % &R L
\i —a—o

ATYT2 77T — FNRFIARENE O D EMRLET,
fERFFA s hr—L= VOB (Acceptable Use Controls Engine Updates) |7 — > /L™ [Cisco Web#l]
HOHIE - WebB 7 F U DH7 =Y U AR (Cisco Web Usage Controls - Web Categorization Categories List) ]
LT Z3N,

RT9T3 BHTHI2E, [5FT<EH (UpdateNow) 15227V v LET,

FHRBEIULTEEINEATIVDTI4IL LEE

URL A7 3V &y hOEFICL ST, BEEORY —OEERERIND Z ENHY 17,
URL 77 3V By "REHFEINLHEICHIETEH LI, AU o—2FETHEIL. FFE
WE XHLTCT 74N FORELXEE L TEBLERHY E3, LT T U RNBINEH
GREGOIT I RFH LW T IV I~ —U INEHGEe, FNo0AT I VITKT 5%
T)/~®T7ﬁwk77/a/i\%®TJ/%ﬂHE%ﬁTjU®?7¢wF77>3>
(Default Action for Update Categories) | D% EIZHEINE T,

E%ﬁ EQE‘E@EED'L. QET‘(?JIWE@%?‘_I

ATYT1 [WebtF¥ =T r~5r—T % (Web Security Manager) | 23R L 97,

AT T2 XTI AR) —, BEERY) V— VAT —H X2 UT 4 KY Ik LT, [URLZ 4 LHY
» % (URLFiltering) | V> 2 %2 U v LET,

ATv T3 [ESINTARWURL (Uncategorized URLs) ] 12k L CEIREN TV OB EEMERLET,

RDEZRY
ESPEREY=]

cURLIT IV ¥y NOFEHIZEAR) S —D T 4 NEZ VT T ar~DEE (2]
~N—)

FHERarka—iL .
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B »70us50K s —0zEET27S5— LORE

ATIVEEUVR) O —DERICEAT 575 — FDRIE
BT By FOFEFICE-T, UTFO2HOT7TT— MR M) H—EHET,
e T ITVDEFIZONTHOT 77—k

AT AV By NOEFICL > TERERLITT =T MbSNeRY > —IZBlT257 77—
k

ATy T [VAT LEH (System Administration) ]>[7 7 — b (Alerts) ] 23K L F9°,

ATV T2 [ZIEHEDENM (AddRecipient) %27V v 7 LTEFA—IL T FLA (7203, BEOEBEBFA—1LT KL
R) mBEMLUETS,

ATYT3 ZETDHT I D[TT7—hZA7 (AlertTypes) 1 & [77— hOEKE (Alert Severities) | ZRE L F
j‘o

ATy T4 EFEEEEFLCHEELET (XE (Submit) ] & [EEAMEE (Commit Changes) 1) .

URL A T3 £y FOEHICEATE7 53— FADRE
N7V vy NOERICET ST 7— b ERIE LESARE, UFEETT o 0ERS Y ET.

AT I Nw—T B, HIBRENTZE, KU =L IDBNSIEHERY —D A
BLTWDLZ xR LET, DI

LW T TVRRENC LA T T OMMEEIEHATELE5I1Ic, R —L D E2E
W HZ ExERFTLET,

ESPEDEYS]
«URL 7 2V &y hOFHIZLBEEBIZHONT (21 X—)

URLATIVIZKB SO 3>DT4ILR2 Y)Y
URL 74 NEZ VT 2P A LT, 778 AR V—, HEBAR) > —, T—% &
X2 UTF 4 RUS—DIN T F I a BT 4N0E2) 7 TExET, KU — 7 1—7DURL
BT AN ERETDHEIL, WAXLAURLAT Y (EESNTWHEE) L EFHHFAURL A
TAVDT Vv a rERETEET,
RECTEDURLIANZ VT TIrasit, RV —IN—T0X A SIS C TR

bé‘o
AIToay ik
TIEARY — TR AR) = T N—TDURL 7 4 VEZDRE (29 L2—)
(Access Policies)
BWEERY >— WEALRY >— Z—F D URL 7 4 L Z DFRE (33 2—)
(Decryption Policies)
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722 Ky o—Tu—FoRL 7« LanEE [

TF7oay Ak

VAaF—E ¥l |FT—F X2V T 4 RV — T —TFDURL 7 A VZDHRE
7 4 R Y 2 — (CiscoData| (34 ~2—7)
Security Policies)

REEIER
T IRARIV—TORNTI T4 I7DIVEA LT K (50 —)
o =P OEE LEATOFF (51 X—)
o AKX NURL 7 3V OVERKE L OWRE (39 ~X—)
cURL 75TV By NOFEFIZEIARI O —DT A4 NE VLT T ar~DEE (21
)

THOERAARYS—HIL—TDOURL 74 LA DETE

ATy T

ATy T2

ATvT3

ATvT4

2P —EFDOT VAR — T N—TBLORNTa— LK) v— Z—7 2%t LT URL
TANE) T HERETEET,

[Web EF =2 U7 1 v — % (Web Security Manager) ]>[7 27 & A R — (Access Policies) ] &R
LT,
RV =T —TNT, WETDHHRY > — 7N —FD[URL 7 4 /% (URLFiltering) 15IiC®H DY 7 %7
UwZ LET,

ER) [WAXLURLATITVDT 4 /0% Y 7 (Custom URL Category Filtering) 1 &7 > a T, 2D
RY—=DT 7 a DFTRHELRDHAZ L URL T AV ZBINTEET,
a) [BAX LHT Y DOER (Select Custom Categories) | &7 U v 7 LET,
b) ZOEY L—ICEH DI AL A URL HF Y AR LT, B (Apply) 147U v 7 LET

URL 7 ANEZ VT 2P T IAT 0 MEREBAETHH AL LA URL A7 Y Zi &R L EJ, URL
TANBY T 2 VE, V94T MEREGENTVWDIIAX LA URL A7 Y g UET, bR
HENTHAZLURL AT AV IFEHENET, URL 74 A Z ) 7 =Pk, EREHD URL T
Y XV BHENS, BENTVWDEIIAXLAURL AT IV &7 T 47 MERO URL % el L7,

RV —IZEENTWALADAZ L URL BT T VL, [WAZLURLADT AV DT 4 )v% Y 7 (Custom
URL Category Filtering) ] &7 v a viZFRSnEzd,

[HAZLURL BT IV DT 44 Y 27 (Custom URL Category Filtering) ]2 > a3 > C, ZFEiLTW5D
FEHAZLURL AT I OT 7 v a v &ERIRLET,
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B 7rexkus—sr—Foum 7 La08mE

Tovay

Bl

7 a— VR E &
fH (Use Global
Settings)

JTa—rN )R = T N—T THREINTWA OO TIIVHOT 7 v a &l
LET, 2T, 2=V —EFEDOR) > — I N—TDOFT 7NV~ T aTT,

=P —ERORY — I V=TI ORBEHSNET,

(3¥) HAFZLURL AT IR T a—\)L T I7BRARY —MERAINT
WHBE, 2a—HP—FEJDOT 7 AR P —ICHENTWVDHH AZ L
URLATIVDT 74T 7 vait, [Fa— LR ERHEH (Use
Global Settings) ] TIL72 <, [E=%— (Monitor) 272V 9, AKX
LAURL AT IV N7 a—rL 778 A KR =TSN TV E5EE
WX, [ e — LR EZHH (Use Global Settings) ] #38R T& 8 A,

7w (Block) |[Web7urdxiit, ZOREIHITHINT LV I a2 HEELET,
VXA L7 b MU NZDHTTY DURL THD T 7 4 v 7%, FBESHEHEANICY XA

LI RLET, ZOF T a2 RTHE [VUFA L7 M (RedirectTo) 17 4 —
WENFTRENET, $_XTOL I 7472V 2 A V27 bTHURLEZASNLE
—g—O

Al (Allow)

TOHTIYDWeb WA MIXL T TAT» PEREZFIZHFTLET,
FaENTERIZ, UBOTXTOTANEZ Y T e T AF % &3 3
ALET,

CORTEIHMEFETE D Web A M LTOREA L TL ZE, ZOFEIINED
YA MK L THEATDIZ E2BEID LET,

=X —
(Monitor)

Web 73 o0, BRAZFAET, Try s b LERA, KbV, thoR) o—
TN—THIRE (Web LE 2T —> a3y ZJ40E ) 7RE) LRBAELT, 75
AT v NEROFHE A RAT L E T,

#i5 (Warn)

W, Web X 38ikas 7oy s L TEER-VEZFRLETRN, 22—V —IT
BMER—DONANR—TXRA NN 7527 ) w735 L Thfrcx £,

I —H =R
(Quota-Based)

il x Da—F =0 FHESNTARY 2 — L FIFRHT7 +—XIZETH &, BER
FKREINET, 7 4—FIZETDL, Try s XR=URFIRSNET, KeEEHE
KO =2 (120 %—2) ZZRLTIZEN,

fidg i — 2
(Time-Based)

Web 7' 0%, fEESH-BEFHANTERE 7y 7 23T =4 —L %7,
BREEB L7 +—% (120 2—) ZBRLTLLFEN,

ATy s [FHAEFRSNIZURLAT IV DT 4 0% )7 (Predefined URL Category Filtering) 127 v 2 > C, %%

T AV L TUTOWTINNDT 73 a a8 L ET,

=L

o T — N LERTE

ZfH (Use Global Settings)

+ =4 (Monitor)
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BorasEarTovoInysops i

o 0 (Warn)
« 7117 (Block)
o BEE]X— 2 (Time-Based)

o 7 4 —H#~—Z (Quota-Based)

ATYT6 [ STV URL (Uncategorized URLs) ] 2727 v a3 v T, ERASAEZIINAX LD URL A7 2V T
SISV Web YA hA~DT T AT 2 FERIZH L TCEITTET 7 a 28 RLET, ZOFRTEIZEK
D, URLAZ7 3V &y hOEFHTELEZHFHRIT IV b~— DT IAVDT 74NV N T 7 arbiksE
nEF,

ATy T BEREZFEELUTHELET ((XE (Submit) | & [EHEZME (Commit Changes) ]) .

RDBERY
cHWDIAI BB a LT DT a7 O (31 L—2)

BORAASRI T YD T O Y OFIS

Web %A NI, BIOITIVICHEEINTWEa Ty ERF 7TV r—va i dn
a7 Y REOIAEN TS, Z2RRLTHWAAEERHV T, 2L 2E, ==a2—X
Web 4 MZiZ, ARV =774 LTSN, 77U —3 3 YouTube &ikHl
ENDHarTUoIYREENLZERHYET, T 74 TR, HORENTLI T VT,
HDIAEN TS Web Y1 MRS, MBOI T IV EIT7 7V r— a3 VI LT
BIRSNTZT 7 ¥ a AT ESWTT w7 $EREBRShES, OoREMALT, s aR
ELET (XX, ==2—AWebV A FERIFA LI TRY hERTHDAZLDTIY N
LEMENDZTRXRTOaLT Y EHATIHEE)

GE) 77V —varzlars o yoikiEld. FIHAEEZ: Application Control Engine (& & > T
720 £, Application Control Engine WAL SN/ HEIX, 77V r—varvsarroy

R LTS 7EE N,

GE)  HDAB AT U VCHT HERICIE, @E, BERBBEINLITA FOT RUAREENE
4 (BRDOHTTP ~v X —® Ireferer] 74—/ RELTHOLNTWET) . T~y X —If

WaEH LT, a7 YOERRESNET,

TOMBEEZFERL T, HOAEBRIA LT YDT TV T a LTk A4 R EE
T&FET, 72201, =2a—AWeb WA FEREFA VTR NERTHVRAEZL BTITID
TRCOMDIALR/BHRa LT Y e[ T52 ENTEET,

FHERarka—iL .
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B =zorasmEassovoTny s o

\)

6=

Referer N"—ADHNE, T 7 EBA R o —TCOHAYHR—FZNFET, HTTPS 7 7 4 v/ T
ZOMREAMHT AL, TR R —THIANEZEET HENC. FISHISEIRT S URL
7TV OHTTPS AL ZRET 2 ML ENH Y £3°, HTTPS B BL DR EIZ >V T, B
{EARY > — V=D URL 7 4 VZDOE (33 X—2) 2L TIEEN, ZOHKE L
HTTPS 5L DERIZRET 23 EMIC DWW T, HOIAR/ZRa T Y07 m v 7 OFIFNT
KT HGEMEBLOHRIFHEZSRL T EIN,

AT TN BEDT /A KRY L —D[URL 7 4 /L% U 7 (URLFiltering) 13— (727 A KY v— 7 —7

D URL 7 4 VX DOFE (29 =) #FM) T, HYIALABIOSHa T Yyo7m v 7 ofst
(Exceptions to Blocking for Embedded/Referred Content) [-& 27 2 a > @ 4t >FZht (Enable Except) | %

7y LET,

AT9T2 [ZNbOHTIY LI a T Y OfiIs 4 5%E (Set Exception for Content Referred by These Categories) ]
FIO[7 Vv 7 LThHT Y &3] (Click to select categories) |V > 7 %27 U 27 LT, URLZ 4 V%>
T AT A ODBROFNOEIRS— 2 E £ T,

ATY T3 [ERFEABLOI AKX LURL #7 2V (Predefined and Custom URL Categories) | U A hinn, ZDOEHOD
BN EERT DT TV ZRINL, 56T (Done) 1227 Vv 7 LTCIOTVEAKRY—@[URL 7 1 /b
%4 > (URL Filtering) ] X—IZREYD £,

AT T4 [ZOBBa T YOS E7%E (Set Exception for this Referred Content) | K12 v 7 #72 U 2 k)i {3
NDZATEERLET,

o [TRTOEDIAIR/ZI =7 Y (All embedded/referred content) | : 27 Y D A7 3 VIZERA
VEELEIT I XA 7OV A FOTRTCOMDIAL/SRa T 37y 7 ShEHEA,

o (BN U2 OAL/BZ R a7 Y (Selected embedded/referred content) | : Z DA 7' a &R LI
%, FEELIZURL A7 T U NLREINTEZLGEIET Ty 7 LREWREDO T T I VEBIOT 77—
varEERLET,

c [TRTOEDIAR/ZH 2 T Y OFIS: (All embedded/referred content except) | : Z DA 7' a3 V%

BEIN

VIZTHRETAURL AT IVRBINT AV r—a 2R WC, fBELEAT I X

ATV A FOTRTOEDIAR/ZHRa T oV 3T ey InERA, 2FED, ZZTHEETHH
A NI T a7 ENTEFEFITRD FT,

GE) [ZHIEOBIS (Referrer Exception) |4 7' a i id, BAXLURLAT IV NT 7EAKRY —
ICEENTWRNWGATHLT 74 P THMI > THET,

ATy TS BEFEEZEEFELCHRELET (XEF (Submit) | & [EEA2ME (Commit Changes) ]) .

RDBRY

[LA— K (Reporting) ]-*—=<" ([URL #7 =Y (URL Categories) ]. [=—H#— (Users) ].
BLO[Web A b (WebSites) 1) °[MIEZE (Overview) | —YOEF v— MMoEREND
EBIOF vy — 1z, TReferrer iCE > THAIND] b IV rvar T—252FrT5 k&
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| 79€zxavra—n
weteRys—s—Toum 74 Langz ||

INTRIRTEXET, Fx— bRRAT ¥ a VOBROFEMZONWTIE, Frv— MuT 27 —4
DFERZSRL T ZE W,

EEIERY—FIL—TDURL T 4 LR DKRE

aA—WP—EEZEDE R o — TN —TBIRT a0 — WG ERY o— ZL—FZxt LT
URL 7 4 VE Y v T RRETEET,

ATYT1 [Webx=VUT 4 ~F—T+ (Web Security Manager) ]>[{H5{L7AR Y 2— (Decryption Policies) ] % %R

L/\i‘é—o
ATFYv T2 RV —FT—7NT, HETDHRY — Z)L—7D[URL 7 4 )% (URLFiltering) 13 ®H DYV v 7 &7
Vw7 LET,

ATYv T3 (EE) [WAXLURLAT Y DT 4% Y7 (Custom URL Category Filtering) | &2 v =2 T, ZdD
R =0T 7 aDFITHRERDNAZ L URL BT AV ZBINTEET,
a) [HWAXLJT Y DI (Select Custom Categories) | %27 U v 27 LET,
b) ZORI—IZEDDLHIAZLURL AT Y 28R LC, [EA (Apply) 1227V v 27 LET,

URL 7 ANE N T 2T IAT 0 FNEREBRET DAL L URL AT A IR ET,
URL 7 A NBE VT 2P, 74T FEREGENTVWDHAZ L URL AT Y &Ll L
F9, BRIV SN A AZ L URL A7 T VIIEHE I ET, URL 74 VXY T VU, BRE
HDOURL AT Y LD HENS, EENTWAEIHAXLAURL AT Y £ 7 T4 7T MERDO URL % It
L ET,

R —ICEENTNWDAAZAURLAIT TVIE, [WAZLURLAT IV DT 405U 7 (Custom
URL Category Filtering) 1 &7 ¥ a ZFERENET,

ATFYTd HAZLBIOVERBEHDE URL AT Y DOT 7 a R LET,

ToLav SR BA

7a—rNVEEEHER | 7o —SVEBERY) = N — T TERESN TS ZOATIVHOT 7 v a
(Use Global Setting) | > ZHHLET, Ziuk, =2—VF—ERORY > — I V—TDF 74/~ T 7
D= IV G A

A=W —FEORY) — I N—FIZOHEH SN ET,

HAZILURL BT Y BT a—rEEEAR Y =0 bR STV D 5E
2P —EROEBRY) U —IZEHEENTNDEH AL LAURLIT Y OFT 7 4 )b
M7 7 vaid, [Ze— 2 REZMA (Use Global Settings) | T <, [E=
% — (Monitor) 112720 4, BAZLURL AT Y N7 a— G E2LR Y
T=MBBA SN TV AT, [ e— LkELM A (Use Global Settings) |

PN TE EHA,
IRA ZL— (Pass NoG T4 arT oV ERERTIC. 7747 eV —"—H O A A
Through) A)—LET,

FHERarka—iL .
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7otz avka—u |
B = 5tex2054KUs—IL—TOURL 71 LEDOBE

FoLav S5 BA

F=4%— (Monitor) |Web 7 ¥ i4%, ERZFHT, Yoy s LFEHA, bz, thoRY
— TN —THIHERE Web L 2T —ay Z402) 0T E) CEBAL
T, 72947 v FEROFTM & HITLET,

1551t (Decrypt) B P LETN, NI T4 v ar T UV ERELET, TSI A T AT
N7 4w EEREL, L —r TFAMHITPHER THOLNDO LI, HE
L= b7 742277 8AR) o—%wH L ET, #EezEsbL, 77k
ARV —%WMHATDHZEICED, NI T4 T EAXF Y LTI =T 2R

HTEET,
HiIF®: (Drop) i Fa v 7L, = "= EREE L EE A, T T4 7 0 ATz

Ky 7Lzl tda—P—Z@MmLEEA,

GE) HTTPS ERDOBEFED URL AT TV 27 v v/ 3T5581F. BEEER) — T A—TDFD
URL 77 FY 275 LT 52 L 2@ R, KRIZ, 7278 A R v— 7 —7 DR L URL 777
TV ET ey 7 TBHILEEBRIRLET,

ATY TS [FEEN T2V URL (Uncategorized URLs) | &7 3 C, ERFEAHELIEIN AL LD URL HT VI
DHEINIRWWeb A b~D7 T A7 2 MERIZH L TFATTHT 7 a U EBRIRLET,
TOBEICLY, URLITIY £y NOFEHFTELEFRI T I bv—Y BT VDT 74k TV
TalrybRED ET,

AT 76 BEEFELTCHEELET ([F (Submit) ] & [EH ZH#E (Commit Changes) ]) .

FT—R X2 )T4 R)—FIL—TDURL 7 1 ILEDETE

AP —EEOT— X X2V T4 R — T N—TBLOTa— LR v— T —T7
SFLTCURL 7 A VW H2 Y U T HFRETEET,

ATYT1 [WebtF =T ~3—T % (WebSecurityManager) |>[> A 27 —4% %% =7 ¢ (CiscoDataSecurity) ]
IR E7,
ATFY T2 RV —FT—7NT, HETDHRY — Z)V—7D[URL 7 4% (URLFiltering) 13DV v 7 &7
Vw7 LET,
ATYv T3 (EE) [WAXLURLAT Y DT 4% Y7 (Custom URL Category Filtering) | &2 v a2 > T, Z®D
RV —=DT 72 arDFATHGE LR DAL L URL BT Y ZBINTEET,
a) [WAXLTT Y ORI (Select Custom Categories) | %27 U v 7 LET,
b) ZORI—IZEDDLIAXLURL AT Y 28R L C, [LEA (Apply) 1227V v 27 LET,
URL 7 4 NE VT 2P T IAT 2 PEREMET DV AZ L URL AT T 2R L £,
URL 7 A NBZ VT 23, 72747 PEREGENTWDUV AL L URL AT Y 2L
E9. A SNIEAAZ L URL AT AV IFEBASNES, URL 74V Z Y 7 2D Uid, ERE
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F—a X274 K)o—L—FO R T4 L2 0EE [

HDOURL AT AV LV HENZ, GENTWAHIAFZAURL DT Y & 7547 FERD URL kb

mLET,

R —IZHENTWDLH AL LURL AT VL, [WAZLURLAT AU DT V%Y 7 (Custom
URL Category Filtering) |1 &727 > =3 i %%Té;hi‘ﬁ“

ATy T8 [HAZLURLAT TV DT 4 V%Y 7 (CustomURL Category Filtering) &7 v =2 > C, %4 A% L URL
HTIAVOT Vv arEERLET,

To Iy

58

T — 8 VR E Al
A (Use Global
Setting)

7a—Lr R /—7/1/—7“C RESNTWABZDOATIVHDT 7 a v &fE
ALET, Zt, 22—V —EZBORI) > — I NV—TDOF 73V~ T 73T
KR

2P —EFRORY v — SN —TCOHREHSNET,

HAZLURLAT TI N T 0 — L 2aF—2txa T 0 R —0nbERMp
ENTVDHHA, 2=V —ERDOLAa T—FtXa VT4 R —IZGENT
WDHHALZLNURLAT IV DT 74V~ T 7 vasid, [Za— N LikiE &l

(Use Global Settings) ] T72 <, [E=#— (Monitor) {272V £9, B A% A URL
AT :f‘) N =)o Aas—2 X2 T 40 R —0nbRAIN TS
aix, [Z7e—EZMH (Use Global Settings) | i8R TE £ A,

#Frl (Allow)

ZOHRTIV D Web YA MR LTT v a— REREZHIZHFTLET, DAX
AURL ATV ICOBRBEHINET

T ESNTZERIFUEDOTRTOT—H X2V T 4 AXy a2 (AL, T
78R RY —IZxt L TRl S AL E T,

DFREIFEHTE D Web ¥ M L TORMER LTS 7ZS VY, ZOREITH
ﬁB*f/( MR LTHERT 2 Z 2B LET,

£ =4 — (Monitor)

Web 7' u L, EBREHFET, 7oy s LERA, RDVIC, thoRY >—
TN—THIEEEE Webl BaTF—3 a3y 74 N0EZ YL T7E) EBAELT, T
7'a— RER ORI 2R TE 7,

7 v v (Block)

Web X id, ZOREIZ—EHTDH NI rvara2ESLET,

GE) 77 AN A RO EREEDCLRWES, URL 7 4 V2 U 7 TIRFA (Allow) ] 7214 [
=4 — (Monitor) |47 a VPRI TWD & X2, Secure Web Appliance T K7 7 A /L
A XOBREDHAT SIVE T,

ATy TE [HAERSNIZURLAT IV DT 404 )7 (Predefined URL Category Filtering) 1= 7 ¥ 2 > C, &%
TAVICH L TUTFOWNTNNDT 7 a v 2#R L ET,

« 7 u— VR E A (Use Global Settings)

« E=# (Monitor)

« 717 (Block)
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ATvT6

ATy 717

(52

7otz avka—u |

YHH &M T \WURL (Uncategorized URLs) |22 ¥ 3 > C, EFEHAURL DT TV IZH B AKX L URL A

TAVIZHEE LRV Web A F~DT v 7o — FERICHLTETTLHT 7 vary&2&RLET, 2D

=L

AxX AE

WLV, URL A7 3Y By hOBFHTELLZFRIT IV b~—U BT ITVDOT 74NV N TV 3

YHIREV FT,
EHEEZEXE L THEELET (XE (Submit) | & [EFE&2#E (Commit Changes) ])

RDBARY
ESPEREY=]

cURL AT IV 2y NOHEHICEARI S —D T 4 NANE VT T Irar~DEE (21
~N—)

YouTube )48

YouTube 43 FEHEREIZ L ¥ . YouTube ®H A% 1 URL 17 =V Z4ERL L. YouTube 57 A% T
TAVIZETAHIRY) —ZRETHIET, 77 RZFEBIOHIETAZ ENTEET,

\}

GE)  HED YouTube 7 2V 2710w 7§ HRHN—ADT 7 BAR) —NL—LEHRET D%

AN
[

e RE LR —2 D/ — %, 727 EBARY O —0ORERIZT TICEIMNTEHASNT
WAETFAHITER S EE A,

e =Lt =L ERELERBICH LW T AICoABH S ET,

GE) s googleapis.com N7 v S A N — AT a X ELIEZT v TA NI =L T 7 AT U4 —LT
Ty TR EEHER L ET, Cisco7 v 77— hh—3—L WBNP 7 L X |
U H—_— |2 E B E LTV D 8A1E, googleapis.com (2 [FIERIZERE L £ 7,

s Ty INTYouTube # 7 TV IZETHET A THHATH, T RN DAAL =TT
FRENDET AT T vy 7 TEEHA,

7o& 21X YouTube 7 2 U THEIHLHMZ 7 0y 7 Lic s LEY, HEHC I (2R
BT DF v XNDAL o _X=D T FRESNTAT IV DT TCET A WSS, BT
FiFx7my s ShEtA, ACETAZROZT7TRI) LT2E, HERVIZT 1Y
7 ENET,

YouTube 73 FAHERE 23X E T D 1218, IROIEHEZFATL £,
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YouTube 5>t tc 0 AL I

ATy 7 BRY FEYIBLUFIE~DY 2

L. www.youtube.com & m.youtube.com % | 7 A% 2 URL # 7 = U OERES L O
i LC, YouTube D A X AFB L |4 (39 X—) |
UM URL 7 =V ZER L £,

2. YouTube D A1 A Z L5 L ONES URL | H 5L Y v — Z/—7"® URL 7 4 v
BT EESERY —IBML | X ORE (33 S—V) |
e

3. YouTube 73 ¥EMEREZ AN LE T, | YouTube /3 fEHEREDHZhEL (37 ~_—

)

4. YouTube DN AX LB LU URL| 7 7B AR >— Z)—7FD URL 7 4
BT IAVIET 7 RARY U—%@EH (VX OFRE 29 —) |
LT GE) [7 27 'AKRY > — (Access

Policies) ]>[URL” 4 /L% Y
> (URL Filtering) ] —
@ [YouTube s 7 = U D

7 4 H Y 7 (YouTube
Category Filtering) &7 + =
>C, [Tuvr ®=
H—, FliFEE T vs
VERETDHDLEND D F
R

YouTube 7 $ERERED B RNE

48 DRI

*HTTPS 7 X L2 AN LET ([(B¥ = U7 4 —E X (Security Services) ] >[HTTPS
7vm % (HTTPS Proxy) 1) »

s [EAFFA] 2> ha—/L (Acceptable Use Controls) ] ZHNZLET (EFx=V T 4P —F
A (Security Services) > [ HFFa =2 h v —/L (Acceptable Use Controls) ]) .

« www.youtube.com & m.youtube.com Z ] L TH A X LB L UHNBURL 7 T U Z5E L
F7T ([WebtF¥= U7 ¢~F—T% (WebSecurity Manager) |>[7 A ¥ 53 L USMHBURL
777 = U (Custom and External URL Categories) ]) .

* YouTube DN AX A URL B 7 2V LA URL A7 IV &AL, 77 arv % [ER
(decrypt) JIZLTHEAZARY o—Z2RELET,

* YouTube H ® Google API #— 2 Z i [ L T Google API ¥ —%4x% L £, Google API
F—ZAERTDITE ROFIEZFATLET,

1. Google 7 D> h®D7 LT i v )L % f ] LT https://console.developers.google.com/ &
a7 4> LET EAD Google 747y hOEAITHER S LEHA)

FHERarka—iL .
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. YouTube 7 $EHEED HRN1E

ATy T
ATvT2

ATvT3
ATy T4

ATy TH

ATvT6

2. Tuv=r FfERRLET,

3. [API LV —E 2D H%NL (Enable APIs and Services) ] C. [YouTube Data API v3] &4
W LET,

4. 74P —RZFEHLTAPL X —%4EMT 50, EIL[API L —E 2 (APIs &
Services) | D FIZH D [Z LT ¥/ (Credentials) | 47> a v ZHEHLET,

GE) T 4¥P—RFZHLTAPI F—% 4T 5I21%. [YouTube Data
API V3] TIROFIEZFAT L E 7,

1. [APIOFMEOM Lot (Where will you be calling the API from?) ]
Ka w7 Zo YR RnG, [ZOMoIEUL (Other non-Ul) ]
(cron job, daemon 7¢ &) ZEINL £7,

2. [77®AFT25H75—4 (What data will you be accessing) ] &7
v a vy T, X7V v Z 7 —% (Publicdata) |&ZER L ET,

3. [ME/R7 LT v/ (WhatcredentialsdoIneed?) 1% 7 U v
L., RIT[5ET (Done) 127 Vv o LET,

[Ex%= VU7 1 %—ERX (Security Services) |>[EHFFA = b v —/ 1 (Acceptable Use Controls) ] % &R
LET,

[7 v — LR E & Mm% (Edit Global Settings) 127V v 7 LE7,

YouTube D3¥EDHEZ S D %ML (Enable) | F = v 7 Ry 7 A%A 12 LET,

Google API F—E R &M L CTARK L7 APL X —%2 A LET,

YouTube /7 ¥AMEREZ H 2T S HIIZ. Google APl —E A% L TAPI ¥ —% £ THMLENH Y £
7

JxVAAL LT T2 ASILT, T7I7AT7 AL YouTube APl — _"—[D X A4 27 7 AR ZRE L
e
YouTube 77 IV T 7 4 v 7 BN@ETHN—T 4 T T —T NN ERIRLET,

«7—% (Data) :P1IBIVP2A L ¥—7 AR
« ‘ZPL (Management) : Ml A ¥ —7 A A

GE) T IV NDONV—T 4 T T =TI T —F TT, Lﬁ®20@i773yﬁ T—H &
BHY—E2AHIZ2 2OEBIDON—T 4 T T =T NEHE LTIGEICOMERATE E4
[y F7—2 (Network) ]>[A % —7 =A A (Interfaces) ]) .

ATy TT EREEREL, RIFLET,

. TR avkao—)L
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AARZLURL A T3 DERS & UVIRSE

BEDHANGEIPT RVAZBET D, WAXLBLONEHDT A7 74— FKURL AT =
UEERTEET, £/, BEOURL A7 IV 2RELZVHIBRT I ENTEET, I
SOBAFLURLAT AV HRUET 7 ®ARY) — T N—T EZR)— T n—7F, £i=
v Aa s —H X274 R)— I N—TIZEDT, EOTIAVICERDZT /v a vk
BlOYTHE, L0 OB AZ L URL BT AV DT 7 a o iMEREESNET,

)

GE) ZHOOURLATIVEZTHATEDIINMBTI AT 7 4 — K7 74 01E30 £ TITHIBR ST
B, &7 7 ANMTHEMNTED= 2 MU EITHRK 5000 TT, M7 4 — R b 2L
720, EHEHZ N OERERICIoT20THL, RT3 —< ADKTIZORNY F
—gqo

Secure Web Appliance Ti&, JEBHIZ S Te | MM 7e B A% 5 URL A7 2 U 4 DHRAID
AXFN, T7ZRA v THEHASNET, Sawmill 2L CT7 7 v A 0 7 &2+ 5546
X, WAZ AURL AT AV OAFHIEE LT ZEW, BAZ AURL AT Y OEHIO 4 3L
FILAR=AREGEEN TS E, SawmilllZ7 7 A/ = MU ZIELL T C&E 8 A,
Rz, BYID 4 LFITEFVR— N ENLLTFOARZHERLET, PAXLAURL AT Y
DSFERRATZT 7B A vu 75k T 25613, %XF 7 +—~ vy MEETFEZT 7 &A v 7/iC
BALET,

\}

(GE)  DNSDVEEDIP & Web ¥ A MIERL, ZNOHDIP D1 ORI AKX LT By 7 A MK
RSN TV DHEE . Secure Web Appliance X7 A X A7 1 v 7 U A MA~DOEEROFTEIZ D)0
LT TRTOIPDOWeb ¥ A a7y 7 LET,

1R BRI

[E%= VT 1 % —E R (Security Services) ]>[ffHFFrI 22> F 7—/L (Acceptable Use Controls) ]
BB, R ha—rE A XTI LET,

ATYT1 [Webx=VUT 4 ~F—T+ (Web Security Manager) ]>[H A% A5 X UWES URL 77 =Y (Custom
and External URL Categories) ] 23R L £7°,

ARTY T2 HAXLURL 7 2V 2B HiE, [B7 2V 2800 (Add Category) 1 %727 U 27 LET, BEFOH
AZLURL BT 2V ZfmET HITIE, URL 7TV 04127 Y v 7 LET,

ATY T3 ROEREASLET,

RE B

Vo= ZOURL #7 3V O+ E2 AN LET, ZO4FNE, AV — ZL—7IZ URL
(Category TANZ) T ERETDHEEICERRINET,

Name)

FHERarka—iL .
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B rxscmnsavormssvEse

RIE

Bl

U A NIE (List
Order)

HAZLURLIT IV DY AT, ZOHTIVONEFEIEELET, VA MK
HOURL A7V 1] #ZADLFET,

URL 7 A4 NZ )T 2T, ELEERFTHAX L URL A7 T VIR LT
7547 v PERDPEFHME S L ET,

T3 BAT |[m—H) FAX A J37 3V (Local Custom Category) | E7/2X [IMFT7 477 4 — R
(Category Type) |7 =V (External Live Feed Category) | &K L £,
HE—EA—E|[%# (Management) | 721X [7—4 (Data) | Z&R L ET, Z ORI IE, 5%
(Routing Table) |/Vv—7 4 7| WEANIENTVDIGHEIZOBRITI ZENTEETS, DFV, v—7
VAL FT ) TR TE EE A, BEV—T 4 7 OFEMMUIZ OV TR,
Xy NT—=0 A Z =T 2 ZADA X =T MEETLFEREEZSZRL TSV,
A N7 4— K ([T FY XA (Category Type) | CT[R—H/)V B AKX L 717 Y (Local Custom
77 A NVOYFT | Category) | IR LG, WAZ LA & (Sites) | ZHELET,
L<S”t‘°jS/)Feed Flle | L cpnay anF 2001 7 FLRZ 1 SEREEEMAD LET, BHOT
ocation

FLRE, 8ITE723H o ~TEY > TAHLET, 267 FLADERIL,
woOWTNZLET,

«IPv4 7 NL-Z, 10.1.1.0 72 ¥

«IPv6 7 KL A, 2001:0db8:: 72 &
«IPv4CIDR 7 F - A, 10.1.1.0/24 72 &
«IPv6 CIDR 77 N L" X, 2001:0db8::/32 72 &
o KAA 4, example.com 72 &

¢ IR A N4, crm.example.com 73 &

« RA ML D—EB, .example.com 72 &, ZiLIEL www.example.com & & —E L £
ﬁ‘@

« IERERBUT, WITRT L9 I [FEMRRE
i‘g‘o

(Advanced) |27 v a > CANTE

HEOHIAZ LAURL A7 3Y CTRILT RVAZBEHT L2 Li3A6E
TIMW, BTITYRY A RNENDIARFFHARRIZEY £3, FUR
Vo—ZZNbDhT IV EED T, TNEFNIRRDT 7 a %
EFXTDHA, WAXLURL AT Y 77— LD 1F LI ARE
NHEHTAVICEBSNET 7 a BNl snEd,

GE)

« ({EE) [URL® Y — |k (SortURLs) %7 U w27 LT, [%A & (Sites) 1 74—
VRRNDOTRTHOT KL AZEY—FLET,

G¥) T R A% Y — b LIctkiE, TOlEFICRT Z LR TEEE A,
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BRE &R
FRoMA b [(#7 2V % A7 (Category Type) |2 [FMHT A 77 4— KB 7 2V (External Live

Feed Category) | Z IR L7Z28HA0E. BEFEDO 7 4 — R 77 A ADSERNT D0 A &
ADLET, #EOT FL AT, 8ITERIEh v ~TRY > TAALET, Zhbd
7 FLADOENIL, ROWTANILET,

«IPv6 7 K LA (2001:0db8::/32 72 &)
«IPv4 7 FL-Z2 (10.1.1.0 72 &)

« CIDRIPv6 7 KL & (2001:0db8::/32 72 &)
«CIDRIPv4 7 FL-2 (10.1.1.0/24 732 ¥)

o« NAA 4, example.com 72 &

¢ IRA 44, crm.example.com 73 £

o IRA N D—HB, .example.com 72 &, Z #uiE www.example.com & H—3 L 7,
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RIE

Bl

(BT 3Y ZA 7 (Category Type) 1\Z M7 477 4 — R 7=V (External Live

Feed Category) | Z#IR L7=5A. [7 4 — K 77 A4 /VDFT (Feed File Location) ] 1
WMEANLET, DEYV, ZOVRZLANTAVDOT RLAREEND 7 7 A LD
FiataELC, ZDOT7 7 A NVEX T m—RLET,

1. [A2ad7 14— KB (Cisco Feed Format) | F 7213 [Office 3650 7 1 — KB
(Office 365 Feed Format) ], ¥ 7= [Office 365 Web¥— E" 2 (Office 365 Web
Service) | ZIEIR L T2 6, W7 4 — R 77 A L OIFHREATILET,

s [Aad7 4 — KB (Cisco Feed Format) ] :

TS FTF L AR— K Fa b= (HTTPS £721X HTTP) Z @R L T
mH, FAT 74 —RFR77AVOURLEANLET, 2077 AEH
VXY E (esv) RO T 7 A VTRITZRVEA, ZOT7 7 AL
DOFEIZONTIEL, N7 4 — K7 7 A VDB (46-X—2) ZBIL
TLIEE,

o EEIZJE UC, [FEMIERE (Advanced) | &7 v a > [FHGE
(Authentication) JIZZ VT v ¥ AxE AN LET, BELTZ7 4 —F
Y= NZHH T DT DI T 22—/ LA T L —XZ AT LET,

« [Office 365 ® 7 + — KJEZ (Office 365 Feed Format) ] :

« [Office 365 7 4 — RDIEAT (Office 365 Feed Location) ]2, T4 77 4 —
K77 ANVO%FT (URL) # A LET,

DT 7ANE, XML 7 7 ANV TRITFIER D A, 20774
JVOFERNZDOWTIE, M7 4 — K7 7 A LD (463—2) &R
LTLZE,

« Office 365 WebH— E X (Office 365 Web Service)

Web #—E 2D URL # A7) L £, ClientRequestld 237 £ THE BT,
JISONEXTHHIVENH Y £5, 77747 Al ClientRequestld % H
AR L ET,

2. [vAz2dD7 4 — KA (Cisco Feed Format) ] 3 X U [Office 3650 7 4 — KB
(Office 365 Feed Format) ] D&%, [7 7 A VDHEAF (GetFile) 1% 27 U v 7 L
T, ZA4—RYP—REDEHET AN L, 74— R 77 A NERT L TH— 30
LA m—RLET,

[7 7 A VO (GetFile) | RZ LD FIZHDHTHFA R Ry 7 AL, RN
FRINET, =T —PRELELEIE. ZOMEPRRENLDOT, MELEE
LT EITLET, BETLHARHEOH LT =220 TIE, AT 17
T4—R Z7ANDE T a— RZETAMEEZSR LT EEN,

[Office 365 Web¥— &2 (Office 365 Web Service) ] DA%, [7 A FERAA (Start
Test) 1227 Vw7 L, ¥—EAZIA L CURLBLOIPEZZ Vo r—RKLET,
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B rxscmnsavormssvEse

RIE Bl

G¥) INHOURL AT TV ERTHEMNTE MBI A7 7 40— RITRK30 T
T, £, BT 7 A MM TE D=2 b U EITARK 5000 (ZHIBR 41T
WET, A7 4 — Ry MY OEEHEOT L, N7 4+ —v U ADIKTFIC
DIRMMY FT,

Ev bk FTAT 74— A7 AV OELERAF LT, [ AZ L LU URL
#7 2Y  (Custom and External URL Categories) ] —3" ([Web ¥ = U
T 4 ~F—% (Web Security Manager) |>[# A% L3 L O%MT URL &
7 =1 (Custom and External URL Categories) ]) @ [7 «— KON (Feed
Content) | ¥ TZ DT hUIZXIET 2 [Fr (View) |27 U v 2735
L. Frr—RLizvRa 7 40— NERE 213 Office 365 7 4 — REX
DT 7AMIEENTNWDT RLRAEZRFRTDHU 4 FURHE ET,

FEAMER E [T =2V Z A7 (Category Type) |2 [ —H/L AKX L S5 2V (Local Custom
(Advanced) Category) |Z IR L7-GA. Z0k® 7 v aic, BIMOT RLAt®y hafEETHIE
HEBEZ AN TEET,
EHEBRZHEHL T, ANLTeRE = =BT 28HO7 RLAZRRETEET,
G¥) sURL 74 NE VT =Tk, £3 [ A ~ (Sites) ] 7 4 —/v

RIZAD LT RVA L URL Wk ENnNEd, ¥ rvaro
URL 2% [# 4 b (Sites) ] 7 4 —/LV RO ASMEE —FH Lzga1E, =
ZTANLEXE I TN ET A,

s URLNXAZIEHFHE L TEMT B & XiE, AR—ALFORDYIC
[%20] #fEALET, EHERE L AT SHE, URL/SAIZA
N 2ALFEEDDHZ EITTEERE A,

EREBROBERTIEISOWTE, EREHR (53 —=) 2ZMLTIZE0,

FEAIERE (ERE ([T F VU XA 7 (Category Type) 12 [SMT A4 77 4— RKA7 =Y (External Live

BLOERS) Feed Category) ] ZiBIR L7=5E1%, BEFO 7 41— K 77 A A BRNT 2 EHEE
EANNLET, = bUIE, 74— R 77 A VOB FOIERED & EfEl—HT 24
ERH 7,
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HRELBEEVMBURL AT T DT KLRBRET+— K 774kt |

RIE Bl

T4 —RKOBHBNE | 74— FOFEHFA T a 2B L ET,

#r (Auto Update «[BEE#H L 4L (Do not auto update) ]
the Feed)
s [nHH:MM [#l% (EverynHH:MM) |, 7= & 21E, S0 MEOHE1200:05 & AL

F9, 72720, HBEICEHTH L Secure Web Appliance D /X7 4 —~ o AT
THIEITHEBLTIZEN,

GE) Ur— RFLTHART LN, EHRER Y 4 — F7 7 A ADBBHEL U
Y= RENTWDLT77ANERICTH-TH, T T4 7T AT
RBRT7 4 — N7 7 A NEFyru— L, #Urn— FR#ZEH L%
‘g—O

ATy T4 BEFEEEGFLCHEELET (XE (Submit) ] & [EEAZME (Commit Changes) 1) .

RDERY
EoPEREE]S
« EHEBL (53 —)
T RA VT DAL A R,
« WAL LURL A7 =V BLUSME URL 77 2 U IZRE4 5[

NRABLEFLUVOHNEBURL A TIVDT FLABRKET 4 —F T7 4L

AL KBLOSMEB URL 7 TV 2EEB L OWRET 2B 813, 1 DU Eoxy NU—27 7
RUVAZRETHIVLERNHVET, A—AIN AREZLATITIOT RLAEZRET DD,
FNELNEBSA T IT4—FATTVDOT7 4 — R 77 ANEXTIHET 2000FMEH A,
KA VAR AT, BEOT FLAZSRITERIID o~ TRY> TANTDHZ ENET, =
NHOT RLADOIERIL, IROWT NI LET,

«IPv4 7 RL- A, 1011072 ¥

«IPv6 7 K L- A, 2001:0db8:: 72 &

«IPv4 CIDR 7 R LA, 10.1.1.0/24 72 &

« IPv6 CIDR 7 R L Z, 2001:0db8::/32 73 &
« RAA 4, example.com 72 &

¢ IRA N4, crm.example.com 72 £

o IRA NG D—HB, .example.com 72 &, Z #LiE www.example.com & H—3 L E 7,
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7otz avka—u |
B s —rorqromt

FRELINE — 0 b —HT HEHOT FLAERRET A EREH (ERFHOLEEDZEM
WZHOWTIE, ERFI (53 =) 2&0)

Y

GE)  HEOHAZAURL AT Y CHELT RURZEHT 2 Z LIEMRETT A, 7T YR R
FENDEFIHAREMRICE D ET, RILRY =N bDhT IV 2EDT, TNENIZ
BT 7 vavEERTIHSE, WAXLAURL AT Y T7—TAD1HFE LIV ARIND
BT IAVICERESNEZT 7y arPNEfantd,

NET4— R IT7 14 ILDORR
HABNTT AV BIOSMNBOURL A7 3V 2Bk LOWRET 285G, [TV XA
(Category Type) | C[/W&T7 A 7 74— K #7 =V (External Live Feed Category) | % #4R7
L28%E1. 74— FERX (2= 74— R (CiscoFeed Format) | & 7213 [Office 365 7 « —
Rz (Office 365 Feed Format) ) # R L C, #4957 14— K 77 A4/ % —3D URL %
BETLHRLERH Y 77,
T4 =R 774N EICTHSNAERIL, ROEBY T,

e A2 7 4— R (CiscoFeedFormat) : > ~XYIDfE (csv) 7 7 AL (esviEiET
DFWIZTF AN T 7A)V) ZHEETHBLENDHY £T, csv 7 7 A NDFxT U,
T RVARII =T RUAZATDOIEAT, ML LIATIZRR T 20BN/ H Y £

(www.cisco.com,site ’?3 ad2.*\.com,Iegex 7 gﬁ) o ﬁé‘ﬁ]iﬁ? RURAHZA T 1L site & regex
TY, WIZ, A3 74— FERD csv 77 A NVDO—HERLET,

WWW.Clsco.com,site

\.xyz, regex

ad2.*\.com, regex
www.trafficholder.com, site

2000:1:1:11:1:1::200,site

Y

GE) T ANHND site T b DO—E & L Thttp:// E7-1E https://
EEDRNTLES N, =7 =R AELET, 2FD,
www .example.com IFIELL ﬁ@jﬁ‘ hE j‘ifi\ http://www.example.com
T 7= %AEL £,

* Office 365 7 1+ — FZ3\ (Office 365 Feed Format) : Microsoft Office 365 ¥r—/3, & 7= i1df%
fFepu—h v F— NZEE S 72 XML 7 7 A /LT, Office 365 ¥— B A 0MEMT 2
HLOT, BETHZ LI TEERHA, 77ANVNOFRYy NU—7 7 KL A, products >
product > addresslist > address DEIEICHE D XML # 7Tiﬂi@—o ﬁﬁ:‘@gﬁéﬁfﬁi
addresslist BIZILIPV6, IPv4, F7/ZIXURL (RAA UREMRKBA G L HT]) &fF
ETEET, KIZ, Office365 74— K 77 A VD A=~y hERLET,

. TR avkao—)L
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<products updated="4/15/2016">
<product name="0365">
<addresslist type="IPv6">
<address>2603:1040:401::d:80</address>
<address>2603:1040:401: :a</address>
<address>2603:1040:401::9</address>
</addresslist>
<addresslist type="IPv4">
<address>13.71.145.72</address>
<address>13.71.148.74</address>
<address>13.71.145.114</address>
</addresslist>
<addresslist type="URL">
<address>*.aadrm.com</address>
<address>*.azurerms.com</address>
<address>*.cloudapp.net2</address>
</addresslist>
</product>
<product name="LYO">
<addresslist type="URL">
<address>*.broadcast.skype.com</address>
<address>*.Lync.com</address>
</addresslist>
</product>

</products>

TAILEQADTFIOYDIT4IILEAY) G

—H D Web B Web A RBT XNV avT Va7 402 ) 735K 91T, Secure
Web Appliance# % € C& 9, AVC = V%, URLX Web 7 v F—4E X2 TE—7
T—REFEIMET D& T, FFEOWeb YA MIFEEIN WL E—7 — FEREZFIA L.
=T HF=FRFA b ATy L=T 4 7 EEALET,

DLFOMEEIC L > TTHENLVRN avF oV E 74002 ) o T LUET,

FHERarka—iL .
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Bt ov—Fss090ra070y L—F 1 r0ER

TF7oay ERBA

=7 ¥—F DM (Enforcesafe |FEMRIKNE—7 $h—FFRE L TREZ LV
searches) WICER/REI D L DI, Secure Web Appliance & % €75
TENTEET, ZhICEY, 2—F =B Y
VEMHLUCHERTFAIRY —& AT 5 D& BGIET
TET,

YA LAVTFIOYL—F A VIO | a7 oY EY A4 F Tk, MEAOE—7 H—
A (Enforce site content ratings) FHERE AT A, THEL R avTF o ~DT 7%
AT vy 7T B0, FRIEMFEETTLZEICL-
T, VA FOTHELVE avT oY ~Da—F—2LD
T RAEHIRLTWET, ZOEERIL. —kDY
WZar sy b—7 4 VT EMHENTWET,

N

GE) =7 Y —FHREFITZV A N arT oY b—TF 4 U THEREN A R —T T TWAT 7
YA R =L, BERT IO T I AR =L RARRENET,

t—DOH—FEBELUOHYA PaVTFUY L—TF 45 DEA

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

)

G =TV —FBIOVA barT oY L—T4 072N TBHLE, BERIZBRTH-D12,
AVC = P NT IV r—2a v EBINT DEENZRTT LI EF, K01 2L
T, AVCZ U U UANIINERLEZ ARy L, MBT 7V r—ra i LET, O/,
TTTAT o ANTHPH A F— 2Rk L EE A,

[WebEF¥=UT 1 <F—% (Web Security Manager) ]>[7 7 & A 7" U I»— (Access Policies) ] % %R
LET,

[URL 7 4 V% Y > 7 (URLFiltering) 152 b, 727 ®AKRY v— T N—TF 37/ —rULRY v—
IN—=TDYV %)y LET,

=Y —ERDOT VAR —%RmETHEE, [2 7Y 7 /L% (Content Filtering) | &7 a3
DT T ANE DAZ LFHEZTEFR (Define Content Filtering Custom Settings) ] &I L £ 7,
[t—7 —F % H%Z3 % (Enable Safe Search) | F = v /Ry 7 A4 LT, B—7 h—FHiE%x
AFX—=T VI LET,

Secure Web Appliance D& — 7 —FHERETHAEY R — F SN T2 WRBEZ L Drnba—HFE27a v
TEHMNE I MEBRINL £7,

[A hao T Vi liZ BN 3 5 (Enable Site Content Rating) | F = 7Ry 7 XA&4 42 LT, %A
ATy L= 4 TR A X —T VI LET,

PR—=REOa LTy =T 4 T Web¥ A EINOLDT XNV TV EaTRTT Ry 7T DHH,
Ty Ra—W—URL 7 4 WZ U o TEER—D 2 RRTHNERIRLET,

. TR avkao—)L
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G¥) PR — FRBONTNNOBBT P D URL, £7203V R — btg2ondnnoar sy
L—7 427 Web ¥4 h® URL 23, [#F7] (Allow) |77 ¥ a DN H I TWD A AKX L
URLAT IVICEENTWHERE, MBERIIT ey 7 &N, T XTOarTF oY RERS
NET,

ATY T8 BFEEEGFLCHEELET (X(F (Submit) ] & [EEAZME (Commit Changes) 1) .

RDBARY
ESPEREY=]

o =P =~ DEE LFTOF (51 =)

FEILAVTUOY T7oOERROAOXTVS

TI7HNRTIE, T78A BT RERT IV T Ax vy P OHEREGENTEY, f
EEAET NSy aNICRE SN TWET, BERT T UV T Axy o OHER,

Yt —FFEF YA N TV LT g VTN N T Y v a TEA ST
LHWEIDERLET, BERT TV T AXY VOHEERET 78 A0 7LW3CT 7
A RGBT LB TEET,

s TR TT : %XS
« W3C 7 7 & A 17 : x-request-rewrite

& A

ensrch DT TAT v NERPRZETIERL . B—7 —F A S E Lz,

encrt DT FTAT v NERWLZETIT R, A4 b arT oy L—7 ¢ » 7HRE
DA SE LT,

unsupp DT TAT v FERPYR— SN TORWBRRT P UM TL,

err DT TAT v FMERIFEETIEDH Y FHAR, =T —D7eHIilt—7 ¥—
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TIPEEDISSIt |

URL A3 E&Az |O—F |ERBA URL 045l
V—3 %)L % |snet 1069 V— )b Xy FU—% 7B | www.facebook.com
hU—F7 i, [Fr7=yad Ry b ywwiwitter.com
(Social 7 —% 7" (Professional
Networking) Networking) ] b2 L T2 &
Uy,
2R (Social | socs 1014 | HSICBRT 2R L g, % | www.archaeology.org
Science) T U NEF L AVT 2 T 0 A | www.anthropology.net
2T =R, RS, ST, H
PR W, DT, M,
Hek Ol | scty 1010 FIEB X OFHEEMR., BFEM, #+ | www.childcareaware.org
(Society and i, R, ElE, RERE, www.familysearch.org
Culture)
VA Ny swup 1053 V7 NI T RNy —JlTxtT A | www.softwarepatch.com
Ty TT—h BEH 7077 LERHIELTVD | ywwwindowsupdate.com
(Software Web 1 I,
Updates)
A=V L |sprt 1008 FTRTOTr AR—YBLOY < |www.espn.com
L7 )xz—v 3 FaT AR—Y, L7 VxT—3 www.recreation.gov
> (Sports and ARE), $90, Ty FTY— R
Recreation) R—=> (F—2L) | AR, FEE
H, v —T—, T R—
7. @, JKIEEE, TRIRMEER 72
o
A RY—3 >4 |aud 1073 U7 NE AN AN —3 7 F— | www.live-radio.net
A—=T 4 A TAA 2T (48 —F Y | www.shoutcast.com
(Streaming b TZOFARE =T 4 A T 44— R
Audio) &) .
AR —3 7 |vid 1072 UFP LA LA RY—=3 27 5 | www.hulu.com
=S F A F—Fy kT LE, Web www.youtube.com
(Streaming ¥y AL, BEILERE)
Video)
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URL h7 )

HEERZ

a—F

A

URL 15l

FaXALER
WALSRASI: et =

terr

1119

AT Fa¥—D—8E LT, F
TPIIBENEZRET 72U A ME
T2 IR D Web A, ¥4 b
Wi, 77 7 4 v 7 AR EE,
EFABLIOTF A MREENT
WHZERHY ET, —EHOYA
ME, TaE2ZEELTVR0DS,
BII BRI EEEIEE L TWD
LaEbH ET,

A=

(Tobacco)

tob

1078

ZIEZE D Web YA k| Zo3afilik
Sfh, AT R, GEESE
YRSIHTRWE D) 72k, ZN
T R EET [ & JK (Health and
Medicine) |77 T VI I E
R

www.bat.com

www.tobacco.org

FOWY
(Transportation)

trns

1044

EARDOFEY Y, HEEIS LU
A 7T DfE R, BrEL, HlE
F— A OEEN, HEN AT,
ARG, WZERE. LYy — A
. (RV) 2L, HEHL—23
FONRAL T L—RF [AF—VF
XOv 27 Y x— 9 (Sports and
Recreation) JIZHFEINLET,

www.cars.com

www.motorcycles.com

%47 (Travel)

vl

[=g

1046

B YR AT EENFRAT, AT
e FToUL U Y= SRITAREE
JE, ARIBFI DS 7 JRAT. iRk,
falaftis, @EFE, MZEEOT
K, MAEE, Lo 2 — BiE
mE,

www.expedia.com

www.lonelyplanet.com

URL ¥ — &

A

shrt

1120

FWURLZ%#E L7=0 ., URL%Z~
FUT 4T LT, A=)
VI DRGSR LIZ D+
DIOIERAENS KA AV,

www.bit.ly

www.tinyurl.com
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HTTPS +5 7 1 v o 24T aEs Ry o —otm [

URL A3 LBERZ |O— K |EREA URL 045l
s weap  |1036 |~ I RAR OME AR L OMEAHIC | www.coldsteel.com
(Weapons) B o1 ERIEE . 84 —7 | www.gunbroker.com
var, BORNINE, HOME
b, BEORRE, SOOI &) |
IR 2 afEi, £ ofoR
S MBE R G OV A R E S
BENDHEERHY ET, BUFO
BT D Web ¥ 1 M, [BUifds
X O (Government and Law) ]
AT AVIHHINET,
Web ¥  » > = |cach 1108 WE, PRI E i3 — R %L | www.archive.org
T —HhAT MEDT-DITHMINLSF Y v a wwwehedegrgh EareriTm
FET—HA T ST Web =
TV,
Web 18R AT ¢ o | whst 1037 |Web %A FDARAT 7 g | www.bluehost.com
7" (Web MR —E 2R L, www.godaddy.com
Hosting)
Web ~— EER | tran 1063 Web ~<— OFIER, www.babelfish.com
(Web Page www.translate.google.com
Translation)
Web-based Email | x — L |[1038 Web A —/L H—t %, @l ADH 4y | www.mail.yahoo.com
7RV DRALDE A =/ =X EH] | www.outlook.com
2 M 57200 D Web W+ M, [

M7+ A —/ (Organizational
Email) |77 T VICHHEINET,

BEEIER
cURL 75 3V v hOFEFOEH

(20 =—7)

« KOBED URL EiR-> THME S L2 URL O#HE (19 RX—)

HTTPS FS5 D7 4 v ZHlEHT 2ESR) o —DIER

ZOETHMHATINEFL. ROEEY TY,
*HTTPS N7 7 4 v 7 ZHliHIT 2SR Y > —OERK : 3

(76 =)

cEBEAEARY —IZXAHTTPS b7 7 4 vV DEH - RA N T 7T 4 A (77 X—=2)

cHEALRY v—

(77 =)

FHERarka—iL .




7otz avka—u |
B vres b5 v s ERET 2EERY -0k BE

o JL— RAEBHE (85 R—7))
cHTTPS "I 7 4 v T DI—TF 427 (92 ~_—3)

« BiBAL/HTTPS/EFAED N TNy a—TF 4 7 (93 _—)

— \ 4 45 2 J° N i
HTTPS F S D« v O ZHlEHIT 2SR O—D1ER : &
BEALRY 2 —T, Web 72X HNOHTTPS T 7 4 v 7 OB ERINE T,
«HTTPS N7 7 4 v 7 2 EbTHHXA I,
e MSh7p, FIITRULIZ X2 U T 4 EAEEM T 2 EROWLE Ik,
HTTPS 7 7 4 v 7 U T DO X I T HEEALR Y O —Z Bk TE £97,
WL ENTE N T T 4 v T BN A N—T D,
s N7 4w EERLL, HTITP N7 7 4 v 7 HIICER SN2 T VY R—=ADT 7 &
AR —ZHATDH, ZHIZE-T, VU =T AFy L AfEEICR D £
« HTTPS ##i % Ku v 745,

cWeb 7 H VNIRRT —IZH L TCEREZIM L CWD EXIT, BEREE=HF—T5 (&
T a ATFETENRY) o ZOFEIC LT, mEIC Re v AR L— E£T-
ITEBILDOT 7 a o RETSRET,

A

tl

FE O BEAENBERORMYFEVISEELTLESYN, =0 F2—FDOHTTPS v ¥ a3 2 E 5L+
5L BN LI28A1E, Secure Web Appliance® 7 7 & A 1 7 & LR — MZE NGB
EENDHZENRNH Y F9, EPLAIL advancedproxyconfig CLI @< K& grres 7 a< 2 K
ZHEAHLT, e 7IRFTHAURIT XA NOEEZHECTEET, URIEBK, 72372V —0
WA SN URIOE R B E 0 Z IR FCE ET, 7272 L, URISH 7 =Y —%H|
BRIDZEEBRLAEGATH, AZFECEAHBERITFBINCEFICRDIATEENH Y F

j—o

EEBERYS—RZRHIZEABHTIPS FS 74 v DEEDME

Flg |[ESIER)S—ICKDHTIPS 5 |BEEBEE S UVFIE~D) Y
T4y BEDEOHDERAY YR
~

1 HTTPS m %3 % A X —7LIZd |HTTPS 2 X% DA F—7 Lk (80 =—3)
%
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WEAKY S—IZEBHTTPS k57 v o 0EE: A2+ T50742 |

FIE

H#EERYS—[ZKL B HTIPS S5
T4V EBDEHOFRY YR
~

BEEES L UFIE~DY Y

SEAEL X —2 T v u— FE
AR T 5

)L— MNEHEB L OF—D7 v Fr—F
(88 ~=—7)

« HTTPS 7' & ¥ VH O ERL L O — 04
i (88 ~X—2)

HElbA T a v aRETS

R AT a v DORE (84 2—)

(EE) X RFENE O 2 3%
ET D

M 72 SERHE DB OFRE (89 ~2—3)

(FEE) VT IE A DORHAT —
BAFxy ) A X—T T 5D

VT NEA DDINAT—HAF =7 OFR
£ (90 ~<—3)

(EE) BEINTZHEL T o
J SRR EASEHET S

FHETE 20— hEHE (92 ~—)

BEILR) O—IZLKABHTIPS FS 74 v I DEE . RXMNTS5U T4

A

— R E B LR Y — TN —TZ D HAVERR LT, Xy hT—27 FOTRTOa—HF—F 7T
PEORE o —Y— I —T @A LET, D%, HSESN/ZHTTPS b7 7 4 v 7 IZ
ZOMPOWVER A EATALERNDLEEIR. LV EERNRT 78X I A—T 2R LET,

‘'EIER) —

TTIAT AR,

HTTPS #5ft 2sRIZKI LT, LTFDT 7 v a v aF 7 cxEd,

*T7vay £ R

EZH— Monitor (E=4—) %, HEOICHEHASNOIRET 72 a v ERET D
7212 Web 70 U MO FBREREICKT LT R 7 o7 va v aFHE L
BT HMEND L Z LERTHRHEOT 7> a o TF,

k& (Drop) TIIAT AT s Fay 7 LET, =R EREELE
Yho TTIAT o RATEERiAx Frny Ll tha—F—l@EmL £
A,
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TIFay Bl

INRRI— (Pass |7 FI5A T AF, N7 74 v 7 ONEEBRETSTIC, 2I9A4T &
through) P R—HOBHEE A A L— L FE T,

7L, BEONAZAN—RY —%FH L TWDH84E . Secure Web
Apphance ITER &Nz — /"= DOHTTPS N> R = A 7 2Bt L C,
ZOV—NR—DFMEF =7 LET, AMEF = v 7 TR,
SEHENKIEENE T, V—"—DF = v VBN LESRE, VT
Jvaviivay s snEd,

BEOYA NORFET = v 7 2 AX vy 745121k, ZnboVA b ad
DHAZ LT TV DPEARAENTZRY U —FFRELT, 2DV A
FBEHETEDZLERLET, ZNOHOYA NI, BT =7 %
ZAFRNTAAANL—INET, AT =y 7 DRF v FZHFAIT 5
RV —%RETHIHEIL. EELTIEIN,

8BSt (Decrypt) |77 747 A, #EFATLETN, T 74 v 7 ONERERAEL
9., VT T4 v EES, TL—2 TXA N HITP i TH D0 D
o, BEEENTZ NI 7 4 v 7T 7 BARY U—FEALET,
B a B b L, 7278 AR U—2@HA+52L2k0, FT7 74
JEAFX Y LTy T 2RETEET,

T —UHNDOTXTORMEIL, Web 7 XN T o7 a T+t s K& T7T 733
VI TCY, T 7 a siE, Web 7 e R URMOE R EICH LT R T Uy g U EFHE
THILEEILTLHETT, & X, HELARY =2, Bhhleth— N\ —FEELE E=
A —FBHEITEREESNTVEES, Web7 X E, —"—CHHiEHENELTH D
é@HTWS%7/ﬁ7/a/@@@ﬁ&gﬁwf@%%&ﬁ%ﬁ%iﬁh BWEARY v—
B, Weblb BaT7—ary Aary BNMRN—"—%278y 795K ICRESNTNDLEE.
LE 27— ay 2a7 MR —_—ZxT 5T X TOERN URL 77 2 #EE2 B EHE
TICkeyrsnEd,

WOBNZ, Web 7 XU NEBALRY o — Z—T1Tk LTI T4 7 v NEREZFMET D)
EamrLET, THTTPS N7 7 ¢ v 7 Ofilil) (2, B5RY o — Ol E LT 5 & &
IZWeb 72X CHEHTHIEFARRINET, K8: 7 7EARI—DT 7 a D
(118 =—) ZiX, 77 BARY > —DOHIHRRE LT 5 & ZITWeb 7' r ¥ THEMT S
NEFEAFREINET,
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C Receive HTTPS request from client.>

v

weteryo— [}

> Yes, action is Deny.

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Yes, action is Decrypt.

lNo, user is authenticated, or surrogate is cookie.

| Ves, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of custom URL categories?

Yes, action is Decrypt.

Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop.

Is the server certificate valid?

No, action is Decrypt. A

iYes, or No, action is Monitor.

Yes, Drop.

Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Re

putation is not enabled.

Yes, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of predefined URL categories?

Ye
Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

Is this transaction to an application and is the HTTPS Proxy
configured to decrypt applications that use HTTPS?

Y

©

iNo, continue to monitor.

No

Is Web Reputation enabled?

No, action

lYes

A_is Drop.
No, action
is Monitor,

Does the destination server
have a reputation score assigned?

No, action is Decrypt. A
No, action is Pass-Through.

<

iYes

Does the reputation score of the destination server
indicate to pass through or decrypt the connection?

Action is Decrypt.

Action is Pass-Through.

v

Action is Drop.

What is the default action specified in the policy group?

1Action is Pass-Through.

v
Drop
connection.

iAction is Decrypt.

J v
Pass through
connection.

Decrypt traffic and then evaluate \‘
Access Policy group membership. |~

FHERarka—iL .
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( Receive request from client. )

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy group the global policy? 16
No
v
, No Is the transaction assigned to one of the policy group’s configured
i |dentification Profile, or does the policy group use “All Identification Profiles™
Yes
N h 4
«2 s the current time in the policy group’s configured time range in the Advanced section?
Yes, or no time range defined
v
ML Is the client subnet in the policy group’s list of subnet(s) in the Advanced section?
Yes, or none defined
h 4
PALL Is the proxy port in the policy group’s list of ports in the Advanced section?
Yes, or none defined
v
Mo Is the user agent in the policy group’s list of user agents in the Advanced section?
Yes, or none defined
h
No Is the URL category of the request URL in the policy group’s

A

list of URL categories in the Advanced section?

Yes, or none defined

v

Is the user one of the authorized users listed in the policy group?

No (List of authorized users can be a list of user names, user groups, all authenticated

users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)

A

|
v ¢ ¢
< Apply the Decryption Policy group settings to the client request. )

HTTPS JOX> D4 x—T )Lk

HTTPS N7 7 4 w7 =X — L THEBILTHITIE. HITPS 'rX v %A X—T /I T D4
ERH Y FI, HITPS 70X 2 A X—TNWICTDHEEE. T I7A T VAN, Xy hU—
TDITAT T TV r—a VICEEBAEAT—N—FHEEZEET D EEIHEAT S

. TR avkao—)L
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ATy T

ATvT2
ATvT3
ATv74

ATy Th

ATvT6

ATy 717

Hres Foxs a4 2—Iutk [

J— NEEAEA BT L ET, MEBOMFEOL— MEFAEB LU —%7 v 7o — KT 50,

=P —BNAN LR CTIEAERS L O —2 AR T DL OICT I IA T U RAZRETH I &
MNTEET,

HTTPS 7’ & % A % —7 /L LT=t4E., T3TO HTTPS AR U > —RENEBILAR Y v —IZ
KoTEisnE T, o, ZOXN—U T, b= N—GEHAEREHRGED, TTITAT A
XA HTTPS 77 4 v 7 OB R ETEET,

1R BHHEIIZ

HTTPS 7R ¥ L&A X—7MITH L, T7EARY —NOHTTPS EHDOL—LRNT ¢
=TT Web 7B X T HTTP HOL— V& L <, #EE{bShiz HTTPS k7
T4 2B LET,

e

[t =Y T ¢ H—E A (Security Services) ]>[HTTPS 7' 23 (HTTPS Proxy) | (ZBEIL, [REDHEZD
{b & #m%E (Enable and Edit Settings) 1 %227 U v 7 L ¥,

HTTPS 70y 54 By A ENE RINET,
HTTPS 7' v 74 B AN EOFKE 2 Hisr, [[FET D (Accept) 1227 U7 LET,

[HTTPS 7' & ¥ ZH N2 2% (Enable HTTPSProxy) |7 4 —/V RWA X—T NV ThHHZ L ZERLET,

[HTTPS K — k35 7 133~ (HTTPS Ports to Proxy) | 7 4 —/ RIZ, 7754 7> AN HTTPS k5
T4l eFzy I TOR=— b AN LES, A= M43 BT 730 b K= TT,

GE) Secure Web Appliance (7' 2 ¥ & L THRAR30AR— MEfHTE £, 3K — MIFEITFTP 7
PXUHICTRSNTEY, 278 — MIHTTP B L O HTTPS Yo %o & L TR TE £,

BEAIHE AT 2V — MEAGREAEZ T v 7o — REIFERLET,

GE) Ty 7u— RENFEHEE X —OT L ERESNTGEHEE X —OXT OWENRT 7T A
T AT LA, B4 — MEFFE (Root Certificate for Signing) ]2 &2 TR &
NTWDHFEAELE X —DXT OB EHEH L ET,

[HTTPS Zi#@ ) 2>k (HTTPS Transparent Request) | Z7 v a2 > C, LT OA 7T a OWT &R L
\i j‘o

* Decrypt the HTTPS request and redirect for authentication (HTTPS Z R Z1H 5t L T, FRAEDT=HIZY &
AVv7 h¥2D)

* Deny the HTTPS request (HTTPS Z:R A H53 %)
ZOREIL, BAEY RS — e LTIPTY RLAZEHT L M T o7 a2, =2—F =03 E 72506k
SNTVWRWEEICEH SN ET,

GE) D7 4= VRIE, TTIAT UARFERE— RCERHAESNTWAGAICETRRENET,

[HTTPS &M 3257 7 U 7r— a > (Applications that Use HTTPS) | &7 v a > C, 77U r—v a0
AL s k= BT T Y r—va o ERIEZ R LSS0l 5 b E A R—T LI
THNE I MBI F77,

FHERarka—iL .
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B nres k550 v o ofm

(6z3) BAHL— FEEAEN T4 T MCA VA =L ENTWRWESIE. HERfkicky, 77

Vir—2alTnId3—MNRETDHZENDVET, T7I7A4T A — FEAEDOFEMIZOWN
Ti. EFAEORKEE L HTTPS OESLOEH (86 2—) BB LT EEW,

ATV T8 EHEFEFEL, RIFLET,

RDEZRY
ESPERENS

o FEBEDORGE L HTTPS OE ELOEFL (86 ~<—)

HTTPS ~5 7 « v U Ol

Secure Web Appliance 3 E 5t Y v — 7 /L — 712 HTTPS #fe R 2 E 0 Y T=%., #Efc R
I, ZORY =N —TOERRELMALEY, EFERY = 7 —TOEHRET,
TIIAT AR AR GCT 20 Ray 7450 TN AZL—TFT D 0RRE S
£,

TFoay SiBA

URL A7 3 ERZ/FELBLOD AZ LK URL BT FVI2-D\TC, HTTPS Bk CFELT

(URL T5T7 /v a v EBRECTEET, [URL 7 44 % U 2 (URL Filtering) ]

Categories) Wb d, RETDIRI— TA—TDV 2% 70 w7 LET,
G¥) HTTPS EROKED URL T IV A Ry (my Ra—
P—@m7z L) ¥50TiEHRL, 7uyy (= Fa—%—
BHHY) T8, BEELRY >v— 7 —7DZFDURL
BT IV OEFALEEIRL, FO®%IZ, T7EB8ARY —F
IL—T7DRICURL AT IV D7 a7 #RIRLET,
Web LEaT— |ZRkXnE=H—"—DWeb L E2TF—31 3> Aa7 2850 T, HTTPS
vary (Web | ZRICHLTEITTHT 7 a v #RETEET, [Web LE 27— 3
Reputation)

> (Web Reputation) 13lCH D, RET LRI — I N—TD) I %
7V w7 LET,

. TR avkao—)L
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HTTes k57« v o osim [

TF7oay SR AR

TIAIE T IS T ARENRDBECT I T4 T ANFEITTHNENH LT 7
°/§I v (Default | v 5 v %R ETXET, [F74/0 1~ T2 a3 (Default Action) ] FIIC
Action) bD. BETEIERYV— TA—FDV %7 v LET,

G¥) RESNTET 74V T2 vaid, FENLREN, URL
HTFAY EWeb L B aTF— g 2ar7rnlb 5120
TWRWEAIZOR, N T HF 7 g NI BLET, Web
LT —ay ZA40NE Y ITNT =7 D851,
TNk T 7 a v, URL BT 2V @ Monitor 7 7 3 =
N BT RTO N T o7 a @B EInEd, Web
LEaT—vay 74NV E ) TRAX—=T VORI, A
a7 72 LD A MZ Monitor 77 ¥ a U NEIRIN TV S
BIEDOH, T7xNVK T varMEsnET,

Web LE 2T —2a U AaT7 NEWE st b7 7 4 v 7 &8 N AF 5H21E, [HTTPS 7 11 &%
TEXE (HTTPS Proxy Settings) | ~X—® [{5{b4 7 = - (Decryption Options) | & 727 =
NChHDH [TV = a oD DSk (Decrypt for Application Detection) | 47 =
VEATZIZLTL IS,

WO, TTT7AT 2 ANEEDEZLARY v —% HTTPS ERIZEID Y T=kic, ZOHE
RCEITTDT /v a v B ETDHHIEEZRLET, 58 ——D Web L E 2T — 3
2T NEHEEIND DT 1 BT TTN, ZOREIT, WEZ7 2 —D2o0KR A FTEHAX
NET, 7 21F. Web L P aF—ary RaroRay X 77 a0E, EFFEHRD URL
HTFAVIHEESNTWDEIHHWDELET 72 a AERTHZ LICHEELTLLEE N,
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C Receive HTTPS request from client.>

v

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

_ Yes, action is Deny. Yes, action is Decrypt.

lNo, user is authenticated, or surrogate is cookie.

_ Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt.
b Decryption group’s list of custom URL categories? Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop. . - ion i
4—{0 acion s 7rop Is the server certificate valid? ML‘NO' aetion. b Draryge: s

iYes, or No, action is Monitor.

Yes, Drop. Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Reputation is not enabled.

Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt. 4, |
Decryption group’s list of predefined URL categories? Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

©

Is this transaction to an application and is the HTTPS Proxy Yes NN
configured to decrypt applications that use HTTPS?

iNo, continue to monitor.

N
40{ Is Web Reputation enabled?

No, action lYes
A_is Drop. o
No, action Does the destination server No, action is Decrypt. 1\ |
is Monitor, have a reputation score assigned? No, action is Pass-Through.
iYes
Does the reputation score of the destination server Action is Decrypt. Nyl
indicate to pass through or decrypt the connection? Action is Pass-Through.

v

4—{““0" L. What is the default action specified in the policy group? }Amnn i P o

iAction is Decrypt. Pass throug‘h[
v i
Drop Decrypt traffic and then evaluate \‘ connecton.
connection.

Access Policy group membership. |~

BEIEA T a3 DEE

1R BHHEIIZ

HTTPS 7u X DA X —7 Nt (80 ~X—) THHA L= X HIZ, HTTPS 7’u F 034 r—
TN THHI L EHERLET,

ATYF1 [BEXx =2V T 4% —E A (Security Services) ]>[HTTPS” & %3 (HTTPS Proxy) ]\ZRB#EIL £,

ATy T2 [REOHE (EditSettings) 1227 Vv 27 LET,
AT T3 EEbA T a A X—T I LET,

. TR avkao—)L
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GE) ZOF T arEEMMET S, —EHOHTTPS 7 U r— g v ofmigh®Enm b LET, 7=
L., BAML—FEPENRNY SA4 T MIA VA =L ENTWRWESIX, EEkICLY
FOMDOHTTIPS 7 7V r—a o CxT—0mRBAETHZ EXHY 93, HHHFTa he—L
TADC £/21XAVC 28T 2 L, TV r—2 g Uil 5SS £,

BEEEA T ay Hol:)z

FEED =D DIE AL ZDOHTTPS b T 7 v a VORNIRIES LTV — Y — 2 5L & 3

LT, REENs L2 LE,

Ty Ra—W—@MO7 |AsyncOS Nty K 22— —@ME R R TXDH LI ICEELEFFATLE T,
D DAL

GE) AEAENESCTH Y | BRGEAELY Fu v 735 KO ICERESR
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R)o— 4247

Kuo—547 |

RYS— 48 |BEREA4T SRER BRIG~D) Y
47
7 Ut A « HTTP HTTP. FTP. 1 5{LHTTPS ®#%& | RV > —dfEk (101
(Access) y BN T74v & Tayr, 7 | =)
¥R A=Y (W .
LIPS A, EEY AL LS R LET
« FTP HTTPS 7' m ¥ 37 4 B—T L
DE. T8 A R —IKF
b= HTTPS 7
T4v 7 HbEHLET,
SOCKS * SOCKS Socks EELR A 72137 | RY >—fEk (101
oy 7 LET, =)
T r— o« T fr— Software as a Service (SaaS) 7 7 |SaaS 7'V rr— 3 R
g VEREE IV Vir—2ar~OT7 7' AEH |GER Y —0O1ERK (134
(Application ATEZITHESR LET, =)
Authentication) UL Y A LT
DRI, TS
a DT I AETTEBIC
Fa—T T B LIz ko
TEFa2V T4 2mESEET,
RY =D TN A A
HEREZ 9 5121, Secure
Web Appliance% ID 7' 1 /3 A 4 —
LU TEEL., SaaS OIFRFE L
F—%7T v — REIIER
THINLERHD FI,
15k * HTTPS HTTPS £fi #1214k, /S22 | KU —EKR (101
HTTPS & J—, FEFey 7 LET, |2—)
Igg?Md AsyncOS [E, Z D% DML 7=
Wz, kLT 74 w0
Management)

T 7 BARY —IZELE
7,
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Ry — 4 | BRAAT SR AR BRGADY Y
47
F—4 % * HTTP Web ~DF—ZD7 v 7a—FK | KU —ofEK (101
F=2UT 4 RS %%ﬁ}%#o?i??%;u =)
(Data HTTPS TARI—IIRENT T 4>
Security) JHAF¥x L, sk ars
* FTP VNI ESNT, T T4y
NTF—H T w7 a— KON
AT TWA Z L 2R L E
T, AF ¥ DDA —
NR=IRIENT T4 B X
AV T HNEDLP AR Y > —
LIy T—HEXa YT ¢
AU —%. Secure Web
ApplianceZfEFHL T r7 7 1 »
TEAXy L, HMiLET,
S48 DLP * HTTP H— RX—=F 4 DDLP V27 AR —DfERE (101
(F—X W e . | BT LTV B — = | =)
B IE) fﬁ&éﬂt NT7 4 w7 ZXELET, DLP
(External VAT AMINT T 4 T ARy
DLP (Data * FTP YU, NI T4 v I BTF—H
Loss 7y 7 a— RIZET 24N R
Prevention)) ICHELL TV B T b AR L E
T, T—HADOT v TFu—RFbHE
I A275—2EXa2 T 4R
L3 AN DLP AR Y
—IZ Secure Web Appliance % A
Xy U MEENSKLET, Z
KT, 77947 AD
U Y — AN S, = RS
TARY T by 2T Lo TR
x5 F o oEE 2 TEH T
XAEHITD E£T,
=zl « HTTP BEOHLT—HEEHELTWD |KRY —FElK (101
=T A P | TR B DT =2 DT v T a— | =)
F B | vpaTn s, 2mp—,
(Outbound FFFFTLET,
f“@m o F v MU= 2T TIHFEL T
canning)

WA = T AR b T —
RSB D& LET,
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R)o— 48 | BREAT L BRO~D Y
47

=T 4 * HTTP Web h57 4w 7% T w7 AN | R —DfERL (101
7 « HTTPS U—Ah 7FuaXozi LTERT | =)

L0y, FsEEY— NIk
- FTP FELET, BFEORy bT—2
REF A RHELTZ Y . Secure Web
Appliance’ 5 DAL % 47 v —
KLY, = RRX—=FT 4D
BXx VAT ANGIRMEEN D
BISEEATERA L2 75729
2, Ty AN —ATaxy
ENLCRNT 74905044
L7 hTEET,

BEOT v T AR —AT X
TOMEHATREZR G, Secure
Web Applianceld =2 — K/XF
YIHEMEER LT, FRbo
TaXUNIT —HESBTEE
7

54T NOEETIPT KL
AZRFFT 200, DT Web
TaXVIPERIFIPA TS —T ¢
YITTa Ty A NEHEH LT
AHANIPICEE L £,

BRIV —HATFR) =T —TNAEFEHALT, RV —2REFEIOERLET, &5
Vo—T7—=TNMZE, RV —FATOT 74N TV va g5, EREFAD
7ra— LR ) U=RHEINTOWET, BEISCT, BIHO2—F—EHRR U > —D0MERK
S, RV vr—TF7—7riBEmangEd, RV —iF, AV —7—7 10U A MIGEH S
NTWDIEFTRE SN ET,

2 DRV =12l RY —NEHRT L2 —P—TROX A 7B L OERIZH L TFEITTD
T arPERINTVET, ERV—ERIZIZ2ODAAL L B arnb £,

«[#ATOT 74 ILEL—H— (ldentification Profilesand Users) | : #5710 7 7 A /Ui,

RY—DRAN—2y THETHEAINET, Web T U7 v a U E#BIT 57200
SFEIFERATVarNEENTWVLOTRICEETYT, /-, R v—EE< D7
T4 EIAELET,

* [FEAIERE (Advanced) ]: ARV L — OIS &7 D 2 — P — OB S 5 HE1E,
1 DL EORELZRY o —THRETE, ARELZWHLTIE TN TR BT 2468 RH Y %
j—O

FHERarka—iL .



7otz avka—u |
B« —ons

«[7v bz (Protocols) |: SEIERFRy NU—F TNA AMTT — X HEETE
5E 912 LET (http, https, fip 72 &)

o[ X AR — b (ProxyPorts) |: ZRKH Web 7' B X ~D7 7 AMEHT HHK S
P& DR— |k,

s [ 7> & (Subnets) ]: ZRMHIF Iz, ety NU—2 TA AOFRE T
N—7" (MB35 FT, v—Hh L = U7 Xv hU—2 (LAN) 2&) .

o [FE#EPH (Time Range) ] : BE#EMHZAERR T2 & AU =Tz L, 2K
ATV ICFDUN T Web R 2RI L7720 . Web HRIZT 7 v a 2
TEE, FFEEMHIT, fx o=y F& LTRSS ET,

«[URL#Z 7 =Y (URL Categories) ]: URL #7 2V |X Web A M DERAHE 130
ABLDHT IV TT (Z2a—RA, EVRA, VY=V AT 4T RE) . Thbz
fER LT, Web BRZFA L7720, Web ERIZT 7 v a el TEET,

o[—H—=—T x>k (UserAgents) |: BROIERICEH SN 7 94T b T
UVor—vay (Ty7T7—=4Web 7 70¥RE) BbHvET, 2a—¥F—x2—T=
Y MZHESWTRY —DHREHEEZEFR LY, HIHREELEECE ET, BiErD
2=V MERITHZELTEET, 2T, I LT UV LDATE
Ko ENTERNWT Y r—va rTERILET, BIAX L 2—P—2—Tx
VEEERTEETH, TNOLOEREMORY O —CHAMHT A Z LIXTEEY
Moo

\}

B BEOAAN—V oy THMERER LIS, 7747 PERIZ, R v—I2—ET 5729
12, I XTORELFHEZTHLERIH Y £,

R O—DIRR

RY L —F—TNIRY > —ZTWTANEFICL > T, Web ZRICEHESNARY o —DE
SENEREASRE W F4, WebBR & DREITT—7 N OF FALORY > —nBIEIZ T, Bk
DAY =l —F LEERATHRAIIRTLET, 7T—7AVAOZERLUBEORY > — 3B S
FH A,

I—PEFEDORY —N Web BRE —HLABRWES, FORI—ZALTDTa—rL R
v=REAINET, Fu— UL R —FFIIRY — T =T NV ORZICEE S, JEF
EHETEEHA,

WROMIZ, T7EAR) =T —=TNEN LI TAT v MERO 70 —% R LET,
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( Receive request from client. )

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy group the global policy? }Ye;s
No
v
_ No Is the transaction assigned to one of the policy group’s configured
F [dentification Profile, or does the policy group use “All ldentification Profiles”?
Yes

v

4M Is the current time in the policy group’s configured time range in the Advanced section? ‘

Yes, or no time range defined
v

<ﬁ{ Is the client subnet in the policy group’s list of subnet(s) in the Advanced section? ‘

Yes, or none defined
X

A

<M Is the proxy port in the policy group’s list of ports in the Advanced section? ‘

Yes, or none defined

v

4% Is the user agent in the policy group’s list of user agents in the Advanced section? ‘

Yes, or none defined

A
No Is the URL category of the request URL in the policy group’s
list of URL categories in the Advanced section?

A

Yes, or none defined
v

Is the user one of the authorized users listed in the policy group?

No (List of authorized users can be a list of user names, user groups, all authenticated

users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)

Y
v ® ¢
( Apply the Decryption Policy group settings to the client request. >

A

R —DER

BRH BRI
cHMTHT XU EAF—T M LET,
*Web 7' 1 %3 (HTTP, 1H7%5 SH7ZHTTPS, & XU FTP )
« HTTPS 7’22 %~ (HTTPS Proxy)

+ SOCKS 7' & %3 (SOCKS Proxy)

e BB A0 7 7 A VEERR LET,

FHERarka—iL .
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ATy

ATy T2
ATvT3
ATy T4

ATy TH

e RU —0JEFE (100 2—) IZOWTHMLTBX 1,
o (FFH{L 7= HTTPS O &) FEAE L F—%27 v 7o — REZIFER L E9,

e (F—HEX2UTF 4 DH) CiscoT—Z X2 UTF 4 TANEDREELA F—TNMIZL
7,

« (UMEBDLP D7) SMESDLP — " ZE# L £,

o =T 4T DH) Secure Web AppliancelZxt L CREHET A7 v 7 A N — A7 %
EERLET,

s ER) BEETL7I9A T N T TV = a s EERLET,

o ((EE) BIE§ 2 WpHEIR 2 /Ek L 47, RiF#EiIHs L U7 +—% (120~—) 2Z ]
LTL7ZEny,

e ((FE) BETAHURL YT U Z/ERLET, B AZ L URL BT 2V OFERE L OWRE
(39 =) ZZMLTLLEEN,

[R YV —i%E (Policy Settings) | 87 > a7, [TAT T 47 4 =A%l (Enable Identity) | F = v 7
Ry 7 ZAZMHLTZOR) =% A X =TT D0, R —ZHIBREFTIRELICT =7 0T
LET,

[47 (Name) JIZ—BORY v —4%5EH D Y4 CTET,

[P (Description) ] IXfEE TY,

[[EIZHfA (InsertAbove) | K v 7H 7 JRARNT, ZORY —%2FKRT 5T —T /LINONEZFR L
£

GE) R v—ZELET, KO LORELEIENE L, & FMILOLORRLELS 2D £7,
PR OWTIE, AU —olEF (100 =) 2B LTIV,

[RY > —DHMHIE (Policy Expires) 1=V 7T, [KRY I —DHMHIRDOFHE (Set Expiration for Policy) ]

Tyl Ry 7 A%F AL T, R —OFPDHIREZFRELET, RET LR Y O —OHFLHRD HFE

EANLET, REWIREZ 2L, R —IXHBMICESICR D 9,

GE) VAT ARIN ST ECRY =% TF v LT, | pEICESHENIN DR Y —E I
LET, 2& 23 AU =2 1100 ICHIRAEIN S KO ICRESN TV L 5E, R v—iT
AR T 1101 £ TICIhCA2 D £9,
RNY = OFHIREREIL, 77 B AR — HERI — BEUOWeb FT7 7 4 v 7 Xy
TRV =l OHBEHINET,

AU —OFBHMBD 3 BRICA—AREE, AHRIZHL Y —EA—LREEET,

GE) 77— bEZETDHITIE, [VAT LEB (System Administration) ]>[7 7 — bk (Alerts) | & fif

MLT, R —OFDHRT 7 — b E2ANCTLILERDH Y £, R —DHRUINT 7 —
FezRLTZEan
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ATvT6

ATy 17

Ay v—otei |

Cisco 2Ty vXa VT 4 BT 7 IAT UV AEFERH L TR O —OFDHREZRETHZ L TE
F9, HESINT-ADYIRPEE L ERY —1ZRL L ETN, Ciscoar Ty X VT 4 EH8T 7
FATAD GUI TIRER L FRENET A,

RY L —DOERNMEMEE LR TE L%, BOEIRIZT 754 7 v A0 — VRO EICH-SWTHIR
e £9,

[RY 2 — A NDEFH (PolicyMember Definition) |27 v g T, 22—V BIRIL—T DA~y
TOEFZIFEEEIR L ET, A7 17 7 A/ E 22— (Identification Profiles and Users) ] U A ki,
UTFTOWTNrZRIRL 97,

o [TRTOFA T v 7 7 A4 (All Identification Profiles) ] : ZDOR Y o —%BHFOTXTOT a7 7 A
MZHERALET, 27 &b 1 o0 FERE (Advanced) [ A7 Y a v 2 EHRETHLERH Y £,

s [12LL EOFERIZ v 7 7 A /L %384 (Select One or More Identification Profiles) ] : ffl # O~ =2 7 7
ANEIRET DI2ODOT =T ANERENET, 11721 20T BT 7 AV A=y TER
DEENTNET,

[T _XToOFkBI 7 17 7 A /L (All Identification Profiles) ] Z %R L7254 :
a) UToWTFnl1 o047y ar#RIRLT, ZORY v —%2#HAT&RBE~AL—F LI L—T%
BELET,

o [TRTOARFE A2 —Y (All Authenticated Users) | : sBalk £ 7213 BB ID (2 X » THRBI S 7=
_RTCOZ—V,

s [BREINTZ T NV—T L 22— (Selected Groups and Users) | : F5/€ L7z —H L J/L— 7 MMl X
nET,

BELISEEFaTa JIL—F 4245 (SGT) AFE LT 2—V 2B E - Ii3mET DI,
WOWEEIRT~NVDY o7& v 7 LET, 22, BIEREL T a2—HF DY X &
LT B, FOVR M2 V7 LET, iV TE, AV v—0kX=2 YT 40 TA—7
27 OBEMERE (105 2—) 2R T EEN,

ISEZ{EHT 556, ISEXYXa VT 4 J—7 27 2BMERIImETX £, ZHITISE-PIC

BATIIYR—FENTWERA, FEELEISETIL—TZBEMEIIRET DI2E. ROTFA
ANDY 7%k w7 LET, ZOF 7T 3%, ISE-PIC IZEA TT,

s [ AP (Guests) |: 7 A F&E L THEHRINTWND 2—F LFRGEICRK LTz =2 —H,

s [TRTO—H (AllUsers) |: TXCTHOYZ T4 T b, EKBEHNE I DRV ERA, ZOF
Tvar @RI L551%. < b 100 FEMERE (Advanced) | A 7Y a VEARET Db
ERH Y T,

AT9 78 [12L EO#AIT v 7 7 A4 L% 3R (Select One or More Identification Profiles) | Zi®R4 2% &L, 7Yu 77 A

JVERIRT — T U NFRENET,

a) [#57" v 7 7 A /v (Identity Profiles) %D [#5~7 v 7 7 A /L DFR (Select Identification Profile) | N
ny XU URA NN, @B TR 7 s A NVEERLET,

b) ZORY—F#EHTAEBHE AL —F L ITN—TEEELET,

FHERarka—iL .
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s [TRTOAEF A2 —Y (All Authenticated Users) ] : #@ilE F 721X BB ID (2 X » Tilkpl S =4
_TOa—,

s [BREINTZ T NV—T L 22— (Selected Groups and Users) | : f§€ L7z —H L 7 /L— 7 2Mf ] &

NET,

BELZISEYX=2UT 4 JA—7 %7 (SGT) REE L2 —Y & BMNEZIRET 51213,
WYRT VDY 7 &7) v 7 LET, mEziE, BUEREL WS 2—F DU & F&fHET
D12, ZFOVANET Y 7 LET, FFlICONTEL, RV —D8Xa T4 IN—T X T
DEMERE (105 4—) ZBRLTIEEN,

[ AL (Guests) |: 7 A& L THHESNTWD 2 —H LERITRM L 72—,

) ImTyANERT — T NATEBINT BIZIE, A7 7 7 7 A OB (Add Identification Profile) ]
27Uy LET, (TEHIBRT 21T, 2070 IFTA 2527 ) v LET,

VIS LT, AT v 7 (@) 05 () 0K L CHEREN e 7 7 A L E2BINLET,

ATY T FEMRTE (Advanced) 127 v a v ZEHL, BMO I V—7 2onN—2 o THEMERZERZLET (R
=AU RDEFE (Policy Member Definition) |27 v a > C®IR LA T v a il oTid, ZOAT v
THEBEICRVET, £, RET IR —0X A TIZLoTUL, LTFTOFT v aro—HEfERT

FHA)

BEGA T 3 |5

h

AR =% ZORY —Z@EHAT L7 ha L2 BR L ET, [EOMOT T (All others) ]I,
BRINTWARNTRTOT e harzERLET, BEEff T o ThDHiEE7e 7 7
ANEHEOT O haVZEATsE, ZORY = ZFNH0 7 e ha)LVZEA S
E3cn

TuXxy R— [FEOR—FEHFEHALTWeb 70X ilT7 7 8ATEH NI 7 4 v 72D, ZORY

k (Proxy eREAINET, 1 DU EOR— I EEEANLET, HEOKR— MNIH o~ TK

Ports) 8 £,
B RE IR D T- DI, 7T U IR E S NIZAR— FT1,
FRPEREOSGEIX, s8R — K EF T TT,
=3 BT BTV AT e 7 7 A VEREED T 1% 2 R — MIOAREH L

TWAEAE, 227 axy R— 2 AT EHEA,

HT Ry k BEDY TRy hORT T 4 v Z7ICOBRZORY —NEHESNET, [V 7%y MEE

(Subnets) (Specify subnets) ] Z R L, 7Ry &2 D~ TRU>TANLET,
VT Fy MZEoTEDIWIZTANZ VT LRWGEAIE, [BRLETAT T AT 40
HDOH 7w M &fER (Use subnets from selected Identities) | &4 DFEFICL T F
‘g_O
GE) BT 5D ZREDOY TRy MIEMT 5L, ZORY =0 % ID 2

WHENDT FLAOH T2y MIRETE ET,
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| 79€xavrn—n

Kuv—ouxayzs su—7 asnemems |

BELA T3

\l

B2l

R (Time
Range)

RY— A R—yy FICHRIEEEZ B & £,
o [RefE]#EPE (Time Range) | : AICEFR L7- R 208N L £ 7 (RS L O
7 —% (120 2—2) ) .

o [RFfE&IFH D —2 (MatchTimeRange) |: ZDA v a U &2FEH LT, Z ORE&iFH
EEOLPERNT O ERELET, 2E0 ., HE LZHANO A ZRET 50,
FEE L7c#il 2 BR< TR TOREIZOWTHRAET 202 fRELET,

URL 773V |HFED3H (URL) EURLAT AVIZESTRY = A R"—2 v T EFHIRTE 97,

(URL TRCOMBERIAZNAT T EEREAIT IV ERIRLET, WAX LTI

Categories) DFEMMZDONTIL, W AZ A URL 77 32U OFREB LOME 39 ~—) 2ZML T
<TEEW,

2 —H =— BEDZ—Y ==V FE2BIRL, ZOR) V—Da—PEZRO—EE LT, EMFE

T b (User| RZHFEH L TCHIAZ L —V 20 NEEHRTEXET,

Agents)

[HEBE1L—H IT—C b (Common User Agents) ]

«[7T7 T (Browsers) ]: ZDOk® /v arERELT, SR Web 7T
PEBINLET,

s [ZDfh (Others) 1: ZDE®ZvarvEBEBEHLT, 77V r—var 7y 77—
I EOREDIET T U 2=V FEBRLE T,

WAL L A=Y =—T = | (Custom User Agents) ]: 1 DA EDOIESEHZ (1
TZ12F2) ANLT, IAF L 2P 2=V PEERTEET,

s[2—Y ==V x> hD—F (Match User Agents) |: ZDOA 7> a v afH LT,
INLDaA—Y 2=V NOWRELZEDLNRNT D0 EEELET, DED.
AUN=Vy TOERICER L Tca—F 2= = hDOLEFD L0, TIRLT
A=Y == FEHRRICRAT DN E I EIRELET,

RYL—DEFa)T4 TIL—T 2T DEMERE

RY I —DRFEDHN T 1 7 7 A WZEID B ToHNTWDEX2 VT 0 Zv—TF %27 (SGT)
DY ARNEEFET LT, [RY —0BME2IIME (Add/EditPolicy) 13— 0 [ERSh
7= Nn—>7"Lt 22—+ (Selected Groups and Users) ] U A N T, [ISExFx =V T 4 FN—T KT

(ISE Secure Group Tags) | 7~V DHBADV 7 %7V v 7 LET,
=)

(R > —ofErk (101
BB, ) 2OV 7%, [V BEANT] (Notags entered) | F72IFBEEID K TH

NTCWDBETDYVANTY, V2% 70w 0358 [exalT 47— 70BNEE
3R (Add/Edit Group) |1 _X—UMBHE £,
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B ofis—nor—F 058P RT—T 405 TOT7 A LDER

BIEZ DRV —IZHD B THN TS SGT N [EREAEX 2V T 4 I N—T 5T (Authorized

Secure Group Tags) |7 v a VR RINET, BRI TV D ISE — 30 B FTHE
TRTOSGT N, [BEX= VT 4 7 NV—T% 7 D3 (Secure Group Tag Search) | &7 > a
WZRRSNET,

ATy TN [AKREHExX2 YT 4 FV—TF %7 (Authorized Secure Group Tags) ] U A hiZ 1 ’DU\J:UD SGT % BN

HIVE, [BEX=2 VT 4 I N—T7% T OfMFE (Secure Group Tag Search) |7 v a VK EHIEE ASL,
(B (Add) 127V v 7 LET,

GXx) s TTITBME LTV D SGT Dfkta TR r I nE T, ZORAHTEEZ: SGT DY A ki
SEED SGT R+ 51

Zik, [#i%E (Search) ] 7 4 —/L RIZTF A MXFHNE AN LZE
7

* Secure Web Appliance?)’ ISE/ISE-PIC (Z#2f5t 4L T 5454, ISE/ASE-PIC 6D F 7 4 /L k

SGTHRRINET, TNHDOSCGTITIEHIV Y ToHNIe2—FRH Y £H A, ELWVSGT
BRI L 28 LT IZEN,

AT9 T2 [EKBFEREX 2T 4 7 —T4% 7 (Authorized Secure Group Tags) ] U A x5 1 DLLED SGT % Hlkk
THIZIE, BIFRT 2 MU Z@IRL, [HIFR (Delete) 127 U v 7 LET,

ATFY T3 [58T (Done) 127V v LT, [ZN—7DBMEZIIRE (Add/Edit Group) ] <X—IICREY £,

RDERY
ESPEDEYE]
B L OV #—# (120 X—)

cRU—TDIFAT L N TV r—ardffifl (119 ~<—)

W—TF A TR —A~ADIV—TFT 4 VT FEEIPRT—T 420570774 ILDEM

N—TFT TR —INV—TFT A TR P AT =T 4 T T a7 7 A NV EH

RETDHZ &I
FoT, Web 7% Web T 7 4 v 7 %irtL, BELIPT FLAZIRT L FiExE®R
ETEET,
A\

GE) e FITFINIFTIE. TYTFARI—A Fuxy FV—TRBT7 FI53AT A RITRESNT
WRWEATH, Za— UL b—TF 0 7 R Y —3HMNR0 9,

PR —T 47T Ty A

TN—T ¢ 7 EIFBER N2, {EB
—a—O

ICRETE F

=T 4 TR —F, Ty T AR —A70XF 2R TEETICENCT L ENTE
*7,
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| 79€xavrn—n
N=F 4 o TRY = ADL—F 1 25 %EPRT—T 15T 74 1L0iEm [

\)

6=

X2 VT AET T IAT VA TN—T 4 I HR) T —DT v T AN —AhTaxy JL—
THEFBET HITIE, Secure Web Appliance® 2> 7 4 X2l —ar 77 A VERFEL, EXa
VT AEET TIAT L RAIA VAR —MLET, ZRUSNOEET, X2V T BT 75
AT LVAET v T AN =7 axvE [Ron) 8 ATLE (NotFound) | & L THER

L/\

REDT v 2Bl —T 4 IR —EEHCLET,

AT w71 [Web Security Manager] > [/L—7 « 7 7" U ~*— (Routing Policies) ] Z R L £,

AT9 T2 v—F 47KV~ (RoutingPolicies) ]~V T, Ty T AR —AT Xy FV—T%5HET HL—
T4 TIRY =0 [—T 1 7% (Routing Destination ) [FIDO FiZHdV 75707 LET,

AT T3 BRLEA) O —IZH LT vy T AR —A TaXy FJ—T52RNPLIEBRLET,

Tovay

BLL]

[ m— LR Y
iR E R
% (Use Global
Policy Settings) ]

Web 7" a3, 7 a— VULRY U—TCERBINTWAREELFEHALET, T,
=P —FRORNY) = T N—T DT 74N T 73T, 7740 T
Ta—rN)V =T 4 T R =D N—T 4 7R [EEEERE (Direct Connection) ]
ELTHRESNET,

A=W —FERORY — I N—FICOHEH SN ET,

[EEESE27

Web 703, Web b7 7 ¢ v 7 53¢ Web — _— | EHRE L £,
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« 45 DLP (External DLP)

¢ G~ =T A%+ (Outbound Malware Scanning)
« HTTP ReWrite 7’12 7 7 A JL

*CiscoT—% EXx=2VUT 4

G¥) AVARATHEHBUTEDLRY —13 1 2723 TT,

HIEE (Delete) VERE L7=R Y o —a Bl L £,

TOERARYO— ATz b0TAYFDY
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DI RCOAT V= F Tav i ﬁ%fﬁﬁf%i‘?‘
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TV Ty I DF T arEFTIZLET,

ATz DY AX | XU — R P A RHESNT, A7 V=7 bETrY 7 TEET,
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N (JEMEZ 7 AV) DT ETYT, MARRRT =W A7 ZA 7L, Tzip,
Microsoft CAB, RAR, TAR 2 KN & EhFE T,

T—=AA T OREIZIZ, UTFOZ EREHShET,

o A (Inspect) & ~—72 SNTZT —0A T ZA TIFHEMH ST
ShEJ,

s —EIIMETED T —AA 71X 21 T, FRFICHRARTRER T — I A
THIZHLHETH, TNOLOT = A TIIREINEE A,
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VINEID G THENTWDE T 7 A NVEA TINEGEENDIHEE, FFanbs 7 7
ANVEALTREENTNDHELTYH, T—IATRIENRT vy 7 IE
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BATHRPELET, TTIF5AT L ADT DAL o> TEHMIiE N5
MIME R EH LD H A X AMIMEZ A 7 & —F LeWgEEe, avT
VNI T ey ERER AL

T T IAT VATRESINTZT — A TERETEET ., RAR X 7-Zip
REDKEEDT — A THhIGAET D Z L IITHIRAH Y £,

T =4 THREORTEIZOWTELIL, 7T—IA THREORTE (115-3—)
L TLTEEN,

KExaA kR4 T
(Document Types)

ZovIvarvERALT, 7Juv 957X AN KXo AV OX A T h
WLUFEF, ZD VU X MIIL, FrameMaker. Microsoft Office, PDF 72 XD K& o
AUNEATNEENET,

EfTRgEa—F
(Executable Code)

ZoervarEREELT, TRy T 5FTRREa— ROX A T2 EIR L £
T, ZOYU A MIIX, JavaT7T 7 Ly b, UNIX EFTR[EZ 7 A /L, Windows 3
TRREZ 7 A VDG ENET,

LYR =3
(Installers)

Ty T EALAN=TDEIATEERLEST, 2DV R ML
UNIX/LINUX /S r—URNEEnEJ,

A7 47 (Media)

T I TIHAT AT T7ANDEATEEINLET, ZDOU A MIF, &F
., BT A, BIOBEE®E BT +—~ v b (TIFF/PSD) NaEhx1,

P2P AR 774 I)L (P2P
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Z OV A MZiX BitTorrent Y 7 (.torrent) NG ENET,

Web R—S a7y
(Web Page Content)

ZOVARNIE, 7T aBlOAS A—URNEENET,

FDfth (Miscellaneous)

TDYARRNII, AL E—TFT—EREENET,

HABLMIMERA T

MIME % A ZI1ZHASNCT a v 7 $T5BNMO4 T2y N7 7 ANV EEFRTE
£,

[ 72325 MIME # 4 7 (Block Custom MIME Types)] 7 « —/L RiZ, 1 2L
EDOMIME % 4 7% AT LET,

ATy T4 [ZEE (Submit) 1227 U v LET,

T—h4A THREDHRE

Exe DT 7 8ARY =T, FFEDZ A TOMRERRRRT — A THFFA, Try 7, ik
RETDHZENTEET, MAEFGERT — A 7 LiX. Secure Web Appliance (2 LV &7 7 A
NDaAVT oI EREL, 77 ANEAT Tayl R)v—%@ATEXL7 AT 774
N (EHET7AN) OZE T, a7 78 ARY —TT7 —IA THRELZRET D HIEIC

ONWTHLIL, TZ7BARI— AT V=27 b7y xr s (1113—2) 28R T

<TEEV,
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77 ANORETHEMTIRER T 4 A7 F&IX, B 1GB T3, 207 4 A7 {EHEDRKY
AREBZDT—NAT 774 ML, [AX+ KA (unscannable) | & L C~v—7 3INE
j‘o

Secure Web Appliance @ [ FHFFAI = > h 2 —/L (Acceptable Use Controls) ] ~<—21%, v &
T LEREROREFRER T — A TRENRRINET, TROOREIL, 727EAKRY »—7T
T —=A T O ERENEDNCENTOEEAIFEICT — DA 7l S E 7,

ATFY T [BEX =2V T 4 —E R (Security Services) ]> [ HFFAl =2 F 2—/ (Acceptable Use Controls) ] % i&iR
LET,

AT T2 [7T—hA TREDHE (Edit Archives Settings) | RZ %227V v 7 LET,

ATV T3 LB LT, MARRERT — A THELRELET,

(B TRMEENTET — B A 7 DK (Maximum Encapsulated Archive Extractions) ] : fliH L CH
BTD Th7eMb) ST —IA T ORKRE, DED. MOMERIRRT =4 7N EENLT —
AT ERETHIRRNEITT, W7 BMMEINTZT AT L3O T —hA T 77 AT EEN
DT —=HNATDZETT, ARRMEIT0~5TY, EIIT, AKX A RSN TWVDLT7 7 AV &1 &
LChy v hanET,

T =47 77 A MIMEERDT7 7 ANVERBRISNET, TOFRANORKEEZBZD7 74V
MT—HATICEENTWDEA, 7T—hA 7% A% % RA] (unscannable) | & L CT~v—7 &h
FT, TOREIFINRT A RACEEELH 2 HZ LITHERLTIESN,

C[BETERWT—HA 7 %71 v7 (Block Uninspectable Archives) 1: 2D 7> a 241275
& . Secure Web Appliance IZJEB L TIRAE CEX e o7c 7 — A7 %270y 7 LET,

ATy T8 BEFEEZEEFELCHELET (XE (Submit) | & [EEAME (Commit Changes) ]) .

cSUT S a ERDTIAOYY, R, UAALT b+
Web 703, T H 7 v a VEROZA—TAIHER S NTZAR Y v —I23 50T, Web
N7 4w EHIELET,
« [BFA (Allow) ]o Web 71 %43, OV A 7R LEd, #FFr S a7z #eid,
DVS T2 VU NZ L o TAF v U ENTWRWATREEDR H Y £77,
«[FAvY (Block) Jo Web 7' 1%, B aiFraltd, 7 rny 7 OBBEZHAT L=
R a—P—@im— 2 E£RLET,
e HEA LY by Web 7' B ¥ 0%, BANCER I NS0 — N— DA 7T, 5
ESNTZHOURLIZER LET (T27EBARI—TONTIT T4 v 7DV HA LTk
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WHE., T 74w 71F, FTURR—FTa halEoONWT, SEIERYATORY v—
WXV S ET,

RUYL—44 |7akal YR—+rENET7Iay
7
HTTP |HTTPS |FTP SOCKS | 7w |#FAf VEA | E=
7 Allow) |7k | Z—
(Block) (Monkn)
TR X X X X X X X
(Access)
SOCKS X X X
SAAS X X
1871k X X X
(Decryption)
F—X X X X X X X
U7 4 (Data
Security)
A5 DLP X X X X
(External
DLP)
g~z |X X X X X
T AX Y
(Outbound
Malware
Scanning)
I—F 4 T X X X X

\}

GE) HEEAERV—IZT 78R R —ITELELET,

WOBNZ, Web 7 X BN EDT 7B AR o —ZBERIZEID Y CT%IZ, FOERTE
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TO

R8:7UEAR)L—DFTHavnERA

Receive request from client.

Is the request on a blocked HTTP CONNECT port?
iNo, continue to monitor.

‘ Is the request coming from a blocked custom user agent? }—>

iNo, continue to monitor.

‘ Is the request coming from a blocked suspect user agent?

iNo, continue to monitor.

(I,
Yes
[,
Yes

‘ Is the request using a blocked protocol? ‘ >
Yes, action iNo, continue to monitor. Yes, action
is Allow. is Block.
Yes, action Is the URL category of the request URL in the Access Yes, action
is Redirect. Policy group’s list of custom URL categories? is Warn.
Yes, action is Monitor. iNO, continue to monitor. Yes, action
; G Did the user
Is the URL category of the request URL in the Access Yes, action h
Policy group’s list of predefined URL categories? is Block. accept the
- warning?
Yes, action is Monitor. No Action
is Warn.
What is the configured action for uncategorized URLs? Action
is Block. Yes No

lAction is Monitor. ii

Is Safe Search enabled and configured to block unsupported engines, |Yes
and is the transaction an unsafe request to an unsupported engine?

Yes, action Did th
No, continue to monitor. i y 10the User
l IYSGS:M:::(iDH a“ept. the
‘ Is Site Content Rating enabled? is Warn. warning?
[ No, continue to monitor. Yol N
v

I —
Does the reputation score of the destination server Yes, action
is Block.

indicate to block or scan the connection?

iYex, action is Scan.

Does the malware scanning verdict based on the URL
request indicate to block the connection request?

«

iNo, continue to monitor.

Yes
‘ Is the request to an application configured to be blocked? }m—v
Yes
Yes
Yes
Yes

lNo, continue to monitor.

Fetch the response from the server or cache.

l

‘ Is the request on a blocked HTTP CONNECT port?
iNo, continue to monitor.

‘ Is the response size larger than the maximum allowed?

iNo, continue to monitor.

Did the response match an application
that is configured to be blocked?

lNo, continue to monitor.

Does the reputation score of the destination
server indicate to allow the connection?

iNo, continue to monitor.

Does the malware scanning verdict based on the
response indicate to block the response?

A e — No
(_Redirection the transactlon) i Block the transaction.
—————————————»{_Display the content to the end user.)
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GSATURTIUr—2avInE By o— A unR—Yy TORE

ATYT1 [WebtX=VUT 4 ~F—T% (Web Security Manager) | A == —/nbHARY — XA TE2ERLET,

AT9T2 RVo—=TFT=TNVNOR) =4z )y LET,

RTv T3 [FEMEE (Advanced) 1 &7 v a v B LT, [/ 747 877U /r— 3 (Client Applications) ]
TA—NVEFANDY) 2 %7 ) v 7 LET,

RTYVTE IIAT o T TV r—varz 1l DUEERLET,

FIToay Hik

EFREAT TAT |[7T7 7Y (Browser) | & [ZDflL (Other) ¥ 7 v a v ZREALT, BRI IA4T
CNTFUE— N TV — g DF 2 IRy I AR F I LET,

varvEERTS £y R AEERBAIL [T XTOA—Y 3> (Any Version) | 472 a U121 &%

WLEST, ZRUCE->T, BEOF T a v AEIRT 5L 637 4 —~
VAMNMEELET,

HABZLT TATN[HABLT TAT 2 87 7Y r—3 2 (Custom Client Applications) | 7 4 —/L RiZ
YTV = EURERRBEAE AN LET, BBEIIS U T, FHTICBMOIEREB A A LE
VarvEERTD|T.

ek ERRBLOBIEZSRT DI, (2747 T 7V r—va Ry —
5] (Example Client Applications Patterns) 1 %727 U v 7 L ¥ 7,

ATYTE (LE) ERBLIZIITATU N T TV =y a RO TRTCOI ITA T v 77V r—va 2Ry
Ve ARV T EES)HEDLIINE, BRI TA TN TV =g LU OTRTIC
(Match All Except The Selected Client Applications Definitions) | 47> a > R¥ %7 U v 7 LET,
ATYT6 [58T7 (Done) %27V v LET,

DAT b T7TV =230k bR O—HIEEREDER

ATYT1 [WebtF=VUT 4 ~5—T v (WebSecurity Manager) | A ==2—nHR Y o— A THBRLET,

FHERarka—iL .
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B zmrcossq7or 77— avoks

ARTv T2 RV v— T =TV TRERR) o—HEmBRLET,

RT9 T3 RUATO [Fa hart s 547 v7 7V r— 3 (Protocols and Client Applications) ] %Dt /L U
%27V v 7 LET,

AT T4 [Ta balvBIOI 74T b7 7V r—va UREDHE (Edit Protocols and Client Applications Settings) ]
NRAD Ry THET YA RNPG, [IAZ LREZESR (Define Custom Settings) ] ZIBR L E3 (F
SRRE L TWRWES)

ATFYTE EFTDHIVIAT U N T TV —2a ST D [IAZLI FAT 2 T 7V —3 a2 (Custom
Client Applications) |7 4 —/L RICIEREIZ AT LET, LEIZLE U T, FEATICEMOEHERSLZ AT
L\i‘a—c
EY bk EHRBLOFEZSRT DI, (2747 s 77V r—a 0% — 45 (Example Client

Application Patterns) 1 %27 V v 27 LE7,

ATYT6 EREEZEEFEL, RFLET,

AN DIZATU T TV ir—2 3 VOB

FIE
ARV RFERERTIVa Y E]:3]
ATy TN FERERNREDHH T 7 7 7 A VEAERT 5, 2—P—BIR®IFTAT N VT T =T DG

(3~—2)

ATFYT2IENT 0 FAT U b T TV r—2a b LT AR —CDr AT T F) r—3a O
TR T 7 ANDA L N— s TEBRET S, (119 ~<—3)

RTw T3 FROEYT a7 7 A NUSNOMOFTRTOER T | R —lEF (100 ~<—)
077 ANE, RBAEBRKERRY —DTF —TIZ
BeiE 42,

RS LV +—4

A—=FRT 7B ATE LR, =P ORKERM £ —2 & ( THEEE2 +—% 1)
ZHIRT D702, 778 ARD =B I OESRY > —CRFREHE, B2 +—2 R 2—
LI F—ZE2EATEET,

R —BLMEHTT = e — L ORRIEHE (120 <—)
B L ORY a—h 7 x—% (121 2—3)

R =B L CERFRIa Y FA—ILOFRHEEE
FERIREEEIC > T R Y v —B RO = hn— L 2T 5 M e ER L £

. TR avkao—)L
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smaEors [

\)

CE) AN LT, = — VRN L ERIFME 2 ER T2 2 LI TE E A, Wi EA T
M7m 77 AV TERSNET D, FFRFEMII YA —FShEtEA,

o IRFRHREPAOERL (121 ~~—27)

By ] €5 B 0D 18 A

ATy
ATvT2

ATvT3
ATvT4

ATy TH
ATv 76

ATy T17

[Web EF = UT r~F%— % (Web Security Manager) |>[FEfIEIFHI L OV +— % DEFK (Define Time
Ranges and Quotas) ] Zi&R L £7,

[ #EFH OB (Add Time Range) | %27 U v 7 LET,
RFfIEtH DA T2 AT L £,
[#A 2 Y —2 (TimeZone) | DA a »r ZiEIRLET,

T TTGATUADEA LY — R EEMHH (Use Time Zone Setting from Appliance) ]- Secure Web
Appliance Rl U X A LY —2 2 L E7,

o [Z ORI O 2 A L — % F57E  (Specify Time Zone for this Time Range) ]-[GMTA 7t v & (GMT
Offset) 1 & LT, F/iZzoEHOMIE, H, BLIOREDH A LY — LT, B4 45—
rERLET,

1 2L kD [HEH (Day of Week) | F=v 7Ry 7 A&A AT LET,
[FfZ] (Time of Day) | DA 'Y a VTR L £,
«[#%H (All Day) ]-24 FefEHflEfC& £97,
« [BA4E (From) ] & [#&T (To) ]1-FrEDHFM#IHZ EFR L £9, HHEMM (24 IFEA) THAAAIFA
ERTRR Z AT LET,

Evk BRI L, BAARZ E R TR OBERZERX L ET, =L 21E, 8:00~ 17:00 Z AT 5
. 8:00:00 ~ 16:59:59 1 —F L E£325 17:00: 00 1ZI1X—F L EH A, BRIL, BHBRZIMN
00:00. & THFZIAN 24:00 & L THRETHLENH Y £,

EHzEEL, RIFLET,

FREIEL VR 2a—LI+—4

I x—BEFEHTHE. BT — 2B EEREAEVELE T, Hroa—W gl X —
Iy b UY—R (FFA X=Xy BN VY —RA T TR) |ZT77EATEET, AsyncOS
/Z. HTTP., HTTPS, FIP b7 7 4 v 7\ ZEFRINT= 7 +— X WAL 7,

A—YRREEIIRY 2—Lb 7+ —HITET D L. AsyncOS (TIRANZE L ZFoR L, KIZ
Ty R=UERRLET,

KB L ORY 2 — L5 7+ —ZOMEFITONT, UTFORITIEELTIESN,

FHERarka—iL .



7otz avka—u |
B x-2—rsr—s0ms

* AsyncOS & — N TREE S4u, HTTPS 72X U N7 4 B—7 V084, R— 443
TIRY v A ERT, ERITRry 7E3NET, ZIUEEOEETT, AsyncOS 237
E— RN TREEEINTWAEARIE. 7T7E8RA R —Z 7 +—FHRETXET,

HTTPS 7' u X VN4 X —T NVOHE, ERICH L CETREERT 7 v a vid, /SR XA
—, B, Fey 7 FRFE=2L20FET, 2N, BERY —07 +—X %
IRAZAN— BT AVICOIHEHENET,

IRAAN—=DFEE, bRV b T T4 DI 53— FERETHA T arybdbE
T, T7RAR)V—TRE L7 +—XIIEF N T 74 v 7 ICEASNE720, 5T
XZDOF T g AIERTEEE A,

*URL 7 4 VZ V) U TRT 4 B—=T NDFERLF—REH TERWIGE, AsyncOS (X URL
DOHT Y B TES, [T 7 ARV T — (Access Policy) ]>[URL 7 4 VXV 7
(URLFiltering) 13— 380720 £9, Lo T, 74— X ZHET DL, HiE
F—NFIEL, T BT ZTN 2= R =B X =T N> TN DRERDH Y F
R

» Facebook =° Gmail 72 &, %< D Web ¥ N TIZBET v 75— FABEEIZEZ Y 9,
FHLTHNARNWT T IHF 74 RYREZ T TIDL I 72 Web I A FEBIVWZERICLT
B, a—VFOEMBIORY a—L 7 +— 2 MBS EHTET,

s X VEBEITILIE, N ARNT = AT— FIIKRO LT F9,

* [F%h (Enabled) |-BFERY 2—2D 7 +—X 1TVt y FENFEHA, 74+ —FIF,
WE SR I DWW T 24 B LINICHEIIC 1 R By FESNET,

[#%%) (Disabled) ]-BEERY 2—2D 7 3 —4RNVty hE&NRET, Z7+—HIFH
FEIZ 24 BFRRILINIZ U By b EN D7D, Uy N OFEENRED OIXBITERFZ) D
U OA T, REDEF LI aF o 2AD I T vy aNERTTrFy
NHEET 2550700 £,

s decrypt-for-BUN #7234 R —T VDA TH, HTTPS IZxf LT EUNX—Y (&4
Lo7my 7 DOi) ERRTEEE A,

N

GE) BEOI +—FE/HEO—FITEMA LG, FICkLHIBRAE LW +—2 25 S h
£,

e R 2—h V7 F—FDFHE (122 2—2)
« BEE 7 4 — 2 OFHE (123 =)
o . RV =2—2A, BLOHIRIED 7 +—4 DEFR (123 ~X—)
R)a1a—Lo+—2DFE
AU a—h 73 —FOFHEFEIIROLEBY TT,

*HITP B L OMESESN/ZHTTPS b7 7 ¢ v 7 : HITPER LGB DOARILN 7 +—H D LR
WL ThHT Y FENET, BRNy F—LIinBE~y X —F LRI L THY > PERE
A,

. TR avkao—)L
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s bV bTFT7 4w (M FIUEHTTPS 25 20) : AsyncOSIL, hoR/MMERT 7 1 v
DI TAT LY =N (BXOFOWIZ) BEITA7E00TY, Forrfb b o
T4 I DT —FEEERN, 7 r—2OERIIKLTHY L FEnET,

<FTP: Kl N7 74 v 73 W v bEhFERHA, Ty 7o —FRBIOF 7 ra— K&
N7 7 ANDY A RXE, 7 4—FDERICHFLTHY Y hERET,

\}

GE 25T MUD RF T 4 v 7 DHEBZ +—F D LRI LTH T Y h&NETF, HERF v v
S aNBRESNIEEATL I IATY MID R 7 ¢ v 7 BERSIB D, ¥ vsas
NEarFeYh ERICH LT Y Y &ET,

B +— 2 D E
Ref] 7 4 — # OF R FIEIIRD L0 TT,

«HTTP 38 L OME S SN/ HTTPS h 7 7 ot v 7 : [ U URL # 7 2 U ~O5-Hkekefi] (7
DOYIMTET) 21 EMA TR, B2 +—F O LRI LT vy hERET,
1 53 BAPIZIA C URL 7 2 U2k L CTHEEDOER DM TN -G, T b 1 Do
vty arELTHI U REN, By arvoikt (OF0, Db 1450 R
D) \ZDOH 1 GoBIENET,
e hrxv b T 7 4w (R HTTPS Z25T0) @ b RAVOFEBEROIM (FeSL D
UrE <) B, Z7A—FOERIZH LTIy banEd, EEROBRICHT H Lo
BiX, bk b7 74 w7 iIcbiEH s nET,
« FTP : FTP filfflit v > a2 » OFEEREOHM (FELN LUK E T) 23, 7+ —Z D EfRICx L
Thor hanEd, BHOERICHHT 2 EFROFEIL, FTP F 77 4 v 7 I bEH S
7

B, R a—L, BLUHFEEDI +—2DER

1a s BRI
s[EX =V T ¢ —E R (Security Services) |>[fFHFFR = k7 —/L (Acceptable Use
Controls) JIZBBIL, HFFa2 b — i A X—7 I LET,

cHADHIRE LT +—F @M LaWEad, HfHEZERLET,

ATYT1 [Webx=VUT 4~F—T% (Web Security Manager) > [IFE#iIHE L OV +— % DEFE (Define Time
Ranges and Quotas) ]I E) L E 7,

ATV T2 [/ —HXDEM (AddQuota) 1 %7 U v 7 LET,
AT9 T3 [/ +—4%% (QuotaName) | IZ—FHDV +—F4E AT LET,

ATy T8 BIER) a— 207 +—F%HEA VY bT2I2E, (BRAZOZ +—%%2 U1ty b T 584 (Resetthis
quotadailyat) ], BLO [HEHKFMERY 2—2D 7 +—%% Ut T 5K (Reset Time and Volume
quota daily at) ] ZiBIR L, 7 1 —/V NIZ 12 R CHRZIZ AT L, A ==2—/ 5 [AM] £721% [PM] %

FHERarka—iL .
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B =0 Rva—n ssvssiEos+—20%ES

HIRUET, E03, [FER SN REHEH 7 12 7 7 4 L ZIBIR L £ 7 (Select a predefined time range
profile) ] AR L £,

G Uty b7 a—2F7 a2 AL T, RE LIRS +—2ET) By FShEE A,

AT TS W17 3 — X B ET DL, [BH 2 +— &memm%m/ﬁf/ﬁx%ﬁymuc[%%(m)]
A= 2= E, [/ (mins) | A= —D08ERIRL, 0 (Fic7ayr) 5 23 K5H 59 7
FCORFBEEZREL 7,

ATYT6 R a—h 7 53—FERETHIUE, 74—V RIEFTEATI L, A=a2—5 [KB] (Fr/31 k) |
[MB] (AH3A b)) | F7IEL[GB] (FH/31 ) ZBIRLET,

AT TT WG +— X EZRETHITIE, 74—V RICEEEZAT L, A==2—05[Kbps] (fu314 M) | F
7213 [Mbps] (AT SA RFD) B L £,

272l RALT 7 8ARY —ER Y —I2, URL #3E 7 +— % & 2K Web 777 4 E
TA T A—EDEFEHRETDHIEIETEEREA,

o 2RE 72 HHRIE SR F 7213 AVC FHRIEHRIRZH I 72 > T DA, 320 O%5E,
I A —HITHETEERFA,

cFrvvadniarTryY bR r— 2 TEBINET,

e VA —HR T T T A NDOETIZ, CDSHY > —liv v B VT ENTWABEORMELIZARY = —
LT F—=HDT 0T 7 A )VTHIRNE 7 4 —F B LN TL X0,

Ho|

i

cHEALRY O —TWeb 777 4 BT 4 BEDOFIRIEZ +— % Z#FH L TURL #3573 5121L, URL
BHNAAN—IRETDHHLENDY 7,

o ROV D URL DA, SR RIEHIEZ L CAr y ML 21203, ROBREDMLIE T,

T RARY —  WEAAR) —HNORDEOURLIE, 77 AR —8 L OEEKA 72 Web
TIT 4 BT 4 HE 2 +— & TENEN [E b/ (Decrypt/Monitor) | 36 XY [E5 R
(Monitor) JIZERE SN TWET,

cBEALRY —  HHEALRY > —DRSIED URL 1%, 782 ZL—8 LK Web 7 7 7 4
BT 4 ORINE 7 +— X ICREI N TWET,

G¥) AsyncOS UV U —Z 150127 v 77 L— R T DHNHFIRIEZ + — 2 BNRE SN T X TD T 4 —
g7a7y A NVEHIBRLET,

ATw T8 [EF (Submit) 127 U v 7 L, WIZ[EFZME (CommitChanges) %7 Vv 7 LCERZBHLET,
F2lE, [Friot (Cancel) 27V v 7 LTEREMIEL 7,

RDBERY

EE) [ =2V T 1 h—E R (Security Services) ]>[T> R —i@%1 (End-User
Notification) [IZBEIL, 7 4+ —FXHOTy Ra—ViEMEZREL T,

. TR avkao—)L
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R EEDIS YL |

URL h T3V IZK BTV A HlH

KT D Web A RO T T VIZHESNT, WebZERZFHNN L TTY 7 v a vy E2FTTEET,
Secure Web AppliancelZiE, ZEDEFFH» URL 7 Y (Web XN—ZADEF A —/L72 L) N
HESNTWET,

EREHFDO T TV B LXOZNOICEEMIT 5T %D Web 4 R, Secure Web Appliance
WCHEH SN TV T AV Y VT TF = R=ZATERINET, ZNOHDOT —HF_X—R,
Cisco IZ L > THBEWIICEH ORBICHERF SN E T, FBELIZAA M ETIP T RLAICK LT
AALZLURL AT Y Z2ET 528 b TEET,

URL A7 2 V%, BREZHHNTLHRY) —%RTRTORY —THHATEET, /2, &
RIZT 7 v arvEEAdTaR)v— (FTrvA, BE(LHTTPS BB, 5— X X2 U T 1)
THHEHTE E9,

H A HZ LURL BT I OFERIZOWTIL, 7 AZ LAURL BT 2 U OERE L ORE (392—
V) AL TLLTIEEN,

URL h 7312k % Web ZER DA

ATy T

ATy T2
ATvT3

ATvT4

ATy TH
ATvT6

IR HEIIC
AT o ha—LEAENCLET (URL 74 VR ) 7 =P 0RE (20 2—
V) BER)

(fEE) DAXLAURLAT IV ZERLET (WAX LA URL BT I U OIEAT L OWRE
(39 =) BRR) ,

[Webt ¥ = U7 4 ~<F%— % (WebSecurity Manager) | A == —/n5HAR Y — X A7 (SaaS LAh) %8R
LET,

RV =T —=TNHNOR) >—4%27 ) v 7 LET (FREFHLORY U —2BMLET) |

[FEAMEEE (Advanced) |27 v a > &EBIL T, [URLZ7 =V (URLCategories) |7 4 —/LV KDV > 7
Vv LET,

Web ZR OB S5 URL 7 TV Ik 5 GBI (Add) 150V E27 Y v o7 LET, ZOEME
. WAFZLAURLAT AV LEHRBEAURLAT AV DY X MILTEITLET,

[5€T (Done) 127V w7 LET,
EWEEEFEL, RIFELET,

URLATITYIZk D WebEBEXRADT7TI 3>

1R BHEIIC

BRI b — LB AN LET (URL 74V Z ) 7 =P ORE (20 ~2—
V) BB

FHERarka—iL .
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. JE—b2—Y—

e (fEE) HAFZLURLIT Y 2B LEST (I AF L URL BT 2 OFERLE L OWRE
(39 =) M) ,

\}

GE) AUV —NTEELLTURLAITIVEEHALTHWAEHEAE, RILARY —RIZT 7y a %
FRETDBCIE, TNODOUT TV RTEEATE LY., TOLD, TiROF T a O
NERIp->TWZD HHTERWZ RS £,

ATYT1 [Webx=VUT 4 ~F—T+ (WebSecurity Manager) ] A ==—25 [T 27 A KU — (Access
Policies) ]. [Cisco 7—% % = U7 4 7" U 2— (Cisco Data Security Policies) ]. F72i1% [FF =/t HTTPS
EH (Encrypted HTTPS Management) | DWW U0 & B8R L E 7,

RTF9T2 RV o= T =TV TUERRY - ERBLET,
ATwF3 FUATO[URLY 4 /% Y27 (URLFiltering) 14|0®N V27 %27 w7 LET,
ATy T4 (EE) WAZLURLAT Y ZEBMLET,
a) [WAX LT IV DOEI (Select Custom Categories) | %7 U 7 LET,
b) ZORV—IZEDDLHAXLURL A7 TV Z&RINL T, [#H (Apply) 1227V 27 LET,
URL 7 A NEZ VT 2D T IA7 2 MERERETHH AL L URL AT TV 2R ET,
URL 7 ANEZ Y 7 2D, 2947 MEREZGENTWDOIAZ L URL BT AU ZHHG L
F9, BRANSNIo A AX L URL A7 TV ITEHEIE T, URL 74 VZ V7 DU 0d, ER
HOURL AT TV L0 HAENC, GENTHWDEH AL LURL AT IV £ 7547 RO URL % L
wLET,

R —IZEENTWDLHIAZLURLAT A VL, [WAZLURLAT TV DT 405U 7 (Custom
URL Category Filtering) | &7 v a VicFrEhE7,
ATV TS DA LABINERFEADOLURL BT I VDT 7 v a @R LET,
GF) ERRIRER T 7 v aid, WAZ LTIV EEREH ATV ETEREERY, RV —FA
FICL o TH R ET,

ATYT6 [HEENTRWURL (Uncategorized URLs) &2 2 a > T, EFHRFEHURL I T T VIZH B A X L URL B
FTAVICHEY LRV Web oA b~DT T AT 2 FERIZKH L CEITTHT 7 a 2R LET,
RTY T BEHEEFEL, RIFLET,

)E— b1 —H—
e JF—h 2—HP—2oNT (127 2—)
e JE—h 22—V —DID ZHETHHE (127 —)
cASA DY FE— | a—H— 25— R LFFEROER (130 2—)

. TR avkao—)L
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JE—F 21— —[ZDUL\T

Cisco AnyConnect ¥ ¥ = 7EE U 7 4 |IFy hU—I8RE2 U ET— b= RRA v b F THLE
L. Secure Web AppliancelZ L D 2t S35 Web 7 4 L& U > I —ERADMAEEEB L E
D

JE— h 2—P - XOE/A /b —H—|Z Cisco AnyConnect Secure VPN ({5AH7 T A ~<—
Ry NU=2) IIAT U PEERLT, WXV T 0 TTTA4 TR (ASA) &
DVPNEy v a &SI LET, ASAIX, IPT RL R La—F—ZI2 5D ——ikBI1HE
L L HiZ, Web T 7 ¢ w7 % Secure Web AppliancelZ25{5 L E7, Secure Web Applianceld,
NG 74w % AR LCT VTS Z TN a—2A R o—%EHL, EX2 074 Lo
WD a—VERELET, EXa VT4 7T I7A4 T RF, B“aRLEiEN, 2—F—N0
ZUTANARERTRXTO RN T 7 4 v 7 IR LET,
X7 FEEVTABAX—TNADOEEIE, IDERT —2REL, 2—F—DHFTIIL T
Ta—P—C#EHTEET,
cJE—h21—H—, ZhOHOa—H—F, VPNEZEAL TV E—busr—varnbry
N — 27 28 S E T, Cisco ASA & Cisco AnyConnect 7 74 7 > D55 VPN 7
7 AEH STV DA, Secure Web Appliancelt U £— b =— % BEIIZFHER] L
F9, TS DOEAIL, Secure Web Appliance DEHEE N IP 7 RN L A D#iH & 5% E L
T, VE—F 2—WZEETOILENRDY 7,
cO—hla—H—, Zn6Da—F—I, ARELIIVAYLVATERy MU =72/ S
nET,

Secure Web Appliance% Cisco ASA EHiT % & WAL SN Tc 2 — AT LY 22— W 2 FilbIC
BT A EIICHRELT, VE—bh =YD TN YA F U EEBTEET,

VE—r1—HY—DIDEHRET A%
82Y FREIH

LIUVE—hFra—H—DID% |VE—F 2—F—DIDDOHIE (128 2—)
RET D,

2VE—ba—HY—DID% |2—F—BIOIIAT M VYT T=T7DHH 33—
TERT % )
1. [—W =GR A =D EF (Define Members by
User Location) ]2 a3 T, [m—ha—HF—DI
(Local Users Only) ] Z#&R L £7°,

2. [BREZ LITA % EF (Define Members by
Authentication) ]2 > =2 > C, [Cisco ASA¥t& % L C
o — Y —ZFEAZERA T2 (Identify Users Transparently
through Cisco ASA Integration) ] % 3%®R L £,

FHERarka—iL .



B /= r2—vs-onozsz

7otz avka—u |

2BRY

FRERIS T

3YE—ba—¥F—0RY | HU =0 (101 <—)
=2 ERT %,

JE—F 1—H—0DID DEFE

ATy T [BEX=2 VT ¢ % —E A (Security Services) ]>[AnyConnectz ¥ = 7EE U 7 1 (AnyConnect Secure Mobility) ]

T, [f1%) (Enable)

j«O

1227V v7 LEY,

ATYv T3 VE— b 2—HF =Dl HiEERE L £,

73y

Bl C DD FIE

[IP7 KL A (IP
Address) ]

UE—h TAL RZEV B THNT |1 [IP#iPH (IPRange) | 7 4 —/V RIZIP T K
WBET T ITAT U ARRRTIPT L ADO#IFAE AT LET,

YV AOHEPZEE LT C 4125
R P IRE L =T 2. AT v T AIERET,

. TR avkao—)L
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yE—+1—4—nnoxE |

VTR RFEL, O H % Secure
Web AppliancelZ{miZ L £3, Web 7
BX AL T P T a v EZETD
EVIPT RLAZEAFL, IPT RL
Rba—P—Dvo T EF v
L Ca—H—%4E LET, Cisco
ASA LG L Ta—F—%FrET S
BEE, VE— b a—¥ -7
VA F A X =T VI TEE
7

73y FREA C DD FIE

Cisco ASA #i7  |Secure Web Appliance?¥i#{59 % 1D |1. Cisco ASA DARA N ETILIP T KL A%
(Cisco ASA LL 0 Cisco ASA Z457E L £9, Cisco ATLET,

Integration) ASAIZIP 7 RL Rt a—H—D~< v

ASA~DT 7B RERT 2HR— FNEBE%E
AJTLET, Cisco ASA DF 7 )L k IR—
F& 5% 11999 T,

7 T A ZNIZEED Cisco ASA DR TE I
TWAEAIE, TDEM (AddRow) | %
TV L, JTAFINDOEZASAZHREL
iﬁ—o

G¥) 2 OO Cisco ASA 23 A F4: I
BEINTWDLELEIE, 77
7 4 7 7% Cisco ASA D 1 DD 7K
APNZHFEZIZIP T FLADH

AT LET,

Cisco ASA DT 7B A NA T L—R% AS]
L/\iﬁqo

GE) ZITANTBHRATL—X
X, 87 L7z Cisco ASA I
ESNTNWET 7®A AT
L= —HTHLENRDY F
7T

EE) [7 A NBH#E (StartTest) (&7 U v
27 LC. Secure Web Appliance3 5% i S 41T
W% Cisco ASAIZHEETE 5 2 & affgad L
£

ATy 74 BEAEFELCHEELET ([F (Submit) ] & [EH ZHE (Commit Changes) ]) .

GE)

Secure Web Appliance T [ — —DFATHI A L /X—DEFK (Define Members by User Location) ]

F7 v a rEANCT BT, AnyComnectEX 2 V7 4 EE YT 4 2FIILET (Bx=V
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