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WX, 7 747 2 FFEBED UTF-8 TRTIIEAR Y HA (KB-890772 35 L U KB-888180
DA EZR) |

« AnyConnect /X, EDGE O [ OME R L O Do BRI HEL T 7 ) 1 o —(2 X > TEDGE
Pt LD VPN N7 7 ¢ v 7 B RZET D56, R Aa— &7 vy 7 LET,

e WK OMDELHBNTWND 7 7 A WEMi=—T 4 U7 4 TlL, [AnyConnect 2 7 55
(AnyConnect Send Log) [ U AL TNy r—yEhica 7 Ny RVEEMERERT
X FEH A, BEERE LT, AnyConnect 7 7 7 7 A /L DJEAEMRFRIZIE Windows 33 K TMacOS
DAAT 4T 2=T 4 UT 4 AL TIIES0,

« DHE O 3EH#% . AnyConnect U U — R 4.6 TEHA X172 DHE Bf 57— MMZ XV, ASA
92 L VRHTD ASA N— 5 U CIHABMEDRIENREAELE T, 92 KVATDASA Y J—2
TDHE B 52 H L TWAHHA, ZH0D ASA /N— = > C DHE K52 Bz 4 2 4%
ERHY ET,

Google Play X 7 @ Android

AATE, TRTO—H—IZ, Google Play A 7 CAFTZ 2% Android U U — A DHHT
N=Da v ZfllT 22 b 2B BEDLES, SBIT, apk =T 3 UiE, BHAA—Va v
D H DD H Cisco.com TAFTE ET, GooglePlay A b7 ZFIH TZ 72 54, AnyConnect
VIR =T FUra— R R=VIIT VB ATELEHEL, 20—V a 2 AFTEE
D

BEEN D Bt D fE)RE

» Android 10 ® VPN b o /L CEEBEORBIBED R AE L TV B 5E1E. Android 10 D77 A ~X—
I DNS #EREZ BN L CATLIE SN,
e RTV I A B =T 2 A AETTA =k f U H—T A ATEIT 5 IPv6,

IPv6 (X, AnyConnect4.05015 LA AT 25774 X— b BLUT U v 7 F T U AKR—
rOWHFTHHR— P EINTEY, Android 5 LA THRIG L TWET, ZOMAEHLEIZX
D, IPv6 b /L&A L7z IPva BLOVIPVE b o kL&A L7z IPv6 N ATBEIZ 72 0 97,

LA /83— 3 > D AnyConnect & Android U U — A CTRERMNMLAEHATE 72 b U RIVERE
(IPv4 b o %% LT IPVA B L OVNIPVE b L& L2 IPVv6) bl &l c& %
j—O
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Android [4(F AnyConnect ') ) —Z/ — + |
B sooanitoms

A\

B Android IZ1FET B EEENORIE (Issue #65572) MNJEIA
C. IPv6 over IPv4 IX Android 4.4 FTHERE L 8 A,
Android 5 LIS T2 4R H D £,

« Ny 7 U —/3—38 X T AnyConnect :

* Android 5.0 TIX, XA ATONRY I 7T R Xy NI—U8kad Ty 735
NoyT ) = R_—ENEAINE LT, NvT U B—"—2FHLIGE,
AnyConnect 73/N> 7 77 7 2 RTCIITEIND &, —FRHEIRRRBIZBAT L 7, Android
50 CINEEBET DT, TAXAARETCAy TV B—N—%2 471235 LENT
ZFT ([EE (Settings) 1->[Nv7 VU (Battery) 1->[/3v 7 VU —/3— (Battery
saver) | 7 TBEINN—5) |

* Android 6.0+ TlE, AnyConnect 2373 7 U &— N—3 K C— K& (LIRREICBATT 5
Y& . AnyConnect D3 % /N T ) £—_—F— RNLFHFA Y R MBS H A
arvERINTE LRy 77 v 7RERINET, AnyConnect D3 ZFF A Y A |k
BT DL, Ny T 7T RTHEITT % AnyConnect DFEREIZ B A -2 T2y
TV EERNTEET,

o N7 Ut — = HK T AnyConnect 28 —¢f5 I L7236, Ny T U EB—_—%F
7129 % ) AnyConnect Z#FF A U A MZIEMNT 5 2MZB%72 <. AnyConnect % —R¢{5
IREENS RTITIIFE CHER T 2 XLERH Y 7,

« 27U » K DNS (X, Android4.4 7 /NA A TIIMEREL £ A, F72. Samsung B Android
5X T3 ATHIEEL £t A, Samsung 7 /31 ADLE, ME—DBERER T, 27U » b
DNS Z M2 L C O/ N—T 10T 5 Z & T, ZOMOT /314 A TlE, Android 5.x |2
Ty L—RLT, ZOMEDELEEZATTILERDHY £T,

Z i, Android 4.4 ([ZAFET DBEAI O (Issue #64819) (255 H DT, Android 5.x T
BEIEEHVE L7223, Samsung D Android 5.x 7734 AZIFMAAENEFHATL,

* Android 5.x /37" (Google Issue #85758., Cisco Issue # CSCus38925) 23 [K T, AnyConnect
77— a % Recent Apps B2 HAU S & ELLENELRWEERH D £,
EHEREMEZEICT 121X, AnyConnect & [FXE (Settings) ] TIFIE L To 6, FHEBIL
EJC AN

« Samsung E/3A )L T3, ZTIL, [fXE (Settings) 1> [Wi-Fi]>[A~—hk Xv hU—7 &
A 7 (Smart network switch) | T, ZE L7=A > ¥ —F v MNER AR 5 72912 Wi-Fi
MO LTEICHI D B2 52 ENTEET (Wi-Fi 0 il CRWVWES) . ZO%AL, 7
77 4 772 VPN b U R Vin—Refs b U, e L E3, MELMY KL FEGRET 2 &
222572, ZOMEEZENCTHZ L 2BEID LET,

DT T 47 2—HW—% YR — FT % Android 5.0 (Lollipop) T, VPN #HEiILT S+
A EDOFTRTO2—PF =TI, B—0a—F—DF7—FDh%x ho XV LET, Ny
77Ty RT—% 7a—RBREE SN TICRET D AEEERSH Y 7,
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| Android i+ AnyConnect 1) 1) —X / — k

suormtonE [

Android4.3.1 D737 (Google Issue #62073) 723JF[K T, AnyConnect ICS+ /¥ 27— U7 % {fi
TH—P =L, FEEREMEAAL A EAT)TEEEA, 72& 21E,  linternalhost] &
AJ1T& 2,  linternalhost.company.com| & AT HMENRH Y F7,

Android 4.3 ~® HTC One LD AT&T 7 7 — LV 2T DT v 7T —F (VY7 FT =T /R—
Va3 :3.17.502.3) (X, [HTC AnyConnect] Z¥HR— kL TWEHA, BET
[AnyConnect HTC] %7 > A > A h—/L L, [AnyConnectICS+] %A > A h—/LT B4
FE)RH Y F9 (HTC AnyConnect (X, 3.22.1540.1 Y 7 b =7 N—= 3 DA X —F
YaT N TT 4 aryTIEKELEY) o T ADY T b U =T A= a R, [RE
(Settings) ]> [MuAfE#H (About) 1>[Y 7 b7 = 71 (Software information) ]>[> 7
k7 =7 %5 (Software number) ] CTHEFR L £,

BHLE D Android kLD MTU % 1280 LA FIZFEE L7841 VPN #Eki 3 i 5 &
V9 Google Issue #70916 23, Android5.0 (Lollipop) TRk IN7=Z L2 TWELET, &
OREEHRIT. ZZEOTDITRIE L ET,

Android4.4.3 TONRT OFFHEDT=8® (Google Issue #70916, Cisco CSCup24172) | EEEE N
Android k> R/VD MTU % 1280 LA FICRRE L7 HEIC, VPN ERA R L ET, Z DM
EIX 9 TIZ Google lIZ A STV E T, Android4.4.3 TH¥E Lo N7 2EET DI, #
LWR—T 30 0S BMLEIZe D £9, ZORMEZRRET 121X, ~y R=2 ROEFR
FIX F RV MTU % 1280 KD /NS UVMEICRE LRWE I LET,

RIEMRFAET H &, =2 K —H%—[Z [System configuration settings could not be applied.A
VPN connection will not be established] & VY9 A v &— )3 FKR 41, AnyConnect DT /3
7 a TR RESNET,

E/vpnandroid( 2419): IPCInteractionThread: NCSS: General Exception occured, telling
client

E/vpnandroid( 2419): java.lang.IllegalStateException: command '181 interface fwmark
rule add tunO'

failed with '400 181 Failed to add fwmark rule (No such process)'

E/vpnandroid( 2419): at android.os.Parcel.readException (Parcel.java:1473)

E/vpnandroid( 2419): at android.os.Parcel.readException (Parcel.java:1419)

E/vpnandroid( 2419): at
com.cisco.android.nchs.aidl.IICSSupportService$Stub$Proxy.establish
(IICSSupportService.java:330)

E/vpnandroid( 2419): at com.cisco.android.nchs.support.VpnBuilderWrapper.establish
(VpnBuilderWrapper.java:137)

E/vpnandroid( 2419): at com.cisco.android.nchs.support.NCSSIPCServer.callServiceMethod
(NCSSIPCServer.java:233)

E/vpnandroid( 2419): at
com.cisco.android.nchs.ipc.IPCInteractionThread.handleClientInteraction
(IPCInteractionThread.java:230)

E/vpnandroid( 2419): at com.cisco.android.nchs.ipc.IPCInteractionThread.run
(IPCInteractionThread.java:90)

E/acvpnagent ( 2450) : Function: ApplyVpnConfiguration

File: NcssHelper.cpp Line: 740 failed to establish VPN

E/acvpnagent ( 2450) : Function: PluginResult AndroidSNAKSystem::configDeviceForICS ()

File: AndroidSNAKSystem.cpp Line: 665 failed to apply vpn configuration
E/acvpnagent ( 2450) : Function: virtual PluginResult

AndroidSNAKSystem: :ApplyConfiguration ()

File: AndroidSNAKSystem.cpp Line: 543 Failed to Configure System for VPN.
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Android [4(F AnyConnect ') ) —Z/ — + |
B sooanitoms

+ Android 4.4 (KitKat) /37 Google Issue #61948 (AnyConnect == — % —73 VPN ¢ TR &
DRy MERERRT 5/12 A4 L7 U EH5AET D) DY Google D Android4.4.1 DY U —
Z (Google XY 7 Ny =7 T v 7T — Raft LT—E#OT A AEAAEBBLE L)
TR INT-Z 2 ZHELET, ROMEFERITZ. 2E500R LT,

Android 4.4 D37 (Issue #61948., Cisco AR — FDFEH [HFE] LR L T 7ZEW) DK
[KC, AnyConnect = —% —|% VPN #t CRED /N7 v MERKEZRBRLET, Ziu
Android 4.4 T AnyConnect ICS+ % F2173 % Google Nexus 5 TR STV E T, :L—‘H‘_
X, BEDRXYy U= UV —RZTI78ALELSI ETDHE, AT 0 MERBRLE
T, £, ASA v ZIZiE, TREW SRS » F142034 b (L EVME 1405341 ) %%

(Transmitting large packet 1420 (threshold 1405)) | @ & 9727 F A R D syslog A vE—
DERRINET,

Google 7’ Android 4.4 F1 DEIE % {ERK S 5 £ T, VPN & B3 | sysopt connection tcpmss <mss
size> ZRETH I LITLY . ASA EDO TCPHR DO DI Kt 7 A L b ¥ A X —IRHY
NS FTDHZENTEET, ZONRTFTA=ZDOT 74/ ME 138031 FTH, ASA =
TICRRESNDEDOZEIISCTZOEL/NE LET, oI Tk, &1L 1534 R T
o fHAZ 1365 KilZ T HMEN DY £, ZOEE/NSLTDHE, RERATy Mk
B9 245 D VPN 2 —HF— DT 3 —< L ATEE B RFLET,

AnyConnect for Android T, 464xlat & FEIAL D IPV6 BAT A W = X L &AEH L TENA L
* v NI =7\ T B & BROMENE L 2580860 £3, wBEZITHZ L0k
RINTNDT /31 AIZIE, T-Mobile US & b7 — 7 [ZH2fE L TV % Samsung Galaxy
Mmmrm#%biﬁo_@7A4xi\77%»%(mm%ﬂ4w*yk7~&%ﬁ
DOHEMHLET, a7 T5L., T AZFHEET 5 E T, A EERER KD

No5Zenby ET,

ZOREEBGIET 5121%, AnyConnect ICS+ 7 7'V r— g V&AL, IPvd X hU—
7P A BT 50, Wi-Firy N —27 2 LTS 2 L 01T A ARELER
L &7, T-Mobile USA * b7 — 7 Z#%k¢ L T\ % Samsung Galaxy Note III LTE D54,
T-Mobile & & > TR I TV D FE [LE5E] IZE- T, T, ADT 78 A KA U M

(APN) ## & L E£7 (JAPN 7 k =/l (APN Protocol) 73 [IPv4] IZRRE SN TW5H Z
EEMERLET) .

VPNINDO T T ARX—=KIPT RVADHFPFHNR T FA4 T b T/ ZADONGHA >V H—T = A
ADHIPH & A —N—TF v 7 F 5 & AnyConnect ICS+ /N &7 — UIZRED RS ﬁi‘?‘é ZEn
HVET, ZON— b DA —NR—TF o TPRREETEHE 2—P—[T VPN IZ \ZHEfE T
T ETN, EERIZIEm %77?1?%iﬁho:®%%d\mu(z/bv 7 7R
LAY AR L. 7 R 2% 10.0.0.0 ~ 10.255.255.255 OHFANIZEID M T T\ 5HH
WMLy NV —7 THEER SN TWET, £72 2 OREIZ, AnyConnect T Android VPN
T L —LT—27 ON— MIEINHIR S TS ERAELET, R ¥ —[EA D Android
Nl —=VICGERIN—T 4 T HIEN S L, ZOX T VA TIHLY B <HEE
LEENRHY £,

» Android4.0 (ICS) #5174 D Asus¥ 7 L v T, TUN RTIA NN EDONDZ ENHY F
9, ZHIZ XV, AVF AnyConnect 23t L £,

e Android X =2V 5 1 L—LT X - T, VPNEGERT » IREEOM., T34 2D < /LF A
TAT A= 7 h—ER (MMS) A vbt—VOEZENHEIESNET, FEALE
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| Android [+ AnyConnect ') 1) —X / — +
KBRS & URRHH0 AnyConnect OFIE [l

DFNRA AL P —E R Fua (2T, VPNEGERT v ZTIREORIZ MMS X v t'—
FEFLEI &5 LBANERINET, Android TiE VPN (2L L TV & X2
A=V DOEZEDRHFITSINET,

* Google Isssue 41037 WJRK T, 7 U v FHR— RN T7HF A MMV FITH L EIT, 7F X
F DRI AR—ZABEAEINE T, AnyConnect Tlx, Vo ¥ A LA NAT—RREDT X
AN abt—F55501F, 2P —RNIOREREAXFEHIRT H2LENH Y £,

KRR E & UFERFE A D AnyConnect O [EE

Cisco Bug Search Tool 1Z{, Z DV U — A THRAFRIS L ORI - DIR DO REIZ B 2 5HH1E
WMNEENTWET, BugSearchTool (IZ7 7 ¥ AT 521, v RAaT7 vy MBRKLETY, ¥
AaTH Ty M EBRGTRWEEAIL, https:/Cisco.com THERZITH-> T E IV,

TAY hy 7Y U—A/—}h (https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/
anyconnect410/release/notes/release-notes-anyconnect-4-10.html) CTER SN TWH—FH D7 n A
7Y b7 A —=LDNATE, TAANY V=AM SNDHBERHY £, BIEFRE LTH
HENT R 7IE, AnyComnect D U V) —AF SN RKENT R TOAXL—FT 4 T VAT NS
Ty b7 x—b (BRNALNFANL—T T VAT AEETe) THEMAFEEICZRY £, vpn.
core, nvm, BLWNI/ B AT T v 87 4 —LMIEH SN DFRO 2 0 R—R FOATIX, %
BEDENANY J—ZATIFEELEEA, 7oL 2E, 10SY U —249.00512TiE, 7AZ b
7Y U —Z4.9.00086 THER I AL7Zvpn 2R —R Y bOANTIIRRENEE A, 10S/3—T =
Y, NTBREESHICERESNIZY V—ARN=V a3 LI B REVNL T,

Android @] [+ AnyConnect 4.10.03113 TR FH DFERE

ID Rl

CSCvz47805 Android AnyConnect 7 7Y 77— 2 @O NVM 2 F—FR > h T
AT VT AT 4 Ave—UBRERRIND

CSCvz56901 UAC : CFEMRRIE LTS reg #4516 URL O QR A F ¥ 41T
A =N I

Android [[] [+ AnyConnect 4.10.02094 T f#RFH DFERE

ID RHL

CSCvz43376 HUVR—T 9 0 (4.10.01095) 2B EET (4.10.02080) (27 v
L= R$2LT7 7V r—var I yvatd
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B Android 71+ AnyConnect 4.10.02080 THZiR FH DRI

Android [A] [+ AnyConnect 4.10.02080 T fi#;R & D78

ID RHL

CSCvy09188 Samsung LIS+ D Android 11 AED T A A TT 7Y rr—v g 2
& DEBERI RN DR ED KT 5

Android @] [+ AnyConnect 4.10.01095 T ##;R FH D FERE

D RHL

CSCvx78098 [ENH] 7 7'V r—3 3 > Z& @ AnyConnect T7 7 r—3ra9
DA A M=V ZBH L CHBIMICHER T 2 08 H 5

CSCvy43467 Android 9 @ always-on H##E o [

CSCvy66608 Samsung Android 11 'C AnyConnect 7 7 A 7 > FEBHED A R —

MIKRBTHZ DD

AnyConnect Mobile DBHE F ¥ 1 A >

EHICOWTIE, RO RF 2 AL FEZHRLTLIEE N,

=111

» AnyConnect Release Notes

» AnyConnect Administrator Guides

¢ CiscOASA >V —R R¥ 2 A h—F&
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