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ATV T1 IP7 FLALRMEEL, ETHL Z L AMERLET,

ATy T2 YHIEEHEICDHCP 2L, 7V —rBIOF =T 4 DIP Ry NU—J 2 AZT 4 v IPT RLRICE
T HUENSH D856, [Cisco Secure Malware Analytics Appliance Administration Guidel] @ [DHCP Ofif
M OEOFIREZFATLET,

RDBERY
NFS e (17 =*—) TR E T,

A —

NFS DExE
U—7 70 —0OROFEIE, NFSERETHIETT, ZOFRATIE, RNy T v Fer 72X
B T EITO OB ETT, FEMIZOWTIE,  [Cisco Secure Malware Analytics Appliance
Administration Guide] ¢ INFS Zff:] OIHAZL TI7ZI VY,
RES B AL, NFSA T B RO ST —4 %2~ 57t XL NFSA M7 D
27 Y v Cisco Secure Malware Analytics 777 A 7V ADa—H)VT —H A N T Z41#
b3 7avARNEENET,
ZDOFNEE AF v T T 50, Kl L TR CTRL%E X, [NFS72 L TefT (Continue without
NFS) 1227 V27 LET,

ATFYF1 =2 a8l U TINFS] &2 U v 27 LT, [NFSERE (NFS Configuration) ] ~<— Y& Bl& £,

ATV T2 WOEREADLET, 7 ITRAXNOT TI7AT AL, BHIDT T AKX ) — R TRESNTHDHHD L
FILHERARNERZAZHETEILERD Y 7,

e [Host] : NFSv4 AR A R —_—  IP 7 RLRAEFEHTLHZ L E2BEIO L ET,

e [Path] : NFS AR Z h—_— LD ur— g o ~Offit /S A, Z 227 7 AABMEFEENE T, Zh
WZIEXF—IDH 7 4 v 7 AFEENETA, BEIENSNET,

A Tar ZOH—/3—"TNFSV4 1T DN Linux OF 7 4V MEZZEE T H0ER B 5551
HHENDNFS~ T hAT v ary, 740 Mirw TF,

o [FSHfF&{b%— ~> 2 = (FS Encryption Key Hash) ]: [F—®4 k% (Generate Key) (%27 U v 7 LT,
LWL —% AR LET, BTN I T v 7B E LT DHITIE., ZOF—0DREZRYET, (£
DR T, [Ty 7r—FK (Upload) 127 Vv 7 LT, N7 v IlEhx—%7v7u—RL
£, )

AT —% R|¥ Enabled_Pending % — T,

ATY 73 [RE (Save) 127V v 7 LET, X—UrREHFINET, [4K (Generate) | RZ & [T 7T 4 71k
(Activate) | RZ U BMEHATE DX 912720 £,
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gRUOHRE |
B /sx5v008%

GE)  F=D2Nv o7 v T ERERT LD SNIZF— L ERIC BT 256, 7y 7 r— Fhk
ESNTENADT 4 b7 UL E =Lk, F—IDPEH ULICER RS ET, Brd—2ff
AEFNCAR 7T T E2ETTH LI TEETA, RET 2 ERAIZIL, NFS A M T B IORE
b7 =%~ 57t Rl NFS A NT DOV TUYInNST FI7A4 T ADa— )b
T—HANTEZYIUET D27 o ARG ENET,

ATy T8 [F—DHER (GenerateKey) 1% 7 U v 27 LT, H LW NFS 53 —%21Em L 9,

RATw 5 [Activate] 7 U 7 LET, [IRRE (State) 123 [T 27T 47 (Active) [IZEDY ET, [Ty 7 r—FK
(Upload) 1R & > [# 7 m— K (Download) | h% DY 7,

AT T6 [y rue—F (Download) 127V v 7 LT, (REDOLOICH FX—Davt—2 Xy ra—RLET,
DT TIAT LV ANT FAZRNOEND ) — R ThiH5E, BIND ) — REe 7 7 AZIHEESEL7290
DX =N T, DO/ — KR TTICREIN TV DEHEAIE, [7v7r—F (Upload) 1%7
Uy Z L, HILWIZ FAXERG LI 2RO ) — Rinb A a— R L7 NFSH B b — 23R L
£,

AT 7T [R%E (Save) 1 27V v 7 LET,

NR=UNREHINET, [F—ID (KeyID) | WERIIL, [T 277 1 71k (Activate) | R FZ DA/
£7

AT9 T8 [777T 1471 (Activate) 1227V v 27 LET,
B4 [Status] 725 [Active] (2D D £4 (£ FHE)

ATV T T 4 _—2 g UK L7 5, [KfT (Continue) 12727V v 7 LET,

RDBERY

[7 7 A%V 7 Oi%E (Configure Clustering) [i#ID 7 7 AH J— ROERE (19 2—) |
B FET,

— N En'._l_l
DISRRN) T DERTE
AP = RT— T —DRDAT v L, 7 TAZ Y TORETT, BEFTDOT FI547T
VAWNY T A DIl B WAL, ROBRETFIA, 748 ADA A F—L (208—
V) ~HERFET,

I AZN T DOERBINL, B AT LAY ISR 2SO H LT, VT AX
NOET FI73AT v AF, WHT7 7 ANV AT LT —ZE2REL, 7T AZNOMD ) —F
LRICLT—HE2RELET, 77 AF ) T L>TA ML —UREIENES, o715
Mro#EEsLmELERA, RbVIZ, 792XV T EFEATLE B—DT 7747 VAT
FEMRTEDHDOLFEUFFT, LV EZL DY TNEpHTEET, T—XILTXTH/— KT
FUTHDLID, YU TN EEE) — KD, ZUIEET—TIERWID Y T AKX ) —
RIZETZENTEET, ZITAXIL, 2~TEDT IIA T U AeEDDH I ENTEET,
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gons524/—ronz [

SHITTAZY U TE, I TAZDOHA XL LT, 7 TAZNOIDU DT FF7347
ANREENSEET 202V R— b T LR THRILLET,

HLWT T IA4T A, T—=E2PRIRSN. (DA TSR THRY) TFI3A4T A £120F
HHRBLUOBFEOT 747 L ADMABE®TY T AKX Z/ETE £9, CiscoSecure Malware
Analytics 777 A T U A%V T AZKEGT D86, PIMRERICNFS &7 7 AKX Y 70
BRESINTND EER]TY, [7 T AFEE (Cluster Configuration) | ~<—I b A A h—/b
BDITAZEFIGTEETN, A VA N—IWELDT TITAT L AEGAFED T T A ZITHE
SEDLHZEIITEERA,

T ALY T DFEMIC OV T, [Secure Malware Analytics Appliance Administrator Guide
v2.17] ZZRRL T Z &V,

I ITAADA A N —VETITHEREICOWTEBNS 25815, [AR— K (Support) 1%
A=k @X=) ZBHWAEDLELIZEW,

)

GE) BEFEOT T IAT A% TAXIEE ST H5A1E.  [SecureMalware Analytics Appliance

Administrator Guidev2.17] @ 7754 7o 2%y 7 7 v £ ETRg L LTV
Ty b B Vg CBEEIN TS X ST, destroy-data 2~ R&E#H L TEEfED
F—BEURLET, TFIAT LU ADTA FHEREIIMEH L2 T 7E &0,

BN SAE ) —FDETE

WD) — REREL T FAXZHBL, BIIOEK ) — REREL, IO /) — KORERF
WA —RLUIENFS F—ZFH L TENGE Y T AZ IR ST ET,

RO ) — REBEIZERE L TWAEEIL, [BIND 7 T A% ) — R~Ofs#A (Joining Additional
Cluster Nodes) JiEIND 27 7 A% ) — R~Offie (20 ~X—) (TR FE T,

7T ALNE, [V T AXE (Cluster Configuration) [ X— Y OEHUI TREBIOEHINE
T, ZDO®I7a TR, TI7T A7 CIEERI TAZEHHRTHDDZDONR—TDT 4—
NVRIZOWTHIALET (A7 UV —ray MIE3 2D/ —REE0LT T AXPREINE
—g‘) o

AT TN FeF—ra X T[T AZ Y 7 (Clustering) |27 YV w7 LT, [7T7AXEE (Cluster
Configuration) ] ~—T %&£,

RATY T2 [7TAZOMM (StartCluster) %227 Vw7 LTh b, ERFXATRZTIOK] %27 Y v 7 LET,
[7 7 A% DfRHE (Clustering State) ] 73 [7 7 A X4t (Clustered) ]I12Z5 0 £7,

RATYT3 U4 F—FOEYVOFIEEZET L, [Start Ingallation] 227V v 7 LEd, ZOREICLY, 7 TAXE—
ATy T4 [7FAHY Y (Clustering) |-5—T T, HLWY T 2ZOIREZTER L £,
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B enoss525/ -k oma

RDBERY

[BIND 7 Z AR ) — R~Dit4A  (Joining Additional Cluster Nodes) [IEIND 7 7 A% ) — K~D
e Q0 —) [T#EALET,

BMDY SRE ) — KADES

ATy I

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6
ATy 17

ORI varyTiE, BINOT IIAT AR TARZITHEESEEFECONTIHBHALE
T, VTAXNOERYDT T34 T AN, TIRYIO7 T AKX ) — ROKE] T IhTwn
HIDCHREESNTWDHZ LZFHELE LTCWET, 2T, kDO — FOFREFINEEZFMBTE
i‘ﬂ‘o

[(XE (Configuration) 1 ¥ 7% 7 U > 7 L, [NFS] Zi#{R L T [NFSEXE (NFS Configuration) ]~~— %[
EET,

I FGABNDOEND ) — RTHRESNTLLDE—ETLHL 2, [FAAL (Host) ] & [23A (Path) ] &4
ELET,

RF (Save) 1227 U v/ LET, N—=UBEHIN, [Ty 7 r—F (Upload) ] A% & 2MEH AIEIZ 72
D ET,

[%7E (Configuration) ] A ==—"TC, [/ T AH U 7 (Clustering) ] IR LT[ T AXDRE (Cluster
Configuration) ] X— V& Bi& F9,

[JoinCluster] #27 V v 7 LT b, E@BFA TR TOK] 227 Y v 7 LET,

[7 7 A% DARHE (Cluster State) |25 [ 7 A X4t (Clustered) | IZZEDYD £,

AVAI=NEKRTLET, ZHIZED, JTAX = R TT—XDETHEBINET,
JIIARARIFEESED ) — R EICFEEZBEY KL FT,

RDRARY
TABLADA A =)L 20 X—) ([TEAET,

TAEADA A=)

ATy T

ATy T2

AR L TRETI B L, Cisco Secure Malware Analytics 7 4 £ A% A VA h—/L9 3%
MR NI E T,

[ZA4ADT v 71— R (UploadLicense) |27 Vv 7 L, 77ANIX—T XML TA B AT 7 A
VEIEIRL £,

FlE, =N T A B RAERSETHI L TEET, 77 I9A TV AZRELERFRR Y RV —
TIZT 7B AMREREAIE., [V—3—05 T4 B A% HS (Retrieve License From Server) | %27 U v 7
THETARVANRR Yy NU—ZRBATHEINET,

[Passphrase] 7 4 —/L RIZT7 A B AD/NRAT—RE AN LET,
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10:FRIAAOT7yFO—F

Malware Analytics Appliance Home  Sewp  Documentsbon  Saius  Operstions  Support o Le| 2=

Contguramon Wizsd License

URHoad My Ledinsg

T Matwork
= -
RS
Chbirg
Sy a
i) Licerse
Emad e R LA B e .
W Mocations
e Mg Paiaphrase
Dot and Time: =
# ) System Log

0 00 ol Sy, I8 08, St Syems 852 CH00 FUsmE g e ] VRN O D000 Syoen, I, Adeod I8 SMnt i D 19 5. B G e SOt

ATy T3 [RFE (Save) 227V w7 LTIA B A% A L A=V LET, X—=URNEHEN, T4 o RFHRN
FRINET,

B11:A VR —LUABEHLIEDS 1 2 RER

Malware Analytics Appliance Home  Sewp  Documentsuon St Operaions  Suppon 0 L =

Confguration Wizard License

(
-
() NFS Licenze Details
Configure NFS Licensss
) Clusiering
Configure Clustening Em:”
o License =
Updoad koonsa
Busingss
5 Email s QA
Configure Email
Valdity
3 Notheaions 2022-03-17 18:38.06 - 2023-03-17 18:38.06
Contgure Notécations
Submissions
7 Date and Time 10000

Configure Date and Time
B Systefm Log

Configure Loggin = =

e Upload License [ETeeree—————  Continug
¥ | Review and install

Done!

@ 203 Cinco Syntema, Inc. Cisce, Ciaco Systerms and Cisco Systems logo are registered trademarks of Cisco Systerms, inc. andior ity afkates in the US. and certain other courtries.
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ATy T4 [f1T (Continue) 127V v 7 LET,

RDEZRY

EE»%)( _«/I/@gﬁﬁ;’ (22 /\Q**“/) G:iﬁﬁi'@”o

== 1 —
BT A —ILDEE
U—7 7ua—0OROFNEZ, [SMTPFZE (SMTP Configuration) |X—YDE A —/LEAX N &

BETH LT,

ATy 1 [EELET (From Address) | A—/LT7 KL 2% AN LET,

12: SMTP D% E

Malware Analytics Appliance Hame Setup DU Hation 5 Operat Suppe o 1
Configuration Wizard SMTP Configuration
STk
(3
lusteting i
=
b 13
None
o Email
Mone
7 o
Date and Time
CNSInGe
-]
Ry i
o = - i

ATFY T2 [Ty 7T AR —ALKAL (Upstream Host) | (BB A—/LR A ~) OA4RTEZATLET,
ATV T3 R—br%&2587 7015 251 CEFLET,

ATV T4 ZOMOBEF, 774V MEOEFIZLET,

ATy TS [RTF (Save) 127V v LTREEZRIFELET,

ATvF6 [fiT (Continue) 1227V v 7 LT, V=27 70—DRDAT v 7 I#ELET,
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RDERY
[Configure Notifications|IlEI DR E (23 ~—) (TR E T,

U—2 7a—OWROFNAIZ, 1 DL EOE S A —/L T R AITEHRITEUE ATRE72R 8k % i E
52 L TT, AT AEANX Cisco Secure Malware Analytics N — & /LA Z— 7 = A AT
RENETN, ZON—U T, EF AL THEESND B (Notifications) ] HixiE TE £

—é—O

ATYT1 [%1#F (Recipients) | T, D7 &b 1 N\OWMZEHED [E T A—/LT KL A (Email Address) ] Z AJ)
LET, HEOEBEBAA—NLT RLRAZBIMNTALERGLLIERIL. [T 422270 v 7 LTHOT 4 —
JVRZEBMLUET, HEIZS U TEY KL FET,

& 13: Notifications

Malware Analytics Appliance Horme Setup DR Lation Status Operations  Suppeont © L- ==

Configuration Wizard Matifications

STk nail Addresse:
£5
ficaticn Frequ
lusierng
r te
icense
il ——
u Hotificatice

RATw 2 [@EAEE (Notification Frequency) ] T, KR v 7 & U A )6 [HKA (Critical) 1B X O [FEEK
(Non-critical) ] DEXEZIEIR L E 7,

ATv T3 [R%E (Save) 1 27V w7 LET,
ATv 74 [T (Continue) 127V v 7 LT, V=27 78—DIROAT v I Ii#ERLFET,
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B svemaoze

RDARY
[HA &R O E (Configure Date and Time) | Hff & RZ| D% E (24 ~—) (TR ET,

At & BRIDEE

RO TFNETIL, Network Time Protocol (NTP) W — _—%f5E L CHf LA ZRE L E T,

AT w1 [NTP Server(s)] {2, NTP H— _—D P £/ ENTP &4 E AL ET,
14: B+ H & US| (Date and Time)

Malware Analvtics Appliance Home Setup Diocumeration Siaius Operations  Support 9 1-
Configuration Wizard Date and Time
Hetwork X
FS
Enable above NTP servers on clean
lusteting
Continue 3
b e
il
7 o
ﬂ Date and Time
0Q
Rew i
Systems, Inc. Cisco, Cisco Systerms and Cisco Systems logo are registesed trademarks of Cisco Systems, Inc_ and/ior its afkstes. in the LS. and certsin other countries

D NTP Y —"—=RH L5581, [H1 7 A2 %7 Vv 7 LTHO7 4 — REBMLET, LEITN
CTHRYIELET,

ATv T2 [1R%E (Save) 1 27V v 7 LET,
ATw T3 [T (Continue) 127V v 7 LT, V=27 78—DIROAT v I I#ERLFET,

RDEZRY

[AT a7 OE (Configure SystemLog) [2 A7 Av 7 D%E (25—) IZ#ERE T,
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FSINPLETN

OZRTFLO5DEE

[ AT bnv 7 — —1E#H (System Log Server Information) ] ~<— (%, Syslog A vt—8
X O Thread Grid A2 Z (T 570DV AT hu 7 — "—OFEIHH S E T,

AT w1 [/KA FURL (HostURL) ], [ A hAR— K (HostPort) ]. BXL O [7' 1 k=)L (Protocol) ] 7 4 —/v KiZ
ABL, IR Save) 227V v 7 LET,

15: R T LA H—/—iF#R

Malware .C'” 1alvtics A:;;_‘.l"_: nce Home Satup DhaCurmee HLAtOn Smus Oparations Suppan 9 1
Configuration Wizard System Log Server Information
Henwork
£S5
hstenng -
TCP
icense WO
an
il

Continue >

AT w72 [#i4T (Continue) 127V v/ LT, V=27 70 —DIxthDAT v T IHERET,
FEMIIZ ST, [Cisco Threat Grid Appliance Administration Guide] % &M LT 72 &0,

RDEZRY

[Review and Install Configuration Settings|ix i DS & A A h—/b (25 X—2) (THEHRFE T,

REDHEREA R =)L

U—070—0OREDAT v 7T, Xy hT—JHBROBRTEEHERLTA A=V LE
7,
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B scomzerozr—n

ATY Tl FEF—2a o T[LEa—BLUAS A h—/L (ReviewAndInstall) %227V v L, &KIZ[A A
F—/LDOB4E (Begin Installation) 1427 U v 7 LT, REAZ VS hDOA A M=/ ZBAELET,
16: 4 VX b—)LOFE

Malware Analytics Appliance Home  Sewp  Documeniston  Status  Operations  Support @ 1| =

Configuration Wizard Tha appisance |3 raady to be installad, Once you afe satished with your CONMOUIATION SSMngs, bagin the installatbon
Begin Instaliation
Network
) NFS
Clystenng
Licenss
Ernail
Neotifications
Date and Time
System Log

0 Rewiew and install

& 2031 Cisco Systems, inc. Cinca, Cisco Systems and Cinco Systems logo ane regissered trademarks of Cisco Systema, inc. andior its afiliates in the U 5. and certain other countries.

GE  ZoOB@EICIE, REOWEMRIIE C TREFRNF R SNET,

17:/EDF7YT1471t

Activating Configuration

Job 1BCFEB1E-5582-49C1-BC93-A95AF5397F8F

/ Running

10: TASK [Gathering Facts] sckkkkskickkackksdoriokiokiokiokaokkariok ok ok, ,

Full Qutput }

A VAR VREFIZFE T T2 &, [State] 7 [Running] 75 [Successful] (ZZ 3>V . [Reboot] &R ¥ » N E%H
(bkta) 12720 £3, FEOH T bRRSINET,
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18:7FT5ATVADA VR —)LETS

Malware Al‘lal“."tics A;jp]iance Home  Conhguration  Documentation  Stabus  Operatiors  Supperi 9 1| 2=

Configuration Wizard

di  Areboot is required

2 "“.97‘."'” vy Your appliance confguration was appled. To complste your installation, you need to reboot
e
CIJ:E;unq
Licanss
Ernail
Notifications
Date and Time
System Log

0 Review and install

& 2031 Cisco Systems, inc. Cinca, Cisco Systems and Cinco Systems logo ane regissered trademarks of Cisco Systema, inc. andior its afiliates in the U 5. and certain other countries.

ATw T2 [Reboot] 7 UV v 7 LET,

GE) V7 — MIIRE SO0 DZ 0N £9, Threat Grid 777 A4 7 o ADFLENTIIE T 24T
DIRNTL IZE,

19: 77547 D REBEBFTYT

Rebooting

Waiting for appliance to shutdown

Fiease wall for this page to nedirect you as refreshing manually mign cause problems. Reboot me is typicaily
undler & minuges, I this pege doas not redirect make sung the 1P address of your applance did rol change,
and chack your applance console for problams

Try anywiy
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. Cisco Secure Malware Analytics 7 754 7V ADEHFEA VR —ILT B

HEEtk, 77747 o AXEHUI[F—2L (Home) | X—VEH&EET, TN THRES R AFET T
D

Cisco Secure Malware Analytics 7 754 7V ADEH %
A1 2R F=ILT B

W Cisco Secure Malware Analytics 777 A 7 > ADFER L, HATRIC, FIFHATHEZR PG &
AVARN=NTHT LEBEIOLET, Cisco Secure Malware Analytics 777 A 7 2 A D
T, BRLUL 2/ L CEM EhET,

TT Xy vy FEELEN L TV D 2—H—F, PAR— MIER LT, ¥V — AR
T—=MMA—VEAFTHILENTEET,

N

GE)  FHOA A M= VOISV T,  [Cisco Secure Malware Analytics Appliance
Administration Guide] #&M L T 7230y,

AT w1 [#fE (Operations) | ¥ 7% 27 Vw7 L, [EH (Update) | ZRIRL T[T 7T74T L ADEH (Appliance
Updates) | X—T %X £,

B20:7754AT7 VADEHRFRA—D

Malwa e Analyﬂcs App“ance Home Configuration Documentation Status Operations Support © L-| b cecure

Operations 9 Appliance Update

Activate Your appliance s running release 2021.10.20220126T220840.srchash.080c9309ed0b.rel. No updates are downloaded and ready for installation.

Jobs Check for Updates

Metrics

Power

Update

€ 2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U S and cartain aother countries.

BUED D Y —ANR—=T g F, X—=V0 IR REINET, /o, A VA N VARBRT v 77— M)
HHIMEIPbIBAENET, VU —ANR—=T 3 4250 T, [Cisco Secure Malware Analytics Appliance
Version Lookup Tablel] & LT &0,

ATw T2 [FHOMEE (Check for Updates) ] &7 U v 7 LET,
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77517 2852072+ ||

Cisco Secure Malware Analytics 7 77 A 7V AV 7 b7 = 7 DEFOEH/N—2 2 RN DH0E D) M EER
TLHODTF =y 7RFATEN, HIOGEITF TV rn— FIET, ZZIED LEERRD 2256015
Di‘é—c

AT T3 B a7 6087 ra— RKR5gET Lz, [E8z#H (ApplyUpdate) 1227 U v 7 LTA A h—JL
L7,

FISATUOAREEDTR b+

Cisco Secure Malware Analytics Z {7 77 A 7 L ANBUTONR—T 3 NZHEF S NT- 5, Cisco
Secure Malware Analytics |IZ~ /L7 = 7 H U TNV EEEL T, T I7AT UV ABELSEHESN
TWHZEET AT OMERHY 7,

AT TN 790 C, 7= A F—TxA AL LTHRELLET RUAZMHH LT, CiscoSecure Malware Analytics
ZhE £,

Cisco Secure Malware Analytics 2 7 A > ~— U NBH & £4,

21: Cisco Secure Malware Analytics 05 A >

Secure Malware Analytics

Formerly Threat Grid

ATFv T2 ROFT 74V bOBKRERE AT LET,

e 1 /' 4 :admin
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AT — R BB UILOBREY —2 70 —0DEIDATFT v T TANLEHF LVWIRAT— REFERLE

T, NATU—RIL, WHFEETLIZEaBEIO LET,
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