afran]n
CISCO.

" e
¢ b= - —
I 148 L e A A R T i

e ———
———

CiscoThreatGrid 7 7S5 A4 7R /N— 3 V210 EBEHA R

#hR - 202041 H 28 H
BIREH 202044 A 10 B

YAAVRT LXBRAKH
T107-6227 HUREBHE X ARIKI-T-1 [ v RE D v« X T —
http://www.cisco.com/jp
BREWADEE v 2aavz s ver2—
0120-092-255 (7 U —=a—/L #E&: - PHSET2)
TEaEZAHRER - SFH 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



[EE) YRR ZCFERICASEIIZ, RE2EDTE (www.cisco.com/jp/go/safety warning/) & CHERLFEE W, AEE, kEYRAaARITH
F1AVMOBEMRTT, VUIERICOETELTE, BARBRBERAT. ZEBRICT Y TT—AHY. YD IREDR—UHBHERSL
TLWBEENHYETLETTRSCLESL, HLETLBZEMRELYFETOT, EXLBRBITOVTIEREY A O FFa A Y FESEE
S, T, ZHEDRICDONTIE, BT/ NA— bF—. F£rld, BHELEICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2020 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

#

o

i

ol

foi

FCHIZ 1

Cisco Threat Grid 7 77 A4 7 2 A{Z2OWT 1
OV Y —=ADHE#R 2

MRHHE 2

RLICBETER 2

Threat Grid ®¥% 74—k 3
PHR— bk E— FOHFE 6

PAR—K A FvFavh 6

EE 9
oA HENRAT—R (F74/08) 9
EBHFENAT—ROUEY ~ 10
BHT0 T ADA A =L N
NR=Day VoI T v T T—7N 12
B SR — K 12
BHO T TN 2—T 47 13

FeHNR—Z A —<DEH 13

BREE 15
ITU®IC 15
TGSH XA T 7l LIy FU—Z7iRE 15
TGSH XA T 7 &2MH LRy N —2 OFE 16

Cisco ThreatGrid 7 754 7 VA N—Yav 210 5EEHA K ||



| EES

TGSH ¥ A 7 v 7' ~DO 4k 16
YANRYE—RTORy NU—7 OFRE 11
OpAdmin R —Z VA2 L7Z3%E 17

SSH —D%E 19

EEIHD Y E— b Syslog —/ D% E 19
LDAP FRREDFE 20
OpAdmin T? LDAP FEAEDRE 20
RADIUS BFEDFE 22
P—=RF=T A RHB L= v F A P —EADORE 23
REEHE O 24
DHCP Ofif 24

DHCP O B{/~H) DNS 25

Xy U — 7§ E L DHCP 25

£4E SSL GERAENE®E 27

SSL FEH]#E & Threat Grid 777 A 7 ADHE 27
ANy B O SSLEFUEDRE 28

SSL FERHE DLl 4 OIRGE 29

SSLAEFHEDE Xz 30

SSL ;EFAEDFAER 30
SSLAEA#ED X T v m— K 31
SSLAEEDT v 7 r— K 31

OpenSSL % {# ffl L 7= SSL sEFHED/ERR 31

T U hANT v REHE O SSLAEEOKE 33
DNS D% E 33

CAFEEOEH 33

FlE OB —EADEE 34

ESA/WSA O Threat Grid 7 77 A 7 > A~DHzf: 34
ESA & WSA Ofta 7' mt ZADOME 35
ESA/WSA DA77t ADFE 36

AMP for Endpoints 77 A ~— 7 T 7 R % Threat Grid 7 77 A 7 AT

[l CiscoThreatGrid 7 754 7 VR "= 3V 210 §BEHA K

LA I

38



. =

=
£ 6 F
£1E
£ 8 E

HfE1—T0EE 0
IO ;M
B LWHEROERE @
a—FOER a2

HLWT NS, 22— T hOFME 43

TSAN—EH U TILOARE 45
TS AN — LTV ORHMEOREEE 45
HAEDT T AR — LM 45

TFISATORADTAT 49
TTIAT L ADIATFH T arOE 49
TTIAT o ADIATFIE 49
AT L7 T2 B

Ny TF7vT 53

Threat Grid 7 7T A T AD/NNy 7 T v/ 53

NFS Zff: 54

Ty AN AT L 55

Ny T v ANL—VHE{f: 55

Ny 7T v T TTRINDEE 55

Ny 2T w7 T—4OREF 5

IRFFHISR O ks 7w ] 57

Ny 7T w7 TavAOME 51

N 7Ty T 58

Ny T v T\ LA =7y FE LT Threat Grid 7 77 A4 7 AD Yty b 58
F—=4U%y hTFuk A 59
B—IF sy NT T T7AT VAL FAGRE SIRREIZR T 59
WRADONRY I T v TWCT VT 4 TICEZIALNTWDET TITAT A 60

Ny 7Ty FarsoYyoEn 6

Cisco ThreatGrid 7 754 7 VA N—Yav 210 5EEHA K ||



| EES

Ny 77 v 7B IOETICET A EESFIHE 61

Ny 7T v ICEET Y —E ADEH 62

i
o

PSRRI 65

Threat Grid 7 77 A TV AD T T AKX Y 7220 T 65

7T AL T DHERE 66

7T ALY T OFIREE 66

7T ALY T OE 61

Xy hU—F 7L NFS A ML —Y 68
7T AR DEEOHE 69

Clust f VX —7 = A ADFHTE 69

7T ALY T DERE 69

Thread Grid 777 A4 7 > AD 7 T A X OBAl&

WEDODAZ L RTay T34 T AEGM LT-7 T 2 Z OBk
HLWT T IAT U AEMH L2277 A% OB

Threat Grid 7 T A 7 2 AD Y T A X ~DHES 81

BEAEDT T3 T L AD YT T AE~DFER
HLWT FIAT LV ADY T AL ~DFER
ZAT—— /) — FDOIRE 86

7T AR ) — ROHIBR 81

7T AZDYA XEE 81

PEEFFAGE 88

fEEOHIE 89

APUIEH DK 89

HEH/EHORE 89

F T ILDOHIR 89

10 Y RIT—URTEHRE 9N

Fy MU= T ORGE 9

"
o

T8 A: OpAdmin *Z=a1— 95

[l CiscoThreatGrid 7 754 7 VR "= 3V 210 §BEHA K



gx [

[Configuration] A ==— 95
[Operations] A == — 96
[AT—4 A (Status) | A ==— 97

[Support] A ==— 98

14 B : CIMC DEE 101
CIMCEEL—T 4 VT DA 10

Cisco ThreatGrid 7 754 7 VA N—Yav 210 5EEHA K ||



| EES

[l CiscoThreatGrid 7 754 7 VR "= 3V 210 §BEHA K



A1

i

F CHIZ

Z DF T, Cisco Threat Grid 77 7 A4 7 AW, fRHiE. BLOEET A RN ~= 2
TNSDT 7R AFEZOWTHHALET, 2T, ROERIZOWTHHALET,

» Cisco Threat Grid 7 77 A 7 2 ZIZDOWT (1 X—)

c 2DV Y —RADOEHER 2—)

R 23—)

c WEICBT 2 EE Q=)

* Threat Grid D% AR—F (3 <—)

Cisco Threat Grid 7 754 7 > RIZDW\T

Cisco Threat Grid 7 7' 7 4 7 A%, MR EE ST L Na 7 ootz L T, Z4
PEICENT-A > T VI AOEE R~V T = 7 o &Rk L E 7, Threat Grid 7 77 4 7 > &
I, Cisco Threat Grid M5 777 A 7 L A% —r3 (v2.72 LIRE) 124 VA M — /L SNT-5ER7
ThreatGrid ¥ /v U = 7 577 > 7 — L% LET, SEISERI VT IATURABE
ORY 2 —DHIRICESWTHEE SN TV AN, ~ Lo =T Yo TNE2T 7I73A4T VAL
EETEDHLIICLET,

G¥)

Cisco UCS C220-M3 (TG5000) 3 L TR CiscoUCSC220M4 (TG5400) H— 3%, B X #i = Threat
Grid 77 I7A TV ATHEHATEETN, =0 KR — MIKTLTWET,

FUTRERY — AR EOWET — 2 2 H5>Mk0% <X, ~Vv o277 —7 4777 &
WO TBFEDRIED 7 7 A N~V T =T T DDl y NI — TN HEETH 2 L &27FAT
L, SEIERBHEINL—AVBLIONA KT A4 0D LR H D £4, Cisco Threat Grid
TITIAT VAL T VI ATHRFT2Z 810X - T, MfkiIxry hT—7 BB D Z &
2, MO LWRFX a2 A MR T 7 A NVEGHTOTOIZEE TEET,

ThreatGrid 7 77 A 7 A &MFHAT 52 LT, ¥X 2 VT 4 F—2F3EFEICTEF 2T RME D
BRI OB ST 7=y 7 2FEHL, 3XTOV TV ESHTEDL LRV ET, 7
TIAT VAT, GPEREBE L OB~ T =T T—T 4 77 7 N EBEEMT, <
N2 THE, Xy X—r BIOZEOEMKNE 7 a— SR TE L LI LET,

Cisco ThreatGrid 7 754 7 VA N—Yav 210 5EEHA K ||



Froiz |
B -ovu—zossns

BHISNIZ1ODT 7T 4 BT 4 BLOKEMEOY o P2 OBE T OV T b§H0h
\ZREEAHT, BT 5 2 & T, BEDBER S 1 — L ARHEGICERL LT, FOBEEZ 5451
B TEET, ZOMEL. BERSLYTNLOEREKEBIIN LT, XU T 40 F—
WAVIREIE S DI R R oW A S U VAR SR= A B

D)) —XADEFIEH
N=T a2 210 DZDOHA R TIHE, ROEFENFE EINE LIz,

R1:N—2a 210128 T5EE : 202056 18 288

PREE =X toay

DN = RCEHENSAT—-FR2 )ty |BHERRT—-FD Iy b
NTBER, TTTAT A HEET SR
Exit 2~ REZANTLHIVLERRL RV EL
77

RADIUS FBFEDOH AR — hABEMEE Lz, |OpAdmin R— % /L& L7-5%0E

A==

RADIUS [ HEODPX/E

%t
2
clt
¢

ZDHARE TTIAT o ADE®Yy b T v T ERENTET L, RHDOT A M~y =7
TNANEFITEEB L OO SN 7-%I2, ThreatGrid 7 774 7 v AEHENMEAT 52 L &
Hiy & LTWET, Threat Grid ~ /v 7 = 7598y —v, T IAT LV ADEH, Ny 77 >

7 FOMOY— NEE A Z7ICB LT, MfkE 22— EEET L FIEICOW T LET,

E 512, ThreatGrid 7 77 A 7 > A LD v A a5 —E A (CiscoE A — /v &F 2 U T o
TTIAT A, CiscoWeb X2 UT 477747 A, AMP for Endpoints 7°7 A ~— 7
T RTNA R E) AT HEEEICATER AL E37,

Y

()  ThreatGrid 7 /7 A 7> ADt v 8T v 7 LEREDFEMIZ OV TIE,  [CiscoThreat Grid Appliance
Setup and Configuration Guide] #Z&M L T 7Z2& W,

HNmICETHEH
Cisco Threat Grid 7 77 A 7 > AMEIZ BT 5 BRI D e/ S— a2 1, Cisco.com 7> H AFT
xET,

+CiscoThreat Grid 7 77 A4 7> A U JU—A /— |k

[l CiscoThreatGrid 7 754 7 VR "= 3V 210 §BEHA K


https://www.cisco.com/c/en/us/td/docs/security/threat_grid/setup-config-guide/v2-6/b_threat-grid-setup-config-guide.html
https://www.cisco.com/c/en/us/td/docs/security/threat_grid/setup-config-guide/v2-6/b_threat-grid-setup-config-guide.html
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-release-notes-list.html

| ELoic
Threat 6rid 97—+ ]

+ [Cisco Threat Grid Version Lookup Table]

 [Cisco Threat Grid M5 Hardware Installation Guide]

N

(GX¥)  Cisco Threat Grid M5 7 77 A 7 > A%, Threat Grid /X—<7 3 o
3527, BIOT FIF3AT v AN—U 5 272 BT R—
FEnTWET,

LR /3— g @ Cisco Threat Grid 7 77 A 7 AR L~ = = 7 /L1, Cisco.com @ [Threat
Grid Install and Upgrade] CAFTX £,

Threat Grid Portal Ul A >S5 14 AL T

Threat Grid " —# VD2 —H~v==a27 /L (JY—R/—h, [Using Threat Grid Online HelpJ .
APLIZBHT 2 &R OO REEL) 1L, 2—F A F—T A4 X LS —va v
N—=ZHD [Hep] A== —DDBAFTTEET,

EA—ILEXa)TF A TPTSAT7UoREWeb X2 ) T4 T7TSAT7RIZETHEH

EA—NEXaUT 4 7TFT7A4T7 A (BSA) 72013 Web X2 UT 4T 77T A
(WSA) OHEEHIZET HEEMIZ OV TIE.  TESA/WSA @ Threat Grid 775 A 7 o A~DE
W) BT IEE N,

ESA/WSA OF > 7 A v~V E 7212 —H A KD [Enabling and Configuring File Reputation
and Analysis Services| DFNHAZ S L T 720,

+ [Cisco Email Security Appliance User Guide]

+ ['Cisco Web Security Appliance User Guide]

Threat Grid DY 71~R— k

Threat Grid (289 % ZE R0 " — MMZ-DUW T, https:/mycase.cloudapps.cisco.com/case CH
K= r—2A%A =72 LTI,

AT 71 Support Case Manager ¢, [Open New Case] >[OpenCasgl #7 U v 7 L7,

Cisco ThreatGrid 7 754 7 VA N—Yav 210 5EEHA K ||


https://www.cisco.com/c/en/us/td/docs/security/threat_grid/version-lookup-table/b_version-lookup-table.html
https://www.cisco.com/c/en/us/td/docs/security/threat_grid/threat_grid_m5/hw/guide/hw-install-guide-m5.html
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/threat_grid/setup-config-guide/v2-6/b_threat-grid-setup-config-guide/m_planning.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html
https://mycase.cloudapps.cisco.com/case

. Threat Grid DY 7R— k

LHLWT—REA—ToT5

Support Case Manager

OPEN NEW CASE -

Dpen 5 Fawr Tase Tor Buppeen on Cinco Profern e
Saiv ey

M ek b

Q

Froiz |

ATv T2 [AkaQuestion| AT v ar R a2 Vs L, ERAFOVAaEX2 )T (BB TILESE2ITH
RY—ERZBHZMBRLET, BBOIGIE, Threat Grid D2 ) 7 LFKR S EIFV— ALK TH HMHE

NV ET,

ATFYTI XA MVAY N A RATDHHA1%, [Contract Datanot in C3] #3#iR L., [Next] 227 VU v 7 L%

j—o
R2: TR LAV EDFT VY

Support Case Manager

roducts & Senices

Roquast Type

Dlagnosa and Fix Eequost RS (8) Ank s Quansion

Find Presiuct by Serdice Agreemen

Bypass Entithement

PR J Contrach data not in C3

[l CiscoThreatGrid 7 754 7 VR "= 3V 210 §BEHA K



| ELoic
Threat Grid DY 7R— k .

AT w74 [DescribeProblem] ~=— ¢, [ [Title] & [Description] Z A1 L F 9 (¥ A /LT Threat Grid |25 &

LTLEEEY)
AT w75 [Manually select a Technolog] #7 V >~ 7 LC, ThreatGRID #5 L £,

HB3: 79/ 82—0&R

Select Technology
ThreatGRID

Security - Network Firewalls and Intrusion Prevention Systems

ThreatGRID Appliance

ThreatGRID Cloud

¥ %
( CANCEL )

ATw 76 UAR»ME [ThreatGRID Appliance] #3R L. [Sdect] Z7 V v 27 L£7,
ARTFY Tl 7 =20 OEyETXCTASL, [Submit] 227V v 7 LET,
F—REFTA TR ZENTERWERIT, YAt R— MIBHWEDbEIZI N,

cREBLUVHFH @ 1-800-553-2447
« ZFEDEHR L : https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

PR — b 2T 5 HEOFHEMCONTIE, UTFE2RL TS0,

cROTu TRRFEESR L TLEEY, [Changestothe Cisco Threat Grid Support Experiencel
(https://community.cisco.com/t5/security-blogs/changes-to-the-cisco-threat-grid-support-experience/ba-p/3911407)

« https://www.cisco.com/c/en/us/support/index.html T RAHHR—F & FOVA— KD AL L RX—=T %S
LT EE0,

Cisco ThreatGrid 7 754 7 VA N—Yav 210 5EEHA K ||


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/index.html

Froiz |
B vc—+=—romnt

HR—k T— FOEXE

ThreatGrid D= V=T NH OV R — MR KER L X, YAR—FE—REZHEDHITTH LK
ODOENIEENHY T, ZOFT—REIIFTA TR — kv 3T, ThreatGrid VR — h =
VOTIWET T TA T ASNDY = NT VR AR ESNET, 7774 T ADBED
;IEICITRELETA,

OpAdmin 7" —# /L@ [Support] A =2 —nbH R —FE— RZANTHZENTEET,
TGSH X A 7 a2, LA —®FacePortal UL SAZNIT B, VAN T— RCERENT 5
WENCTHZ &b TEET,

AT w71 OpAdmin R —# /L C [Support] A ==—% 7 U » 27 LT, [LiveSupport Session] Z &R L £ 7,
4: 0pAdmin TO S5 4 THR— bty 3 DDA

808 TRCsGRID Applance Al X

A C f [ ips://100,67.2.100/support/sessions =
i Appr ) ThreatcriD (i Cxher Bockmarks

BSupport 7 Heip
® Logout
#  Configuration =~  Operations ~  Status = Support = -

AT e AHLRIDY Apptisnce Adminisraton ports

A support session can be created to facilitate secure remote access to your appliance from a ThreatGRID
support engineer

' Stan Support Session

No suppart sessions have been started.

FThreatGRID

AT w72 [Start Support Session] %7 U v 7 L%,

GE)  OpAdmingXEV 4 P— REKT LT, FA4 BV TORNCYR— b E— REENTH &0
TEET,

o] O &
YR—FRXFvT3yv bk
PR—=bMAF T gy M, BROICFEITHFOY AT LD AF 7 g bT, a2, psoutput

RENEENTRBY, Y R— P AX v ZIZEAMED N T TNy a—T 4 LV TITHESL B E T,

ATV T SSHBYHR—F 2F v T vay b P—ERHHESNLTND Z L EMHRALET,
AT w T2 [Support] A ==—7/ 5, [Support Snapshots] Z R L £ 7,

[l CiscoThreatGrid 7 754 7 VR "= 3V 210 §BEHA K



| ELoic
HR—rXFvTav b .

ATFYT3 A FvFvay hERELET,
ATYTE 2 F T vay bERELEL, tar 77 A NVERIT gz 7 7 A VELTHE Y a— K950 [Submit] &
7V w7 LT, AF w7 gy b& Threat Grid A F v 7> a vy = NICHEIMIZT v 70— R LET,

Cisco ThreatGrid 7 754 7 VA N—Yav 210 5EEHA K ||



FLoi |
B sx—trzrv7oavr

[l CiscoThreatGrid 7 754 7 VR "= 3V 210 §BEHA K



;2

i

R
o
| ]

ZDETIE, FHEICEL > TESL>—BRAIREREEM L ET, SIHTI2HBIFIRO LB T
e AU ENRAT =R (T 74 E)  (9°—)

cFHH NRAT—=FDO ULy b (10 =)
c WIS ST ADA LA R—L (11 =)

O0A4 2 BENRT—K (TI74ILEK)

FIxFN IO T AL ENRAT— RERORIT R LUET,

a1—4 (User) a4 2 IRAD—FK

OpAdmin 35 L OV = /L2 —H ) Threat Grid/TGSH # A 7 1 7 CTZ 4
DR ENTZRAT = REFERA L, &I
OpAdmin % E Y —7 7 0 —DOHAIOFNETA
HUEHLWARRAT — REfHLET,
WNAT — REMRLIEGAIR, [EHEE X
U—RDYEy M OFMEIE>TTZEN,
Threat Grid Web 78— # /L Ul & ##& Login: admin

RAT— R D OpAdmin /S A T — R % fif
MLUTHHEHE L E3, W8 kD%, ML
WREIZ72 0 £,

CIMC Login: admin

Password: password

Cisco ThreatGrid 7 754 7 VA N—Yav 210 5EEHA K ||



i |

B z=z<x7-routyr

EEENADT—FD) LY I+

\}

FIFIVNDOBEHE AT —RIX, 7794 T AR EEHRTEDOEIZTGSHA A T a /'
DHRTERINET, VIR ENTETT5 &, FHE/ AU — N, SR fIRE7e 7T ¥ A K
TERRINGRLBRY ET,

GE)

LDAPFRFFI, #HEOEHENNDEAEIZ, TGSHZ A 71 2 L OpAdmin 1 7' A NMEHTE
EFT, 77 I7A4T AT LDAP GRAED AP RIE IV TW DGR, Y AANY E— R TRAT—
KE2UtEy N5 L, FBREE— FRHREII, VAT ALANATY—RTHLRITA U TEDH LD
2720 £,

BHESAT — RE# LT OpAdmin (20 7' A » TERWEAIE., WOFIEZFEITL TR
U—FxUty FLET,

AT v F1 Threat Grid 777 4 7 > Az fHLHE) LT, 7 <IZ [Recovery Options] 7> 5 [Recovery Mode] Z3#R L £,

5:7— kA =a1— : [Recovery Mode]

o+
3 T ThrestORID

ThrentGRID fppliance - Recovery Dptlons

Copilipue Huut
Recovery Mode

Threat Grid > = /L 23BH & £ 97,

[l CiscoThreatGrid 7 754 7 VR "= 3V 210 §BEHA K



mg7ns5604>2 k=1L ]

6:1) hs\\) E— K®D Threat Grid > = JL

ATY 72 passwd %giﬁ-fﬁbfc\ INAT — K& LE9,

[ 7: Enter New Password

G¥) ZOFE—RTHa~vry a7 "REICERIND R A, £, X 7HAINRN
THNNORER TATIEBRDIIICERENDZILERNH D 9, ZOERITIANTITHEL T
o TT7A4Y RANERTDHZENTEET, 270X T HINTERLET,

AT T3 RNRU—FKF% (FF94RFT) ANL., Enter F—%#L £,
ATy T4 RAT—F&EH ) —~EAN LT, Enter F—%H L F7,

(F) RN RU—REERSNEEA,

ATvF5 [Reboot] & AL, Enter F—%f LT, 77 T7A T v A&@EET— RCEEILET,

GE)  v2.10L, XRT—RO ULy hEFINITD-OICHERRNIC exit 2~ 2 REFETT D H4EX
7 FE L,

O A —
BHIATSLDA VA =L
Threat Grid 7 7T A 7 A ZH LW A—T 3 ZHEHT 51T, [Cisco Threat Grid Appliance

Setup and Configuration Guide] TSN TWAFIEICKE-T, ¥ty 7 v 7L HREL T
TLTEBLERDY £,

Cisco ThreatGrid 7 754 7 VA N—Yav 210 5EEHA K ||


https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html

i |
. N=2av Ly F7vTT—TIL

\}

GE)  #HLWThreat Grid 7 7 I A TV ANENWAR—= a0 DY 7 by =7 28$ LT S -3
B BHEA A=A T DL, ETUHRELZETTO2LENRSY £3, EHiX, 71k
/X75V1’ VA R—=LERTWARWERYD Xy oo — RENT, ThreatGrid 7 774 T A (5 —
HR—=A%EGT) DREICREIN TV WS, ELLEHINZ2WAREERSH D £,

BEEA A N—VT LB, ROFEBETLILERDHY £,
 Threat Grid 777 A 7> ADOEFHH 7 v 7'F A OpAdmin Portal ZH L CTEH L £7,

cHH— AN ERERETDHE, 79472 MIEFHEONR—T 3 VICHERIIBITLE
To MEV Y —RZAX 7T HIENFHICARELE WO DT TEH Y A, AF 7T
TRWGE, B —NE, ROEHEL T rn— RT5E0IS, T I7A4T ALY Y —
A A RN—=NLTBHIIRDET,

e P NPFFEDNR—Ta v DE T ra— REfFa T 5856, TONR—T 3 VICEBEBITT
HIENWTEET, 2FV, H—DT7 v 77 L— K| bgﬁﬁt@uﬂmﬁt%%ﬁmf
ROLNDHZ EXTHY FH A,

« BENIARFH T, DFED, HLWA—=Ta T v 77 L— RNLtk, BioNN—T a9 >
WCRTZ&IETEERE A,

c LT X v v FEIELMHEH L TV DH—WIE, Threat Grid OH AR — MIEKE LT, ¥
H— RAREREH 7 — M A=V EAFT L LN TEET,

FH DA A M=/ LPJEIZOWTIX, [Cisco Threat Grid Appliance Setup And Configuration
Guidell @ [lInstall Threat Grid Appliance Updates] D727 >3 U E#ZH LT &0,

N—23 20 Wy o7y T T—T)L

ELWENL RESEXIET DY V—ANN— g VAR T 5121, [CiscoThreat Grid Appliance
Version Lookup Table] Z#ZM L T 7230,

BEHFICERASNDR—

Threat Grid 777 A4 72> AL, A—F 2 &2FHLTCSSH T UV —AEH I ST e Ty
o— RLET,

e U U — ZHHL, Web_R—ADEHA ¥ —7 = A A (OpAdmin) 572 TIEARL, 7
X2 (curses) f v Z—7 A AN bWHATEET,

« DHCP #4225 A TiX. B/REYIZ DNS 23 8ETAMLENRH Y £4, DNS H—
DRI EEN TRV AT ADT v 77 L — Rkl LE9,
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BHFDES TN a—Ta42T

ldatabase upgrade not successful (77— X—ZAD7 » 77 L — RIZKRLELT) | DAy

T —E, H LW ThreatGrid 7 7 7 A 7 2 AW EH W I— 3 O PostgreSQL 2 FE{TL TRV |

T—HAR—AOAEBIT TR B ACKIM LT L ZBRLET, v2.0~DT v 77 L— RO
W2, ZOREZEET D Z ENNETT,

FEAMIZ DU Tk, [Cisco Threat Grid Appliance Release Notesv2.0.1] &M LT 72 &0,

F—RR—RAZAFXT—TDEH

ek, AR RTaryTTIAT VAT, VAT ANV VI NVa—YE—RTEHT7 T4 1Z
2o TWAHMIT, BHNCEE L72T7 — 4 X—2ABTRHAELE L. (RUICT v 77 L —FR&
Nz ) —KRA U TA NCRSTZRICHEHIBRE LT T AZIREET, 29 LTI TRAH
DBIGMZ 72D DX, Ny 7 7T 0y RTERITSND RO H HIEFICEVWEFNRET ST
T, ZOXIREEHIZr — AN, r—ZA TR ENE L) |

Threat Grid 7 77 A4 7 2 A (v2.5.0 LAKE) 1%, AT AOHEEEINE T LI2BICT —F_N—2
Ax—<EHEHLET, TOED, BE T 0 AOFERFNACOELS RDEENH VY £77,
GEFICEWERENL, 3 &mExr — A, F—ATUHINET) .

iV V—ATlX, No 7T v 7R R—EREDNI/Ro2TNDE T T AZLEIN TRV A
T AE, NFSH—3F 7 v Linde, ERREEEZRA F= 74— N TRITL T E LT,

Z O@Eh{ElX. Elasticsearch B¥REDEEI|Z LV | BEIIRIETE 2 o TV ET,

V272 LR, ES6 XA T 4 T AT v J A~DsNy 7 7T v K Elasticsearch A 7 v 7 A D

BATOAHE N0 £ LTc, ZOBATIX, Elasticsearch 7.0 LARE S A EE 723 — 7 5 > D Threat Grid
TTIAT UANA VA =)L SNDENT, EFIZTE T LTWDRERDH D 77,

GE)

Elasticsearch { > T v 7 ADBATIZ I W NFS N 7 7 w77 at R KIEIGEENFEA L,
B L 72 E N RAETHRMEMERDHV ET, A VT v I ABITRT 77 40 7I2EITHTH D =
EETRTHE, INOOBEIERTILERSY ET, 40T v 7 AT o AN KR
WZDl o TRICEERWEEIX, PAR— MIEOFry hOBREAERT DMNERDH D £7°,
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BREE

ZDOFETIX, PIHFREH D ThreatGrid 7 77 A 7 2 A D% EIZET D BMIEHRIZ DWW TR L
T3, AT LZEBIIKRO LB T,

U BHIC (153—)

*TGSH XA 7 u xR Ly hT—TFRE (15 3—)

« OpAdmin AR —F V2 L7zggE (17 =—2)

« LDAP BFEDRRE (20 ~—)

« RADIUS #FEDRE (22 ~—)

e —FR—=FT s BHEBIOZ LV v F A P —ERADORE (23 X—)

c REAEOMH (24 ~—2)

« DHCP O (24 ~—2)

1Tl

[FC&HIZ

ThreatGrid 7 77 A 7 2 ADHMREIL. T I7A T A0y W7 v 7HiZ, [CiscoThreat
Grid Appliance Setup And Configuration Guidel] DFBIZHE> T, TGSH # A 7 7 7 & OpAdmin
N—ZNVEHER L TIEITLETS,

\}

GE)  Threat Grid #lfikB L "= —7 & v > ML, Threat Grid Portal Ul THEHE L £9 (F 47— 3
=D T A DRI HD Ra v XD RN GER)

TGSH XA 7RV ZFEALI-RrY FT—VEE
IRy hU— 27 REIL, TGSHAZ A 7 r 7 & LTI 7L E£7 ( [CiscoThreat Grid Appliance

Setup and Configuration Guide] ZZ&MR) ., D& 7 v a > Tik, TGSH ¥ A 7 1 7 Offi FIC
T 5 BIEHRICOWTHH L £,
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B eshssrovEgRLERY FO—sORE

TGSH ¥/ 7RV #ERALI=rY FT—Y DERE
%o ND— ) OYMRIE BT B RAE, KOFIEET LET
A\

(G¥) DHCPZHHLTIPEZEET25A1E. [y hU—ZF3E L DHCP] #2H LT 7ZE0,

ATy TN TGSH A A T urica /74 LET,

GE)  FRREDY [LDAPONlY] IZRE SN TWAHEE, TGSH XA 7 r7iZr 7 A 3 %I21X LDAP %1 H
THMLENDHY £4, AT — 2 [System Password or LDAP] IZREE SNV TWAHHEA. TGSH #
ATaroalA4 L THEAEINDIDIEFVATLE A L DHTT,

ATw T2 TGSH XA T /DA ¥ —7 xA AT, [CONFIG NETWORK] % &R L £,
[Network Configuration] == > Y — AR & | BIEDO Ry NU— 7 RENFRINET,

ATV T3 VEREREZTHET GHILOZY MU ZANT IR, Ny 7 ARX=2ZH LTV Y 24
HUMENRHY ) .,
ATy T4 ¥—F 4 x> FU—27 @ [DNS Name] #ZEHDEFIZ L ET,

ATY TS Xy NU—IHREOEFHNE T L5, Tab F—T FICBHEI L, [Validate] ZE IR LT bV 2R L E
j—O

T =AU A L, B A EE L, b O [ [Validate] Z 8 R L £ 9,
MREEN5E 795 &, [Network Configuration] ~<—IC A LIZENFRENET,
ATv 76 [Apply] Z#EHR L CHMERTEZEAH L 7,
ITONIZREERRIZET LM RN FRINET,
ATw 71 [OK] ZEIRL £,

[Network Configuration] == > Y — L ABEEH S, IPT7 FLARFRENET, ZNT, Xy hU—2 D
BREFTETLE L,

TGSH 5 4 7 O ~DHE kit

TGSH # A 7 a Ziday Yy — /v ETCHWEEFIZRY, T IA TV RCE=X BT D
. (CIMC BARESNTWDEEARIT) VE—FKVMZHHT22ETr o782 TEET,

TGSH % A 7 v 7\ H#i 4 512i%,. =— Tthreatgrid] & L CEHIP 7 K L AT SSH ¢
LET, BERNRAT—RE, 70 FAERSNOPASAT—RTHY | FAHNZTGSH ¥
AT TIZFRENTZ/NAT — K, OpAdmin 3% E DHAI O FNETYER L7285 LWVEBEE /S
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yhryE—rcory k7—sogE [

7 — K7 ( [Cisco Threat Grid Appliance Setup and Configuration Guidel] Z& M L T 72 &
V)

JAN)E—FTORY FT—ODERTE
UANRYE—=RTOXY NT—7 OREIT. VAT LAEEICKMENEST (=327 L
B .
T RTDA L H—T = A ANEFLET,

e T FAT I F—L— LR —)—FT LTIk, FoTaeanEof 22—
Tz ATHEETHIOVHIRINET,

GE) R— K 19791 DY R—+ =R T T7 4w 7iE, 320D FZ—T =2 A AT XTOFHFAYU A b
EENTHET,

UANYE— R TRy N =X 7 E2RET BT, ROFIEZFTLET,

AT 9T ThreatGrid 777 A 7 A ZFHiEH L Th 5, EE) A =2 — T [Recovery Mode] %R L 9,
AT T2 VAT ANEH LS, Enter F—2mH L Tclean 2~ K 7un 7 FaFRRSEET,
ATw 73 TInectlcean] & AJIL., RDIEREATILET,

* [Configuration type] : static

*[IPAddress] : <7 U—>2 1P 7 RLA>/<F v h~AT>

* [Gateway Address| : <7 V—> Xy RU—27 S —RDUxA>
« [Routes] : <ZZ 3>

« [Final Question] : Ty] & AJ]

ATv T4 Exit LA L CREZ®EALET,

TTIAT AL, R— 1991 tep DI V—2 A B —T A ATT U bR RYR— MERZBHZ 5
ELET,

OpAdmin R—2 JLEER L 1=3%E

VMR ER L ORE Y 1 ¥ — RIZ2W\WTiE, [Cisco Threat Grid Appliance Setup and Configuration
(M@j%%%bf<téwoﬁbwnmm&m7f?4?yx1i ﬁﬁ%ﬁﬁmwﬁﬁﬁ
EEITTAMENRH Y 9, F72 OpAdmin OFTIZIE, R ORKE & & HITHFFNLE
LDGENHY T,
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OpAdmin R —# Vi, ThreatGrid 7 77 A 7 A EBEDFEHERHEA v X —T7 = A ATT,
Threat Grid 7 7S5 A TV ADEBA L X —T 2 A ATIP 7 RLUAREESINT-RITHEHTX
5 Web iR—# )L CT97,

OpAdmin R —# /LT, IRO K 9 72KFEOD Threat Grid 7 77 A 7 > AORE &R E LEET 5
eI S vE,

« WHFE DO/RAT— K (OpAdmin 35 X O threatgrid == — % DA

e Threat Grid 7 1 & > X

o L— MR

« SMTP

« SSH

« SSL FEP

« DNS #—/3 (AMP for Endpoints 77 A ~X— k 7 T 7 KA H O DNS 32 E % & Tp)
o NTP H#—

o P NIEA

e syslog A v &—3 O Threat Grid #8510 U £— b $— O E

e

« CA FERAEE L (AMP for Endpoints 7°7 4 _X— ~ 7 T 7 KA H)
« LDAP ¥ JL O RADIUS #%3

e —RFN—=TFT B LO= Y v F A b —E R (ClamAV, OpenDNS, Titanium
Cloud. VirusTotal 72 &)

\}

GE) « BERFIZ IP 7 K L A AN & 405 ATREMEA I 6 9772912, OpAdmin TORKE D EHTIL 1
MDYy g TRTTLHLENDY 7,

« OpAdmin (37— F U =A =2 MY ZRGEEL WA, oz — = A 2 AN L THRFT
L&, OpAdmin A >V H—T = A AT 7 BATE ML 20 ET, Fv NI —IHELFH
A B =T 2 A ATIEATLIEGEIE, a0 Y —AZ2EHL Ty NV =V RELELET D
VERHY £, BHA X —T oA ANELEARTHNIE, OpAdmin TEIE L CHLE)
THZ Lo CRIEEfRIRTE 9,

e ThreatGrid 7 77 A4 7 > A (V2.7 LAR%) 13, FA MK E LTV TAESEHHATLZ &
WX, —ED NFS v4 r— " E O A ERAM Zh E&S¥E1,
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BE OpAdmin [ HTTPS 2T 5720, 77 DT KL A/N—|Z HTTPS # A /1§ 5 LN H
DEF, BHIPZKRA L MTH20 T TEDY FHAL, 77 UVFICKROT RL2%EA
HLET,

https.//adminl P/
F7T
https.//adminHostname/

SSH ¥ — MR E

SSH¥— %/ ET S &, ThreatGrid 7 75 A 7 2 AEME 1T, SSHZFHH L TTGSH X 4 7 1
7 (threatgrid@<host>) @17 7 'YZXT% %) J: 5 c:fcﬁ D ij—o

N— RT 7 eARavy Ry o idfEft s nuE A, [Configuration] > [SSH] T D ¥ —%
BICTEET,

Threat Grid 777 A4 7 > AT 78 A9 572D SSHARFT—%2i%ET 5 &, SSH #fiH L
T2 /RAT — RR—ZOFBFEN NI/ 0 £F (v2.72 LK) , 2O, 220 SSHZRES X
W, WA TIER ELL—FOARBEMNI/LY £, F——RFBFEZ MM LT SSH #5¢
BT DL, TGSHX A T a /T, WD h—27 U RUEIRNAT— RO A 2RO HIE
7T

BEIFAD!') £— b+ Syslog H—/\DETE

BT A—/VTUVRAT MBHZEET 2 X O ICRETE 5 EHR2@EIZIZ T (OpAdmin O
[Configuration] > [Notifications]) . syslog * v+ —" & Threat Grid i@ %3545 L D2V
E— b syslog =" ERETEET,

AT 971 OpAdmin R—¥ LiZra 71 > L, [Configuration] >[Syslog] #7 U » 7 L &7,

RAT9 T2 $—/I\DNSEAN L%, Ruy7Zor A M7 halba@&RLET (5744 hO [TCP], &
721X [UDP] Z#IRCTX £7)

ATV T3 BEERGT LIZRIZDNS Vv 7 7 v 7 FATT 5121%, [Verification]| F= v 7 Ry 7 Az A2 LET,
RANREDLAT R TERWESIT, =7 —nHhah., (BRARANEANTLHET) AA K
ZIIRIF SN ER A, [Verification]| F= v 7Ry 7 A& F AN LR T23856. 7774 7 A%, DNS
THNBRATINE S Db oT | LEOARTZZITANET,

ATy T4 [f-1F (Save) 127V v LET,

Syslog DNS % ## % 7= 13 HIF% 95 121%, [Configuration] >[Sydog] Z B & ., ZHEAZMZ TH 5, [Save] & 7
Vo7 LET,
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LDAP FZEEDERE

Threat Grid 7 77 A 7 > A1, OpAdmin 2 7' A > L TGSHZ A 7 a2/ a2/ A > Di=H?D LDAP
I K DRGEE uq:j‘%"j‘j‘“* I L“Cb\i‘?“

RAAfay ho— ?itiumyﬁ~ﬂfﬁ@éﬂééi§iﬁmﬁ4V%%%ﬁ%LT\
BEOT T 74T o AEHEZRIETE 7, AT — NiL, [SystemPassword Only], [System
Password or LDAP], [LDAP Only] D\ #12Td,

35D LDAP 711 k1)L 473 5 [LDAP]. [LDAPS]. [LDAP with STARTLS] 733 0 £,
OB EEBERBTHVLENDY £7°,
e F AT INVEIHEFE— K (VAT LINRAT— KFEIXLDAP) (L. LDAP ®FHEWFIC, Threat
Grid 77 IA T VANBiE- Ty 77U FENBEWNWE I T B7-DITHNETT,

WD [LDAPONlY] Z8RT 5 Z L i3 T A, ETT a7 VE—REFETLT, &
BT 52 L 2R T 2 0ENH Y 7, PIHERERIC OpAdmin 26w 77 T kL7,
LDAP 1 7/ A U IERZMEH L CTHER 7 A > L C[LDAPONIY| 21V B 2 2 BN H  F
—gqo

-mﬁéumwomwmﬁibtﬁm TGSH XA 7 aZiza 74 >3 %IZIX LDAP % H
THMLENRDH Y 3, FHIEE— K2 [System Password or LDAP] IZFEE STV 5 5A
TGSHA A TR 7 DOr AV THAISNDDIET AT L0 T A DHTT,

« Threat Grid 7 77 A 7 > A5 LDAP #8iED 74 ([LDAP Only]) IZF%E SN TV A A
YANYE—RTRAT—FRZUEy FLT, BFEE— REFREL. /XTAAXU~
Nickdmr A4 28T 5Z L TEET,

c AU NR—= T HEHIRT DT ODOFRIET A VA DRREEINTND Z LR LET,

« TGSH # A 7 & 7' £ OpAdmin ;"—# )L CiZ, [LDAP Only] &— RDEHAIZD I LDAP &
TA ANEBRBLIETY, [LDAPONY] ISR E SN TWDHEA, TGSH ¥4 7 u 2/ Tld, ¥
AT BRAT— R TIE7 < LDAP 2 —HW/ AT — RO ATTOBNRD 5 E T,

« WAEDS [System Password or LDAP] IZFRE SV TW DG, TGSH ¥4 7 v 7/ Tik, Zh
LWT TR, VAT LRAV—ROBEATT L E kDb ET,

cLDAPDOEAZ N T TNy a—T 4 7T BI21E. VIRV E—RTRATU—=FKEZ Ty
s LCLDAP Z#5hic LET,

*SSHZEH L TTGSHZ A 7 a 72T 7B AF 51T i [LDAPOnly] E— KD4A, LDAP
a7 A NERIZNAZ T, VAT L/NAT— REFITEREE A D SSH F—NHME T,

s LDAPIZZ V—v A v B —T =2 AWML DFRETT,

OpAdmin T® LDAP B D% E

OpAdmin N — % /L"C LDAP §¥GEA R ET 2 121E, ROFNEEZFEITLET,

[l CiscoThreatGrid 7 754 7 VR "= 3V 210 §BEHA K



| #wmegm
opAdmin <> LDAP ZiE0EE I}

AT w71 OpAdmin R—#/Lizwa 71 > L, [Configuration] > [LDAP] %% L T [LDAP Configuration] ~<— " % B &
e

8: LDAPFRFEDERTE

e Ed Support 7 Help
1 ThreatURID appiance Adminisiration Portal = Logaut

o 1 - . - - ; - - -

Configure your ThreatGRID Appliance to use LDAP for login authentication

Hastname @ HELP Q| ad.acme.test
Pont @ HELP @

Authentication Mode @ HELP @ System Password
LDAP Protocel QHELF @

Bind DN @ HELP @

Bind Password @ HELP T

Base QHELPF @

Authentication Filter O HELP @ (sAMA

g

ATV T2 X=VDT7 4=V KRIZADLET, £7 44—V RKOFIZHD [Hep) T A 2227 ) v 735 L SR
HEEmERRTEET,

G¥)  LDAPFEIEZRUICERET 5 & &%, [System Password or LDAP] Z 4R L, OpAdmin 261 77
thf#%\umpu74/k$%ﬁﬁbfﬁ§uﬁ4yﬁéﬁgﬁ%0iﬁo%@%\umw
Only] T H L IICRELERTEET,

2Ty T3 [RAF (Save) 127U v27 LET,
22— OpAdmin £721X TGSH XA 7T aricua 74 35 &, WOWTHNOBENPERSNET,
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9: [LDAP Only]

Authentication Required

Authentication is required to administer your ThrealGRID Appliance

Authenticate using LDAP

10 : [System Password or LDAP]

Authentication Required

Authentication is required to administer your ThreatGRID Appliance
Authenticate using LDAP

Authenticate using System Password

=¥ = =L
RADIUS :REE DR TE
(DTLS 20T 72 > T % Cisco Identity Services Engine % i f} L 72) RADIUS &FED VR —
ME. v2.10 UV U — 2 THEAINLE L7, RADIUS AN ENZ /25> TV AL, = — Wi
Y7gs v TNV YA o F L NRAT—=REFEHL T, AA D ThreatGrid 7 7'V 77— 3 > ULIZ
asA4 L TEET,

AT w71 OpAdmin 7R—# /L C, [Configuration] %~ U > 7 L. [Authentication Mode] > [RADIUS] % &R L £7,
ATw 72 VEZE LT, [Authentication Host] 7 ¢ —/L K & [Port] 7 4 —/V RIZAI L7,
ATY T3 [IRTFE (Save) 122V v/ LET,
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F—RRA—F 1 BEBEVTVY vF 2y ko—E20EE [

H—FN—T A BEHELXUVI VY)Y FAV M S—ERD

=L

axX AE

\}

OpenDNS, TitaniumCloud, VirusTotal & \\o 72# D — K X—F 4 B L= U v F X
¥ M P—EREOFA %, [Integration] X—TEHEH L TT 77 A T U ATHRETEET (V2.2
LIBE) )o

770 NRBET7 27 L—a UHEE (V28LUBETHEMFIRE) Ik, 77U R RaRA b
N (EHA X2 —7 =4 AD [Integrations] ~X—T) RESNTWDHEE, Threat Grid 7 7
U RA ARG RIIK L TRBEZ =) 2 H{FETTH, A—FAT SV = a UlOF T =
CMEHRIREIC AR D £,

GE)

OpenDNS 235%E S TWRWEGA . 04T LR — h @ [Domains] =7 1 7 1 ~~— |2 whois{
W (ULDO~AIZRR—=T3y) FFRRENEE A,

AT v 71 OpAdmin R—# L iZv 74 > L, [Configuration] >[Integrations] %~ Y =2 L T [Integrations] ~— " % [

TET,
11:{EDRE
i & Support % Help
T Threat URID assance adwisiann Pors W Logout
- -]
Configure your ThreatGRID Appliance integrations.
Virus Total:
- URL G HELS [}
- Key GHELE O
Titanium Cloud
- Lsar 0 HELF &
- Password 0 HELP -
- URL QHELF @
CpenDHE:
= Inwestigate AP Token QG HELP &
Clamay:
= Auto Update 0 HELP
o Save

ATw T2 VERRIHER R EOMEANLET,
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GE)  ClamAV > 7 3 F v ix, HHBEBMICEFRCTEXET, ZOBLIEIT 740 b THADIR->TEY .,
[ClaimAV] 7 f —/L RCTHENZT 2 2 LN TEET,

ATY T3 [{R7F (Save) |27 U w27 LET,

WENEFTEIND &, [Configuration] # == —® FIZ7 A k7 /L—® [Configuration Changed]

77— FIRFERENET, OpAdmin DFREZ LH L2 HG. H LWREZBIOFIETRET D
VR DY £,

AT w71 [ConfigurationChanged] #7 UV v 7 LC, A7 u 7 %2& %7,
12:ZEERXAT7EY

';:"CThrPai'r_-EID Appliance Administration Portal
i Configuration - Operations ~ Status - Support -
£ Configuration Changed
Configuration changes do not take

effect until reconfiguration is
performead.

£ Reconfigure Now %

* Reconfiguration

AT w72 [ReconfigureNow] #7 UV v 7 LC, BRET 774 T AZ#EHALET,

DHCP % FH

1FE A ED ThreatGrid 7 75 4 7 2 ZA=o—H %, DHCP THRESNT- Ry N —V ZfiH L F
Hh, 7272 L, DHCPRHEHTH LR ESINT=Ry NT—ZIZEHFE L TWHEAE., 2D
Y va vk, BEABEMRTLZENEETT,

\}

GE) 77747/1@@%%/%7 JERETDHCP ZHH LI-b DD, FHHIIP 7 RL A2V
RZAVENE U ESE, [Ry hU—Z73REL DHCP) 2B L TLIFEV,
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TGSH # A 7 1 ZZi%, OpAdmin R —Z VA >V H—T =2 AT 7 EALTHET DHDITWH
BREMNFRENE T, T I7A4 7 ADEETH%, DHCP D IP 7 KL ARFRENDHET
WZHERIMM DG ENRH Y £,

DHCP M EBA <AJ DNS
DHCP %3 % ThreatGrid 7 77 A4 7 > A Tlx. DNS Z RIS ET AL ENRH Y F97,
A

Z2E DNSV— B RHNHREENTWRWVWS AT ADT v 77 L— Rkl L E9,

TGSH ¥ A 7 a7 #ME, IROBEHREMR L E T,
K 13:TGSHS A 704 (DHCPZ{ERT AL SITHRESN=R Y b T —V ITEHEFEH)

Main Menu
Your ThreatGRID device can be managed at:
Admin UBL / MAC........ i https://10.90.3.127 / 90:e2:ba:79:db:08
Application URL / MAC.. : https://10.90.2.127 / lc:6a:7a:18:56:64
Password .....cucianana ! mSETShIpllFO3£2vWiNL

The password shown above has been automatically generated for you.
¥You will be required to change this password when you first login.

ONFIG NETWOR onfigure the systam's network intarfaces.
SAVE

Save configuration changes but do not apply.

APPLY Save and apply configuration changes.
CONSOLE CLI-based configuration access.
EXIT Complete configuration session.

« [AdminURL] : ¥ % v b U —2, OpAdmin D&Y OFREVEEEMGET DD ZDT R
L ABMETT,

s [Application URL] : 7 U —> %> hU—7Z, OpAdmin Z{Ef L CRREZE T LI21&IT,
Threat Grid 7 7V r—3 9 LT 7B AT H10IH4 257 KL AT,

H—T 4 Xy NU—TFFRRINERA,
* [Password] : Threat Grid 7 77 A 7 > AD A > A h—)VEKFZ T & MR S D HIHIE
P ANZT— R, T, OpAdminiXE 7 2 ZADRYOFIEE LT, ZO/NRAT— REEH
THUENHY £,

DHCP % KGRI T 5854, BHIP 7 L A ZFHAICEE T 50BN RWRY | B0

Fy NI =V REFILELHY EHA,

=

v b —2 %% & DHCP

WA EIZDHCP A L7=%., 3 2Oy hU—27 4TIz LT, IPEIY 4 T% DHCP 7>
SEER LI IP 7 KU ACHET AV ENSH D561, WOFIEEZFITLET,
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G¥)  OpAdmin (37— FV =A== N ZRFELER A, ol — U =A 2 AL TRIFT D
&L OpAdmin A v #—T7 = A AT 7B ATERL RV ET, Xy NTV—VREZEHA
=T A ATETLIESGEIE, 2 V=V EEHL TRy NV = RELEETILEND
DET, BHA L F—T oA ARETEARTHL, OpAdmin TEEL THEBIT5Z LI
Ko TRIEZ R CEET,

ATv 71 OpAdmin R—H )L T, FEF—v a4 RuO [Network] 227V v 27 LE3 ([License] 7 1 > KU T
[Configuration] > [Network] 234 21278 > TW T %, DHCP X NU—ZKEIFZE T LTWERA)

[Network] ~— UM BH & £9,
ATV T2 ROT 44—V RIZASHLET,
GE) BHEHxXyY NU—7OFET. HAIO Threat Grid 7 X7 A4 T AD® Y 7 v 78 L USRERIC
TGSH A4 7R #MH L TRESNTWVET,
s[IPAssignment] : 7 V=2 & X =T 4 W FDFy NT—0 AL B—=T =2 AO Ky FX 7Y R
5 [Static] R L £,

c[IPAddress] : 7 UV —> 7138 —F 4 % hT—20 A28 —T = A4 ADFHTP 7 KL A% AN LE
TO

«[Subnet Mask] : X U —2 A H—T =2 A ADH A TG ETATENET,

 [ValidateDNAName] : 7V —> Ry U —7 4 ¥ —T7 =4 AD4 ., [Validate DNA Name] 7 = v
IRy I AA N LT, DNSHIP T RLAIHREN TS Z 2R LET,

« [Primary and Secondary DNS] : 77 4 <~ VB LI & U DNS — D #HRE AT LET,

AT w73 [Next (AppliesConfiguration) 1%#27 U v 7 LT, *v NI —JIBROFEERGFELET,

GE)  EFA—VREL[Emal] X—Y ) bEB S L, NTP H—3 3 [Dateand Time] ~— Y TEHL X
i‘é‘@

AT 74 [Configuration Changed] %7 V ~ 7 L [Reconfigure Now] % 4R L C, DHCP & E&#H L £,
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SSLEFEAEZE D EIE

ZOETIL, ThreatGrid 777 A 7 ADSSLEEAFEL | MEINTT I I7A4 TV ABLOT
NAZADEBIZOWTHHA LES, ST 2HBIIRDO LY TT,

« SSL FFRAE & Threat Grid 777 A 7 v ADHEE (27 <—)

o AU REEGEH O SSLAFHZORE (28 X—)

« T M RGO SSLFEFFAZ DR E (33 X—)

* ESA/WSA @ Threat Grid 77 7 A 7 A~D#fE (34 =—)

* AMP for Endpoints 77 A ~X— 7 Z 7 K% Threat Grid 7 7' 7 A4 7 > AZ#zfid % (38
)

SSLEFEAZ & ThreatGrid 7 754 7V ADHE

ThreatGrid 7 7 I A 7 AZ @i+ 25 %y hU—2 hT 7 ¢ v 7%, SSLZMH L T+ Th
FEENET, ROERIT, EA—NL X2 T4 77747 A (ESA) . Web =V
TATFTA4T A (WSA) . AMP for Endpoints 77 A _X— 27 T 7 R \Wo A e D
ThreatGrid 7 77 A 7 A DFfi R — 35 L 9 I SSLAFEAZ R ET 5 FIED FITIC %
MBHET,

GE)  SSLIEFAEZEHT 5 HIEOFEMI. Z0OHA FOBRPAFBHICE TN TWHETA,

SSLEERTHM3—T (MR
SSL #1425 Threat Grid 7 77 A4 7 AIZiX. D2 2ODA L HZ—T =2 A4 ABH Y £4°,

s Threat Grid R— 4% /L. Ul & API, BILOWAI (ESA/WSA 777 A 7 2 A, AMP for
Endpoints 77 A4 X— h 7 Z 7 FEEEEHF—ER) AOY )= X —T A A,

* OpAdmin F—X VHOEE A L X —7 = A X,
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1A

-
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\}

HYR— IR TS SSUTLS N—2 3 >

Threat Grid 777 A 7 > A TlX, IRO/N— 3 > SSL/TLS ¥ AKR—FEnTHET,
*TLS V1.0 : HA ¥ —7 = A A TITEER) (v2.7 LAKE)
« TLS V3.0 : HHA v 4 —7 = A ATIHESD (v2.7 LK)
« TLS v1.2

G¥)

TLS v1.0 & TLSv3.0 i%, S&BA v & — 7 = A ATIZEC > TEHY 2T . AL
TV r—aryTHET 7 A0 b TIEHERIZR->THWET, 2o 7 e habong s
HEDHHMED =DM B2 G, TGSHOLHEAMETEET ATV r—va v
WXL TDOHR)

HiR— b STV S EERIRMO CAGIEIE

BEWREMD CAGFEAENR Y R—F SN TEY (v2.03 LK) . BEHME OEE T 55EH
EEFITICAFHELZ A VAR— T EHZENTEET,

BOE&T 74/l SSLEIEAE

ThreatGrid 7 77 A4 7 > A%, HEBA SSLiFHEL F—D® v R VA b —/L ST HIf
ENET, 190y "RV V=0 A F—T 2 AT, b5 2Dty "INEHA X —
T ZHATY, FHEHEIZIZNSOSSLAHEAB XM A LN TEXET,

Threat Grid 7 77 A 72> ADT 7 /L b SSLAEBHED AR A M4, (JLi#4) 14 pandem T, 10
EMAZNTT, REFIZHIDOR A M4 ThreatGrid 7 77 A4 7 AZEID YT HN-HE. FF
BIENOR A M EILEA T L 7e< 0 £,

REENO R A NAIE, HEREDESAT 77 A TV ARWSAT 74T VA, Ei3 okt
BREOVAITNA ARY —ERICL > THEINDGHRA M EL B L TVWELILERHY E
To 2L DI TAT U NT TV r—avid, atHETHER SN BN T T IF7A4 T AD
WA NG E—FT 5 SSLAEAEEZ VLT 5720 TT,

NV FEERAD SSLEEBAZE DERTE

EA—NEX2 VT A TTITAT A, WebeX 2T 477747 A, AMP for Endpoints
TIANR=R I T RREOVZAaDtexa T ¢ ®EhIX, ThreatGrid 7774 7 A LkiE
LTH Y AR ETHENTEET, Z0L 5 22581 ThreatGrid 7 75 A 7 o A b R,
A oy REERLIZ 2 0 £,

MET DT T T4 TV AEIMOT SA A1E, ThreatGrid 777 A 7 > AD SSLAEHEZ(F
HTZXAMERHY ET, F79. ZAMPELEL LB LTWEZ LEEHRTINERH Y
F9, —HLTOWRWESIL, BERT20ES]MADOILENRHY £9, £ D%, Threat Grid
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AT v 71 OpAdmin K

ssLarmzEotEaozi |

TTIAT U ANLSSLiEAEEZ =7 AR — ML, METDT T I7A4 T AL TV —E X
AR —=FTHIUENRHY F3,

A 2N R SSL ##l2liH &4 D Threat Grid 7 77 A 7 > A OFEHEIL, [SSL Certificate]
N THREINET, V=2 A F—T o2 ALEHRA X —T A A D SSL ZEIAE
IR ICRET D ENTEFET,

— % )LC, [Configuration] >[SSL] #7 U v~ LC, SSLAFIEDHREN—VEHEET,

14: SSLEIBAEDHRER—

T ThreatUR 1D s ppiance dministration Portal = Logout

SSL certificates and keys are used to encrypt the network traffic originating from or destined to the
ThreatGRID Appliance. Such communications include web connections to the ThreatGRID Console
and Appliance Administration Portal. Whenever an external service or appliance is connected to your
Appliance, all network traffic that is exchanged between the two devices is encrypted using SSL.

ESupport T Help

- -

& Interface = Details IZ Operations
oy = Issuer: [O=ThreatGrid, LLC/CN-tg-app-clean.acne.tast & Upload | & Download
ThreatGRID Application Sublect fouThreattrld.  LLC/CH ik 1 acme. baE
: fO=Thr rid, LLC/CN=tg-app-clean.acme.test
i tg-opp-clean. acme, test ] T et # Regenerate
Valldity: 2815-83-85 14:88:27 UTC - 2819-83-85 14:85:27 UTC
Issuer: [O=ThreatGrid, LLC/CNspanden # Upload & Download
, Administration Portal SUBISCE: O=Threstorid. LLC/CN=Dandes
ty-opp-admin, ocme. Test ! i 2 e = Lk 'I_ N = —— - # Regenerate
Validity: 2015-98-82 92:10:38 UTC - 2019-98-82 02:15:38 UTC
3 i aati £
ZoFTIH, 7V —r A H—T A AHD [ThreatGRID Application] L&A % —7 = A AHD

[Administration Portal] &9 250 SSL ZFFHEARY EIF £,

ATFw T2 SSLiFHECTHH SN TWAHEY (FEORmEET A 2) LERA MBI —HTHZ L 2R LET,
[SSL AEHIEDILEL DALl 22 TS0,

SSL ZEEAE D @ & DIREE

AR MAIE, ThreatGrid 777 A 7 AD SSLAFFAETHA SN2 @4 & —8H L TV D43
NHY ET,

[SSL Certificate] —"C, A > ¥ —7 = A AL DOLEMOINZH D EREET A 22 1%, SSLAEH
EORTFT —H AR L TNET,

HFB AL AT A ADKRA MRSSLIFHETHA SN TV A HE4 & —&H LT3
ZEHERLET,

CHB AU H—T A ADFA MNSSLIFHAETHEA I N TWAILEAL & —FH L T
WZEERLET, BHIEOKRA MAEMFEHAL CVWHIFHECE SR ZLEND Y £
( ISSLEEREOE S 2| 25MH) |
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ssLiIEnEE |

SSLEIFAZEMESH#Z

W . SSLEFFHEIL., FFRHELNHIEINIC R o7, AZX MABREFEINT-. £HI3Mo 2=
FTNRAL AR —E R L OMEETR—=bTH200E, SEIELREANDLWTNLORET
BEEWRZDVLENH Y FT,

CiscoEAXA—NEX2 VT 4T TI7A4T LA, WebtXa VT 4T 7T T LR EDCSA v
A AIFEET A ATIE, St O B4 2 ThreatGrid 7 77 A4 7T AD KA ML & —F1 5 SSL
AEAENVIEIC R D8R H0 3, T 740 DO SSLEFHELY, RUKAA M EFEH LT
ThreatGrid 7 77 A 7V AT 7B AT D, Fl AR SN GEEICE SR 20ERH Y
£7,

Threat Grid 777 A 7 > A% AMP for Endpoints 77 4 <X— h 7 5 7 RLHEE LT, ZO/E
FH— A M HT 2581, ThreatGrid 7 77 A 7 2 AN A TE 5 L 912, AMP
for Endpoints 77 A ~X— k7 7 R SSLFEAELZ A > A h— LT HXERH Y £,

Threat Grid 7 77 A 7 > A C SSL sEFAE A2 AZ#A T 5 121%. HEEOFIERSH Y F7,
o HBAICHAED R A N ZE T HSSLAFHEOHER L 7,
*SSLiFHEDF 7 u— L% T,

« SSLEEFAED T v 7'u— K LET, ZIUIHTIKO SSLREZEM T D SSL D& b S,
OpenSSL 2 L TIERR L= b DO TH I HE L H D £,

« OpenSSL % f#i i L 7= SSL FFRAED/ERK

SSLEEBAE D HEERL

RA NAPGEREOIES & —H LeWiEE1X, [SSL Certificate] ~<— T SSL A E % /£
RTEET,

AT w71 OpAdmin R—# /LG, [Configuration] >[SSL] # 7 VU v 2 L [SSL Certificate] ~<— T & B & £,
AT w72 [Operations] 5| T, HLVIEHEZLELT LA U H—T 2 AD7=HD [Regenerate] #7 V v 7 LET,
B LWHE B4 SSLAEAAED ThreatGrid 7 77 A 7 A L THR S E T, Z DFEHED [Common Name]
T4 —VRTE, TTIAT UV ADBEDKRA NEBPERSNET, A1 v ¥ —T7 A4 ALDOHEIZH D
[Common Name] #FEF OFFREET A 2 > BFRAIZED Y £,
AR S VZFEE (SSLEEED X Y vn—RT7 7 A ) 28D VBA—RKL T, ET2T7 7747~
WA VARV TEDLLDITRD E LT,
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SSLEFBAZmAH>Aa— K
ThreatGrid 7 77 A 7 > AD SSLAEAEEZ B HLDOT NA AIHX D a— KL TA VA h—Jb

L. ThreatGrid 7754 7 2V ANS DO 2T /NA APNMEHETX AL IHIICTAILENTEE
ﬁéo

AT w71 OpAdmin R—# LG, [Configuration] >[SSL] %7 U » 7 LC, SSLAFHEDREN—VEHE £,

AT w72 [Operations] 5 C, A ¥ —7 = A AFEHED [Download] #7 U » 27 LE3, SSLIAEHED ceat 7 7 A /L
NHETa—RIPET,

ATV T3 ¥orm—RLZSSLatE (cart 77 AL) & EXA— NV tFa T4 TTI7A4T A, Webt¥a
V747747 A, AMPForEndpoints 77 A X— k27 77 R 3o 2 afifhic, Mi~==a
T TA A =L LE T,

SSLEFFAZm 7y JA— K

R CREM E - ITEM T OSSLAFAELZ T CTIOEN L TWABRAIE., FOMAELHH LT
ThreatGrid 7 77 A4 7 AHDH LW SSLEEHEA LR L. HELDT XA A1Z% LT CAFE
HEZHEHATSZENTEET,

AT v 71 OpAdmin ;R—# /L C, [Configuration] >[SSL] # 7~ V v 7 L T [SSL Certificate] *— %[ & £,
AT 72 [Operations] 5| C, #@Wl7eA % —7=AAD[Upload] 27V v 7 LET,

A H—T A AL OFRIZH D [Common Name] FFEH ORI REET A 2 VU M ikalzEb Y £97,

OpenSSL % {3 L 7= SSL SFEAZ D {ERK

Fr TV I ADSSLEEAEA 7 T A NT 7 F X MEREIILTO 20 A . OpenSSL % H
L CSSLEFAELZ FECTAR L, ThreatGrid 7 774 7V AT v 7 u— RK§5 2 LR TEE
J ( ISSLAEED Y v 7'm— K| Z#ZM) , OpenSSLIL, OpenSSLAEHIE, F—. ZOfthod
7 7 A NEAERS LOEE T 5 2D OFEER 24— 7 ) — & SSL Y — /LT,

\}

(GE)  OpenSSL (Z¥ A ol TiX72 o, 727 =R — MMt s E A, OpenSSL O
FFEOFEMZOWTIE, WebZMBETHZ L2BEIDLET, A=k, SSLIAFHAEZ AL
T 572D SSL 71477 VU CiscoSL ##ef LT\ ET,

ATY TN ROa<wr REFATLT, HrLVWHCES SSLAFHEZ AR L £97,
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openssl req -x509 -days 3650 -newkey rsa:4096 -keyout tgapp.key -nodes -out
tgapp.cert -subj "/C=US/ST=New York/L=Brooklyn/O=Acme Co/CN=tgapp.acmeco.com"

openssl : OpenSSL

req : X.509 iEEHZEA ZR (CSR) HHOMEMAZFE L ET, X509 1%, F—i LOREHFOEERIZ SSL
ETLS MEHT DR F—A 7T AT 7 F ¥ OB TT, ROBITIL, ZONRTA—=FZEHEHL
T, H L X509 GEEZER L ET,

-x509 : FEMEEA R A AT TIC, BOBAEHELIERT DXL 910 1req /X7 A—% X509 #ZH L F
7

-days3650 : Z DA v a E, GEAESAZE ARSI OWIMARELET, ZofITIE, 10 RIS
ESNTHVET,

-newkey rsa: 4096 : H LWGEE & L WX —Z [FIRFICAER T 5 L 2 ITHE L 9, LB —0NFHac
ER SN2 o l=l2, FEHEEZEA L CTERTA2XERSH Y F9, /3T A—4F [rsa:4006) 1%, 4096 &~
FRED RSA ¥ —%AEk 52 L 2R LET,

-keyout : Z DT A—=2E AERRTP OFE F—7 7 A /LD OpenSSLIZ K > TIRAF SN DG AR LET,

-nodes: ZD/NT A =2 NAT L —XEMHH L CGEHELZRET 720D A7 3 > % OpenSSL 73 A
Xy T THMNERSDLZ LA LET, P—OEEFIC, TTTA4T AKX, 2—VFDOHARLTT 7
ANEHRBPRDZENTEILENDHY 9, RATL—ATHREINTWDHIFHEZBOLES ., —0OH
EBENOT-RC2—FNRZAT L —X %2 AT HLERH Y 9,

-out 1 ZD/RT A—H i AP OFERE D OpenSSL IZ L > TIRAFS DYt R LE T,
-subj (f31))

*+ C=US:

« ST=New York : /i

« L=Brooklyn : ¥7F

« O=Acme Co : FTH & D4 il

« CN=tgapp.acmeco.com : Threat Grid 7 77 A 7> A®D FQDN (GEe2fEfifi KA A »4) # A LET,
Z DARNTIX, Threat Grid 777 4 7V ADKEA M (ZOFITid tgapp) &, BH#T 5 KA A 4
(Z OB TIix acmeco.com) BNEENE T,

BE Threat Grid 7 77 A 72> AD T V—> A v H—T = A AD FQDN & —#%7 5 L H iz, D7e<
EHILBA A AR T OMERDH Y £7,

ATw T2 #HLWSSLAFHEN AR Sz 6, [SSL Certificate] ~~— 75 ThreatGrid 7 77 A 7 > A ZFEHEZ T »
Zu—FLET (ISSLEEAEDT v 7 m—F)] 228) . EA—A X2 T4 7774 T AT
Web X2 UT 4T 7747 0 AHEHE (cert 77 A NVDHB) 27 v 70— KT 508 EH Y 9,
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Threat Grid 7 77 A4 7 A (v2.0.3 LAF%) 1%, ECEEHTH— & 2 D Cisco AMP for Endpoints
TIANR—LI T REDHEEYR—FLTWET, ZOMAIEL., ThreatGrid 777 A 7 &
AN RIET U M T o REERIZ 2 0 £,

T 74/ NT, DNSIZH—T 4 A > X —T = A% LET, AMP for Endpoints 77 A ~—
N7 TG0 RRE EKDT TIAT VAL EFE I —EADEA NN L —T 4 A LV H—T =
A AT TE 2 (REWZZ V= A H—T oA ABMERA SN DT20) BEF, 7V —
AV H =T A A& T 550 DNS H—3% OpAdmin TRE T 7,

AT w71 OpAdmin T, [Configuration] > [Network] 27 U v 27 L %9,
RT9T2 ¥—T 4 Xy "NU—=2 L7V —2Fy hU—ZD[DNS] 7 4 —/L RIZASILET,
AT9 T3 [IRTE (Save) 1 &2 Y v 7 LET,

CAIRAZE N EHE

OpAdmin "— % /L0 [CA Certificate] ~—1%, 77 F/37 L SSL #fi Hl D CA FEHFE(EHH
ARNT HERTLOIEHINET, ZOKEIZL Y, ThreatGrid 7 77 A 7 > AL, Cisco
AMP For Endpoints 77 A4 X— 7 77 FZ2EHEL T, BEP®H D & e Sicmofrig v
TINZDWTHHTHZ LN TEET,

AT v 71 OpAdmin ;R—# /LG, [Configuration] > [CA Certificates] 227 V v 7 L£7,
ATV T2 ROAVR—= AT aronTnrzRRLET,

o =D BAEAEE G 521X, [Import from Host] Z3%&4R L £9°, AMP for Endpoints 77 A ~X—
7 Z 9 RO [Host] & [Port] IZ AT LTHh6, [Retrievel 27V v 7 LET,

* [Import from Clipboard] ##&R L., 7 U v 77" — K5 PEM #0450 17 7-%%. [Add Certificate] % 7
Vw7 LET,

ATy T3 [AviR—bk(mport)] 227V v 7 LET,
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REEHFOEEFEY—EXDEHE

Threat Grid portal . —" o > % —7 = AT, AMP for Endpoints 77 A _X— kK 7 Z 07 K 77 F
ATV ADEIZHT T, BlE O — B A2 EH X £9, URL L, [Disposition
Update Syndication Service] ~— Y CiBMN, . HIFRCTX £,

Y

(GE)  AMP for Endpoints 77 A X— K 7 7 R 77547 2 AOFHEIZET 25OV T,
[AMP for Endpoints 77 A ~X— K7 5 7 R% Threat Grid 7 77 A 7 > A\l 751 =&MW
LTL7EENY,

AT w1 ThreatGrid R—% /LT, a /A 4 ORICH DTS~ ar =D Rkay XXy %27 Y v 7 L, [Manage
FireAMP Integration] ZE&4R L C. [Disposition Update Syndication Service] X— % B & F9°,
15 BEFHOEREFS—EX

ﬁ:;EhMP'I‘hruIGﬂd # Submil sampie A indcalors O Search =

Disposition Update Syndication Service

Service URL User Password Actan|s)

ATYT2 ROEREANTILET,
* [Service URL] : AMP For Endpoints 77 A ~<— k27 Z 7 RK® URL,
o [User] : BHEF 22—V 4,

» [Password] : AMP for Endpoints i% E R — X /W L > THREINZ 2T — K,

ATw 73 [Configl &7V v LET,

ESA/WSA O Threat Grid 7 75 4 7 > A~NDEHE

EXA—NEXa2 )T 4T7 7747 A (ESA) . WebtXx =T 4777347 & (WSA)
DMDOT FITAT A, TNRA A, P—ERRED 2 afilliT, SSL TRk En-#k %
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esa & wsA s TowzoEzE [

fEA L CThreatGrid 7 /"7 A TV A LA L. OWHAO~AV D =TV IV ERETDHEN
TXEJ,

ESA/WSA & Threat Grid 7 7T A4 7 AD#FEA 1. Cisco Sandbox API (CSA API) 2L > TCH
I ET, ZOHEIE, < OHE CSARE LI ET,

A D ESA/WSA X, SOV T V2 EET AR, Threat Grid 77 7 A 7 o AT B Gk
#é%%#@@iﬁof*%@mmwméﬂMme77747/xL%ﬁfé x. ¥ 7
ESA/WSA DREBREN, T OT FI3A4 T A3y MU — 27 BEEIZ0 L7- SSL FiF B EHi:
Ay N7y 7T HMENRHY ET,

DB ar T, ThreatGrid 7 75 A4 7o A LBETEX 5 L 512 ESA. WSA ZDfhod
2 a2 R ET DT OCMERFIBEIZOWVTHAL ET,
ESABLUWSADT =27l

ESA/WSA O#ifi~ =27 /L"C, [Enablingand Configuring File Reputation and Analysis Services |
DFMEEZHL T ZSVY,

N

GE) INHD=a2T VT, ThreatGrid 7 77 A4 7 v A%, %L O¥E o —vx] £721X
[FIANR— T T RT 7 AN —] LT TOET,

+ [Cisco Email Security Appliance User Guidesl]

+ [Cisco Web Security Appliance User Guides]

ESA & WSA & 70 X DHE

Dt varTiE, ThreatGrid 7 77 A TV AL EA— N X2 VT4 T34 T A

(ESA) . Web X2 UT 477747 A (WSA) . TOMM®D CSA#KE (3T K)
Mo 2R ET 2 FIHOMELA R LET, FEMICOVWTIZ, TESA/WSA OftH 7 rtEAD
FlE] #22B LT &N,

SSLEEFAZE DERTE

Threat Grid 7 75 A 7 > A®D SSLiFBHED SAN (V72 =7 MUE4) E72I1ZCN (GhE4)
IZ. RA FAB I OESA/WSA DFRE L —H L TWAXLENRH D £3, HED ESA/WSA &
DR A D S 5121E. HAYED ESA/WSA 78 Threat Grid 7 77 A 7 > A DB AE 4%
LD EFRIUARAR MIZTHRERDH Y 77,

ZRIZIE U T, Threat Grid 777 A 7 A TH &4 SSLAEWIEZ AT 2 LERH D %
T, TODOEE. [SAN/CN] 7 4 —/b RIZIZBEDHR A "N AT ENET, ZOFEHELEER
BlcHA v m—RL, $AEDESA/WSAIZT v 7 u—RLTA A =L T&£7,

HDHUVIE, EEMNIT O SSLAFAESCH KO SSLEEAE (F/-1XFE AR LZERE) 27 v
7u— RL T, BLED Threat Grid 7 7T A 7 2 AD SSL ZFHE L B X 2 2210 U7 5720
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ZELH Y ET, FEMATIEIZOWTIE, T4\ RESHAOSSLAFHEDZR T #2R
LTL7ZE&EW,

EHEORESR
SSLAFHAEZEORENZET L=, IROFIEEL LT, ESA/WSA 23 Threat Grid 7 77 A4 7 A &
BIETEAZ L EMERLET,

ESA/WSA X, % v hU—27#RH T ThreatGrid 7 77 A T AD I V=2 A L H—T = A AT
VR CXHAMENH Y ET, M ~=a2 T I)LOFEIZHES T, ThreatGrid 7 77 A T 2 A &
ESA/WSA WHHEIZEIETE 5 2 L 2R LET (ESA/WSA @ Threat Grid 777 A 7 A~
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&M

Threat Grid 7 77 A 7T ADNNy 7 T w77t A%, IROFIETHERSNET,
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21: destroy-data REALLY_DESTROY_MY_DATA 1< > F & 318

elcome to the ThreatGrid Shell.
For help, type "help" then enter.
>> destroy-data
To =really= run this command, pass the following string as an argument:
REALLY_DESTROY_MY_DATA

Mote that this iz not intended as a security measure: use the recovery-
mode wipe process instead if thorough data destruction is required (and
jthe appliance will wot be retained or used to load a backup).

D0 NOT DO THIS WITHOUT DOWNLOADING YOUR BACKUP ENCRYPTION KEY FIRST?!
>> destroy—-data REALLY_ DESTROY_MY_DATA

ROT —ZPIEFESNET,
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AT v 71 OpAdmin R—# /L C, [Configuration] >[NFS] 27 U v 7 L C [NFS] <— T & & £,
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Ny I Ty E, By Ny U4 = Kb DREILTEET,

cLIFNCHEH LB D ERUNFS A M7 EEEX—%, B0t A LR AT
RELET,

¢ LIRTO NFS A h 7 L g S % —% M L Threat Grid 7 I A4 7V A ZRETH L. 1ET
N H—ENnET,
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« [Network storagenotmounted (Y kT—9 X FL—UMRID Y FESNTULWERA) |
Ny Jo s RELTHASN TSRy hU—7 77 A0 VAT ARERICEEL TV
5HZ L AMER LT, OpAdmin TREZHHENT 20, 7774 T A2 HEEH L £,

+ [Network storagenot working (Y FJ—2 X FL—UDEELTLWERA) | @ Ny

gy RELTHERINTWDE XY hT—F 77 AL VAT ARERICEHELTND Z
LEMERLET, VAT LN NFS — "ORBEDOEEND 15 5 LIAIZEIE L2 WEGEE
X, 77947 U AZHBEBLTIIEIN,

« [Backup file system accessfailure Ny 97V T T74IL SATLDT I RIZKBKL
FL) | IR —HFFR—=FETBRWEDLEL I,

« PostgreSQL M/N o 7w THRDIDMYFERHA : ZHUuE,. Xv 7T v 7 AT HRHFRESIN
RN O R A > & (BEBIC 245 A 7 NV TIATEND) BAIDR—A Ny I T v
TPTONDRERNDO R A METIEFZ2RETT, ZTWDBETTDHET, X7 v
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H7wFFX3BLULERITY) | : AT L7 PostgreSQL DF LWWR—Z o 77 v 7D
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TELRSZ#AET, WAZ~v— FAHR—MIEHEL T EIN,
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TV TATDESINY YT v T (#ERL) : Elasticsearch 23BHIEL T, Ny 77 v 7 A b
THAERARARECTHD Z L 2R LET, ZOWREIL, 77747 v A& HEEIT 50,
(NFS &b —EADNEEE L TWH5E) TGSH IZu 7 A LT restart
elasticsearch.service AV R&EF[TTHI L CHETETET,

+ [Backup MaintenanceMessages (/N O 7 v T AUTFF IR Ayt—2) | LIANZIE
NIy 7T T ODAT —Z AT 5B SN —2 KL TWET,
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VTFFUR) RFvTavbh (L) DRTF—E AN [INCOMPATIBLE] [T > TWVE
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File Browse...

Options
Tags
Access Mark private
Notification Email me when analysis is complete
Virtual Machine @ Use best option v
Playbook None v

» Description

Network m As Needed All Simulated

Simulation & No network traffic will be simulated.
MNetwork Exit@ | Bem US - Texas - Austin - TEST (default) v
Callback URL
Runtime 5 minutes .
Password @
Cancel
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Ralb—vad, FNLAOFETIE (F73hoRT) HHTERWAEERH LY <
TH TRy NU—T V) —RERRT 5527 TV A MIRIELEST, 22X, 7Ty
TARN) =AY =T 7B ATE72WGEE, —\0NF 7 LTWDEA, DNS L a— Rk
PTG, F3Y IV OFATREHER LW ESEL72OIT U M T o REERIZHT 5
OBIEREH S TWAEAIC, Y NI —278HE2 s 32— 5%y hU—2 ¥ 32

L—y gy A7 gy BRIRTX 1,

EHIT, Fy hT—=T v3alb—valid, =T Xy I T T ITAT LV ANDER T EE V7R
EBWNWONEEEL, FNEDT FIAT U RICKIT AV U IV DETRENETHENTE
7

T TARHORY D=4 22— 3247 3 iF, Threat Grid Appliance v2.7.1 LA T
i CTE E3, #HMIC OV TIL, Threat Grid Portal UL DA > T A L~V R Ew 7 2B L TL
72X,
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1 A

OpAdmin A =1 —

ZOFETIE, OpAdmin R—HNVDEA =2 —DOBEE AT J—ray NamRL, X A7 D3
TICHEHTE 288 E R A= a—FT v a oW TEHALET, SiAT2HBIIKO LR
hTY,

s [Configuration] A ==— (95 ~X—)

s [Operations] A ==— (96 ~<X—7)

o [AT—X A (Status) ] A ==— (97 X—)

s [Support] A ==— (98 ~X—7)

[Configuration] * — 21—
OpAdmin 78— % /L' ® [Configuration] A = =—{(Z%, Threat Grid 777 A 7 A &% ET 5 7=

DOF T aryPHEENTWET, RECEELZMZLLERNLLEAE. ZOA=a2—%
ERH L CHRET— FICTH2HERH Y F9,
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. [Operations] * =21 —

42 : OpAdmin 7R— /2 )L O [Configuration] * — 1 —

# | Configuration =

Appliance Summary

CA Certilicates
Syslog

Date and Time
LOAP
Integrations
NFS
Clustering

Neatwork Exit

p :I-,-r_:;z- Threat Grid Appliance Adminisiration Portal

Hor Slorage
Netwark
Yaur Notifications configurad,
Stalis | jcansa ~garvice memory usage, CPU usage, and 'O load.
Fora: Ema e configuration or operating the portal, refer to the resources below.
Change Password
S8L
s8H & Documentation

E4 Support

[Operations] A — 21—

OpAdmin 7R — % /L@ [Operations] A == —IZiX, v 7T v/,

OEFOAF T 3 RN

N

BEENTWET,

OpAdmin * =2— |

OWEH., TFIAT R

()  [Operations] # = =—® [Update Appliance] Z#R L T, VU —RA/—F&2FERLET,
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[RF—HA X (Status) ] A =a1— .

43 : OpAdmin 7R— /2 )L 0 [Operations] * — 1 —

808 TRrAGRID Appaance A
- & x baspe://100067.2.100 -

I oagos 0 ThrestGRID

B Support  7Help

T ThreatGRID Applisnae Aiministration Postal B Logeut
# | Configuration = Operations ~p Status - i I
Backups
Home Appiy Configuration

Update Apphance
Your ThrastGRID applitme o meyrrous

For assistance in changing the configurabion or operating the porial, refer o the resources balow.

& Documantation

E3 Suppon

P TrearGRID

Lt e

[RTF—AR X (Status) ] A = 21—

OpAdmin R—# )LD [Status] A == —F, A VA =L INTWNDHNN—T 3 LA DN T
DA R RT DD I NET,
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OpAdmin * =2— |
. [Support] # =2 —

44 : OpAdmin 7R— 2 )L O [Status] * — 21—

808 TRTAGRID Appiance Ad- X
- & (= baps//10067.2.100 =
B agpd 0N ThoestGran il Oeher Bockmarks

=L ESuppoit. 7 Halp

T THhreatGRID assisnce sdministration Portat & Logout

#® | Configuration = peral < Status =g, port = -
Abaut
Home Natifications

Your ThreatGRID appliance is configured,

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

E2 Support

1 ThreatGRID

hops 1 100.67.2.100/ ¢

[Support] #* = a1 —
FATYR— by arZRBL, YATLDOZFT YTy EFS L, ThreatGrid 7 5

U RTT Y N7 — AT 7' ATAHIZiE, OpAdmin AR —F /LD [Support] A ==—%FH L
i‘j‘o
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| OpAdmin *=21—

opadmin =1 — [Jj

45 : OpAdmin 7R— % )L O [Support] » — 21—

ann ThrestGRID Appiance & " If..
- C & (& hasps /100072100 =
i oagps G ThreatGrid B Ochar =
- BSuppet T Help
T THre At URIDY asptanse Administration Pertal & Logout
P = Operat Suppart = gy
Home

Lives Suppoet Sesslon

Support Snapshots
ThroatGRID Cloud Platiorm
Your ThreatGRID applianca Is configured.

For assistance in changing the configuration or operating the portal, refer to the rescurces below.

& Documentation

2 Support

hetpi:f 100.67.2. 100/ 4

S ThrearGRID
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CIMC D% E

Cisco Integrated Management Controller (CIMC) (X, Y —NZEBHT H72OEH I 2 —W
A E—T 2 A AT, ZOMEIZIE, CIMC2—F 4 VT 4 A L) &— h— 5
DRRENZET DROEHR N EENET,

sCIMCRHEZ—T 4 UT 4 DfFEH (101 =—7)

=R o — —
CIMCERE1—T 1 ") T 1 DEMA
P—NEEHT D L ATOME ARSI, Cisco Integrated Management Controller (CIMC)

BEL—FT A VT A HBBTEFET, CIMCA > X —T =4 A3V E— P — B HT
=F7,

=T 4 VT 4 B FEAT A, T2 HF L —R— K& ThreatGrid 7 774 7 L A EHE
T o ERZH Y £,

\}

GE)  CIMCZ, ThreatGrid M5 7774 7V AH—NTEYA—FEhTWEEA,

2TV T1 Y—R_OEBREFICLUET,
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46: > AIDEE

T
CISCO

Entering CIMC Configuration Utility...

ART9T2 AEVF 2w I PRET LD, FBEZMILTCIMC R EL—T 4 U7 4 ZHIE L £,
47 : CIMC Configuration Utility

NIC Properties
NIC mode NIC redundancy

VLAN (Advanced)

ATV T3 CIMCHREL—T 4 V7T 4T, VE— M —"FHIZHEHATEDIPT RLAZRELET,
ARTv T4 BEERTFL, 2—T 4 VT 0 &K TLET,

ATvTE Web 77 7H¥ T lhttps//<CIMC-IPaddress>/] & ASJLT, CIMC A V¥ —7 = A A&B& F7,
ATv 76 PIA—H4E (admin) L/XRXT—F (password) # AL ET,
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[X] 48 : Cisco Integrated Management Controller (CIMC) 4 >3 —7J7 x4 R

_.__,_,..--'-'-

'é',';ég' Cisco Integrated Managem‘éﬁ'tf(fontroller

LE © ® (i}

CIMCA v A —T7 =2 A&ERA LT, P—_"OEFHEFRRLZY, KWIMZBEWTEYOE Y N T v 7F
NEZ Y E— R TIHEITLIZDTHZLENTELLHIZRDFE L,
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