IW—ILEFERLERBARD) O—DRE

ZOETIEShort3 DA AKX LL—)L BAL—LT 7 ar, BARY —NOREAL R
REBEND T 4V Z . Snort2 7 AZ LJ)L—)L®D Snort3 ~DEHL, BIOHTAZLNL—ILDH 5
N—= T N—T DIRFANR Y 2 —~DBINT DOV THBA L E T,

c RANV—ILOFFEEORE (1 ~—)

ARANL—IDH AT (23—=)

« X NI =I5 ERARY —OmiEEMSE 3 =)

e Snort3 DI AKX LjL—)L (3 2—)

ARV = Snort 3R ANL—/LDFRIR (6 ~—)

AFAN— T T gy (TR—=Y)

ARARY —DIFAA R MBEIT 4 LE (8 —)

ARAL—IL DA A FOEN (14 =)

e Snort 2 B AHX L)L—)LD Snort 3 ~DEHL (14 _X—)

L= LT N—TF DI AL BZL— )L DB (16 =2—)

« WAL LV— VBTN — VT =T DIRARY r—~OEI (18 <X—2)

*Snort3 TOH AL L)L—/LDER (18 2—3)

« AL LL—)LOHIER (19 ~<—3)

=)L T =T DOHIER (20 X—)

BRAIL—ILDFAEOEE

HEHEATV 2V ML—b, EHETF X R M L—)L, BIOA v AT Z)L— LTI — L DR EE
R ERETEET,

=BT HITIE, V=V DRELZ [T 77—k (Alert) | £72iX[7 7> 2 (Block) ]IZ
RELET, VL EANTDE, VAT EARZONL—NVE—KTDH VT T 4 v 72T 5D
AR NEABRLET, = AEEHCTDHE, L—LOREMEIESNET, Fo, [T aYy
7 (Block) JWCRRELTN—NAN—FTDH T T4 v 7 ETARV FEAEKRLEZD, Fay T
THEIRARY O —%HETHIEHTEET,

=DV Ty NEFRTRTDHIIIN—NET g VEUET L2 Lo T, —REESR
= NVBREEERETHNL—NLDEy b & EMICEIRTE $7,

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |
. BAL—ILDEAT

RANV—IVE TN =N DBIEDNA AT Z OB bZ LT D58, F v b T =27 554
WY =D Web A F—7 = A ATIFIA P ARZ ZBRWHOE FIT/2D £, VAT L
ABEVICHBIIEDRETA AT Z 2L ET,

BAIL—ILDOZA T

BAL—L L, Xy N =27 NOMEEIEEZ R ERHT R A2 T 5 72DI20 27 A0ME
A5, BESNZXF—TU—REBHDEY hDZ LT, VATAEIRY NT—27 T T 4w
T EONT DB, X7y FEEA—WIIRRESINT-FMIZIRL LAabY, T7—X %y bR
= VICHRE SN T R TCOEGET-THE6., TOL— a2 M) T—LET,

BARY —IZIZL TOWKRERLIH Y £77,
cBEAN—I, HEHEF TV FL— L ERET X 2 N L— LB SN E T,
o f UART )b Ry NTFa—EDOREA T a ., FREFEVATAMHEDA
AT LD 1 DIZBEMAT O E T

WDFEIZ, LEonr—n 24 70REMEEZEH L E 4,

R1TBAL—LOZAT

247 xxL— |SnortID (SID) Y—2 aAE—OHA | FREDT
41D (GID) & =
HHEA T |3 1000000 A Cisco Talos Intelligence Group (Talos) A il BR AT &
JL— )L
T % 2 | L— |1 1000000 i | Talos E3) iR A &
(ZFa—n
v RAA
EY e
2 — GID)
1000~2000 |1000000 L4 I Z—WIMERE T2 1EA AR — b EQA (=
(F-F% K A
A4)
7 Fat P L—|Fa—FF 1000000 A Talos Y4 Y4
L =377 N
I oz | 1000000 ELE ATV a VRERC VAT MRV AER | WL WD Z
FEEE]

Talos IZ & > THERR STV — NV ~DEFRIIMRECTCEERAR, ERLILAV—NAOab—%d
AB I — L E UTIRET A EITTEFET, L THEHEINAERE- T L — L~y X —
TR GEETLLFEDR— FRCIPT KL AR YY) 2BWETEET, v /LF AL VER TR

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE
wy ko—oam ARy v—omizzt |

TaloslZ Ko TERREN AL — T 7 a— )L RAAL AZBLET, FHREAAL COEFEIT
N—nDua—h) abt—EREFELTHL, V= ERETEET,

Talos IZ X > TERE N D L—ITIE, &7 74N MEARY —NTT 741 EDOL—Ltk
ERE U TCOENET, FEAEOT Y Fatk vy )b—)L BT 7 )L b THEDZ /2> TN BT
O, VAT ATV Tak vyt =T HA N NOEREA VT A VRTOER S
7y NOWEEEITOELEAX. ZNHOL— L EGNITHILEND Y 7,

2y b= 0 ERANRY O—DRRES

Snort B ET LV UBNBRBABLIONYN T 2T OO T T 4 v 7 BB TEX 5 L0127 HI2iE
Threat Defense /34 AWK L TIPS A4 B AZHMNITHLENRDH Y 7,

Fy RT3 RARY VB L, BT A7 2ETT DI, BEE—F—Th
BUENDHY ET,

Snort3 M A RALJL—)L

AR BMREARY =1, a—HNA =T 7 A )V VR— D LIk TERTE E
I, =T 7 A IIVOIEEFIL, txt F720E crules TY, 1ERRITFIEICEED 51, \/7\7‘Abi
AL I J—) )L —T) )L /1/—/1/ HELTIRELET, A AZ L —UF— LT )—
WRLTWAMENRS Y £F, 72720, DAZLL—WIEBEO I V=T Ol b 2 &b
TEXET,

AR MBIV —IVEAERT D L, VAT AT —BEDON—)LEE (FEEDOFEAILcID:sID:Rev)
EEIDYTES, ZOFFITIFROBERENEENE T,

*GID: VxR L —HXID, HAX LL—LDYE GIDEHRET HLEEZTHY FHA, VA
TAF, A DT vy T a— R a— L RAAL CERFT T RAAL DO EL L2

DIZEEDSNWT GID Z HBEIRICAR L E T, FET XA N L—/LTlL, Zr— UL KA
A > OfEIE 2000 T,

¢SID : SnortID, /L—/LINT AT A JL—LDa—h )L )L— L THLINE I DERLET,
H LWL — L 2B T DAL, —F D SID ZL— L E D YT E 9,

o —4 /L JL— L@ SID F51% 1000000 2> HE5F V. HiL e —h b b— I &EFE SN
1 o2 F£7,

cRev: JEV g &S, HiLWwWLb—lD I E g UHBEIL1I T, DAZLL—ILEER
THENT, Ve g VBT 1 TOEZILERDHY £9,

BAR DERET XA K JL—)LTiE, =L~y X —RE, L— F—TU—FK BLOL—1
BIEAERETCEET, BEOT e barzHHATDH, FFEDIP 7 RLAEITAR— FEITE
KT DINT T 4w 7T EAL—AVTHRETDEL), = Ny X —ERETEET,

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |
B sosonzszin—n

\)

GE) Snort 3 B AX LL—VIIRETE EH A, B AX LL—LIT, L—LT F A NND classtype
DENRDFARA v 8=V oD Z LA MER LET, MEELITERSER L TA— L E2 A VR —
MDA IE. = EHIBRL T L HER L £,

Snort3 DI T—4 DEE

ﬁA%hﬁﬁ\7V//Fﬁ—F%ﬁ\E%~w&&@%%? 21X, 4/&~Z/F ZEX
A, EoiddEo TR SN D AIREMEN H 0 £3, BT —Z oL, 8% 7 — % OO
A%%@ﬁL14NVF%E&Tét ’E%énifo4&ybﬁ\kimﬁkﬁ%%ﬁ
(PID) 7 — & PHRE SN GBI DOHARESNE T, WET — X O TIEA N> O SIT
Pll #~ A7 CTXFEJ,

sd_pattern 7> 3 >

PII ZHLTCT7 4 V&) 74 5121%, sd patternIPS AT a v ZHHLET, O
WX, 7 v¥y M— RES, KEHSRES S, EifE s, B FA LT RLAREEN
F9, MEDOPI ZEFHTH7-DI1C, EHREH (regex) MWL AMHTX FI,

sd_pattern 7" > 3 NZIE, ROFBENRH Y £77,

o [/3%— (Pattern) ] : PDU CTHER T 5 IEREIH A THET HRFEBRO VAR T, EIRFHIT
PCRE WL CReah 4+ A ML ERH D F97,

« [LEVME (Threshold) ]: A X h DARIC KT PDUNO Bk & fRE 3 2 /R 72 4

=A==

Ta VERITE,

IPS/V—/V A7 3 LTO sd pattern (X, BIIDOA AT X OFEAf:72 LT Snort
TR T £, w—wﬁ7/a/®%ii&®kkbfﬁo

sd pattern: "<pattern>"[, threshold <count>];
KIZHIEZ R LUET,
sd pattern:"credit card", threshold 2;

HAHRAFHINE —

BT — H L5 DDOMBIABNRE — N ) F4, [XF— | RECTHBIALIRE — %
AT, BAETAHOMLERH D P XA FTOXLFIEZIRETHIVNERD Y | LEREHEDR
THEXMHZ 5NET, PHL S EHERO~ v L I EHII T — 3RO ERBY T,

* credit_card :

\d{4}\D?\d{4}\D?\d{2}\D?\d{2}\D?\d{3,4}

* us_ Social :

[0-8]1\d{2}-\d{2}-\d{4}

* us_social nodashes :

[0-8]1\d{8}

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE
snot3dH 2 LL—1 [

* Email :
[a-2zA-Z0-9 ! #5%& " *+\/=2" " {[}~-1+(2:\. [a-zA-Z0-9! #$3& ' *+\/=2" " {[}~-]+) *@ (?: [a-zA-Z0-9]
(?2:[a-zA-Z20-9-]1*[a-zA-720-9])?\.)+[a-zA-Z0-9] (?:[a-zA-Z0-9-]*[a-zA-Z0-9])?

* us_phone :
(2:\+21[=\.\s]2)2\ (2 ([2-9][0-8]1\d)\) 2 [=\.\s] ([2-9]1\d{2}) [-\.\s] (\d{4})

Pll & INE—Y

credit_card \d{43\D2\d{4}\D?2\d{2}\D?\d{2}\D?\d {3, 4}

us_social [0-8]\d{2}-\d{2}-\d{4}

us_social nodashes [0-8]\d{8}

Email [a—zA-Z0-91#5%6" *+\/=2" " {|}~=]+(?:\. [a—zA-Z0-9MS%&" *+\/=2" " {|}~—1+)
HRE: [ 9] (2 A -] ¥ a2 20-9)) A\ Har 2 29 (21 [ 2 Z0- 9% [ 2 70-9)) )

us_phone (2:\2LI-\AST2) 2\ (2 ([2-91 [0-81\A) \) 2 [\ \s] ([2-91\d{2}) [-\.\s] (\d{4})

INHDNRE =N T HT A D~YAFT U, 7 LYy b — R, CKERSRREE S
EA A=V, BEOKEOBFHE SOV AT LRV — L F I3 AGA I Z — 2 T O I HERE
LET, ~AF L P13, DAZ I — L FEF T2 —F—EHRDOPI Y — > TIHERE L 1A,
N—Vi, #% T — X @ Lightweight Security Package (LSP) gid:13 TEATE£4, T 7 #
VR TIE, VAT AREEOR Y —TITHED > T ER A,

LSP DHEE T — 2 —uid, TR TOMBIALNT = R E L, RO LEIWERD D £
ﬁ—o

* credit card : 2
*us_social : 2
* us_ social_nodashes : 20
* email : 20
* us_phone : 20
sd pattern 47V a L EAMERATLE, WAX LNV —IVEERLIZD, BEFEONL—LEEE T
F7T. INEITOLGEIE Snort3RBARY —A L F—T oA A& LET,
TIAB DNB— b LEVMEZEN L7- sd pattern % 5 Zp/L— /L D
alert tcp (sid: 2000000001; sd_pattern:"[\w-\.]+ @([ \w-]+\.)+[\w-]{2,4}" threshold 4; msg: "email,
threshold 4")
!l
W7 — 2 B Z R L7e 0 2 7 Bv— L D ff
FARIATR NG — o e LTz — )L

alert tcp (
msg:"SENSITIVE-DATA Email";

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |

B a2 %U—osoniga—rLoxs

BARY S

flow:only stream;
pkt_data;
sd_pattern:"email", threshold 5;
service:http, smtp, ftp-data, imap, pop3;
gid:2000;
s1id:1000001;

)

HAB LN — e ffi LT —r

alert tcp (
msg:"SENSITIVE-DATA US phone numbers";
flow:only stream;
file data;
sd pattern:"+23282 (0[\s\.-]\d{2} [\s\.-1\d{3} [\s\.-]\d{2} [\s\.-]1\d{2})", threshold

2;
service:http, smtp, ftp-data, imap, pop3;
gid:2000;
s1d:1000002;
)
WA, MIAT MGG T — S 35— Fe iR L T2 584272 Snort IPS /L— /L Dl &\ < DhvR L&
@—o

» alert tcp ( sid:1; msg:"Credit Card"; sd_pattern:"credit card", threshold 2; )
« alert tep ( sid:2; msg:"US Social Number"; sd_pattern:"us_social", threshold 2; )

» alert tcp ( sid:3; msg:"US Social Number No Dashes"; sd_pattern:"us_social nodashes", threshold
2;)

» alert tcp ( sid:4; msg:"US Phone Number"; sd_pattern:"us_phone", threshold 2; )

» alert tep ( sid:5; msg:"Email"; sd_pattern:"email", threshold 2; )

TR AX T DOHIL, Cisco Secure Firewall Management Center 33 X O Cisco Secure
Firewall Device Manager TIZ¥ AR — h S TWER A,

—® Snort3EAIIL—ILD KR

BARY —NONL—VOFRTEEZTETEET, HEDOL—ILOFEMEFRRL T, L—L
BRE, V=V F¥xa A b, BIOZEOMDONL— N2 MERTLHIZE L TEET,

ATy F1 [R)I— (Policies) 1>[#RA (Intrusion) ] Z&RL £,
ATv T2 RY—DITH D [Snort 3 /X— = > (Snort 3 Version) (%27 Y v 7 LET,
RT9T3 L= EFRLTWHM, UTEFEITTEET,

L—)L T 4 L E L ET,

=N ITN—TERIRT DL ZOTN—TICEHET DL — A RERRINET,

RV

—IVOFEMZ TR LET,

=N DaRrr vERRFLET,
=D RFa2 AT —vaERRT D,

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE
gan—nrovar B

IHNEDH AT DFEITOEHMITONTIZ, [Snort3BARY > —DffE] 2B LTLFEEWN,

BRAIL—ILTO 3

BAN—IT 7 g TiE, lx DRARY —NONL—VEFNEZITEDCTE BT
L, B A —RBOEENNL—IVE N H— LRI AT ANFETT LT 7 g &4

Cisco Talos Intelligence Group (Talos) 7347 7 4 /L bR Y v —DRAB LA VAT X )L—
NZEWZTIANNT 7 arERELET, 72L& X, /L—/ L% Security over Connectivity
F 7 4 kR Y —TIEHZNT LT, Connectivity over Security 7 7 # /L b R U o — Tl HEL)
D2 ENTEET, Talos NV— AR AMEH L TT 74/ bR Y —HNO 15U ED/—
NDTTHN T 7 areBE T L560H0 £4, V—AEHFTON—ZKY —O R
EEATL L, RNV —OERRICERA ENTZT 740 bR Y — (L 25T 7+
NWERV =) OF TN ET 7 varBDERISNIZEED, TORY —HOL—/ILDT
THN KT 7 aOERGFHFATLI LRV ET, L v—AT 7 v arzZBELT
WDGEIE, VB TCEOEENA— =T 4 RENRNT EITHER LTI ZI N,

BANV—IVEAERT D E, TON—UT, R —fERFICER ST 74/ bR Y o —
NOL—ILDF T H )V T 7 a ik LEd,

BAIL—=ILTI2a3aDATay
BARY > —TTlE, V—IDT 7 g r ZROEICRETE £,
7Z— bk (Alert)

VAT LATREDRAFITZMH LT, — &L T 7 4 v 7 BRSPS R TR AA
Ny NEERT D6, BEOHLNTy MRy MU= @i LT — L& b Y T —
TDHE ZONT Y FSERISEEFE SN, VAT APRAANNY FERARLET, EEO
HHNT Y MIZOHBIZREELETN, A brFrrilloTlmMInET,

JavY (Block)

VAT LATREDRANRITZRE LT, ZOXBEET/\ry vy 7L, —&L7z
K77 49 NRODSTZEEE TIREAA X N2 BT 5856, BEOH DL/ v Mt
OXBIZBHEE T, AR baFr ko GamanEd,

#2 (Disable)
VAT AT—HTDNT T 4 v 7 EFHIL WA,

L=LEFERLEBARY S—0HZE [}
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L—LEEALEBARY —0RE |
B er—n7ovacons

\)

GE) [77—b (Alert) 1F7=iE[7 a7 (Block) 147 v a v EERT D E, A—LRHEMT/R
D ET, [ (Disable) | ZIRT 5 &, /L—/LNEYT/RY £,
RBARY —NOTRTORAN—VEANILIEN EZ@MHERLET, FXTor—1
INEIZ 22> TOWB AL, BRI RT A, ADNRT 3 —<  ABNE T T 5 REMNH Y F
T, bV, TXAE TRy NU—JRREIZAEDE TOL— Ly REFHELTIEIN,

BAIL—ILTI3>DHETE

BAN—ILT 72 g TR Y —IZEA TT,

ATy 1 [RJ— (Policies) ]>[A (Intrusion) ] Z&R L £,
AT T2 HWETDHHRY —DRIZH S [Snort 3 73— > (Snort 3 Version) |27 U v 27 LET,

e bk ZOXR=VIE, ROGFEBFTRSNET,
o WAH 72—
«[77—1b (Alert) 1 IIHEINIZAB—v
«[7v w7 (Block) JICERESNIZARh 2 1—L
e F—N—F A REnl—v

ARTYT3 V=TI aluwZETH1 O EONL—LEETRLET,
ATy T4 =T 27 ar RuleAction) | Ra v 7 X7 YR RNENA—LT 723 ONTANEERLET,
SESERL—AT I a VOFEICOWTIE, Snort31BARY —DfRE] 2BRL T FFEW,

ATy TS5 [fR1F (Save) 1227V w7 LET,

RDBRY
RELFELEALET, RELEORMAEZZMRL T ZEN,

BAR) O —DEAAARND BT 1)L

BAA R FOEERE L, BAME, RELIP T FLUA, £03%58%8 P 7 R L AIZHESNT
WETEET, A XV MPRFEORBRET L ETHEENLELWEALHY T, &1
X, IR —Nica 4 LEH ELTH, FFEORBKINT 2 E T, KUTT HLELH
DERFA, —H, FADOVEOFRAEE RUL, LERMENRS S Z L2 TE 255050
F9, 72L& 21X, Web 1 — 3% LT DoS WD TN HEIE. DEOERAAL X D%
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| v—LEERLEBAKRY S —DHRE
grar~vrizniE ]

MR LIZIZT T ZORUTHL L2 TR RN N0 £, ALA 2 bR
frEE S MR S AIUEX, AT DOBED B L £7,

RAMARNUFLEWME

FRE LIZHABANCA X PR AERT ARIEICHESW T, VAT ABMRAAL RNV M E o JIZ5ek

LCHEFTAEEEHIBETAI21E, EROL—1LO L WVMEEFHRELET, U2k, K&

DEICA X MK CTHENFIEL T 2028 T2 N TEFES, LTV s Fr—

b, BEHET X2 NL—b, FTTA VAT ZL— L T LI L EVMEERRETEET,
BAARBFLEWVMEDETE

LEWVMEZRET DT, O LEVVED X A THEELET,

®2: LEWNMEREF T a Y

I3y 59

iR (Limit) FRESINTED/ v b (count BIEIZ KX > THRESIL D) 25, faE SN LV—1L %
FUFT—E L THERALESGAEIC, A XV FERSELTERLET, L& XL, ¥4 7% [HIR
(Limit) ]2, 7> b (Count) 1% 102, [ (Seconds) ] % 60 \ZETE L., 14HD 7 >
3= % R H—E LTHER LGS, VAT ANEIZED 1 5 OMICHE LTcig)o 10 #
BEFRIRLIEG, A XV b eELRLET,

L &M BEINTZEHD /v b (count BIHUZ L > THRESND) 2, HEINTHENIL—L%E
(Threshold) RO T—E LTHEALESGAEIZ, 1904 Xy "EREEL TR RLET, /XY FOLEWVWE
A MTEL, VAT ANRZDOA Ny Ntk Li2%, B on o ZITE OB ES 2
LIZEEL TSN, & xiE, #A4 7% [LEVMHE (Threshold) 1iZ, [# 7 I (Count) ]
% 1012, [# (Seconds) 1% 60 IZFHEL T, /L—/AR3B3HETI0E MY H—ENh/=L LE

T, VAT NI, LHOA R MEAK LTS, [ (Seconds) 1 & [ b (Count) ] D
o EEOICYEYy NLET, IRO2SEIZL—IANEBHIZI0E N F—an/z& LE

T, BHHTHIUER0OIZ) By hENTTD, VAT ANHIOA X M EFEFLET,

[opg BESNTEH (Bor b)) o7y bBL—& ) H—L LTHEALEZE T, e Sz
LI 1B R FERs L TERLET, 72& X, A4 7% [WF (Both) 1, [IY

> (Count) ]% 212, [# (Seconds) ]% 10 IZR%E LTI=HAE. A2 MUILL T X 9127
nET,

L= BN 10 BN 1B N U H—SNThh6. VAT HMFIA R AR LEFRAL (LE
VMBS T2 STV

L= BN 10 PRI 2Bl N U H—SNT=hE. VAT AT 1 DO X AR LET
L= MR2EBAIC R A—E L THERAESNZEEICLEVWVERNRTZENET=0)

L= N0 BRI 4B MY T—SNTeHE, VAT LE 1 204X MR LET
=R 2EBIC Y H—E LTHEA SR EZICLEVEIZEL, ZNRLBEOA X
MImMEEND)

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |
B soscogr—roLznEozE

W, P ox o7 E2BELET, ZHICZED, AXUVFLEVWEREETIP 7 KL RN
LEISEIP 7 FLABI O E S B TEE SN ED 77,

F3:IPLEVMERELF T3y

FIoay ZBA

V— A EELIPT RVABMNTARUV NAVAZ VAT N
(Source) HELET,
{63 7 SESEIP 7 RLUAHALTA XU N AV AZ VA ST Mt

(Destination) |Z L x9,

REIZ, LEWEZERT DA AF  A0HEMMZEL 3,

RAAVAREVAMEBOLEMEREAL Ty

AIoay ZBA

#7 k (Count) LEVMEZT 7272 DICVNER, BT AIPT R ABEN THRE INW-BBEBEMNOA X b A
VAH L ADE,

> (Seconds) TRV 'Y NENHETORE, LEVEY A 7% [HIR (limit) 11, FF7yF 7%

[15f5 1P (SourceIP) 112, [# 7 & (count) ]% [10] I, [V (seconds) ]7% [10] IZF%E L7z
Lo, VAT APRE SN EE A — D 10 BRICHEAE LRI D 10 DA X2 k&7
L TERRLET, BAIDOI0BTTEOA Ry NZFBEE LSS, VAT AIENLERE
L TCRRLET, BAIDO 10 TAFEOA N EBFAELTSA, VAT ML 10 [HZFek L
THERRL, I0BRE Lo vy MEFERGLET,

RAAARY PO LEWVEREX, BMTHEATLZ b, b— b S—=XOLEPH,
detection_ filter F—U—F, BLXORAARY ]\j:fﬂﬁ%”@l/\?hf)’k%ﬂﬁé\b’a‘fﬁﬁ)ﬂ?é Z
LbTEEHT,

Je

EXr RBAAXRCEDONATy B Ea—TLEWVMELZEBINTSHZLHTEET,

Snort3 TORAIL—ILDOLEZTLMEDETE

L= DA (Rule Detail) 1 —Y T, —VOHE—-OLIVWVEEZRETEES, LEWVWE
MY 5L, V=V OREFO LEWEDS EFEEINET,

ATy 1 [ATPzH bk (Objects) [>[BAIL—IL (IntrusionRules) | #7 U v 7 L%,
ATFw 72  [Snort3 DT _TD/L—/L (Snort3 AllRules) ] # 7% 27V v 27 LET,
AT T3 RBAL—ILD[TT7— b&E (Alert Configuration) 15T, [ZRL (None) V> 7 %27V v LET,

ZFvTF4 [fEE Ed) ] ) 2200 r LET

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE
grrrvrLzvEorTLER |

ATv TS5 [7TT7— h&E (Alert Configuration) 17 4 > R T, [LEVME (Threshold) ] ¥ 7 %7V v 7 LET,
ATYT6 [#A4T (Type) | Fry XTI UANpL, RETDHLEWVEDSY A T E2BIRNLET,
cFRESNTHM BT DA XU b A 2 2AHITEI A HIRT 25513, [HIR (Limit) ] 2841
LE,

HESNTHMHTZ0DAR b A VA AT L@ AT B EA IR, [LEVWE
(Threshold) | Z &N L 9,

HEEEINTZARY N AV AF U ABITE LT, Hfb720 18T o@ma it 254680, [
J7 (Both) ] Z&EIR L £,

ATvT1  [BEK&IE (Track By) ] 7 4 —/L KT [AE5C (Source) ] F7-1% [585E (Destination) ] ZEIR L, A X
A YVARBE L ADBHZEEILIP T RUATITO D, SBHEDOIPT RLVATITONERELET,
ATYF8 [ b (Count) ] 74—/ RIZ, LEVEE LTHHT 24 XY M U AZ U AOHEANTTLET,

ATY79 [ (Seconds) | 7 4 —/L R, AU M U AZ U AZBINT HHIH (D) ZfET 28EE AT
]_/i‘j—o

ATV T [H&fF (Save) 1227V v 7 LET,
BIMOYR— K EFHRIZHONTIEL, ISnort3 DIIFI L LEVWME] EFF 2SR LTI,

RDEZRY
RELARZRMALET, RELLORMALZZRLTIEEN,

RAAANY b LEWVEDRT EHIBR

=D L EVMEDREF DOFXE % RR £ T2 ITHIBRT 2121, b—/vOFEH (Rules Details) ]
Ea—ZHLT, LEVEOHEREARELR R L, TNLONT AT MIEGINE ) D%k
BLET, 29 TRVWEEIT, FILOWLEWEZBINL CBEFOEL FEXTHZENTEE
ﬁ—o

RT9 T [#TPxH b (Objects) 1>[RBRAIL—IL (IntrusonRules) 1 %27V v 7 LET,

AT w72 [Snort3 DT XTDH/L—/L (Snort3 AllRules) |7 %27V w27 LET,

ATY T3 [7T7— Fi%E (Alert Configuration) | FNZFE REND LEVVENRBRESINTNWDHL—LEERLET (7
7 — Fa%7E (Alert Configuration) ]5IZiX, /L— DV > 7 L L T[LEVMHE (Threshold) ] AFE RS E
+) .

ATy T8 L—LDOLEXWEZHIBRT A2, [77— hiXE (Alert Configuration) ]51® [L XV ME (Threshold) ] U
YO EIV YT LET,

A7y 75 [k (Ediv ] (£ 227Uy LET,

ATFw 76 [LEUMHE (Threshold) 1% 7% 27 U v 27 L%,

AT TT [VEY M (Reset) |27 V27 LET,
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RDEZRY
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TORAAXRY MEHMAEMGI T ET, ZhUL, BREEEEET0CER L ET, X
X, BEDOZI A7 A FOEICHZD 7y FERE L TND A— )L —"NFEET 58
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M CEET, =TT RXTONRTy MR LT R =& LTERSVETN, KYOK
BT A4 R METREREINET,

BARY —HIF2 1T

IZAA R FHNE, B CHERTA 2 &, b— b X=X DOBELHH, detection filter
F—U— R, BEMEAARY FLEWVEEBROWT A EHAEGDECERT 22 TE
HZEICHEBRELTLIEE N,
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EXr BAAXRUCIONRT Y B Ea—ARLAHIZBINTEET, BAL—LZT 4 2= (£
7o x5 bk (Objects) ]>[BAJL—JL (IntrusionRules) ]>[Snort3MF X T®DH/L—JL (Snort
3AllRules) 1) @ [7 7 — h&RE (Alert Configuration) 151 & L T, #HIREICT 7 AT
HZEHLTEET

Snort3 TORANRY O—DHIFIDETE
BARY 2 —D— Uk LT 1 2L Foifl 2% ETEx £7,

48 HHEIIZ

FEILE IS EOMENENT 2 BERNH L3y NI =0 F T V=7 FEERL TS 2 E
2R L ET

ATy T [#TPx¥ b (Objects) 1>[BAIL—IL (IntrusionRules) | #27 Vv LET,

AT w72 [Snort3 DT XTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vw7 LET,

RAT9T3 BAL—LD [T T— Fi%E (Alert Configuration) 151D [72eL (None) |V 27 %27V v 7 LET,
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AT v F5 [#iil (Suppressions) | ¥ 7 T, IRDOA T aORICHLEBMT A2 (+) #7V v 7 LET,
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HRE LGP 7 RLRIZEE SNAH Ny M Ko TEREIND A Xy N EMflT 554813, 48
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[Xy hT—2 (Network) ] Ry 7# o U R b F Uty bxy hU—7 @R L £,

[fR1F (Save) 1272 Vw7 LET,

(EE) HEISU T, &EDO3IDOFIEEZBEVIRL T,
[7Z— bi%E (Alert Configuration) ] 7 4 > R T [##1F (Save) 127V v LET,

RDEZRY
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P &2 KR ETITHIBRT 20— L A2 L £ 7,
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HOBARY > —TIIFREINEE A,

ATy F1 [R)— (Policies) 1>[&RA (Intrusion) ] Z&RL £,

ATV T2 HWETDHHRY > —DFRIZH S [Snort 3 /73— =2 > (Snort 3 Version) |27 U 27 LET,

ATV T3 TRTOL—ANRY A RSN TNDEX—=VOLHMT, 2 Ay MaBMT 50— 2RI L ET,

ATy 74 [2A2 b (Comments) [FIOFIZHDarr b (A F (comment) 74 22 [2 A2k (comment) ]-
TAaY) Vv 7 LET,

ATY TS5 [ A2k (Comments) | 74—/ RIZ, =3 X haEANLET,

ATY 76 [2A NEEM (AddaComment) |27 YU v 7 LET,

ATy T [R1F (Save) 1227 U w27 LET,

g~k [Z2 A2k (Comments) ]HD/L—/LOFIZ [ A2 b (Comment) ] (-) NERRINET,

RDZRY
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Snort2 1 XX LJL—JL®D Snort3 ~D LA

HAR L=V B LTV 58E1EL, Snort 2 2>5 Snort 3 (22 HAT R, Snort 3 D/L—/L
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FTARTDEARYS—DTRTD Snort2 1 XA LJL—)LOD Snort 3 ~
DEHL

ATy 1 [#TPx¥ b (Objects) 1>[BAIL—IL (IntrusionRules) | #7 Vv LET,
AT w72 [Snort3 DT XTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vw7 LET,
ATY T3 LERDALAL T[T TONL— (AllRules) | NBIRESNTWD Z L ZMERLE T,
ATy T8 [HA7 (Tasks) | KRy 7 XA MNOEEZERRLET,
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Center |24 > R—hLE T,

«[Snort 2)L—)LDZEHE F > O0— K (Convert Snort 2rulesand download) ] : ¢ X TCTHOERARY v —
DFRTOD Snort 2 A AKX Ljb—)b% Snort 3IZHEIIZEI L, TN HER—ANVT AT MIX T
n—RLET,

ATy 75 [OK] &7 Vv 7 LET,

GE) s HIDOFNET [EH L TA > A —F (Convertand import) | ZEHR L7251%, Iz 7
RTDON—, [B—Hb—/b (Local Rules) | D FIZ#H LB Sz —n 2 L —
7 [T_XTD Snort 2 & 7 12 —,LZ 254 (All Snort 2 Converted Global) ] O FIZ/R(F &L E
R

sHIDOFNET [EHaL TH v a— K (Convert and download) ] Z3&IR L7=8E1L, —b
Ty ANER—HVIRELET, Fvrn—RKLET7 7 A VNOEHGE DN —)V %
BLET, B TL—NTN—T~DHAH LL—LDBEN (16 X—) OFINEIHE- T
T w7 u—RT&EET,
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L—LEEALEBARY —0RE |
B = 0EA®y S —0Ssnon2 H 24 LL— L0 Snort3 ~DZ e

BE—NEATRYS—0 Snort2 H X4 LJL—ILD Snort3 ~D I L

ATy 1 [R)— (Pdlicies) 1>[#RA (Intrusion) ] Z&R L E5,
ATw 72 [f[RAKRY > — (Intrusion Policies) ] % 7 C, [Snort 3[AIH AT —H ADFK (Show Snort 3 Sync status) | &

7V w7 LET,
AT T3 BARY = [FH (Syne) |74 =2> (F) 27V v7 LET,
G¥) RARY =D Snort2 /73— 3 > & Snort3 13— a R STV A 5EE X, [[AE (Syne) ]

TAAUPRRED » TERRINET, BT DIHAZ LINV— AR EERLET,

ATy T4 Y~V —%gi, [BAZ L)L—/L (CustomRules) |7 %27 Vv LET,
AT9TE ROELLNERIRL ET,
o [BHLEDON—NVE ZDRY —IZA R — 35 (Import converted rules to this policy) ] : R AR Y

T —® Snort2 51 A X LjV—/L % Snort 3 \ZZEHL L, Snort3 7 A K 2 L—/L & LT Management Center (Z
AR —=FLET,

o [BHEONL—NLD X 7 a— R (Download converted rules) ] : 2 AKR U T —DSnort 27 A X LjL—)b
ZSnort 3ICAHL L, B— NNV AT ALK T u—RLET, Fyru—RLi7 7 A4 VNOE#E
DNV—IVEHERL, B TT v/ a—R7 A4 2w 0y LT T77ANET v /a—RRTEET,

ATw 76 [FHEW (Re-Sync) 127U 7 L%,

RDBRY
RELRZRALET, RELFORRAZZMLTIZE,

IW—ILTIL—TADHRER LIL—ILDEND

Management Center CH AKX LL— V& T v 7a—RT5HE a—U/VTER LT AZ LL—
JLIRT T O Snort 3 /L—/L DY A MBMENET,

ATy [#TTxH b+ (Objects) |>[BAIL—IL (IntrusonRules) [ %27 U v 7 LET,
RATv T2  [Snort3 DFXTD/L—/ (Snort3 AllRules) | #7527 U 7 LET,

ATy T3 [#AZ (Tasks) | kv 7 H VR NE7 Y v 7 LET,

ATv 74  [Snort3/L—/LDT v 71— K (Upload Snort3Rules) 1 %727 U 27 L&,

ATy TS5 AER LT Snort3 B AX bL—)L &G txt £720% .rules 77 AN E RT v / 7o FRay 7 LE
ﬁ‘o
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| v—LEERLEBAKRY S —DHRE
= n—F~nhzs sr—roiemn ]

GE) BN 7 7 AN T —RHE5E. T LRI ELZ LIFTEEFA, =T —T 71
NEXyrua—RL, =7 —ZEELREZIZ[Z 7AVOER (ReplaceFile) (V7 %71 v
T, T7ANDNR—=a 0 25T v 7Fua— RTExET,
ATFYTT = nEL— T N—FIZEHEMT T, FOT =T ICH Ly L— LB L £,

FLWAAZ D— T N—T 5B L ([ LW A S LL— L 7 b—T DFERL (Create New Custom
Rule Group) (V> 27 %227V v 2) | HILWIL—FIZV—L&BINTHZEHTEET,

GE) BEFO R —TI V=V T =T WIWGEIEL, T L0 A X L—L 7 v—T DR (Create
New CustomRule Group) %7 U v 27 L THATLET, FLVWL— A7 —T7 D45 (Name) ]
AL T, [RTF (Save) 127V v LET,

ATV T8 KOVTNNEZRIRLET,

s b= D~— (Merge Rules) 1%, BT 28 LV b— Lz L— L7 — T NOBEFD/L—)L &
~—YLET,

[(IN—=THNDOTXTONL—VE T 7 A VORNFIZER (Replace all rules in the group with file contents) ]
. RO NTON—L 2 BT 58 LUV — VICEBR L ET,

GE) AIOFIRTEBEDONL—N TN —TEZFR LI GE81E, FHTE 247 v a g pr— o~ —
¥ (Merge Rules) ] DARIZ/2 Y £7,
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Y~ —ZRHERE LT, BINT5H5H LW L—L ID 2R L., LB U THE Y ryre— RLET,
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| B

BE 770 — RENETRTONAL—NDNL—)LT 7 g ATk iElc e > TWET, L—b
BT VT A TICT A DICHBEIRBICET T HILERDH D 7,

RDEZRY

* Management Center CH A X L/L— Va7 v a— RT5 L AER LT A H LL— /L)
T _XTO Snort 3 /b—/LD U A MIBEMENET, THUWODHAZLN—NVENTT v
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