afran]n
CISCO.

Cisco Secure Firewall Management Center Snort3/N\—< 3 > 7.4
a4 FXaL—3VAAFR
RISEH 1202411 A 6 A

VRAVRATLRAEREM

T107-6227 HUABPEIX IRIR9-T-1 T v KA DY -« XU —
http://www.cisco.com/jp

BREWASbLEg : v A av X7 v X —
0120-092-255 (7 U —=—)1 #Ei5 - PHSE Tp)
EEE= I - S H 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



[EE) YRR ZCFERICASEIIZ, RE2EDTE (www.cisco.com/jp/go/safety warning/) & CHERLFEE W, AEE, kEYRAaARITH
F1AVMOBEMRTT, VUIERICOETELTE, BARBRBERAT. ZEBRICT Y TT—AHY. YD IREDR—UHBHERSL
TLWBEENHYETLETTRSCLESL, HLETLBZEMRELYFETOT, EXLBRBITOVTIEREY A O FFa A Y FESEE
S, T, ZHEDRICDONTIE, BT/ NA— bF—. F£rld, BHELEICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2023-2024 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

i
ot

2y b= HHER) O—LBAKRY O—OBE 1
2 M= GHRY = ERBARY =220 T 1
Snort fRA&E = 2
Snort3 3
Snort2 & Snort 3 DL 6
Management Center % #5552 @ Threat Defense T Snort 3 OFEREHIIE 6
RV =N TF 747 TRAZRET DHIE 1
B, ERUb, ATLEE : Ry RU—Z G ARY — 8
TI7RAR A bu— b b= RARY — DR 9
RAA AN gy RARY — —b ey 10
RAA R RO 12
Snort TOIEXFRT m—Hid 13
VAT AR L OH AL LRy RT =T 5HAR ) = RARY v— 18
VAT MO R Yy N T =T AR Y = LRAKRY — 15
NAZLLy NI =T 5 ARY v —ELZARY > —OF|E 16
AAZ I Ay BT =755 Y —OF]E 17
AL DMRARY 2 —DFE 18
TAL IR o — DR 19
Ty NI =T G ERAR Y —ORiES; 22

b
ot

Snort 2 /5 Snort 3~DFEIT 23
Snort3 ATV 23
Xy NT =70 ERARY »— OS24
Snort 2 7>5 Snort 3 ~DFITHE 24

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



| EES

Snort 2 7> Snort 3 ~DOBATORIHES;: 24

{El % DF /34 A _FTO Snort 3 DHNE 25

B DT R4 A ETO Snort 3 DAL 26

Snort 2 M7 A % I IPS JL—/L 0 Snort 3 ~DZEHL 26
TRTORARY & —DF_TD Snort 2 77 AKX L jL—)LD Snort 3 ~DZEHL 27
H—DIR AR Y 2 —0 Snort 2 77 A& I Jb—/L D Snort 3 ~DZEH 28

Snort2 & Snort3 DN—ARY > —Dv v BT DERR 28

Snort 2 M /L—/L & Snort 3 D[R] 29

HELETEORE 30

%1 Snort 3 TORARE & BA{E 33

£3=E Snort 3RARY —ZFET HICIE 35

BARY —OHE%E 35

Xy NI =7 G ERARY > —ORiHEEMt: 37

A AL I Snort 3RARY 2 —DIERL 37

Snort 3 1R AR Y > —DfRE 37

=T N—TDUR—K &2
N—NT 7 arouXxrs 43

BARY —D_R—=ZRY > —DZEH 44

BARY —DEH a4

BASEZFIATT H-0DT 723y ha—/LL—/LiRE 45
TIRA Ay br—L L= LRELRARY — 86

BN FZTTAT 7Ry ha—/LL—/LDRTE 46

"
foi

W—IVEFERLEBAR) O—0HRE 29
RAN—VOFEOHE 49
BANL—ILDH AT 50
Ty FU—=I G ERAR Y —ORHREME 5
Snort 3 D J) AKX L)L—) 5]

1ZARY > —0 Snort 3 1ZF A/L—/LDFEIR 54

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



gx I}

RANV—ILT 73 B
BANV—=NVT I arDFFar 55
BANV—ILT 72 DORE 56
RARY —DRAA X MEHT (LS 56
BAALXRFLEVE 57
BAA N FLEWEOKE 57
Snort 3 TORAL—LD L XWMEDORE 59
RAANY P LEVEDOER LHIFR 60
RARY L —MfilOFE 60
RARY — il & 1 7 60
Snort 3 TORARY > — DM OFE 61
PHISE DR EHIER 61
RAN—ILDa A NOEN 62
Snort 2 57 AKX LjL— L@ Snort 3 ~DZEHL 63
FTRTORARY & —DF TP Snort 2 AKX LJL—/LD Snort 3 ~DZHL 63
H—DRARY > —0 Snort 2 7 A X L jLb—/L D Snort 3 ~DZEH: 64
=V T I—T D] AL LJ— )L DB 65
B AR L= )V a T )L— )L T )—T DIF AR 2 —~DIB 66
Snort3 TDOH AL L)L—/LOEH 67
B AL KLV— L DHIKE 68

JL—IL T —TF DY 69

2w b= BEICIE C-EABHOAZE n

"
o

LSP B T® Snort 3 /L—/LOEHE N

Cisco Secure Firewall #4551 — L O 72

Xy N =750 ERARY —ORHESRMS 13

Snort 3 TOH L\ Cisco Secure Firewall #EEFIHD A RL 73

Snort 3 TOFEMERY FT—0 9 1

Snort 3y R IT—U AR O—FFIBT HICIE 19

"
foi

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



B =x

o

"
o

Xy N =TGR —OME 79

Xy NI =GR —DFR 80

T NI =27 HiAR Y > —0 Snort 3 DEFE L FFE 81
Xy =700 EARARY — ORISR 84

Snort 3 DIFAE DA AL Ly N T —7 HARY —OERk 85
Common Industrial Protocol Safety 88

CIP /X7 > F® Safety 8 7 A > FOfHE 7w v 7 89
Iy NT—=I AR —D< v BT 90

Ky RT—=I5HR) —D~ v B T DERR 0
Ty NI =7 WA Y —DFERL 91

Xy MU =TGR Y —DEE 91

[y T —27 38R Y > — (Network Analysis Policy) ] X—CTDA > AT X DIRE
92

A VANRT ZRIED AL — 93

Fv NT—=I5HRY) =D HAZ~ A X 94
RELEA—N—TA RT DALV AT EDA LT A UHE B
A2 TA URRERORRGFOLEL ZITIZKT 9
AANRT B F—=N—=F 4 FOY A DR 99
F—=N—=F A RLIEREDT 7 /v MNREDEIL 100

Snort 3 AR U > —DHEGEE 101

NAL DAy BT =7 GHR Y = O ER] 103
Ry FT =TGR —DREEF v v 2 SNEERE 115

Snort 3 [ 1M Encrypted Visibility Engine 117

EeltSNi-AIfEEI Y 119

Encrypted Visibility Engine OHEZ 119
EVE Off#7 120
FEOIMEA < b 1

EVE® QUIC 7 4 > H—7V v kb 12
EVE OFRE 122

EVE A XV hDFR 123

. Cisco Secure Firewall Management Center Snort3/8A—> 3274374 FXal—3avAhA4A4 K



v &

i

o

i

10

gx I}

EVE % v ¥ ah— ROFER 124

Snort3SMIL 772 bho7O0—&E 127

ILZ7>h70—0%E 129

TL 77y h7u—0REEEIZONT 129

ATV TV =gy XA 2ROV T 7 I a—DT v 7 L— R
130

L7 N T7H—OFE 130

Snort 3 D{EFHI 135

Cisco Secure Firewall Management Center T® Snort 2 AV Snort 3 ~MDF4T 137

Snort 2 75 Snort 3 ~DEAT 137

Snort 3 ~DOATDOF| A 137

B AT U FOH 138

Snort 2 725 Snort 3 ~DBATORA NS Z 77 4 A 138
RS 138

TRV =2 ROBATUV—27 71— 139

Threat Defense C Snort 3 Z 20235 139

H—DR AR U 2 —0 Snort 2 /b—/ L@ Snort 3 ~DZHL 140

BRELTOREE 145

Cisco Secure Firewall Management Center TO Snort 3 #3REIEDER 149

Snort 3 /L—/ L DOHELEETH 149
F 150
EVRATT U A OF 150
NRANTTTT 4 A 150
AfESRfE 150

Snort 3 HELEFIHD A RL 151

RELEHEORE 154

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



| EES

ENE EVE DBBOBEERATICEOIWTC RS 70499 %2TAYY TS 157
Encrypted Visibility Engine |Z-D\ T 157
Fl 157
EURATF Y AOE] 157
AifEscF 158

U—7 7ua—OiE 158

EVE A4 X FDFEIR 161
EOMDOEELEE 162

12 % ILI72 b 70—BEHEROFKRE 163
TV 77 72— T 163
T LTy hT7ua—0fREEEORA 163
TV 7y h7a—DU—7 70— 164
BV AT U A OH 164
AfESRIE 165
TLT 77— NI A= DRE 165
TL Ty h7ua—0DA4X2 NOER 168
T L 77 r b7 a—EERIORE 169
TV 77 N7 a—BEERNADA N FORR 172
ZDMDOBZEEE 172

13 5 Snort 3SBARY O—THMITRE JL—LT—Y R LE-EBORE 173
MITRE ATT&CK 7 L' — AL T — 7250\ T 173
MITRE 7 L — AU — 27 OF5 174
MITRE %X U =27 OE VR AL F UL OB 174
MITRE 7 L — AU — 7 ORHESME 174
Snort 3 RAR Y > —DER ERE 175
(RAA XY hDOFER 1719
ZOMDOSEEE 182

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



Iflr1 =
5 2

2y FT—=0 R O—ERARY —
DL

Snort fR# > ¥ 1%, Cisco Secure Firewall Threat Defense (IH Firepower Threat Defense) 7 /3
A ANCARFRIZERSY T, ZOFETIX, Snort3 & Xy hT =7 53R Y > —BLORAKRY
V—OMEIZOWTERHALE T, VAT ARBBIUOIAZ LDOR Y NT—=I R Y —&
BARY —ZoWTHHHALET,

« Xy MU= AR Y = ERARY =250 T (1 ~—)

e Snort FRAT LV (2X—)

*Snort3 (3 ~—)

* Snort 2 & Snort3 DLLEE (6 X—)

* Management Center /& FE% 52 Threat Defense T Snort 3 DIERERIFR (6 ~=—)

WY =BT T4y TRAZRET 2516 (T~—=)

c VAT LRB IO A Z LRy NI =T AR Y = RARY — (14 X—2)

c Xy FT =IO ERARY —ORREMAE (22 =)

2 RT—O9ERYO—EEBARY O—[ZDL\T
F FT—=T 0GR —ERARY —if, EABREBLOBEOBEED—E & L L
TEMfELE T,

ARARRETE W) HEEIT. RIS, Ry NT—Z T T 4w 7 ~DIEADFREM: 2 Z B
FT=ABLODN L., X2 VT A ORI — 2 2R GFT57 022 LET,
ZhuE TIDS) & LRI E T,

AR &V D HFEIZIE, BABMOMEREENE TR, SRy hUY—7 ZEiEF
DEBEOHDH NI 74y 77 uy 7 LEVERLZYTAHHELENSNET, 2t
MPS) & HIEIIET,

RABGHODOER TIE, VAT ARNT Y FERET 5 L SITRO Z EMThIET,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



. Snot RET VDY

Fv kT HHRY S—ERARY o—0OHE |

e RY RI—=OBHAR)S—IE, FTT7 4 v OTFa— RERTEO FEZER L, i,
BAERLTCWDRERSHDRE RN T T 4 v 712DV TC, SHIZFHMETES X HIZLE
7,

cBARY O—TIHRABLIOTY oty ¥ —L (BHIIC HRAL—IL] & HIETH
%) L, RF—UICESE Ta— FENAT Y FEE L TR Rt & 5
NET, RARY =138y FERTIZRY TR K> TARMTEHEAMH LT
Xy N — 7 BB 2 EREICKIRS 2 Z LA TEET,

Xy NU—=I 0GR —ERBARI =, EH608O7 78R ay ha—/L K o—
LS TN SNETHE, RSN XA IV ITBRRERVET, VATLATIN I 74970
DT SN DEITIE, RABGE GEMORILEE LR AL—L) 7 2—X XD AN, BLRE >
U= 050 (Fa— RERMLE) 72— ARNETEINET, XY b= 0 RY — LR
ARV o —%—fEIHEHT DL, L@ THEM Ty NA VAT v a v B{TH)ZENTE
T, ZORV —iF, FANEZOT—XOR M, EEME, BEEEEOTAREEOS D
Fy NT—27 NT 7 4 v 7 ORFE, BB L OEICENL G £,

VAT ML, FAEEO4 T (Balanced Security and Connectivity 72 &) 272 < md 3
=TGR —BLMRARY =03 B LTEY, ZNHITAWVICHTE LSV, Hif
LCEELET, VAT AMFBORY v —%H5 25 Z & T, Cisco Talos Intelligence Group

(Talos) OMERZIEHTEET, THOHORY T —TlE, Talos [FRAN—I & A L ANRT H
NV—)VDRBEEFRET D & &bl A VAT X L ZOMOFEMZE DM E bt L E

7

Flo, DAZLDOR Yy NT—=T AR Y o—RARY U —bECE £, WAZXZLKRY
V—DRELXHETHI LT, HFHICEBELDHIETIN I 74 v 72 REAETEET, Tl
EoT, BEHMRET NA ZADNRT p—< U ANRM EL, 2a—FIFERSA X Mo bl
BIRANHIETE D X D120 9,

Webf v Z—7 = A ATREBRDOARY =27 4 ZHEA L, *y FT—=I0HR Y o —=RA
RY —ZAER, WE, RfFE, BELET, WD ZA TORY V—%FHET D L &I
[F. Web A v & =7 = A ADEMIT EF =2 a ¥ RRABRREN, ARICS E S E R
EN—UNRRINET,

BIOVER—F EFERIZONTIE, LFOETHEZZRL T I,
* Snort 3 FEA DL
* Snort 3 PLIEDOHEE

Snort REIT VY

Snort fR A= > 2> 1%, Secure Firewall Threat Defense (IH Firepower Threat Defense) 7 /3A A|Z
R RGZESG T, MET DT, b7 4022V TAEA LTHHI LT, N7y haif
MCHMELET, Xy NTV—20HRY =L RARY —TIL, Snort AT 2 DHEREE
ZFALT, BAZHEHEL ThRi#EL £,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K


https://www.youtube.com/watch?v=hwAc_uF6M2Q
https://www.youtube.com/watch?v=euQQ6yl4m3g&t=892s

| #v b7—98HKRYS—EBAKRY S —OBE

Snort 3

Snort 3 .

Snort 3 IE Snort A= > ¥ v DI /N— 3 T, LARTDO/N— 3 > D Snort & bt U CTRIE
ICHEINTWET, Snort D v X— 3 2% Snort2 T, Snort31x L VIR T, N7 5—
T AEAR =TT oM ELET,

Snort 31X 7 —F 7 7 F ¥ NEHEEF S, Snort2 E LTS LRIEDY V—ATEYEL D b
T4y 7 ERELET, Snort3 TIL, M7 74 v 7 =W —ZH{HNOFTRITIHATE £
T, Snort31ZiE., — A DEBRERZICL, REOILELS T 7 M— L ERRTEXEHL
VL= By JABHBEENTWET,

Snort 3 DF DO EE/RLTSITRO LB T,

« D Snort A AKX L AEAFE T D Snort2 LT EZ VD Snort 3 1 TEH DAL v REH—
@ Snort A AKX U AZHEHTET, Sk, EHTHAEY 822D Snort
DOV v— RN ERII, EVEDORBALV—LVEIDRERR Yy NT—T <o TR
AR—FENFET, Snort ALy RKOEITT T 7+ — AL -TERY, £7F v K
T4 —LD Snort2 A AL L ADEEE L TT, EHFEIXIZEEHETT,

« AR B 5 Z & @ Snort 23— 3 > Snort KRR T VY U E SRS B BHAE [E A
T&H V. Secure Firewall Management Center (IH Firepower Management Center) [ Tld&
V) F+ A, Management Center L7 FLZ4L25 Snort DWF LD /N— 5 > (Snort2 B I
Snort3) Tod DD BT DB ZE# TX £ 7, Management Center DR AR Y
T E TR, VAT AR, T RAOBIR LIRS TS U T, BARED
72812 Snort 2 721 Snort 3 N—2 a3 VORARY —Z @M LET, 751 ADRAT
YUV OFEIOWTIE, Snort3 AT Yy (23 X—Y) ZZHRLTIEI N,

e Fa—H—)L Xy hFa—FL—L, T4V NOBRBARY —TOHEEHE L E
T, ORY —THMI LT a—F L — VT EH SN E T,

/AT =/ Fb— b Snort 31X, TRT TR —EHOEELT =7 b (SO) DR
AL— (P=xb—%ID (GID) M3DNL—) ZHR—FLET, FR—FENTWH
WA eE AT 2 h— T N T—S N ER AL

X2 VT4 ATV V2 ADILT LA YRAE : Snort 2 1 I~V TF LAV T T 4>
TD2ODVLAYERELET, Snort3 1%, LA YICERR<KLABMODIP 7 FL 2%
MHLET,

« T v b7 F—2LDOHKR— b : Snort 3 |Z1% Threat Defense 7.0 LLFENRNMLIETY, ASA
FirePOWER F 7213 NGIPSy Tl HR— F X1 TCTWEH A,

 BHIXRT NA A 1 3= 3 2 7.0 D Management Center (X, /X— 32 6.4, 6.5, 6.6,
6.7, 35X TV7.0 D Snort 2 FEUTK T 2Bl & /3= a 2 7.0 D Snort 3 FBUT T % BLH
ZRIFFCY R— hTEET,

e Snort X— g VOYIVIEZRED N T 7 4 v 7 OFW : Snort D= a U EYIVIEZ D
L. NI T 4y OREPFR S, EBEPICWHS OOy M3 Re y X35 FTRE
HndH v 4,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



. Snort3

Fv kT HHRY S—ERARY o—0OHE |

s AR —  HER O HEA T DB THMI /> T2 D Snort = > 2> D
N— 3 TR <. ManagementCenter TREE SN2 T 7 EA 3 ha—L R Y r—,
RARY o—, BIORy NI 0HARY o—1F, RY —O@EARHI > — A L R0
He L £ 7., Management Center 73— 5 > 7.0 LIFED T X TOR AR Y > —IZiX, Snort2
N=VarESnort3N—=2arD2o0N =V arBNhhET, RARY —IFHa
nNE9d, o0, LEOAH], X—AKRY v— BIOMEE—N&2RELET, 2721,
AU —1ZX 250 3—=Y 3 (Snort2 /3—T gk Snort3 XN—Vay) BHYET,
RARY > =D Snort2 /N— 5 > & Snort 3 /13— 3 > TlE, — VEREDOBLE N B I TR
ROGENRHY ET, 2L, BARY =BT A RZHEHESND &, VAT LAEITAN
A ZATHMZI2> TS Snort N— a &2 BEIRIZENIL, £OA—Ta MITRESH
Te—NREZEMLET,

Lightweight Security Package (LSP) : Snort /b —/L®D i (SRU) % Snort 3 DR AL DIF
A=V EREDOEFICEE R T, BHEX v m— R4 5L, Snort3LSP & Snort
2SRU DR GNZ Y ra—REET,

LSP D T, Bl & R ORANL— N LA VAR Z =)L BFON—VDERE
#%OIRAE, I KLU Management Center & BT T DBl N—2 3 7.0 LIEOEEZ D
T 7 /v bORARY —REN M X FE 9, Management Center & /N—37 3 1 6.7 LRI
M6 70ICT v 77 L— KT 5L, LSP & SRUDHE LRI AR— b & FEJ, LSPOEHT
I, VAT ALY RSV ARHIBRSNTZYD B LWA— T Y LT T L
NOEEPREINTZY . TN NOBFEPER SNV T52LHHY £, LSP
DFEFHNZOWTIL,  [Firepower Management Center Configuration Guidel] D fHi/\— 3
@ [Update Intrusion Rules] @ h &> 7 S L T 720,

Snort2 & Snort3 D /L—/L L EFFRED~ v B2 7 Snort2 & Snort3 D/L—/ L3~ » B
TEN, vy TR VAT AL o TiRtEnE T, 2L, 11Oy BT TR
b FEHA, VAT AL TRESNHRAN—ZAR Y > —|L, Snort2 & Snort 3 D]
FIZX L THEANCHESNTEY, —ty "BRRRDGETHR TIRABEZRAL L
F9, VAT AL o THRMAEES S Snort 2 & Snort 3 DX— AR Y —i, [ TR ARG
RETHAEIC Y U 7SN ET, FEMIZONTIE, Snort2 & Snort3 DR_— AR Y o—
D~y TDFRR 283—V) 2R L TLIEEN,

Snort 2 & Snort 3 /L—/LA— =T A RORM : BEIZKET 285 23 7.0 127 v 77 L—
FENDE, ZRICHT AP OB P % Snort 3 N—2 g T v 77 L— KT
& £9°, Management Center [T Snort2 /X—3 5 V' DIR AR Y & —DREFED/L— L DT T
DF—/"—=F A R%& | Talos BEET H~ v B 7 Z2H LT, xfI&d 5 Snort 3 /L—/11Z
Yy BT LET, EEL, Ty L= FRICEIT LB A — =54 RRH LY
B0 HLWEBICKTT BB OR"—2 2 0 7.0% 4 A b—AE, TR EFEHT
2R H Y £, FEMICDOVTIX, Snort2 D/L—/L & Snort 3 DIEH] (29 ~—
V) EBRLTLIEEN,

o AKX LMZAN—IV : Snort 3 TH AKX MEAN—VEAERTE £, F£72. Snort2 IZTF
ETHHAZ DMMEANL—/L% Snort31CA VAR— 452 L b TEET, FEMICOWTIEL
Snort3 DH AL LjL—)b (51 _X—) ZHRLTLIIEEN,

« JL—)L 7 )L—"7" : Management Center Ci, T XT® Snort 3 /L —/L/L—)L 7 )L—"F|Z 7
I—IENFET, =T NN —FIN— VDRI N—TFThHY ., L—ILDOT It

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



| #v b7—98HKRYS—EBAKRY S —OBE

Snort 3 .

VF 4. —ADOFEF—Tar, BLUOV—AITA—FDEF2 T 4 LD
LT DO OB ERA X —T oA AZRM L ET,

Management Center 7.3.0 A%, E DO L~ DNV— VT N—TD)N—)LF BT — g R
PAR— b ZFL, =D X0 L TImERR R SV — b AR L £, MITRE 7 L — A
U—J %L CNV—L%EFT S — R T&5MITRE 7 L— AU —Z7 NBMEET,
MITRE (%, V— T NV—TDRID AT TV ThH Y, Talos L—/L T )L—TD—FHTT,

)

G¥)

MITRE DOFEAIZ- DU T, https:/attack.mitre.orgZ 2 L T 72
AN

Jb— %, MITRE ATT&CK /V— /v 7 )v—" Jb—)b BT I Y )b—) T—T7 BED
[Ty NEAT | V=L T N—TF <7 TEREY EBHONL—ILTN—TD—E
IZTEET, ﬁ%T%ﬁw—w&w—7#&AT)/—I74& —EERRIN, R
i b T AT DICRIRTE T,

ZOEBLANLOBEEREICEY, V=TV —N T N—T | ThHHKBDOEFZEE TS
N=RATEET, ZNOLDON—AVTN—T 2L, FFED XA 7 OHfegatt, Flo¥ —47 >
RN AT A, BUOBE AT AV 2, MEICEESTHL—LOEy hREGENTWE

T, =T N =%, 420D FXF2 VT 4 LLREEMITONTOWET, X2V
T4 LYV DOER =T =T OEMRHIRNATE, xRy hT—7 ETHRIEERS b
FIT 4 ITIC—BTHNL—IDNL—T I a EERTEET, 2L, Bx=2U 5 0.

INT == A BLUOBRBRAMIEOM CHE DWW RNT U 22 b T 72dicfThivE
7T

Snort3ij\ﬂ”) VU MRET HITIE, Snort3RARY —DfEE 37 X—) 2SR

BAAR FONAL—L T I—T LR — MZOWTE, =L T N—TDLR— bk (42-2—
V) ESRLTLIESN,

Snort2 =22 L Snort3 =2V DOYI Y AR X : Snort 3 & VAR — h 9% BTk D B
X Snort2 H VAR — FTE F9, Snort3 75 Snort2 ~DU) VIR 2 1L, ARIMEOBLELHE
TInNFEHA, 2L, YO BRZNMLERGEX, Snort3 AT (23 8—Y) O
FNEIZAHE- T fiéb\o

EE Snort D=V 3 VIFHHIZEIVEZ B Z RN TEET A, Snort

D—FHNN—=T 5 TORAN—ILEZEFLTH, bH—FHD—
TaryTIEHHBMNICERINET A, Snort D— D= g T
=V DN—)VT I a rEERT HEEIX. SnortD/N—Y 5
EYVREZDANT, b —HDON—=Ta v OEREZLTHEBLT
<héwo/17A LRSI ARMA T 3 id. BASR
Y2 —@ Snort2 XN— g VOEBEDIH% Snort 3 X— 3 VIZ[E
HMLEd, ZOWOREBITITOERE A

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .


https://attack.mitre.org

Fv kT HHRY S—ERARY o—0OHE |
B svort2 e snonzomm

Snort2 & Snort3 O LLER

Snort 3 1X7 —F T 7 F ¥ NERRF S, Snort2 T HLERIEDY VY —ATEIN LD b
T4 ERELET, Snort3 TlX, T 74 v I =P —BfENOFIMITTHATE E
7, Snort3|ZlE, N— VDGR ERSICL, FEOLEF TV =7 M— IV ERRTELHL
VW= By A B ENTWET,

WDOFEIT, AT U HEREICEIT 5 Snort2 N—Y 3 & Snort 3 N—V 3 U OOEWAE R LE

j‘o

HERE Snort 2 Snort 3

Nry hAL Y R FakEATLIT1 o Futv AT L ITEEDE

a7 4 Fal—ar AE| ek A X xGB AEXxGB, L& DAEY

U o H %X MR TRE

WEDY m— R K kvEs, 1oLy F&{H
Bl a7z e B afEe

N— VDB T A —EMWENe L, BITHLE ((LROZEAEZGTLE) v A
ARA

Jb—LDa Ak TA DR #. #begin, B I U #end v —
7, CEBAZAI

BINY 7 7 LA : Firepower @ Snort 2 & Snort 3 DJEL D,

Management Center = I x5 @ Threat Defense T () Snort
3 DHEREHIIR

WDOFIZ, Snort2 THAR— h TV DA, Management Center & BTG D BB 3 9 5 BHtH
TNA XD Snort 3 TIEHAR— F SN TWRVWEEREZ R L £ 77,

= 1: Snort 3 DHEEEHIIR

R o —/5EkE HiR— b I LERE
T A ary ba—/LRY T — (Access WDT 7V r—3a URRIE
Control Policy)

« Safe Search
* YouTube EDU

. Cisco Secure Firewall Management Center Snort3/8—>3>743> 74 XaL—> 3V H4A K


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/217617-comparing-snort-2-and-snort-3-on-firepow.html

| #v b7—98HKRYS—EBAKRY S —OBE
Rys—mt570vocoAERET 4% |

R o —/4EE HiR— b INEUVBEEE
{RAR U >— (Intrusion Policy) e JE— UL L— LD L X \DME

e O XU DRIE :

* SNMP

« SRU/L—/LDFEH (Snort 3 | LSP /L—/L
DEFDOHZEYFR—FLTNEHZD)

Z DM OBERE (Other features) FOQDN &I LB A X houax o r

RNVO—WN bS5 T4 VI TRAZRET SHE

TR a—LDREFO—EE LTI AT IR N T T4 v 72D T5E, Xy hU—
7538 (B & RiuE) 7 = — XBMRABGE (BALV—/VE KJOGEMERE) 7 = — X &35
WZZEDORNCFE TESNET,

ROKNZ, £ TA L TDORTT7 4y 7508, BAPB#E, BLORy hU—7 BB TO AMP
DNEFEZ @b L ORLET, 7782 ar ba— L R =MD R Y —Z RO LT
o740 5BETHLLA, BIOENLDORY —NREORH SNBNEFER RIS TWE
T XY PT—TGHARY v—ELRARY —0OFR 7 = — X3RARRINTNET,

Access Metwork File Polic Intrusion
unencrypted » Control —>| Discovery —»| A Y L5 Policy
Rule & Policy A
lno malch
Security | encrypted S5 decrypted Network Access Network
Intelligence Policy —>| Andlysis Control > Discovery
Policies Rule B Policy
lnn match
" Metwork Default Action
Default % R
AZHE'I;; => Discovery —» Intrusion
Policy Policy

AUTA VR (DFED, V=T v R, AL v F R, RIFUVART LU AU E—T 24 AF
T A T4 A H—T 2 AOT 2R L CBEEGRENT A ACEB SN S EM) <
I, VAT AT EMO Tt ZDIFET R TOEMBIZBWT, BlDoA v A7 g2 LT
N7 40070yl TH5ENTEET, EXF2 VT 4040 TV A, SSLARY v—,
Xy NT—=I 3R — T7A4NVKR)v— BEMRARY —DFTXTT, bF7 4 v
JERay TERIIEETCEET, M0 LT, Ny v Ty y hERETSF > b
T— 7R =1, NI T4 vy Tu—IlEBEEZ D ENTEERA,

RIS, 7B ADEAT v F T, X7y ML TUVATANA R M EAKRTHHERH
DNET, BRABLOTY Fuatzoh X0 b BB RAALRY M EBFEENRD) 13,
Nry NERIFFOa TR X2 VT 4 VAT EEATHDAREMZRIE L CWVET,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Ty RIT—IBHRY S—EBAKRY S —OBE |

B == e snE . 2y ro—oaERY o —

&=,

Je

EYb SSLA U AXRZ L avORETH B NT 7 4 v 7 O@BEBFF SN TWBHEESC, SSLA »

IER1E.

AR 3 UREEIILTOVRWGEHRIZONT, ZOMIX, FOXIRGEOT 78R a2 K
02—V )= UK DREEAL N T 7 4 v 7 OB E L CWER A, T 740 R T, BE1E
éih?’:f\%’ o — F‘@{?J\/l’ VAR gl T AN A AT g T > TV E
#O:h BABXOT AN A AR g URREINET VA 2y ha—v
=L k&ﬁﬁeﬁbtk%wwﬁm@ﬁwb R =<V ANA ELET,

%*@%ﬁ@%ﬁﬁ\ﬂmﬁﬁibm\77tx:y%m—ww~wib%%miykv—

TR Y =N BEIRE I E T, ORI (FricT7 7Y r—3a VEORTLE) 137 7
?23/%ﬂ%wwwW®@R%’£ﬁéﬂiTo_ﬂi ALK Ty NT—7 GHTR Y
U TCORMLE DR EICITHELEEA,

BRI Ry kT— R S —

Fa— R AEET LR VWE, 7o FaloMEICL Y ¥ —r v F o T hiT2 7
HDOT,MARAIZOWT N7 7 4 v 7 Z@UNCFHECE £ A, TNHDNTF 7 4 v 7P E R
I, UTDOXA I T TRy NT—=TGHARY) —IZ LD ORRE /2D T,

WEIL N T 74 v IR EFa VT4 AT VP2 R T T4 NE Y T ENT-E
HERAL N TG T 4w I BF S a D SSLAEY I Lo THEB L ENT-E
e T ANELITRBARI =L 2T I I 74 v 7 EHMABETE DL DI DRI

Xy FT =T 5HAR Y —E, 7=2—RATO/ry MUEREHIE L £3, B0, VAT AT
BHID 3 DO TCPIP @x B -~7-/3ry NaEE L, Wi a b a)VERFEOIES L, AiLE,
BrUoBHICERE T,

Ny hTFTa—=KX, Ry by =X Mo — & A UART ZO%BTRANL—IV
TR T 2 RUCEB L £, TCPIPAX v 7 D& LAY DT a2— Kk, 5— &
UV?E#%%%éM\X/FU M. NI UAR— M@~ EIRFIATONET, ~
ry b FTa—ZF, Xy b sy A0S EIERRFIELRELE T,

AU TAVERATIR, A T4 VIEHULT Y T uk v ik, BOBREDKR & i D ATREME
ER/NRICT D720, b T 7 4 v 7 2B 7 —~ v b (EBUL) LET, TOMmOA
ARG ZRARAN =L DBEMRCAT » P2 L, VAT LA TRELSND T v |k
WHy P =2 EORANTRZESNLG ATy FERILHDIZR DK 5IZLET,

Ry hT—IBL N T UARAR—FBOISEESERA VAT ZIL, IPT7 T T A M EEA
TAHREREZHRE LT, Fov 7Y IMRHEEZEITLEZY, TCPBLRUDP Yy v 3 D
AL ZEITLEED LET,

FIUAR—=IFBIORY NTU—T A LV ZART ZO—EOZEMBREIL. 778 A 3 b
0—/)LRY —DX =y NTNRAATUEINDTXTDONT 7 4 w727 v —3 L C
HHAINET, TROOFEMBREIX, *y NT—2 AR > —Tide{ 778X a3k
n—)LRY —TCRELET,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



| #v b7—98HKRYS—EBAKRY S —OBE

TUER AV A== BARY —DFER .

cKFEOT TN r—vavErya han Fa—Fix, FEXATONNry b T ERA
W 2D TR RICERE L&Y, 77U r—Ya @y m baroxzys
a— REEFITDLZEICED, VAT AET—FREANER Dy MR a7
Y EEOR AL — L ESREICHE L, RE AR EHSDL 2N TEET,

* Modbus, DNP3, CIP, 3 XU s7commplus SCADA A > A7 XX, 77 4 v 7 DLk
R L, RANL—MZT —FZ Z8flt L £ 9, Supervisory Control and Data Acquisition
(SCADA) 7w k=i, B, KALHL, BlEE, 290, Wk AT AR ED LT nt
ALAVTIANT Ty TRt A BLXORME T 0B ANL DT =2 2T =4 il
BfELET,

o« —EDA AT ZTIL, Back Orifice. F— FAF ¥, SYN7 T v RBIOMO L —
h_R—Z2DH B Y KEEDEB AR TE $9,

RARY —T, ASCUTFA MDY LTy b — RFESARRIEE B 72 & OMET —
T DB T — 2 A AR X ERETDH I EICERE LT EEN,

BB ST 78R arbe—A R =TI, 1 2OF 74Nk Xy NT—T 5047
RYT—0, RUET 78R arba—L R =L THHORHINDTXTORARY
VAT OTNTONT T 4 v 7 OFPLHEZHIE L ES, MHEETIE, 7740 FTRT
VAOEMNI-EX 2 VT ¢ Lt (Balanced Security and Connectivity) ] > bV — 27 4R U
eMERSNETR, BIOTATIMFBRY —RHALZ LRy NT— T SR Y —Il A
BTxFET, K0EMLEMTIX, Efka—W, BT 74 v 7 ORI ESE
IRAAZ L Ay NT—=70R) o—2R0 Y THZLIZL-T, FEOEF2VT 4 V—
Y. Xy FU—=2 VLANIZEDET I 7 4 v 7 ORMLEEA 7Y a VB TE £7,

N

GE)

=T 7 a N [fEHE (Trust) | THLT 27X aryta— R R)—b aX 747
TaVvNERCT 7y a N[ 77 A /SR (Fastpath) | THDH T LT 4 )V H IL—)L DA
Ta—ETARY BB ERE AT ATERINDZ EBNDLNYET, TOA X2 NI,
Management Center DA X2 F _X— 23R INEH A,

72X arrca—JLJ)L—JL : AR O—NDEIR

BUIOFEEDH, 77EA ay ha—L—L (bD%GE) Z8NTF 74 v 7 %L ET,
FEAEDHE. Ty "R —BLIERIOT 782 ar ba—)L L—LANED KT T 4 v
RS ET, a—WPE B L NT T v BT, EHE, Tuv s, F
XA+ 2 N TEET,

TIRA ALy =)L )L— VLTI T 4w I EHFATDHE, TAAINRNY T—=H_ <)L T=x
7, BET AN BAIZOWT, ZOEFTN I 7 4 v 7 BRETEET, T/ERXar b
0= == LW T T 47, T/ Aar b=V R —DF 74V 5T
Jvaili o T EINET, 774NV T 72 arTlE, T4 AN T—HERAIL
DNTHHRETEET,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Fv kT HHRY S—ERARY o—0OHE |
B erozxxovay gakyo— L—n. THEY -

\)

GE) EOFRy U= 5 RY =k o TR SN ICEHL LT, 7 XToOry I, &
EINTWAET 7R aryba—b—e EMNGIEICREENET (LER->T, BAR
Vo—izkamEoRG L £9) .

RV —=NETT7 4 v 7 TRAZRET D HE (1X=) OKIZ, A>T A > DR ABSHE
EAMP DRy NI —JRBEAZROEIIEBETEIN I 74 v 7 D7 v —%R LET,

TR A b= L=V ALK, =B LI NT T4 7 OBRERTFSIVET,
WIZh T 7471, 2y NI BER) =X DT 4 ADN) T—XDOKBRE, 77
AR —AIWCLAEET 7 A NBLIR LT =T ORE, BARY > — ALK DE
ANOBREZEZITET,

T EAary =NV — B L—H LN T T4 T EFFRLET, 2L, DOV

FVATIE, T 74092713 BA (BAWVET 7 ANVERIEFLT2T) IZOVTHRAS
2N T, =BT G TWARARY =T 7 A L R —Fdb 0 £H
oo BIBEFFAESNIZNT 740713, T 74V FTHXy N7 RBHAKRY —2k-T
BREINET, LER->T, ZOREZTHILEIITDLY £HA,

cZDVFUATHE, 778A b=V KV —DF 74V s T2 arT, —&%L
2RI 74w 7 %FRILTWVWET, RIS, T 740 2713Fy NU—JHRIEFRY v— &
DIZZEDODHRBARY =il THRESNET, 778RA a2 ha— b—LE2ET
TxN T I a AR ARY = AT D & EIC, BEISUT, MORARY
v—EEHTEET,

Tav Il ENTE N T T 4 v IREEEA N T T 4 v BRI NV OT, Mok, 7
0w 7 L LREHL— VT EENL TV ER AL,

BALA VARG Y  BARY O —, IL—IL, BEHEEY +

N7 7 4 7 BEEAIZIAND T EEFFRIT HRIC, VAT AORKBET A & L TR ABGE
EHEHTEET, BARY U—F, X2 U7 (EKICET S NT 7 1 v 7 ORI EZ i
L. AV A VBT, BEOODL NI 74y 75270y P EFRIIERTHIENTEE
T, RARY —DERKEIX., EORANL—ABLONT Y oy L—Lzghc L TE
DEICEHET HNEERTHLTT,

BAIL—ILEA VARG B IL—)L

BAN—NVEFEF—TU— R LB HDEy FELTHRESN, Xy NT—7 EONEsitEE2EH T2
AAERHLET, VAT LIRAN—NVEFHL TRy NT—2 T 7 40 v 7 %58 L, b
T4 I PN IVDOFFIZEE L TWDINE I DET v LET, VAT AFKL—LT
BEINTEMZ Xy ML LAEDLEET, V=L THRESNTZTXTOLRBI T v b
F—EAN—HT IS, VAN NI H—ENET,

AT AMZIL, CiscoTalos A TV V= X7 —7 (Talos) 12X > THERENTZIRDZ AT
D=V PNEENTWNET,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



| #v b7—98HKRYS—EBAKRY S —OBE
BAL YRR V3 BAKY o—, L—i. eyt [

HEF T2 MEANL—L XA L ENTRY, BECTEETA (2L, HET
LHREDR—FRLIP 7 RL AR EDNL—L ~y X —fERZHRL)

AEHET XX MEANL—IL =L DF LWVHAZ AL VAR AL L TREBLOEE T
TET,

s 7V Tak vV —b Ry NT—=TBHRY) —DA AR Ry T a—X D
WA 7 a UHBBEEMT NIV T, f AT X = Far—1L7Y | RwE
L7 CEERFA, FEAEDALS VAT ZAV—IET 7 40 F TESC R > TWET,
AR NEAERL, A TA4 VBT, BTy M Fay 7357l v AXT H
AT A, =V EANCTHMERSHD £77,

VAT ATRARY —If» TR7 v FERMBT BBITIE, BRIV —L 37T 4 <A H
W, HEHE (FT U AR—NE, 77U r—varFubal, fFESNER Y N7 ~DA
HAFEZRE) ITHESNT, 37ty NNOTRTOT VT 4 THRA—LaELET, K
2 BANV—I DS BNy MOET 28970 — 0% 7y b E2RIRLET,
IR, SNV TFN—RRT DU NIFHORBREEIT LT, T 74 v 7 DP— T —3
TEMWEIDERELET,

e b T 4=V FRRIL, TV r—Yay Fa haLlNOBED T 4 —/L KTO
—HERELET,

AT UKL, X7y b XA a— RO ASCIH 721334 F VU XA b TO—FH%
BMBELET,

Ny FEEBR T, BEDOI T U IYNEENTWENE I TR, Hrshiz
7B haMIERK L TWNE NNy b Ny X =0 bn— RPRRBEINET,

HAL MMRARY —TlE, =L ZGMEB L OENL L, A OERET 2 b L—/L &
WREIEMT 22 LT, mHAHHETEET, Cisco HERMREZMEH LT, Xy FV—2 |
THRHINTEARXL—T 4 VTV AT A, == B IAT L N TV r—vay
Tu bhank, THDOEECRETHEDIER SN V= VZEEM TS 22 TEE
7

)

GE)  7uv =V ElRELTRED NT 7 4 v 7 BT H0I+5037237 v BN WGE, v
AT NIEOD T 7 4 v 7 EBMONL—LERE L CGHEZRITLET, BODNT T 4 vV
DOWTIPN, 7y THEICHESNTNDIAL—MI—ETH L, Eyvvarvidryaey
JENET, 2L, BRSEIERVDNT T4 v T BV AT ARG THE, VT T 4w T
AT —H A, BRIy R AR LTS L— /L TREF EFREINET,

EHty k

VAT AFIRBARI—EER LTI 7 4 v 7 EFMT AN, BET 5485 » M
LET., By NNOKESOEIL, BAL— L T—RICERINAEEEL, BHETB X
WD IP 7 RLARAER—FZ#BAILET, RARY O—ICHLIEREHEHL T, L—H
HlB L OB L— VIREEICH D IP T FLAEZERT I EH T ET,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



B a1~ rosm

Fv kT HHRY S—ERARY o—0OHE |

VAT LITIE, EREHLDT T IV NEBDLREREND1ODOT 7 4V bEKYE v bR EE
NTWET, VATLAERMOIEFEAFT V=27 b V=V EEET AR L—UE, ZHHDE
BEHBOT 7 40 MEFEMHH L TRy NV—2 BIOR—  ESEZERLET, =& 213,
=N DKL, RSNy NT—7 ZRET D72 DITE S snove ner 2 LT, fRi#
STV (DFEVHLD) Ry T —7 ZIEET D72 OITZEL sexrernar ner ZEH L E

T BT, BN — LTI, MOEREHAOEBN LIXUIXEH S E T, 2L 2
Web $— N2kt d 2 =7 A7 a A N ERRHT 20—/, sarte servers 224833 SOV suTTP PORTS
EREAEER L LS,

Je

i

VAT AEHOBRARY —EHEHTHHATH, YAITIE, T 740y bOTERT
AN NEREERT L EEMCHRLET, v MY — VB Z BRI D A8
THE, MERNRELSI, VAT AL TRDODLWT 77 4 BT 4 ICB#HTH AT L%
FTo=HTEET, @BERI—VII, 1DOULEDOHAZ DMREARY 2 — TV 74572012,
T AL BEF ey NEERR L TERTE £97,

X

AL LEH Yy NEERT 25613 DA DEHE Y MOEAIOXF L L TETFEMHH
LW TLZEW (72 & 21X, 3Snort) , 2D X 912 LT, Management Center ® Threat Defense

TFAT VA —/VIREZ TS & Snort 3 ORGEAKILL £77,

RAARNY FDAER

RASNTWDLARBMEAFFET DL, VAT AIRAAXR FELETT) Ty A0 b
(FEDTRAAMNRY FEMEENDGZ L HD ET) BAEKLET, FEMLT SA R
Management CenterlZ A X FZFELET, 22T, BT 2R L. Xy FTV—2 7
Ty M 2HBEANMBICHIECEET, 41074 VERTIE, FEIRT A XL, AF

THLHEHBALTWE ARy b Rry PERIIEEMI LN TEET,

T =B R—=ANDEARAA X MIA R h Ny X =R A X NG EGH, HETE
BHEDIP T RLA, R—=hF, AR IEERLIETrERA, BIOAXY MO AKHZET S
B, SOICHBORGELEZOX—7y MNCET a v T2 MERBEGENTNET, /3
7y b RXR=Z2ADA X NOYE, VAT AMIEGLENT Ny sy X = AR MR R
V=L y b (BEOLGEHY) OXfa—FKpav—ba ZIZiEiklL 9,

Ny hTFa—x TV Fatyt BIMRAL—L =P NTTRT, VAT AIZED
AR MOEMEGIEREILET, RIHZRLET,
Ry NT—=I MR O—TRESNT) Nry N Ta—Fn2013 14~ (FFvayv
RN B—FDRWIP F—4 7T LDYA X) KD IP 37y hEZITWR-12856. 7
a—HFINERER N T T4 T EIRLET, Ny FERETHEARY v —HND
NBES 5T a—Z— VNS, VAT DI TA VAT ZA R bR LE
7T

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



| #v b7—98HKRYS—EBAKRY S —OBE
snon coFEmrn—5z [

cIP (LT Tty U REETL—EHDIP 777 AL FEKRE LIRS, £ A
TN BRI MR L, BT DA v AT Z)V— )L INEIR 811, VAT
DZEoTA VAR Z AR SBRERESNET,

BFANL—N TP UNTIE, IFEAEOEET AN L—VBIOEEA T F—
MEART Y MZE S TR T —ENTEHGEITBAAL X M EART A LIk EnE
ﬁ—o

T A R—= AR AA R RN EFESND &, 22— ITHED A[REMEIC O\ Tl 2 Blss T &
FT, VAT AL, Y RRAAMNR MEHEL, XY MUY BRELEXF VT 4 KR
=D AaATHARNTEDA R MNEETHINE ) DETHET 2 72 DI B2 — L a7
=

Snort TOIERFR 7 O—RE

RN —T 4 T HRERA LA T4 VBBITIX, Snort DHGE N T 7 ¢ v 7 ORRMED
HIRED720, 237 FOIEF LRz bvE T, Snort i, KAEZRD 7 v —FH D5 D TCP
N RY A I RTGA—=E (T4 RORTF—Y U ITRRRET A FA X (MSS) 72 &)
IR T D Z N TEP, FRELTHERANRKREDONAY v M EZIETHAREMNH Y 97,
WD TIL, WHFDT/RA A Snort =P ZEITLTWET, E2AN, Fbbp=
VHFEERR N T T 4y 7 T7a—FERL CWEYA, 7e—DOTCP3 VAN R oA 71X
SERIZIEF Y T v SNV, B TEAERILOZ A TRRIREEINNET, 72720, o
FHRH 72 ERAIZ, Snort T Y UNIFRREND 7 —DAITEITENET,

R 1:E/HIL—F 1 25

Security
appliance 1

/ Security
appliance 2
Outbound?Traffic

N
Return?Traffic ' Inside
. network J
S bt

251155

FEXFRN—T ¢ 7 OEREETIX, Snort [TIBIORE Z LB &I B o — A U AT s
LET, 70— F =SV TENWEZ XA F I v 7 IR LET, FERR T 74 > 7
X, 77 AT U —VOFIECHEL 52 D RHEMERH VD . Rl 7B TIX e WIEAE R H D

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Ty RIT—IBHRY S—EBAKRY S —OBE |
B A7 LB8BL0h R L3y FT—IBHFRY S—EBAKRY L—

ZLITEELTLES Y, iV A, Snort (T, MBS L TIOL S REMAZTR— K5
EOICEF SN TNET,

CRF LB EUNRE LAY FT—I HHFRY S —
EBAKY S —

LT 78X arybme— R —2ERKTLHZL1F, VAT LEEHL TN 7 4 v 7
Ta—EERT A ODORYIDAT v T D1 HOTE, T 74 Tl FLERENT-T 2
T2 aryiro—LR)—F, VATAZLEoTHRMEEINDEI Ry NU—Z5R Y v —B X
MMREARY —%FFOH LT AT 74 v 7 2RELET,

WORIT, A4 TFA4 v DEABGHERT, F-IEREnN-7 2782 ary ha—L R —
DEINC T 7 4 v 7 BT 5 L a2 R L TWET, BiER SR A 7 = — X1 3miHE=

RENTWVET,
Security traffie not Default Network | pre-| prn:essed Default 1 ' I‘T'Iet'wnrk ' _Dallia_ﬂc_hon_
Intelligence ——————>| Analysis Policy: Adion [ Discovery ——| Intrusion Policy:
(global lists only) | blocked Balanced traffic Policy Balanced

UTFORICERELTIZE0,

T I7ANEDXR Y NT—=IGHARY) —i2k->T, 77&8A a3 ba—/L R o —TH
HENLDT_XTO T 7 4 v 7 ORPLEAHIE S ET, AIHIEETIE, A7 A28 -
THEfE S 415 Balanced Security and Connectivity * > b 7 —2 4R U > —3F 7 4 /L K C
‘ﬂ—o

T R¥AaL b a— VR —DFT T FI)V N T 7 g 0k, VAT AMTED Balanced
Security and Connectivity R AR Y & —IZ X DMEICHE- T, BEORWENT 7 4 v 7 &
RCHFALET, TIFNVITIa NI bT 74 v 7 OBBEHFTTDHDT, Elf)
CeNEEOHDH T T 4 v 7 ERE L TEBENICT e v 7 T AR, MiHgEE
T HRAN, 77V r— gy, a—%F F— &_OwTF774/ﬁ%FET%i¢O

ARV, TIANMDEF 2V T4 AT IV AT vary (Fa—\Lie7
nyZYARETry R LY ARNDR) ZEHL, SSLARY —IC K bE5 b7 7 4>
TOEERL, T7®Aarysa— v —LEHER LRy NT—2 NT 7 4 v 7 ORI
PRAVERCRA X AT L E A

RABGHRER 2T 57 DICEITTEXL Y IR AT v I, VAT AMITEOR Y T —
TR =L BARY) S —DRDYy h2TF 740 e LTHRATAZETT, AT A
Wi, INHORY —OEEOT Bt S THET,

FolE, BAFZ LR —ZER L CTHEATHZ & T, RAHEMZFHECEET, 215
DRI V—ITREEINTNWDA LV ART FZET g, BAL—, BILOZEDMOFEMR T
B, Fy hT—=2DEX2 VT A O=—XTHWELEWEAERHY T, RETEHE Y K

ARV —BIOMBRARY —Z2f T2 LI2LD, VATLARRy NT—7 EO
77 4y 7 BB L TRADHEIZOWTRET 2 HFIEZIFEFICZOMMHEETEET,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



| #v b7—98HKRYS—EBAKRY S —OBE
ST LREORY kT—s Ry o—eBAKY v— [

VAT LRBOR Y RT—IHHRY S—EBARY L—

VAT A, Ay U= R ) = ERARY = DORT RN OB L THET,
VAT AL o TIREEND Ry NI BT ERBARY —%fFHT 5 Z & T, Cisco Talos
AT VT2 AT N—" (Talos) OREREIEHTEET, ZNHDORY > —TlE, Talos 2%
RBAN—IVEAL AR ZL—)LOIRREL L BT, A L ART ZRF DM OFEMER E DO W
EbfitLE9,

TRTORy NT—r TuaTdyAN, /b7 7 0w 7 FTAEHEARATF v IZx5fs LTz v A
TLMERY —3H 0 FHA, ZNHOERY —T KM r— AL Xy NU—T DRy
7w FIZHHE L TWD T2, ZHDOR Y 2 —|ZESWTHEYNC T SN HER ) o —%
KETHIENTEET, VATAMIBRY —i%, ZEEPICTOEEHEHTEETN, &
AZDHRY) T —DOR—=AL L THEAL, BAXL R —2KBADOFy NI =728 ET
T D ERHERENET,

Je

Evh SATAMBOFR Y hT—IBHR) =L BARY =2 AT 584 TH, *y hU—2
BRENEMICKMIND E I, VAT LAORAEEERET HMLERHY £, b7el
b, FIANM ROy MCHDEEERT 7 4V hOEKEEELET,

B 2 et M4 5 & | Talos 132 AL —/L D EH (Lightweight Security Package (LSP) &
HW ) EV UV —RLET, INLDOL—LOEHFIZEY, VAT Lo TREtEND % >
=2 5RO —RARY —DNEE I, RAL—RA AR Z— L OFHIE
FCE 7T, BEE— LV OREDEE, T 7 4/ FORY —FEDEEIMTHONET,
N—=T T T =T, VAT LMFBORY = b—ARHIBRENTZD . HLv—L
AT VPRI NTZD, SHIZT 74NV NOEREy "RERINHZELHD ET,

N— VN Ko TRBMNELZZITH L. Web A ' F—7 = A AT BEZ T RAKRY
=RF Y R =GR = BLOENLOBDOT 78X av bun—L R vr—zk
MLlebDE LTHRWET, ZEEZANITHIIE, B INERY > — 2 HRHT 20N
&)@ij‘o

VNS U T, BBEZ T TRARNY V—% (BT, ¥HE3E822 07778 3 b
2—/LAR Y —LAGDET) HEICHERTAI LI, V= LOEFEHRETETET,
ZRICEY, FiicH SN 270, B X OERANGE#ET - DICRERRE RS
WCHENWICERNCHERF T D e TEET,

BTALER DR E & e T OIRBEICAEDICIE. 778X av ha—nL R o—4 FHET A2 BEHR
HYFET, Zhicky, BEFTENTWA LD L 38 2%, BETHSSLAY —, v b
U= AR —, Z7ANRY —PNEE S, BB E N7 o —< 2 ADFEMER EA
TarOT 7NV MELEHTE DL IR FT,

VAT AMNBELTWAE Ry T =T AR —ERFARY =TI T EBY T
7,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Ty RIT—IBHRY S—EBAKRY S —OBE |

B rx5Lx0 ro—onHKI o—EBAKY L —DFIA

NS URADENTzEF 2 T4 LM (Balanced Security and Connectivity) [ v kT —%
DWRY O—BLVRARY o—

INHORY —iF, HWELMRHOmWGFEZ B E LTERSTWET, —RICERT 2
ELIFEA OB LR A T L o TiERHEE LR £9, 1FEAEDY
A, VAT A3 Balanced Security and Connectivity DR Y & —HB X OREET 7+ h & L
THEHALET,

Connectivity Over Security &y k7 —9 2R O—B L UVRARY o —

INHDORY v—i%, #hit (TXTOU Y —RITEFEARER) OFBRy NT—7 47
TARNTZ I Fx DX )T 4 LOEEINDMBERITITESNTWET, ZORARY
=, [HEREL D bEX 2 U T ¢ ZBSE (Security over Connectivity) ] RN U & —NTH
72> TNDIN—L L0 HIE DD RI—VEFBIZLET, VT 74 v T &7
0y 73 ARG EELAL—ATETNEDNENET,

[EHEEEYLEXa) T4 %E%E (Security over Connectivity) | =y kT—4 2R o—
BLXVEARY O—

INEDORY—E, Ry NIV A TFANGT I F DX 2T 0 Na—HFOF#E
PER LR SN DHMBIATITEONTHWET, ZORARI —F, ERRNT T 47
Cx L CTEEE T ey 7T 5 AEEOH DR BEO R v N U —7 BERAL—L %
Bz LET,

[xAR#E (Maximum Detection) | v k7= 2R O—BLUVRARY >—

ZOAR Y —IL, Security over Connectivity N Y > —LL EIZxy hT—7 £ T T A KT
JFxDEFa VT 4 ZEET DMMOT-OIMERL SN TWET, EfF~DRERI I
%<@6ﬁ%@ﬁ%@ifokkiﬁ\;®&AT)/~Ti\7W?;7\2717D
Ak Fy b EHOMETEES KA R MESEYE, B X OBEROFAITR O A7 n A N EE
D, BEOEGHE N T TV D=L EFHICLET,

[7% T4 JHIIL—ILi L (NoRulesActive) | RAMRY —

[7 77 4 77/L—/72 L (NoRules Active) [1RARY > —TiX, #XTORANL—IL L
RANL—NDLEVMEZ RS TR TOFEMBRENEN S NET, ZORY —iF, o
VAT AL o TRESN DR Y —DNT NN THENZ R > TV DHIL— L Z_X— AT
HOTIF L, MBDRARY —2{EKT 2550 HIE R LRI L 7,

GE)

BINEIN TWAYV AT ANLIBEINEZR—=ZA R > —|ZLoT, NI —DOREVELY F
T, RV —REEZFERTDHITE, N —RBIZH 2 [fRE (Edit) 1722270 v7 L
Thb, [N—AKRY — (BasePolicy) V> 7%27 U7 LET,

ARBLERY T—=IRHR) O—ERARY O—DF R

VAT AL o TR ENEZ XYy NI OHR ) =B IOMBARY —IREINZA
xN&&ﬁfyaV BALV—L BLORZOMOFEMREX, Mot 7 OD=—X

WIS LW ERH D £,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



| #v b7—98HKRYS—EBAKRY S —OBE

n2s sty ko—samryo—ofia |

HALDMREARY =% BT 5 L. BENDY AT LDONRT —< 2 AZf ESE, £ b
J— 7 CRAETHEEOHDH N T 74 v 70N U—ERX E EARICBRTE L)1k F
T, BETEXDHAZLRY V—ZERBLORET S LIk, VAT ABRy hT—7
FDORNTT 4y I BN TRADEEIZOWTHRAET S HIELIEFICZOMMNRETEXE
T

FTRTDOHAZ LR —TFEARY o— (g THERLVAY] ) BZdHV., k- T,
RY—HNOTRTOaAr 74 Xalb—valrOF 74V FRENEREINET, LA YIiL,
Oy NT—T WA o —FTIRARY U —ZROIE T 5 - DI TE 51
FREEFR T,

ZEAEDEAE, BAZ LR —ZV AT LMBORY —IZESXFET0, HOhAH A
RV —%2FEHTHIELTEET, ZHEL, TRXRTOIAZ LR —ZiF, AU v—
F o=V ORARMRIEREL LTV AT AR RY =N EENTHWET, VAT AIEORY
VI AT T T ML TELIND AR HH DT, WAXLRY —%HARL
LTHEHALTWAEAETHL, VAT v 7T —r e R—bTBER) —ITHENKROE
T, = IVEHIZ L > TRBNEEZZITDE, Web A U ¥ —T = A AIHEELZ TR
=R E LTHWET,

NRABL Ay bT=0 3R O—DF R

FIZFN T, 1290Fy NU—I 5 R —i2koT, 772 arra—LRY —
THUEENDTRTOREZALEIN TR N T 7 4 v 7 BRI S ET, Zhid, BAKRY
V= (BXWMRAL—L By ) IZERRLS, TRTONT y EQBE UREICE SN TT a—
FEn, W ENZ 5 EWRLET,

HIHABERECIL, v AT LI &K - Tt & 41 5 Balanced Security and Connectivity & > k7 —7 45
MR =0T 74V T, ALERA T DR GEL, 774V FE LTI RAZ A
PRy NI =TGR O—5{ER L THEAT 5 Z & TT,

A RIRER A TS a NFIA VART HWZ L TRV ETN, A VAT EZRTa—F %
T TE D HIEZIIROLORH Y £,

cE=HLTWD N T 7 4w ZIZH#HLRNA AR 2T £, & 2,
HTTPInspect f » A7 ZIHTTP b7 7 « v 7 % EH{E L £3, * v bV —21Z Microsoft
AVE—Ry AT H A= arP—ER (IS) ZMHT 2D Web — "3 F E T
RN EDREFERGEIT, USFREDO N T 7 4 v 7 BT 54 VAR X FT v a ik
W TDHIET, VAT AUBEO A —"—~y REBRJCTE FT,

GE)

HAF LRy BT =T GHR Y 2 —TA VAR IREILENTWDH EXIZ, X7y haER
NIRBAN—IVETNFIA VAT Z— )L EREG L CRHIT 572D A W AT 22T 5
WEND DG E . VAT DIA VAR ZEHENCANC L THERLES, 72720, Xv b
T =TGR Y > —D Web A U F—7 = A ATIEA VAT ZIXIWHOF FITHR FT,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Fv kT HHRY S—ERARY o—0OHE |
| EEECIR I U

MBS LT, BEDA VAR EDT VT 4 T 4 P S L5R— 2 ELET,
72 & 21F. DNSH—ROISERIEE(LSSLtE vy a VA FE=2 T 57 00EIMR— Fo,
Telnet. HTTP, RPC F T 7 4 v 7 #1E ST HR— M2 ETE E7,

BRI CORER2—TFOHEIL, Oy NU—I5HR Y v —%2{Ek L, ThZh
MWRT T 47 R 2 \ZHTEEST DX ) IG5 26N TEET, EHIZ, NT7 7497 D
X2 UT 4 V=, Xy FU—7 F£720F VLAN IZ5 U CRILE R HIH SN D Lol Zh
SDORY v —%FETEET (ASA FirePOWER £ ¥ = —/LClE, VLAN (2 X % BijfLEL & i [R
THZEITTEERA)

)

GE)  HWRZLRy NU—IHHRY — (FRCEHOXR Y T =27 5HR Y v—) ZEH L Tl
HAEPFETL Z L3, BERZ AT TT, BB SR AL VAR g IFEE IR BE
LCWAD, BH—0/ 7y NERET DXy hT—7 048R > —ERBARY O — 2 FH A AH
ST DI EEFAIT LA, EETOIBRENDHYET,

NRELEBEARY O—DOF R

RAIEZFATT 2 X5 ICHMIREL T, FICT 78X ar bue— R —2Ek L 72
G, TORYV—TlX, T74NV T2 a i ZT_XTCONT 7 4 v 7 HFAILETH, K
WNT T AT IfFJE @ Balanced Security and Connectivity (R AR Y > —ThT7 7 4 v 7 %Fx v 7
LET, 778X 3y bu—n b= &zBIT 250, £RIT 74NV T 7 arm2BRL
BRVRY , TRTORNT 74 v I REDRARY =l Lo THRAESNET,

ZAGHREER 2 0 AR~ A XT D700, BEOBARY —%2{ER L, TNENN T T 4 v
I E BRI D FETHRET DL IICHETEET, KRI, EORI—RED T T 4 v 7 &R
BT ANEEETAHLV—NE, T8 ZX arba—L K)o —ICHELET, 778X 3
fa— = WIEMCTHLERETOENEVERTA, EXF2 VT4 V=0, Xy NU—T F=
IIHIFRAOATE . VLAN, R— bk, 77V r—3 g, ERENZURL, £ida—HhE, @
BORKEZHEHL TN 70 v 7 Z2REBIHRAELE T,

BARY I —DERBEREIL, KD X HIT, EDRANL—ILROA VAT X )— )L B FHT L,
FOLIHICRETHNEEHT A & TI,
e ZARARY O —T, BEICEHHINAZT X TONL—VBEFHI > TWDE I & rERL.
REICEA S 2WL— L2+ 52 LiIcko T, N7 r—~ 0 A% m EETET,
EON—)LTHEER Ry v Ray 7ERIIEETINEIEETEET,
e Cisco HEIRMSREA T 5L, %y NU—Z7 ECHRH SNV —TFT 4 T AT L,
P—R—= B ITAT U N TV r—v gy 7uhalsr, FNLOBELR#EST
HIEOITVER SNV — VBT A Z E N TE £,

« MEZIE U T, BEFEONL—VOEFEL, H LVERET 2 R L— L OERRIC L Y, B/
Ty A7 A FOKBEREX 2T 4 RN —DmEANARE T,

RARY =2 LTHTRA D ZOMD T A Z <~ A TR D LI TH,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



| #v b7—98HKRYS—EBAKRY S —OBE
nzsntys—onR ]

BT —% XY Tat v, ASCHT XA MDY LYy b B— REBRHSRIEE S
7 E OB T — 2 I L ET, FREDOEB (BackOrifice 55, (HHNADAR— F A% ¥
V. BLOBEIR NI T 4 v I o TRy N7 ZmAMKECHROE XS LT 5
L— FR—2KE) 2T A AT BT, Ry NT—I75HRY o —TREL
S

c T u— UL LEVWVMERRETAL. BAL—NIZ—HT B T 7 4 v 72, BEHRNIC
BEDT RUAEIET FLUAFHFHATEZE INDIEEIZESNT, A X PBREREN
9, ZHICTEY., REDAXRY MIEo TUAT MTBRIRAENIND Z L Z AT
%ij‘o

e Fm, A DN NVFEFITEBARY —2EIZKT LT, BAALRY M@MAEMH L, LE
WMEERET A LT, REDAXRY MTEoTUAT AMIBRIZZARNIND Z L &2H
WTHZEHTEET,

*Web A > X —T 24 ANTORAA XY M SEIERIFATERTLHZEITMA T,
syslog 7 7 > VT 4 ~OuX U T EFPNZLIZD, A XU FT—X%SNMP k7 v 7 H—
NIZEFELEYTEET, A=k, BAAMXY FOBHBRELFEE LY, S
0X 7 77T AIKTHREAANNR OB EEY N Ty LD RAAL SRR
NONIEEERE LT TEET, TNHORY —BLOT 77— FREICNZ T, &
=V ETNIN—I T—TDRAAXR NEENTHEFA—NTI— &7 a—N
MCHEME L CE £3, EDRBARY =037y ELUET L 0CBEb 5T, 2—
PFOEFA =N T T — MREMEHSNETS,

HRE LR —DHIR

AILBE LR AA VAT g IFEFITEREICBEE L T\ D72, B—0"r v M &S X
OBRETS, Xy M= 5RO —BARY = AEMTST A2 E2RETHTT D
LAk, BETIOILELAHY FT,

T 7 AN R T, VAT AR, BEMRT AL ATT 72X arbe—L R r— LDl
BENDZTRXTORNT 747 %, 1DODOFy NT—U05AR Y U—%2H L TRt L £,
WORNE, A T4 v DRABMEER T, #Fi-IERSNZT 7 A ary bo—L iKY v—
DN ST 7 4 w7 2P 5 L Braam LTCWET, BILEE L R ADE 7 = — X135k

IRESNTVET,
Sécufity traffic not ' Deiaulthemfork .pre-prn:essed. Default i ' Netwnrk ] _Defaluﬁﬁgn_ ]
Intelligence W Analysis Policy: 4&') Adion [ Discovery —| Intrusion Policy:
(global lists only) | P'9C Balanced | traffic I | | Policy | |  Balanced

TI7REA I b= R —TUHRINDITXTO T 7 1 v 7 ORILEENR, 77 4Lk
DAy NI =2 GHAR Y =Ko TED XS ITHII S D DERE L T EE W, HI B
TlE, VAT A &L - THRHLE 5 Balanced Security and Connectivity & > b 7 —27 Z3#778 U

=INT 7 4V T,

AT 2 RFE T A e HiRIE, T 74V R ELTHAZ ARy NT—T R o—ZERR
LTHERT2ZETY, 2L, BRAZLRY NU—T KR Y 2 —TA AT Z &
LicL &, A S NT= T v M2 BRRRAN—IVETTA W ART Z =L ERE LT
FHET 2 LERH DG, VAT AFA AR X EAHBNICAEDC L TERALET, 27

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Fv kT HHRY S—ERARY o—0OHE |
B r=xso%vs—osm

L. Xy NI 5HARY =D Web A ¥ —T = A ATIEA VAT X3 eE Fic7k
Di‘a—o

\}

GE) A AR BEENCTHNAT y—< 2 A LOFSEEEDITIE, BARY —TEFDA A
IR BT B — LGNS TV W & 2R T AREAHY T,

BEONAL LTy NI =TGR —%ERAT 55613, SOICHERD Y 5, Bk
EERNO Bk —FOEGEIL, —B LI T 7 40 v 7 OFTERIZ I AZ A Xy MU —27 38R
J—ZEYYBTHZLICk-T, BEDEX2VT 4 V—r, Xy FU—2 VLANIZA
b CHIHL Z 5 X £9, (ASA FirePOWER TlZ. VLAN (Z X BT A HIR+ 5 = &
FXTEFERA) . THEEHRTAHIZE, 77822 ha— LR —ICHAZ LRy NU—
JaM— N EBIMLET, FL— IRy N =27 AR ) =R BEEfM T 6T,
=T D NT 7 4 v 7 ORPLEZHIIEH L £,

Evhr TR arbe— R U—OFMBREL LTy NT—I o — L ERELET, il
DEATDON—)LEITRRY | Ry NT—7 55— UiE, Xy MU= 0RO —ICEF
NTWEDOTIERL, Ry NT—I 5 RY —Z2OH LET,

VAT AME, = VEBORIAT, BREFSL Y NI =T G — LRy NERE L E
T WITNORY NT—7 G — b —8 LW NT 7 4 v 27X, T 74V FDOFR > b
T—75ARY) U —Z X > TRLE SN E T, ZHUCKVIEFICFRIC ST 7 4 v 7 ZRLE
TEET, 2L, METARERELT, Xy bR EDORY NT—=IH5HARY >—Iitk-»T
AILEE S D 0 CBREL, T_ToOT Y ME, TROMAEO Y vt ACB N TH| &HiE 7
JEAarba— L —)LEBEINET (DFED, RARY —IC LV MRAE SN D ATREME
NHVET) . DFEV, FFEDORY NT—T5HAR Y >—T_7y MZRHLE L TH, £
Ty EBEREICHEORARY —THREINA2DIITIEHYFLFA, 778A = ba—
R —%RETHEEIT, TOR) —DBIELWR Y hT—T SR Y O—BLOMFARY
V—HEIFOH L TRED Sy M EFHET S X o Ic, MEITOBENHY FET,

WORIE, RABE (b—) 7=2—XX0 HHENZ, IRy NT—275HARY >— (i
) OB T 2 — ARRAT L UL BEFHEMORLTWET, 8T 572012, TR
T2—RETFANMZTAT 2T A VAR v ay Tx—AREINTOET, £io, 774
NEDX Y NT—=T5AR) —BIOT 74V T 7 v arORARY —%EFAF R LT
WET,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



v bT—=IRHR) S—ERBARY L—OBE

Network Analysis Phase

Metwork

nzantys—oni ]

Intrusion Prevention Phase

Access

| |
traffic not in blof:k list nlor | Nem:,r An:lysis | all pre-processed | Sontrol Iniruslu; Policy |
blocked by SSLinspection | "Ruie A alicy | traffic || RuleA |
| no r_natch : : no match ]
=t 1
Network Access J i
: ':'jlgsés Netw;;ci Cj’:rl'I;WSIS : : g}?"g' In:rusmg Policy |
ue
- | |
I no match : : no mateh ]
| | ' |
Default Network | | | :
_— . . Default Default Action
: Analysis Policy [ || Action | Intrusion Policy |
___________ J l———————————|
IOTFIATIE, T778R arbe— LR ) o—Z, 22903y NU—=7H3Hiv—nEeT
THANVEIDFRy NT =T ARY U—RRESNTWET,

* Network Analysis Rule A |%
£7, TOK,
i ‘a—o

* Network Analysis Rule B (%
£7, TOK,
i ‘a—o

HROVD KNI T 4w 7T _RT, TIHNIFOR Yy NT—TS5HARY —I2 X W ETE S
FT, FOH, 2O T 4wl ETIREA L ha— LR —DF TNV NT I T
VI BN BRARY =l ko THRESR S Lo IcTr e nTEET,

. —E9 5 N7 7 4 v 7 % Network Analysis Policy A CHIALEE L
RN 7 + v 2 % Intrusion Policy A THEINDH L HICTHZ ENTE

. —H9 2% N7 7 4 v 7 % Network Analysis Policy B CHIZLEE L
Dk 774 v 7 % Intrusion Policy B THRESIND L DT HZ & TE

VAT AMINT T 4w P EFLE LR, BAICOWT NI 7 s v P ERETEET, KT
X, 22007 7R ar ha— )L )L— LT T3 N T I arNEENLT IR a2k
m—/LRY =& RLTWET,

-77?2:/bm—ww—wA EBLEN T Ty EFAILES, R4 v
TF D%, _iofﬁﬁéhiﬁo

TR I =V V=B, B NT T4y I EFRLET, NTFT 4 v
X% D14, Intrusion Policy B _J:off\ﬁéz"biﬁ‘o

Intrusion Policy A

TR AL Fu— L RY—DF I AN RNT I a T LT NT T 4 w7 BT
LET, "I 749 713F0H%, TN T 7 arOFARY =Tl THESN
F9,

Ky FOMINE, Fy hT—I B3R ) = ERBARY =TI 0SS E T
75\ ZOXRTFa—PFIADLETHESINERA, 778X arbo—L KR —RE-T
REENTNWDLEZD, Xy NT—I0L—/VA T 7R ar ha—Lb—L ANEL B
774 v R L WGAEEEELTLEIN, EXE, BEDEX=2UT 4 ) —20D k
T 47 DUEERY — XTI Ko THIIEIT 5 Z &£ 2EX L’Cb\éiE/\h\ MFELT, &
RHY = EFEHT LI 200NV —VOFRMERE LS LET, ZOMEEICLD, k
T4 I BRERoTHMBESNAFREMERH D £9, LEEB->T, Xy NU—7 50— E

KOH AL LR =2 LIzaifLBEOREIL, SERZ A7 T,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Fv kT HHRY S—ERARY o—0OHE |
B = ro—oamemaky v—ommzges

H—0BEFROESIX., 77X arha—L b— L XD LENICHR Y BT—7 5HAR Y o—n
BIRENETR, —BORTLE T 7Y r— a2 VEORMLEE) 3778 A 2> hr—L
=V DRIRBICETENET, ZHUF. DAZ LRy hT—I5R Y —TORE DR
EIITRELER A,

2y b= 3 ERANRY O—DRHRE S

Snort iR VU NRABI NN T =T 0O NTF 7 4 v 7 BAUFLTE 5 X 91275121,
Threat Defense 5 /34 AIZKF L TIPS 74 B AZ BN THLENDH Y £97,

Fo hU—s . BAKRY L—aHRL, BITY A2 £ ETT I, HEEL—F—Th
BUER DY ET,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



=9=
=% =R

Snort2 ) 5 Snort3 ~NDFE1T

/N—3 =32 7.0.0 LAFEClX, Management Center % {1 L 7= Threat Defense JE&BA C. Snort3 237
T AN NORET LV TY, 77 Snort 2 AT UAMH L TWAEEIR, e
T =~ A% EEEL7HIZ, 59 < Snort 3 IZHD R TS EE W,
Threat Defense /83— 72 ~7.6 X7 v 77 L—RT 5 &, KGD Snort2 7 /34 X%
Snort3(27 v 77 L—RENET, WAZLBAELITR Y FT—=25hR Y o—a LT
WD Te DRI T A A0S, 22T T 2 FIECTFE T Snort 3127 v 77/ L— R
LTLEE,
flil 2 DT SA AZ TR Z LTS ETD, #HERSNET A, Snort2 (TFFROY U — A TH
1S, FHEMIIT Threat Defense D7 v 77 L— R&EHITF 5 L0720 £97,

e Snort 3 fRAETT T (23 X—Y)

« Xy T =7 5T LIRARY —ORiHEEMY (24 X—Y)

* Snort 2 7> Snort 3 ~DBATE (24 ~—)

eSnort2 & Snort3 DRN—ARY o —D< v B TDOFER (28 LX—)

* Snort 2 M/L—/L & Snort 3 DI (29 X—)
WELFE DR (30 ~—2)

Snort3 BTV

Snort 3 (X, 73— 3 > 7.0 LA DO FHIE Gk BBUCKI T D5 7834 ADT 7 L Mg
DrTE, L. FAAN—Y 3 O BBICKT DB TN AT, Snort2 237 7 4L K
DORET VU TT, EHAROBEIIXT D5 731 A% \—2a 70T v 77
L—RLTH, RETZ Y UESnort2 DFEETT, X—Ta L 7T0LUBKEOT v 77 L —KIh
7o BT DB T Snort 3 T 2121, HRIIICHNCT 248 H D £7°, Snort 3
BT NAADRETZ D ELTEMCTSE, (TR hr— LR —%24L70)
TNA AN SINDEARY =D Snort 3 X—T a VINT 7T 4 TALE N, TN A& I#
WTHTRTONT 7 4 v 7 IZEAINET,

VEIZS LT Snort D=2 g U EUI D X 52 L2083 T& £4, Snort2 & Snort3 DfEAL—/L
Mo 78N, v EUVTII AT AL TEITEINET, 7272L. Snort2 & Snort 3
DT _RTDRANL—=ILDIX LD TREONLRWEENRH Y £9, Snort2 T1HOD
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Snort2 5 5 Snort 3 ~NDFEIT |
B < ro—ssmerARy o —omizgs

V=L D)—)LT 7 a v EEE LT-HA. Snort2 & Snort 3 % [RIHAHE97Z Snort 3 12W) V) Bz

He., FOEE I IMEEINTET A, RHIOZENIZ SOV T, Snort2 D/L—/L & Snort 3 D[EIH
(29 =) BEHRLTLIEEN,

2y b= 3 ERANRY O—DRERE S

Snort iR VU NRABI NN T =T 0O RNTF 7 4 v 7 #BRTEZ 5 X 912751213,
Threat Defense 7 /341 AZXF L TIPS 74 B AZHMNITHHLERSH Y 7,

Ry FT=7 58 BARY —2EHL, BITF X7 2F T4 51203, #HEL—Y—Th
LMENDHY FT,

Snort2 5 5 Snort3 ~NDEITHE

Snort 2 7> & Snort 3 IZBATT HIZIL, BEUZK T DB 7 34 ADRAT T % Snort 2 12 5
Snort 3 IZHIN B Z AVENH Y 77,

FEZISE U T, Snort2 205 Snort 3 ~DFNA ZADBITESE T TADDE X T B IROFITR

]\/iﬁ—o

ATY |3RY Flg~DY o

i

1 Snort 3 DAL ol 2 DF N4 A ETO Snort 3 DERME (25 ~2—
V)

c BEDFT A A L TD Snort 3 DEDME (26 =—

V)

2

Snort 2 O A X LjL— )LD

Snort 3 ~DZ i

JL— L ® Snort 3 ~DZEH (27 L—)

c Hi— DR ARY > —D Snort 2 I A X LJL—)LD
Snort 3 ~DZEHL (28 ~N—)

Snort 2 ML — L & Snort3 @D

Snort2 ®/L—/ L & Snort 3 DIEIH] (29 X—)
E:

Snort2 5\ 5 Snort3 ~DBITORIIZEEE

BT, 7754 A% Snort2 725 Snort 3 ICBATT 5 Il 1875 LB b SHEIE S0 5 i A
T

e Snort D E R G A FF > T D, Snort3 7 —F7 7 F v OFEMIZ DV TlX, Snort 3
Adoption ZZ M L T 7231,
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I Snort2 /5 Snort 3 ~DEAT
BanF 4 2o snon3nat [

» Management Center % /N~ 7 7 > 79 2%, [Backup the Management Center] % & L T<
TZE,

ARARY —% NNy 7T 7T 5, [Exporting Configurations] &S LT 72X,

cRARY =2 ERSD, BT 56, BFORY =& =AY —L LTHAL
T, BARY —0abv =%l T& £7, IRARY T — (Intrusion Policies) ] ~—
T, [RU > —DfFpk (Create Policy) 122 U > 7 L, [N—AKYU ¥ — (BasePolicy) ] F
0y FEY YA NRLBFORARY — @R L ET,

B2DTF/N4 X LETD Snort3 DEZLE

| &

EE BERVoBAFICBEORED Vo2V Yy N T UTLIMERS LT20, —FR T
T4 THRENBELET,

FIE

RATY 1 [T/ R (Devices) |>[T/31 A EE (DeviceManagement) | OJIEIZER L £ 7,
ATVT2 TNRARET Y v 7 LT, T ADB—L_X—=VICB# LET,
GE) T3 AL Snort2 £721E Snort 3 & LT~ —72 S, TS ADBUED A—T 3 V3
ERINET,

ATY T3 [TA A (Device) | #7527V w7 LET,
ATy T4 [HET Y (Inspection Engine) |27 a > T, [Tv 77 L —F (Upgrade) 127V v 7 LE7,
G¥) Snort 3 ZEZhIZ T H5E1E, [RA =2 (Inspection Engine) |2 3 = > T [Snort 2
(27 (ReverttoSnort2) |27 U w7 LET,

ATV TS5 [ITW (Yes) 1227V v 7 LET,

RDBERY
TNAACEEZRALES, RELEDORNM (B0~—) 2ZRLTIEI, .

IR L7 Snort NS—2 3 EDOEHNEEREH -0, VAT HMIBEAT o ARIZRY o —HRE
P ET,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/720/management-center-admin-72/tools-import-export.html#ID-2229-0000009d

Snort2 5\ 5 Snort 3 ~DFE1T |
B 5207/ 1 2c0 snot3 pEMIE

BEDOTINA A LTD Snort3 DEZE

BEDT /A 2T Snort 3 ZHMITT D12, BERTTO BRFUTKT DEH 7314 28
N=Par TOUBTHS Z L EMRLET,

| &

EE BRI APCHEORET DU E VY y MU UTARERD S, R N T
T a4y JHRRBFELET,

FIE

RT9T1 [T/ R (Devices) | >[T/\1 REHE (DeviceManagement) | DJEIZEIN L £,
ATY T2 Snort3 ZHNEITENCT 2T XTOT A Z&BIRL £,

GE) FNA AL Snort 2 721 Snort3 & LT~—7 &, TAA ZADBAEDNAN— 5 U
BREINFET,

ATV T3 [HET 7 v a U OEIR (Select Bulk Action) ] Kay 7X 7 UR R &7 U v 7 L, [Snort3~DT v 77
L — K (Upgrade to Snort 3) ] Z&3®IR L £,

ATy T4 [1T (Yes) 1227V v 7 LT,

RDZRY
THRAAELTZRALE S, RELLOREM GB0~—) 2ZRLTIZIV, .

BIR L7 Snort N—2 3  EDOEMMEEFD T2, VAT MMIEAT mE AHPITRY —RIE
ERHBLET,

Snort2 DA XA LIPS JL—)L® Snort3 ~D Lk

P RRX—=F R —DN— Lty FEEALTHWDIHEER, O Z—|ZHE LT, £
DIV—/L3 Snort 3 IZIEFICEM I ND Z & 2RI 50, F720% Snort 3 IR A 7 1 7I2HE
Enizfbyor—rty NEEGLET, MBIZER LTI AZ LV—ARH H5E1E.
ZEHARTIZ Snort 3 /L— /L OAERIZIENL TR < &, E#f% O Snort 3 Bt & k95 X 5 1c—
NEBEHFTEET, Snort3 TO/L—/LOIERDFEMIZHONTIEL, ROV 7 ZZRLTLES
AR

* https://blog.snort.org/2020/08/how-rules-are-improving-in-snort-3.html

* https://blog.snort.org/2020/10/talos-transition-to-snort-3.html

Snort 3 /L—/LDFERIIZ DUV TIL, https://blog.snort.org/ (23 DD T 1 7S L TL 72X,
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| Snortz i Snort3 ~D#1T
TRTOBAKY S—0FXTO Snort2 H 24 Lb—L0 snort3 ~0xH ]

VAT AEERE Y — L& fF F L C Snort 2 /L— 1% Snort 3 L—/UZEHAT B2 1E. RO FIEE
ZRLTLEEN,

« TRTORARY 2 —DF_TD Snort2 7 A K LjL—/L D Snort 3 ~DZEH (27 _—)

c H—DIEARY 2 —D Snort 2 H AKX LL—/LD Snort 3 ~DZEHL (28 R—)

| o

BEE Snort2 X hT—Z75HARY > — (NAP) OFHTA Snort 3 ICHEIC 2 B —F 52 L3 T
FH A, NAP#REIL. Snort3 TEEICHETZVNERH Y 4,

FTRTHDEARY S —DTRTOD Snort2 H R4S LJL—JLOD Snort3 ~D LR
FiE

AT 1 [#T2xH b (Objects) 1>[BAJIL—IL (IntrusonRules) 1227V v 7 LET,
ATw T2 [Snort3 DI _TD/L—/L (Snort3 AllRules) 1 %7 %27V 27 LET,
ATV T3 EOSAL L TTRTO/L—L (AllRules) ] ABRIRENTWDZ & 2R LET,
ATy T8 [FAT (Tasks) | KRy 7 XA MMOLEEZERLET,
s [Snort 2)L—ILDEHE A >7R— k (Convert Snort 2rulesand import) |: T XTORAKRY v —DF

AT Snort 2 A7 A K Ljb—/ V% Snort 3 IZHBEIRYIZZAWL L, £ 6% Snort3 A F Lb—)L & LT
Management Center (ZA > AR— F LET,

«[Snort 2)L—JLDZEHE F 90— K (Convert Snort 2rulesand download) ] : ¢ X THORAKRY v —
DFNTOD Snort 2 7 A K Ljb—)L% Snort 3 IZHBEIICEHB L, TNHEZR—AIVI AT LIX T
n—RLET,

ATy 75 [OK] &7 U7 LET,

G¥) s IO FNET [EHL L TA >R — bk (Convertand import) | 23R L7541, B =3
TON—/LR, [m—HhLLb—/b (LocalRules) ] FIZH L < ﬁzﬁjzémtw—/w =T
T O Snort 2 & 7 1 — 34 (All Snort 2 Converted Global) ] @ FIZRTFESINE T,

cHIDOFNET[E#H L CTH v ma— K (Convertanddownload) ] Z iR L7=HA1L, V—1 7 7
ANEa—H VIR L ET, 5?/D~FLt774wW®ﬁ@%%®w~w%%w
T, B TI— LT I—TF DT AR LJL—L DB (652—) OFIEIESTT v 7 r—
NCT&EET,

BINOFFE— b EFERIZHOWVTIE, Snort2 L—/L® Snort 3 ~DEHL ] EF A ESRL T FF X0,
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Snort2 A\ 5> Snort3 ~D1T |
B = 0EA®y S —0Ssnon2 H 24 LL— L0 Snort3 ~DZ e

RDBERY
REAELEALET, RELEOR (G0 ~—) 2ZRLTIZEN,

BE—DRARYS—0 Snort2 H X4 LJL—ILOD Snort 3 ~D Lk
FiE

ATwF1 [RY)— (Policies) ] >[RA (Intrusion) ] ZBER L £,
RTw T2 [[RAKRY > — (Intrusion Policies) ] % 7 T, [Snort 3[A# AT —% ADFs~ (Show Snort 3 Sync status) ] %

7V w7 LET,
AT9 T3 BARY = [[AH (Syne) 1 742> (*) 22707 LET,
(GE) BARY 2 —d Snort2 73— 3 > L Snort 3 N—V g URFEIHI STV A HEAIE, [FH
(Sync) 174 A BfkaD » TERRSINET, BT DOIHAZ LNV—LRRNT L 2R
LET,

ATy T4 Y~V —%Hl, 1 AZLNL—/L (CustomRules) | #7 %27V v 7 LET,
ATYTE ROELLNERIRL £,

o [BHEDON—NVE ZDORY =21 iR— 35 (Import converted rules to this policy) ]: R ARV
=@ Snort2 7 A K LjL— L% Snort 3 IZEHE L, Snort3 U AKX AL/L— L & LT Management Center |Z
AV AR—FLET,

o[BS ONL—NLDF 7 u— K (Download converted rules) ] : iR AR YU 2 —DSnort 24 A X LjL— )b
ZSnort 3ICAM L, B— BN AT AIHX T a—RLET, ¥ura—RKL7 7 A VNOEH%
DNV—NVEHR L, B TT v ue—R K742z )y 7 LTI 7ANVET v 7a— RKT&ET,

ATy 76 [FHFAHY (Re-Sync) 127U 7 LET,

RDBERY
REAELEALET, RELEOR (G0 ~—) 2ZRLTIZEN,

Snort2 & Snort3 DAR—RXKR)—DIVEVTDERT
FIE

ATy 1 [RJ>— (Policies) ]>[BA (Intrusion) ] Z&R L £,
ATv T2 [[RARY — (Intrusion Policies) ] ¥ 7R INSNTNDH Z L 2HER L 7,
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I Snort2 5 5 Snort3 ~DFEIT

Snort2 M JL—)L & Snort3 D FIHA .

ATY T3 [IPS~ vt 7 (IPSMapping) 127V v 7 LET,
RATY T4 [IPSKY v—~» 7 (IPS Policy Mapping) | A 7 /Ry 7 AT, [vy LT DFR (View

Mappings) 1% 727 U >~ 7 LT, Snort3 2>5 Snort2 ~DRARY —D~ v B 7 E2FRLET,

RTFv TS5 [OK] %27V v 7 LET,

Snort2 M J)L—JL & Snort3 ) [EHA

Snort 2 D/3— 5 UERIE & AL LV— L MREF AU, Snort 3 25| E DD T2 D D[R B
HEZS Management Center |2 X - TRk E 4, R+ 22 & T, WEBNH L3 EICD
o TERELITBIMINTWARREMERSH D, Snort2/L—/LDF—N—F 4 RFREE WA
LV—V% Snort3 N—Ta U CHERITEE T, ZO2—FT 4 VT 41, Snort2 N—T =3 D
AU —F&E% Snort 3 /N— 3 U ERIBAL T, ROt Gt TG T 2 DI B £,

Management Center % 6.7 K VD HiDO/NN—2 3 b 1O UBEONR—T 9 T v 77 L— KT 5

FIE

N

BEN R Z I E T, Management Center 238 LW 7.0BATONN—2 2 U OGAE, LD EW

N=a Ty 7T L—=FTEETH, 7Ty 77 b—Fhiiarrs oY dA#shEzEA,

FNA A% Snort 32T v 7 L— R4 BRI, Snort2 N— 3  CEEMNMTONTZHATL.
D2 —F 4 UF 4 ZFEH LT Snort2 /X— =5 U5 Snort 3 N— 2 g VITERFTORMBEIT S
ZERTE, FEORSREFE CHGTE 7,

\}

GE)  Snort3 ~OBATHRIZ, Snort3 X— g ORY —ZREICEFEL, @EOERELTIO
2—T 4 VT R LN EEHERE L £,

|

BE

e Snort2 )L—LDF—R—F A4 K& H AL L)NV—LDOIHMN Snort 3 122 B — X, F Dk
1ThivEH A, Snort2 & Snort3 DT XTDRFAN—ILD 1% 1 D=y B THRREONE
RWGERH Y ET, WOFIEEZFATT DL, MSFON— a ANAFAET DL—/LDL—
NT T a T HEEREM S ET,

c[FHITIE., WAFLFRIIT AT AL > TIHREENANL—LD L EWE & Wi o
Snort 2 75 Snort 3 IZBIT SN FEH A,

EX

R

ATvF1 [R)I— (Policies) 1>[RA (Intrusion) ] Z&R L £,
RATv T2 [[RARY v — (Intrusion Policies) | ¥ 7N BIREZNTWDH Z & &R L E T,
AT w73 [Snort3 DRI AT —% 2D (Show Snort 3 Sync status) %227 U v 7 LE9,
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Snort2 5\ 5 Snort 3 ~DFE1T |
B =ez=0mm

ATv T4 FHLTCWARVEARY O —Z8E L ET,
ATy TS [[F# (Sync) | 742y * 27V v LET,

GE) RARY =@ Snort2 73— 3 > L Snort 3 N— g URFEIHI STV D IEAIE. [[FI
(Sync) 17 A 2V Nk dD » TERRINET,

RAT9T6 b~ —%Fik LBEIIGL T —0Dabt—%2Fyra—RLET,
AT9TT [FHFEH (Re-Sync) 1527V > 27 LET,
GE) o [F SN 7ZFREIL, Snort 3RAT L P U BRTSAL ZHA S, BRI LIZRICO R
WA S ETS

e Snort 2 A K LL— Vi, VAT AFHED Y — L& L CSnort 3 (24T £4°, Snort
2 AL DIN—I NS HIFEIX, [ AKX L—)L (CustomRules) 1 #7227V v 7 L, B
HDOFRIZHE > TL— NV EEBR L ET, FEic W TiE, B—DRAKRY >~ Snort 2 7
AL LJV—/L D Snort 3 ~DOEHE (28 X—) ST XN,

RDBERY
RELELRALET, BELEDOR (G0 ~—) 2ZRLTIZEN,

\3

B TE K B DR

REZEL LIRS, BBREeXT LT3 AR LET,

)

GE) ZoOMEy 7Tk, RELEZRERT2EKHNRFIRCOWTEHIA LET, FIRAED DI
W2, FeHi/3— a3 > @ [Cisco Secure Firewall Management Center Configuration Guide] @ [Deploy
Configuration Changes] Mty 7 2#ZM L, ZE AT 5 L TORRENM & HEL B L T

B L HELET,

FE ORBRETOAERICY Y —REZFERTDHE, W ONONTy KRS VAR gy L TRy
SINDHZERHVET, Flo, —HOarT 4 Fal—TarrERTLE FTT v 7D
AVAXT g U ERET A Snort Ve B AREHEALES, ZOFKFIZEN T T v B Ry
TENDD, FNUEA AT a Mt TICZITEINE DL, A—F v TS A
WDRT7 47 BT 5 HEICE TR £97,
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I Snort2 A 5 Snort3 ~DFBAT
arzranEs |

FIE

AT 71 Secure Firewall Management Center A = =—/3X—"C, [JEBf (Deploy) 1% 27 U » 27 L., [JEB (Deployment) ]
EIRL £,

[GUI]| =21, HIRYUINOBREEZFFL, AT —X AN IR F (Pending) | DT /NA AD U A FiNFIR
EhET,

« [EFHE (Modifiedby) 15I2iE, R —F73 A7 V27 b2EF LI-a—P—D—ERFREN
F, TRARYVRAMERRERTLE, RU—VRMNTEDORY V—2EE La—F—nNFEREN
3

GE) HIBRSNTZARY —BIOA T V27 hO2—HFLIFERRINETA,
o[ AT v a OFW (Inspect Interruption) 152 1%, BEAFFIZT XA ATR T 7 4 v 7 A A
7 a yOFEINEAET DRREMEN S D008 5 RS IVET,

TNNAZADZDHNDOT L N BEADEEIL, BARIZEOT SA A ETONTI T 497 4 LAY
varynHhrEhienwZ EERLET,

o oA REZ (Last Modified Time) ] 1%, mBICHELE L 2T o IcRZ 2R L E T,
[FLEa— (Preview) ]5ITIE, ROBHOEEZ 7L E2—T&ET,
c[AFT—H R (Status) ]HNTIE, HKEBDAT —Z ANERSNET,

RATY T2 BEELERETHT ANA AZFE L TRINLET,

o [Bi% (Search) ]:[MiZ (Search) Ry 7 ADT A A4, AA T RAL v Th—TF 2T A
T RAEmBELET,

« J&PH (Expand) ]: BRI 27 A AEFORELEHE LR 7T H121L. BRKE (JEBHRF (expand
arrow) | 7 A 2 [BBIRA] (expand arrow) 17 71 =2Y) =7 Uv 7 LET,
TNNARADRRIZ DT = v IRy I AR F T DHE, TAALRIIIMALIL, T3 ADTIZY A b
ENTVDLTRTCOEFENEROEZDICT v ad&nEzd, HEL, RUI—0&R (KU —0iE
R (policy selection) ] 7 A 2> [R U L —DER (policy selection) ]+~ 74 =2>) ZfEH L CET
L2 DR —RFEDRREZIRINL, K0 OLTIIRETTICREFTo 2N TEET,
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Snort2 5\ 5 Snort 3 ~DFE1T |
B =ez=0mm

G¥) o[ AT v aOHEr (Inspect Interruption) | FD AT —X A2 [H Y (Yes) | &FER
S, BEICE > THEBISHT DU 7T HA AT AR vave BRICE-> TR
N7 4y 7Bl END & &, BRI X MIIHEORIEA & e o 7o REE DR E
NA VARG 3OO0l ([ AT v a3 O (inspectinterruption) 17 A4 =22 [A
VAR v a OHE (inspect interruption) 17 7 A ) TIRENET,

A VE—T 2 A RTN—T X2 VT4V —, FRFA TV MNIEERDH LY
B, WBE =T DT /34 AX, Management Center TR E L TERINET, ZNHOE
ERENRDEICT BT, ZNoDA v E—T oA AT N—TF EX2 T 4 —
V. FRIEA TV bEGHARY V—H, TROOEE L ELIEMTAMNERDD F
T, WEEZIF SR YU 2 —iF, Management Center D [ L B = — (Preview) ] X— 2%k
he L TRRINET,

ATy 73 [JEE (Deploy) 127V v 7 LET,

ATy T4 BHTAHEFICHEAT LT =GN ZT AL - TR SN HA1E. [iFE A~ — (Validation
Messages) |V 1~ RUICEDORNAENFIRSNET, BRRFEMEIRT 21203, BEEITT 7 -0
HOERKANTAarwzr )y 7 LET,

WOBRRERH Y 97,

« [FH (Deploy) | : EMIREZ MRS TR ZHAT L ET, VAT AN T — 2l LIS B 13T

TEEEA,
*[FIC% (Close) ]: BAETICHKTLET, =7 —BLOERRELMR L, SREORHREMZMAITL
e

RDBERY

JEREAFICEBANKE LGS, ZOEEN NI 7 40 v 7B E 525 EERH Y £,
L, BEDOEMHICL > TR 4, BIEICKHEORTEEEND H5E. BEOKKIZE -
ThrI7 74y RS dZLnd b £7, FMICHONTIE, F#i/Y—Y 3 0 [Cisco
Secure Firewall Management Center Configuration Guide] @ [Deploy Configuration Changes] @
By 722 TIEE0,
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Snort 3 TOEAREN & [

e Snort 3 1R AR Y U—%BET DT (35 =)
e L= LB LIZBARY o — D (49 _—)
o« X NU— T EPEIS U R ABEOMEE (71 =)






==
=% =R

Snort3{ZARY —ZFFIRT BIZIE

ZOETIL, RABREMEPIEOTZDD Snort 3RARY >—& T 7 & AHHIN— VEREOE B
IZOWTHBILET,

RARY —OE (35 X—)

« Xy NU—=7 G ERARY —ORiHRESEME 37 =)

o HAK L Snort 3IRAKRY —DERR (37 X—)

« Snort 3R AR Y 2 —DfftE (37 <—3)

cRARY =D R=ARY —DEE (44 =)

ARARY — D (44 X—)

AR A A EITT AT DDOT VAT ha— L — L E (45 2—)

BARY) O—DHE

BARY V—FEBBFHDORARTOEY FTHY, EX2 U T 4 EXIZOWTRNT 7 47
EREL., 174 VIEBBROLEX, BEOHDNT T4 v Ty Y ERIIEETLH L
NTEET, BARI V=X, 778X arbo— LR =l oTHORHEN, VAT
LD T A e LT, N7 74y 7 BSEICEIET D Z L2009 02 HEL
7,

BEARY L —0H L ADIL. BANL—LTT, L—ILE2HCTBE. —Nc—KT
HBETT 4o IR LTRALNRY FAERENET (S50, BREUWJSUTRT 7 4 v 7N
TuvZENET) A= AEBERITEE A VOLEMEE SN ET,

VAT LI Ko TREES N D WL OO ERIZ AR Y 2 —IZ XKV | Cisco Talos Intelligence Group
(Talos) ORBRAIEHATEXET, TNHOHRY > —TiX, Talos MRANL—ILEA L ANRT H
=V OMRRE (AR E T3S 25E L, MoOFEMERE O E BITWE T,
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B e tys—om=

Snort3 TORABRMERH |

EXb AT LARBEORARY =Ly NU—T AR Y —IZIEFR U & O RAFIBFIT BTy

FITN, BARDIFRENFTENTWET, =& 21X, [Balanced Security and Connectivity] % >

D —2 5381 U >— & [Balanced Security and Connectivity | {2 AR U o —JodifE L CENE L,
EHLLLRAN—ADT v 7T —FTHEFHTEET, 27ZL, Xy FT—I 0K »—iFE
R A 7 > a U EFEBR L, RARY =3 FEIBAL—LEZEFRLET,

AL BRARY =Bl 5 & LFE2FATTE £,

« =V BN E T D Z LA, B O/— VAR L TR L, B iR
50

c Xy hT—7 ETCHHENTARNL—T 4 VTV AT A, == BXOIITA T b
TV r—varrya harEEnbOBEARET HT-OICHEICEZIAE N L—L
WZBEE AT B 121%. Secure Firewall OHEIZFHRIE A2 L £9°,

RARY —3—HET 57y b Fny 7 LT, RASMXRV FPRERTEET, BAELIZ

TV Tutyh O Rey F—VERET DHITIE, LTORELZ [Ty 7 (Block) JIZEREL
ij‘o

HMEFHE LT, RARY =% 256 Flor—L 28 L GEINT 23548) | —
HORAN—ILTIE, YNFGEDHIETI T 7 4 v 7 %T a— REITRILET 2 0E RS
DET, BARY U—IZL o THREINDANT, N7y MIFy NT—7 5HARY 2 — D% E
WZHE> CRMLEE SN E T, MBERA VAT ZETNCT DL, VAT ATHBIIZBAEDRK
ECA VAR ZEEHLET, 2L, Xy NU—7 AR —D Web A 4 —T = A
ATUEA VAT X0 F FI1T00 9,

A

AR OALELBAA AT g VTHEFICEBRICEE L TV AT, BTy FERET D

Py NU—=I5AR Y = ERBARY —id, MHAMTET 2BENDY F9, BILEORE,
BRICEB DT AR oy NI — IR —2 L CRET 52 L3, BERZ AT
‘j‘o

HAL MMRARY U —%FE LR, TaE 12U EOT 78R a3 ba— b— L E720E
TR aryha—)L R —OFT TN N T aNIBEEMNTHZEIZE ST, WARH
LRARY —%2T VA3 ba—LFEO—ME L EATEEY, Zhick-T, v&
T AE, RESAGIETRNC, FEOHF T EINTZ N T 74 v 7 B BARY v—iZkoTHEL
9, Bty FERARY —LHMAEDLTHEATLZZEICLY, F—2 3y hT—7 L4

WAy NU—=2Z12MA T, LBIELC TRy hT—2 EOV—REIEMHICKMSE5 2 08T

TET,

F 74N N T, B S B — ROBAAL VAT Vg ATBLEINnNET, Zhicky.,
ZAA VAR a UREREENTWAT /A a2 ha—)L )Lb—)L LB b S -k
WBETHEOBBHENED L, X7+ —< A0 A ELFET,

BINOYHR— bk EIFRIZOWVTIE, TSnort3RBARY —DE] 5425 L TLES

Wy,
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2y b= 0 ERANRY O—DRRES

Snort ifET VU PRABLIONAN T 2T OO T 7 4 v 7 BANBRTEX 5 X DT DI,
Threat Defense 7 /A AT L TIPS 74 B AZHMNITHLERDH Y £,

K NT—=208, BRARY —ZEFBH L, BITX A7 23735103, BHEE=2——Th
DHLENRH Y FT,

ARZ L Snort31RANRY O —DIERK

FI§
ATy
ATvT2

ATvT3
ATvT4

ATy T5

ATvT6

[R1 >— (Policies) ]>[&A (Intrusion) ] #&RL £,

[V > —DfERL (Create Policy) 127 UV v 27 LET,

[£ a1 (Name) | IZ—BEO&4EIZATI L, A7 a T[] (Description) | # AN LET,
[#a#E— K (Inspection Mode) ] Zi®IR L £,

BIRLZT 7 ailloC, BANL—=LT7uay 7 LTT 77— haRESED BHET—F) . 7=
E7 79— NERESELIOHIZTH) BREE—F) BRED ET,

GE) B — RZ2RINT D0, < OMBRHOFR E R DLV — NV E/FETEDLEHIC, 7
2y NV—VDIRIZT T— "ERESEDLZENTETET,

[X—ARY T — (Base Policy) | Zi®IRL E7,

VAT AEMEORY) —FITEFEORY —EFR_X—=ARY =L L THEHTEE T,

[fR1F (Save) 127 Vw7 LET,

HLWRY — 2 IR_R—2ARY — L RIUHREEANP G EN TV ET,

RDBERY
RY =% AZ <A AT 5120, Snort 3RARY —DfftE 37 =) Z2ZMLTIE
S,

Snort3 EARY O—DIRE

Snort3 AR Y —FMEL TWBEH, I XNTOERFIEICREFEINET, ERERET DD
DBIMOT 7> a AINEH Y XA,
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FIE

RATvF1 [RY— (Policies) 1> [RA (Intrusion) ] ZEINL £,
ATy 72 [EARY 2 — (Intrusion Policies) ] Z 7 WERINTND Z L 2R LET,
AT T3 BRETHERARY —DFUZH D [Snort 33— 3 > (Snort 3 Version) 1227V v 7 LET,
RATFyT4 R —%RmELET,
cET— ROLEHFE  BEET—RFE2LHFETH2E, [F—F Mode) | FayFEZ %2270 v 7 LET,
EE BAEET— FiE, Snort3 N—V 3 VORY —TOLEFRSNE T, BHEOHMAET— FIL Snort 2
N=arTEOEERFEEINET, 2F V. Snort2 /83— 3 & Snort3 13—V 5 DK

V—DOREET—RNIEIER RS IRV ET, FOED, ZoOF T a FEELTERT S
LEHERELET,

« [B5fl (Prevention) ]: FUH—SN7=7a v 7 )b—LFA b (77— ZERL, 8z Fa v
TLET,

« [ (Detection) ]: MU HT—EN7=7 0y 7 )V—EIT 77— bEERLET,

BIEIE— FIZADENC, MHE— FEZBIRTE £, LT, e — FZRRT LA, £<0
PRHORRE L RNV —NVERETEDL LI, 7y I V=LV TT 77— DOHREERTHZLRT
EET,

ATYTE BARY —DF 74 )V NiREEZEHET D [N—AKRY — (BasePolicy) LA Y%7 U7 LET,

BN —I RBT A=V REHEH L CERE 7 VXL LE T, GID, SID, L— A vE—
FREBRERE AN TEET, 72L& 2E, GID:1; SID:9621 1% /L—/L 1:962 DHZEFKR L |
SID:9621,9622,9623 (X572 % SID #Fi>MEk DL — V& FoRr LE T, [FF (Search) ] 7F A MR v 7
ARNZZ7 Y7 LT, ROFT T a v OWTNNERINT L b TEXET,

s T ANK [TV var=7T7—h (Action=Alert) |£72I1X[7T 27 3> : 7a v 2 (Action:Block) ]
AT 5

o [#5) 72 L —/1 (Disabled Rules) | 7 4 V% Zi# 4 %
o [ AZ L/—HEFZ/N—/L (Custom/User Defined Rules) | ZF&K T %

« GID. SID. F7-1% GID:SID T 1 /L ZLFT %

¢« CVE T7 4 NV NE4 5

¢« I AV NTT7 4 NVEFNET S
s T A NHWBEEINTN—NLDFER [Ty b (Presets) |DWTInE 7 Vv r3d5E, 77— h,
Tuvr, B EICRESNTVDHL—ARERINET,

F—R—=F 4 RENTZNA—T, V—AT I arNTE T4V T 72 a0 T 73 g /2%
BENTN—NVERLET, BRETDHE, TOT 7HN T 72 a NCRTHATH, V—T 73
VDAT—HAI[A =T A RFEH (Overridden) 112720 £4, 7=72L, [v—2AT 273> (Rule
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Action) | Ry FX 7Y RA MWE 774/ MIRET (Reverttodefault) | ZEeRT 5 & [A—3—
A R¥EH (Overridden) | AT — X ANHIBRENE T,

[E 727 4 % (Advanced Filters) ] (. Lightweight Security Package (LSP) ® VU U —Z {2 AD%y
. B LU Microsoft DWEFHVEIZ LS 74V EF T a v 2RI L E T,

=)L R¥ a2 A NOEIR : b—)LD Talos ¥ == T )V EFKrT DX, —VID £ L—~
== 7V (Rule Documentation) | 7 A 2 %27 Vv 7 LET,

« L= VDFEMDOER « — NV OFElZ R AT D121, V—AT0 BRKRED (JEBHRED (expandarrow) ]
T A 2 [BEKA (expand arrow) |7 74 =2Y) TAarzr7 Uy 7 LET,

=LA RA L RNOEM = VT A3 AL FNEBEINTSIZIE, [ A2 b (Comments) [4]D FIZ
H5[a*2 bk (Comment) ] IR TAETARS

ARTVT6 IN—TDF—=R=F A R L=V T N—TDFTXTCONL—NHT AN -ERREND [INV—T DA —
/N—F A K (GroupOverrides) | LA ¥4 2 Y v 7 L¥7, Description, Overrides, Enabled Groups 72 £ % 5
o by T VOB — VT N—TRFIRENE T, B— AT NV—FIFEHTE T, FHARY HEHTT,
Y—=TN—= VT N—TFDhEEHTEET, HEA—NITN—TT, HEDY =T IV —TETHTN—2
TEET, EI/NV—TRIKT, VAT N—T% LFEEX AE, BIUOBRATEET, V—TL—L T —
T, WO ENTEET,

VT N—T DR KT 4 — NV R L THF—T—R2 AL, V=L T N—T %R L%

j—O
« FEAMD/RFIVT, =T N —TEBHBTHIOD T )y N T A NAE T T g OWNT T IER
TEET,

[FTRT A ] TRTOAL—A T N—T 5 FRLET,

o [BR7% (Bxcluded) |: BRAA STz NV—T%FRLET,

«[&tr (Included) |1: EENTWDHIN—T TR LET,

o [A—/3—=T A F (Overridden) |: RENA— =T 4 FRENTN—NTN—T %2R RLET,
NN ITN—=TDEF2 VT 4 LIVDRIE : ERMOSA o TRBERNN—N T N—TICBEL, 7V
JLET, VAT LAERONLV—NVREIZESNTEXF 2 T 4 LV ESIE BT D0, £351&F

F2E, =T N—T D [EFX =2 VT 4 LUL (Security Level) | DRRICH 5 [Fwte (Edit) | &7
Uy 27 LET,

[E¥ = U7 ¢ LULOfRsE (EditSecurity Level) 144 7 8 277Ky 7 A2, [T 7 4V MIRET (Revert
toDefault) | %27 Vv 73547 arBDb0ET, ZHICED, ToEENITICRY £,

Management Center |%, sX/ESNT2EF =2 VT 4 LV DIL— LT NV—TDN—)LT 7 a % B
WCEFELET, b—LDA—,3—F A K (RuleOverrides) | LA ¥ T, EX =2V T 4 L-YLAZEHES
HT-ONZ, [FATEXE (Presets) (D [7 7 > 27 /L—/L (BlockRules) ] & [#%)/L—/L (Disabled Rules) ]
DEITERE L T TZELY,

X2 UT 4L EFEEE LT, BEOL—A BT ITYRDTRTONL— LT —TDEHF 2l
FUL_NLEBEFECXET, X2V T 4 L-LO—FEEF L, BHOL—NL T N—T%E T —L
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TN—ICHAEINET, VAT NA—TO—FEEF%RS. TOFOBEETLZLV— LT N—TDEF
VTFr 4 LV EFEFTEET,

=T N—TNTHRE (mixed) | EF=2UT 4 L~ULE 422N TEET, [BAE (mixed) ]I,
FITN—TIBN— NV T N—TAOEX 27T 4 LURBELTWAEZ 2R LET,

=T N—T GO DL ETIIRNAT D  BREINDN— T N—TNE, VAT AL o TR S
HIERDEREARY =2 5N THWDET 74V EOL— LT N—T T, FARY —ZL—
WNTN—TZEGDTe0, BANLIZD TEET, A SN — AT NA—TIFRARY =0 BHIERE
., TONV—ENTF 7 4 v 7 A S EH A, Management Center (24 A X LV—/ L& T v 70—
K32 HFIEIZOWTE, V=L T N—T~DH AZ L= DB (65 X—) 2R LT
AN

W= T N—T H AT DI, ROFIEEFEITLET,

1. [pLv—nZ—7 (Rule Groups) | A VZBEIL, BT DL — L7 —T 2L £7,
2. FHWOASA T [BRS (Bxclude) 1 NA =D 227 %27 U w7 LET,

3. [BSh (Exclude) 15227V v 7 LET,

7 v 7 u— RENTH AL DAV ETFLRNC RS SN — A TN —T %A LT 1 D E 723
OB LON— VT N—T2EZH5100E, WOFIEEZFATLET,

1. w~wﬁw~f74w&mefﬁvyUX%@%K%émmvh%ﬂuyﬂbifo

2. V=N ITN—=TOMICHLTF =y IRy 7 A%F AT LT, BT L5270 —7 %3 X CRIRL E
ﬁqo

3. [I%1F (Save) %2V v LET,

c V=T N— NI N—TDRE, [F——TF4 K (Override) 15~y ¥ —DTFIZHDHT A %7y

J LT, =T 7 varyOifafrLET, Ziud, RAL—LOR—=ARY —BLUT L—
TDOHA—=N"—=F 4 ROTEHIZHEVYTHIENTED, A—"—TA RSNTNV—NT I a D —
U ABRRLTVWET, =T 7 a i, R=ARY —ERELITa— = —T DA — R —
TA RPOLEETEET, 2= =T —T D4 — =T A RiL, ZD2 5O OEIIEN % s L
F9, ERIAMIE, v— T —T M@éf%ﬂt\ﬁWA~74Féﬂk%%%ﬁ77yay%
ZWLET,

sb—nF1 7 b (RuleCount) ¥~y X —DFIZHDHN—NT TN $) 227V v7 LT, L—
TN—T DT AHNL— O ELFRLET,

ATy TT HRBE : VA PES DNV E AR L CEMT 2541, [HEEHE (Recommendations) LA Y&
7V w7 LET, #EREEHIZ, S DT — &«—x%ﬁﬁbf BEEN DTS SN TA— L 2 B3
FIXECLET,

ATYT8 IW—IDA—"—F 4 K : [JL—1rDA—3—~F A F (RuleOverrides) |V A Y%7 U7 LT, 77—h,
Tay ., B, A= —TF A RFR, EXHZ, A, Fey Y, FRERESICRESNL TS L—IL
ERFTL, WFRADO Ty NEIBIRLE T,
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« [BREH (SetBy) 14Icix, Wi (R—=RARYv—) TEDOFT 74NV DY b, EFEITNV—TD
F=R=F 4 R, =V DF—="—=F 4 R FTTHREFHT L ICEE IR — L ORENRER S
NET, [TXTHO/L—/L (AllRules) ] (ZE3A V) O [REH (SetBy) 15NTiE. ERINAMIZEES W
TN NT 73 arDA—N—=TF A KT 72 a v OilfinERENET, V—NT 7 v a3 OEELIA
L%, Py—v DA —3—7F A K (RuleOverride) ]>[#5E39H (Recommendations) |>[2 /v —7 DA —
/N—F A K (Group Override) ]>[<— AR Y 2 — (Base Policy) ] T7,

s [JL—T 27 a3 (RuleAction) | DEW : —LT 7 aaBRT 500, IROWTNNEIBEIR
L/iﬁ—o

o —FERREE 1O ERITEHONL— L ERIRL, Jb—LT 273 a2 (RuleAction) | K v F &7
UARNPORERT 7 a @R, [fR{F (Save) 1227V v 7 LET,

G¥) N—T 7 arD—FEEEX, KO 500 HOL—LTOLYR—KZh
ij‘o

« B L— )L OfE : [V—/T 7 > 2> (Rule Action) 141D Ky 7 &7 ) A R L—LT
JvarEBERLET,

JV—IVT 7 g ATIRD ERB Y T,

s[7uvZ (Block) |1: A MEERL, BUEO—ET 507y Ne, ZOERNOEZGEDT X
ToOXX)ry veTdnrny s LET,

[7TTF— b (Alert) |: —EHT 50y bOAXR NOBREAK L, Ty MERITERE Fr v
TLER A,

o [M&%h (Disabled) ]: ZDN—& N T 7 4 v 7 EZRELEHA, A X2 MIEKINEREA,
o [T 7 4V MR (Reverttodefault) 1: AT ADT 74V T 7 v a @ LET,

o [E) (Pass) ]: A X2 MIAERSIT. %EED Snort /L— U2 XD LRBEOFEH7Z2 LT3 %7 v FR
W TEET,

GE) [[Eh (Pass) |77 aid, HAZLNL—LTOREFTE, 27 LMD
=TI TEEHA,

[FryZ (Drop) ]: A X bzARL, —HTLH 7y e RFny 7L, ZoEgTTnll L
DT 74wl ETayy LERA,

o [HERS (Reject) 1: A X hEEKL, —HT Dy he Ry L, ZOER CTHREED K7
T4 v E Ty LT, TCP7 e ha/LOFEIXTCP Yt v b &R ETTE L O A A MMk
ELET,

IIAT v NEREFY—AR—CHET 5 ESERT 7 AT VA —LE—RFBLOGIPTY RLAF
TTEE T E LIS TOESOEE : Snort (X, V—T 17 &N, A T4, BLOT
Vo ENTA L E—T oA ADBEE. 754 T 2 e —"—DOMHFIZRST 37 v FEEEL
F9, Snort [L2 DD RST /N> hEEELET, 7747 MHRORST X7 v h Tk, %5
TENP— =D IP IZRRE S ., 58N TA T FOIPIZRESNET, P—/3—J5[A RST
Ny NI, EEIXRZ AT 2 RO IPICERE S, 58’ — =D IP IZHEINET,
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o [EEHZ (Rewrite) |: —VDEBEEHZ ATV a NTHESHT, ARV Fa2ARK L, 27y B
ODAR% LEEXLET,

IPSL—AT 7 arDaXrNionCiE, —A77arouaxyy 433—) | 25
LT L7EE,
(%I (React) [/V—ARHHLEFX, 77— T 7 v a CEBRESNVET,

RAT9T9 R U—ICHT LBEOEROREKGZF AT 5121, BEE (Summary) LA Y227 Y v 7 LET, [K
U v —DOEE (policy summary) | -<X—IZITROERDPERSINET,

e ARV —DN— VA, DED, TIT 4 T IR—)v, BRI — Ll

RV —%HT I AR—FL, BARI —DULR— b EERTHL SV a3,

e R—2ZR Y —DFEM,

cHERRIHA AR DA T v a

e N—T A LIS N—T DY A N FFT HIN—TF—n"—F 4k,

e A —N=F A4 FLTZV—=NDY R NEERTHV—NF—"—=T A R,

s % (Summary) LA YT, 2174 2%27 U7 LT, Snort LA ¥V > 7 OEEFIT 25 Snort
NVR=TA RORTT v T 4 RUEREET,

NR=ZR) =% EET BT, BARY —DR—2RY O —DEFE (44 —2) 2BRLTLEE
AN
G¥) [#72 x4 b (Objects) 1>[BAJIL—IL (IntrusionRules) [IZBE L, [Snort3 3 TD/L—

Jb (Snort3AllRules) 1 #7 %27 U7 LT, $XTORANV—INVIN—T% T NR—ZTZX
9, BL—A T N—TF, BEET L —T L= VBB A RS ET,

RDBERY
REAFELRALET, RELEOR (G0 ~—) 2ZRLTIZEN,

IW—ILTIL—TDOLHR—k

N— L T N—TE, RS IVIARAA R MR E 4L, MITRE Ot & FiEBFFOH S

F£7, MITRE O & FEDHIE | ZFAA X2 FDOIEMITRE V—/L T —TDFRH Y %

T, ARAA R MIZT 7 A9 521X, Management Center T [44T (Analysis) ]1>[&®A
(Intrusion) >[4 > k (Events) | IZB#EIL, [~ DT —7 /L E 22— (Table View of

Events) | ¥ 7 %7 Vv 7 LET, [MAEINTZA X b (UnifiedEvents) [ E = — T IZRAA
Y7 4=V RERRTHZEHTEET, [HH (Analysis) | ¥ 7T, A Iz A X2 b
(Unified Events) [ #7 V v 27 LE7,
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URAA > | (Intrusion Events) ]~X—I\Z,

r—n7svavonxyy |

=L T —T DR — MNHIZRDT 4 —)L R

BEMENET, UTFOFNEZBIRIICANCT 2SENH D Z LITEBELTIES0,

* MITRE ATT&CK

o JL— )L T J—"F

ZHHDT 44—V KOZFEMIZ DOV T,

[Cisco Secure Firewall Management Center Administration

Guide, 7.3] @ TlIntrusion Event Fields|] &7 3 a V2L T 72 &V,

I—ILT7Haroaxyyd

Management Center 7.2.0 LARE, [[RAA X2 K (Intrusion Events) | X— D [ T A VUfEHR
(Inline Result) ] FIDA X2 MZIE, A—VITEH SN IPS 77 v a v LRI CARINERS

nHED,

== T AT 74w ZWCHEASINET 7 a 2R TEET,

IPS 77 v a3 2O T, IROFEIZ, RAA X2 (Intrusion Events) [“X—Y D[ T A
fE (InlineResult) 151& . [i& Si7oA > & (UnifiedEvents) | X—Y DR AA X2 b ¥
4 7" (Intrusion Event Type) 1D [7 7 ¥ 3 > (Action) |FNIERRINDHA X hERLET,

IPS 7% 3> (Snort

A4 254 VR - Management

14254 V#ER - Management

Dropped/Partially Dropped

3) Center 7.1.0 LLA{ Center 7.2.0 LIf%
77— b (Alert) k2 (Pass) 77— (Alert)
v (Block) Dropped/Would Have Block/Would Block/Partial Block

HIE% (Drop) Dropped/Would have dropped Drop/Would drop
B (Reject) Dropped/Would have dropped Reject/Would reject

E XMz (Rewrite)

ZEA (Allow)

ExHiz (Rewrite)

BEE o [[E#t (Replace) 147> a v DRVIL—1LOEAE, EEHZT 7 2 3 X TWouldRewrite]
EFRIRINET,

« 70, [E# (Replace) | A7 a UBEEISNTNDN, IPSAHY —2HHE— R TH
B TR ANA T A TAPIR Y T E— R Th LA,

'Would Rewrite] &#E/REHE T,

GE) % HEBMEOEA  (Management Center 7.2.0 73 Threat Defense 7.1.0 7 /3 A ZEFH L TW5) |
ERINTNDE AR ME, [ (Pass) |34 X O[T 77—k (Alert) ] & LTERIN

L7 7—FIPST V7 v allOREHISNET, MOTXTDT 729 A2 T,

Management Center 7.1.0 D X2 h 2N H S v E 7,
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(o] > (o]
BRAR) O —OAR—=—XR) O —DER
BIDT 2T MEHEORY O —F I AZ LA R o —5HARY L —L LTCEATEET,

BTRSODHAFZLAR) S —%F 22— TARZLERTEET, 5209604 D2DKRY 2 —T
FANHERENT=RY o —DEARRY o —L L THERAEN, 5OHDORY —TL AT ALITL-
TEHMEEINTE-ARY) o—2 X=X U HEHRTALERDH D £7,

FIE

ATvF1 [R)— (Policies) 1>[#RA (Intrusion) ] Z&IRL £,

25y T2 BETHEAKRY o—0RICH S [(RE EdiD) ] (@) 22092 LET,

ATY T3 [R—=AKRY T — (BasePolicy) | Ry 7Z 7 U A RnbAR) —%23RLET,
ATy T4 [{R7F (Save) 1227 U w27 LET,

RDERY
REEHZRALET, HELEORM (G0~—) 2ZML TSN,

= ol @ o

AR O—NDEE
[fR AR Y~ — (Intrusion Policy) ]1-~<— ([7R1) &— (Policies) 1 >[#®A (Intrusion) ]) T
1T, BAED I A X MMEARY —L L HIZRDIEREZFR R TEET,

s hT T4V OBBEIBEBARNI V—FFHLTWET 7R arybta— LR —&5F
INA ADH

« T RAAL VREBATIE, AU r—2MER S RAA

< ILF RAAL VEBHTIE, METEIHED ALV TERENTERY) —0NERENET,
Fr RETERWEARAAL VTERENTERY —bFERENET, O RA AL THE
RENTZRY =2 RRmBILORETHIZIE, TORAL ITEIDELET,

FIE

ATy 1 [R)— (Pdlicies) 1>[#RA (Intrusion) ] Z&R L E5,
ATvT2 BAR)—%FHLE,

o fERK - [N U > —D1ERL (Create Policy) [ #7 U v 27 LET, 7 AH A Snort 3 RARY > —DIERK
(B7_—=2) ZBRLTIEZE,
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 HIBR : HIBR T ARV —0RIchH D 227 U v 7 LET, O2—FIMEEL THARWVWKRY o —DEE
NHDHEARIT. VAT AL TR L @mo 7 7 MnFRENET, [OK] %27 VU v 7 L CHER
Liﬁ—o

oy b= A RNREERINTNDIEE, REITTARAA B LTEY ., REEEFE T HHERN
HYFEEA,

RARY S —DFEMOMRE  ETHRY —DRICH D [RE (Bdit) 1 (F) 2270 v 7 LET,
BARY —0 [401 (Name) ], [fREE— R (Inspection Mode) ], BL N [X—AKR Y I — (Base
Policy) ] ZfmETE £7,

ARARY U —FREDMRE : [Snort3 73— = > (Snort3 Version) | %27 U > 27 LET, Snort31RAKRY
Ot 37 3—Y) 2ZRL TSN,

s T AR— b RARY —%=xT 7 AR — bk L CTH|D Management Center (21 >R — M T DHEL,
[27 AHR—1 (Export) %7 U w2 LET, HHi/3— 3 D [Cisco Secure Firewall Management
Center Configuration Guidell ® [Exporting Configurations] ~ &~ 7 &ML T 7ZX0,

« 2B : [ (Deploy) ]>[ERi (Deployment) JZER L £9, CALEORER (30 ~—) &M
LTLIZENY,

« LAR—PF i [LAR—=F Report) 1227 U > 27 LET, IHi/S—2a 0 [CiscoSecureFirewall Management
Center Configuration Guide] @ [Generating Current Policy Reports] FE > 7 ZZH L T 7Z3W, R
e R—=V g Tl 10T, 200 L R— AR LET,

= 4 s,/
BEABHZETILH-OOT7 VR FA—)LIL—)L
1 —]
axX ;&
TR aybr— R —E, HEOT /A ar br— L b=V ERARY —ITH
WAHTAZENTEET, BAN VAV a BT T 7R 2y ha—L b—LE I
A VBT IT 4T Ty TI/RA Ly ba—/L L—LIZRETE, Zhicko-T, +7
T4 T INRESEEIZBIET DR, BRDOIBRAA AT varyTa Ty A NV EFRy T —
JEDEFESERFIATDINT T 4 v LRETEET,

VAT LNIRARY O—EFEH LT NI 7 4 v 7 BFHIT SN, BT 58 v MEM
LET, By NNOEHKIL, RALV—LTBNICER SN AEEZR L, EETB LU ED
IP7 RLABIOR— bE#HNLET, BARY U—ZHHEHEHEH LT, —1 Mkl X
CEL—RBEICH D IP T RL A EZRTZ L b TEET,

je,
Evbh RTARLORARI O—2FEHTLEATH-TH, EMICTy NV —JREZ KT S
DIV AT AORANEREZRETH b e {HRELET, Dl td, 77408y b
WZHDT 7 H/VNOEHELETLET,
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Snort3 TORABRMERH |

B 7oexavro—n—ngEegaKy o —

VATLIZE > TRMENDBARY O—EHRE LEARY O—[2DNT

VAT DMUTBEDOBRARY =3B L THWET, VAT AL > TIRIESNBEARY
—HEHTHZ & T, CiscoTalos f T U ¥ = A7 )L—"7 (Talos) @ﬁ‘i%ﬁ’i’]ﬁﬂﬂ’@%i
#o_h%mf)/— &L, Talos (XMRAN—/NLETY Tty P L—LOREEZREL, i
REOMHRRE bR LES, VAT AL o TREESH AR Y /—%%®iiﬁﬂﬂffé
NEEBAAZ LR —ORN—RE LTHEHTEE T, I AZLRY =2 ERk i,
ﬁﬁﬁ@yx?A®N7¢~7yx%WLéﬁ\*y%7~7LT%E¢5%ﬁ®%6%?
T4 RNV ERICEREY (e — 2Rt cEx E T,

BHRANVEFBEUVEAMRY FOBXLS

7 7w AL — L L o TR SNIZBARY —MRAZBRET 5 L. BAAL RV &
AR L, Z DA~ k% Management Center (ZPRFF L E3, £/, VAT LIET 7 & AL —
NDBu X TRECEGRR S RADPFRE LR O T $ Management Center 7 — & ~X— &
WCHBEINICr X7 LET,

TOEX a2 rO—J)L)IL—IEBEEEEANR) —

1207 78X arybe—LRY) —THERAWMRR—EORARY P —08IE, #—7 v b
TNAADET WML TRRD ET, KB T A AL, LV ZEHORY > —%4BLT
TET, BARV >—LZ8ty NOEAORTITT T, 1 20R Y —LRAARINET,
BRBBRBARY — By hOXRTE2EZNENOHFAN—NVEBIR, o E T 7T 4T 7
a2y =) (BEOT 74V Tr7vay) LEEMMTLZENRTEETN, ¥—F v b
TNRAANRESNTEBVITREZFEITTL2OICHERY Y —ARRELTWDLEAIT, 7
JEAaryia—)L R U—%FREATEERA,

BAB#HEEEFTTLET7I R FO—JLIL—ILDETE

FIE

ATy T

ATvT2

ATv73
ATy T4

ZDOFAT ZFATT DT, BHE, 77 AEHE, i3y NV EHETHLMLE
NV ET,

TR aryha—L R — F 4 X TH LA — L EERT A0, BEOL— L ERE LT, &
F3— 3 d [Cisco Secure Firewall Management Center Configuration Guide] @ T Access Control Rule
Components] ZZM L T 7230,

N—Iv T 7 a B[R (Allow) |\ [f ¥ T 27T 47 7w 7 (Interactive Block) ], £72ix V&>
NLCAVZT7 27T 47 72 (Interactive Block with reset) [ ICFRE SN TWNWAHZ L afERLE T,
[#4 (Inspection) [ &#27 VU v 27 LET,

VAT AL TIRESNDBARY U—F I AZ LAORARY —%RIRT D0, HDHNNET 7+
A ayha—)L )—)UI—ET D T 7 4 v 7 IZHTHRAREZENCT DL [7e L (None) | % i
WLET,
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| snort3 TOR AL L Bt
BAGHEERFT 570223y ba—Li—roEz [

AT9TS BARNY O —ICEEMT o E Sty NEEETHICE, Bty b (Variable Set) | K v 747
UA D BEZERL £,

ATYT6 [fRTFE (Save) 127 U v 7 LTCA—NEREFELET,
AT TT1 [RT7F (Save) 1227 U v 7 LTARY —Z2REFELET,

RDEZRY
RELARZRMALET, RELEORM (G0 ~—) 2ZRL TSN,
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B e pwssarss7o0zay ro—LL—LO%E
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4.
=% =R

IW—ILEFERLERBARD) O—DRE

ZDOETIL Short 3 DA ALK bv—)b, [ZANVL—ILT I g, BARY —HNOEAAL R
REBEND T 4V Z . Snort2 7 AZ LJ)L—)L®D Snort3 ~DEHL, BIOHTAZLNL—ILDH 5
N—= T N—T DIRFANR Y 2 —~DBINT DOV THBA L E T,

RANL—ILOFHEOEE (49 X—)

ARANIL—ILDH AT (50 ~X—)

e X MU= 5T ERARY U—ORHESRE (51 =)

e Snort3 DA AK LjL—L (51 ~2—2)

ARARY —® Snort 3R ANL—/LDFEIR (54 X—)

BANL—ILT I g (552—)

ARARY —DIRFAA R MBI T 4L Z (56 2—)

RAN—ILD AR NOEM (62 X—)

* Snort 2 7 A & L jL—/L® Snort 3 ~DZEHL (63 ~LX—)

=L TN =T DI AR D— VDB (65 ~—)

« AL LIV— VBTN — VT =T DIZRARY —~OBI (66 <X—)

*Snort3 TOH AL L)L—/LDER (67 2—3)

o« AR LL—LDOYIE (68 ~—)

« =)L T N—TDHIFR (69 =X—)

FAIL—ILORAEDE

HEHEA T M—b, EHETF X R ML—L, BILRA v AT — U T — VDR EE
R ERETEET,

=V EFINZTDHITIE, V= VOIRELZ [7F7— b (Alert) | F/2iX[7 v (Block) ]IZ
RELET, VL EANTDE, VAT EARZONL—NVE—KTDH VT T 4 v 72T 5D
AR NEERLET, VAV EBHTDHE, = VOMEMEIESNET, £z, [Tuy
7 (Block) [WCRRELTENA—NADBN—BFTDHRNTFT T4 v 7 ETARV MEAKLED, Ky
THEIRARY O —%HETHIEHTEET,

=DV Ty NEFRTRTDHIIIN—NET g VEUET L2 Lo T, —REESR
= NVBREEERETHNL—NLDEy b & EMICEIRTE $7,
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Snort3 TORABRMERH |
. BAL—LDEZAT

RANV—IVE TN =N DBIEDNA AT Z OB bZ LT D58, F v b T =27 554
WY =D Web A F—7 = A ATIFIA P ARZ ZBRWHOE FIT/2D £, VAT L
ABEVICHBIIEDRETA AT Z 2L ET,

BAIL—ILDOZA T

BAL—L L, Xy N =27 NOMEEIEEZ R ERHT R A2 T 5 72DI20 27 A0ME
A5, BESNZXF—TU—REBHDEY hDZ LT, VATAEIRY NT—27 T T 4w
T EONT DB, X7y FEEA—WIIRRESINT-FMIZIRL LAabY, T7—X %y bR
= VICHRE SN T R TCOEGET-THE6., TOL— a2 M) T—LET,

BARY —IZIZL TOWKRERLIH Y £77,
cBEAN—I, HEHEF TV FL— L ERET X 2 N L— LB SN E T,
o f UART )b Ry NTFa—EDOREA T a ., FREFEVATAMHEDA
AT LD 1 DIZBEMAT O E T

WDFEIZ, LEonr—n 24 70REMEEZEH L E 4,

R2Z:BAL—ILDEZAT

247 xxL— |SnortID (SID) Y—2 aAE—OHA | FREDT
41D (GID) & =
HHEA T |3 1000000 A Cisco Talos Intelligence Group (Talos) A il BR AT &
JL— )L
T % 2 | L— |1 1000000 i | Talos E3) iR A &
(ZFa—n
v RAA
EY e
2 — GID)
1000~2000 |1000000 L4 I Z—WIMERE T2 1EA AR — b EQA (=
(F-F% K A
A4)
7 Fat P L—|Fa—FF 1000000 A Talos Y4 Y4
L =377 N
I oz | 1000000 ELE ATV a VRERC VAT MRV AER | WL WD Z
FEEE]

Talos IZ & > THERR STV — NV ~DEFRIIMRECTCEERAR, ERLILAV—NAOab—%d
AB I — L E UTIRET A EITTEFET, L THEHEINAERE- T L — L~y X —
TR GEETLLFEDR— FRCIPT KL AR YY) 2BWETEET, v /LF AL VER TR
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| snort3 TOR AL L Bt
wy ko—oam ARy v—omizzt |

TaloslZ Ko TERREN AL — T 7 a— )L RAAL AZBLET, FHREAAL COEFEIT
N—nDua—h) abt—EREFELTHL, V= ERETEET,

Talos IZ X > TERE N D L—ITIE, &7 74N MEARY —NTT 741 EDOL—Ltk
EREID L THENET, ZEAEDT Y Fak vyt Lb—ILnT 7 4L hTHESI /2> TS T
O, VAT ATV Tak vyt =T HA N NOEREA VT A VRTOER S
v NOEEZITHOE D HAIE. ZNODONL—VEAMNTHLERH Y £,

2y b= 0 ERANRY O—DRRES

Snort B ET LV UBNBRBABLIONYN T 2T OO T T 4 v 7 BB TEX 5 L0127 HI2iE
Threat Defense /34 AWK L TIPS A4 B AZHMNITHLENRDH Y 7,

Fy RT3 RARY VB L, BT A7 2ETT DI, BEE—F—Th
BUENDHY ET,

Snort3 M A RALJL—)L

AR BMREARY =1, a—HNA =T 7 A )V VR— D LIk TERTE E
I, =T 7 A IIVOIEEFIL, txt F720E crules TY, 1ERRITFIEICEED 51, \/7\7‘Abi
AL I J—) )L —T) )L /1/—/1/ IAHELUTIRGELET, DAX LL— L FA— LT —T
WRLTWDARENRD Y £F, 72720, DA LL—WIEBEO I V—TO—Ileb 2 &b
TEXET,

AR MBIV —IVEAERT D L, VAT AT —BEDON—)LEE (FEEDOFEAILcID:sID:Rev)
EEIDYTES, ZOFFITIFROBERENEENE T,

*GID: VxR L —HXID, HAX LL—LDYE GIDEHRET HLEEZTHY FHA, VA
TAF, A DT vy T a— R a— L RAAL CERFT T RAAL DO EL L2

DIZEEDSNWT GID Z HBEIRICAR L E T, FET XA N L—/LTlL, Zr— UL KA
A > OfEIE 2000 T,

¢SID : SnortID, /L—/LINT AT A JL—LDa—h )L )L— L THLINE I DERLET,
H LWL — L 2B T DAL, —F D SID ZL— L E D YT E 9,

o —4 /L JL— L@ SID F51% 1000000 2> HE5F V. HiL e —h b b— I &EFE SN
1 o2 F£7,

cRev: JEV g &S, HiLWwWLb—lD I E g UHBEIL1I T, DAZLL—ILEER
THENT, Ve g VBT 1 TOEZILERDHY £9,

BAR DERET XA K JL—)LTiE, =L~y X —RE, L— F—TU—FK BLOL—1
BIEAERETCEET, BEOT e barzHHATDH, FFEDIP 7 RLAEITAR— FEITE
KT DINT T 4w 7T EAL—AVTHRETDEL), = Ny X —ERETEET,
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B sosonzszin—n

\)

Snort3 TORABRMERH |

6=

e Snort3 AKX LL— VIFRETE EH A, TAHX LL—)LD)L—)LTF A FHIZ classtype
DEMR A v =V NEENTNWD I LR LET, MEEITAEHR L TL—
NaA UR— T EEET. V= ZHIBRLTOHLEERLET,

*Snort3 Z#EH L TH AL AMRAN—NVEERTEET, 72720, HAX LMZAL—/LOH
B L EEICOY AR — MIBEFHTE £ A,

Snort3 DEEZE T —2 DERH
ﬁA%hﬁﬁ\7V//%ﬁ—F%ﬁ\E%—wﬁk®%%? CAEN 4/&~X/F =

L

I, FREESoTRIREND RNV £, BT — X ORHIL, #E &@ﬁ&@

A%%ﬁﬁLT4NVF%¢%¢5t *ﬁ%éﬂi# 4&Vbﬁ\k%@ﬁkﬁﬁﬁﬁ

(PI) T —X Bk SINT-HEICORERINE T, BET —XDOBRHETIEA X Fo T
Pl #~A 7 TX %1,

sd_pattern =7 3 >

PII ZfH L TCT7 4 V&) 74 5121%, sd patternIPS AT a v ZHHLET, O
WX, 7 V¥ y M— RES, KEHSRES S, EifE . B FA LT RLAREEN
F9, MEADOPH ZEFKT D702, EMREI (regex) ML AMHTE 7,

sd_pattern 7" > 3 NZiE, ROBENRH Y 77,

o [/X% —> (Pattern) |: PDU THisR T 2 IEHRIZIEET DREERO MR E, FERERBUX
PCRE # L Crtid 2 LN H VY £,

e [LEVME (Threshold) ]: A Xy hDOARICSLEZ: PDUN D —E K &5 €3 2 Wi 7e 4

=A==

Tva URIE,

IPSL—/L A7 a & LT sd pattern d, IBIIOA AT X OEEZR LT Snort
TEHTXxET, w~wﬁ7/a/®%1i&@kkDTTo

sd pattern: "<pattern>"[, threshold <count>];

WRIZHIZRLET,
sd pattern:"credit card", threshold 2;

HHARFINE —

BT — 21X S DOMBPIAIIRA — N D £, [RXF—2 | BRIECTHAIAB AT — %
FET51C1%, BMAETHVENDHD PIL XA TOLFEIRET ALEND Y . VNERIEHRHEHR
THEXMHZ 5NET, PHL S FEHERO~ v LV EFHI X — 3RO EBY T,

* credit_card :
\d{4}\D2\d{4}\D2\d{2}\D2\d{2}\D?\d{3, 4}
* us_ Social :

[0-8]1\d{2}-\d{2}-\d{4}
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snot3dH 2 LL—1 [

* us_social nodashes :
[0-8]1\d{8}

* Email :

{1 [a-zA-20-9]
[a=zA-720-9])?

[a-zA-Z0-91#S8%& " *+\/=2" " {|}~-1+(2:\.[a-zA-Z0-9 ! #S$%&"*+\/=2"_ +)*Q(?:

(?:[a-zA-720-9-]1*[a-zA-Z0-9])?\.)+[a-zA-20-9] (?: [a-zA-20-9-]*
* us_phone :
(2:\+21[-\.\s]1?2)2\ (2 ([2-9][0-8]1\d)\) 2 [-\.\s] ([2-9]1\d{2}) [-\.\s] (\d{4})
Pll & INF—

credit_card \d{4}\D2\d{4}\D?\d{2}\D?\d{2}\D?\d{3,4}

us_social [0-8]\d{2}-\d{2}-\d{4}

us_social nodashes [0-8]1\d{8}

email [a—ZAZ0-9M1#5%6& " ¥\ /=2" " {|}~1+(2:\. [a-ZA-Z0-9 1 #5%& *+\/=2" " {|}~]1+)
AE: [ 209 (2: [ 2091 % [ar A 20-9]) A\ ) Ha i 209 (2: [a A Z0-9-1* [a—zPrZO—9])?

us_phone (2:\+21[-\.\s]? ?([2-9] [0-81\A)\) ?[-\.\s] ([2-9]\d{2}) [-\.\s] (\d{4})

INHDNRE =N T DT A D AFT T X, 7 LYy b — R, KERESREE S,

BT A=/, BLUOKEOBEEE S DY AT MMEHL— /L F I T AIA I S — L TO IR
LET, v 2AF L 71E. HDAZ A NL—NE T —P—EEZOPI X — L TIIERE LS A,
J—ViL, BT — % H @ Lightweight Security Package (LSP) gid:13 CHEHTEEJ, 77+
NV RTIE, VAT ARIEORY —TIIAEIC o TV ER AL

LSP DT — X )L—)Lid, TR TCOMAIAINRNST — it e L, RO LEVWVELRH D F

D

* credit_card : 2
e us_social : 2

* us_social nodashes : 20

* email : 20

* us_phone : 20

sd pattern 47> a VEMHT L E, BWAX AN —AVEER LD, BBFEOL—LVEERTE
9, INEITIHEEIE. Snort3BARI) O —A X —T o4 AEEHLET,
TAL LXS— b LEWEZFH L7 sd_pattern & & Tp/L—/L D :

alert tcp (sid: 1000000001; sd_pattern:"[\w-\.] + @([ \w-] +\.)+[\w-]{2,4}" threshold 4; msg: "emalil,
threshold 4")

1

2ol

— AR LT A Z DL— LD
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Snort3 TORABRMERH |
B a2 %U—osoniga—rLoxs

MAIAFIRE — B fER LTz L—)L

alert tcp (
msg:"SENSITIVE-DATA Email";
flow:only stream;
pkt_data;
sd_pattern:"email", threshold 5;
service:http, smtp, ftp-data, imap, pop3;
gid:2000;
s1id:1000001;
)

HAB LN — i LT /—b

alert tcp (
msg:"SENSITIVE-DATA US phone numbers";
flow:only stream;
file data;
sd pattern:"+2328?2 (0[\s\.-]\d{2} [\s\.-]\d{3} [\s\.-]\d{2} [\s\.-]\d{2})", threshold
service:http, smtp, ftp-data, imap, pop3;
gid:2000;
5id:1000002;
)

WIT ., FHIIABKERE T — Z X — o Z i L 7= 524272 Snort IPS /L— /L D2\ DAavR LE
j—o

» alert tcp ( sid:1; msg:"Credit Card"; sd_pattern:"credit card", threshold 2; )
« alert tep ( sid:2; msg:"US Social Number"; sd_pattern:"us_social", threshold 2; )

» alert tcp ( sid:3; msg:"US Social Number No Dashes"; sd_pattern:"us_social nodashes", threshold
2;)

» alert tcp ( sid:4; msg:"US Phone Number"; sd_pattern:"us_phone", threshold 2; )

» alert tcp ( sid:5; msg:"Email"; sd_pattern:"email", threshold 2; )

T—H v Ax 7 OEIX, Cisco Secure Firewall Management Center 33 JX O Cisco Secure
Firewall Device Manager TIE¥ AR — h SN TWEH A,

BARYS—® Snort3EAJIL—ILDERT

BARY —NON—NVOFRFFTFEEZTHETEET, FEOLV—IVOFEMERRL T, L—
BRE, W=V F¥xa A b, BIOZOMDONL— N2 HERTHIE L TEET,

FIE

RFyF1 K1Y — (Polices) ] >[BA (Intrusion) ] &8 LE T
ATw T2 KU —DOHIZH D [Snort 3 73— 3 > (Snort 3 Version) %27 U w7 LET,
ATV T3 L—LEFRLTWDHRE, UFEEITTEET,

o JL— L& T 4 VAL E T,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



| snort3 TOR AL L Bt
gan—nrovar B

N NI N—TEBIRT DL ZTOTN—TCEET L — LN FIR SN E T,
RANL—IOFEMER R LET,

= DaA X FEFRRLET,

=L DRF2 AT =g EFRRLET,

INHEDX AT DFEITOFEMIZONWTIE, [Snort3BARY U—DfRE 37—) | 22 LT
YRR

BRAIL—ILTHO 3

BAN—IVT 7 a T, laxDRARY —NDOL— LV EGNETITENCTE D720 T
B, BB —RBOEMENNL—VE N H— LRI AT ANETT LT 7 a &R
ETEET,

Cisco Talos Intelligence Group (Talos) W&7T 7 4 /L hAR U —DRAB LIRS AT X )L—
NITEWZT 7N NT I avEZRELET, =& 2IX, /L—/ L% Security over Connectivity
T 74V bk RY 2 —TITHAIT LT, Connectivity over Security 7 7 4 /L b 7R U 3 — TlL M%)
T D2 ENTEET, Talos NL—AEHZMLH L TT 74/ bARY —HND 1O EDL—
NDOF TN NT 22 a v ZEETHHALH Y £, L—AVEHTON—ARY v —DHH
AT HE, RY U—OERFICER SNTT 74V bR Y v— (F7I3HEREE DT 7+
WERY =) OFT7HNV T 7 arNEESRIZLED, ZORY —HNDOL—1L DT
THANET 7 aryOERGFHATLI LRV ET, EL, v—AT 7y a B EELT
WHEEIE, VAV TEDEERA—N—=Ff RENRNI EITEREL T Z S0,

BANV—IVEERT D E, TONL—VE, R —OERFHIEH ST 7 40 bR Y v—
WNDONL—VDFT 74V T 73 g ikl £,

BAIL—ILTOS a2 OAToay
BARY —TiF, L—ADT 7 a r ZROBICEETEET,
72—k (Alert)

VAT ATRREDRARITEMH LT, =L NT 7 4 v 7 BREDHS R TRAA
Ry NEERT ISR, BEOHDH NNy MRRy NT—7 @B L TV— V&2~ H—
THE, ZONRTy MDBSRICEFE SN, VAT ANRBANRY bEAEKLET, BEODO
HHNNT Y MIZFORBRIZEELETH, A X X JICl o THMINLET,

Jav?% (Block)

VAT LATRHEORAMTEMHL T, 2ORBzage\ry bz Fry 7L, &Lk
N7 4 PSRN RTRAL NS FEERT 256, BEOH L/ v MIZ
DRZIZBFEE T, /X brFrrickoTmmsnEd,

#%h (Disable)
VAT AT—ETDHNT T 4 v 7 EFHE LW E,
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Snort3 TOBABE £ |
B er—n7ovacons

\)

GE) [77—b (Alert) 1F7=iE[7 a7 (Block) 147 v a v EERT D E, A—LRHEMT/R
D ET, [ (Disable) | ZIRT 5 &, /L—/LNEYT/RY £,
RBARY —NOTRTORAN—VEANILIEN EZ@MHERLET, FXTor—1
INEIZ 22> TOWB AL, BRI RT A, ADNRT 3 —<  ABNE T T 5 REMNH Y F
T, bV, TXAE TRy NU—JRREIZAEDE TOL— Ly REFHELTIEIN,

BAIL—ILTI3>DHETE

BAN—ILT 72 g TR Y —IZEA TT,
F|iE

ATy F1 [R)I— (Policies) 1>[RA (Intrusion) ] Z&RL £,
ATV T2 WHWETDHRI —DRICH S [Snort 3 /73— =2 > (Snort 3 Version) %27 U v 27 LET,

Evk ZON=VIE, ROBGRHENFRENET,
o BN 7R — )L
[7T7— b (Alert) | IZREINT=HR2N—IL
«[7 w7 (Block) IZFRESNT-BR 721 —L

o F—N—TF 4 RENT/N—Ib

ATYT3 V—=AT I aruwRETH1OUEOL—LEFRLET,

ATy T4 [L—NT 7 ar (RuleAction) | Ky 7 H T YA RNEA—LT 73 aOWNTNNERIRLET,
SEIERNL—=ILT IV a OFEMICONTIE, [Snort 312 ARY > —DfFEE 372—) | B8R L
TLIEE W,

ATy 5 [fR(F (Save) 1227V w7 LET,

RDERY
RELHLZRMALET, RELEORME (G0~—) 22ML TSN,

BARYO—DBRBAANY FBIHIT 4 ILA
BAAXRY NOEERE L, BAEME, HETIPT RLVA, FE35EEIP T FLRIZESNT

RETEET, A FPPRFEDOREFEAET 2 ETHEENLERNGELHY £, 2Lz
. fIEPBY =N 7 LE S E LT, HEDHEEBEKT 5 ET, [UTTIHLEITH
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| snort3 TOR AL L Bt

grar~vrizniE ]

DEEA, —F. BAODEDREZ RAVE, RFERMERH L Z L2 TE 558000
F9, L& ZEL Web Y — 8T LT DoS DT ONIZHE1E, DEDRAL N2 PO
HZfER LT2120 T, ZORIUSHL L 2T TR BN Z e £3, FTA N2 RR
rEFE S MR S AUEX, AT LOBED B L 7,

RAAMARUFLEWME

FRE LM X R E2ART 2RI SN T, VAT LAMRAAL NV & a TGk
L CHERTHEEEHET A2, FHlor—10 LS WMEEZRELET, ek, K&
DRI CA Ry "BNRK THREENIET 20 &8T5 2 N T Ed, WHEAT V=7 F—
b BT XA M Lb—)L E7203A VAT Z— L T LI L EVWVEARETE E1,

RAARY FLEMEDRTE

LEVMEZRET DI, BN L EVED X A FZ2IEELE T,

®3:LEWNMEREF T a Y

FTF7oay

B

HBE  (Limit)

RESNTHEDO v b (count BIEIZ L > THRESND) 23, FBESINZHBNICL— L%
MU =L LTHERLESEAIC, AU e LTERLET, 22X X4 7% [HIR
(Limit) 12, [#7 >k (Count) 1% 1012, [# (Seconds) ] % 60 IZRXE L., 14HD/ 7
K3 V— v N T—E LT LIZSGA. VAT DIEED 1 5 ORIIIEAE LI IO 10 f#
EFRRLIZG, A XV b EELRLET,

L& VM
(Threshold)

FRESNTHD /7 v b (count BIEIC L > THRESND) A, FHESNEHEANICLV—LE
Y=L L THERALEZSEEIC, 1 2OA4 X hEFEELTERLET, 41X DO LEWE
AT MIEL, VAT ARZEDOARY MEGEE LR, BHOD T X IXHORBEND 2
LICEBELTLESY, HExiE, 47 % [LEVMHE (Threshold) 112, [ 7> b+ (Count) ]
Z 1012, [#) (Seconds) ]% 60 ICFREL T, L—ANBPETIOE KN H—Eh/-& LE
T, VAT NI, LEOA R MEAK LTS, [ (Seconds) 1 & [F W b (Count) 1D
I EEOIZ)EY FLET, RO 25 PEICL— RN EHIZ10E ) H—Sn/z& LE
T, BHTHTEZN0ICY By hENTTZD, VAT ANBIOA Ry M EEEELET,
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B ar~orisnEoz:

Snort3 TORABRMERH |

TF7oay

B

/5 (Both)

fREshi (W b)) o7y bPL— & hYH—L LTHALEZE T, e sz
LI IEA R FEs L TERLET, L& ZA 7% [MF (Both) 1, [V

>k (Count) 1% 212, [# (Seconds) ] % 10 IZFHKE LGS, 41XV MU TO L 517
D iTO

L= AR 10 1B MY =Sl a, VAT AMIARC MEARLERA (L
UVMEZME 72 STV

=B 10 BREIZ 2B Y H—SNTGE, Y AT LT 1 ODA X /AR LET
=B 2B Y =& LT SAC L I LEWENHIZ SN D) .

=B I0 BRI 4B N U T—S N7 E. VAT AT 1 DO X MEAERRLES
QL= 2BBIC R H—E L THERENZEZICLEVEIZEL, ZRLIED A X
MIEHRIND)

WIZ, P vX Uo7 ERRELET, ZUCED, A P LEWENEEICIP 7 KL RAHEAL
CHNEIP T RUABIOEL L TR SNk E D £,

R4:IPLEVMEREA T3

TFoay Bz

V=R EETIPT RUABNTARU M A VAR A T b
(Source) HELET,
it S IP 7 RLARBICANY b AV RAF VR BTy h&E

(Destination) |% L £,

BBIZ, LEWVEEZERT DMV AX A0 EMBZRELET,

REAVRAVRAMAEBOLEVMEREA T3y

TFoay

FiEA

#H7 > k (Count)

LEVMELZTE-T7-OIC0ER . BT AP 7 R LA THRE SN -BBEN DA X~ A
‘/X&‘/X@;@to

> (Seconds)

A7 IRy FENDLETOME, LEWEZ A 7% [HIR (limit) 11, FF7yFo 7%
[&157CIP (SourceIP) 112, [ W b (count) ]% [10] (2. [ (seconds) ]7% [10] (Zi%E L7=
BRI, VAT ABEE SN RETTHR— M5 10 BIICHE LIZRAID 10 DA X2 b &
BRLTRTRLET, BAO 0B TTEDOA R MEFHRELIEA. VAT ATTRL 2
L TERLET, BAID 10T EDOA X bBNRAE LA, VAT LI 10 HZ27Lek L
THERL, 0B L by NEHERBLET,
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| snort3 TOR AL L Bt

snot3 cOEAL—LOLEVEDEE [

RBAANY PO LEWERET, BMTHERTLZ L, L= X=X OB,
detection filter ¥— U — R, BILOMRAA XY MIHlOWT I EMAEDOETCHEHT D Z
b TEET,

Je

Evk BASMRVEFORY Y R Ea—TLEVMEZBEBNTAZ L TXFET,

Snort3 TORAIL—ILDL ZLMEDRTE

FIE

ATvT1
ATy T2
ATvT3
ATv74
ATvTH
ATv 76

ATy 717

ATvT8
ATvT9

ATv 710

[L—/LDFA# (Rule Detail) ] X— T, L—/LOH DO LEWEAZZRETEET, LEVE
MY 5L, V= VORBEFED LEWEDS EEXINET,

[F72 x4 + (Objects) ]>[BAJIL—IL (IntrusionRules) |27V v 7 LET,

[Snort 3 DF_XTPD/L—/L (Snort3 AllRules) | #7427 U7 LET,

BAN—NLD [T 77— hi%E (Alert Configuration) %], [ZeL (None) |V 7% 27 Uv 7 LET,

[RE Edit ] (P 2200 LET,

[7 7 — Ra%E (Alert Configuration) ] 7 4 > KT, [LZVMA (Threshold) | ¥ 7% 7 U v/ LET,

[#A47 (Type) | Fay 77X R R0nDL, RETDHLEVEDOZ A 7 E2IERLET,
cHREINTHMBHIZD DA X b A RE U AFTHAZHIRT 2551, [HIFE (Limit) ] % 38R

LET,

FRESNTHM BT DAR b A VA AT LB R B EA IR, [LEVWME
(Threshold) ] Z3&R L £,

cFREINTANRN AV AZ U AIZELTZZ T, MW S0 1 BT omm s+ 285813, [
75 (Both) ] #3EIR L £,

[1BBf%E (Track By) ] 7 4 —/L R T[%E7C (Source) | £7-1% 365G (Destination) ] ZHER L., A~
MU AZ L ADBZIREILIP T FLATITI My, 58D IP T RLATIT I MEiEELE7,
[Tk (Count) 17 4—/LRIZ, LEVMEE LTHEHT AR M UV AX U ADEEANTTLET,

[Fo% (Seconds) ] 7 4 —/V RIZ, A XV b VAKX U A% 80 28 (B8 ZHBET 28MEE AT
],_/i‘é—o

[fRTF (Save) 1227 Vw7 LET,
BIMOYR— K EFHRIZHONTIEL, TSnort3 DPIFI L LEVWME] EFF 2SR TN,

RDBRY
RELFELEALET, RELEORMAEZZMRL T ZEN,
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https://www.youtube.com/watch?v=pharzZB1bYY

Snort3 TOBABE £ |
B ar ~orLzvEoREbB

RAAANY b LEWVEDRT EHIER

=D L EVMEDOREF DX E % RR £ T2 IFHIBRT 2121, b—/v O (Rules Details) |
Ea—ZHL T, LEVEOHEREARELR R L, TNLONT AT MMIEEINE ) D%k
BLET, £ TRVWEEIT, FILOWLEWEZBINL CBEFOEL LEXTHZENTEE
—éqo

FIE

ATY 1 [T b+ (Objects) 1>[BAIL—IL (IntrusonRules) 1227V v 7 LET,
AT w72 [Snort3 DI _XTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vw7 LET,

AT9 73 [77— Fi%E (Alert Configuration) |FNIERIND LEVENEREINTNDIAL—AZBRLET (7
77— hiR7E (Alert Configuration) ]¥ZiX, L—/L DV 7 L L T[LEVME (Threshold) ] 3FE I FE
) .

ATV T84 =N DLEVELHIERT 2I21E, [77— FaRE (Alert Configuration) ] 410 [L &V ME (Threshold) ]V
Yo RIY I LET,

A7y 75 [fRE (Ediv ] (4£) 227U y7 LET,

ATYT6 [LEVWHE (Threshold) 1% 7 %227 Vv 7 LET,

ATy TT [VEYyF (Reset) |27 VU7 LET,

ATv T8 [RfE (Save) 1227 U w7 LET,

RDZRY
RELELRALET, RELEORM (G0 ~—) 2ZRLTIZEN,

BARY —HIHIDERE

KR EDIP T RLVAEITIP T RLADHEPHTA v ART ZDORFEDNL— L% N H—1L7- &
TORAAXRY MEHMAEMGI T T, ZhUL, BBREEREEET0CER L ET, e
X, FFEDO= I AT v A NOXITRZ DTy FEBIELTWD A — )L — "B EET DY
A, TDOA =N P =L TR =L LTHEHASRIZA R MTET DA X MBEA%E
MFICEET, =TT RXTONRTy MR LT R =& LTHERSVETN, KRPOK
BICHT A4 X METREREINET,

BARY —FI2 1T

BAA R ML, B THEAT 2, L— F N— ZOKERGE, detection filter
F—U— PN BLORAARY FLEWVEERKOWNTNNEMAEDETHEAT L b TE
HZ EITHER LTS IZE,
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| snort3 TOR AL L Bt
snort3 ToEAKY v—nimHnzz [

Je

EXYh BAAXRUC IOy b Ba—ANGHIGIZENTEET, RALV—ILZT 4 X X—T ([F
7o x4 b+ (Objects) |>[BAJIL—IL (IntrusionRules) ]>[Snort 3N XT®HJL—/JL (Snort
3AlIRules) ) @ [7 77— h%7E (Alert Configuration) |4 ZfEH L C, MHEREICT 7 AT
HrbTEET

Snort3 TOERANRY O—DHIFIDETE
BARY =D — Uk LT 1 2L Lol 2% ETE £7,

1R BRI

EETE IS EOMENZEBNTAVERSH DXy NV —IFT V27 FEERLTNDZ L
AR LET,

FIE

AT 1 [#TPxH b (Objects) 1>[BAIL—IL (IntrusonRules) 1227V v 7 LET,
ATw T2 [Snort3 DI _TD/L—/L (Snort3 AllRules) 1 Z 7 %27 V27 LET,
AT T3 BFANL—1LD [T 7— Fi%E (Alert Configuration) ]%/® [72L (None) (V> 27 %227V v 7 LET,

A7y 74 [RE Ediv ] (@) 22000 LET,
AT v F5 [l (Suppressions) ] ¥ 7 T, IRDOA T aORICHLEBMT A 2> (+) 27V v 7 LET,

HRELTZEEILIP T RLADRLEEIND N7 v M X o TAERSND A X M E i+ 25 81%,
[IE{E7c % v b7 —7 (Source Networks) ] Z3%IR L £,

FEE LIS IP 7 RLRIZEESND Ty M X o TEREND A X2 N EMf 32854615, (%6
St v b7 —72 (Destination Networks) ] Z &l L £7,
AT97T6 [Fy hT—2 (Network) ] Kay 7 X7 VA MNPy bRy NU—7 ZRINLET,
ATy T [R7E (Save) 122V v LET,

ATY 78 ((TE) LEISUT, wEDO3ISOFIEEZBREY KL ET,
RATwT9 [77— FXE (Alert Configuration) | 7 1> KU T[T (Save) 15227 U v 27 LET,

RDZRY
RELFZEALET, RELEDORE (B0<—) 2ZRML TSV,

iHEH DR & HIBR

BEFOMHISM 2T R ERITHBRTA 2T Ed, ez, A=Y —_"NRNr 270
A PDEITRZDHZ NNy FEEENOEELTNDLEWVWIEHEAT, TOA—)L =D IP
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Snort3 TORABRMERH |
. BAL—ILOI AL FDEM

T RULANLIREENTZ ANy MIET A4 Xy MBmEAiE cx£d, 0%, FOA—)L
Y= RXPNFERAEIRIZRD, FOIPT FLARBOFRA MCHE VY TEINEL, TORET
IP7 RLUADOIHISEEZHIRT OILENRNH Y £,

FIE

AT 1 [T b (Objects) 1>[BAJIL—IL (IntrusonRules) 1227V v 7 LET,
AT w72 [Snort3 DT XTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vw7 LET,

ATY T3 Ml zRREITHIRT HL— L ERIR L £,

RATY T8 [77— h%E (Alert Configuration) ] [l (Suppression) 1 %727 UV v 7 LET,
ATy 5 [k (Bdi) 1 (£) 227V v LET,

ATw 76 [#l (Suppressions) | # 7 &7V w7 LET,

2Ty TT MHOBICHS [Z7 VT (Clear) | () 22U v LT, fMfl&HERLET,
RATv T8 [fRTF (Save) 1227V v LET,

RDEZRY
WELF LA LET, RELEORER (B0<—) 2ZRL TS,

BAIL—ILOO A DB

BAR) =D — a3 A "EBINTEET, ZOLICLTEMEINTZa AL MIRY
V—HHADOa A NERVET, LoT, HIHEARY —DN— VBN L2 A 2 M,
HOBARY > —TIIFREINEE A,

FIE

ATy 1 [R)I— (Policies) 1>[#RA (Intrusion) ] Z&R L £,

ATV T2 WHWETDHHRI —DRICH S [Snort 3 /73— =2 > (Snort 3 Version) %27 U v 7 LET,

ATV T3 TRTOL—APY A RSN TNDEX=VOHMT, 2 Ay MBMT 50— 2RI ET,

RTw T4 [2 X (Comments) [FIOTFIZHLaAAY b (A (comment) 74 2> [ A2k (comment) ]-
TA4aY) H7Vv 7 LET,

ATw 5 [72A |k (Comments) |7 4 —/L RIZ, L—/a X hEATTLET,

ATYT6 [2A FEEM (AddaComment) |27V v/ LET,

ATy TT [R7F (Save) 1227V v LET,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



| snort3 TOR AL L Bt
Snort2 71 R & LiJL—JL® Snort 3 ~DEH# .

34 [Z2 A2k (Comments) ]5ID/L—/LOFIZ[= A2 b (Comment) ] M iermsn
jz—?*o
RDZARY
RELEZRALES, RELLOREM (B0~—) 2ZML TSV,

Snort2 1 XX LJL—JL @D Snort3 ~D LA

AL D=V EE LTV DAL, Snort 2 7> 5 Snort 3 (ZZEHA9 A EIC, Snort 3 D/L—/L
ty FEEHTAIEFR TETND I LEHRELTLLEIY, = FKX—=FT R F—D)L—
Nty FEFBHLTOWDEEIE., O A —2EKE LT, ZD/L—/LA Snort 3 [ZIEF T4
x5 Z L aMRT D, F7201% Snort 3 FHICRA T 4 TIER SN EL— Ly N &
B L x4, MBEICER LIz A X 2L—Lind 535515, ZHRTIC Snort 3 /L— L DIERKIC
BTk &, BHEO Snort 3 2 b3 2 X ol — a2 EH T £, Snort3 TO
=V DIERRDOFERIZ DN T, ROV 7 2SR L T 7EE 0y,

* https://blog.snort.org/2020/08/how-rules-are-improving-in-snort-3.html

* https://blog.snort.org/2020/10/talos-transition-to-snort-3.html

Snort 3 /L—/LDFEMIZ-DUVNTIL, https:/blog.snort.org/ |28 AfD 7 1 7 A2 S L T 7Z 30,

VAT MR — V& LT Snort 2 /L—/ V% Snort 3 /b—/LIZERT B2, Snort2 H A
Z L)L—)L®D Snort 3 ~DEH (63 ~—) B TIIZIVY,

| &

BE Snort2 Xy NT—ZIS5HARY > — (NAP) OREZ Snort 3 ICHENMIC a2 Y —4 52 L3I Tx
FHA, NAP R EIX, Snort3 TTFECTHEITILERH D £7,

FTARTOEARYS—DFTRTD Snort2 H AR LJL—)LD Snort 3 ~
DE L

FIE

RTYT1 [#TP Y b (Objects) 1>[RAIL—IL (IntrusonRules) 1 %7V v 7 LET,
AT w72 [Snort3 DT XTD/L—/L (Snort3 AllRules) | Z 7 %27V v 7 LET,

AT9 T3 EMORAL T[T TONA—/L (AllRules) | VBRI NTWDHZ L 2R LET,
ATy T4 [XAY (Tasks) | K v 7H U R RO BEZEIRL T,
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Snort3 TOBABE £ |
B = 0EA®y S —0Ssnon2 H 24 LL— L0 Snort3 ~DZ e

s [Snort 2)L—ILDEHE A >7R— bk (Convert Snort 2rulesand import) ]: X THORAKRY 2 —DF
AT Snort 2 771 A K IJL—/L% Snort 3 (2 HEIRYICAHE L, Z4L 5% Snort3 W A X LLb—/L & LT
Management Center (2 > 7R— k LET,

s [Snort 2)L—ILDEHEFH > O0— K (Convert Snort 2rulesand download) | : T XTORARY > —
DFRTD Snort 2 7 A K Ljb—/L % Snort 3 IZHBEIRICAEH L, ZNHE R =V T AT KIH T
n—RLET,

ATy 75 [OK]Z#27 Vv 7 LET,

GE) s HIDFNET [ZEH L TA > aR"— bk (Convert and import) ] 23R L7545, B n-3
TON—VH, [m—T1/bb—)b (LocalRules) 1D FIZH L Bk S vicv—n 7 v—"7 [
TP Snort 2 & 7' 11— 3L 225 (All Snort 2 Converted Global) ] D FIZERIFSNVET,

*BIOFNET[E#H L THF v r— K (Convertanddownload) ] %R L7-5HE&1E, v—17 7

ANEO—HINVIRGFELET, Fura—RLE7 7 A NVNOEBRBERDOL—/LEfHER L E
T, BTIL—I T N—TF~DHAZL)L—LDBEM (652—) OFIEIHE-TT v a—
NCT&xET,

BINOYFR—F EFERIZOWTIE, Snort2 /L—/L® Snort 3 ~DZEHL ] EFFE2BB LT,

RDHRY
DEBE LR LET, REEFORER (G0 <—3) 2BMELT S0,
H—DERARYS—D Snort2 H X2 LJ)L—ILOD Snort3 ~DZE iR

FIE

ATwF1 [RY)— (Policies) ] >[RA (Intrusion) ] ZENL £,
RATw T2 [[RAKRY v — (Intrusion Policies) ] % 7 T, [Snort 3[FH A7 —& 2D R (Show Snort 3 Sync status) | %

7V w7 LET,
AT9 T3 BARY = [[AH (Syne) 1 742> (*) 22707 LET,
GE) BARY 2 —d Snort2 73— 3 > L Snort 3 N—V g URFEII STV B HEAIE, [FH
(Sync) 1 74 U PO » TERRINET, BT DN ALX L)L— LB & &R
LET,

ATY T4 Y=V —%Hl, [1AZLNL—/L (CustomRules) | # 7 %27V v 27 LET,
ATYTE ROELENERIRL 7,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K


https://www.youtube.com/watch?v=7vNNYG5_k3Q

| snort3 TOR AL L Bt

= n—F~nhzs sr—roiemn ]

o [BHEDON—NVE ZDORY —IZA »iR— ;35 (Import converted rules to this policy) ] : R ARV
' —@ Snort2 7 AKX LV— L% Snort 3 IZEHL L, Snort3 7 A X L/L— L & LT Management Center |Z
AR —hMLET,

« [ ON— LD Z 71— K (Download converted rules) ] : {2 AR Y 2 —@DSnort 24 A X LjL— )L
ZSnort ICAHE L, H—D NI AT AIZF T u—RLET, ¥Uurue—RLz7 7 A /VNOEHE
DIV—NVEHRL, BT v 70— K7 A a7 )y 7 LTTZ77ANVET v 7a— RKT&xE7,

ATv 76 [FHFEM (Re-Sync) 127 VU v LET,

RDBERY
RELFLZEALET, RELEOREM (B0_—) 2ZRLTIESW,

i

IW—ILTI—TADHRER LIL—ILDEN

FIE

AT T1
ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

ATy 71

ATvT8

Management Center CH AX L)b—)L % T v 77— R+5E, o—h L TERLIZD A X LL—
JLIRFARTO Snort 3 L—/LD Y A MIBMEET,

[F72 x4 + (Objects) ]>[fBAJIL—IL (ntrusonRules) |27V v 7 LE7,
[Snort 3 DT XTPD/L—/ (Snort3 AllRules) | ¥ 7 %27 Vw7 LET,

[# A2 (Tasks) | ke 7FHZ VA N2 U7 LET,

[Snort 3/L— VDT v 7'm— R (Upload Snort 3 Rules) | %27 U 27 LET,

YERL L7z Snort 3 W A X bLb— L &xETEe . txt £721% .rules 77 ANV E RT v I 7 RRay 7 L%
Er
[OK] %7 VU v 7 LET,

G¥) BRI 7 7 AN T =B 56, TR EEICERZ LIITEERA, =57 —7 7
ANEFTa—RL, TT7—%BIELKIZ[7 7 A /L DEH (Replace File) 1V > 7 %
T I L, T7ANDNR—Ua 02587 v u— RTxFET,

=)V =)L T =TT T, FOTN—TIZH LW IL— v BB L £9,

LA LV— T N—T%2 R L (LW AZ 2v—v 70— DFERL (Create New Custom
Rule Group) 1V 27 %7 U v 7) [ HLWIA—TIZV—NL%BINTHZ LHTEET,

G¥) BEFO e — D W=V T =T PRI WEEIE, T LW A S LL—)L 7 )v—T DIERL (Create
New Custom Rule Group) %7 U v 7 LCHATLET, HTLWA—L T V—T D [£Hi]
(Name) | # AJJL T, [fR1F (Save) 1227V v 27 LET,

WDONTNEBEIR L E7,
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Snort3 TORABRMERH |
B =520 —nz800—LIL—TORAKY v —~DiEM

s b= D~— (Merge Rules) 113, BT 58 LV b— b ZL—L 7 )L—TNOBEAFD/L—/L L
’7"‘1‘/\\]\/32?—0

[ IN—=THOTXTCON—)V%E T 7 A4 /LVONFIZESR: (Replace all rules in the group with file contents) ]
. BEFOT N TOA— L EBINT 28 LV L— WIZ B L £,

(GE) IO FNECTHEB DN — VT N—T 2R IR LT GAE, HTE 47 v a g pr—
D~— (Merge Rules) | DAY £,

AT T [k~ (Next) 1227V v7 LET,
Y= —ZHER LT, BMNTA5H LWL —LID 2L, NEISUTH e —RLET,
ATFw 710 [#T (Finish) 127V v 27 LE7,

| o

BE 7y u—RENETRTOL—LON—LT 7 a ATEGRREEIC 2> TWET, L—L
BT VT AT HIDICHEIRREBICELE T HMLERH Y 7,

RDBERY

* Management Center CH A X L/L— /L% T v 77— RT5 & AER LT A Lb—) L3
FRXTOD Snort 3 /L—/LD Y A MIBEIMSNET, TUVHDOHAZLNV—VE NTT 4
ZICHMAT 5121, BERBEAR) O —TInNb0L— L2 BN AN LET, A
B IV — VoG — )V T N—T R AR Y =BT D HFIECOWTIEL, B A A
W=V EToe N — IV T I—T DIRAR Y —~DiBI (662—) R T EEW,
T AL BIV— )L BRI T D IFHRIC OV TIE, Snort 3 TOH AKX L)L—)LOER (67
R—=) EZRL TSN,

CREAEZREALE T, RELEORERE (30 ~—) 2ZHL TSV,

HRARALIL—ILEELIL—ILTIL—TDEAR) —~
DREYN

VAT AMIT v T = RENT-H AR BNL—ILVEBRARY —THDIL, FNHDNL—L%
77 4w 7 AT HXENSH Y £9, Management Center |25 AKX L)V—)L & T v 70—
RL72#%. BARY > —IZH LWA RE LV — L aEie/L—L 7 —T %8N L ET,

FIE

ATy F1 [R)I— (Policies) 1>[#RA (Intrusion) ] Z&IRL £,
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| snort3 TOR AL L Bt
snot3con s s—LoEE [

ATv 72 [[RARY — (Intrusion Policies) ] # 7 T, R AR Y 2 —? [Snort 3 73— = > (Snort 3 Version) | % 7
Uy LET,
ATv T3 =7 =7 (Rule Groups) J#RERA—ORRIZH D [EM (Add) ] (+) 227V v 7 LET,

ATy T8 L= T —T DN (AddRule Groups) |V 4> RUT, W=V IN—TORIZHDL[>] TA 2%
Vw7 LT, 8= — NI N—T%ERLET,

ATFYTS Tl u—RLEDAZ A=V TN —T ORI HDTF e TRy 7 A% F I LET,
ATvT6 [R17FE (Save) |27 U w27 LET,

RDBRY
REAFLEALET, RELEOR (G0 ~—) 2ZRLTIZEN,

Snort3 TOARZLIL—IILDEE

VAT AT v a— R LTI AS D=V EEREARY —IEBIL, FLHDNL— LV EHE
WCLTHhI 74 w7 ICEATOILERHDET, Ty — RENTZHAX L—)UE, T
TORY—THMIZTHZ L, HaxDORY O —TRIRLTHEDICTHZ LB TEET,

WOFIEIZHES T, 1 DU FEOBRARY > —THAZ L)L —)LEZHENZ LET,
Fig

ATy Tl [A#TPxH b+ (Objects) 1>[BAIL—IL (IntrusonRules) |27V v 27 LET,
ATwF2  [Snort3 DT _TD/L—/L (Snort3 AllRules) ] # 7 %27V v 27 LET,
RATwF3  [a—A—/ (Local Rules) | %ML £,

ATY T8 MERV—NVTNVN—T RN ET,

ATYTS  N—NOWICHDIT =y IRy 7 A A N L COL— N EBR L E T,

ATFvFT6 [—AT 733 (RuleActions) | Ky 7 XU 2 Rnd [IRAKRY > —Z&  (Perlntrusion Policy) ]
ZEIRLET,

ATV T ROELLMPERRLET,
«[TRTORY > — (AllPolicies) ]: BT 2T X TO/AL—WIH L TR CA—NAT 7 g VERIE

L\i—a—o
s [fRARY >—=T% (PerIntrusionPolicy) |: RANRY > —TLICRRLNVL—NAVT 7 a U ERELE
R

ATFYT8 N—NAT I arEROLICEELET,

s HIOFNET[TXTOARY >— (AllPolicies) &N L72GEIL, [F—3—T A FIKEEDOZER (Select
Override state) | K2 v X7 U A MW BRERV—LT 72 a VEFRLET,
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Snort3 TORABRMERH |
B »=x520—noum

cHIOFIETURARY > — & (PerIntrusionPolicy) ] Z IR L7Z5EI1T, AY =LA PV—AT 7
v a3 (RuleAction) [#EIRLET, SHICARY —ZBMT 52, BIORY —0EM (Add
Another) 127 Vv 7 LET,

AT9F9  MEIEUT, [2A2 b (Comments) | 7FA MRy 7 AZaAy haBIMLET,
AT9 710 [fR1F (Save) 157V v 7 LET,

RDBERY
THRAAELEZRALES, RELLOREM GB0~—) 2ZRLTIZIN, .

A RA LIL—ILDOHIE

FIE

ATY 1 [#T2xH b (Objects) 1>[BAJIL—IL (IntrusionRules) 1 %27V v 7 LET,
AT w72 [Snort3 DT XTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vw27 LET,
ATY T3 EMO~A D [m—HL)b— (Local Rules) | Z R L %7,
ATV T8 BT DN—NDF =y IRy 7 A% AT LET,
ATY TS BRLIZTRCTONL—LD)L—)LT 7 3 08 [#%) (Disable) | THDHZ &R LET,
MG U CROFNEICHE, BIR LD — NV DON— VT 7 g v BB L £,
a) L—nA7T 73y RuleActions) | Ky 7 XD Ry 7 Zp6, [RARY =L (Per Intrusion
Policy) ] &R L £,
b) [TXTOARY — (All Policies) | A7 > a VAR U #ERLET,
c) [A— =T 4 FIRAEDEIR (Select Override state) | Kz v 7' X7 U X h)vb [#%h (Disable) ] % i
WLUETF,
d) [frfF (Save) 1227 VU v 27 LET,
e) HIBRTHAAL—NDF =y IRy 7 AeA A LFET,
RAT9T6 L—/T 27z (RuleActions) | Kry 7 X w7 U an, [HIBR (Delete) ] 28R L £3,
ATy T L= OHIBR (Delete Rules) 1Ry 77 v 7w 2 RUTIHIER (Delete) 1227V v 7 LET,

RDBRY

RELELRALET, RELEOR (G0 ~—) 2ZRL TIZE,
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| snort3 TOR AL L Bt
r—non—7ouk |

IL—ILT IL—T D IR

1R8O BRI

EWOTTXTORARY O —0OHIETAL—A T IL—T%2FAN L ET, BARY —h5
=L T N—T @A B FIEIZOWTIL, Snort 3 AR —DifRtE 37 —2) 25
LTL7Z&EW,

FIE

ATy [#TPxH b (Objects) 1>[BAIL—IL (IntrusionRules) ] #7 Vv 7 LET,
AT 72 [Snort3 DT XTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vv LET,
ATY T3 ERD~LA D [r—Hb— (Local Rules) ] % BB L £,
ATV T8 HIETHEL—NTN—T RN L ET,
ATV TS HBATTHHEIC, Z—THOTRTDON—LDN—LT 7 a ) ML) (Disable) JICRESNL TS Z
LEMERRLET,
WPNNDIL—)LDL— LT 7 3 a3 U [ (Disable) | LIAADBA. L—L 7 —T13HIBRCE 4
ho BBLZIS LT, ROFNEIZES> TTRTONL—LADNL—LVT 7 g o EEHNTLUET,
a) [PV—T 27 ar (RuleActions) | RR Yy TH DIV A NDFIZHDET = IRy 7 A%A 2 LT,
TN—THNOFTRTCONL— LR L ET,
b) V=T 27 ar (RuleActions) | KRRy X7 Ry 7 AnG, BARY T —I& (Per Intrusion
Policy) ] Z@&IRL £,
c) [T XTDORY — (AllPolicies) | A7 v a v ARH U ERIRLET,
d) [A— =T 4 FIRREDEIR (Select Override state) | K2 v 7' X7 U A b b [#E%h) (Disable) ] % i%
RLUET,
e) [fR1F (Save) 127 Vv 7 LET,

AFYT6 L— LT L—TORICH 5[4 (Deete) 1 (W) %2V s LET,
ATy F1 =T —TOHIER (Delete Rule Group) | ARy 77 v 77 4 RUT[OK]| %227 U v7 LET,

RDERY
WELLZREALEY, RELEORE (GB0~—) 2ZML TS,
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B,
=% =R

v b= BEIZIG LR ARGEIORZE

Z OE T, Cisco Secure Firewall DHELE/L—/ L & | Cisco Secure Firewall #5E/L— /L D Ak & i
RIZOWTHHLET,

« LSP HH T Snort 3 /L—/LOEFE (71 ~<—3)

» Cisco Secure Firewall #ELE/L— L O E (72 ~X—)

« X MU= ERARY —ORiREME (73 X—)

* Snort 3 TOH L1 Cisco Secure Firewall {32 HIH DAL (73 =2—)

LSP = T Snort3 JL—JLDEE

15 @ Snort 3 Lightweight Security Package (LSP) DO HHIZ, BEFD T AT AFEFRDIR AL —
ABFHLUVMBANL—NZEE BB Z ONDZE0NHV T, 1 DO — L NEEO L — VT E X
Bz b= FEIFEBOL—ANR 1 OO —LICEEZHZ N0 TAFRERH Y F
T, ZhuE, A ERIIEES NI LUK LT D BN FTRE A A A L &
T, BHAEM ESEL1-01IC, BMEOYV AT AERZLV—ILDO—EELSPT v 7T — hD—H &
LCHIBT b TEET,

LSPEHHFICA— =T A4 RENTZV AT LEFR/N—/VOEFIZET D% T D 121,
[HIEE X 4172 Snort 3 L—/b D —F F— 3—F 4 ROLEEE (Retain user overrides for deleted Snort
3rules) | F = v 7Ry 7 ANF NI TND & MR LET,

[HIER X 4172 Snort 3 L—/b D —HF F— 3—F 4 KOMEEE (Retain user overrides for deleted Snort
Srules) | F = v 2 Ry 2 ACBBT 501, [EE (Cop) | &) 22V v LT, [BE
(Configuration) 1> [RAR1) L—E&FE (Intrusion Policy Preferences) | #3&R L £,
TI74NVETIE, T2 IR I ART AN TWET, TOF v IRy I AN
D&, LSPEFO—H L L TBMENDH LWERRL— LD — L — =T 1 RPRFF S

iﬁo@ﬁ@\@EWQ@](ﬂﬁ@@K%éﬁﬁnmmmmmu74:y@Tm%éw
A7 (Task) | ¥ 7€ RSINET,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Snort3 TORABRMERH |
. Cisco Secure Firewall #22)L— )L D E

Cisco Secure Firewall #%Z)L— )L D=

BANL—ILOWIREEAFEH LT, %y FT—27 THRIEESNTZRZ 7y MIE#EMNT O
TWAMEEFIEZ R RICTHZENTEET, ez, X —TFT 4 VTV AT A, =3,
IIAT N T TV =gy Fa balhFTd, KD, F= 2B OxRy U —
I DOREE=—RZEDLETRARY) —2RETx F7,
VAT AL, BRARY =T L IEBIOHERETEOE v FEERLET, ZHUSLD ., @E,
BT FA N N— L EHELT 27 N A— LD — VIRBEEOEFE /R I NET, 7277 L.
A VARG RRF a— X ONL—LOEELHEREI N TVET,
= VIRBEDHERRIE 2 AT 2580, T 74V biREEHEHAT 50, SR EAEE T
F9, FEMERE TR OBAIED FTRE T,

s VAT ADWEEIEEE =X TDHR Y NU—T EOKRA N EFERT D,

o J— )L F—R—y NICEEDSE VAT ANRMRET ZI L — VBB 2 5

=NV E BN T AHEREHE A AR T AINE I EREET D,

M A S LTI 570, I (B RUWBEZT B —L) EHER LT BETA
nNBZERTEES,

HESE L — IRFEZE 5 Z L 2 8INT 5 & HiAHY HH D Secure Firewall #EHE L 1 ¥ 232
ARY =TS NETH, % T, #HEL—IREBEFEH LW Z E2RINTHE, 0L
A ¥RHIBRENET,
BARY O — BT RIE SN RER I SWCHBINICHER 2 AR T A 720D X A7 & A
Y a—)LCTEET,

VAT AL, WOE D RTFECTHRESINTN—IIRELZEE LFEEA,
HEEZ AR T HENCHEE LTV — L OREERZ FEITRET D L. D%, VAT ALITZED
=V DIRREE LT TE 2D,

« HESRDERRRICHE Loy — L OREZ FETRIET 5 & T O —/LOHELRIRAED B3
TS,

EXb RARY — LaA— MO, KRR E B D — LIREEZ Ffo
W=D A aeFZhH I ENTEET,

HEE DL VAE NI [L—b (Rules) [— V& FRLTVWBETIZ, HAHNE, FEF—T 3
VORFNVETT [RY —1F# (Policy Information) | ~<—726 [/b—/L (Rules) ] ~<X—IZ
BT 7 ALTARIC, FET, b—VREBERELLZD, L—NEY— LY, b—
(Rules) 13— TH[fERZ DMOEIE OL— L OIIHICNL—L L EWEDORER E) & FAT
THZENTEET,
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| snort3 TOR AL L Bt

A\

wy ko—oam ARy v—omizzt |

6=

Cisco Talos Intelligence Group (Talos) X, A7 AMI X > TREEIN LAY —TOHL—/L
DEGVRREEEZRE L ET, VAT ALK > TRESN IR =2 "—2R Y —& LTE
L. VAT LL—/ L% Cisco Secure Firewall DHELE L — WVIRBEIZER E TE 5 L K15 &
RBARY =D —E, Xy NU—7 Tty MRS NZRESE B LET,

2y bIT—=UDHERARY O—DHIREH
Snort i &=V UMMRABLO~YA T =T GO T T 4 v 7 BB TE D L HICT HITiE
Threat Defense 7 /XA AZkF L TIPS 74 B AZHNNTLHHENRH D 97,

Ty U= 50, BARY o—2EFH L, BT A7 2FTT 2103, BHE=2—V—-Th
DMEND Y T,

Snort3 TAOHr L L Cisco Secure Firewall #23EFEIE D) 4

2R Y 2 —?D Cisco Secure Firewall HESESFIH A L, 2 ZICE#i STV D FIEICHE- T,

HELE S U728 LU L— LR E % Snort 3 IZFERR L £ 77, L— /L DA — S—~~» KX, Snort3 T
BIRL7Z LEVHER Y =20 TEFa ) TaLANLE LTIRENE T, #ERRSnD T
Jvaryin, BIRLEEX2 U T 4 LoULZESHTNT, ZRBAR—AKRY —X 0 HEn
A, HEREESNDDITA Xy FOERKIE T TIEH Y XA,

Secure Firewall #E53 FIAZ R ET HR1IC, LTIV A RSN TWND3ODKRA > b b ER
NEHEICRBITWNEFZFRDOILERH Y 7,

A

REDOI  RA M T —HFR—=RT RO Mg SV TEMD L — L 2 F4hI

L, =NV EHBRNCEDSICLERA, ZHUTEY, —bEy FRKE L 2B AREMEN
%Di‘a‘o

AREDED KRR T —H RXR—=RT RO MaFFHEIZ SV TEMD L — L 2 F I

L. BEFEONL— LV EZESZLET, ZHICED., BEIHEMEHECL L TL—1r 0%
W Tx 7,

c LV EWEIR  BHEAN o T b L— ey EFEHAL, FARNT—HX—=ZATHED
MO ROMEIEDO L — VN LET, ZHICE Y., Ao —ity RN EL D
AREMENRH D F9,

WZHAS HIRT 7o g Ik LB Y T,

cHEREFEHAZRICENVES 2 )T 4 LVIGRE L, BIby— A DOF = v 7 BN LET,

s HEREHIAARICEWEX 2 U T 0 LoULICRE L, BRI b L— L 2R L E T,
cHEREIHAHBAEDEX 2T 4 L-YULICETE L., bl — L 2R L ET,
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Snort3 TOBABE £ |
. Snort3 TO#T L L) Cisco Secure Firewall #E2EED AR

188 BRI
Secure Firewall #E3EFHIE|C L, ROBEENDH Y £97,
MR AERTAIFRAND U AT LMMIFETAHZ L 2R LE T,

s HITRIHICRE S NTRE SN AR Y FT—71E, VAT AHFETHHRA MYy BV
TIHMERD Y T,

FIE

ATw 71 [RY)— (Policies) ] >[RA (Intrusion) ] ZEIRNL £,

ATv T2 FAKRY =0 [Snort 33— 3 > (Snort 3 Version) | RZ %27 v 7 LET,

ATy T3 [HELEFIE CREEA)  (Recommendations(NotinUse)) LA ¥ &7 VU w7 LT, L—/LOHEIERIHAZZRE L
£9, [B4s (Start) 1227V v 7 LET,

[Secure Firewall/L—/L OHELEFIH  (Firepower Rule Recommendations) | 7 « > K7 CiX, IROIEH Zi%E T
TET,

s [EF=2UT 4 b-UL (SecurityLevel) 1: Z Vw27 LT, £X%=2V7 4 LV ERLET, HEITE
CTC, Dy— v Z o3 D582 5215 AdvDd  (Accept Recommendations to Disable Rules) | 7= » 7
Ry 7 A%A N LT, ANiExa V7 4 L-LBIOMR#ESNIZRX Yy NI —7 THEDIZ/2 > TV
WL— AN TEET, TI— FOERZNEDIIL—Lty M M) I T THRERD DY
By FEBA VARV a v DONRT =<V Az A LSEDVERHLLEEICOR, ZOFT v a v
EAMMCLET, X2V T4 L ULTRO EBY TT,

X2 UT oL BX 2T 0 KD bEEEEAESE (Connectivity Over Security)

[#%72 L (Nolmpact) |: 8 LWL—/W3ANIR 6T, BFOL— /L BB A, *

HEEET AT, J0EVEF 2T 4 LoULEBIRL T2 EW,

[ = U T 4 O (Lower Security) | (F=v 7Ry 7 ANFL) B ESNTZHE A N OBIE
By 72 g9 IC —F3 % Connectivity Over Security /L —/LF v b D/L— L& RE | T_XTO/L—/LR
TN/ £, RDVICR—ARY v—2 T L L 2R LET,

X2 VT 4 LL 2 NT RO LT HEEE L Y X 2 U T ¢ 2SS (Balanced Security
Over Connectivity)

B7: L (No Impact) ]: 85 LVVIL—LIZARNC R B, BEFEOL—L BN T/ A, F
BT A2, J0VEVEXFL YT A LV ERIRL TS Z S0,

[L U EWEIE (Higher Efficiency) | (F= v 7Ry 7 ANRA V) SN2 E A N OEEN
Maggtele —ET 2O — LV ZRFFL, Xy T —7 TR S Voo 7o Mfegsteic B4 5 10—
VBN LET,

X2 VT 4 LUV 3 BRI D beX 2 YT 4 2 (Security Over Connectivity)

[E¥= U7 ¢ Dl E (Increased Security) ] : Maximum Detection /L— /Lt v MIHESWNT, RS
NIz A N OEAER 2 MESI VRIS — BT DB MO — L2 FH LET,
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| snort3 TOR AL L Bt
Snort3 TOH L L\ Cisco Secure Firewall #ERIED 4K .

[t 2 Y 7 ¢ (FocusedSecurity) | (F= v 7R v 7 A4 ) : Security Over Connectivity
=ty MIHESWT, B Sz AR A FOMEFITEIC B 2BMD L — vz A0 L, Bt
ENTeRA D OBIER 2 MM — B L 2V BEFEDO L — L &2 B L E T,

XU T 4 LUl 4 KR (Maximum Detection)

[E¥= U7 ¢ DML (Increased Security) ] : Security Over Connectivity /L —/L-& > NMIEESW T,
R S TR A S OBTER 22 MEss P EIZ — BT 2 BMO NV — L2 G L ET,

R = VT ¢ (Focused Security) | (F= v 7R v 7 A3 4>) : Maximum Detection /b—
bty MTHEDSWT, Bl S 7e AR A M OMEFIHEIC—ET 2 BMOL— L2 A/ L, Bt Eh
T2 A N OBEN R METHEIC L2 WEEFEO L — L 2B L E T,

G¥) Maximum Detection /L — /W IZIEFIZLZ L DIV— LB T H280, NT F—~<
ANZETHAHEMN H Y 9, EBEBREICGEAT AN, ZOREEXHER LT
TANTHZ LRI LET,

s [fREES LR v BT —72  (Protected Networks) ] : E=HXXMRORy hU—7 7213~ DKR A N &
ELT, #EREFEAFNEST, Fry 72U )X Mnb, 1O EDY AT AE I3 H AZ LER
DAYy NT—I ATVl NEBIRTEXET, 774/ MTIX, IPVAFR Yy T —27 F721FXIPv6 1 >~ b
U— 7 PBERINET BRSNLTORNWEGES)

BE Secure Firewall /L —/VOHELERIA|L, F v N —Z7HIMITIKGFELET, RS xry T —
71, v U7 RHEAY TR SN -#EN TR SN T TORA MI@EH X
NEJ, FEMcoWTIE,  [Cisco Secure Firewall Management Center Device Configuration
guide] @ [Network Discovery Policies] D#E &SI L TS0,

B+ (Add+) |RZ %2270 w7 LT, XA TNIHEAR Host) JE721E[*y b7 —2 (Network) ]
DFL WKy NI—=IF TV =7 MafER L, [IR1F (Save) 1227V v 7 LET,

ATy T4 HEREEHA AN KO L £,

o [ (Generate) ]: RARY O —OHIREHREA AR LET, 2077 a0, #HEEL—L CREE
) (Recommended Rules (Notinuse)) ] D FIZ/— DV A M &EFRLET,

« [ERK L CHE A (Generateand Apply) ]: RARY o —OHERFEEA AR L CGEALET, ZOT 73
Ui, [HEEAL— (FEFAF)  (Recommended Rules (inuse)) ] D FiZ/—AD U A MERRLET,

M TN ERICARISNE L, TRCOHEEL— L L5 A2HIET 72 g VR LWHERE Y 7ok
IRENFET, V=T 7 a OEFRET 4 NVZIE, HILOVHEREEICNZ T, 20X 7 THLRHATE
i—a‘o

ATy s HIREEAMRL, TS U CGEHT 2 2BIRTEET,
[ZIFAND (Accept) |: ERFEHLDBEARY L —OHELFHEBEZEH L £,
e [E#H (Refresh) ]: BARY > —DN— LHERHIE 2 FARB L OEH LET,

o [t (Bdit) ]: [#ESESHIH (Recommendations) | %A 7 1 7Ry 7 AN DT, HLBEATMEE AT
U CHESE I A B L £ 7

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/discovery-policies.html

Snort3 TOBABE £ |
. Snort3 TO#T L L) Cisco Secure Firewall #E2EED AR

o [TXCHIBR (RemoveAll) |: i SH-HELTL— L ZICE T2, AU —00HIBRL, #L5EX 7
ML £,

[T_XTD/—/b (AllRules) 1D Tz, #ELE L — L% FKIRT B [H#HiLE /L —/LRecommended Rules] &7 3= &
NV ET,

GE) BANN—IOEKRT 7 a0d, V=T 7 g OESEIEMICESOCEA SN ET, KIC,
J—IVT 7 g v OEERIEMN 2R LET,

V=N DFA—3—F 4 F (RuleOverride) >[4 S 72 HESESEIA (Generated Recommendations) |
>[TN—T DA —/3—=ZF A K (GroupOverride) |>[X—AKRY > —DF 74/ +7T 7 a2 (Base
Policy Default Action) ]

PSRRI DTN 22 > T 5 35A . Management Center TIXBEDORIE (N —T DA ——F A
R. RXR=2ARY v— BIOHEREORE) NEEINET, 772 a COBEIRMITKRD LB Y
T

[/SA (Pass) |>[7 2w (Block) 1>[fE# (Reject) 1>[ K7 >~ (Drop) ]>[EHX#ix
(Rewrite) 1>[7 77— K (Alert) ]

RDEZRY
RELRZRALET, RELFEORERA (B0 ~—) Z2ZMLTIZE,
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Snort3 TOEFEMERY FT—0 0

eSnort3 X FT—Z SR Y —ZBAT 52T (79 2—2)






=6~
=% =R

Snort3 1~y b —O R U—FFIBT
AIZ1%

ZOFETIE, Xy NT—7 WA —0RRE, miEsMt, BLORy hT—7 AR v —
DEBHFFEZOWTHHALET, VAX LRy NI =7 G RY U —DEfkE *y hT—2 43
AR > —DOREICET DIEHR bR L ET,

« X NI =T 5HAR Y —OE (79 X—)

c X hT—I AR —DEHE (80 X—)

e Xy NI — U S5HARY 2 —@ Snort 3 DEFEE HEE (81 2—3)

e Xy FU—I G LIRARY > —DRHESME (84 RX—)

eSnort3 DHZAEDH AR LTy N T —I 53R Y —DER (85 ~<—3)

e Xy NI =TGR U—DREEX Y v a2 ENTEE (115 =)

2y D=0 0HR) —DHE

Xy NT—=I3HARY) =%, 2RO T 7 4 v 7 ORIREA T a o E2HIHL, 77X 2
Y hr— R —OFFERE TR ENE T, Xy b — 7 SHNCEEET A RIAENIX, &
X2 VT4 ATV V2 ACE DAL SSLETD®R, RAELZITT 7 A VBREDOBIMEHT
WCEITShET,

77 # )V hTlL, ¥ A7 A% Balanced Security and Connectivity &~ k7 — 27 341K U > — % fiff
HALT, 778X arhe— L R —IlXoTUEINLTXTDONTF 7 4 v 7 ZRTLE
LET, 2720, ZORMEZETTH7DIZBIOT 74V FOFy NI —7 G5HR Y v—%
BINTEFT, HHENDI D, VAT AL T ODDOEFEARAEER KR v b T —27 55HF
R =PRI ET, D DR Y > —iX, Cisco Talos Intelligence Group (Talos) (Zd& -
TEFXF2 VT4 BLOERO—EDONRNT U ANEND X I)ICTHEINTWET, A Z LRI
HEEEZHEALT, DAX LRy NT—I 0 AR) O—2EkT5Z2 b TEET,
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Snort3 TOFMAEFR Y FT— 54 |
B o ro—vamkys—ogm

Je

EVE AT LARBORARY —ERy VU= 5 *FFT Vo —IZIEF C & 5 2RI Hiv T
FTN, BB ENGENTNET, 7L 21X, [Balanced Security and Connectivity ] =
N — 27 55Hr7R U >— & [Balanced SecurltyandConnectIVItyJ BARY > — 3 U CEEL,
EHLHBRAN—ADT v 7T — FCTHEHTEET, 2EZL, Xy NT—7 R »—i3E
\CHTLERA 7S g V& EHL, BRARY U—FFEIRBAL—AVEZERLET, Ry FT—2 5
WT)/%E&KT)/%W FHL T I 74 v 7 2ELET,

DAL LRy NT =D AR U—EER L, TNHIZEReD N T 7 4 v 7 ORLEL%
FOYTAERZ LIk, BEDOEF2YT 4 V' —r, Fy FU—2 VLAN HIZHILE A7
varvEHETEEYT, (7272 L. ASA FirePOWER VLAN (2 L 2 BTLERZ IR+ 5 2 L 1XT
TRV EIZERLTLES W) |

2y RT—=00HAR) O —DEE

V=R D—PHZH DT, FIFHARER RAAL DY) —RNERENET, FAAL U EHDY
Bz BT, 7&?1?5%%4/%%%Li?

FIE

ZATFYT1 Xy NT—I /BRI —I2T7 7B AT HI2F. ROWTNOOANZAEZRIRLUET,

« [[R1) >— (Policies) |>[7 %Y R Hlf# (AccessControl) ]. WIZ[F >y RU—2 734K Y v — (Network
Analysis Policy) 1 %7 U > 27 L7,

« [Policies] > [Access Control] > [Intrusion]. #&i{Z [Network Analysis Policies]
« [R1) — (Policies) 1>[&A (Intrusion) 1>[#v kT—2 %#R 1) >— (Network AnalysisPolicy) ]
GE) AAB ba—PFr—/Z, ZIZIZY A NINTWDEEHIID/SASDT 7 ZHIRR & 555
B 2BHORAEFBHLTRY v—IZT7 7 BALET,
ATYT2 2y VU—UGHIR) U—2FRLET,

o« lbiZ  [AR Y > —D bk (Compare Policies) 1% 7 U v 27 L¥£9, CiscoSecureFirewall Management Center
a7 4Xalb— a3y HA KN [FGE] @ [Comparing Policies] #Z ML T 7Z2&0,

GE) Snort2 AN Y O — DA E K TE ET,
AERL T LRy NU—T MR ) o — & BT 25615, [RY > —D1ER (Create Policy) ] % 7
Uy r LET,

Fy NI =T 53R ) > —D250/3— 3 ([Snort2 73— = > (Snort2 Version) ]& [Snort3 73—
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SWCTEY, Ty e—REREFFvra—
FLizarvroyamitLEd, Ax—~77
ANEEy a—RKLET, ZOT7 7 AL,
Swagger =7 1 Z /¢ E DY — RX—F ¢ il
JSON=F 4 # TR Z &N TEFET, AF—
T ANEEATDLE, A VAR ZITE
ETEDLNT A= L ST 585 E,
P, BLOMEHT ABRICZITANLN D N F —
CERAITEET,

PRI OWTIE, Ry NU—Z AR Y v—
DHAZ<A X (942—) ZBRL T
YN

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



| Snort3 TOFMER Y FT—U 547

ty ko= 5Ky s—osnon3nrzsmE [

Mz

B

77 ANDY LTI

i, A AT R EITRNLORR BRI
GENEEEOT L — KT,

Y TNT 7 A IZEENTWERER Z2 S
BLT, REZSUTEREZMZDZ ENT
7,
FERCOWTIE, Ry U= AR Y v—
DHAE<ARX (942—) BB LTLTE
Sy,

A AR BERERKEE 1 ODT 7 A4 VK
vom—KRTEET,

A VARY ZREIZET DT X TORFHRNZ
D77 ANVTAFTEET,

BIRFREIL, T 7 AV FEXE (Cisco Talos
\Z& D LSP B o—i e L TR &R
LNAP A LV ART ZREN~—T INTZHTE
<7,
FEMZOWTIE, Ry hT— I AR Y —
DIHAR<A X (94X—) L TLTE
S,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



B < ro—ssmerARy o —omizgs

Snort3 TOFMAEFR Y FT— 54 |

Mz

B

F—=N—=T 4 RENTRE

X b T =75 AR Y 2 —~—? [Snort 3
/X—37 3 2 (Snort 3 Version) ] C. RO TFIJE
EIATLET,

e A —N—=T A4 RSINTHEEZGZALTND
JISONZ 7 A V&7 v 7 u— R4 51T,
[7% 3> (Actions) |>[7wvFO—F
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DFEY ., ROLGAHETT,
o —E XN imap EZE LV,
e m—/Lany EFELLY,

INHDOFEENHTZ SN TWAEEIX, imap A 7 Z2HEHLET,

binder

"when": {
"service'": "imap",
"role": "any"

},

I|Lle2I.: {

“type": "imap"

UGN E A VARG R
UV R A AR ZIZEENTNDAL L AZ L RT1DOTT, ZNHDA AT H
. A TF R A VAR EDE I AV AB L ADBEMEYR— KL TWEEAL, Y7L

R AR BEREIT, BED N T 74w 787 A L TR, NF7 4 v 7 2KICHEM

SNhET,
RITHI 2R L ET,

{

"normalizer": {
"enabled":true,
"type":"singleton",
"data": {
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{
"http inspect":{

"enabled":true,

"type":"multiton",

"instances": [

{
"name":"http_ inspect",
"data": {
"response_depth":5000

}

}

T ITFIVIDAVAB LV ALET T H IV MDA, U ERERINT-Z~LF b A VAR
2,

{
"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http_ inspect",
"data": {
"response depth":5000
}
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}l
"binder": {
"type":"binder",
"enabled":true,
"rules": [
{
"use": {
"type":"http_ inspect"
}l
"when": {
"role":"any",
"ports":"8080",
"proto":"tcp",
"service":"http"

}

Snort3 TOFMAEFR Y FT— 54 |
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{
"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspectl",
"data": {
"response depth":5000
}

]

by

"binder": {
"type":"binder",
"enabled":true,

"rules": [
{

"use": {
"type":"http_ inspect",
"name":"http inspectl"

by

"when": {
"role":"any",
"ports":"8080",
"proto":"tcp",
"service":"http"

}

Common Industrial Protocol Safety

Common Industrial Protocol (CIP) Safety IZ, 7 /N A ADLR/eEEZ FREIZT 5 CIP O—H D
JLIRFERE T, F£/o, CIP Ry hU—7 EDOSRD ) — FHO7 = —Lt— 7l bz L £

B
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ATwF1 [RY— (Policies) ]>[&A (Intrusion) [>[Rv kT—% 3HHKR1) >— (Network AnalysisPolicies) ] (Z
BEILET,

ATV T2 2 FU—Z55HARY 2 —d [Snort 3 /3S— 2 > (Snort 3 Version) ] (ZB#EI L 9,

AT9 T3 [ AT K (Inspectors) | T, X ELZ AT HLERHLDHA AT X HERALET,

T 7 AV PREFEMOINCFK RS, T—"—TF A4 FSNLERETA VAT 2O TFOHEMDOINI SR
SNET,

ATy T4 [7V) v T HR—KiZat— (Copytoclipboard) ] 74 2> %227V v 7 LT, IROWTHNEZIXHE DA
ARG ABRERT Y v T R—Ricae—LE9,

« ERDBND [7 7 + /v Fi%GE  (Default Configuration) ]

« HMDHND [A—N—F 4 FEiTziE (Overridden Configuration) ]
ATYTE At =LA VAT ZEEHR JISON =7 ¢ ZITHE Y (15T, MBI U TRRE L £

BEENEYD
2y NT—= I /R —D AR~ A X (94 =—)
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B« ro—vamkys—onza<ax

2y bT=00HKR)—DHRETA X

Snort3 N— g v DFy U= SR Y —id, BEIOS L THRAE A A TEET,

ATy F1 [R)I— (Pdicies) 1>[BA (Intrusion) ]>[Fv kT7—2 44K o — (Network AnalysisPolicies) ]2

BEhL x4,

ATV T2 2 NU—Z55HARY 2 —d [Snort 3 /73— 2 > (Snort 3 Version) ] (ZBEI L 9,
ATvT3 [77var (Actions) | Rey XU A=a—%27 1) v LET,

WKDOA T a rBRREINET,
e AX—< D~ (View Schema)

« AF¥—<xDH Y u—F (Download Schema) . > FNT 7 A )T T L— DX T m— R
(Download Sample File/Template)

s ERILHED KX 7 11— K (Download Full Configuration)
« F—=N—=F 4 RINTZHEDX U 12— K (Download Overridden Configuration)

e F—NR—F 4 RENTHEDT » 71— F (Upload Overridden Configuration)

ATy T8 [AFXx—~DF/K (ViewSchema) |27 U v/ LT, AXx—~T7 7 A NET TP CHEMRE T,

7] Firewall Management Center Overview Analysis Policies Devices Objects Integration Deploy Q Go &t @ MY

Network Analysis

Policies
Download

Schemas 4

arp_spoof_snorthosts »
s7commplus >
port_scan_snort.ip_proto.rejects >
iec104 >
stream_tcp_snort.require_3whs >

stream_ip >

AT TS VEIULKUTAF—~T 7 AV, YTV T 7 ANT T — b, BRRERE., FHIIA4A—1—TF 1 F&

NFEREEZX 7 a— N T&EET,
INGOF T a Tk, FFRE, #H, "2 —r BEFEBLIOT 740 DA VAR ZEE, bW
A —=R—=F 4 RENTA VAR ZREICEHTAHAERNE LN ET,
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| Snort3 TOFMER Y FT—U 547

a)

b)

d)

2y ka—oaRy v—nnzsv12 ||

[RE¥X—T DA H>O0—F (DownloadSchema) |27V v/ L TAX—~7 7 A VX on—KLZE
—é—o

AX =T 7 AET v r— RELEFF UV r—RLEar T oY ERGELET, AF—~v 774
N yrm—RL, = FR=F7 4 BJSONT=7F 1 Z 2 L THS 2N TE LT, AF—~7 7
ANEMT DL A VAT ZITRETE DT A= L ST PR, ®PH, 6 L O
DHEICZTFT AN DN D RE — U ZHBHITEET,

7= & 21X, arp_spoof snort A > AT X DGEIE, RANERETEET, AA MIE, MACT Kb
AEIPT RLVADENEGENE T, AF—~T7 7 A VE, THHOMEICK L TZITF ARG DHKD /N
Z—raRLET,

*mac : pattern: ~([0-9A-Fa-£f]{2}[:-]){5}([0-9A-Fa-£f]{2})$

*ip : pattern:
~([0-91{1,3}.[0-9]{1,3}.[0-9]{1,3}.[0-9]1{1,3}(/[0-9]{1,2}){0,1})$

Firewall Managemem Center Overview Analysis Policies Devices Objects Integration Deploy Q GO Fo N 7 ] v [

Network Analysis
<.
Policies
Download

Schemas v

arp_spoof_snort.hosts v [arp_spoof_snort.hosts v {
mac arp_spoof_snort.hosts.mac string
pattern: ~([8-9A-Fa-f]{2}{:-]){5}([0-9A-Fa-F]{2})%

host mac address

ip arp_spoof_snort.hosts.ip string
pattern: ~([0-9]{1,3}\.[6-9]{1,3}\.[6-9]{1,3}\.[0-9]{1,3}(\/[6-9]{1, 2}){8,1})$

host ip address

A VAR BRELTEFICA—N—=TF A4 FTELHLIZTDHITIE, AF—~ T 7 AL TZIFANLI
DAE, #PH, RE—ATfE o TE, #@iE, N EBRETONENRS Y ET, FRELRVE, =T —
Ay —VNRERRINET,

A VAN BBRENESE OB EG 2 & VRO T o F L — N EM T 52T, [T T 7 AT
vIL— DA rA—FK (Download SampleFile/Template) | 227 UV v 27 LE7,

Yo TINT 7 ANMTEENTWEREMEZSRB L T, VEIJSUTCEEEZMZ DN TEET,

[RE2BH/EDNDHF > O0—F (Download Full Configuration) 1227 U v 27 LT, A v A7 ZRERIE
Z12DJSON 77 A MZF T m— RLET,

A VAR ZEARNCERT 2ROVIC, ERRFRELF UV rn— R U CHRERIEREEST Z LN T
XFET, A VAT ZEEIZATHTXTOERPZOT7 7 ALV TAFTETET,

[A—N—54 RENEHRENF Y >O0— K (Download Overridden Configuration) ]2 2 U » 2 LT,
FeN—F A RERFA VAT AR L T v a— FLET,

ATV T6 MFEORELA— =T A FTHI21E, WOFIEEZFEITLET,
ROFIEHEH LT, A P ANT IRECH—"—T A FTHILBRTEET,
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B« ro—vamkys—onza<ax

* Management Center T > AT X DA T A Utz EHATWE T, [Cisco Secure Firewall Management
Center Snort 3 Configuration Guide] @ [Getting Started with Network Analysis Policies] D& (ZH %
[Make Inline Edit for an Inspector to Override Configuration] Ft v 7 Z#ZM LTI 7Z X0,

s [77vay (Actions) | KRy 7 XU A=ma—%HLTAH—""—F4 FENcary 7 4 F¥ab—
Yar 7y ANET v a— RT5BEOFIAEHITLET,

Management Center CA > 7 A Ve & EHAT - 7o 61E, ZHLL EBIEOFNAICHE > BT H D £8 A,
ZNUSNDOGEIZ. ZOFIREZTRICFETTOLERHY T4,

a)

b)

<)
d)

g)

[f > A7 % (Inspectors) | T, T 7 4/ hREEA—N—F A NTIHILEND LA L AT B &R
BLET,

T 7 AN MREFTLEMOINCERE I, A= =T 4 RSNTREITA VAT ZOTFOHPOINC
FREINET,

RBAN—IZHET LT A FEZ AN LT, AV ART ZERBRT HUERNHLIGERH Y £,

[7 Vv 7 AR—FKiZat— (Copytoclippoard) | 7 A 2> %27 Uy 27 LT, 774N DA LANXTH
REZ7 Vv THR—Ricae—LE7,

JSON 7 7 A WEAERR L, T 7 4V FREZM O £,

F—=N=F A RTHA AR ZREXRFFL, MOTXTOREELA L AF L X% JSON 7 7 A )L
PHHIBRLET,

[>T N7 7 AT 7 L— 1 (Sample File/Template) | Z#fEH3T25 L, 77 4/V FEEE A —/3—
TA NFTLTAEEZBFT 52 L b TEET, ZHULL Snort3 DRy hT =T SR Y L—E N AL~
A X HIFEICONVTHAT S JISON 2=~y &2 &Tet T L7 7 A L TT,

MBS LT, A AN IRECERZIMAET,

EEERIAEL, AF—< T 7 AMHEI L TND Z L 2R LET, wLF b oA VAT ZDOBE
X, TRTOAL L AZ U ADNA U HEEMENISON 7 7 A VICEHEENTWD Z L AR LET, FHM
IZ2W L,  [Cisco Secure Firewall Management Center Snort 3 Configuration Guide] ¢ [Custom Network
Analysis Policy Creation for Snort 3] k&> 7 @ [Multiton Inspectors| %S L T 72 S0,

EDWET THN DA VAR BRFER A —FT H581L, A= =T 4 RESNLERELEFTATND
BEF D7 7 A WZZEDA VAT XFEEBMLET,

GE) A= LA U AT FEGE, JSON BEVEICHERLY 2 R H Y £,

F—R—=F 4 RENT-ar 7 4 Xal—ay 774 NLVEAT AMMEELET,

ATFY T == RENTEEREEZEALTWDLISON T 7 A )V ET v 71— RT 5201, [7273 3 (Actions) ]
Ky FHE T A ma—nb [ —"—F 4 RSNTREDT » 71— R (Upload Overridden Configuration) ]

PERLET,
ZE VERERDOLET v 7 —RLET, A—_—=F 4 RBEREICAT 4 v X0 D7D, %

E2RET v 7 a—RLARNnTLEEW, ZOHE, LSPEHFHO—HE LTOT 7 4/ hOK
BT 2% BEOER ITEH I NERA,

T7ANERT T T R a7 T50n, £720327 0V v 7 LT, —"—=TF 14 RENTA VAT ZE
EEEGT Y AT DMIEFEESNTZISON 7 7 A L E SR L E9,
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ATvT8

ATvT9

2y ka—oaRy v—nnzsv12 ||

o [f AR B A —/"—F 4 RO~— (Merge inspector overrides) | : HiBD A > AT Z PN WE
X, 7y e = RENTET7 7 A NVONENRBEFOREIC~Y—YINET, HBOA AT EZNRH D
BEE, TyTa—Rank7 740 (HEOA VAR L) OarT oY RUEiOa T Y &
DRI, ZNDDA AT ZOLRIORENEZHRZ HNET,

o[ VAR FF—N—F 4 ROEH (Replace inspector overrides) | : LLRTDO TR TOA—/"—F 1 K
EHIBRL, 7Ty 7r—RENE7 7 A LVAOH LV a T UV ICEE L ET,

pef=| COF T arEERTLE, RO —NR—=F 4 RRITRCHIRENET, 2047
varEHHLTCREEAS—/ =T 4 RT5RIT, +oRERESZETRELTLLES
VY,

F—=N=F A RESNTA VAT Z DT v 7 u— KRR T —PRELIEGEEE, [(F—1—74 Fahic
BREZ 7 ANDT v 7 r— K (Upload Overridden Configuration File) | > 77 v 7w 4> KUz T —8
BRINET, Flo, =T 0L 77 ANEX T B—RLTHLLEZT—2EELTTZ 7 ANVEHRT ¥
Ta—RTAHIELTEET,

[(A—"—=F A RENTHETZ 7 ANVDT » 7 r—F (Upload Overridden Configuration File) |7 > 77 » 7

74 RUT, [AAR—F (mport) 127 Vw27 LT, A== RENTZA VAT ZRELET v

n— RKLET,

F—NR—=F A RENTA VAT EREET v T a—RTDHL A VAT XA L VBEOT A 2

URRREN, A—N—TF A FENTA VAT ZTHDLZ L2 LET,

Flo. AVARTEZOTD[A—"—F 4 RT3 E (Overridden Configuration) 15ZiX, A ——F A

RSN ENER RSN ET,

Flo, MBEA—ORIZH D [A—/"—TF A RDH%EFET (Show Overrides Only) | F = > 7 K 7 X% ffiH

LT, A= =F 4 RENTEZTRTOA VAT AR RTHI L HTEET,

GE) WA —N—=F 4 RENTEHEEX Vv —RL, JISON7 7 A VEFWT, ZO7 7 A 1IC
A VAR ZFREICHT D LWEE/ A — =T 4 REBMLET, 20T 7 a0,
F—R—=T 4 RENTZHOREEZ KDL S IZTHOICHETT,

UER) HLWA VAR ZREBICEREZINZDENC, VAT LAEOA—1R—F 4 FENTZa 7 ¥

L—2ay Z7ANMDNRy I T v P eERR L ET,

Evk AVART ZREEAS—N—F 4 T DHEEEF, N T v 72MEERTDI L%
HERL £,

BErEY Y
F—N=F A4 RLEREDT 7 /v FREDE I (100 X—)
A VARG ZELF—=R"=F 4 FOY A FDER (99 ~—)
[%y RT—27 38R Y 2— (Network Analysis Policy) ] X—3TDA AT X DIRFRE
(92 ~=—2)
A VAR HREOD AL — (93 X—)
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B scer—n—sSqr5s1o21/08010051 5%

WMEEA—IN—FA KT DA VARTIDA 54 Uik

FIE

ATy

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

Zy NT =I5 R S —0 Snort3 N— a3 T, A VART BHBREDA T4 VimExr
1TV, BHIIS U TREEA—NN—TF 4 RTEET,

Floid, [T77 a2y (Actions) | Ray XU Ama—%2FRAL T, ——J4 Rz
a7 4FXal—varyIrANET vy7a— K752 LHTEET, FFICOVWTIE, Ry
NT—I BRI S —Dh AE <A X (94 —) R T ZEN,

[R1) >— (Policies) 1>[RA (Intrusion) 1>[v kT—2 23R 1) — (Network AnalysisPolicies) ] {2
B L £,

Ty NI =7 55HAR Y 2 —@ [Snort 3 73— =3 > (Snort 3 Version) ] IZBEIL £7,

[f > A7 % (Inspectors) | T, 7 74 /V MNREEZA—/N—F A4 RTLUERDH LA AT X AR L
£,

T 7 AN FREREMDINFK RS, A—"=F A FENLRETA AT 2O TFOLHROIN TR
SnET,

FROFND [A—sN—F 4 KEI7=i%E (Overridden Configuration) | T, [ v A7 ¥ Offtk (Edit
Inspector) | ($p%) 7 A4 a2 %7 Vw7 LT, A VAR AREEELLET,
[BXEDA—s3—F 4 K (Override Configuration) |48 77 v 7NRERI, MLERRWMELZITO Z LN TE
ij‘o
GE) e A= N—=T A FTOIREDHZHRFFTHEIICL TS, REZFRUEOEEIZTD
L EDT A=V RIFAT 4 v FICRVET, DFEVD ., ZORENFEK Talos 128> TE
Banfo b &2, BUEOENMRFFSND Z L2 EHRLET,

e WAL LA VARV ARBINETITHIBRT 25612, TOA L AZ L ADI/INA VHL—)b
BN U H A AR ZIIBINT B0, FEHIERL £,

[OK] %27 VU w27 LET,
JSON EHEIZ > T T — A LG AIE. =7 —A v bE—URERINET,
[#7F (Save) 1227V v/ LC, BENFEHREFELET,

ZE B3 OpenAPI A F — < AEERICHEHL L TV 5855 1%, Management Center Cax & & frfr CX £9, £ LSt
DEGEX, [F——=F 4 FSNTZEREDRFERICE T —2%A L E L7z (Error Saving Overridden
Configuration) | R > 77 v 7NERRIN, ZT—NRENET, =T —DObL7 7 AN EX T m— T
HIEHTEET,

BErEY Y
Fy NI —IBHRE) —DH AL~ A R (94 =—)
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154 pEEokerozEERRT ||

AT A UIREREORBIFOEERE ZITIIRET (99 X—)
F—R—=F A4 RLTEZREDT 7 /v bREDE T (100 ~=—3)
HAB LTy NT—7 R Y —0%ER (103 ~X—)

12054 ViRERORREFOEREZRTICRY

A VARG BBE L —N—=TF A RTHA L TA U REEIToTWVDE., RMEFEOLEEZ TIC
RTZENTEET, ZOT7 733 TiE, RMRGFOTRTOEENRRZIHRG SNTEIZRE
DNETN, A VAT ZDT 7 4V FFREIZITRED T/ A,

FIE

ATw 71 [RY— (Policies) 1>[&A (Intrusion) [>[Rv kT—%Y 2HAKR1) >— (Network AnalysisPolicies) ] (2
BELET,

ATV T2 X2 NU—=Z55HARY & —d [Snort 3 /73— 2 > (Snort 3 Version) ] (ZB#E) L 9,

RAT9 T3 [ A7 % (Inspectors) | T, RIRFOELETTICETLERN S DA LV AT X EEHLET,

77 AV PREFEMOINCFK RS, T—"—TF A4 FSNERETA VAT 2O FOHEMDOIN SR
SNET,

ATY T4 FMOFNOD [F—_"—F 4 RENTZ&FE (Overridden Configuration) ] T, [+5° (Cross) | (X) 74 2%
7Y w7 LT, A VAT ZDORBIEDEF Z TR L ET,

F2lE, [Fr o (Cancel) 27 Vv 7 LTEREZX vy AL LET,
A VAR BREBIIRBIFOEENRWNGE, 2047y a idFERSnEdi,

EErEYY
F—=R—=F 4 RLEREDT 7 4V FiREDET (100 =2—)
WEEA—N—=FT A RTEALALARTEZDA L TA g (98 X—)

A VARG R EF—IN—FA4 FDJ X FDERR

F—=R—=F 4 RENEZTRTDA VAT HIDY A M EERTEET,
FIE

ATwF1 [RY— (Policies) 1>[&A (Intrusion) [>[Rv kT—%Y 3HHKR1) >— (Network AnalysisPolicies) ] (Z
BELET,
ATV T2 X2 NU—=Z55HARY & —d [Snort 3 /3X— 2 > (Snort 3 Version) ] (2B L 97,
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B s rLrgroFIr rREOER

ATV T3 REN—OHIZH D [ ——F 1 FOAHFKR (Show Overrides Only) | F = v 7 Ry 7 A4 12 LT,
F—R—F 4 RENTFA AT EZDY A NEFR LET,
F—N—F 4 RENTETRTDOA AT T, HALRLT WL S ICARTIORRICA L o BT A 2R
KRINET,

EErEY D
[*y b T —27 53874 Y >— (Network Analysis Policy) ] X—3TDA AT X DFRER
(92 =)
WEEA—N—F A RTDEAL AT ZDA T4 Ut (98 2—)
Hy bT=I AR =D AL A X (94 =)

R — > = = — = = 2, —

A—N—S5A4A FLIEEREDT I74IL FEETEDETT
A UART BDT T 4V bRELA—N—=F 4 R H1DIATo AR A TR T Z LN TE
T4, 20T vavid, A—R_"—=T A4 RENERTEEZA VAT ZDOT 7 )V FiREICE L
i‘ﬂ—o

FIE

ATy 1 [RY— (Policies) 1>[RA (Intrusion) [>[v kT—2 24K 1) o — (Network AnalysisPolicies) ] i
BEhL 9,

ATV T2 2 FU—Z5HARY 2 —d [Snort 3 73— 3 > (Snort 3 Version) | IZBE)L 97,

ATY T3 [A AT K (Inspectors) | T, A— =T A RENTZRELEITCICETLENH DA VAT X EERL
£7
F—=R—=F A RENToA VAR 2L, LRIOREICA L P EaOT A a U PERARSIET,

T 7 4 R EILEMOINC TR EZ L, A= =T A RENTHEILA VAT ZDOTFOLEMOINFTR
SNnFET, AROIND [ —"—TF A4 RS7Zi%E (Overridden Configuration) | T, [T 7 4/ P EIZR
9 (Revert to default configuration) | (JRHKH) 7 A 2% 27V v 7 LT, £V ARITZDA—"—F A
RENTEREET 74V FREICELET,

AVARTBDT T 4V NRIELXET L1208, ZOF 7 a AATEI/RY 9,
ATy T8 [TICRET Revert) |27V v/ LT, IREEZMELET,
ATY TS5 [R1F (Save) 1227V w27 LT, EENEEZRIFELET,

EENEZRAF LRWIEEIEL, [Fv B (Cancel) JE72IX[+5 (Cross) ] X) TA=av&27 Uy 7L
ij‘o

BErEYY
A 2T A UHRERFORRAFOLEE Z LIRS (99 ~—)
Fy bT—I R 2 —DH AL~ A X (94 =)
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Snort3 /R 1) L —DIREE .

BEEA—N—F A FT DA VAT I DA T4 Ltk (98 ~<—2)
WAL BFKy b7 —7 SRR Y S —ORERF (103 =)

Snort3 7R 1) > —MDIREE

FIE

&

&

ATvT3
ATvT4

Snort3 WY P —ZMEET D7D, 22— =R AETELERFERDO Y X MERITRLET,
« BITED /N— 5 > D Management Center |48 D BT 25 N— 2 U A EHTX
i‘j‘o

+ Management Center OBED /N — 3 %, LLRTO/N— 3 O B xET DB 7 /34
AT TE 720 NAP fipk A AR — F LTV ET,

cHIIED NAP R Y >r— L WEEIT. BIED A= 3 O R— MIESWTHRE L F 1,

 BEIZIE, LAEIOAR—2 3 O BT D0 TIEE o T oY REENDGE
NHY FT,

« RY —REROEFIL, BIIEON—2 a U THRER TH Y | BITED Snort 3 /31 Y
ENAP AF—< 2l L THEITSN TV OB AL E T,

« UHTO/N—2 3 O ZBICKT 5 O%56 . BEHIERPIZZ DR ED A= 3 O
NAP A% —=< & Snort3 NA F U AMH L TETINET, FFEONN—TY 3 VAT
RV S DG, 22— =2, BEDONN—Y a3 U THR— FENTOARWVERITT
TaA ST, RN T T aA SnD LN EREITEERFRINET,

ZOFIETIE, NAPRY > —%2T7 7 o ha—)L iR o —|ZFEAT TTF A AR
TARLXIC, LT L= T ANEBREDL I RA L AT XA L TSnort3 R Y 3—
FREELF9,

NAPRY O—BEFZLEZTEHFIE: *v NV —2 08K > —D [Snort3 73— 3 > (Snort3 Version) ]
D [A A7 HZ (Inspectors) | T, 7 74/ NREEA—"—T A T HUEIRA AT 2 &R L
£

T 7 4V PRREREMOINCFK RS, T —"—TF A4 FSNRETA AT 2O FOLHMDINFE
RENET,

FROFND [A—s3—F 4 K& 7% E (Overridden Configuration) | T, [ ¥ A7 ¥ Ofm% (Edit
Inspector) | ($8%) 7 A a2 %27 U v 7 LT, rate filter DX H 72 A VAT X EEHLET,

rate_filter 4 > AT XL BEIRIREEZMA D Z ENTE D [A—"—TF 4 NI E (Override
Configuration) | Ry 77 v FREREINET,

[OK] 227 U v 27 LET,
[fR1F (Save) 1Z227 VU v 7 LT, BENEZRFLET,
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. Snort3 /K1) o —DREE

ATy TH

ATvT6

ATy T17

ATy T8

ATvT9

ATv 710
ATy IT1N

ATvT12
ATv713

F2E, [T727 Y3y (Actions) | KRRy P XU Ama—%f LT, A—R_—J4 Fahilar 7
Xal—vary 77 Va7 vy 7u—FRT52LHTEET,

Fy NU =T 53R Y > —@ [Snort 3 73— 5 > (Snort 3 Version) D [T 2 = (Actions) ] K v
THEOAma— T )y LET,

[7v7u—F (Upload) ] T, [A—3—F 4 FENTF&E (Overridden Configuration) %27 U v 27 LT,
F—N—=F 4 RENTREZETISON 7 7 A NVET v 7 r— R TEET,

AE VIR B EDRET v 77— RLET, 74— —=F 4 RBRKEWIZAT 4 v X 72D720,
BREREKET v 70— RLARWTLEEN, ZOHA, LSP HFHo—5E LTHOT 74/ b
DRERENKTTHEBOET LA S NER A,

Tr7ANERT I T REay 950 £V 7 LT, A—R_"—=F 4 RENT-A VAT X
REEZETY AT DRIESNTZISON 7 7 A VA2 B L £,

o[ VAR XA —N—TF 4 RDO~—1 (Merge inspector overrides) | : FBDA 2 AT X N
Bl Ty TR = IR T 7 ANVDOAEBRRAFOREII—YSNE T, Tl@DOA A7 Z)
boGEIX, Ty Ta—Rank7 740 GEEOA VAT ZH) Oar T Y R0z T
VY EOEESN, ENHDOA VAR ZOLURIORENEZ B HDNET,

o[ VAR A —R—F 4 ROEH: (Replaceinspectoroverrides) | : LLRIOT X TOA—/—F A
ZHIRL, Ty 7ua—R&ENE7 7 A VAOF LW T UV ICEE L ET,

= IOFTvarEBRT L L URIOTRTOF—"—F 1 FRRIRSNET, 207
D, ZOFT v a rEMEH L TRELZA—"—F 4 N4 LIS, tokfE@aefi kT
RELTIZEW,

F—=N=F A RENTA LV ART ZDOT v T a— NPT —=DRELTGAEIE. [(F——F4 Fahn
TeRRET 7 A NDT v 71— R (Upload Overridden Configuration File) 148y 77 » 7' ¢ R7IZm T —
WERENET, £l 2T —DHLT7ANEF T m—FLTHrbx T —%2EIELTT 7 A V&
Ty —RTHrZ L TEET,

FOER A bA—ILARY—IZNAPRY O—ZFEEMTBFIE: 77X ar be—L R —

TT 4 2T, [FEMEXE (Advanced) 1527 Vw7 L, [y hU—2 0 2 ARY 2— (Network Analysis
and Intrusion Policies) | &7 v a > ORIz H % [k (Edit) 1227V v 7 LET,

[T 74V DRy 8T —27 5478 U~ — (Default Network Analysis Policy) | K2 w7 Z 7 U X ki,
TI7HNVEORy NT =T 0AR ) > —%23IR L E7,

A—PMERR LR Y =2 BIRLBAE, [WE (Bdit) 1227V 27 LT, HiLwy 4 R TRY
V—ERETEET, VAT AL TR SNTEARY U—ITRETETET A,

[OK] %27 U > 27 LET,

[R1F (Save) 1227 Vw7 LTHRIY v —%RFLET,

03, TR arhr— LR — x5 4 T, [FEEE (Advanced) 1227V v L, [Xv b
T — 7 5T LR AR Y 2— (Network Analysis and Intrusion Policies) 177 3 a > ORIZH B [fRE (Bdit) ]
7V w7 LET,

Ly—DEN (AddRule) 1 %27V v LET,

BNT5504%2 ) v 7 LT, V= VOFRHEERELET,
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ATy 714

ATv 715
ATv 716

ATy T

ATv 718
ATv 719

e Lxy ko—s iRy s—oxEs |

[*> 8T —27 387 (Network Analysis) 1 ¥ 7 %27 V> 27 L, ZOL—WI—KTBEMT7 4 v 7 O
PUEERT 5 [*> NI —27 538K Y 2 — (Network Analysis Policy) ] Zi#R L £7,
GEM (Add) 1227V w7 LET,

EBA : Management Center A == —/X—"T, [J&B] (Deploy) | %27 VU v 7 LT, [JEH (Deployment) ] %
BIRLET,

RELEEZRT 2T A A2 RkE L TERLET,

s [R5 (Search) ]: [ (Search) | Ry 7 ADT A R, AT, RAAL v, TNA—T £l2lE
AT —=H AERFALET,

o« V&8 (Expand) |: BT 2T A AEFOREL L2 FKrT DI, [EHKF (Expand Arrow) |
7V v LET,

TNNAADTF =y IRy 7 AEERT DL, TS ZADTIZERENTNDT A ZADFT X TOE
HRTyash, BESHET, 2720, [AY —0&R (Policy Selection) [ ZfiHT 5 &, &
BT 2l x DRY o —F TR ELBINTEX S L LI, BYOEFIIRATTICRE X ET,

MBS UT, [V vr—0DFRRFEIZIEFR (Show or Hide Policy) ] Z#FH LT, BEfITF 5T
WHREREDORY —ZFR L TERRLIZD, IERRICLIED TEET,

(/2B (Deploy) 1227 Vv 7 LET,

BT AEEICHT AT —R0EEN Y R T LS Lo TP SN 7=85A 1%, [MEEA v &— (Validation
Messages) 17V 1 > FUICZDONAENTRSNET, BELFMEFRT L1203, BEET T —0H]
WCHDRENTA a7 Uy 7 LET,

GE) Snort3 v bV =2 53R Y =2, O BEISHT DRI N—2 2 v TIRE R A A
AR B FEFTBENGENTND ZE 2RI EERRREINET, ZOHA. EBORERET
JRBARFZ A X v T INET, B AR XL, N—Ta 71 KOFIOT A A0
BT D F [“rate_filter”] T,

NRE LRy KT—=03HRY) —DEEEH

ZAUL, Snort3 DRy T =T AR Y —E AL v A XF 5 FIEIZOWTHBT 5 JSON
A=y VBTN T 7 ANTT, WOFEEHHL T, AV AXRT ZREE A —/N—
T4 RTEET,
* Management Center TA AT X DA T A URELEHFATVES, RELA—/1—T
A RTAANTZDA T A Vi (8 <—Y) ZBMLTIZE,
[727vay (Actions) | Ry Xy Ama—%FHLT, A—_—J 14 F&hiar
TA4F¥alb—valrTZrANET vy Tu—RNLET, Xy NU—=I R —DH AR
~A X (94N —Y) BRRL TSN,

INHOFT T arONTNNERRT DA, R*y NT—Z R —DOF—R_—F 14 K

ZIEFIZERT D DICRILOROFEMIGH L 2§~ THEB L T LS, JR7ExzT—%
BT 572010, 22 TMAT 28 EZSERTTV A OUIEH A CTHET 20ENDH Y £7,
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B =525 0 ro—samKy o—nzEs

[77 v ay (Actions) | KRBy T HE T Ama—nbA UV ART ZRELA =T 4 75
BAE, Xy NI 5HRY —DA—"—F 4 RHDISON 7 7 A VEEHRK L, D7 7
ANET v 7T —RTHLENRHD FT,

Xy NT—=T 0GR Y —TA VY ART ZREEA—/"—F 4 RTHIT1E, LEREEDOHL%
Ty 7a—RTOMENSHN T, A= =T 14 RBPKREWIZAT 4 XD, REE
KzT v 7a—RLARWNWTEE, ZOHA, LSPEHO—HE LTOT 7 4/ MESRE
WX DDA T I S ER A,

SEE&EARVFTVFOMERITLET,

R—ZRARY—DTITAIL FORENEBHEIZBEDL VTIL oA VARG ZDOEMIE

{

"rate filter": {
"enabled": true,
"type": "singleton",
"data": []

}

}

RN=ZARYS=DT I+ IV FOREDEHNGHZEDS VT IV kA VAR 2 DREMIE
{

"rate filter": {

"enabled": false,
"type": "singleton",
"data": []

}
}

R=RARY—DT T4 FORENENGEEDIILF LA VAR ZDOAEMIE
{

"ssh": {
"enabled": true,
"type": "multiton",
"instances": []
}
}

R=2RARY—DT I+ FORENENLBEEDIILF b oA VAR 3 DEMIE
{

"ssh": {
"enabled": false,
"type": "multiton",
"instances": []

I

"iecl04": {
"type": "multiton",
"enabled": false,
"instances": []

}

}
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UGN R IA VARG ADBEEDEREDT 74 MEDA—/N\—F5 4 F
{

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"tcp": |
"block": true

}l

"ip6": true

}

RILFRUAVARGATDTIHILEA VD RE VR (A VRBVREDRA VARG R AT
E—HT D) ODEHEDREDH—/IN—F4 F

{
"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [
{
"data": {
"unzip": false
}I
"name": "http inspect"

WELRERZELT IAILFA VD REDRADINA U5 IL—ILDEN

\}

GE)  TT7ANVEONL U EN—VERETE TR A, HITREZIGBMENET,

{

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"use': {
"type": "http inspect"
by
"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"
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HLWARELALA VARG ADEM

\}

Snort3 TOFMAEFR Y FT— 54 |

GE)  *PST oA Fn—nxmr b, N U EA AR B TERTDHDLERS D £,

{

"telnet": {
"enabled": true,
"type": "multiton",
"instances": [
{
"name": "telnet my instance",
"data": {
"encrypted traffic": true
}
}
]
}I
"binder": {

"enabled": true,
"type": "binder",

"rules": [
{

"when": {
"role": "any",
"service": "telnet"

}I

"use": {
"type": "telnet",
"name": "telnet my instance"

UM UAVAREB VR, IWVF R TIAILEAVREVRDA—IN—F4 K, XU
BE—QDJISONA—/N\—S A4 FTOFHELWLWIILF oAV RZ D ADER

H—® JSON 4 —_—F 4 R TRZFRT D4 :

IR A VAT ADF—N—F 4 K (normalizer A AT X)

cRNF R TTHN A ARZ L ADF—3—F 4 N (http_inspect A A7 %)

LW ILF Fo A VAKX ADVER (telnet A o AT &)

{

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"tcp": |

"block": true
}!
"ip6": true
}
}!
"http inspect": {
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e Lxy ko—s iRy s—oxEs |

"enabled": true,
"type": "multiton",
"instances": [
{
"data": {
"unzip": false,
"xff headers": "x-forwarded-for true-client-ip
}I

"name": "http_ inspect"

1
}I
"telnet": {
"enabled": true,
"type": "multiton",
"instances": [
{
"name": "telnet my instance",
"data": {
"encrypted traffic": true

}

]

}I

"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any"
. 4
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet my instance"
}
}I
{
"use": {

"type": "http_ inspect"
}I

"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"

A\

x-another-forwarding-header"

GE) NRAUHENL—ILTTFIHIN RV AZ L AD name BIHEFIEETALEITZH Y A,

arp_spoof DEX5E

arp_spoof DX EH :
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Snort3 TOFMAEFR Y FT— 54 |

arp_spoof { VAT ZTiE, BMHEDOT 7 4V MRETH Y A, KIT, A——=F A F

EHRETE LA LT LET,
{

"arp_spoof": {

"type": "singleton",
"data": {
"hosts": [
{
"ip": "1.1.1.1",
"mac": "ff:0f:£f1:0f£:0f£:££"
}l
{
"ip": "2.2.2.2",
"mac": "ff:0f£:£2:0f£:0f£:££"

}
]
}I
"enabled": true
}
}

rate_filter D% E
{

"rate filter": {
"data": [
{
"apply to": "[10.1.2.100, 10.1.2.101]",
"count": 5,
"gid": 135,
"new action": "alert",
"seconds": 1,
"sid": 1,
"timeout": 5,
"track": "by src"
}
1,
"enabled": true,
"type": "singleton"
}
}

TILFERBRY FT—00HR) O—%FRT ZIHED/NA1 VT IIL—ILDRTE

ZOFITIE, FARV—ICH LWA AR B VAR AEBIIL, N, X N— IV EERT D
JEERLET, S U RA— T A RE LTERSINE T, 2O, A—VITHEINIZ
v —YENWED, BARU —TERESNIL— VAR L, O EIH LvVIb— L & 1ERK
THIENEETT, TARY —TCTHERAARER AL VX —iF, & E L TEOEFERIET

—g—o

kT BB TlX. T 7 4L RO Cisco Talos R Y & —/L— /LN Z L6 D —PF—EED

F—=_—=F 4 FITBMmENET,
R o—:

telnet parent_instance & WO AFTEINT D/ U HZ =)L TH AL DA LV AZ A

FEFLE L,
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"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true
}I
"name": "telnet parent instance"

}
] r

"enabled": true

}I

"binder": {
"enabled": true,
"type": "binder",
"rules": [

{

"when": {

"role": "any",
"service": "telnet"

}I

"use": {

"type": "telnet",
"name": "telnet parent instance"

FRY—:

e Lxy ko—s iRy s—oxEs |

TOFy NT—IHHEY —I1ZiF, R—ARY —L LTCEIRORY >—nNH v F£9,

telnet child_instance L WO HHITH AL WA Y AZ U AZERKL,

IDA VAR R

DNRA L ENL—LEERLE L, SR =D, U EL—)LE 2 ZIlat’ —F L%
NHOFET, FO®RIT, FRY S —DONA U F)L— LTV — )L OB S W TR R0 SeiE

FIIRRBIEMTEL LRV T,

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic":
}l

"name":

false

"

"telnet child instance

}
]l
"enabled": true
}l
"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet",
"nets": "10.2.2.0/24"
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AR LRy FT—I BHRY S —DHEH

}I

"use": {
"type": "telnet",
"name": "telnet child instance"
}
}I
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"

— R YR P VARG A BEDETE

ZAT VA NDEEDOA == REEESTLHE, BOWRA—1"—7 4 FTIER<. A
BERZESTZENEETT, 2V, X—ARJ —BERRO LI IZERSN TN DI5E

<.
{

"list-attribute": [

{
"entryl":
"keyl":
}
}I
{
"entry2":
"key2":
}

1
}

{

"valuel"

{

"value2"

valuel % valuel-new [CAETHLE. ——F 4 KOS 0 — RKIKRDOLH T F

—§—O
ELWAE:
{

"list-attribute": [

{
"entryl":
"keyl":
}
}I
{
"entry2":
"key2":
}

1
}

RIERAE

{

"valuel-new"

{

"value2"
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"list-attribute": [
{
"entryl": {
"keyl": "valuel-new"

}

ZOREL MRS DIT1E, smtp A A2 Z T alt_max_command_line len EMED KV
AMEEZESLET, smtp A VAT X DT 74V b (FER) R —BRENPKRD L I T/
TVoELET,

{
"smtp": |
"type": "multiton",
"instances": [
{
"name": "smtp",
"data": {
"decompress_zip": false,
"normalize_cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO
EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MATL
NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TIME TURN TURNME VERB VRFY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE
XSTA XTRN XUSR",
"ignore data": false,
"max command line len": 512,
"max header line len": 1000,
"log_rcptto": false,
"decompress_swf": false,
"max response_line len": 512,
"b64 decode depth": -1,
"max auth command line len": 1000,
"log email hdrs": false,
"xlink2state": "alert",
"binary data cmds": "BDAT XEXCH50",
"auth_cmds": "AUTH XAUTH X-EXPS",
"log filename": false,
"uu_decode_depth": -1,
"ignore tls data": false,
"data_cmds": "DATA",
"bitenc_decode depth": -1,
"alt max command line len": [
{
"length": 255,
"command": "ATRN"
}I

"command": "AUTH",
"length": 246

"length": 255,
"command": "BDAT"

"length": 246,
"command": "DATA"
}
] 4

"log mailfrom": false,
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}

Snort3 TOFMAEFR Y FT— 54 |

"valid cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO

"decompress_pdf": false,
"normalize": "none",
"email hdrs_log depth": 1464,
EMAL
NOOP
TIME
ERCP
XSTA XTRN XUSR",
"gp_decode_depth": -1
}
}
]I
"enabled": true

ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL

ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TURN TURNME VERB VRFY X-ADAT XADR XAUTH XCIR X-DRCP X-
XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE

ZZT. WD EHIZ alt_max_command line len V XA MIZIHIL20DA TV =7 M&iB
meE9,

{

}

"length":
"command" :

"length":
"command" :

246,
"XEXCH50"

246,
"X-EXPS"

HABZ NIy NI =I5 AR Y —DF—"—F 4 RISONIZRD L 5120 £,

{

"smtp": {
"type": "multiton",
"instances": [

{

"name"

: "smtp",

"data": {

"alt max command line len":

{

}l

"length":
"command" :

"command" :
"length":

"length":
"command" :

"length":
"command" :

"length":

"command":

"length":

"command":

255,
"ATRN"

"AUTH",
246

255,
"BDAT"

246,
"DATA"

246,
"XEXCH50"

246,
"X-EXPS"

[
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}
}
] r

"enabled": true

ILF A DARG ATERERY FT—0 0RO —PMERINTVDIGEEDF—/\—
J4 FDEHE

ZOBITIEH, FARY —DRHEDOA— =T 4 F&, v —VENTERENEDLINTA VAKX
VADFRY—THERHENLI P ERLET, TR —TERINTA—"—F 1 NE,
R —t=—UZNFET, Lo T, attributel & attribute2 23R U o —TA——F 1

R &4, attribute2 & attribute3 28 7R U 3 —THA— =T 4 RE&NB L, v— TV INEREIX

FRY =Bz £9, 2F D, attributel (BARY 2 —TERE) . attribute2 (R Y T —7T
EF) . BLQattribute3 (FARY —TER) BT A RATHESNET,

R —:

ZHVETIZ, telnet parent_instance EWIOXLFITHAZ LA LV AZ UV ABFER L, W
AB LA AH AD normalize L encrypted traffic ®2 DDFEMAA— =T A
LELT,

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": false
}I
"name": "telnet parent instance"
}
]I
"enabled": true
}I

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}
FARY O—
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ARE LAY FT—D BHRY O—DEREH

ZOFy hU=I AR Y —iZid, N=ARY =& LTHIROR Y =235 0 4, BlR
U v —inb gl encrypted traffic 4 —/ 3 —7 A FL. H L\ EM ayt _attack_thresh
bA—"—=F 414 FLEL,

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"encrypted traffic": true,
"ayt attack thresh": 1
}l
"name": "telnet parent instance"
}
]l
"enabled": true

}
FEORY > —ISONTIE, *v hU—I 5 R Y —Z BT L. RO~— ENT-ISON

INTINA ZNTRE S NET,

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true,
"ayt attack thresh": 1
}I
"name": "telnet parent instance"

}
]I
"enabled": true

}I

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"

WIZ, HAZLFy NT—=T GHR Y =0t of 2R LET, R UEERT 744 hA >
ABUATHERELET, £7-. YU IR oA AT ZTHEBEO~—U M ThivEd,
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Ry kI—o Ry —0FEEF vy ashizE [

2 RIT—=ORFR)—DITRTDA VARG ZF—N—F 4 FOHIR :

FEDF Y NU =7 3R Y 2 —DF XTOA—"—=F 4 FzHlfRT 55513, 220 JSON =
Ty7ua—RTEET, == F&T7 v 7 u—RFTLBC, [M AT ZDOF——
Z 4 FOEH#: (Replace inspector overrides) | 472 a & @RI L F7,

{
}

BEErEYY
X T =27 5HAR Y 2—d Snort 3 DIEFE L HFE (81 <—)
X NT—=ZBHRY S —D~ v By (90 =R—3)
Snort3 DIFED I AL KFy N T —T 53R Y —DERK (85 ~X—)

[y b T—27 5387 U 2— (Network Analysis Policy) ] X—3 TDA AT X DR
(92 N—)

A ARTBEHBHRED AL — (93 X—)
oy NT—= I /R —D AR~ A X (94 =—)
A VARG BZEF—R—=F f KOU A PFDOER (99 _—)

2 RT—=99HFR) O —DEHEFETY Y1 EINEE
3]

LWy NT—=T AR —%ERT 5 &, ZORY —IITEARRY > — LR CREN
frhEEnxE7,

X NI =TGR Y — ORI, FRIA VART X BRI TDHE XX, A VAT H
ERAN—IIZE ST, VT 7 4 v 7 BRFEDHFIETHRINCT 22— REZITRLELT 5 M3
NHDHZEICHELTLEE Y, BBERA VAT X BTN THE, VAT MTHBNICH
EORETA AT X EMHLET, 2720, *y hT—=2 0K > —D Web A > ¥ —
Tz A ATIFEA VAR XIIEHOE FIT720 £,

\)

GE)  BILBELARAA VAT Vg VIR ICEBZICEE L T\ bz, H—ry hERET D
Py RU—=I 53R Y = RARY —d, HAMTET 2UBENDY FT, BILEOREE,
BRICHEB DN AR oy NT— I B3R —2 AL CGRHET 52 L3, BELRZ AT
7,

VAT AL, 2P TEIZ1ODFRy NI R ) v—E %y v a2 LET, Xy hU—
TSR Y —ORETIC, FBED A =2 —F IO R_R— A~ O R 2 2RI L2854
BEENRIZIZOR—VEHNTHU AT A v v oalZEEED E9,
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Snort 3 [/] [ @ Encrypted Visibility Engine

RSN Y (119 2—2)






/rh-7=:=
5 2

RSy (el 2

Encrypted Visibility Engine (EVE) %, TLS Wi 5t &2+ 2527 7947+ 77V r—va v
LT AT DO SN E T, I RE L, FEENRENTTY 7 v a &
FATL TR v —2#HATE 2L 21CLET, EVET 7/ av—iF, v AU =T OFFE EBHLIE
WHEHATEET,

* Encrypted Visibility Engine O (119 ~X—7)

« EVE OftfHA (120 ~—2)
BEOIMGEA 2R (121 =)

«EVE ® QUIC 7 4 > H—T7V >k (122 3—)
« EVE OF%E (122 ~—)

Encrypted Visibility Engine D} =

et mitt= Y (EVE) X, HEELBELETICH 5kt vy a VO 2 S
WHEOIERENET, Bsfbahizt vy a VT BRI, A aDEiksT —#
~N—2 (VDB) 27 —IfLENTWABI AN —F 2V —ZA5 A4 75 VLo THREX
NET, 5477 V1F, BEWS bty araz 74—V FLTHHTL, —@#HOBEM
DT A H=TV o FERELET, ZOBMDOT 4 H—7V 2 bDFT—H =2t Cisco
VDB THIHTE %9,

)

GE) Wb mfitE= > v ORRRIL, Snort 3 #5247 L TV % Management Center O B4
TNA ZATORHIR—FINET, ZOMREIX, Snort2 7731 A, Device Manager 0% Bk}
GREBLT NA A F721L CDO TR — PN TWEREA,

EVE O B ERED — 2 WRITR LET,

sEVEDLLIUG LB RAEFEMALT, N o774y 7L TT 7R ary ha—LRY —
T varEFITTEET,
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Snort 3 [8] [+ @ Encrypted Visibility Engine |
B oeomas

« Cisco Secure Firewall {Z& £41% VDB IZi%. EVEIZ X > TEVWEHEE CTHRE SN -—5 0
TavRIT TV = a yEBEID S TOHHRERD Y £9, £72iE. ROBBTHAZ L
TV —vary T4 T X EERTEET,

+EVE THH &Nt 2%2#H Ll nwa—Y—ExT SV r—vailvy 74
50

+EVE TR EN/ 7R T 7Y r—ya 2 E80 Y TCHREDIEREINE 0tk
AfEEMEOMAIAMEE EEXT B,

[Cisco Secure Firewall Management Center Device Configuration Guidel ¢ [Application
Detection] DE|Z&H % IH [Configuring Custom Application Detectors] & [ Specifying
EVE Process Assignments] # S L T 72 &0,

«EVE X, BBk Ei= hT 7 4 v 7 TClientHello X% > NEERR L2 54T v A
NRU—=FT Y VTV AT LDEA T ENR—=T g e TEET,

* EVE /%, Quick UDP Internet Connections (QUIC) N7 7 4 7 D7 4 H—TY v N4y
Hre AR — K~ LET, ClientHello /X7 Fx b OV —3—2 1%, [BEiA <2k (Connection
Events) ]“X—® [URL] 7 4 —/V RIZERSNET,

P

B  ManagementCenter CEVE Zfli [T 5121, 731 RITHZRIPS 7 A £ ARNLETT, IPS
TA B AN E, RY U=l Lo TEERFR RSN, BREITFFTIEREA,

\)

() EVEIXSSLEv v arDOARL—FT 4 VT VATADEA T ENRN—=V g R TEET,
TTVr—ya ol —VEBEY 7 N2 T ORTRE, AN —T 4 VT VAT ADIE
WOMEAIZLY, OSHIEN N H—SNBAHEEERH Y T, 7 T4 7> b OS % £R
T 51X, EVE N VARE U EFENZT HZ LA T, [RY — (Policies) 1>[®v T —
9 D#E (Network Discovery) ] T[AA K (Hosts) |ZHINZT HXLENRH Y £3, A NP
7 RURATHEMARERARL—T 4 VTV AT ADY A N aFRT 52, [2F (Anayss) >
[(RRX k (Hosts) 1>[®*Y bT—2< v T (Network Map) 1227 VU v 7 L, %43 HKA M
IR ET,

E3PERY I
EVE ORE (122 X—)

EVE O {140

Encrypted Visibility Engine (EVE) %, TLS /~> K3 = A 7 @ Client Hello #i/y Z & L T, 7
TAT v N e AE#E LET, ClientHellolX, ¥ — N—IZEE SN DOT —H 37 v
FCd, 2KV, RAMNEDIZTAT o b T2 RnNIl<brEd, ZOT7 40 H—7
Uy h&, 8 IPT RLARREDMOT — 2 PAEDEINT, EVEDOT 7V r— a il
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I Snort 3 [ [T ® Encrypted Visibility Engine
gEoxzs~v+ ||

BOEBEL 720 FET, TLS By a v O TRHEDT SV r—ay 742 H—7FY 2k
BEAT AL T, VATAIIIGA T NS aeREHBRL, wEeT 7 ay (RS
0y ) BFEITTLHIENTEET,

EVEIZ, 50005257 747 hFreRA&E#TcEEd, VAT AL, 77 2Rl —
NOREHREL L THHT 72012, 2RO N6D0TFut 2% 54T N TV r—v a2
oI LET, TR, VAT AR TLSESE2AICTLZ LR, ZhbnT
Vor—varzipl LCHIET 22 &R TEET, BMoBEEDOH LT 0207 4 L H—7
Vo bl T52L T, EVETZT 27/ ay—%2H LT, 77 M0y REEZMHEHE IR
FILENT-EEOHDL T 7 4 v 72 HBIL TRy 7352 b TEET,

M ML) 727 /ao—2kb, Y233 10E4B2DTLS 74 v H—FV v k&
10,000 2 5~V =T Hh TNV amALE L, EVEZ > H—71 > kBB L OEH
LTCWET, ZNOOHEHNE. 0%, v A adlfiggttT —%~X—2 (VDB) /Ny 7 —I %8
AL TRERICEGESNET,

EVEIX, 74 v =7V FERBTERWGE, 7947 77V r—va U@L,
IP7 RUA, A— b, $—=_—F7e EOPERIEOFMEREHEH L TRYIO 7 7 —DFA =2
TEHELET, ZORET, 740 0=V FOAT—=H R IT o F k&, T30 7
77 CHRTEET, L7140 H—7 Vv hEFFO%REED 7 v —084 | EVEILFIH & A
XL, T4 =TV NDRT—HRAETFYL7 L LT~v—27 LET, EVEDOKW,
FRIIEFITENA T LEVEICESW TN I 7 4 v 7 27 uy 73558, RUIO 70—
oy EnEd, 7L, TV = a7 4 =TIV U MRy IND
L. FOBO T —THFTSNET,

== e O
REOKIESAAAL F
RA NOKFL I NI A= o U ORFDOJEE (1oC) A~ MLV | FEFITEW
<V =T OREEMEL LT, EVEIZ K > THE SN X beTF v/ TEET,
IoC A XV NI, BEOHD I TAT v "L THRA " BAER SN Stk v a v
W L TR A—SET, BEOHDBHEARDIP T FLA, MACT KL A, OS 17 &
DIEWRE . RERT VT A ET A DEA DAL T HFRTEET,

B A N2 b TR ENRD, B b SN MR B OMEIMEZ a7 2 [FEFICEW) L7o T
WaEy T aid, 1oC Ay hEERLET, [RY— (Policies) |>[+v FT7—YKRE
(Network Discovery) 1 75 [RA & (Hosts) | BN T 2042 H Y £9, Management
Center TlX. RDFFTMND ToC A X FOFEEF R TEET,
s [42# (Analysis) 1> [RE®DJkIE (Indicationsof Compromise) ]
« [447 (Analysis) | > [y kT—49 <y (Network Map) ]>[BEDIIE (Indications
of Compromise) |>F = v /7T HMENHLF A MEZERINLET,
IoC %A LIty varorat A ERIL. LTFrLERTIES,

[49#F (Analysis) ]> [#&#i4 X2 k (Connection Events) | >[4 N> FOTF—TIL
E 21— (Table View of Connection Events) | >[loC], FE{bSn/=mfitE> +—L K&
Io0C 7 4 —/V REFHTEIRTOIMLERNH D Z LITHER LTI EIN,
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Snort 3 [8] [+ @ Encrypted Visibility Engine |
B erowcsoni—7u0r

EVEQQUIC 74> H—TY>hk

Snort |, EVE {23V T Quick UDP Internet Connections (QUIC & v a3 v) NDZ F A4 T v
NT TV r—varE#BITEET, QUIC 7 4 > HH—7" U v b TIXRZFEITTEET,

cHEEANCETITQUIC TY 7 U r—a a5,
RN ETICY ALY = T B RRET S,

e —ERT Y b —varERET S, QUIC 7'r kL TR S —ERIZESN
T, 77k®Aary ha—jb— L&YY TAHZ LN TEET,

EVE DR 7E
I

ATy F1  [RY— (Policies) 1> [7 Y A ## (AccessControl) | ZER L %9,

RFvT2 WETLHT/EA arbo—L R —OICHD [RE (Bdi) ] (F) 227V v 7 LET,

RT9T3 Ry h7u—{TOREKICHD [l (More) ] Ku v 7 X 7 LV RHINS [FEMEXE (Advanced Settings) ]
ZEIRLET,

AT 74 [Encrypted Visibility Engine] DRICH 5 [#RfE (Edit) | (#) 22V v 7 LET,

AT w5 [Encrypted Visibility Engine] ~—°"C. [Encrypted Visibility Engine (EVE)] ks 7V R ¥ v A LE T,

AT T6  [TFVr—a RHICEVEZM A (Use EVE for Application Detection) ]: 2D k7 VR NET 7
VR TEMZR>TWET, DFEVD, BVERZZ AT AT 7 r—vaz7ne X lHYHETEH D
ENTEET,

Befgi A X N ETITHAA X RO LS wHET + > —7"U > & (Encrypted Visibility

Fingerprint) ] %~ #—IZEVE D7 4 > H—7"1 > MERMBEMSNET, WEINZEVET—¥ %
SO T2HEEIE, 74 =TIV MERELZ Vv 7 LT Rey Xy A=ma—2HLZ 8
MTEET, A=a—7T, [ L&t Y7 av 25D Fx (View Encrypted Visibility
Engine Process Analysis) |% 27 U » 27 L Cappid.cisco.com(ZBE L, 7 4 HH—7V 2 b, VDB/X—T' 37
VI LD MERRLET, WU 7 4 =7V NXTFHN RO R HITE. ZRHICEEMIT O
TWAIBIERN R 7 0B A4 B L OEOIEBEN R RINET, IEBEIX, 7 —FNE AT LNORE
D74 A=Y MCEEM TN T e A0HEL R LET, AL EERL, [V X |
D%f5F (Submit Request) 1227V v 27 425&, EVED 7 v ABHOAR—HKIZEHTE 74— K v 7 %
EETLENTEET, L xE, RESNEZT e AR EEEINTHWDLI N T 7 v 7 E—F L
WA, BFED T 4 =TV MZonT T rE 24N Eo < RSN WEAIc, V7 =X b

BEETEET,

[7 77— a UHRHNICEVEZ{#E M (Use EVE for Application Detection) | F 7 /VAR & > &2 N2 L7
A

= .
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I Snort 3 [ [T ® Encrypted Visibility Engine

ATy 17

ATvT8

ATvT9

ATy 710
ATFvIN

BE«A Ry boET |

o AppID TSN FA T v "R 7T rERIZE Y Y CHiL, EVE 7RrERE RAaT 3R rRINE

T2, EVE TR SN et AT 7 r—yar~O~xy B3l 77 v arbF T

SNFERA, A4 FOFEMIE, [BEiA X2 b (ConnectionEvents) ] F72iE & A X & (Unified

Mm@]T%ET%ET &m%«/bmgw(77)7~v5/®ﬂbéf@ﬁﬁ>%ﬁuTé
. [ TFA T b7 7V — 3 (Client Application) | %~ ¥ —%fER L 7,

o PEGEA XY N ERITHEA XV bO [ b S w7 ¢+ 7 —7Y b (Encrypted Visibility
Fingerprint) ] 7 4 —/V KiZZ2 T,

[EVEAaTIZHASL N T 7 47 D7 v (Block Traffic Based on EVE Score) | b 7 /ViR & v & H%h
\ZL T, EVE DEBOMEMEA AT IZHESNT NI T4y 7 &7 my 7 LET, BENRER THLE
BrZ 749 21F 774NV TT Ry 7 SNET,

FI7HNIDOT a7 LEVEIZ99% T, IROZEEEWLET,

cEVENFNTF 7 4 v 7% 99% LU FOFEEN T~ IL Y 2T ThHHEMB LIRS, N7 40y 27137
0y InET,

*EVENR N7 7 4 v 7 % 99% K DMEFEMET~ LT THDHEMRHB LSS, EVEIMLETLE
A,

GE) EVER N7 7 4w &7y 7 LIGE, [~ & (Connection Events) ] ~<— D
[BEH (Reason) 15~y & —IZ [ E b 7-m#lE~7 7~ 7 (Encrypted Visibility Block) ]
DERRINET,

AT A4 Z&FH LT, EVE OBBOFEEMICFESWEZT7m v 7O LEVWEZFHELET ([FEFITEN

(Very Low) ]~ [FE®IZ@EVY (Very High) ] O#FilH) .

S DI HlEd B 1iE, [FEME— K (AdvancedMode) | F 7 VAR HZ U EHHZLET, TNT, b

TI 4T TRy T DDREED EVEEBMINEA T ZED B THIENTEL LR E

Lize 77400787 LEVEIK9I9% TT,

EE BT = A ERT 72D, LEVMEZE 50% RiEIZHRE LW & 2 HE
TLET,

[OK] %27 U v 7 LET,
[fR7F (Save) | %27 U w7 LET,

RDERY
RELE 2R LET,

EVE A XY FDRT

[Encrypted Visibility Engine] Z G20 LT, 727 E®A av ta— L R ) o —%EHTLH L, &~
AT LEZNLTIAT N T T4 v 7 DRELZRBTE LT, v ICiiskI N8~ b
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Snort 3 [8] [+ @ Encrypted Visibility Engine |
B eesosak—roms

1. [#%5i1 X & (Connection Events) | — Y TR TEET, #fii A <> MIT 7 BAT
%1Z1%, Management Center TR D FIEZE FEITL £,

FIE

ATy 71 [9# (Analysis) |>[#E# (Connection) |>[4 X2 k (Events) |DJEIZZ V v 7 LET,
AT T2 [HeiA 2 FDOT—T)LE 2— (Table View of Connection Events) | % 7% 27 U v 7 L7,

[Z387 (Analysis) | A ==—IZH D [EA > F (UnifiedBvents) & = — 7 (28 A X N7 4 —/L R%&
RBRTHZEHLTEET,

e b ENT-A R P Tk, ARG LI 94T FFatv R, 7547 hD0OS, D71
TR AT 2T REEFNTVAENE I NERETXET,

AT w73 [#EiA <~ (Connection Events) ]-X—3""C, Encrypted Visibility Engine FIZiBI1 S L7z R DF % FR L
F9, UUTOFZHRINCENCT HDUERH D Z LITEELTIEI N,

s [BB{L SN HME 7 2 24 (Encrypted Visibility Process Name) |

o [ SN2 AEME T m B ADO(EfEA 27 (Encrypted Visibility Process Confidence Score) ]
o (BB Sz TR OfE#E  (Encrypted Visibility Threat Confidence) ]

o (Ko b STz AT B DO EHH A 277 (Encrypted Visibility Threat Confidence Score) ]

o [ % 4 7 (Detection Type) ]

INHDT 4 —)v ROFEMIZ OV TIE,  [Cisco Secure Firewall Management Center Administration Guidel ¢
Connection and Security-Related Connection Events] @@ [Connection and Security I ntelligence Event
Fidds] DEZZML TIZE0,

GE) TuatvRZT V=2 a BREID S THEN TV LSS, [##i( < & (Connection Events) ]
NR=UD [ F A7 (Detection Type) 15NZIE, 7 7A 7 v T 7V —a VIREVEIC X
THBl STz 2 & 2T (K b Sz a2 (Encrypted Visibility Engine) ] 233&/R &
NET, 7R ~OT T r— 3 COEID Y THRRWGE, R4 A 7 (Detection Type) ]
FNZIE, 2 9A T v T r—va skl Licm VU ApplD Th 5 Z & Z 7”4 [ApplD]
MERSNET,

EVE# v ¥ aih— NOE-GN

EVESGHERIZ2 DD F v 2R —RIZERTEET, Fviadh—RIT7 78X 4 51203,
WOFNEEFAT L E T,
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I Snort 3 [ [T ® Encrypted Visibility Engine
BVES v ad—ros [

FIE

AT 71 [Overview] > [Dashboards] (2 &) L, [Dashboard] #7 U v 7 L%,

ATv 72 MELX v 2R —F (SummaryDashboard) |V 4> RUT, A v F Xy afh—RKDYV 7% 7) v
L. Kay XU Ry 7 206 [77 V7 — 3 Uit (Application Statistics) | Z 3R L 97,

AT 73 [Encrypted Visbility Enging] # 7 ##R L, IRD 2 >DOF v af— REeFRRLET,

c[LEDOBESILEn-AREI U THRHEESN TR+ X (Top Encrypted Visibility Engine Discover ed
Processes) | : % hT—7 THEAESN TS ELOTLS 7 a k& A4 LN FREINE T, 7—7
NDOTavAZL%7 ) w7358, [BFA X b (ConnectionEvents) |"™— D7 4 AZ )T
EEa—RERENET, ZOE2—37 a8 AL TTANZ ) TSR THET,

[EELAREI VU OEBOEREERNOES (Connections by Encrypted Visibility Engine Threat
Confidence) ] : ~ /v 7 = 7 OffEEMEL L GEFIZEWV, FEFITE N2 L) BN ERINET,
T=TNVHNOEBEDEEL~VEr ) v o358 [#HiA -~k (ConnectionEvents) [~<— D7 ¢
NEY TSN 2a—RNERENET, 2O 2—iF, BEL LTI L2 ) 7ENT
WET,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Snort 3 [ [+ ® Encrypted Visibility Engine |
B eesosak—roms
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s 1V o

Snort3 DI L 77> bT7O—&H

e L 77y h7ur—OKRE (129 *—)






TLI72

. 8.
=% =R

IL77>h7O0—0DKH

T L7y h7u—E (G M) EFICREVWER 7 e —ThY, Ry FT—27 U
7 ETHIEESNASTCP (F72iifthor v han) 7a—llkoTHESNET, 774/ KT
X, T 77 b= 1GBNOMEELZS 7 —Td, TN 6D 7a—|X, Snort 27
TONRT —< AMEDFRKNE 20 FF, T 77 b7 —3ZEEL<HY FHA
D, —EHMIZ O > TRIFIIE DO A2 &2 5D 5 R d 0 £9, Zhbo7m—
I, CPUMHAED LHC 7 b Ra vy 7 CORBEIZ SN HaREER H Y £,
Management Center 7.2.0 LAFE (Snort3 7 /34 ZADAH) Tik, =L 77 b7 —HREAMH L
T, =77 h7e—Z2RHBIMEECEET, 2oL T 7V a VIV AT LA RLR
L. AR ORE A R D 7 DI b £,

s T LTy h7r—OKHEEREIZONT (129 X—)

ATV 2 N T TV —=2ay RANRANLOT LT 7 N7 —D7F v T L—

K130 ~—2)

ez L7y h7u—0HEE (130 X—)

foO—OBEEBEIZDNT

Tl 77y T —RHEEREAFHLC. L7y b7 e—a R LCBETEXET, ko
BE7Tr7vavEEATEET,

cIL 7 bT7A—FINAIINRT B :Snort f L AT g U EAALNRRTHLH | L
Tr U RN —RBETEXET, 20TV arRRESNTWVAEA. Snortiz= 1L 77
VhTa—mbRry NEZELERA,

cILT772b70—%2Z20Y LTS 7a—CL—MIRZEALT, 7o—0Bh#&s
AT CEET, 7r—L— MIBMIZEHE I, 7a—L— D 10% PHIBE S E T,
Snort I%, HIEFERE (7o —L—F B 10% D72 QoS 7 —) 277 AT Ut —/LT Y

VZEFELET, #ilsn w7 r—ra a2 G T _XCo7 ) r—vark
NANRATLHZEERIRLEEGA, WTihove—{Z L ThbAry MLT 7V ay (L—
NHIBR) ZF%ETE EH A,
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Snot3NILI7 kn—igd |
B 7o 7T0r—2ay M RABOILIFL R TO—DT v THL—F

\)

G =xv7yrh7e—RHERRESE 512, Snort3 ZRRHT U PNl OMERH D £,

ATV NTITYS— 32 NANADSEDI L
J7obk20—0OF7v IS L—F

N—=2 720 LIED Snort 3 73 A TiE, AT UV b 77V =gy A 8R
(IAB) FEEIEEE LT,

720 UEZFAT L TWAT A ZADEA, ACKY > — ([FE#%E (Advanced Settings) ] ¥
7) O[=v 757 h7a—iE (Elephant Flow Settings) |27 v a > Cx=L 7y h7r—
RELCHENT DHLERDH Y 7,

72.0 (L7213 LE) ~OT v 77 L— Rk, Snort3 73 Z&EH L T A6, =L 77
b7 =GR EX, [T VY= b T 7Y r— a3 3 RZE%E  (Intelligent Application
Bypass Settings ) [ £ 27 2 a b T, [2LV 77> 70— E (Elephant Flow Settings
) 17 v aryhb@BRENTEMSNDILD, =L 772 b7 o —MiREREICBITL TV
WE . ROBEHIFIZT NA ADT L7 7 b7 v —RElIkbitE 7,

WDOFIL, Snort3 F721E Snort2 =2 P U EFEIT L TCNDENR—T 3 720 IEB L ON—T g
YT10VENCEATE S IAB £k L7 7 o b7 u—#pi AR L TV kT,

Management Center | Threat Defense ILI77>boO0—F=IXIABER
Management Center | Snort 2 /34 & IAB ORER #H S v E T,
70 £721% 7.1

Snort 3 7 /NA A IAB ORI S E T,
Management Center | Snort 2 /34 % IAB ORI SV ET,
7.2.0

Snort3 7 /34 A (7.1.0 LART) [IAB OAF AN H S v E T,

Snort3 78 A (720L) |=L 77 7o —ORlAET S E

j—O

IL77Yh70—DH%E

TV Ty 7a—TCT 7 a e 77580z 77 b7 R—2RETEHD, v
AT LDOfEHE, EWCPU AR, 7y bRy 77 EORBEOMIESL B £,
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| snot3mTLT7y kTo—#iH
ILI7Y b TO—DEE .

-

FB LUz bh7e—RHE, Snort 2 L TCRUELE N, BRIV A NVKX ) TS a—,
fElEINE7e—, FRkedEink 7o — 3@ cEE¥A, =177 b7 —{Z Snort
ZEoThHRHZINA =D, =L 77y h7ue—BHEEE LI N T 7 0 v 27 1A S
FH A,

FIE

ATYT1 T Aaryba— VR — T4 X T, X7y h7a—{TORKICHD [ More) ] Ku v/
A0 RIS [FEMIERE (Advanced Settings) (227 U w7 LET, KIZ, [T 72 h 7R —FE
(Elephant Flow Settings ) ] DRI % [#RE&E (Edit) | (#) 227V v s LET,
ROVIZ[FER (View) | (@) BDERRINDGE, REFLMAR Y = bk Ty, REEXZE
BT HHERPH Y EHA, FHENE > 7RSIV TW A A1, [Inherit frombase policy] & 4 712 LT,
mEZ A LET,
H2:TL772 70— RHOEE

Elephant Flow Settings

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection (

Generate elephant flow events when flow bytes exceeds | 1024 | MB and flow duration exceeds ‘ 10 ‘ seconds
Elephant flow Remediation a o0

If CPU utilization exceeds ‘ 40 ‘ % in fixed time windows of ‘ 30 ‘ seconds and packet drop exceeds | 5 %
Then Bypass the flow «

) All applications including unidentified applications

(® Select Applications/Filters (1 selected)

And Throttle the remaining flows ( )

ATy T2 [ZL 772 bh7ue—k (ElephantFlow Detection) | b 7 /WK & NET 7 /v b THNI 2> TET,
Ta—g hET7u—HIfOlERETEET, RELLEEBLLL, LTy R T E— A2 b
DAERSNET,

ATFv T3 LTy rh7ue—%BEETLIE. [TV 77 7 —0EE (Elephant Flow Remediation) ] k7' /v
RE L EAEHCLET,

ATFyvT4 L T77rbh7u—0OBEEERZRET ST, CPUMHR %, BERM Y ¢ > N Ok, BX
U7y bRy 7 % OfEZEFRELET,

ATy TS BRESHIEELGHLLTOEHA, 2L 7 70 b7 r—0BEICHLTROT 7 v a v 2 RITTE %
7

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Snot3NILI7 kn—igd |
. ILI77Yh7O0—DRE

1 [7u—%/ A /32F% (Bypasstheflow) ]: &#RL7ZT 7V r— a3 E£72037 44 O Snort A
ARG a v ENANRATHICNE, ZORZ U EAMLET, RODERLET,

c[FRBIESNTW W7 S = a a2 E T _XTOT 7Y r—3 3 (Allapplications including
unidentified applications) |: T XCOTFVr— gy NTT7 4 v 7 BNANRRTHIZE, 20
AT avEEBRLET, ZOFTvarzRETLE, TXTOTR—=CAR Y MLT 7 V3
v (L= MHIR) ZRETE R0 £,

[ TTV I —a )T 4 v H DOE (Select Applications/Filters) |: bT 7 4 v 7 &B/NA RAT B
TV r—a rETZ T ANV EEIERT HICE, 2047 a 2B RLET,  [CiscoSecure
Firewall Management Center Device Configuration Guidel @ [Access Control Rules] OFIZ&H 5

lConfiguring Application Conditionsand Filters] FE v 7 Z&M L T 72 &0,

2. [7u—%Au vy VT2 (Throttle the flow) ]: 7 u—(ZL— MIIRZEA L, 7 2 —OREE KT
TAIZIE. ZORZ L EHEMILET, Snortf P AT arE AL RNRAL, YO Tu—%Aa -y
BT 7Y = arE037 4 VA BEIRTE FET,

GE) RAupy hEnkxL7r7r h7e—n50A8y NUDEHEIICHIBRSNLADIE, AT ARG
aM L7-8E. 2F0., Snort X7 v Ry FPORN—k o TF—URRESNTZLEIVMELY
HIRWGETT, TR, L— MR bLHIBRS N ET,

R ® Threat Defense 2~ > FEEH LT, Ary hlrailcmb 77 h7r—7hb ARy RL
FFEITHIBRT A Z &L TEET,

s clear efd-throttle <5-tuple/all>bypass: ZD =z~ RiE, Arvy M3l 77 K7
2—nb ARy MUEHIERL, Snort f AT Vg VENANRALET,

s clear efd-throttle<5-tuplg/all> : ZDa~v > RNiE, Aoy MLrafllo L 77 h7a—hb
2wy MVEHIBRL, SnortA AT v a v ERITLET, Zoavy Refif+se, =
V77 b7 n—DEIIA Ty TENET,

B a<y ROFEMIZOWTIL, [Cisco Secure Firewall Threat Defense =~ KU 7 7
LA #BRLUTIIZE N,

CE) TL 7y b 7a—iHT AT /v ary (Za—n R 2a y b)) OFEITIE,
Cisco Firepower 2100 ' U — X 734 A TIEHAR— IR T ERA,

ATy T6 [IEERIV— (Remediation ExemptionRule) £ 7 2 a > C, [JL—/LDiEN (AddRule) 227V v 7
LT, BENOERATILERSHD 7 —0D L4 7 72 AHI#IY A~ (ACL) L— 1V EFHELET,

RT9TF1  [L—A®DENM (AddRule) 17 4> RUT, [y hT—2 (Networks) |# 7 ZHEHLTxry hT—27 D
PR, OFEVRETR Y FU—T LRy U2 EZBILET, [KR—b (Ports) 1¥ T EMHEHL T,
EETEAR— s — FEBEMLET,
TUL7 7y b 7a—nRH S, ERINTWAHL— U —ET 554, [#ki1 X  (Connection
Events) ] @ [BEH (Reason) |l~v X —IZEB L LT[ 77> 7 —0OFR4S (Elephant Flow
Exempted) | BPERIINTA X2 MBEKSILET,

ATy 78  [EERINL—/ (Remediation ExemptionRule) | &7 3 T, EET 7 v a v hbBASHTNDE T
0 —ZiER TEET,
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| snot3mTLT7y kTo—#iH

ILI772b70—0HRE .

ATv7F9 [OK] %227 Vv 7 LT, =77 7 —REERTFLET,
ATy 10 [f#1F (Save) 1227V v 7 LTCRY V—%RFELET,

RDBERY

RELE 2R L ETRELFORMEZSZML TIZEW,

TV 77y 7 u—REEBR L%, Bl XU hEE=F— LT, 7a—»KH, 18
A, FlhFAaoy ) TENTWAENE I EMRLET, Jiud, 81 <> ho [HH
(Reason) ] 7 4 —/V RCHERCTE Ed, =L 77 b7 u—E6D 3 SDOFHITKRD LBV
T,

+ =L 77> k71— (Elephant Flow)
el 7y h7u—RAry N7 ENT% (Elephant Flow Throttled)

e L 77 b7 r—MEHEIN TS (Elephant Flow Trusted)

ZH

TL 77y h7a—RHEENI LT T, =7 7 b7 a—O8kA N2 MRS
NWER A, #HA X FRJIOBERTTClu ZIZiEgsn Ty, 7a—bolL 77 b7
n—Toh o %56, [BHE (Reason) |7 4 —/V FIZIXZOEERNEGENET, 7272L, TTO
TV 7y hT7u—kRIIaX ST 5I2E, %N THT 7 RGIEL— L THERiR X
EHDNCTDHLERD Y 7,

FEAMIZ OV CIE,  [Cisco Secure Firewall Elephant Flow Detection] ZZ&f LT 72 &0,
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Snort 3 O {5 FA{51

» Cisco Secure Firewall Management Center G Snort 2 7> Snort 3 ~DFAT (137 X—)
» Cisco Secure Firewall Management Center "C® Snort 3 #ELEFIHD AL (149 R—)

* EVE OBBOMEENEAR a7 IZHEASNWT NI 74 v 72T my 325 (157_—)

s LT 7y b7 r—RHEERORE (163 ~—)

* Snort 3 R AR Y 2 —TO MITRE 7 L — LU —27 2§l L= OB (173 <—2)






9.
=% =R

Cisco Secure Firewall Management Center T
@ Snort2 5 5 Snort 3 ~DFET

e Snort 2 7>5 Snort 3 ~DKALT (137 _X—)

* Snort 3 ~DOBATORE (137 <—)

s BEVXRATF U FOH (138 —)

e Snort 2 775 Snort 3 ~DBITORA T 75 ¢ & (138 <X—7)

s AIEESRIE (138 X—Y)

eV RY—= ROBITY—7 78— (139 —7)

Threat Defense C Snort 3 Z# G235 (139 ~*—2)

H—DfF AR Y > —D Snort 2 /L—/L® Snort 3 ~DZEHL (140 ~<—3)
« RELAHEDRER (145 X—)

Snort2 55 Snort3 ~DF1T

Snort [&, /N—=a 23 bA—=T g V3 ICKIERZEENINZ SR AREFR L OP#E > A
7 L TY, Snort 3 DILIEFEREATE T 211X, Snort 2 NOEEfFONL—L 2y NEBAITT H 2
CONEEICARY FET, ZOBITT 2 AT, Snort2 /L— L% ZEH#R LT Snort 3 /L—/LAEST~
DWIEEITV, B E R T r—~ o A% M ESEE-0V— Va2 FiELLET,

FERRIZ X o TiE, BBEHET /N1 X % Cisco Secure Firewall Management Center C&EI9 25 Z L
N TEFET, MM TIL, Snort2 75 Snort 3 ~DBATHFZ ANA 7V v REHT 7' 1 —F % 3R
TEET, 207 7r—FITLY, BEMRBITRRREIC/R Y . T FTREMEA K/ NRICH 2
bIET,

Snort3 ~DBITDF| =

« 70 RO R—FDRIE : Snort3 TiZ 7' u hartR— bREESNTEY, BEbS
NI RNT 7 4 7 2 E0RIANVETO e haL e s T2 —B LM TE £,
JL—ILEEOEEIL : Snort3 1, KV VT WL — L EEEE L VEBY X T A AR

L. V—AOERK, BH, BXOZRNLEREZRHIILET,
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snort3 DEERAH |
B coxzxoruton

e NTHA—IVAMDMAL : Snort3ix. KEDO T 7 4 v 7 % L VIR S L 9 ITHk
FLENTWAED, NI —< 2 ADR MLRY 7 DY 27 PEF S, ZA LY —7
B RRIZ 22 0 F9,

ESRRTF ) A DB

Alice X, XY NT—FV ALV T TR T IF v DEF=HF—L{%#% Snort £ VAR g =T
VIUVNIIRELEEL TV ARKBE B TEX 2 VT o 7T F U R R E LTIV TWET, =
DHRRIIEAER Snort N— 5 U 2 ZFEH L TWETR, WL O 0HIBEFREICERm L TV
F7,

Fy NU—JEHEDOBobIE, ZNHOMEETR L., MiEOxy NU—7 X2 U T ( HERE
Z g B 72012, Snort2 736 Snort 3 IZEITL LD & LTWET,

ZOBITICED, Ry FT— 2 X2 VT A DE=Z ) U IRRES L. AT F— < AN
EL, —nEEREGELENET,

Snort2 /5 Snort 3 ~NDBITOARRX TSIV T4 R

BATEFATT DN, BARY v—% Ny 77 v 7 LEF, [Cisco Secure Firewall
Management Center Administration Guide] @ [Export Configurations| # X7 &M 1L T 72
é l/ \O

e FNA A% Snort3CT v 77 L— K9 5HIIZ, Snort2 TEENMTOIIZHEEIL. FM—>—
T4 U7 4 & LT Snort2 7> Snort 3 ([ZHFT ORI Z BN 5 L. FEEORI ST
BAtECTE£9, Snort2 ®D/L—/L L Snort 3 DEIEE (29 RX—) ZZRLTLZEY,

e Snort 2 A A LJ)L— UL Snort 3 I HEIRICEL I NaW=, FEITBITT A2 LEND
W E$, Snort2 DB AK LIPS L—/LD Snort 3 ~DLEHL (26 2—) BB LTLE
él/\o

c [FHITIZ. LEVMEE I3 2 &2 Snort 2 L—VIIRBITENERA, 2NHDL—L
%, Snort3 THEERTHILERH D £,

B SH

* Snort D E IR AR A FF > TV 5, Snort3 7 —F%7 7 F ¥ OFEMMIZ-OVTiL, Snort 3
Adoption ZZ M L TS 7Z2E VY,

* Management Center /N> 7 7 7§ %, [Backup the Management Center] % Z:f L T<
TEEVN,

cRARY v—% w7 w7 F%, [Exporting Configurations] ZZM L T 7Z& W,
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| Snort3 D fERABI
Ty ry—zvroBrT—s 70— |

> N ’—
IRY—IVFOBTI— 70—
WD 7 a—F v — k&, Cisco Secure Firewall Management Center "C Snort 2 % Snort 3 (2479
B120DY—r 7u—&R L TWET,

Devices > @ Enable Snort
Device 3 on the
Management device
Policies > <2> Convert Snort
Intrusion 2 rules to
Snort 3
Management Deploy
center > menu configurations
bar to threat
defense
27y 7 L
:j/‘i-\'j T /3A AC Snort 3 ZH NI LE T, Threat Defense T Snort 3 ZH{ NI T 5
L (139 ~—) ZZHRL T ZIV,
2 Snort 2 /L—/ V% Snort 3 IZEH L ET, H—DRAKRY > — Snort 2 /L—
JLD Snort 3 ~DZEHE (140 X—) ZZILTLIEEWN,
(3) REXRHLET, REAEDORE (GB0~—Y) ZZHL TN,

Threat Defense T Snort3 =529 3

)

B BT o b ARICBEOKREZ VU E Y Yy MU VTAMNERSH LD, R T
T4y THRENEAELET,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



snort3 DEERAH |
. B—NRARYS—0 Snort2 )L— )LD Snort 3 ~D L

FIE

RATY 1 [T/ R (Devices) 1> [T/ 1 A EHE (Device Management) | OJIEIZIER L E 7,

RTYT2 METHT A RET Vv 7 LT, T, ADKR—LR—=VICBE L ET,

AT T3 [T/34 A2 (Device) | #7527V w7 LET,

ATy T4 &Y (Inspection Engine) | &£ 27> a T, [Tv 77 L —F (Upgrade) 127V v 7 LE7,

Inspection Engine

Inspection Engine: Snort 2

Before you upgrade, read and understand the Snort 3 configuration guide for your
version: https://www.cisco.com/go/fmc-snort3. Pay special attention to feature
limitations and migration instructions. Although upgrading to Snort 3 is designed for
minimal impact, features do not map exactly. Custom intrusion rules are not automatically
migrated during upgrade but options are available to migrate. Careful planning and
preparation can help you make sure that traffic is handled as expected.

Upgrading to Snort 3 also deploys configuration changes to affected devices. This briefly
interrupts traffic flow and inspection on all devices, including those configured for high
availability/scalability. Interface configurations determine whether traffic drops or passes
without inspection during the interruption. For details, see the Snort Restart Traffic
Behavior section in the online help.

Upgrade to Snort3 should be done during a maintenance window.

Upgrade

AT9FT5 [TV (Yes) 1227V v 27 LET,

RDBERY
TNAZCER 2R LET, RELEORE (G0 _—) 2ZRL TS,

BIRL72 Snort X— a3 & DOREHEMEZE LD, VAT AIREBET o AR —FKE
PR ET,

B—NEAR)S—0 Snort2 )L—)L®D Snort3 ~ND LT
FE

ATy 71 [RYP— (Policies) ]>[BA (Intrusion) ] ZZR L £,

ATwvF2 [{RARY > — (Intrusion Policies) ] # 7 C. [Snort 3[FH AT —% A Dk (Show Snort 3 Sync status) ]
7 Vw7 LET,
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I Snort 3 D I

B—OBRAKY —0 Snort2 L— L0 Snort3 ~0 % ]

% Firewall Management Center i
s : ; 2 Overview
Policies / Access Control / Intrusion / Intrusion Policies
Intrusion Policies Network Analysis Policies
Show Snort 3 Sync status @ Search by Intrusion Policy, Description, or Bas
Intrusion Policy Description

_Intrusion_Policy_1

AU =V VABOREINFRINTWDIEAIE. BAKRY 2 —0 Snort2 /X—3 3 > & Snort3 /73—
Va rRNEHENTWARNWI L AR LTWVET,

Intrusion Policies Network Analysis Policies
Hide Snort 3 Sync status @ Search by Intrusion Policy, Description, or Base P¢
Intrusion Policy Description

_Intrusion_Policy_1
< Snort 3 is out of sync with Snort 2. 2023-07-

ATV T3 FLUVEBORHIEZ Y v LET,

[Snort 27> 5 Snort 3~D FIHIOHEE. (Snort 2 to Snort 3 Sync Summary) ] ~X—31Z, Snort 2 235 Snort 3~
DFRNEREF TH DL Z ERERREINET,

Snort 2 to Snort 3 Sync Summary o

This is a utility to synchronize Snort 2 policy configuration with Snort 3 version to start with a similar coverage.

¢ Snort 3 policy configuration is synched from Snort 2 version by the system when Firewall Management
Center is upgraded from pre-7.0 version.

¢ Before upgrading a device to Snort 3, If changes are made in Snort 2 version, you can use this utility to
have the latest synchronization from Snort 2 version to Snort 3 version so that you start with similar
coverage.

Note: After moving to Snort 3, it is recommended that you manage the Snort 3 version of the policy
independently and do not use this utility as a regular operation.

Click here to learn more.

Policy Name: _Intrusion_Policy_1
9 Snort 3 and Snort 2 Sync Pending 2023-07-09 21:16:51 EDT
Used by: 1 Access Control Policy | 1 Device

Close

ATy T4 [FAH (Re-Sync) 1% 27V > 27 LTRMARML ET,
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snort3 DEERAH |

. B—DBRARYS—0 Snort2 )L— )LD Snort 3 ~D L

GE) [FFFH (Re-Sync) %7V v 7335 &, snort2Lua > —/Lid/b—/L % Snort2 7> Snort
BTAEBLUET,

MEZEDOFEM (Summary Details) 1€ 7 2 2l BATELIFAT v FENToV— AN —ERREINE
I, ZOMAEITIX. 76 DA A K L Snort2 L—/L, LEVMERH S 17 HOL—L, BLOFEM 7 =
TARIZAX » T EINTIHIS EDISEHONL—LRH Y £, BAZ DIV—NVEBITT DHICE, ROA
T SR ET,

Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.
Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression
and Threshold setting(s) are not supported.
Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules

The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written
differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:

LEVME LI Z ST — L E2BITT5I1I2E,. A7 v 7 6 CtERET,

Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.
Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression
land Threshold setting(s) are not supported.

Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules

The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written

differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:

76 H DT A B =)V Z AT DI2IE, ROWT DO FINEZ FAT L ET,

o [ A% 2 b—/L (Custom Rules) ] % 7T, [f > A—bF (Import) | 7T A 2% Y7 LT, a—
TN I—)v %KY 3 —O Snort 3 /N— g AL CHEIA »AR—FLET,

Overridden Advanced
——

Convert the rules and auto-import them to the Snort 3 version of the policy E

OR

Download converted rules You can upload the file after you have reviewed the converted rules
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I Snort 3 D I

B—OBRAKY —0 Snort2 L— L0 Snort3 ~0 % ]

W= NAPIEFIZA Y R— b ENnD &, HEEA v E—VRRRINET,

s [F#7 =2 & (Objects) ]>

(Snort 3 AllRules) 1% 7 U

[ A/L—/L (Intrusion Rules) ] Z&&R L. [Snort 300X TD/L—/L

v 7 LET,

1. ROz Tr—Hb—/b (LocalRules) %7 Vw27 LT, L—ABBITINTWNEHNE
I INERER L ET, Snort2 DI AL KL= /VFBAITS TR LITHERE L TS ZEW,

[# A2 (Tasks) | Ky 7 X7 U R RME, [Snort2/L—/LDZEHE L A > 7"R— K (Convert Snort

2 rules and import) ] Z R L E 5,

< Intrusion Policy

Back To To

A“ RUIeS

Local Rules
> Browser (6 groups)
> Server (9 groups)

> Policy (4 groups)

[0) SR

Snort 2 All Rules Snort 3 All Rules

< Intrusion Policy

All Rules

~ Local Rules (2 groups)

All Snort 2 Converted Global (]

ntrusion_Policy_1_custom_rules

> Browser (6 groups)

> Server (9 groups)

> Policy (4 groups)

> Indicator (4 groups)

Al rules assigned to current intrusion policy irrespective of rule group

Rule Actions + [¥ search by CVE, SID, Reference Info, or Rule Message |
49,218 rules
Upload Snort 3 rules
O cisD Info Rule Action Assigned Groups [ Convert Snort 2 rules and import
> [ n21l (arp_spoof) unicast ARP request © Disable (Default) Protocol/Builtins Convert Snort 2 rules and download
Back To Top
All Rules

Al rules assigned to current intrusion policy irrespective of rule group

Rule Actions ~ |'Y Search by CVE, SID, Reference Info, or Rule Message |
49,218 rules
| @ The custom rules were successfully imported X ‘
() cosip Info Rule Action Assigned Groups Alert Configuration
> () m2a @@ (arp_spoof) unicast ARP request @ Disable (Default) ‘ Protocol/Builtins None B
> () 1053 (back_orifice) Back Orifice server traffic detec... | Q) Disable (Default) Protocol/Builtins None %

B L ERR &SIz — v 7 —7 ([T T DSnort 22844345 7 7' 11 —s3 )L (All Snort 2 Converted
Global) 1) 2%, ZD/ SR )LD [m—H L )L—/b (Local Rules) ] D FIZ/ERL SHVET,

WORNRT LI, 16 HDOH AHK L — LR T_RTEBITINTWVET,

< Intrusion Policy

All Rules

~ Local Rules (2 groups)

Browser (6 groups)

Server (9 groups)

Policy (4 groups)

Indicator (4 groups)

All Snort 2 Converted Global (]

_Intrusion_Policy_1_custom_rules ¢ @ @

Back To Tof

Local Rules / _Intrusion_Policy_1_custom_rules

Description Group created for custom rules enabled in snort 2 version

Rule Actions v ‘Y Search by CVE, SID, Reference Info, or Rule Message

|

| @ The custom rules were successfully imported X ‘

(J asip Info Rule Action Assigned Groups Alert Configuration
> [] 2000:1000143  http://mischaSxyix2mrhd.onion/MZ2MMJ_2 [ A Alert (Default) ] All Snort 2 Converted... None ’
> [] 2000:1000139 CERT-In MALWARE THREAT EXCHANGE (CM. [ A Alert (Default) ‘ All Snort 2 Converted... None e

F720X. BIOFTNET [Snort 2/b—/L DA & X 7 11— K (Convert Snort 2 rules and download) | % 3%
RLUT, =NV T 7 A N —HVRIFLET, U rn— LT 7 A VADOERE DL —v
RS L. 1% T [Snort3/Lb—/LD7T v 71— K (Upload Snort3rules) |47 > a AL T 7 A

NET v 7T u— RKRT&EE1,
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snort3 DEERAH |
. B—NRARYS—0 Snort2 )L— )LD Snort 3 ~D L

ATvT6 [P~V —0fMoDZ 7 v— K (Download Summary Details) 1V > 27 %227V v 7 LT, txt B TL—
N yra—RLET,

RIZ, Forshd I~ —0flzR L £7,

"id": "00505691-15DC-0ed3-0000-004294988561",
"name": " Intrusion_ Policy 1",
"type": "IntrusionPolicy",
"syncStatus": {
"source": {
"id": "bdce2dba-lebe-11ee-8e88-220032eblfb5",
"type": "IntrusionPolicy"
}I
"status": "WARN",
"description”: "Migration is partially successful. Some of the rules are not copied to Snort3.",

"timestamp": 1690883954814,
"lastUser": {
"name": "admin"
}I
"details": [
{
"type": "Summary",
"status": "INFO",
"description": "Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated
to 18635 Snort 3 rules."
}I
{
"id":
"1:1000156=alert,1:1000114=alert,1:1000160=alert,1:1000135=alert,1:1000115=alert,1:1000118=alert,

1:1000092=alert,1:1000139%9=alert,1:1000123=alert,1:1000159=alert,1:1000149=disabled,1:1000167=alert,
1:1000133=alert,1:1000095=alert,1:1000143=alert,1:1000106=alert,1:1000153=alert,1:1000097=alert,1:1000141=alert,
1:1000148=alert,1:1000090=alert,1:1000119=alert,1:1000112=alert,1:1000138=alert,1:1000128=alert,1:1000132=alert,
1:1000134=alert,1:1000145=disabled, 1:1000110=disabled, 1:1000107=alert, 1:1000163=alert,1:1000124=alert, 1:1000125=alert,
1:1000094=alert,1:1000113=disabled, 1:1000147=alert, 1:1000161=alert, 1:1000105=disabled, 1:1000140=alert,1:1000111=alert,
1:1000102=alert,1:1000129=disabled, 1:1000108=alert, 1:1000144=disabled, 1:1000088=alert,1:1000091=alert,1:1000131=alert,
1:1000157=alert, 1:1000120=alert, 1:1000126=alert, 1:1000165=alert, 1:1000146=alert, 1:1000162=alert, 1:1000116=alert, 1:1000142=alert,
1:1000170=disabled, 1:1000169=alert, 1:1000104=alert, 1:1000099=disabled, 1:1000171=alert, 1:1000093=alert, 1:1000087=alert, 1:1000100=alert,

1:1000137=alert, 1:1000158=alert, 1:1000103=alert, 1:1000098=alert, 1:1000127=disabled, 1:1000130=alert, 1:1000164=alert, 1:1000089%=alert,

1:1000109=alert,1:1000136=alert,1:1000117=alert,1:1000166=alert,1:1000168=alert",

"type": "PolicyInfo",

"description": "Corresponding Snort 2 policy overridden custom (local) rules."
}I
{

"type": "AssignedDevices",
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I Snort 3 O {5 A1

ATy 71
ATvT8

ATy

ATv 710

ATy I N

ATv 712

wrzzoEs [

"status": "INFO",

"description": "Snort3:0 , Snort2:0"
}I
{

"id": "122:6",

"type": "Threshold",
"status": "ERROR",
"description": "PSNG_TCP_FILTERED DECOY_ PORTSCAN"

}I
{

"id": "122:15",

"type": "Threshold",
"status": "ERROR",
"description": "PSNG_IP_PORTSWEEP FILTERED"

}I
{
"id": "122:1",
"type": "Threshold",
"status": "ERROR",
"description": "PSNG_TCP_PORTSCAN"

}I

AL (Close) 127 U w7 LT, [FMOME (Sync Summary) | ¥ A4 7 7Ry 7 A%HALET,
AT — & A7) ERROR O/ —/L A2 HERT H1i%, [AY 2— (Policies) 1> [fZ A (Intrusion) ] Z IR L,
BARY =@ [Snort 2] N—Yar &7 Vv LET,

[RV > —1EF#H (Policy Information) ] T, [/L—/V (Rules) | %27 V7 L, NM—Iv%& 7 4 VHUE L F
F. =l xiE. [74 A% (Filter) 17 4 —/b FIZ PSNG_TCP_PORTSCAN & A LCA— L %4k L&
7

=V DFEMAN— g L ERFIRT HITIE, [OOSR (Show Details) [ %7 U v 7 LET,

Snort3 /L—VHA KT 4 & LT Snort 3 TL—LZHEEMRL, 774 1V% txt £721% rules 7 7
ANE LTRFELET, FEMIZ OV TIEL, wwwsnort3.org ZZ L TS 2 &0,

B—H VTR LTe I A Z D=L FRTOD Snort 3 b—/LD Y A MIT v 7 r—RINET, [Add
Custom Rules to Rule Groups] #ZMB L T 72X,

RDERY
REEHEZRALET, HELEORME (G0~—Y) 2L TSN,

B TE R B DR

REZERLRIC, WBEXTLT M AR LET,

)

GE) ZobvyrTlE, RELEZERTLIEARNZFIRICONTHIALET, FIHZED S ]
2. I/ 3— 3 @ [Cisco SecureFirewall Management Center Configuration Guidel] @ TDeploy
Configuration Changes] ME'v 7 #&M L, AR ERMT 2 L CORRSM & LR L T
BLIEAMIHELET,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .


http://www.snort3.org
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/snort/740/snort3-configuration-guide-v74/tuning-intrusion-policies.html?bookSearch=true#Cisco_Task.dita_a2d14eea-7bb4-45e6-a81a-14633b898b30
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/snort/740/snort3-configuration-guide-v74/tuning-intrusion-policies.html?bookSearch=true#Cisco_Task.dita_a2d14eea-7bb4-45e6-a81a-14633b898b30

FIE

RELEEDORERA

snort3 DEERAH |

EFE ORETAOERICY Y —REZFERTDHE, W ONONTy KRS AR gL TRy
SINDHZERHVET, Flo, —HOarT 4 Fal—TarrERTLE FTT 4w IO
AVAXRT L aEFRET S Snort R ANFHH LET, ZOFKFICNT 7o v N R Yy
TENDMD, FNLEA AT v a UM TORTICZTESNDINE, X—F7 v T/ A

T T 4y 7 BT 5 HEIG CTHRRD 3,

AT 71 Secure Firewall Management Center A = =—/3X—"C, [JEBf (Deploy) 127 U » 7 L., [JEB (Deployment) ]

ik

RLES,

[GUI] <—2id, HIRUIN OB EZFFL, AT —% A0 (R T (Pending) | DT /A AD Y A h3FER

s

iTo

« [£HEFH (Modifiedby) JFICiX, RV —F/3AT7 V=7 FEaER LIa—F—D—BRERIN

ET. FALAYRAREEMTSL, Y=Y A RTLORY y—EBE Lo —F SRR
\i—a—(}

G¥) HIFRSNTZARY =B LA T V27 O —FHITRRINERE A,

s[4 AT g OFW (Inspect Interruption) ] 121, BRHFFICT NSA ATRT 7 4 v 7 A AR

7y a ORI RET DAREMENRH 500 E 2 PR ESNET,

TNAZADZDHDOxZ Y N BRZEAOEEIL. BHFCEOT LA ALETO NI T 4 v 7 4 ARY
va M I W Z EERLET,

s AR R (Last Modified Time) ]501%, WZICRELF 2T ML 2R LET,
«[FLEa— (Preview) ]5ITIE, ROBEHDODELEZ T L E2—TEET,
S [AT—H 2 (Status) 15T, BRED AT —& 2ARERSNET,

ATw T2 BEEFERMTLT A AZREL TRIRLET,
s (#7858 (Search) ]:[#% (Search) | Ry 7 ADTINA AL, AT, KAAL Y, TN—TF FliFA

T RAEmBELET,

« B (Expand) ]: JEBBRT 27 A AEAORTCEE Z2FRT HI121E, BRKH (BBHAH (expand

arrow) | 7 A 2 [BBIRA] (expand arrow) 17 71 =2Y) &7V w7 LET,
THARADRRIZ DT = v IRy I AR FNCTDHE, TAALRIIIMABIL, T3 ADTFIZY A b
ENTVETRTOEENRERHADOT-DIZ T vy va&8nFET, 2720, RYUD—DFIR (KR o—DiE
P (policy selection) ] 74 2> [HR U T —DER (policy selection) [+ 7 A 2>) ZHEHA L CET
D 2 DAY =R E DR EZIRIRL, KD OLTIIRETTICRFTo 2N TEET,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



I Snort 3 D% A
wrzzoEs [

G¥) o[ AT v arOHEr (Inspect Interruption) | FD AT —X A2 [H Y (Yes) | &FER
S, BEICE > THEBISHT LU 7T HA AT AR varve BRICE-> TR
N7 4y 7Bl END & &, BRI X MIIHEORIK & e o 7o REE DR E
NADARG S 3 oOdl ([ AT v a3 O (inspectinterruption) 17 A4 =222 [A
VAR 3 OHE (inspect interruption) 17T 7 A ) TIRENET,

A HE—T 2 ARTN—T X2 VT4V —, FREIAT V=T NIEERD DY
B, WBE =T DT /34 AX, Management Center TR E L TEREINET, ZNHOE
ERENRH LT BT, ZNoDA v E—T oA AT N—TF EX2 T ) —
V. FRIEA TV bEGHARY V—H, TROOEE L ELIEMTAMNERDD F
T, WEEZIF DAY 2 —iF, Management Center D [ L B = — (Preview) ] X— 2%k
MELTRRINET,

ATv 73 [JEE (Deploy) 127V v 7 LET,

ATy T4 BHTAHEFICHEAT LT —0BEN Y ZT AL - TR ST, [iEA v — (Validation
Messages) |V 1 » RUICEDORNAENFIRSNET, BRRFEMEFIRT 21203, BEEITT 7 -0
HOERKANTAarwzr )y 7 LET,

WOBRRERH Y 97,

« [Fd (Deploy) | : EMIRIEZ MR FICRZHAT L ET, VAT AN T — 2l LIS B 13T

TEEEA,
*[FIC% (Close) ]: BAETICKTLET, =7 —BLOERRELMR L, REORHREMZHITL
e
RDBERY

JEREAFICEANKE LGS, ZOEEN NI 7 40 v 7B E 525 EMERH Y £5,
L, BEOEMHICL > TR 4, BEICKHEORTEEEND L5, BEOKKIZE -
ThrI7 74y RS DZend b £7, FMICHONTIE, F#i/Y—Y 3 0 [Cisco
Secure Firewall Management Center Configuration Guide] @ [Deploy Configuration Changes] @
'y 722 TIEEN,

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .



Snort 3 O 1F A |
HEEEORERRA

. Cisco Secure Firewall Management Center Snort3/8—>3>743> 74 XaL—> 3V H4A K



» 10 =

Cisco Secure Firewall Management Center T
@ Snort3 HIEEIHD & Ak

o Snort 3 /L — /L OHELEEHIE (149 RX—)
o Pl (150 =—2)

s BEVXATF U FOH (150 ~<—)
e RANTT T 4 A (150 2—)

s AIEESRIE (150 =X—2)

e Snort 3 HERFHIADERL (151 ~2—3)
c WELHLDRERM (154 X—)

Snort3 JL—JLDHEIEEIF

= VORI L, AR MREICEAGDONLV— LV EHEH L TRARY > —% BB L £
T, Ry U= IIFE LR WETIE DL — L 2 ST 5 Z L T, BIMDOL—LEARNC L
720, BEONL—/Ey FEFETE ET, FEMIIC OV T, Cisco Secure Firewall #E4E /L — /1
OWEE (12 X—2) ZZRL TSN,

BEDLHEH

Management Center |X, /Sy U 7HHZEBEL T, IPT7 KL A, KA M, AXVL—TFT 4T
AT L, = A, 2=V — IITAT U NT TV r— a0z at, *v hU—
7 EDORA DT = N=2EMELES, ZOHRITESINT, Y AT AIRHSHIAR
A Mgt e~y B 7 LET, HEREBEREIL, ZORR T R_R—2 2 LT, BRI
BT DNV — NV EBRELET,

Snort3 121X 4 DD EF 2 VT 4 LNARHY) | ENENDFED Talos R U 2 —IZxfhs LT
£9, TORNFIFTRD LEBY T,

e LUL kX2 YT 0 KD bEEGMEAESE (Connectivity Over Security)

e LV 2 kX2 YT g LMD NNT A% L % (Balanced Security and Connectivity)

e LoUL 3 HERMEL Y X 2 U T 4 MBS (Security Over Connectivity)

o LUV 4 e KR (Maximum Detection)

Cisco Secure Firewall Management Center Snort3 /A —> 3> 743> 74 XalLb—2 3V HA K .



snort3 DEERAH |
B =

Xy b =7 HADOKRA N THREENROMETIEDO LV — L & BZhZ T 5121, v—/V & BHI
T B2 ODOHERFEIR A 5217 AdLD  (Accept Recommendations to Disable Rules) | F = v 7 7R > 7
AEA AT LET, TI— hOEBREZNZDIIV— Lty b b I U T TEREND DY
By FREA AR 3 DONRT v U AR ESEDLIULERH LZGEICOR, ZOFT
vareErazLET,

HERFEHARETHZ LT, RARY =2 LT, FR FREICEA D/L—v 26
LTRED XA T OB A LD R TE £,

« HEREEIH T, R EMEIRN AL T2 & T KR TR A T v MRS
Tut AL ET,

ESRRSF ) F D

KRRy NU—27 T, FERBARAB IO #2748 LT Snort3 2 H LT
WAL LET, BX a2 T 4 ~OBERPAEICHET M TIE, BER Ry N —F %o
UT 4 RPRERATHLERHV T, BX2 VT 4 F—AlF. A 7 v bR & i1l
L7ZWEEZTOWET, TREITH HEDO1IDEF, A MRy FU—7 THH S EgsfEic
FAOWTHRFRE I — vty FEAERTDH I ETT, Ziud, BRAKRY —& &Kl
L., *v hU—27% X0 hRAICHE#ET D DI B T,

O O —
NAMITZSOT4R
o« EDE CIEME7R AR A T — 2 SLECY,

Xy NT—=ZBEIEAN Y ST RME Ch DT, BEIEHT S A ZIRE S TR A FD
TELRTESICRET 2LERH Y T, ZHIZRY ., BREHEHT A 2T 260K
AP TEZESNDLGRY FI—7 b I T7 4 v 7 2L, Xy VU= IFET LT 7Y
r—var, Y=t A BROWESIIEICET 2 IEM R T —F Rt TE £ 7,

o TNA AL, BRI A N T 07 7 A VEERT D72012, KEHF (Bast-West) 38X
FE 1M (North-South) D hT7 7 4 v 7 7a—% At T2 LERH Y £,

ATV a— VSN F AT 2R LT, HEEFRHEZ BBRICER TE £

HIRSR 1

cHERA AT HRA NN AT AMIFET A L 2B LET,

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K



I Snort 3 D15 A
snon3#zEEOER [

cHEIRHIH IR E SN E SNy FU—21F, VAT AFETDAERA My BV
TITDHUENRH Y FT,

Snort 3 HEAEEIED & Rk
FIE

RATw 1 [RY— (Pdlicies) ] >[RA (Intrusion) ] Z=IRN L £,
ATV T2 MIETHERARY & —0 [Snort 33— 3 > (Snort 3 Version) ]| R¥ %27 U w7 LET,

AT 73 [HELEFEE CRfFAH) (Recommendations(NotinUse) LA Y& 27 U v 7 LT, N—/LOHESTHEIEEF
ij‘o

L

R
it

Firewall Management Center

Overview  Analysis Policies Devices

Policies / Access Control / Intrusion / Intrusion Policies
E—
< Policies / Intrusion / _Intrusion_Policy_1
Base Policy Connectivity Over Security Disabled 4878:

Mode | Detection

Base Policy i Group Overrides i Recommendations =
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N

S j A
EVETO 7Oy Y LEMEDERTE
ZDOFNATIX, 90% LA ED EVE OFBEOMIEMEA 2 TSN T, BEOH DL AHREMENRD D
N T 4w BT ay T HEEERLET,

FIE

ATy F1  [KRU— (Policies) 1>[7 Y Al (AccessControl) | Z#IRL 7,

ATvT2 WETLTr7EA arbu—L KU —ORICHD [fRE (Bdit) | (£) 227U v27 LET,

AT T3 Ny h7ue—{TOKRRKRICHD [EM More) | Ku v 77X T REHIDG [E#IEXE (Advanced Settings) ]
FIRIRLE T,
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EcnIoys LenEngz [

AT w74 [Encrypted Visibility Engine] DAiICH % [#itE (Bdit) | () 227V v 7 LEd,

i’ wix_automationPolicy123 #

+ @ Prefier Rules - O Decryption - @ Security Intelligence -+ O Identity -+ @ Access Control | @ Advanced Setings Targeted: 3 device;

Ignore the VLAN header when tracking

No
connections
Decryption Policy Settings %
Decr"y oy to/use for nspecting encpted None Detection Enhancement Settings 4
Adapive Profies Enabled
TLS Server Identity Discovery s Adaptive Profiles - Enable profile updates Disabled
Early application detection and URL categorization Disabled
Performance Settings s
Prefilter Policy Settings 4 Pattern Matching Limits - Max Patter Match .
States to Analyze Per Packet
Prefiter Policy used before access control Defauit Prefiter Policy
300
Network Analysis and Intrusion Policies e Default Value
Irusion oy used before Access Contol i s o Filod Asiive Default Value
Intrusion Policy Variable Set Default-Set 8
Default Network Analysis Policy Balanced Security and Connectivity
Latency-Based Performance Settings -
Threat Defense Service Policy 4 Applied from Installed Rule Update true
Threat Defense Service Rule(s) o Packet Handling Disabled
Rule Handiing Enabled
Files and Malware Settings s
Rule Handiing - Threshold (microseconds) 512

Limit the number of bytes inspected when doing

1460
file type detection Rule Handiing - Consecuive Threshold Violations 3
Before Suspending Rule

Allow il f cloud lookup for Block Malware takes 3

longer than (seconds) Rule Handiing - Suspension Time (seconds) 10
Do not calculate SHA256 hash values for fles P -

larger than (in bytes) Encrypted Visibility Engine ’
Minimum file size for advanced file inspection and — Encrypted Visibility Engine Disabled

storage (bytes)

AT 75  [Encrypted Visibility Engine] ~<—"C, [Encrypted Visibility Engine (EVE)] h Z /LR ¥ > & HMZ L E T,
ATvT6 [EVEA2TIZHASNWTC T 7 4 v 7 %71y (Block Traffic Based on EVE Score) | b 7 /LR ¥ &4
L ET, BENREBR CTHLIERE N T 74 v 71k, T 74V TRy 7 ERET,

Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings M

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.

« Enable Cisco Success Network.

Encrypted Visibility Engine (EVE)

Use EVE for Application Detection

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score | @)

Customize your threshold for blocking traffic based on the EVE scores.

) Advanced Mode @ — Block

|
Very Low Low Medium High Very High

Revert to Defaults Cancel | m

Cisco Secure Firewall Management Center Snort3/8\—> 3274374 XalL—Y 3 v HA K .



snort3 DEERAH |
B recorovsLznEosE

GE) FIFINRTIE, vy 2T R T ay 7 &85 LEWVEILZ9% T, Zhui, RO LEE
%Lij—o

cEVERNF 7 4 v 7% 99% LI FOREEM T LT =T THhD M LS. EVE T
NG T4 s R T a7 LET,

cEVERNF 7 4 v 7% 99% FEOREFEM T~ LT =7 ThHh b M LS. EVE T
i FITLER A,

ATFY Tl ASAXEFERLT. EVE OZBOFEEMEICHE ST ey 70 LEVMEZFHE LET, Z 0.

PEFITARVY (Very Low) 175 [FEFIZE Y (Very High) ] T9, ZOHITIE, AT A XL [FEFIZE W
(Very High) JIZERESANLTWET,

Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings b6

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.
= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE) o«

Use EVE for Application Detection «

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score (@)

Customize your threshold for blocking traffic based on the EVE scores.

Advanced Mode @ \ — Block

Very Low Low Medium High Very High

‘ Revert to Defaults ‘ ‘ Cancel ‘ m

ATYT8  ESITHINL HIET A2, FET— F (AdvancedMode) ] N/ VAR Z U EERNCLET, 2T, b
T4 Ty T HDORFED EVEBRMEFEMEA T #ED YU THIENTEDHLICRYE
Lz 74 FDOLEVMEIZ. 99% T1,

ATvT9  ZOFITIE, Tay s LEVWEE 0% ICEELET,

pea=| NRARNSTIF 4 AL LT, BT 4 —~ L AEWET A0, 7av s LEVME
% 50% RIS E LW & 2 HEE L £,
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Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings b

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.

= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE) «
Use EVE for Application Detection )
Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score -«
Customize your threshold for blocking traffic based on the EVE scores.
Advanced Mode « — Block From | gg
0 25 50 75 100

I Revert to Defaults ‘ Cancel ‘ m

ATFv 710 [OK] %7V w7 LET,
ATFY TN [H&AF (Save) 1227V v 7 LET,

RDBRY
RELEH LR LET, RELEORME (G0~—Y) 2L TSN,

EVEf RN FDRT
FIE

ATV Tavr 77y a R 5120%, [94 (Analysis) | > [##t (Connections) ] >[4 X2 k (Events) ]
DIEER L ET, A EINizA X (UnifiedEvents) | E=—7 b A Xy haFRTHIEHLTE
iTo

RART9T2 NI T4y &7y 7T HIIICEVE 2% E LA, [BH (Reason) ] 7 1 —/L RIZiX [Encrypted
Visibility 7 © v 7 (Encrypted Visibility Block) ] & /RS ET,
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B otos=as

Qr SourcelP 172.16.77.1 X X Select...

@ Showing all 10 events (S 10) +

i Time Action Reason

> 2023-01-1014:22:33 @ Block Encrypted Visibility Block
> 2023-01-1014:22:28 @ Block Encrypted Visibility Block
> 2023-01-1014:22:25 @ Block Encrypted Visibility Block
> | 2023-01-1014:14:13 @ Block Encrypted Visibility Block
>  2023-01-1014:14:10 @ Block Encrypted Visibility Block
>  2023-01-1014:14:06 @ Block Encrypted Visibility Block
> 2023-01-1014:12:40 @ Block Encrypted Visibility Block

> | 2023-01-1014:12:40 @ Allow
> 2023-01-1014:12:34 @ Block Encrypted Visibility Block
> 2023-01-1014:12:34 @ Allow
AT w73 WIZ, [Encrypted Visibility” 7 & 24 (Encrypted Visibility Process Name) ] 7% test_malware, [Encrypted

VisibilityZ & OReFEME  (Encrypted Visibility Threat Confidence) ] 28 [FEH VY (Very High) ]. [Encrypted
Visibility & i DO eI A =27 (Encrypted Visibility Threat Confidence Score) | 7% 90% Dl &7~ L 97,

Qs SourcelP 172.16.77.1x X Select X \ Refresh
@ Showing all 10 events (S 10) + IF 2023-01-10 13:25:02 EST — 2023-01-10 14:25:02 EST 1h Go Live
M Time W oosstion | o ?1( rypted Visibility Encrypted Visibility Encrypted Visibility Encrypted Visibility Threat  Encrypted Visibility Threat
ingerprint Process Confidence Score | Process Name Confidence Confidence Score

> 2023-01-10 14:22:33 @ 11s/(0303)(130213031° 90% Very High 90% L3

> 2023-01-10 14:22:28 @ ts/(0303)(130213031° 90% malware Very High 90%

> 2023-01-10 14:22:25 @ 1s/(0303)(130213031° 90% test_malware Very High 90%

> 2023-01-10 14:14:13 @ 11s/(0303)(130213031°  90% test_malware Very High 90%

> A4S
ZTDMDSEEN
BESDFTEMZOWTIL, ZDOHA R [Snort 3 [f]1F @ Encrypted Visibility Engine] D% % 721
ROV 7 ODNEEZSZRLTIZIN,
Wb S avfe e o o

. Cisco Secure Firewall Management Center Snort3 /38— 3> 742> 7 4 XaLb—23vhHA K


https://secure.cisco.com/secure-firewall/docs/encrypted-visibility-engine

5 12 =

ILI772 70 —RBRHEBERORTE

el 7y h7a— 20T (163 —3)

s L7y h7u—0RHEEEOFR (163 X—)
e L7y h7a—DU—r 7a— (164 2—)
EYUR AT U FOH (164 2—)

s AIEESRIE (165 ~—2)

e T LTy 7= RTRA=HDOHE (165 2—)
e L7y b7 n—EERIORE (169 <—)

« TOMOBEEE (172 ~—)

IL772bF2728—[ZDULVT

L7y h7a—E (G M) FEFICKREL, Xy hU—=2 U 7 ETHIES
4. TCP (E/-1fho 7o han) 7a—ll Lo TRESND BHEBMETENS X Y b
T— 78T, 774N TIEH, =77 b 7a—LIX1GBI0REBL L 7 a—F 72k
B9, N bHD 7 r—E, Snort 27 TO/RT —< L AFREIIMBEOJFK & 720 £
I, Ty hTue—iX, @BEREOCPUY Y—REME L, Y Y —2DMoRA 7
O A b BNy b Ra oy O EORMBEA G| X2 TRREMEN B S -
W, HETT,

~ e

ILD7rbhoO0—0BE L EBEDR S

T L 7y hTR—EBRTIZLY, HARAEXARL, LT 7 h7a—E A XAEE

Av sy MTAF T g NERRIC D F9,

EHTED N T T4 v T HNRARALBERE, DO LWNT 7 4 w7 ® Snort A 2 AXY

VarvERETAEDIL, BIRLET Y r—y g SN T T —E2 N RRAFE L

2y M5 EABIRTX T,

e L7y b7 u—EEIL, BEOEMFIIN T T, WET 7V r—3 a v HICESRIEN %

fHF T, &0 &EL ORIRIEZERT 5 DIHELEET,
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B =z>7rr70-09-570-

IL77>bh728—07T7—9 70—

RESNENTG A= IHESNTZ LT 7o h 7= ENE8E, 7u—%2 3 N2
HinAvy MTHENEZEIRTEET, 78 =R A2 EN5E, T 747X Snort A
VAR va v LTTHEIRTEET, Auny MU UTE, Te—0DAL—Ty "R TH
EEBEWRLET, 7r—L— FOHIBEIL, CPUEHENRERA L X WEEZ TES E T 10%
TP LET, "ARNRERIZRAay N UL, LTy b7 a =N EES ., B0
CPU B L OBFEIH 8T A — 2 N T- S %IiThbnEd, FFrL— L CTHREFADEE, =
V77 v b7 a—%#T 500, BARY = F 7 e —0BLET, ZEL FEALED
BENEHOIEF IR VR TR SN2, T 772 b7 —RNE2Il RREDIRET
VAT LEBIBTERNI EEERLET,

7 ua—QMBRFIEEBEMET 51T, RO —ESRLTIEIN,

K3:TLI727rb7R—0DD—49 70—

Elephant Flow

Detected?

v Yes

Apply 10% Reduction on Snort in
Flow Rate Duress?
" Yes

| Yes

R oo
Yi
Throttling i Action - Yes
Enabled? Z Bypass g Flow Bypassed
! No

AT L7 Snort OIEIRTE (N7 —~ L ZADORE) AR LARWIRY . 77 a UITET
ENFEHA, VATAIE, TE—RNREVEWVWIEBZET T —% A1y MLVEEINA N
ALFERA, £72. A0y MLERLRZADT 7 a AIHEICHMB T, oF0, 7o—
BENRANRAERLITAT Y MVTD 2 LIXTEETA, MFEITH> 2 LIFTEEEA,

PHIOEK 72 AT _RTOTL T 7o b7 a—% A XA LT RS, A A FT
arvEREDOT U r—ayORICHIRTEE T, X7 —v I REARY N TTD
TR EEHTAT T A —a VO RELET A LN TEXET, A SR TALER
bHT TV r—va v ERETEETH, Fvova— WHOFRRKERS) TAay FU >
JENET, ZHICEY, OEETERAWT U r—y g r7o—d, #EAER SN T
b, Bl XX 58472 Snort A AT Vg v EZIELET,

>

EDRRTF ) F D

F—BY L A—TlE, VITRAEMOT—EZDL T r— g, RB~Y DG, T—H
R—=2ADNRy I T TR E W ODDT 7T 4 BT 4 BRAELTWET, MENO2—3%—
1. OTT CETAZHELZY, £ a—RLEY LTWAAREERH D £, 2o k574
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T T4 T LI AEMIEOFIAIE, v b e—%5EEIL, Xy hU—7 DO
ERRTSE, BERIZ AT DN T §—< L AEBLE 2 HARMERHY £4, v FU—
7 EEE (FFEOBEMHICL > TERARY F9) L LT, HHEOMEEZ5I - LT\ bd R
Wip7a—%rfb L, ZNOE2EETILERHD 7,

eziE, 2Ty 7= NT A= ERELT, Webex bT 7 ¢ w7 (RSB Y 7
A LDETFEZFHEIEH) OSnort A 2 AT > a L BNRANRNAL, FOMOT Y r— g
VELIEEER (BT A, Ml E) ARAuny M) T A FEZRTAELE D,

HIRS 1

« Management Center 7.2.0 AR &2 4T L T\ D Z & B X OEEEXE D Threat Defense & 7.2.0
UBCchirZ L atBLET,

s L 77y b7 u—RHERCT D20 T, BMOBEA XY MIERSREEA,
T L 77 r h7u—Btid, 9 CIZ Management Center O 1 7 IZFEER SN TV D —T 5
PBtlco L7y o 7 —REEZBIMLET, ThoDARY FEOJICRET HICIE,
TR bA—LRY S —TEKEOX D ITZEMTILENHYET, FEDOL—
JZKILTZNEAITO I, TV 77 F7r—%2 50T XTOHEE v ZICiekT 5E=
A= —)LEBMTEET,

ILI772 bk JA—NSA—FDHETE

FIE

ATy T
ATy T2
ATvT3

ATy T4

[R1) & — (Policies) |>[7 %7 X #lfHl (AccessControl) | Z&IR L £,

WET DT /A av br—L R —0RICH D [ (Bdi) 1 (£) 227V v LET,

Ny b7 a—ATORKIZH D [FEH (More) | Ru v 72 w7 U RHING [FEMEXE (Advanced Settings) ]
B ET,

[TV 77> h7u—&%E (Elephant Flow Settings) | DRIZH 5 [fate (Edit) 1 (£) 227U v 27 LET,

1, Firewall Management Center

Threat Detection ’

Elephant Flow Settings

nnnnnnn

Intelli

ss Settings ’
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B zororon—nsr—sozx

ATy TH

ATvT6

ATy IT1

[V 77> h7u—tH (ElephantFlow Detection) | k7 /LR ¥ 3T 7 4 /v b THZII 2> TWET,
T 74 MRE T, BMEOBBEINRD . T 74V T 7 v a ATRESNET A, BRHERE T,
VAT ANDOTZ VLT 7 b7 —E@HTEL LI, Tr—D A MM ARETEET,

TAMREEL LT, ROBUITRT L IIZ, 7a—01 MUEBHDONRT A =2 2R ELET,

Elephant Flow Settings (2]

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection

Generate elephant flow events when flow bytes exceedg 1 B and flow duration exceeds|| 2 seconds
Elephant flow Remediation ® N}
If CPU utilization exceeds 4 % in fixed time windows of 3 seconds and packet drop exceeds %

‘ Revert to Defaults ‘ ‘ Cancel ‘

[V 77 h7ua—0&#E (Elephant Flow Remediation) | 7 /VARZ v &#F N LET, =L 77 b
Tua—RRHINTZGE, TR N, RRTENAT Y NLVTANEFEIRTEET, 7r—0D/ A X
AL, NT T 4w Snort A AR g VIR L TCTHBTELDIEEBEWRLEST, Auy NS
I, 78 —DAL—T"y PO THZLEZERLET, ZOL— MI, CPUMBHRAREHFEALET W
E% FH% % T 10% T8 LEd,

TARKEELE LT, ROKIZAT LIV T 7 7o —EERTA—FERELET,

Elephant Flow Settings Q

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection «

Generate elephant flow events when flow bytes exceeds | 1 MB and flow duration exceeds | 2 seconds

E 1t flow R iati | -lgj

If CPU utilization exceedsl 1 % in fixed time windows of] | 15 feconds and packet drop exceeds| | 1 %
Then Bypass the flow @ )

Or Throttle the flow Cm

[72—@/3A /R (Bypass the flow) | N7 AVRZ G, [TV r— a7 4 V2 DER
(Select Applications/Filters) | 7 VA RZ %27 U v 7 LET,
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Elephant Flow Settings (7]

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @

Generate elephant flow events when flow bytes exceeds | 1 MB and flow duration exceeds | 2 seconds
Elephant flow Remediation a o

If CPU utilization exceeds | 1 % in fixed time windows of = 15 seconds and packet drop exceeds | 1 %

Then Bypass the flow

®) All applications including unidentified applications

Select Applications/Filters (0 selected)l

ATy T8 [TTVl—v a7 ¢/L¥ (ApplicationFilters) 1 T, Webex 7 7' U 7r—v 3 U ARB L TERIRL, L—
JTIEINL T [PR(F (Save) 1227 Uy 27 LET, DED, EINT/NRNTA—=HFIZHESNT, Zhbd
Webex Bt A= L7 7 h 7 m— & LTI S 56 . Webex #2FtiX B I, BE SN H728, Snort
A VAR a Vv PNAFy T ENET,

Add Bypassable Applications o
Application Filters C' Clear All Filters X _Available Applications (6) C' Selected Applications and Filters (1)
Q Search by name Q_ webex X Applications
v User-Created Filters All apps matching the filter ‘ Add to Rule ‘ WebEx v
v Risks (Any Selected) Cisco Webex Assistant
Low 920 WebEx Connect
Medium 1370 WebEx Media
High 1641 WebEx Sharing
Very High 636 Webex Teams
==

ATw7F9 [Arvy kb (Throttle) | N7 ARZ U EFHCLT, VO T7r—% A1y MLLET (Hl oA &
20 ET) . ZHICK Y, Snort OINHIZREAT TSNS E T, MOTRTOT B —DFEDN 10% F K
TLET,

ATy 710 [OK] %227V v7 LET,
ATy TN [R1FE (Save) 227 VU v 7 LET,

RDBRY
RELH LR LET, RELEORM (G0~—) ML TS,
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snort3 DEERAH |
B zororoo-0rrsrozr

ILD7obh720—NDARY FDERT

TV Ty N7 u—REEME L%, B A N hEE=2— LT, Zr—HH, AN
A, FFAa Yy YU T ENTOWENE I D ERKRBLET, ZoBHIE, Bk X ho
[FEH (Reason) |7 4 —/V RCHERRCXE ¥, =L 77 b7 ua—HEO3 >OHX A 73RO
LB TT,

« L 77> h7u— (Elephant Flow)
s L7y bhrvua—BAay N T EN TS (Elephant Flow Throttled)

e L7y b7 —EE I TS (Elephant Flow Trusted)

FIE

ATy 1 [24 (Analysis) | > [##t (Connections) ]1>[4 N> kb (Events) |ZiEIRL E7, Ao A <2 b
(Unified Events) | E=—7 b A XV MR RTHIEHTEET,

AT T2 [#kiA <> & (Connection Events) ]~—C, [EFHF#MRFE (Predefined Search) | K v 77X U 2
F226 [ L7 7 b 7w — (Elephant Flows) | Z@R L T L 77 F7r—A X b a2RRLET,

Connection Events fuu wimo

Table View of Connection Events.

Ur | Standard HTTP

Standard Mail

Standard SSL

Evk Elephant Flow Trusted % 721X Elephant Flow Throttled ®1 X k% A 7% F/RT HI121E, ~=—
POk EMIZH D [RFEOME (EditSearch) (V> 7% 27V v 7 L, [#H (Reason) | 7 1 —
NV RT, EMOARALD[T LT 7 b 71— (ElephantFlows) ]%3&R L %4, BETHIHE
2 UC, Elephant Flow Trusted & 7= (% Elephant Flow Throttled & AJj L £,

Firewall Management Center

Search

ElephantFlows L private Save As New |

Malicious URL

ATY T3 7Jun—ogPThRrtisnizor 7y hrr—%F£rT 5L, [BEH (Reason) |7 4 — /L RIZ[Z=L T 7~
7@ — (ElephantFlow) | & RRSNFET, 7R —DRBICNANA A5 E, [BEH (Reason) | 7 1 —
NRIZ[ZL 77 b7 =M ST 5 (Elephant Flow Trusted) | &£ RShE T,
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zLoryrvo—parsozz |

Predefined Searches

Connection Events

ILD7Y boO0—EERNDETE

FIE

ATy T
ATy T2
ATvT3

ATvT4
ATy TH

ATvT6

BENSRNATAVERHL 70 —D1L4T 72 AU 2 + (ACL) V— L 52BETXET,
Tu—Rzl 7y hrvan—¢ LTHRESN, TR, EEINZLV—VI—ETE8E. +
D7a—IEET 7 a bR ESNET,

48 HHIIZ

Management Center 7.4.0 LI %2 SZ4T L TV D MENH U | LRI SE Threat Defense % 7.4.0 LA
THHMENRHY 7,

[R1) >— (Policies) 1> [7 ¥ Xl (AccessControl) | Z3R L 7,

WETDHT7 78R arbo—L R —0EIch 5 (e (Edit) 1 (£) 22002 LET,

Ry N7 —ATORKIZH D [ (More) | Rr v 77X 0 L RHINNG [FEMIEXE (Advanced Settings) ]
BN ET,

[TV 77> h7u—&%E (Elephant Flow Settings) ] DRIZH 5 [fate (Edit) 1 (£) #27 U v LET,
TL 77 7 u— B IMEE AT A= PNRESNTNDL I L 2R LET, =L 77 h7u—
INTA=HDORE (165 X—2) EBRL TS,

(&1 kR4 L — L (Remediation Exemption Rules) | DAEIZH D [JL—/L DB (AddRule) [ARZ > %227V v
7 LET,
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B -7 ron—partone

Elephant Flow Settings

@ For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more
Elephant Flow Detection [ @)

Generate elephant flow events when flow bytes exceeds ‘ 1024 | MB and flow duration exceeds ‘ 10 | seconds

«© o

If CPU utilization exceeds ‘ 40

Elephant flow Remediation

% in fixed time windows of ‘ 30

‘ seconds and packet drop exceeds ‘ 5

Then Bypass the flow «Q

() All applications including unidentified applications

(® Select Applications/Filters (1 selected)

And Throttle the remaining flows

«

Remediation Exemption Rules @

Add Rule |

Serial

Destination Ports
Number

Source Networks Destination Networks Source Ports

No Rules

ATv 1 [EAREZR R~ U —7 (Available Networks) ] DU A kv, L7 7 v b7 ua—EENLERNT D

REFHFRA NEBRIRLET, ZOFITIE,

Add Rule

Networks Ports

Hostl_Exception] &9 ARA MEERL £ L7z,

Q Search by name or value

Destination Networks

Available Networks + c Source Networks
any any
any-ipva

any-ipuf

Host1_Exception

= Add to
IPv4-Benchmark-Tests Source
IPv4-Link-Local Add to
IPv4-Multicast Destination

any

Enter an IP address

ATvT8

| Add | | EnteranIP address [ Add |

Cancel

MBZGE U, [EE 7828 (Addto Source) | £7-03 [565EIZ1BM (Add to Destination) ] %227 U v 7 L

T, ZOFRAMNERETLEIFSEILITEML £,

ATv79
ATy 710

=k (Ports) 1% 7 %2V v2 LET,

LE (Add) 1227V v 7 LET,

EETXAR—FE LT, [Fa b2 : TCP (ProtocolasTCP) | Z R L, %R — &L T8%E ASIL,
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ILI7Y b O—BERNDOERE .

Add Rule o

Networks Ports |

‘ Q Search by name or value

Available Ports + c Selected Source Ports (0) Selected Destination Ports (0)
AOL any

Bittorrent
DNS_over_TCP

DNS_over_UDP

P Add to
HTTP Source
HTTPS [ Addto |
IMAP Destination
protocol [ TGP (€ +] Port| Entera port | Add | Protocol| TcP (€ v||Port| 80 [ Add |
—
=1
ATFvIN [OK]Z27 VU v7 LET,
Elephant Flow Settings (2]

% For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @)
Generate elephant flow events when flow bytes exceeds ‘ 1024 | MB and flow duration exceeds ‘ 10 |seconds
Elephant flow Remediation [ @M}

If CPU utilization exceeds ‘ 40

% in fixed time windows of ‘ 30 ‘ seconds and packet drop exceeds ‘ 5

Then Bypass the flow @

(® Al applications including unidentified applications

) Select Applications/Filters (0 selected)

Remediation Exemption Rules @ Add Rule

Serial
Number

Source Networks Destination Networks Source Ports Destination Ports

1 Host1_Exception Host1_Exception Any Any Kd

o)

ATwT12 [&AF (Save) 1227V v 7 LET,

%

DAY
REEHZRALET, HELEORME (G0~—Y) 2L TSN,
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snort3 DEERAH |
B .57 roo—araor s roRs

ILD72 b70—EBERNDARNY FOERTR
FIE

ATv 71 [9H (Analyss) ]>[#E#t (Connections) ]>[4 X2 b (Events) &R L E3, [#A S4LioA <> b
(Unified Events) | E=—7 b A XV hEERRTHIEHTETET,
ATFvT2 EEICRIIESNI LT 7 h7u—%F R LET, [BH (Reason) ] 74— /L RIZ[ZL 77 b7
o —fR%+ (Elephant Flow Exempted) ] & FRSIVET,

Firewall Management Center

Overview  Analysis  Policies  Devices  Objects Integration Deploy Q € % @ adminv il
Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search | predefined Searches
Connection Events
" 9 1( 202. )11
Expa
No Search Constraints (Edit Search)
Connections with Application Details  Table View of Connection Events z

Jump to..
4 First Packet Last Packet Action | Reason Initiator IP i ’(:’/ Responder IP e Becilyy - ljrou
v 2022-12-1911:23:58  2022-12-1911:24:30  Allow | Elephant Flow Exempted 172.16.77.1 172.16.4.6 inside-zone56  outside-zone56 37780 /tcp 443 (https) / tcp HTTP
2022-12-19 11:23:58 Allow 172.16.77.1 172.16.4.6 inside-zone56  outside-zone56 37780 /tcp 443 (https) / tcp I HTTP
v 2022-12-19 11:23:58 Allow | Elephant Flow Exempted 172.16.77.1 172.16.4.6 inside-zone56  outside-zone56 37780 /tcp 443 (https) /tcp [ HTTP
2022-12-1911:23:44  2022-12-1911:23:50 Allow | Elephant Flow Exempted 172.16.77.1 172.16.4.5 inside-zone56  outside-zone56 50056 /tcp 80 (http) /tcp I HTTP
v 2022-12-19 11:23:44 Allow | Elephant Flow Exempted 172.16.77.1 172.16.4.5 inside-zone56  outside-zone56 50056 /tcp 80 (http) /tcp [ HTTP

ZTDMDSEER

BESDOFEZDOWTIE, ZDOHA RO [Snort3D L7 7 b7a—t ] OFEEITROY
Y ONEEZRLTIIES N,

s LTyl 7 ua—0MH
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Snort3ZAR!) —TOMITRE 7 L— L
J—9 &{EH bf:%@@i%i@z

« MITRE ATT&CK 7 L — LU — 27220 T (173 ~<—2)

« MITRE 7 L' — AU —27 OFE (174 _X—)

*MITRE X > NU—27 OEVRAT T U AOH (174 ~—)
« MITRE 7 L' — AU — 27 ORHESME (174 2—2)

e Snort 3fRARY —DFIR ERE (175 X—)
ARAA R MDERR (179 X—2)

« TOMOBEEE (182 ~—)

MITRE ATT&CK 7 L — L —27 12D\ T

MITREATT&CK 7 L — LU — 7 1%, BRE NV AT LEARET D20 58k, Tk,
BLOFIE (TTP) OMEEZ /RTAFEN LT Ly PR—2 T, ZHOHDTTPE S I F 44
RU=T AV TVATNET Ty b7+ —bO~ N v 7 AR L, FERERE (8 %
FEDE (FB) I~y B 7 LET, FFEICE, FE47, FIE, B, R, 3 LU
DOENZET AIERPEENTHNET,

)

(GF)  MITRE ATT&CK (ZBH9 % & DOOEHRIZ- DUV TIL, https://attack.mitre.org [5£55] S L T <
ZE,

Management Center Tl&, MITRE ATT&CK 7 L — AU — 27 Zffi [l L TH B & *bisssi b &
NTEY, ROBEDSHAIAFTILTWET,

ARAANRY MUITTP N EENTE T, Tk, FEEIX, WY A7, ¥—F
N AF A, FRFBRDT IV TNL—NETN—F LT, LVBUBIC NS 7 4 v
JEEHTED LR T,

cTTPZMEMT 2~ T =T A X0 FABRL T, BRERE LTt T oLl T
ij_o
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snort3 DEERAH |
B vimesL—no—soma

MITRE 7 L— LT — DOF =

« MITRE D7, FiE, BLOFENE (TTP) 2MZAAL N2 MIBMEhbZ & T, EHEIT
MITRE ATT&CK 7 L — AU — | ZHSWT N T 7 4 v ZIZHLTE D L D72 £,
k., BEHEIIN T 7 40 v 7 2 L DI RARBLOMBECTE | stk A 7,

=l NAT A FTXEB T ANV E TN —TT D LN TEET,

* MITRE ATT&CK 7 L — AU —7 It > TR ANLV—LVERK TEET, 2k, FE
DUEZ DML FIEOS U TR —2 D AZ A A TEET,

MITRERY FT—ODE SRR F 1) A DA

KR E¥ER Y NV —27 T, FERBARAB I OB#EIS A7 5L LT Snort 3 ZfH LT
WHELET, Bx 2T 4 ~DOEENEZEICHET DRI TIE, BERR Y N —7 X
VT 4 ROBEANSLE)NSEIETT, ry NI —7EFHEIL, REINTZARY —THED
T 4y BRI ESNTNDNE I BEHOKETV—TRN T XTI TNDD
EOMEMBYERDYET, L 2L, WBENVATLAELZIT AV r—va U OFE%
FIFHLT, PHILARAVENMEZSIEEZZH5 L LTWANE I NEZHMDILERLLIEENH Y £
T, BEXOND VAT LAOPFEIIE, N7, TV T, FREREG EOKEERHY 9, F
ZoNDT IV r—valid, Web¥A b, T—FX—R H—N—Royt—T Ty
(SMB) ®°tF =27 v =/b (SSH) R EDEFEHES—E A, Ry NT =TT NA ZOEHT 1 k
)b F700E Web = N—0l Y —E R E0T SV = aynby £,

MITRE 7 L — AU — 712 Lo TEEN DA VA ML, BHEIISCOBEOR#ESL
FBEL, BEDEB I N—Tb3y I — 7 2 R#T 57200, Lo @EvlgesSs L
MTEET,

MITRE 7 L— L7 —5 DREIZEEH

« Cisco Secure Firewall Management Center 35 &2 OF Cisco Secure Firewall Threat Defense /N—3 =

> 73.0 LIBEZ Snort3 & & BIZEITL TWADLERH Y £,

I Ll 1 ODBEARY —NUETE, B AKX A Snort 3BARY —DfERK (37
N=Y) EBRLTIES Y,
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snot3@EAKRY —nxwLEE [

Snort3RANRY O—DRRERE
FIE

ATy 71 [KJI— (Palicies) 1>[BA (Intrusion) ] Z3&R L £,

ATw7T2 [RBAKRY— (ntrusion Policies) ] ¥ 7RI TN DHZ L AMER L ET,

ATY T3 FRFERIIRETDIERARY —DRIZH S [Snort 33— 3 > (Snort 3 Version) |27 U v 27 LET,
ATy T4 FRENT Snort ~AS—HA REFHTUET,

AT9 TS [IN—T DA —sN—=F A K (Group Overrides) | LA Y& 27V v 7 LET,

TDLAVIZIE, VAT NN—T DT RTOHT I REEEE T ERREINET, FLr—L T L—
T, BEOY =T N— VT N—TFETCRIALE T TEET,

< Policies / Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: Prevention v
Base Policy — Group Overrides — Recommendations  Notin use — Rule Overrides

Group Overrides @

102 items
Search through all Rule Groups

> MITRE(1 group)

Rule Groups

> Rule Categories(9 groups) To optimize intrusion policy configuration, you can confi
or decrease security levels, thus enriching intrusion evel

ATYT6 [IN—TDA—3—=F 14 K (Group Overrides) ] T, Kr v 7 Z U A2 KNT[TRT (All) ] 288N
NTWDLZEZMERLET, ZNICKD ., ST HRARY =0T XTON—)L T )—T7REM D~

A NIERENET,
\ < Policies / Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: Prevention v
Base Policy Group Overrides Recommendations  Notin use

Group Overrides @

Search through all Rule Gn

> MITRE(1 group)

Rule Groups

> Rule Categories(9 groups) [ ] To optimize intrusion policy cor
or decrease security levels, thu

Cisco Secure Firewall Management Center Snort3/8\—> 32743274 FXal—2avhA4A4 K .
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B scorseafys—orreme

ATw T EMOSAL T, [MITRE] 227 Y v 27 LET,

G¥) FrEDOEMIZIE LT, b= B 7 3V (RuleCategories) ]/L—/V 7 L—"7"F 7213 Do
=T —TF b FOTOVTN— NI —TFERINTEXET, T XTONL—L T —
ZFTMITRE 7 L— AU — 7 BMEA SN ET,

k < Policies / Intrusion / ‘MITRE_IPS

v

Base Policy: Balanced Security and Connectivity Mode: Prevention v

Base Policy — Group Overrides — Recommendations Not in use — Rule Overrides

Group Overrides @

102 items

‘ Search through all Rule Groups

> MITRE(1 group)

Rule Groups

> Rule Categories(9 groups) To optimize intrusion policy configuration, you can con

or decrease security levels, thus enriching intrusion ev

ATv 78 [MITRE] C, [ATT&CK” L —2ATU—7% (ATT&CK Framework) %27 U v 7 LTRUAZ T LET,

k < Policies / Intrusion / ‘MITRE_IPS v ‘

Base Policy: Balanced Security and Connectivity Mode: Prevention v

Base Policy —

Group Overrides — Recommendations  Not in use — Rule Overrides Summary

Group Overrides @

102 items

‘ Search through all Rule Groups

v MITRE(1 group)

< MITRE
> ATT&CK Framework(1 group) 1 Groups

‘Group Name

> Rule Categories(9 groups)

ATFv 79  [ATT&CK”Z L —ATU—7 (ATT&CK Framework) | D FC, [ ¥ —7F A X (Enterprise) ] %7 U v
7 LT LET,
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I Snort 3 D I

snot3@EAKRY —nxwLEE [

k < Policies / Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: Prevention v
Base Policy — Group Overrides — Recommendations  Notin use — Rule Overrides

Group Overrides @

102 items

‘ Search through all Rule Groups

~ MITRE(1 group)

< MITRE / ATT&CK Framework
~ ATT&CK Framework(1 group) ) 1 Groups
Group Name

> Enterprise(13 groups)

Enterprise

> Rule Categories(9 groups) Enterprise tactics represent the "why" of an ATT&CK technigue or ¢

AFYTI0 N—NTN—TD[tx=VUT 1 L~Ub (Security Level) |DREICH 5 [fife (Edit) 1 (£) 227V v 2r L
T, [2v¥—7F4 X (Enterprise) | NV— VT N—THTIVITHDHTXTOEE/L—LIIL—T Dk
X2 T 4L ULE AR LET,

Group Overrides @

102 items

Search through all Rule Groups

~ MITRE(1 group)
< MITRE / ATT&CK Framework Security Level @
~ ATT&CK Framework(1 group) liGroups Dooo #
Group Name Security Level Overide Rule
> Enterprise(13 groups) °
Enterprise

> Rule Categories(9 groups)

Enterprise tactics represent the "why" of an ATT&CK technique or sub-technique. It is the adversar...

ZF TN [£Fa T4 Lotk (EditSecurity Level) |7 4> RO TEELYF 4 LAL (ZOFITIEI) %
IR L, [fRTF (Save) 127V v 7 LET,

Edit Security Level Q

(1 Bulk Group Security Level

Impacts 34 groups. This action will change the security
level of all leaf groups within this group category.

| | I

Higher security with more detections for administrators who are
willing to tolerate some network latency and low level of false
positives, in an effort to catch more attacks

“5 Revert to default Cancel

ATy T2 [ X —TT4 X (Enterprise) |D F T, [#IHT 27 & A (Initial Access) 1227V v 27 LTEBRLET,
ATy 13 [WHT 7 A (Initial Access) | T, mEDYV =7 7 N—TThD IMIABHEINET 7V r—v 3 o~
DI (Exploit Public-Facing Application) %27 U v 7 L7,
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B scorseafys—orreme

Base Policy Group Overrides Recommendations ~ Not in use Rule Overrides Summary
Group Overrides @

102 items
Search through all Rule Groups

Adversaries may obtain and abuse credentials of existing accounts as a means of gaining Initial Ac...

Drive-by Compromise <>

Exploit Public-Facing Application «>  Frr—m

External Remote Services <«

> i —
N OEETED) ° ¢ MITRE | ATT&CK Framework | Enterprise / Initial Access (r0001) Security Level
5 Groups m——
> Collection(1 group) o
Group Name Security Level Override
> Command and Control(3 groups) ()
: Drive-by Compromise (1159) N ) asEsy &
5 (e BraE @ s Py Adversaries may gain access to a system through a user visiting a website over the normal course ..
S EEr T ° Exploit Public-Facing Application (T1190) ) e o
Adversaries may attempt to take advantage of a weakness in an Internet-facing computer o progr...
> Execution(3 groups) o External Remote Services (T1133) p
L L | I=Pg «©
Adversaries may leverage external-facing remote services to initially access and/or persist within a...
> Exfiltration(1 group) [ ]
Phishii (T1566)
is| mg‘1 ) ) i X ) Ll L =rg «©
> Impact(3 groups) o Adversaries may send phishing messages to gain access to victim systems. All forms of phishing a...
« Initial Access(5 groups) e Vaiid Accounts (T1078) ———
°
°
°
°

Phishing «

AT T [N—NDF——F 4 R T—)L&FRT 5 (View Rules in Rule Overrides) | %7 Vv 7 LT, &F &
FRN—N BEOREESERAL—ADOL—NAFEMON— VT 7 a R EERRLET, L—LD
4 —/"—Z 4 K (RuleOverrides) ] LA YT, 1 DFLFEHDONLV—NVDONL—NT I a B#EETEE
R

This group does not contain any children.

View Rules in Rule Overrides

AT 715 [HEFEFEE (Recommendations) | LA Y%7 U v 7 LTinb [BA4 (Start) 1227 Vv 27 LT, Y Aanif
RS o= N OEMZHmLET, BALV—VORRFHRZMEML T, *y FUV—2 THRIHEZHRX
h7 ey MCBEM T BTV D MEIEE R RICT 5 2 N TEET, FEMICONTIE,  Snort3 TO
T L\ Cisco Secure Firewall HEREFIHDO LR (73 X—2) | 2L T Z X0,
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grsxvroxz |

Base Policy Group Overrides Recommendations  Not in use Rule Overrides Summary

Cisco Recommended Rules @

Start using recommendations

You can use Cisco Recommended Rules to target
vulnerabilities associated with host assets detected in the network

ATy T16 FYU—IxT2BEOETO MG EFRT HI12X, HE (Summary) | VA Y%227 Vv LET,
N—=NDF—="=F 4 K X2 VT4 L NVOEE, BIORTRAaBHELRET 50— L OARRKIZEE SN
T, BRI —ON—NAESy, TN—TDF— =T R V=L DF—N"—F A R J— L OHELEHETH
RERFORLT, BREZMRTLZENTEETS,

Base Policy > Group Overrides > Recommendations > Rule Overrides ‘

Summary @

Rule Distribution Report and Exporting

Active Rules 21169

Alert 1599
N Generate Report
Block — 19570 Overridden Rules 394 Vi Effecii pail _

Disabled 26555 Disabled Rules 26555
Export Policy
Total Rules 47724
Base Configuration Group Overrides. Rule Overrides
Base Policy: Balanced Security and Connectivity Total 19 group ovelides Total 394 rule overrides

<« Executable < 1:34480 © Block © A Alert

< File Type Identification <© 1:34479 © Block g Alert

Recommendations © Flosh © 1:34467 © Block = Alert
. © 1:34466 © Block : Alert
<« Image
Usage: ) mag «© 1:35805 © Block . Alert
<« Java

© 1:35806 © Block - Alert
Security Level =™

“ dlon 209355516 N :08:40 EDT «© Multimedia © 1:42101 © Block ’ Alert
te -07- 2
enerated on o © 1:42100 © Block d Alert
Rule State 12 rules recommended for
1 network <« Other Open All

RDBERY

BARY —ZEH L., Snort L—/LZ K> TR HT—ENiaA 2 FaBE L Tr 72306
LET, REALFORER GB0~X—Y) 2ZHLTIEIN,

RAARNY FORT

[T w7 A_FEa2—7 (ClassicEvent Viewer) |X— & [#iA 4 X2 b =—7 (Unified
Event Viewer) ] ~<—3 T, 1@ AA X kD MITRE ATT&CK D FiE & )V— )L 7 )—TF % FKRT
xF 9, Talos 2L V. Snort/L—/L (GID:SID) 75 MITRE ATT&CK O ik & b— /L 7 )L—
T~O~y BRI ET, ZhbD~ v B 71X, Lightweight Security Package (LSP)
D—E LTA v A =L ENET,
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B a1~ roxs

FIE

ATY 1 [0 (Analysis) 1227 VU w27 L, [fRA (Intrusions) ] C[A X b (Events) ] Zi&R L 7,
ATV T2 [AXV DT —T )L 2— (Table Viewof Events) ] ¥ 7 %7V v 7 LET,

Events By Priority and Classification wic werion

No Search Constraints (Edit Search)

Drilldown of Event, Priority, and Classification Table View of Events Packets
B —

Jump to...

( v Time X
v | | 2022-07-1911:17:10
v | | 2022-07-1911:17:06
v | | 2022-07-19 11:17:06
v | | 2022-07-1911:17:05

Priority X

high
medium
medium

medium

Impact X

Inline
Result

Would block
Would block
Would block

Would block

»

Reason X Source IP X

11 2022-07-19 09:05:58 - 202;

Source
Country

Interface in Passive or Tap mode [ 192.168.0.227

Interface in Passive or Tap mode [ 192.168.3.254

Interface in Passive or Tap mode 54.68.177.240 g USA

Interface in Passive or Tap mode [J 192.168.3.254

Destination IP X

£ 146.112.255.69
£1192.168.4.106
£1192.168.7.214

[31192.168.7.241

AT w73 [MITRE ATT&CK] T, RAA X2 NHOFEEHRTEET, [IFDOFHE (1 Technique) 1527 U v 7 L
T, MITRE ATT&CK O FiEEFoRr L ET,

Access Control Policy X

AC_with_security_intelligence_file_file
AC_with_security_intelligence_file_file

AC_with_security_intelligence_file_file

AR Bt acacdlh: lmballlmanaa &la &~

Access Network
Gontrol, % Analysis Polic
Rule Y y
TestRuleFile

MITRE
ATT&CK

X

TestRuleFile  Simple NAP Policy

TansPNdaFlA ©lenala AMAR Paliad,

Simple NAP Policy

TestRuleFile  Simple NAP Policy

Rule
Group

1 Group
1 Group

1 Group

1 Peniin

ZORFITIE, FEIIPMBABESNTZT 7V r— g o ~DOXKE (Exploit Public-Facing Application) ] T,

MITRE ATT&CK Techniques

« Enterprise
k Initial Access

= Exploit Public-Facing Application

[ Close ‘

ATy 74 [FACD (Close) 127 VU v LET,

ATY TS [/8F (Analysis) 1227V v 7 LT [#AEA X b (Unified Events) | 28R L £ 7,

AT w76 [MITRE ATT&CK] %l & [/b—/v 7 v—7 (Rule Group) ] FINANZ /2> TWaWEAIE, Sl 7 27 A
a7y 7 LTAENCLET,
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X

‘ Views... v | | Q Select...

@© Showing all 5,112 events (& 4,518 @ 594) +

Time Event Type

[Q mitre

Device

X 2.168.7.115

Deselect 1 filtered Select default

MITRE ATT&CK

)

Revert 14 selected

2.168.7.115
2.168.7.115
2.168.7.115
2.168.7.115
2.168.7.115
2.168.7.115

2.168.7.115

MITRE ATT&CK

Fo 2022-07-19 10:19:09 EDT -

Rule Group

1 Group

1 Group

grrrviroxz |

AT TT ZOPITEH, BALRY NI, 1 OO — AT N—TIZv v BT INTZAR Mo TR H—&R
£7, Pv—vZ—7 (Rule Group) [FIDOTIZHD [1>DZ/V—7 (1Group) 1527 Vw7 LET,

‘ Views... v Q_ Select...

@ Showing all 5,112 events (& 4,518 @ 594) +

I Time Event Type

> 2022-07-19 11:19:02

> 2022-07-19 11:18:59 onnection

> 2022-07-19 11:18:59

50
S Connection

Device

2nce 192.168.7.115
2nce 192.168.7.115
2nce 192.168.7.115

I 2022-07-19 10:19:09 EDT — 2022-07-1¢

MITRE ATT&CK

Rule Group

1 Group

Click to view groups

ATv T8 HN—NITN—TThHD[7a hzai (Protocol) ] &, £D FD[DNS] V— VT N—ToHKRTEET,
[ZB k3L (Protocol) 1>[DNS] Z##IRL T, D72 &b 1 DON— VT N—TEFRFOTXTORAA X

Y hNEBRBELET,

3 =
‘ Views... v ‘ Q Select...
© Showing all 5,112 events (& 4,518 @ 594)
M Time Event Type

> 2022-07-19 11:19:02 @ Intrusion
> 2022-07-19 11:18:59 Connection

> 2022-07-19 11:18:59

5

> 2022-07-19 11:18:59 4 Connection
S Connection
s

C
> 2022-07-1911:18:59 C

MRRRRDFRSNET,

onnection

|+

‘ Views +| | Rule@roup Protocol ><|>< Select

@ Showing all 501 events (@ 501) ¥

j  Time Event Type

> 2022-07-19 11:19:08 @ Intrusion
> 2022-07-19 11:19:07 @ Intrusion
> 2022-07-19 11:19:03 @ Intrusion
» 2022-07-19 11:19:02 @ Intrusion
> 2022-07-19 11:18:59 @ Intrusion
> 2022-07-19 11:18:38 @ Intrusion
> 2022-07-19 11:18:35 @ Intrusion

> 2022-07-19 11:18:31 2 Intrusion

Device

2nce 192.168.7.115
2nce 192.168.7.115
2nce 192.168.7.115
2nce 192.168.7.115

2nce 192.168.7.115

Device MITRE ATT&CK
192.168.7.115
192.168.7.115
192.168.7.115

192.168.7.115

192.168.7.115
192.168.7.115
192.168.7.115
192.168.7.115

Fo 2022-07-19 10:19:09 EDT — 2022

MITRE ATT&CK

% 2022-07-19 10:19:09 EDT — 2022-07-19 11:19:09 EDT 1h

Rule Group

1 Group

. P\rgtocol
o DNS

Rule Group
1 Group

Protocol
o DNS
w

1 Group
1 Group
1 Group

1 Group

SnortID

1:254:16
1:254:16
1:254:16
1:254:16
1:254:16
1:254:16
1:254:16

1:254:16

Y
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* Intrusion Policy in Snort 3
* Snort 3 RARY —DffE (37 2—)

* MITRE Information in Malware Events
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