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Firepower 4100/9300 %< 3 _XTDET /LIZ-DOWT, CLI F 7213 Device Manager % f# ] L T
Threat Defense D #JHIF% E % 347 CT& £9°, Firepower 4100/9300 DA, #HFLT /N A A & BB
T ORI EZ FEITLE T,

Device Manager % {#Fi L = Threat Defense D #)EAZEDSE T

Device Manager (Z%#5¢ L C, Threat Defense OISR E % FE4T L £ 9", Device Manager % fii Jf]
Loty N7y 72347958, BEHA LU —T oA ABL P R—T ¥ T 7 EAREIC
Mz T, D= HIZ Management Center (2] Y £ 2 72 & 12, Device Manager T5& T L7
RCDA o F =T oA AERPRFFSNET, 727 8RA a3 bp—nRBY) =% VT 4
V=R EOMODT 7 A PRRERRF SN LITERE LT ES WY, CLL 232

LA LV —T oA ALY X =V X TV EAREDOHPRFFINET (L 2X 77+
IV DRNERA o F—T = A AT RFF S NLERA) &

1R BHEIIZ

« ZOFIFIE, Firepower 4100/9300 & ISA 3000 Z k< T~ TOF /A R S ET,
Device Manager #f#i ] L CZ 415 D7 /31 A % Management Center (24 R—F 4 7T
EETH MOT Ty b7 =L LTT TN MREVRR D20, ZOFIHEOFEMILZ
NEDOTT v b7 =LA SNRNEERH Y £,

s ZOFNAIX, A7 L I A Management Center % 53 HT D & 95 CDO & #Ex 47 /N
A AT S EE A, DeviceManager DL, 774~ v~ —T v ik 572
DDOYDTE, DGHIST A 2z 2 TEDFERIZ OV T, CLIZ ] L7 Threat
Defense #IHIFX EDFATOET (19 —2) ZZMLTIZIW,
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FIE

&

ATy T2

Device Manager % {f ff L 7= Threat Defense DR EDT T .

Device Manager (22 271 > LET,
a) 77 UPIZIRO URL # A LET,

« N @ https://192.168.95.1,

« & : https://management_ip, EELA X —7 = A AL DHCP 7/ 74T v b THHT-
W, IP7 RLUAREDHCP Y —_—{Z K> Tl 7, ZOFIHEO—EL LT, F2
IP7 RLAZFHT RLAZERET DHERS D20, B/ Sz X 5 Iicin
WAL E—T oA AT HZ L 2BEOLET,

b) —¥—% admin, T 74/ h RXRATU—KAdmin123 AL T /1 LET,
) TR — T4 ABHELTATHEL, BHE AU RELETLH LI
Ko ET,

VIR E & 58 T3 5121, #IZ DeviceManager (2R 7 A > L7zt &ty N T v 70 4 H—
REFEHLET, BRBEISLT, X=VDFHICH D [T 31 ADEEE A% 7 (Skipdevice
setup) | &#27 Uo7 LTy N v 7 U4 F—REXXy 7S TEET,

Ty N T UL =RERTTDE WA I =T =AM ADT 7 4V FEEITIMA T,
Management Center D& BUZYI D 2 D & ZITHEFF SN D HME (Ethernetl/1) A ' F—7 = A A
HLRETEET,

a) AL E—T A ABIOEHA L —T oA AT L TRDA T a U AREL, [IR
~ (Next) 1227V 7 LET,

1. [FM#BA v H—T7 A AT KL A (OutsideInterface Address) ]— Z DA > X —7 = A A
TR A H—F Yy N =Rz THY, v F VX TIRAA LV F—T AR
ELTHASINAGERDHY £3, 734 ZAOYBRERHZBIOINHA v #—T = A
ABERNTHZ L3 TEERA, BADOT—HF A H—T =4 AT 7 4 /v F OIS
A B =T =2 A ATT,

AU X T 7B RITHNR (ETEIWNED L3RR A F—T oA AT 55
BlE By MYy U4 - FORTRICFH TRET 2LERHY £,

[IPv4DFRE (ConfigureIPv4) |: A > 4 —7 = A AHDIPv4 T R L A9, DHCP
EHEHATA, FREFHTAEYT 47 IPT RLVA, 7 Xy h~wRA7 BLW
TF—=R U xAZANTEET, [F7 (Off) [Z&EIRL T, IPv4T RLAZFHE LR
EVWOBEIRELHVET, By N7 v U4 = REHEH L TCPPPOEZRET HZ &
IXCTEEHA, A2 —T x4 ANDSLET L, ¥—T7ILETF L, FT21L ISP ~DAh,
DGR S TE Y, ISP PPPOE 2L CIP 7 KL AZEM L TV D 5E
I%. PPPOE MMEIZR DG AN H Y £3, U4 P — ROFETHIZPPPoE Za% & TE F
D

[IPV6DEE (Configure IPV6) | : SMifA v % —7 = A AHDIPv6 7 KL A9, DHCP
AT, FREFHTRAET A JIPT LA, L7497 A, BLOW—
My xA % ASJTEEST, [47 (Off) 1ZBIRL T, IPV67 RLAZEE LRV EW
IR L HY £,
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. Device Manager % {# i L 7= Threat Defense D #EAZXEDT T

ATvT3

b)

¢)

d)
e)

2. [E¥A 32— 7 x4 X (Management Interface) ]
CLI THIIRREZFAT LG E, BHA V¥ — 7 oA ADFEFR I INET A,

Fe B H—T 2 ATI I =X T VB RAEZAIC LA T, BHA 2 —
Tz A ADFEENMERSINET, e, T—H A F—T oA AEH LTy
TU— BTN —T 4 VT INDEBRNT T4 v 71, T—H A F—T A A
DNS H— —Ti37e <, HHA ¥ —7 = A A DNS $— —%fH L T FQDN % fi#
WLET,

[DNS#—,% (DNSServers) |: ¥ AT LADEELT KL A D DNS —3, 4 #ifiEk i
W21 2LLEDDNS =07 KL AZ AT LET, 7 74 /L Md OpenDNS /X7 Y
7 DNS = _Td, 74—V REREL., T 74/ MIELTZWEAIL, [OpenDNS
ZfEH (UseOpenDNS) 1% 7 U v 745 &, 74—/ NITHEIRIPT RLARY m—
RENET,

[77 AT U4—/LiKEA 4 (FirewallHostname) |: A7 AOFBT KL ADKRA b
4 TY,

[FfZlE%E (NTP)  (Time Setting (NTP)) | Z&XE L, [R~ (Next) 1| &7 U 27 LET,
1. [#A LYV —r (TimeZone) |: VAT LDHA LY — 2 ZBIR L £7,

2. [NTP¥ A ALH—,3 (NTP Time Server) |: 7 7 4 /L h® NTP H— & {3250,
HLTWANTPH—"DT FRLAZFEBTANTLI0ZBRLET, Ny 27T v 7 H
WCHEBDOY—N"EZBINTEET,

B ERET71Z 90 H M OFEAM I 2 BAA  (Start 90 day evaluation period without registration) |
ZIEIRLE7,

Threat Defense % Smart Software Manager [Z %8k L 72 W\ TS 723V, T_XTO T A B AT
Management Center CHAT S4LE T,

[# 7 (Finish) 1227 U > 7 LE7,

[7Z 7 F&EEL (Cloud Management) |E721L[A % > K7 v (Standalone) | %Z&ENT 5 X
IR HIE T, Management Center DEFERIZDOWNTiE, [A¥ > K7 =2 (Standalone) |
ZBRL T 6, [Gotlt (THE) 1 ZBIRL £,

(MBI L T) BEA VY —T oA AERELET,

YRV XT I RRLT LA =T oA AT A5G TH, HEA X —T = A AD
REEELTHMENH 585038 ) £7°, Device Manager B2l ZEELA v X — 7 = A A%
L CWeA 1%, Device Manager (ZFEEET DN H D £,

RV T IR AMDT I A B =T = A A =T oA AT, T—HA
V=T 2 ATRESNI T — DT = A BDMETY, 774/ h TR, FEA U F—
7 =A AIDHCP 5P T RV AL = U= A 25 LET, DHCP b7 — 7V =
A EZELRWGE (Tt 2iE, BHA V=T = A% Ry bT—2 (T8 L T
BE) T b2 ART I AN NTT—H A o F =T oA AT MLRET LT
[IH Y £ A, DHCP BV — hU = A %5 LI E IR, bW ICEEA v 7 —T = A

[l Secure Firewall Management Center & Z R HEE R Y kD —4 EE
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Device Manager % {% /8 L 1= Threat Defense D # X E DT T .

NP T FLRAZRE L, T — MV =A T =S A U F—T oA AITHET DME
BV ET,

X=X T IV EAHOERA L —T A A HBIPT RLAEZRETHHEEIL. 7
THAN KT =R U2 A T —H A Z—T oA ATEF R —EBEDOTF— U= A1 _aﬁﬁbf
< 7Z2&\Vy, DHCP 2 H T 25A1E. DHCP o7 — b U = A Z EFICHRETE 5 L INE
LT, b aRET D2 i%@iﬂ“/\/o

ATYT4 <X —TVxT 7 ER| :@5%#5%&5&7‘:@%%&%%@4 VE—T A AEGETBENMDA S —
T A AERET DY . [T A (Device) 1&EIRL, [ ¥ —7 =A A (Interface) ]
OV~ — @)/7727U/7bi'§1

Management Center |27 /N1 A& %58k 325 & | Device Manager Ol ORI SN EH A,
ATwTE [T/ A (Device) [V AT Li%E (Device System Settings) ][H Y& H (Central Management) ]
[Management Center] [Management Center] [7 /X1 A (Device) ][Z A7 Lf%E (System Settings) ]

[HF9e& B (Central Management) ] [Management Center] DNIEIZER L, [#¢fT (Proceed) | % 7
U v 7 LT Management Center D& B Z 5% E L F 9,

ATv 76 [Management Center/CDOMDEE# (Management Center/CDO Details) | ##% & L 7,

Secure Firewall Management Center & ZEf5HEEry F7—0 &8 [}
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. Device Manager % {# F L 7= Threat Defense D # R E DT T

7 : Management Center/CDO 0) 348

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface

() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLVET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F 72134 A b4 A& f#H L T Management
Center |IZEETEZ 525 A% 1LV (Yes) 1% 7 U w2 L, Management Center 75 NAT D1y

[l secure Firewall Management Center & BRI HEER v kT — G
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b)

c)

d)

Device Manager % {f ff L 7= Threat Defense DR EDT T .

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL[WNZ (No) 1227 Y v
7 LET,

WIF1E D SSL B SALIEE T v RV & 2 DT A ARNSHESL T 2 121%, 2722 TH 1R
FDF 34 X (Management Center & 7213 Threat Defense 7 /34 A) (ZEZEAFE/RIP 7 N
L ZAPBEETY,

[V (Yes) 1 #BIRLEHGE1E, BEEUA2—/ICDODRR FRENPT7 FLREASLE
ﬁ—o
Management Center/CDO &8k ¥ — % E L 7,

Z O F—|%, Threat Defense 7 /3A A Z X5k d % & X2 Management Center C b 157E 3 51T
B AR OBERF— T, B —1L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) . BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2HE DT NA AHEHTEET,

[NAT ID] #4587 & L £ 7,

Z ® ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RVADRERET DG, D7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 25845 Z L 2453 L 9, NATID i
37 LFLATICT 20BN S £7°, ARRCFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEATE EH A, NATID (X, IELWT A AL DER CTHDH 2 & 2 ERT 57
DIZIPT RLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INFET,

ATw 1 [BFEOFRE (Connectivity Configuration) ] Z7%7E L £,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

Management Center/CDO 77 ERA VA —T A RADT VR AT —H A X —T = A
AEERT2HE6. ZOFQDN BRI DA V&2 —T = A SN ET,

[DNS#—/3—7")L—= (DNS Server Group) ] Z+5E L £,

BEED T N—TF % BIRT 250, HLWTL—F2EK LET, 574/~ DNS 7 /L—
71X CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNEE L E T,

Management Center/CDO 77 ERA VA —T A RIZT —H A X —T = A A% IERT

DHEEIL. TORECT =X A —T 2 ADNSH—N"—%FRELET, By N T v

T 4P = RTCHELIZEHEDNS — " —%, FH T 7 4 v 7 IS ET, 7—

Z DNSH#—/3—|F, DDNS (RESNTWDLHE) LB IOA I =T = A &
N2eXa V7RV v—IEHENET, BERINT 7407 T —=F NI 7 47 Dl
FHINRA v 2 —7 = A AfRHTDNS — "—(CHBEF L7200, EEIEMALZbD L

[ U DNS H—_— 27— 7 28R 5 RN H U £7,

Management Center Cl%, Z @ ThreatDefense 7 /31 AIZHIV YK THT T v N7+ —LRE
RV =TT —H A H—7xAADNS P — N—NFEZIE T, Management Center |Z
Threat Defense 7 /31 A& BT 5 &, B —UVKENHERF IS4, DNS h——137 7 »
b7 4 —AFERY —ILBEMENEHA, 7272 L, DNSF&IE % 5 e Threat Defense 7 /3
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. Device Manager % {# i L 7= Threat Defense D #EAZXEDT T

ATvT8

ATvT9

ATv 710

ARETT Ty b7+ —LRERY =2V ETLHE, ZOREICL > Tr—I ik
EMN EEEZ XL E T, Management Center & Threat Defense 7 /31 A& [AH S &5 121d, =
DREIC—HETLHLITDNS 7T v b7+ —LREEZT 7T 4 TITRET D T & 2 BH)
HLET,

F72, m—H/V DNS H—s3—{F, DNS H— =25 TRt S L2581t o R
Management Center CPREF S AVE T,

FMC7O€RAVA—T A RIZEHA LV F—T 24 AERTIEEIT. 20
BHLDNS Y—_— 2R L E T,

¢) Management Center/CDO 7V 2R A B —T =4 RIZOWTIL, (LEOHERE A X2 —
T A AEIERL T EEN,

BHA o #—7 = A AL, Threat Defense 7 /3 A % Management Center |28k L7212,
BHA LA —T 2 A AELEROT =2 A L E =T 2 A ADWTHNCEETEET,

ET

5

EE) A v =T =2 AA ATIHRNWT —H A X —T 2 A AR LIZ5AE. T 741
rl— rZEBMLE9,

AV B =T oA REBBT DT 7 AN M— IRHDH L E2WRTLHLEIICKDDEA v E—Y
MERENET, SMBERRLTZGET. By N Ty 774 F—FO—RELTIO/L— IR
FTTICHESNTWET, BIDA v F—7 = A %I L7285 1L, Management Center |Z4%
T DRNCT 740 Mv— MEFEITHRETH2LERH Y 7,

A o F—T oA ZAZRRN LG EIE. ZOBEICEDRNZ, Y=Yz Z—ED7— b
VA L LTRETDLENDHY 7,

UEE) T XA X —T oA AERIRLIEGEX, [¥4F I v 27DNS (DDNS) DB
/il (Add a Dynamic DNS (DDNS) method) 1% 7 U v 7 LE£7,

DDNS /X, IP7T R L ANEE S 7=84512 Management Center 23 52 21Effi K A A >4 (FQDN)
C Threat Defense 7 /NA AZEFETEX L HICLET, [T34 A (Device) > [V AT LKIE
(System Settings) ]>[DDNS#—t" % (DDNS Service) ] # 2 L C DDNS Zi% & L £7°,

Management Center |~ Threat Defense 7 /3 A Z B9 2 AifiC DDNS 8% &7 5 &, Threat
Defense 7 /34 A, Cisco Trusted Root CA /N> KLy 6§ X TOEE CA OFEEZ B &Y
(ZIBAN L. Threat Defense 7734 273 HTTPS #2072 512 DDNS #—/N—GEB# & MGk T &
5 & 912 LUFEJ, Threat Defense %, DynDNS U E—  API {1k

(https://help.dyn.com/remote-access-api/) Z M9 %54 T?D DDNS #——%HR— K LF
D

YRV T I RACEEA =T = A ZAEMET 555G, DDNSIEVR—FShvEH A,

[##¢ (Connect) &7 U > 7 LET, [BEFAT—H X (Regidtration Status) | %1 7 727 HR v
7 A\Z1%, Management Center ~DY) W KRBT HBIED AT — X ANRFRINET,
[Management Center/ICDOZ %% E DR (Saving Management Center/CDO Registration
Settings) | ® A7 v 7' D%, Management Center IZBEIL T 7 A4 7T U+ — L ZBMLET,

Management Center ~DE] 0 2 % ¥ ¥ BT 58551, [BE#kDOF v &/ (Cancel
Registration) %7 U v 7 LE%, Fv L LRWEAIL. [Management Center/CDOZ $%5%

[l Secure Firewall Management Center & Z R HEE R Y kD —4 EE
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CLI % {# 8 L 1= Threat Defense #)HiR EDEITDTT .

ENDREF (SavingManagement Center/CDO Registration Settings) | D AT v 7 N5 T4 5 £ T
DeviceManager D7 7 77 ¢ RUZAURNTLZE0, LSS, 7ot X T—RHE
1t L. Device Manager (ZF-##E L7256 DA SV E T,

[Management Center/CDOZ #2355 E D& #F (Saving Management Center/CDO Registration
Settings) 1 D AT v 7 DF#IZ Device Manager (ZHft L7 & £I2T 556, £ D% [Management

Center £7=1XCDO & MIEE##HE (Successful Connection with M anagement Center or CDO) | %
AT TRy 7 AHRER S, Device Manager 72> H UK S E T,

8: EEEN

Registration Status

Management Center or CDO

You can now manage the threat defense using the management

center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense ge <

management center configuration

CDO r,'or'figurut on guide (4 to conﬂgure your device.

CLI Z{# FH L 7= Threat Defense #)EAZEDNDZETDTT

Threat Defense CLI IZHEE L CHIMIER EZFATLET, ZHUZiE, By N7 v 7o 4 F—R%&
EHLEEHIP 7 FLA, =V =A, BIOLOMOIERR Yy MU=V BREDIERE
WEENET, FHOEHEA L —T oA A%, MEADOR Y 8T — 27 BEEFORRI A
& T2 A ATY, ¥FX—=V¥ T 7 RRICEEA F—T = A A L2VEEE, RPD
CCLIZEHLTCT =4 A ¥ —T7 24 ZA%RETEET, £/, Management Center {5 D

B4 [E%ﬁb\i‘ﬁ‘o Device Manager Z /] L CHIMIE Y h7 v 72745 L A ¥4 —
T2AABLIOY A=V ¥ TV EA A F—T 2 A ADREICINZ T, HEHOIZDIZ
Management Center (ZH) D F5 % 72 & Z 12, Device Manager T | LT _XTOA » F—T = A
ARERPREFINET, 778 RXA ar b= R =R EDOMDT 7 50 SR EIIREF S
NN EIZEB LT EENY,

388 BRI
Z OFNEIX, Firepower 4100/9300 % (R < X TOET /MIEH SV ET,

Secure Firewall Management Center & ZEIHERE Ry ro—v &2 ]
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. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

FIE

ATy

ATvT2

ATvT3

RTv74

T — LR — "G FRITEHA X —T = A A~ SSH A ffFH L T. Threat Defense

CLICES LET, T 74/ N TDHCP Y —"—MSIPT FLADNEREENET, Xy hU—
JREERERET LIPS, s nkolcary Yy — R R— "2 EHT L 2R L E

7,

(Firepower 1000/2100, Cisco Secure Firewall 3100) =2 > > —/L7K— KX FXOS CLI (285t L &
4., SSH & v 3 > I% Threat Defense CLI [ZE 2 L£7,
a2 —HF—4 admin B LUVVIA Y — K Admin123 Tr 7 A > LET,

(Firepower 1000/2100, Cisco Secure Firewall 3100) = > —/L7R— kT FXOS CLI {Z#5#: L &
T, MIOTEXOSIZu 7 A v Lzt &, NATV—REEAFETLEIROONEST, 2052
7 — K&, SSH O Threat Defense 7 74 NI b H X E 7,

GH) NAY = FRTTIEESNTWT, RNAT—=RBRDNRLRWERIE, 7/ 2%
HAA—VIEL TR —RET 74V MUy NTHMERH D 5, HA
A=A D FNEIZ SV TiL,  [FXOS troubleshooting guidel [3£5E] &M LT 72
SV, FEIZOWTIE, [Reimage Guidel] [#FE] 2L T 72 &0,

&1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

(Firepower 1000/2100, Cisco Secure Firewall 3100) = >V —/L7R— |k C FXOS ([Z#Hi L 7= 355
I%. Threat Defense CLI |28t L £,

connect ftd
% -

firepower# connect ftd
>

Threat Defense ([ZH]O T /A 95E, = Fa—P—F 4w 28E (EULA) [ZHEE
L. SSHES A L CW A AT, BHEE ATV —REEETLIIoCkbonEzd, 20
#%. CLIty h7T v 7227 U7 " RERENET,

[l Secure Firewall Management Center & Z R HEE R Y kD —4 EE
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CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

(6=3) HEEIZ VT (T2 xiX, A A—VEHBERTLHZEICEY) L&D, CLI
Yty h T T U4 —REHVIRTZ LI TEETA, 2L, ZRHOERET
TlX. #%2>5 CLI T configurenetwork =~ > RZEH L CAF & £4, [Threat
Defense Command Referencel] [#7E] S L T 7230,

T 7 4V MEETIZLENZ AT Lizf@n3 B v aNIicFr S 3, URICAN LIZfEE 0 F
FHEHT 2861, Enter L 9,

GE) T B HE =T 2 f AT R X T IV BAZEHMI LIZHEAETH, BHA v
H—T 2 A ADREMEBEINET, &2 T—FA X —T =24 A& LT
Ny P T U=V BHTV—T 4 VT ENDELNT T4 v 71X, T—FA X —
7 2 A ADNS Y — "—T|E7 <, BEHA X —T =2 ADNSH——%fFH LT
FQDN Zfigik L £,

WDHTA RTA BB LTLIEEN,

« [DHCPIRH £ 72 1T FE CIPVAEZ R E LETH] : BHA L Z—T = A ZATERL T —4A
VH—T 2 AR =Ty T 7w AT HG AR, [FE AR L £ T, A
B—=T 2 A AT D2 TFENRNGETH, 774 X—F 7 FLAREDIP T FLA
ERETHVNENHY £, FPA L X —7 oA ARDHCPIZRE SN TV AE, &
MOF =2 A B—T 2 AERETHLITTEEHA, ZHIL, data-interfaces TH
BHYERHHT T 4 hb— RS DHCP Y — S—n 5525 Lz b— T F#EX XN 5 e
YR 572D TT,

[HHA L H =T A ADIPVAT 7 AN ST = N = A B AN BB A —T = A AT
TR T=FA L E =T 2 A A= R =X T 7 R AT 2561, F'—hv=A(%
[data-interfaces] IZXE L E T, ZOREIX, v F—V ¥ T/ AT —F A F—T=A
AU TCHEETXDLIC, NI FL—2 N L CER NI 74 v 7 Bl LET,
YRV TV BEREEA =T oA RAEEHT 5L, B 11 xy hU—7 T
T—h U x2AIPT RVAERETHLENRDHY £7,

e 32y FI—OBHRALERESINSEEBERNVE  SSHTHEH L TWHDIZ, ¥t v
N7 TEDIP T RVAZERT L&, BBtifrsivEd, HrLWIP 7 R R LS
AT — RCHELG LT E SN, oy Y — U8 s 8 A,

[TAA R —JLTEBELE7 ) (Manage the device locally?) ] : Management Center %
T 212X Tno) ZANLET, lyes) &z % &, VT Firepower Device Manager
AT L2 21220 7,

[T FAT T —LE— RERTELFETH (Configure firewallmode?) | : FIMRE T 7 A
T A= RERETHIEEBEO LET, YIIRERICY 74 T U4 —VE—FK
EEETLE, Firar T4 FXal—varPMEHEShET, T A X -T2 AR
YRV Y TIRRAF, N—T Y R T AT VAN EFE— R TORYR—- 3D &
WCHEBELTLEEN,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
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. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ATy TH

End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkk*

Confirm new password: **xkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPve6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:

Enter a comma-separated list of search domains or 'none' []:
If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z @ Threat Defense % & #9"5 Management Center % f5E L £,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

[display_name]

G¥) BT CDO 2 L TWAHEAIE, 2D AT v 7T CDO 4R L 7= configure
manager add =~ > R&FEH L ET,
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CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [E 7 F L A$5E TX WAL,
DONTRESOLVE #fif L £4, £7=. natid bfEE L £3, WD SSL i =5{bid(E
F X XNE2EDT AN AL T 5121, 272 TH 1B EDT /31 X (Management
Center ¥ 721% Threat Defense ) ([ZE|ZFEA[RE/RIP 7 RLARMETY, ZDa~vw RT
DONTRESOLVE Zf5E 7 2 121%, FTID (ZIZRNEFGEZR IP 7 F L AL ITAR A AL
FETT,

* reg_key : Threat Defense % %$#k3" % & % |Z Management Center CHIEET HIEED T ¥
A LBERF—ZIEELET, B8 —1337 LFUTICTH2RERH Y £3, AR CF
i, 3 (A~Z, a~z, 0~9)  BRUOANA Ty () olhdbb £,

enat id : —HOMTELERHER IP 7 RV A EIEA A M BPEE SN TORWEETE,
Threat Defense % &k 3" % & % |Z Management Center ([Z HFEET HIEEDO—BED T X A A
LFEHNERELET, ZOLFH)IEL, Management Center # DONTRESOLVE (Z7%7E L 7=
BEMETT, NATID (Z37 XL FICT 20N H Y £9, AR, 5T
(A~Z, a~z, 0~9) . BLXONA T () RERHY EF, ZDIDIE, Management
Center |28 8T 2D T NA ZIIMEMTEEHE A,

GE) BT — 2 A 2 —T oA ZA%FERNT 5561, BEHIZ Threat Defense &
Management Center D i )7 CNAT ID 28 ET 2L E N H Y £9°,

« display_name : show managers =~ > K CZ D~ X —V ¥ 2 FRT D12 ODERL EIRT
LET, ZOFTvarid, CDOET7 74~ ) v X2 =V v BILUORHEHNOA 713
Z Management Center & L Ciatknll 9 258K H £ T, ZOGIBERE LRWEAE, 77
AT U= MILLTONTNNOTTIEZEN L TErL 2 BEAER L 7,

« hostname | IP_address (DONTRESOLVE & —7 — K&l L 72\ 5E)

* manager -timestamp

1 -

> configure manager add MC.example.com 123456
Manager successfully configured.

1 -

Management Center 73 NAT 7 /34 ADHEZIZH DAL, ROBNIRT L 21T, —FE D NAT
ID &L bloBEF—2 AL, AA ROV IZ DONTRESOLVE #457E L £7°,

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

&1

Threat Defense 23 NAT 7 /31 ADEHZIZH H551%. ROFNRT L IIZ, —EDNATID &
& $ 1T Management Center [P 7 N L A L 721 IAR A a2 AN LET,

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.
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B cu %6 L 7= Threat Defense DR EDEFORET

ATvT6

ATy 717

TIA <YV ~vF—T v & LTCDOZMEH L TWT, 47 L I A Management Center % 34T
IMMEFTBHA 1. 47 L 2 A Management Center % #5& L £,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

51

KOFITIEZ, CDO iz ahiza~ 2 FIZ TCDOJ LW ) ForAziBinL., oMo
7L X A Management Center Z$5E L T\ ET,

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natid56 analytics-FMC

Manager successfully configured.

fEE) ~3—Vx 778 2AHOT—H A F—T =24 ZAERELET,

configure networ k management-data-inter face

ZDW%, THEAH =T oA ADFERN I Xy T —7

BERREINET,

G¥) Toawy REFRATAEEE. 2 Y — AR — "N HEHTALERLY T3, &
BlA X —T 2 A AISSH ZHAT5 &, il si, 2> Y —FR— R
HEHT D MENEL L2550 H Y £9, SSHOFEMMEHFEICSWTIE, RE
SZHRLTLEZE,

ExEITO X Ok sr7n 7k

e

Zoawy ROFEHIZOWTHEH, ROGFEMESRL TS, EEO- DO Threat Defense
F—B A B =T 2 ZADFEHIZHONT 42—=) HEBRLTLLEE,

T =B A B =T A AEEIMEHT 556, TOERRA ¥ —7 = A Z|LDHCP %
AT&EHA, Uy b7 v 7HICIPT RL A& FECRE LD - 2841%, configure
network {ipv4|ipv6} manual =~ > N ZfEA L TRETE DL X 22V £ L, EHA
H—T A X — 7 = A % data-interfaces IR E LR T2 HA1E, 22 TCZpavy
RCHEELET,

» Threat Defense % Management Center (ZiE/19 % & | Management Center (31 % —7 = A
ARE (S B =T 2 A A/ EPT RLA, ZF— T = A ~DFHL— K, DNS ¥—
/3=, DDNS #—s3—72 &) Zfith L TR L £9°. DNS — S—BEDFEMIC SN T
X, WESHW L T 7Z 3V, Management Center CliX, TR —T % 77 E8A A ¥ —
7 = A AR A ZEHE TE £33, Threat Defense & 72 1% Management Center 738 Bl O
ESLEWIT DX O RERZMABRNL I LTS EIV, BN FRr S 256,
Threat Defense (ZIZLLRTO JERH A 185t 9 % configurepolicy rollback =~ > K23 &E v E
R

* DDNS #— R —H 37 URL #5%E 9 % &, Threat Defense (% Cisco Trusted Root CA /32 R
BT RTOEE CA OFFAEZE ABIICIEINT 5728, Threat Defense (X HTTPS #ft
@ DDNS H—/N—ZEE A fRGE T & £9°, Threat Defense (%, DynDNS U E— k API {fk
(https://help.dyn.com/remote-access-api/) #7954 <T?DDDNS #h— —ZHR— KL
£
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CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

Zoa<wrRiE, T4 A X —T 24 ADNS P —NR"—ZFELET, By FT v
7227 )7 T (£7-1% configure network dnsservers =~ > K& L C) & LI2%
BDNS r—_—(F, BE N7 74 v IS ES, 7 —% DNS #—,3—(Z, DDNS
FEESNTWDHA) FRIEIOA v F—T =2 AHEHAEINDIEXF 2V T 4R v—
WHERENET,

Management Center Cl3, Z @ ThreatDefense (ZFHIV 4 TH7 T > N7+ —LARERY —
TTF—# A4 —7xAADNS P — "= E I FE T, Management Center |~ Threat
Defense ZiBIY % &, B—A/VBEDHERF S, DNS— =37 T v b7 4 — AKIE
RNY —IBIMENE A, 7272 L. DNSERIE % 5 Lp Threat Defense (Z% T 7 > b7+ —
LRERY =BV Y THE, TORFEICL> TR —IAREN EEZINET,
Management Center & Threat Defense Z [Fl#] S ¥ 2 121%, ZOREIC—ET 5 L 92 DNS
Ty N T A —LREET VT A TIIRETHI EEBEIDLET,

F72. B—A/L DNS $—3—|%, DNS +— =GR Tl S L7551 D A
Management Center CIREFSNFE T, 72 & 21, BHA VX —T = A AEFEHLTT A
A &% L. & C configure network management-data-interface =~ > KZ2{#H L TF—
A B =T 2 AuRGE LIcYE, FIDREE —HT 2L 512, DNSH——2EZ
N5 OFET T % Management Center CTEI CRET H2MLENRH Y 97,

BHELA ¥ —7 = A AL, ThreatDefense % Management Center (2% 8k L7-1212, HHA >
=T 2 A ZAETNIRNDOT —H A L F =T =2 ZDOWNWTINCERETE LT,

Tty N T T 4P =R THELTZEQDN N DAV F—T = A AEAENET,

aw L RO E LTT NS AREREE 7 VT TEES, Z0FTva iz hy v
FUATHEHATEETN, Pty 7y 70l E OB LN T EEN,

T — X EHE IZ T HITiE, configure network management-data-inter face disable =~
Y REANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl:

DDNS server update URL [none]:
https://jcrichton:pa$$wOrdl7Qdomains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

51

> configure network management-data-interface
Data interface to use for management: ethernetl/1l
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AUB—TA ADEER

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(FEE) BEDODFR Yy N —7 LD~ =T ~DT—H A H—T A AT 7 ERAEHIRL
i‘j‘o

configure networ k management-data-interface client ip_address netmask

T 74N RTIE, TRXTORyY P =BT SNET,

RDBERY
7 /NA A % Management Center (Z %58k L E£ 7,

Management Center £ 23—/ ADEE

A

EE  Threat Defense TEIEH&NHT D VPN b > /L H T Management Center JEFi %2 7" > = L7210

TL 72 &V, Management Center JEFAZ 7' v > 295 &, FURXANIET 7T 4 7L &S,
Management Center & Threat Defense 23U S 4125 AIREMEDN SV £,

ZORWNST AL A% EET L & TP ELS 2D 74 PR Z U Y FIROFETH
WVEIZR 580860 £, ZOFMETIE, ¥+ — ¥ & Management Center 7> & 17— /LT
EHEL, TA AERYNORET S Z & T, Threat Defense % TR DT 7 4 /v MR E
WZU'y hLET, FEMIZOVWTIE,  [Firepower Management Center Device Configuration Guide ]

@ TBest Practices for Deploying Configuration Changes] Z#ZfE L CT< 7230,

Management Center CEEA X —T 2 Af ZAORELZEH LET, A7V a & LTEMDOE
BAH =T 2 A RZAMILTED AN FDHBOA U F =T 2 A@E LY TEE
h@‘o
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Management Center I >3 —J 14 ADEE .

\)

RSN TVDEEA V=T 2 A A LETHEAT T A TERELIEZS, BETT—0
72 O\ T & 205 1%. Management Center 2> Y — /L 7R — MI7 7 & A LT, Linux
TN TH Y N = REEHRET 2MLERHY 3, ZOEAETIE, Cisco TAC (T1H% T
HLENH Y FT,

=)

\}

Management Center @ [P 7 K L 2 %84 5454 1%, Cisco Secure Firewall Management Center 7
INA ARERRTTA R T, Management Center O IP 7 KU AET2IIHR A N EEET D561,
REN—BTDEICT A ACLITHEZER T HLERDHY £7, 1FEAEDEE, BHE
f51L 7 /34 A D Management Center IP 7 R L A £ 72 3HF A MM 2L EHFICHMEL SN ET
N, D7p < L b T3 A% Management Center (ZiE/1 L C NAT ID O A& 5E L7285 A0E, #%
BNHEESLESND LT EEDIC, ZOFAT ZFEITTHLERHY £, MOBAETH.
Management Center IP 7 N L Z 72378 A M Z AT OREICHER LT, Ry NU—27 OET
NEmmbDHZ LR LET,

GE)

NATRAZEY T 4 AT, BEk X7z Firepower 7 /3 ZADEHLIP 7 KL A% T /34 A
@ CLI % 7213 Management Center 2> 5228 L7284, HA [FI#E S, &4 % U Management
Center [ZIFAHE NS VEH A, & ¥ U Management Center b EH D L 212 DI
I%. 2 -2 Management Center D] T —/LZ )Y %2 T, &4 Y Management Center % 7
7T 47 x=y MZLET, BIFET 7 7 1 772 Management Center D7 /A AFEDN— T,
ek I TS Firepower 7 /34 ADEBLIP 7 RLAZEHT LET,

1R BHHIIZ

FIE

o TN ZEBOHAAIZ DOV TIL, Cisco Secure Firewall Management Center 7 734 AL

A RT

T uxTEMATO5E

* NT LAN Manager (NTLM) #@REZfEH 2 7 m X3 R—FIhEE A,

« A= b FA RV AEHEALTVED, ERIEMEAT L TERHLHEIL, TaFs
@ FQDN | 64 LFUNIZT D HERH Y £,

ATFYT1 YRFL () >[#R (Configuration) | Z@R L, WIZ[EPA > ¥ —7 =4 A (Management
Interfaces) | 2R L £,

AT T2 [ —T7xAA (Interfaces) | =V T T, ZETHA L F—T oA AOFIZH 5 [tk (Edit) ]
27V w7 LET,

Secure Firewall Management Center & ZEf5HEEry F7—0 &8 [}


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

Secure Firewall Management Center & & U Threat Defense v F D7 —J DERE |
. Management Center 4 >3 —J 14/ ADEE

Zovs v a T, FIAFRERTRTOAS A —T 2 ANV A NENET, /X —T =
ARAZSIBIZEMTAHZ EIXITEERA,

FNETNOERA X —T 24 RATK LT, LTFOA T a v ERETEET,

«[ANZT% (Enabled) |: &EA L F—T oA ZZHMTLET, T 7 4/ b eth0 B ELA
V=T 2 A IHILIEWTLCIEEILY, ethOf v X —T =2 AZMNELTH ok A
LY £,

* [+ */V (Channels) ]:[EE FNT 7 ¢ 7 (Management Traffic) ] W HNI/2-> T 5D
AVE—=T oA APNFITDRE B 1 OUETT, LEIZSLT, ARV MEHA & —
7 x A RAEFHETE E T, Management Center CRHETEX DA N M U H—T =4 AL
1272 TY, ZThEHRET DL, BB T 7 1 v 27 (Management Traffic) ] F = > 7
RNy 7 A%A7IZLT, A 774> 7 (BventTraffic) | F =y VR y 7 A%A
VOFEFIILTREEET, LBEIUSUT, BEHA VI —T 2 A AD[A XN T T 4>
27 (Event Traffic) | Z#ENCTHZENTEET, WTFNDOEAL, T8 AL, 40
FOBHDA B =T 2 A RIAXRN bEEELEIELET, TOA L F—T = A ADK
7 LTWEGRIE, AN M TF Yy RADRERHIZ o TNTH, BEA ¥ —T 4 X |
TARVIEEELET, A VX =T 2 ALTARY b F v FLEHRTF v RO
FHEENZTHZ LILTTEEREA,

*[E—F (Mode) 1: V7 F— Fz4EE L %7, GigabitEthernet > % —7 = A AT,
BB R TV o—y g VOEZEE L THRBMENARNZ LITER LTS,

« [IMDI/MDIX] : [H#)-MDIX (Auto-MDIX) | Z&E L 7,

« [MTU] : 1280 ~ 1500 O KisiE=~r=> b (MTU) ZiELET, 774/ hE 1500 T

j‘o
* [IPv4 3% & (IPv4 Configuration) ] : IPv4IP 7 KL ZAZREL T, RO LEHLLNEERIRL
\435 —a—o
[AXT 4 v (Static) 1: IPVADEBEERIP7 FLR LRy hYRYVEZTEHTASLE
‘g_o

« [DHCP] : DHCP 23514 v ¥ —7 = A AZFHELET (eth0 D&H)
o [I2%) (Disabled) ] : f%%h IPv4, IPv4 & IPv6 DOl 5 & Mz LAEWNWT L 210y,

« [IPv6 #%7E (IPv6 Configuration) ]: IPv6IP 7 KL AZREL £ T, RO EHL LA REINL
i‘j‘o

C[AET 4 v (Static) 1: IPVEDEEIP7 RLRLIP6DTL T 4 v o REX T8
TADLET,

+ [DHCP] : DHCPv6 #1954 v ¥ —T7 = A AR ELET (eth0 DH) |
o PL—HEI4T (Router Assigned) ]: A7 — b L AHERREEZ AL E T,

o [#£%h (Disabled) ] : IPv6 ZHEZhZ LEF, IPv4 & IPv6 Ol &2 M LIEWLNT K 2
AN

[l Secure Firewall Management Center & Z R HEE R Y kD —4 EE



I Secure Firewall Management Center &5 & U Threat Defense v f D —J DERE
Management Center I >3 —J 14 ADEE .

* [IPv6 DAD] : IPv6 Z AT 5 & 2 [EHET N Ak (DAD) | 2 A%hE 7213
M LET, DAD 245 Z LIk » TH— AR ERO A HEM NIRRT 572
D, DAD (FHENCTHZ &N TEET, ZORELTNLIGEIT. T TICHIY
LBTHNTWET RLANZDA LV F—T oA A THEHAENTWRNWE & 2 F8) T
BT OMERHY £,

ATFv T3 [Jb—F (Routes) |V T T, #AIL— Fa[fatE (Bdit) | (#) 227V v 7 LTHRET DM,
EE A (T 22D v LTBILET,
o7V 7 LTI — T —TNEFERLET,
BMOZEA L Z—=T 2 A ANV E—hk Ry N —=JIZRZET AT, AFT v 7 b— k0
METT, F L b— MM ERGAEIZT OV TIX, Management Center HHA % —7 = A A
roxry hU—7 —F (TX=V) ZZRL TN,

GE) FIFN R NL—FTIE, =72 IPT7T RLAODKREERTE X, HIiM v
H—=TxA AT, WELIEF— bV x2A B F—T A ADFy =T IZHE
T5HZLETHBMIGERIREINE T,

WOBREEAZT 47 — M L THRETEET,
« 564 (Destination) ]: /b— b &AEKT 55606y NV —27 DT FLAZRELET,

s [y b~AZ (Netmask) |E721X[FV 7 1 v 7 AR (PrefixLength) 1: *v hU—27 D
X h<wRA7 (IPv4) £2137 V74 v 7 2K (IPv6) ZRELET,

e[ H—T7 AR (Interface) |: HIVEHA L —T = A ZAEHELET,
[F—hUxA (Gateway) |: 77— bV xA IPT RLAEZHELET,

AT T4 [EAHFE (Shared Settings) ] TV 7T, TRXRTCOA L H—T oA ATHEEINTND Ry b
T—7 WNIA=FERELET,

G¥) eth0 A > % —7 = A A°C [DHCP] Zi&R T 5 &, DHCP — S HfGT 2 A%
EO—#AEFECTHET S N TERIRY 7,

WOIEHREEIT) ZENTEET,

o [/ A 14 (Hostname) ] : Management Center 75 A M4 Z 5% E L9, HA NIk 64
XFEFEHTE, TAT7 7y NERIFHFCHIBB IO T2 0ERHY £, M
TEDLDETNT 7Ry b, BF, AT DHRTT, RAMEEETHEA. syslog
A=V KBS ILHHT LVWAR A ML 2 % 121X, Management Center % FRELHE) L
¥, HEEITSETIE, HTLWVARR D Syslog A vE—VICKBSIVER A,

[ FAA > (Domains) ]: # >~ TCTXY 57z, Management Center DFRZR K A A > 5% E
LET, ZNHDRAA L, a2 K (pingsystem 72 &) (252 2Efi K A A 4 %45
ELRWEEICAR MBS ET, AL AT, BBA 7 —T = ZAE T
A B—=T A AEFATHa~r RTOHR, RS ET,
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. Management Center 324 V2 —J x4 ADERE

ATy TH

ATvT6

ATvF1
ATv78

*[7Z A < U DNS % —/3— (Primary DNS Serve) ]. [ > % U DNS % —/3— (Secondary
DNS Server) ]. [#—3 % U DNS #—,3— (Tertiary DNS Server) ] : fEJCEIEIZME FH S
% DNS — "—%3E L ET,

o [VE— FMEHAR—F (Remote ManagementPort) | : EHXRT A 2L Di@EHDO U £—
F“‘ﬁfi‘l‘ hZ5%E LE 9, Management Center 35 J OVE BRI ST /A A 1%, W7 MO SSL
WS LBEF v v (F7 4L b TEA— b 8305) ML TEELET,

G¥) VAAE, VE-MEHEAR—FET 74V PREDEFICLTEL Z L 45EL<
L TOWET2, BER— Ry FY—7 LOMOEELHEET 256
X BOR—FeRRTE LT, BHA— FEEET L5613, SANOHA
WCIBETOMERHHTRTDT A, ADERR— NELHTLM0ERDHY £
B

[ICMPv6] 81 T, ICMPv6 DR EZEITWVET,

s [ma—IRE Ty MOEEEFF TS (Allow Sending Echo Reply Packets) ] : &= =2 —&%&
Ny NERNELITENZLET, T\ ry N5 2 LT, h—Ev R
BHEDOAREENDIREL T, =a—8E 7y M &2 EICT 5 L. Management Center
DEHA B —T A AT A NEBTIPVO ping ZHEHTE 722720 £,

s BEAEBIEARE T Y FOXEEFFT S (Allow Sending Destination Unreachable Packets) ] :
SESCBIEARGE N NEANELITEDCLET, o0y FEEHICTHI L
T, P—EREREREO AR DIREL £,

[FmXy (Proxy) | =V 7 T, HTTP 7' m ¥ URELE LE T,

Management Center |, 7~— k TCP/443 (HTTPS) L U'TCP/80 (HTTP) TA ¥ —x v hIZ
BT D L OIS CVWEd, HTTP 4 A V= A MEH TRFETE 57 % H—
N—ZfEHTEET,

IO Ry 7 OFHESLEDO o X OBELEESBI L TR,

a) [A%) (Enabled) | F=v /Ry 7 A%FNZLET,

b) [HTTP 71 (HTTPProxy) ] 7 4 —/L FiZ, 7ux v +—DIP 7 L A £/ i35%E4e
iR AL 2 NS LET,
IO RE 7 OFHERIFOEMEESR L T EE0,

c) [A—1k (Port) 1| 74—V FIZ, F— " EZEASLET,
d) [7uXx B (UseProxyAuthentication) 1IN LTS [—F4 (UserName) |
L [NAT =R (Password) ] Z A LT, REEMIEREHELET,

[fR7F (Save) |27 U w7 LET,
Management Center @ IP 7 K L A 2 ¥4 535414, Management Center O IP 7 R L A #2855
T 55 1%, Cisco Secure Firewall Management Center 7 /N4 A% A K T,

Management Center O IP 7 R LA E2IIAR A M AEE T H561L, xEN—BTLH L2127
NAACLICIEZEFT T H0ENH Y 9, 1ZEAEDOEE, EHEHRILT /31 A D Management
Center IP 7 RV AFZIIARA M EETETICHMLSNETRN, Dl b T (2%

[l Secure Firewall Management Center & Z R HEE R Y kD —4 EE
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Threat Defense EIEA V2 —J 21 ADEHE .

Management Center [ZiBJ L C NATID DA ZF5E L2581, ERAFELSND L OIT 5D
eI, ZOZAT ZETTLDMENRHY £F, oA TH. Management Center [P 7 R L
AFTNIHRA N B IR OWRBICHERF LT, Xy NI =27 DTN E @D D 2 & 2R L&
ﬁ—O

Threat Defense B4 V42— J 1A ADEHE

Management Center TDHRRX FEE=(XIP 7 FLADEH

FIg
ATy T

ATy T2

ATvT3

ATy T4

(T A 2D CLI 2T 57 LT) 77351 A% Management Center |(ZiBf1 L7221 DT
WA ZADRA METITIP T RV AZTRET 25615, ROFIEZEEN L CERM O
Management Center DR A MG FE7IXIP 7 RV AZTEICEFTHALENH Y 77,

Threat Defense #BED B FE -
I3 NEYX—V Y T IR T—=H A A —T AR

[T/31 X (Devices) 1> [T/31 REHE (Device Management) | Z &R L £7°,

ERAT L a v B ERT DT A AOBICH D [k (Bdit) ] (F) 270y 7 LET,
AT RALVRBTIE, U—7 RAAL UACWRWEA, VAT A>TV XD X 91
KOBIVET,

[Device] #7 Y 7 L., [Management] 7Bk % F~ L £ 7,

RGAF R Yy LTEEE TS - e, (L) pamae L
X 9: EEEEMNT S

Management ,za

Remote Host Address: 10.89.5.29
Secondary Address:

Status:

Manager Access Interface: Data Interface

Manager Access Details: Configuration

EHROBNMEEZHGITT DL OICROONET, [Yes] &2 Vv 7 LET,
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. Management Center TDRR B FEF=IXIP 7 KLRADEH

Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

(] 2N

B A% & ManagementCenter & 7 /3A AR OGN 7 1 > 7 ZFUFE T, Management
Center 22 H 7 A A THIBRENFEE A,

AT97T5 [JE—FKRAF7Z LR (RemoteHost Address) |DIP T RLAB LA T gD [kh
4 U7 KL A (Secondary Address) | TET —# A v ¥ —7 = A AZEMT25HE) 2k
(e (Bdit) 1 (£) 227V v 27 LTHRA MERELET,

10: 587 FLADKRE

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

ATvT6 [EH (Management) | XA 727Ky 7 AD[)E— KA P KLA (RemoteHost Address) ]
TA— NV RBIOAT a2 U7 RLUA (Secondary Address) | 7 4 —/L K T4
FLITIPT RLAZERL, [RTF (Save) |27V v o7 LET,

TH RN = T I BRAT—E A F—T 2 ZADFEHIZONTIE, E~YX— %
TIRART —H A H =T oA ADHKE (40 —) 2L TN,

11 EBIP7 KLR

Management Q

Remote Host Address: 10.89.5.29

Secondary Address: | 10.99.11.6 ]

ATV T ATAXEZADNC L CTEBREZEEARS ( (W) ) [cLFET,
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BE7 2R 8—T 14 2A0EEN>T—3~0EE |

12: EEEHROFNEL

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

EBT ) ERAVA—T A RADEEBENLT—F~DER

BHHOEHA L —T oA AFEFITTF—F A ¥ —7T = A AH 5 Threat Defense ZFFLTX F
9, 7 /3A A% Management Center |ZiB L72ZIC~v R —V % TV BA A U H—T oA A%E
BT 5550F, WOFIBICH > THEHEA VA —T oA ADDLT =S AV H—T = A ATKBITL
F9, WOFMNBITTHITIE, v R—V X TV BA A X —T oA A% T — X IPHEBIZ
EEFLH (37X—) 2ZRLTIEEN,

BHNOT =2 ~DO33—V X% T 78 AOBITA2 BT % & . Management Center |3 Threat
Defense ~DREMFHICT 0y 7 ZBHLET, 70y 7 Z2HlRT212F, 7—F A4 —T =
A ATYFR =V X T 7R AEEHILET,

WOFIEEZZBR LT, T—HA B —T 2 AT RZ =% T 7 EREZHDII L., ZFOMDN
TR ELERLET,

FIE

RTFYT1 AV E—T =2 ZAOBITEHRIELET,
a) [T/N\1 R (Devices) 1> [T/31 REHE (Device Manageme) |"X— T, 7 /34 A0 [fmtk
(Edit) ] (4) 227V yr LET,
b) [7T/3A A (Device) [>[E# (Management) |7 > a VIZBEIL, [vFr—Y % T/ EA
A4 > #—7 x4 A (Manager Access Interface) ][FMC7T 7 EAA % —7 =4 A (FMC
Access Interface) |O V27 %27V v 7 LET, >

[vXx—Vx TI7E8A A% —7xA A (Manager Access Interface) | [FMCT 7 & A A
K —7 A A (FMC Access Interface) | 7 « —/L FIiZiL, BAEDOER A X —T =4 AN
FoRINET, Voo &7V v 7 LiEb, [T AOEE (Managedeviceby) | Km >~
LU VARNTHLWA U E—T 2 A AZALTToHDH [T —X A H—7 A A (Data
Interface) | Z R L £ 7,
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B c=7rtx108—Tr1z2088N o T—4~DEE

1B3:I4+—P¥% FORBRAVA—T AR

Manager Access Interface 7]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.

c) [f&fF (Save) 127 U7 LET,

T—HAH =T 2 A ATIRZ—Tx T IV ERAEENCT HITIE, HYOFIEEZETT5H
MERH Y FF, [EE (Management) | fEIRICIX, [ R —V ¥ T/ BA A H—T = A
AT —H A H—TxA A (Manager Access Interface: Management Interface) ] [FMC7T 2
YA U H =T 2 A T—H AL H—T A A (FMC Access Interface: Management
Interface) 1 &, [ X —T % 7 7 B ADOFEM : #55% (Manager Access Details: Configuration) ]
[EMCT 7 & 2 D70 : # 5% (FMC Access Details: Configuration) ] 23F /RSN E T,

14: 33— %THO 1R

| Management s
Remote Host Address: 10.10.1.12
Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

[#55% (Configuration) 1 %27 Vw27 35&, [vR—V X7 27 ®A -HKOFEM (Manager
Access - Configuration Details) ][FMC7T 7 & A - # %DM (FMC Access - Configuration

Details) ]| A 70/ Ry 7 ANEEET, [vF—Y ¥ T 27 EAE—F (Manager Access
Mode) J[FMC7T 7 & A%E— F (FMC Access Mode) |1, BEIMREIREZ RL TWVET,
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ATvT2

ATvT3

ATv74

ATvTh

ATvT6

ATy T17

ATvT8

BE7 2R 8—T 14 2A0EEN>T—3~0EE |

[7734 A (Devices) |>[7 73 A& (Device Management) ]>[A > % —7 =A A (Interfaces) ]
>[ELA X — T = A ADfREE (Edit Physical Interface) |>[~F%— ¥ 7 7 A (Manager
Access) ][FMCT 7 A (FMC Access) | X—Y T, T—HA A —T 2 ATHOIHX—T %
TIBAEREMZILET, > > > >

X=X T IR ODN—T vy R T—H A FA—T A AT T arobeh o ZY
AV E—T A ATENCTEET, TNHDA L F—T oA ANLHTE IP T RLATRE
WCHERR &L, BRI TV D Z L 2R L TS IEE W,

TLRMEDT-DITE N o F V) A B =T 2 A ZaMEHT 25813, RERBIWERIZSOW TR
RFR—=VNXT VAT —HA =T =2 ADHRE (40 2—2) 2ZRML TSI,

(EE) A v #—7xA AXZDHCP T 2551%, [T/AM4 X (Devices) | > [T/ RE
¥ (Device Management) ] >[DHCP] > [DDNS]<—"C Web % A 7 DDNS F XA H L
j‘o

DDNS (%, FTD ® IP 7 N L ZA A E 72354 |2 Management Center 23552 EAf N A A 4
(FQDN) C Threat Defense (ZEZETX 25X HICLET,

Threat Defense 237 — % A > % —7 = A A %4 L C Management Center (Z/V—F 4 ' 7/ T& 5 Z
EEMERLET, MBS U T, [T3 A (Devices) |>[7 /31 A& E (Device Management) |
>[v—7 17 (Routing) ]>[AF T (v 7 /L— | (StaticRoute) | TAHXT v/ /L— K%
BiMLES, >>>

UEE) 77 v Fh 74 —LFERY —TDNS L, [T/\M4 X (Devices) 1>[FTF v +
T A—LEEE (Platform Settings) 1> [DNS| CZ D7 /31 AZiH L E7,
DDNS Z i 4 2 5AI1E DNS NSLE T, B¥ = U T 47K Y 2 —CTFQDN |Z DNS #fH45
ZEHTEET,

TE) 77y b7+ —LRER) O —TCT—H A X —T =2 ADSSHEHZL, [T\
14 R (Devices) 1> [T v b 7+—LERE (Platform Settings) |>[EF 217 /L (Secure
Shell) | TZDOTFT A R ZwH LET,

SSHIZT —H# A v X —T =2 A ATT 7 4V h THINZ/2 > TR =), SSH % {# ] L T Threat
Defense % FHT 25615, FHSRPICEHFRITHOLERH Y 7,

REEHZRALET,

Management Center (X, BAEOEH A > X —T 2 A AZ N L TREDELZREHLET, EH
B, T—HAE =T 2 A MM TE DL DT E LR, EFBEAOTOF BT 7
TATREETT,

Threat Defense CLI (TXiUEa VY —/LiR— b)) T, HWIP 7T FLAZFHTL LI 1T
BEHA LA =T 2 A AEREL, T—H A H—T 2 A AFERTHEIICTF— T =1 %K
FELET,

configure network {ipv4 |ipv6} manual ip_address netmask data-inter faces

- ip_addressnetmask : FHA ¥ —T 2 A AEMHTHTEIZH D FEAN, F'—F U= A
[T —H A H—7 x4 A (data-interfaces) [ICRRETEHL T, T4 X—=FT KL
AR EOHBIIP T RUAZRET DMERH Y £ (ROEFEZELSH)
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B cs70t2005— 0142088, 57— ~OEE

ATvT9

ATv710

ATy

[data-interfaces] T 2 MERH DT 7 4 /L b /b— MME, DHCP — N—nbH5fF Licb—
FCEEXINDAHEEND D720, DHCP XA TE T8 A,

« data-interfaces— Z DR ET, R =V ¥ T I BVAT—HX S L Z—T = A ZA%#E L TH
ETEDLIEC, X"l T V= BN LTERNT 7 4 v 7 Bl LET,

EHA =T A ADX Yy M=V REEEELTHE, SSHE v v a BUiEn s 720
SSH #fe DbV Icay Yy — R — b &flAT5 2 L 288D LET,

MG T, T—H A ¥ —7 =4 AD Management Center |Z 2|3 T & % KX 9 |2 Threat Defense
Dr—T NV B LE T,

Management Center C, ‘EHHE A2 M L, [T/ N1 X (Devices) | > [T/\1 REHE (Device
Management) ]>[7/34 X (Device) |>[EH¥ (Management) ] &2 = > T Threat Defense
D[V E—FKRRXF7 FLRX (RemoteHost Address) [IP7 RL AL AT v arp[kh &Y
7 RL A (Secondary Address) ] Z®# L T, #ka HEANLET,

Management Center CORA MG ETILIP T RLADOHEH (31—) 2L TSN,
Threat Defense % Management Center (2381 L 72 & X (Z Threat Defense 78 2 b 44 & 721X NAT ID
DHEER LTSS, A ERT 2 0ETIH Y T, 7220, #ia HidT 212, &8
Bl N L T HEANIT HLENH Y £7,

BRSNS ST Z L R L E T,

Management Center C. [Devices] [Device Management] [Device] [Management] [Manager Access -
Configuration Details] [FMC Access - Configuration Details] [Connection Status] ~X— 7 C& Lz A
T AR LET,

BWHEHGED AT — X A% FKw9 521X, Threat Defense CLI T, sftunned-status-brief =~ > K
AN LET,

WDAT =B AZ, T—HA =T A ADPRPED LT Z L &R L, WEO [tap nlp)
A VB =T oA AER LTVET,
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RR—Sw FUERAVA—T 1A RET—AnLERIZEETS ]

15 ERAT—4 R

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

y 23 22:55:01 2022 UTC

s with peer went down

Close ‘

HEEOFRESIAZ 10 57LL B DAL, #D NI TNy a—T 4 VI EITOMENH Y £
T, T—HAA L H—T 2 ATOEHEGDO T TNy a—T 47 (61 =) ZHEL
TLTIEEW,

RAE—OX TIOERAVE—TIAREZT— 3N BEIZEET S

HHOERA X —T 2 A AFET —X A X —T = A A5 Threat Defense #EH T F
7, 7 /34 A% Management Center |ZiIB L7 I~ X —V % T/ ®BA A U F—T = A%
BT 55613, WOFIEIESTT —F A X —T oA ADLEIA LV H—T = A4 ATHBITL
4, WOHFMIIBITT IR, BET VAL Z—T oA ADEHENS T —F ~DEH
(33 =) ZZMLTIEE,

T A INBERADY X=X T 7B ADOBATE LA % & Management Center /% Threat
Defense ~DEFRAMICT 0 v 7 Z@M L Ed, 7v v 7 Z2HIBRT 212, T4 —T =
AATIF =X T 7R AN DMENH Y £,

WKOFIEEZBR LT, T—HA B —T 2 AT RZ =% T 7 EBRAZMEHI L., ZOMDN
B ELERLET,

FIE

ATFYT1 A F—T 2 A ZADOBATEHBLET,
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Secure Firewall Management Center & & U Threat Defense v F D7 —J DERE |
TIARET—EANLEBERICEET S

[T/34 R (Devices) |>[T/\f X&EHE (DeviceManageme) | X— T, T34 A0 [fte
(Edit) ] (4) 227V y7 LET,

[T /34 A (Device) > [&# (Management) |7 > a VIZBEIL, [vr—Y % 77 A

A > #—7 x4 A (Manager Access Interface) ][FMCT 7 EAA % —7 x4 A (FMC

Access Interface) |V 27 %27 Vv 7 LET, >

[vFX—V % TI78A A% —7xA A (Manager Access Interface) | [FMCT 7 & A A
#—7 xA A (FMC Access Interface) |1 7 4 —/L RiZiZ, BEOEH A o X —T = A AN

BrRIhET, Vo7& 270y 7 Lieb, [T ADOEH (Managedeviceby) ] Kz~
U VARNTH LA U H—T 2 A AXA T THDL[EEA ¥ —7 = A A (Management

Interface) | 2N L £7,

16: 32— % TIORRAE—TTA(R

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface -

Switching the manager access interface from Data to Management causes the deployment
to be blocked. To unblock the deployment, ensure none of the data interfaces are set for
manager access. See the online help for detailed steps.

[fRTF (Save) 1227 U w7 LET,

BHA L H =T 2 A AT X=X T 7 BEAZHNCT HI21E, RV OFIRETET T 54
ERH Y ET, [FHE (Management) | FEIKIZIL, [vHF—TV ¥ TI7EBA S X —T = A

A EHA v Z—7 = A A (Manager Access Interface: Management Interface) ] [FMC7 7 &
AL B =T A EFEA L H—T A A (FMC Access Interface: Management Interface) |
L [FR—TU X T 7B ADFE - A5 (Manager Access Details: Configuration) ][FMC7 27
T ADFEM : #EAK (FMC Access Details: Configuration) ] 23 /R SV E 9,
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ATvT2

ATvT3

ATv74

ATy TH

ATvT6

CHR—TN TIERAVE—T A RETF— A ERCLEETS

R 17:I%x—Px¥THO 1R

Management s
Remote Host Address: 10.10.1.12
Secondary Address:

Status:

Manager Access Interface: Management Interface

[#p% (Configuration) 1 &7 U v 7 325&, [vX—T v 7 7 A -HEROFEM (Manager
Access - Configuration Details) ] [FMC7 2 & A - #k D FE# (FMC Access - Configuration

Details) | # A 7027 Ry 7 ZANAEET, [vF*r—Y ¥ 7T 7 EAE—F (Manager Access
Mode) ][FMCT 7z A% — K (FMC Access Mode) ] I%. EEIREIRIEZ KL TWOET,

[T/31 R (Devices) |1>[T/\1 REHE (DeviceManagement) | >[4 Y2 —T x4 R

(Interfaces) | > [¥EB4A > 2 —7J =4 AD#wE (Edit Physical Interface) | >[XR—C % 7Y
X (Manager Access) | X—V T, T—H A X —T 2 A ATOTF—T % T 7 A%y
IZLET,

ZOFIECE Y, BEKOT 0y 7 BHIBRSNVET,

FEToTWRWERIX, 77y M7+ —LARERY —TT —F A X —7 = A AD DNS

REEMER L, [T/NM R (Devices) |>[FTT v b T+ —LERE (Platform Settings) ] > [DNS]
TZOF A RTHEHALET,

TR A UHE =T 2 A ATV X =V ¥ T 7 &A% 827 5 Management Center JEBH TlZ, 7 —
TV DNSREDHIRENE T, TDODNS Y — =0T 7 & Z/)L—LD FQDN REDOEXRY
T 4R —THEHINTWSYA1E, Management Center % 3 ] L C DNS 3% /€ % fJ# H 9%
WVERH Y £77,

REEFZRALET,

Management Center |%, BEDT —H A L X —T 2 A A% L THEOEHEZRHLET,
MBS CC, BHLA ¥ — 7 = A XD Management Center |23 T X % X ) 2 Threat Defense
Dr—T7 NV E gL ET,

Threat Defense CLI T, #HIP 7 RL A F 71X DHCP ZfiH LT, A L Z—T = A ZADIP
T RVALEF— b = 2RELET,

RO~ X —x TV R AADOT =2 A =T 2 A AEFE L&, B~ = A1
T—HAUHE =T 2 A RATRESNTWE L, 22D, Ry 7L —VRETEH NS
T4 I PBIESIN, SRV X TI VAT A =T =2 A& L N—T 4T T
kR ELE, 22T, BHEXY NI LD —F U2 ADIPT KL AEHRET
LDUBENHY FT,

ARAT4 VI IP7RLR:
configure network {ipv4 |ipv6} manual ip_address netmask gateway _ip
DHCP :
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B isvr—svroermT—s108—T 4 R08E

ATy 71

ATvT8

configure network {ipv4 | ipv6} dhcp

Management Center C, EHEHG A M L, [T/31 X (Devices) 1> [T/314 REHE (Device
Management) ]>[7 /34 X (Device) | >[E¥ (Management) ] 2~ = . C Threat Defense
D[ E—FRR L7 FLR (RemoteHost Address) |IP7 RLAZHEH L TA v a D[k
J1% YT R A (Secondary Address) ] ZHIBRL ., #fia HEANILET,

Management Center TOHRA M ETIXIPT RLADOEH (313—) 2L TSN,
Threat Defense % Management Center (2B L 72 & & (Z Threat Defense A8 2 b 44 & 721X NAT ID
DHEFH LT HAIE, 2 EHT 24830 A, 2L, B miT I, &8
Bt BN LT HEANCT DMERH Y £7,

EHES ML SN MR LE T,

Management Center C, [7/3A Z (Devices) ][7 /31 A& B (Device Management) ][7 /31 A
(Device) ][ ¥ (Management) |[AT —# A (Status) | 7 4 —/b R CEHEAT — 2 X %
789 57>, Management Center CilHAF R LET, > > > >

BWHEHGD AT — X A% FKx9 521X, Threat Defense CLI T, sftunne-status-brief =~ > K
AN LET,

PR OFMENLIZ 10 LA B D551, Bl N T TNy a—TFT 4 VT ETHOLERH D F
Ty T—H AL H—T 2 ATOEHREFREO VT TN a—T 007 (61 X—) HML
TLTEEWY,

MEIR—N T IO CRAAT—R3A3—T 214 ADKE

FIE

ATy T

VYRV XDT I RRCT =LA B —T =2 ZAEGERTHHE, TIA~ VA E—T = A
AWE T LGB BB D S LD, B F VA =T o A AR TEE
To BHHEVA L E =T oA XN DIETHETEET, 75 AL, SLAE=X) VT %
EHALT, AR¥T 4 v 7 — hOFETIRENE BHOA ¥ —7 = R ETECMP Y —
ZEWL, BN 74 v TlRIITDA L F—T 2 AMEATEDL LT LET,

1R8O BRI

BB HNVA U H =T AR F, TIATV A H =T 2 R LFHOEF2 T 4 —
VIZHDMERDHY T,

e T TAR VA UH =T 2 AZHEHEINDD LRI LT R TOEMENRE D Z ) A o H—
T oA AZHEBAEINFET, EHOZ OO Threat Defense 7 — X A X2 —7 = A ZADfEHIC
DNT 4X—) LTI,

[T/814 R (Devices) | > [T/ 1 RE&HE (DeviceManageme) |3—C, T /34 A0 [ftk
(Edit) 1 (#£) 227V v27 LET,
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REYA—Sv 70w AT—44v8—7 11 208%E [

ATFYT2 BH L ZIVA L E—T 2 ADF =% T VB AEZEMMLET,

ZOREIF, A E—T A ADAME, LHIOHRE, EX a2 VT 4=V OFRE, AT v

7 IPv4 T RV ADBGER EDIERED A F —7 = A ARTEITIMATHT DIV E T,

a) [13—T x4 R (Interfaces) | > [MEA 2 2—T 4 AD#wE (Edit Physical
Interface) 1> [¥H—2 v 7YX (Manager Access) |# iR L £,

b) [ZDAHF—T x4 A LOERE~F—T X IZk L THIZT 5 (Enable management on
this interface for the Manager) | Z4 2 LE T,

o [OK]ZZ U v LET,

ELEDA B —Tx2—AL, AV H—T A A A N[ (F—Y 7T Z7+EA (Manager

Access) ) | EFERINFET,

18:423—T (A A)RX b+

Interface Logical Name Type Security Zones
@ Diagnostic1/1 diagnostic Physical
@ Ethernet1/1 (v outside Physical outside
Ethernet1/2 Physical
Ethernet1/3 Physical
Ethernet1/4 Physical
Ethernet1/5 Physical
Ethernet1/6 Physical
Ethernet1/7 Physical
© Ethernet1/8 redundant Physical mgmt

RATv 3 [EF# (Management) |REICEH XU T RLUAZBMLET,
a) [Device] #7 U v 7 L. [Management] ik % &~ L £ 7,
by [1Z227Yyr LET, [k (Edi) ] (£)
19:E8B7 FLADRE

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

c) [&¥ (Management) | XA 72Ky 7 AT, [EA2% V7T KL A (Secondary Address) ]
TA—V ROARTERIZIP 7 RLAZEELET,
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B ris~x—or70e2RF—8108— T4 208E

20:EEIP7 FLR
Management Q

Remote Host Address: 10.89.5.29

Secondary Address: | 10.99.11.6 ]

d) [R%E (Save) 127V v 7 LET,

AT T8 WHDA L H—T = A ATECMP Y — 2 Z{E% L £,

a) [Routing] #7 VY v 7 LET,

b) EL—F Ruey X orht, 743 VA0 B =T oA RERVDUF VA H—T =
A ADFET DB —F 2RI F T,

c) [ECMP] %7 UvZ L, B (Add) 127V v7 LET,

d) [4# (Name) ]2 ECMP V' —> D4 HEiE# AN LET,

e) [EHPHREZ2A > #—7 = A A (Available Interfaces) | R 7 A TT T4~ BLNED
VA E—=TxA A2, BN (Add) 1227V v 7 LET,
X 21: ECMP *J—> MiEhn

Add ECMP 0 X

Name

redundant-mgmt

Available Interfaces Selected Interfaces
outside i
redundant i
Add

f) [OK]ZZ YUy Z L., [fR1F (Save) |27 U2 LET,
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REXHF—Uv 7o AT—8108—71120%E |

ATYTS MDA H =T 2 RATEIRA DT T4V AET (w7 — F&EEML, W7 TSLA
NI ox o T2/ LET,
N—HMIF— P2 ZRWCRI—THDI L, BEOWEOA M) v 7RI THDZ LN
FECT, TTIA~VA U H—T oA AT, WMEFRERT 7 4L bb— BT TIZHFAELTH
HVENH Y £,

22 : Add/Edit Static Route

a)
b)

Edit Static Route Configuration 2]
Type: e IPv4 IPv6
Interface™

outside v

(Interface starting with this icon [&signifies it is available for route leak)

Available Network C' - Selected Network
Q, Search Add any-ipvd ]
10.99.11.1

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway

10.89.5.1 v | 4+
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:

v+

Cancel m

[Static Route] 227 U v 7 LET,

[/b— h%BH (AddRoute) %227 U v 7 LTH LWWL— FZIBINT 50, BEFED/L— b
OHAIX [WE (Bdit) 1 (£) 227Uy 7 LET,

[f > —7xAA (Interface) | KR v T X T VA NNL, A F—T A A%ERL
9,

SRy hU—27 L LT, [(EHAREZR * v b U —7 (Available Networks) ] 74 v 7 A/
O [any-ipv4] Z@#IR L, EMN (Add) 1227V v 27 LET,

TI7HNV D[ — U= A (Gateway) | Z A LET,
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)  [—hF T % (Route Tracking) ] DHA. Add (1) %2 U v 7 LTH LV SLA
T —FT Vs MEBEIMLET,
g) WaEEGLMNERRT A= 2 NN LET,

* Management Center IP 7 KL 2 & L TP [E=4—7 KL A (Monitor Address) ],

« AT REZ Y — > (Available Zones) D7 T A~ U £72i3vh o XV EH A L X —

Txz—ADS =, T2 z21E, TIA~V AV H =T =2 AFT V=7 MTIER
SV HEERL, BEH AV A E—T oA AF Ty MIUTER Y — 28R
LET,

23:SIAE=42—MiEMm
New SLA Monitor Object Q

Name: Description:

mgmt-secondary

Frequency (seconds): SLA Monitor ID*:
60 2
Threshold (milliseconds): Timeout (milliseconds):
5000
Data Size (bytes): ToS:
28
Number of Packets: Monitor Address™:
[ | 10.89.5.35
Available Zones
Q, Search Selected Zones/Interfaces
:
outside
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ATvT6

F—BA U E—T A AEBAOY R~ T T o e A0RMEETT S ]

h)y [PR1F (Save) 1227 VU2 L, Pb— k7 v* 7 (Route Tracking) ] Ku v 7 &7
UARNT, fERRLTZSLAA 7 V=7 FE@IRL 7,

i) [OK] %7 U w27 L, [##fF (Save) %7 U v 7 LET,

i) MOEHA LA —T 2 ADT T F )V b — MIOWTZOFIEZ#H YKL £,

HRROEFZRALET 2R TIEE0,

Z OBERED ERAIZ ISV T, ManagementCenter [FEE T 7 4 vV HOEB DXV A F—T =
AREAENCLET, ZHUTiE, EE T 7 4 v I B@EORT — %A o F—7 = A ATHET
HI=0DOHEERSNZR ) = _R—=ZAD)—T ¢ TRENEG £ E T, Management Center
I%. configurenetwork management-data-interface 2~ > RDO2FEH DA VA X L A HERH L E
o CLITEN S Z VA =T 2 ZAZmETDHE. ZOAN I =T 2 A ADRAET (v
7 JL— K% Management Center TOARETZ D720, F'— "NV =AZHELTZD, T 74V
M= BB LY THZLIITEETA,

T—RBAEA—D A RAEBADIRA— YT ADEMERTT S

5 )LDY R — b : Threat Defense

HHOERA 72— T = A4 ZA%MEHT 5V 12, Management Center F BT —H A > X —
7 A A& T 541X, ManagementCenter C7 /NA ADA X —T = AL Ry NT—7
DRECEET D LT e T L2V E ) ICERLET, 7N ADT =4 A 2 —T =
AARELZD—NNTERTHZ L TEET, ZDOHEIEL, Management Center TEALH D
KB FECHETLIMNERNDH Y £7, [T/314 A (Devices) |>[7 /341 AEH (Device
Management) ]>[7 /34 A (Device) |>[&# (Management) |>[~F—T ¥ 7 7 & A - {5k
#F#0 (Manager Access - Configuration Details) | [FMC7 7 & & - fpkiffll (FMC Access -
Configuration Details) | %A 7 & 778 v 77 A%, Management Center & Threat Defense = — 7
IR TE DM OF JE BRI DT DITHELHES, > > > >

. Threat Defense %4 Management Center (ZiBA19 2 HiflZ, Threat Defense D FIHIEKE D —ER
LT R—V Y T I BARAT—H A H—T = A A%HK L £7, ThreatDefense % Management
Center (ZiIBI9 5 & . Management Center |31 > X —7 = A AHRKE (L HX—T = A A4 L IP
T RLVAL =T A ~OF#L— b DNS¥—3— DDNSH— 3—72 L) ZHg LT
FFLET, DNSH——DGaE, BTt Shzhe., #lde —aickiEFsnEz 7,
7272 L. Management Center O 77 v b 7 3 —AFKER U —IZIZBMEINERA,

Threat Defense % Management Center |Z38J1 L 7%, configurenetwork management-data-interface
o~y R&EMH L Tr—%4 /LT Threat Defense DT — X A X —7 = A AEREEET D &
Management Center 38 8 & #& 1 L. Threat Defense ~D % 7 7~ 7 L %7, Management
Center [, AT OWTNDHFIEZMEH L THEAROZEE ZRMLET,

« Threat Defense ~@ /&R, Management Center D JEF DORIIZ, HEROEREZRH L TT 71
A ZiFIE LET,

S 5 =7 = A 2 (Interfaces) ]5— 0 [ (Syne) 1K v,
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T—AAVA—T A REBADIYR—C v T CRADEMERTT S

[TR—T X T 7 A -BROFEM (Manager Access - Configuration Details) ] [FMC7T 7 &
A - FERROFEH (FMC Access - Configuration Details) | 4 7 1 77K v 7 A0 [FHT
(Refresh) | A% >

Ty 7 ZHIERT A, [ =YY T 7B A - fEGEM (Manager Access - Configuration
Details) [[FMC7T 7 & A - # %M (FMC Access - Configuration Details] %1 7 & 7' 7R v 7 A2
)L, MR (Acknowledge) %7 U v 7 T 243N H Y F£9, Management Center 3% 7E 1.
KA1 BAKEIZ Threat Defense OF% Y DG+ 2% &4 FEE LE T, FEHOHIIZ Management
Center DX EX FEITEET H2LERNH Y £,

XA Ta TRy I AT HUTFTOR—U BB L TN,

e

axX ;&

Management Center 33 X OF Threat Defense O~ R —V v 77 B A T —X A X —T = A ADKE
bt a2 F#oR L ET,

K OFE, configurenetwork management-data-interface =~ > K73 Threat Defense |2 A7) S 41
7z Threat Defense DEAMGEMZRL TWET, B 7 DONA T4 ME, HERTHERLIZLO
@, Management Center D% & —E L7254, Threat Defense OREELNIHIFRS D Z & %2R
LTWET, HED/ A T A ME, Threat Defense TEE SN HMMEZ R L TOVET, FEO/N
A A Mi&, Threat Defense (ZiBM & DR Z R L TWET,

Manager access - Configuration Details 2]

Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values

accordingly.
Configuration CLI Qutput Connection Status
—
Last updated: 2022-09-02 at 20:35:58 UTC [ Refresh ]
Configuration on Manager Configuration on Device
~ 4. Ethemet1f1 -
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPv6 Address 10.89.5.29/26
Static Route Configuration
IPv4 Gateway 10.89.5.1
IPVE Gateway
~ 5. Ethernet1/8 3
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

Management Center TA V% —7 =2 A AZRE LIZHEDOZDO_X—TOFHEZLLTFIRLET, A
VE—T oA AREN L., BT DAL TFA EPHEEZTWET,
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FAALA—T 1A REBAOYA—Sr T R0RMERTT S [

Manager access - Configuration Details ]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Last updated: 2022-09-09 at 07:10:54 UTC [ Refresh ]

Configuration on Manager Configuration on Device
Web Update Type 5
~ 4. GigabitEthernet0/0
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
IPv4/IPvE Address 10.89.5.289 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1
IPv6 Gateway
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

‘ Close |

CLI

X =Y TIBAT—H A Z—T oA AD CLIEKEFERLET, Zhid. B2
CLIIZHHE L TWAGARITENL L ET,

B 24:CLIKA

Manager access - Configuration Details 7]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

Name of the I

Close ‘
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B 75—z z8BROY*—Sr T/ LRORMERTT B

BHRAT—4 R

EHEHA T — 2 ZAOFRROBNL, EPEH Tl &kt E P Tmanagement0] 1 ¥ —7 = —
APMEH SN TND Z AR LTVET,

25 AT —2 R

Manager access - Configuration Details (7]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Qutput Connection Status
—

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

cted to '10.89.5

Close |

RDOAT =B AL, T—EA U H—T 2 ADFEHEBEN LT &R L, WEO Ttap nlp)
A B =T 2 A AR LTVET,
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Threat Defense &1 > % —7 4 20 e TOZE [

B 26: AT —2 R

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
[

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘

20 REOBEGROM NP Z IR LET, ET7 Frxro [HHdk] FHen— he— Mg
WARFITRSNTHER A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

T TIRBEDBERDOH NFIERITRLET, ET7F ¥ en—hbE— MERNRFERIN T
ij‘o

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense A 32— x4 ADCLI TOZEE

CLIZMH LT, BHARTNNA ZADERA L XA —T oA AOHREXEF LET, ZNHDH
ED%L T, Pty b7 v 7RRICERESINTZHDOTT, ZOFNEIIHED 2 LT, FNHDOFK
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B hreatpetense A L5 —T x4 20 CUTOZEE

TEEAERTE, ILICHRTEEZBEBNTEET B T L THR—=FEINDGEICA X AV
H—T 2 ZAEHIMT D, AET 47 A—bEBENTS) ,

\}

GE) Zobvyrix, SHEHEA VX —T oA ACHEAINET, bV, BEAOT—% 1
B —T 2 A RAERETDHIELEHTEET, 2O H— 7I4X®x/k7 JRELELT
550 1%, CLI Tlid7e < Management Center N TIT 95 BN H Y £, UM S 7o BB &
NoGTNY a—T 4 7T BMENH Y, Threat Defense THEHELZ T T 5 MLEND D561,
EHLCHE & 415 Threat Defense 77— % A X —7 = A AD CLI TOEFE (57 %—) %5
LTS IEEN,

Threat Defense CLI D FERIIZ-DUWNTiL, Cisco Secure Firewall Threat Defense =~ > KU 7 7 L 7
A HBBBLTLIEE N,

GE)  SSHZMFEHAT AT, EEICEHA VA —T o2 AEEEZNMZ TS, ko7 —TCH
%ﬁfg@<@5t\7A42®://—wf—b«@?ﬁtxﬂ%%ﬁ@@iﬁo

GE) TS RAEHIP T FLRAEZETT 55415, configuremanager add =~ K (FrLw
Management Center D1 (67 ~—3) ZHM) ZMH L TTF /A 2 DYWL ERFIZ Management
Center %57 L 72 51EIZ)& UC, Management Center #55eIZ BT 2R DX 27 B L TL 72
é l/\o

cIP7RLR—-TF79 3 %L, BIEREERIPT N L A% L T Management Center % ¥
E LTS, EEES IR % ICH B SN E T, HROFRMZHESE T 2720
|2, Management Center [(CRRINDT NA AP T RUABLEETLHZ L AL ET,
Management Center TOHRA M ETIXIP T RLAOHEH (31 X—) 2L TLE
SV, TOT 7V avid, EROEMN 2 mE(ET D OIS, F  BlEARER
Management Center IP 7 F L 2 Z5E L7z %6135, L FO NATID OFIHEZZHR L T2
S,

* NAT IDDH : Ef & FENTHEMIL, NATID O A% f#H L T Management Center % 75! L
256, ERITABNICHEM. SNET A, Z DA, Management Center TORA R4
FRTIP T RLAOFEH (31 ~<2—) 12> T Management Center D7 /3 A A4 [P
T RLVAZEELET,

[l Secure Firewall Management Center & Z R HEE R Y kD —4 EE
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Threat Defense &1 > % —7 4 20 e TOZE [

\)

FIE

ATy T
ATv T2
ATvT3

GE) A TATEVT A HALTIE, B8RS Firepower 7 /34 AOEBLIP T KL AZT /34 A

@ CLI % 7213 Management Center 2> 528 8 L7254, HA [A#itc &, &4 % U Management
Center |ZIZEEN KM I N EH A, £H % U Management Center b FH S5 K 9127 51T
IZ. 2 -2 Management Center Dff] Tr— /L&YY B2 C, &4 4% VU Management Center % 7~
7T 4 7=y MZLET, BIET 77 1 772 Management Center D7 /A AFELDN— T,
Bk AT D Firepower 7 /3 ADEHIP 7 RV AZET LET,

48 HHEIIZ

« configureuser add =~ > FZf ] LT CLIIC T 7' A L ARER 2 —W — T 7 k&R
TEET,

A=) W= b, £ESSHAZHEM LT, 7734 A CLLICH R L 7,
BHEDL—YF—4 LA T— T s A LET,

(Firepower 4100/9300 O ) 2 FHDOEHA L H—T oA A A XV FERA VX —T =1 A
ELTHMZLET,

configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

BN 74 7 HOEHEA U H—T oA APNFIZLETT, T A2 FEOEFHEA
B =T 2 A APRHDLIGEIE, AXVNEA NI 7 4 v 7 IR L TEDAS 2 —T = AEH%)
T D EMTEET,

Secure Firewall Management Center 1 ~X> hEHA ¥ —7 = f AFEHRF ¥ RXNVD T 7 4 v
VEZTANDZERTERNDT, TRAAANRNY N A F—T =2 ATEHF ¥ XV %
HUZHEZNIZ LT 72 &0,

MBS T CL configure network management-inter face disable-events-channel =< > K% {#i [
LTAASVEBEA X —T 2 A ADA XY MEEHZTEET, WThOLEL, 754 &
X, AR NDBDA B =T 2 A ALETARVFEEELLIELET, ZOAME—T =
AARE T LTWEGEIE, AN N F Y XARERDR>TNTH, BHA X —T = A
A ETAR MEEELET,

A B =T 2 A A ETARY M F ¥ RV EEFRTF ¥ RNV OWT 2 BN 5 LIFTEEE
/L/o

1 -

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully
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B hreatpetense A L5 —T x4 20 CUTOZEE

AFyvTs BHA LA —T oA AFTNIARV P A F—T 2 A ADF Yy NT—IREEZ LET,

management_interface 51 & 5 7E L 2 WAL, 7T 74V NOBFEEA U —T 2 ADFR v K
D— 0 REEEFLET, AR A H—T = A ARET HEIL, %7 management_interface
FIBMERELTCLEEN, ARV MU H—T oA AL, BHA L H—T oA ZADOMEBIDO X v
NI =2 FEFFRICRY NV—ZICHETEET, B THRETDHA V¥ —7 = A ATHH
THE, BENET, HILWIPT RLRIZHER X ET,
a) IPv47 FLAZRELET,
- FHIE
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]
Zoawy FNO gateway iplE. T /35 ADT 7 4 /b b b— b BVERT 5 72012 #
SNDHZELITHERLTLLEIWN, /XY MNEHA UV F—T oA AZFRET HHEIR,
avy RO—fE LTgateway ipZ AT 20ERHY £F, 7272L, 2O kY
E. FBE LB T 740 M— b ERET DT T, AN M Z—T A AD
ERIDAZT 4> 7 — NMIMER LEEA, BEHA =T A ZALFIDOR Y FTU—
JTARV MNGFHA V=T 2 A ZEEH L TWDHAIF, BEA V¥ —T xR &
5 X 912 gateway ip 7% E L. configure network static-routes =~ > K%
AL TANY MERA VX —T7 oA ZARIEBNCAZ T 4 v 7 V— NEAERT 5 2
LAHERE L E T,

11 -

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

*DHCP (F7 4 /W EHA L H—T 2 ZADHTHR—F) ,

configure network ipv4 dhcp

b) IPv6 7 FLAZHRELET,
« A7 — b LA HEIRGE
configure network ipv6 router [management_interface]

1 :

> configure network ipv6 router managementO
Setting IPv6 network configuration.
Network settings changed.

>
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ATvT5

ATvT6

Threat Defense &1 > % —7 4 20 e TOZE [

« FHEERE
configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

Zoawy RNOipve_gateway iplx., 7 /3 ZADT 7 4 /v hb— M EERRT 5729012
FERHSNDZEITERL TSN, ANV IEHAA =T = A2RET DHE
X, I~ RO—EE L Cipve gateway ipa A1+ 2 MERHY £9, 7272, 2D
TV, BELEEICT 74V M= b ERET DT T, A XU M ¥ —
T2 A ADMBIDA LT 4y 7 — MIER L ERE A, BHA o F—T oA X LHID
Fy NT—=7 CTARY NERA VA —T = ZAEEA LT DL5EIT, BEA & —
Tz A ALIHEHT D X 5T ipv6_gateway ip #FE L. configurenetwork static-routes
av U REFEHLTA R FEHA V2 —7 = IR A X T 4 v 7 v— b &
ERLT 5 2 L A HESE L £,

i -

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl

Setting IPv6 network configuration.

Network settings changed.

>

«DHCPV6 (F7 4 /)L NEBA L X —T 2 A ZADHBTHR—1) |

configure network ipv6 dhcp

IPv6 DA, ICMPv6 = 2 —|GE LG B BIERREA v — Ve G E T EmHhizcLET, 7
TR TIZ, ZREDRA v E—IITBNI > TWET,

configure network ipv6 destination-unreachable {enable | disable}
configure network ipv6 echo-reply {enable | disable}

INGONRTy N5 LT, P—ERESHBOAEENGRELET, =a—5
BTy NEBITHE, T ADERA X —T = A AT A K HIYT IPv6 ping % fifi
ATE R0 £9,

51

> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

T 7 NEBA X —T = A AD DHCP ——MN, I TWVAEHRANMIIP T RL XA
PRMT A ZEEFREICLET,

configure network ipv4 dhcp-server-enable start_ip_addressend_ip_address

51

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled
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B hreatpetense A L5 —T x4 20 CUTOZEE

ATy T1

ATvT8

BEHMALE—T oA ADIP T RLRAZFHTHET H & ZIZDH, DHCP — —%5%ET
EF7, ZO=a~r Kif, Management Center Virtual TV R — F SLEH A, DHCP H—/3—
DAT—H A% FRT HI2IE, show network-dhep-server 2 A1 L %9,

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

Management Center 28 U E— k x> NV —72 EICHLGET, ANV MHEHA V24 —T7 x4 X
DABT 47 —REBMLET, BMLRWE, TRTO T T ¢ v 7 PNEHA 2 —
TxARAZBLTCT 74NV E b— b E—FHLET,

configurenetwork static-routes {ipv4 | ipv6}add management_interfacedestination_ip netmask_or_prefix
gateway _ip

T 74N N— FOHAIZ, ZOavr FEFEALARWTEIN, T 740 b— K F—
F7=ADIPT RLADZEFE L, configurenetwork ipvd =t~ > R E 7L ipv6 2~ N
L7eHa DR AT (AT v 7422 |

&1

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211

Configuration updated successfully

>

2AERT 47 )b— N EFE T HI21L, show network-static-routes # AT LET (57 4L b
— MIFREINERA)

> show network-static-routes
——————————————— [ IPv4 Static Routes ]-----—---——--—-—--

Interface : managementl
Destination : 192.168.6.0
Gateway £ 10.10.10.1
Netmask : 255.255.255.0

[..]

RA ML DORTE
configure networ k hosthname name

1 -

> configure network hostname farscapel.cisco.com

Syslog A vtE—U1%, BHEESTLIETH LA MEKLEH A,
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ATvT9

ATy 710

ATvyvIN

AT T12

Threat Defense &1 > % —7 4 20 e TOZE [

REERAA L ERELET,
configure network dns searchdomains domain_list

&1

> configure network dns searchdomains example.com,cisco.com

N TRESTET S ADRBERAA L EZRELET, LD AL L, 2w K (ping
system 72 &) ICREEBEMi KA A VA ERELRWGAIZEAA MICBMENET, KAV
X, BEA VA —T oA AEIEEA A =T oA AR THa v R TOR, HHER
£

J = TEY)>723 D0 DNS H— "—%HE L ET,

configure network dnsserversdns_ip list

1 -

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

Management Center Ci#{ED V E— MNEFFRR— M ERELE T,
configure networ k management-inter face tcpport number

1

> configure network management-interface tcpport 8555

Management Center 35 KX OVEFA G 7 /3 2%, BI5F1R1D SSL B Abi@fEF ¥ v (577 /b
R CiEAN— bk 8305) ZfEH L ClfE LEd,

G¥) VA, VE—FNEEHFA— 2T 74V FREOEFIZLTEL I & 258  HESE
LTCWETN, BHEHA— BN FRy NU—7 EOMMOERE EHBEAT 2HEE., Blo
R— MR TEET, FHA— NE2LET L5513, EANOHAIZEET 4
ENHHTRTDT A ADOEHRR— N2 EFETIHIHLENHY 3,

(Threat Defense D) HEA L F—T = A ZAETZNIA R M U F—T = A 2D MTU % %
ELET, 774/ MO MTU E 1500 /31 F T,

configure network mtu [bytes] [interface id]
«bytes: MTU Z /31 MM CTHRELET, HEHA X —T7 A ATIE, IPV4ZFHIC LT
BE1X 64—1500, IPv6 2 AN L72%E13 1280—1500 DfEAFRECE 9, A X2 bA
VHE—T 2 A AT, IPv4 ZHC LT 5E1E 64—9000, IPv6 Z 40T L7256 13 1280
—9000 T9, IPv4 & IPv6 Dt ;72 A N LI=%E . f/MEIE 1280 T9, bytesZ AL
BRWGE . EOANTERD HNET,
«interface id : MTU 2% ET DA v H—7 =A ADEHRELET, 77 v b7+ — AT
U CHEHATREZR A % —7 = A A ID (management0, managementl, brl, eth07¢ &) %%
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B hreatpetense A L5 —T x4 20 CUTOZEE

ATy 713

ATy 714

R BHICIE, shownetwork 2~ REEALET, A v X —7 =1 AZHEE LRWVIEES
X, WA VA —T oA ANMERENET,

1 -

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

HITP 7u % ZRELET, T3 A%, A"— F TCP/443 (HTTPS) L OXTCP/80 (HTTP)

TA ¥ —F v MIESERT D L OICEHRESNTWET, HITP ¥ A ¥ = A MEH CTRFET
EHr7uaX Y —REFHTEET, T2 REITHRIC, HITP 72X 07 KL A LR—

N, 77XV OFRRERKLENE ) hEa—Y—IF;honE T, BRERLEREE T ax v
Da—Y—% TaF D/NRAT— R, %iU7D%/@AxU%h®%H%Aﬁ¢é£9§
RKEhFET,

G¥) Threat Defense D7 B F L /XATU— RiZlX, A~Z, a~z & 0~9 DLFOH%EMHH
ISCEE
configure network http-proxy
i -

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: ¥
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

TNARERIP 7 RUAZEELT 5Y41%, configuremanager add =~ > K (FrL\»
Management Center DFE (67 2—3) %;’3%\) ZH L CT /A A DOWIIRR E FFIZ Management
Center & $57E L 72 7151205 U C, Management Center #25¢ (ZB 2R DX 27 5L CTL 72
0,

IP7RLR—T79 32k L, BIERHRE/RIP T R L A% L T Management Center % f
ELTca . BB IEORICHBMICHERL SN E T, BHROFMZHER 2729
|2, Management Center |/ RENADT/NA AP T RUVABEETLHZ LA MR L ET,
Management Center CORA N E2ILIP 7 RLADEH 31 <—) #ZRLTLE
SV, ZOT 7Y a Uk, SR OB LT D DI H £, F - BlEAREAR
Management Center IP 7 RN L 2 Z457E L 7235415, Management Center TO AR A M4 £ 7213
IP7 RLADOHEH (31 _—) % LT?@T%M%EE@i?‘%ZE#&) DET,

* NAT IDDH : ¥ = FENTHEIL, NATID OA % L T Management Center % 35/ L
et . BB BRI, SN ET A, ZDO%E . Management Center COR A h 4
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HEICHEMAE NS Threat Defense ¥— 2 1 > 24— 7z 4 20 L THZE [

FRIEIP T RLAOEH (31 ~=2—) Zfit > T Management Center (7 7 A A EH TP
T RLVAZEHELET,

BIIZ{ERAXIN S ThreatDefense T—2 A 3 —J A ADCLI TOZERE

Threat Defense & Management Center D[] DO EHEHG A H T S, drnA v ¥ —T7 = A4 A& EX
WAL LNT —F A H—T = A Z%4aET D86 13, Threat Defense CLI Z M L THr L

WA LB =T A AERELET, ZOFIETIE, ARy hT—2 Eodhnws v —T7 =4
AEFH LAV H—T 2 A ATEEMWZI DL EEBELTWET, FBEGRNT 77 4 7728
#1%. Management Center Z il L TBEFOT — 4 A L F—T = A AZERT HMENH Y F

T, T—HEHA U H—T A ADOHWELEIZOWTIX,  [CLI Zff /] L 7= Threat Defense %]
HREDFEITOET (19—) | @ configure network management-data-interface =~ > K~
EZMLTLLTEEN,

Y

FIE

ATy T

ATy T2

ATvT3
ATvT4

GE) Zobvu2ii. BHOEHA L Z—T oA ATIERL, BHHAICRELET —Z A v F—

T ATHHAENET, BEA L EZ—T A ADFy NT— I RELZEHT 541, Threat
Defense A X —7 = A AD CLI TOEHE (49 X—) B L T EEW,

Threat Defense CLI DFERIIZ-DWTiL, Cisco Secure Firewall Threat Defense =~ KU 7 7 L o/
A R LTL TN,

188 BRI

« configureuser add =2~ > K& L CCLLIZR 7' A Y affgle 2 —W— T h 7> b 2ERK
TEET,

T—HERA L E—T 2 A AEFH LA X —T 2 A AEET H5EIE, BIEDA X —
T2 AR —TNEF LA VX —T oL ABELET,

TNA AD CLLICHERE L £ 7,

Ihbmawy REERATIHAIE. 2 Y — VAR — e ERATHIMLERNLY £, YIHRE
DIATHIZ, BEHA X =T 2 A ADLUW SN D AREMENH Y £3, EFEBRNAFEr S
TOICHREEREL TR, HABHA VX —7 A RAZSSH T 7 B ATEHA1E,. £D
SSH #&fe A i/ T& £ 7,

P D2 —P L L XA T — R Tr s A LET,

AVE =T 2 A AZMWRHIL T, REXHMELTEDLLIITLET,

configure networ k management-data-interface disable

&1
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B z=c@EmEh s ThreatDefense ¥— % 1 © % —7 4 20 CL TOLE

ATy TH

ATvT6

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a
gateway on management interface using the command 'configure network'

IRV T 7R AMOF LNT —F A =T = AERELET,
configure networ k management-data-interface

ZO%, T—FA L F =T =2 AKXy N =V REZATI L IITRkDL T T |
WERSNET,

T—HERA L E—T oA ZAFFR LRy T =7 EOFH LA H—T = AERT D55
. AV F—T7 x4 AID EZfRE, BIOA L F—T A ALFEUREEZFEHLET, HIT,
Do you wish to clear all the device configuration before applying ? (y/n) [n]: 4 7°> a Il y %
RLUET, ZOBRRICEY, HFWT—FFEHA X —T 2 AORENZ VT IND720, TP
T RUVAREA U E =T oA A EFH LA UV H—T =2 ATIEFICHAATE T,

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcpl: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]l: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
(EE) BEDOF > FU—7 Ed Management Center ~D7 —4 A X —T =2 A AT J & A
ZHIR L E 7,

configure networ k management-data-interface client ip_address netmask

T 74N N TlE, TRXTCORy hT—T R SNET,

BEe i B B FFMENT S AU E 9743, Management Center CHEE & TN L T L HEANCT
HE, BoOBM LA E EITTEET,  Management Center TOHRA M ETIXIP 7 KL
ADOHH Bl =) | ZBRLTILEE,

EEERNHML SN LR LET,
sftunnel-status-brief

Ty ZIREBOEFRO M N 2RI LES, ET7Fyrbén—hE— MEAFRSh T
i‘a_o
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ATvT9

ATy 710

ATy TN

ATV T12

Management Center DA R HONI-HEDEEDOO—IL/NY ) .

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Management Center C, [T /34 X (Devices) |> [T/34f A& (DeviceManagement) |> [T
N1 R (Device) 1> [EHE (Management) |> [¥Rx—T v 7V X - M (Manager
Access - Configuration Details) | > [FMC7 2 £ X - #a## (FMC Access- Configuration
Details) ] Z#3R L, [H# (Refresh) 227 Vv 27 LET,

Management Center [Z1 % —7 = A XA LT 7 4L hb— M OFRELE T 2 H L, Threat Defense

~DOEMRET Oy I LET, T/ ADT—F A U F—T oA ARELZ R —HNVTERT LY

#1%. Management Center TZALH DA H 2 FH) CHEST 20BN H Y £7, [
(Configuration) ] % 7 C, Management Center & Threat Defense DR —EZER T £,

[Devices] > [Device M anagement] > [Interfaces] DJEIZER LT, ROEE ATV E T,

a) HWT—HEHA L H =T A AMBIPT KL RALARITEHIBRL, ZOA v F—T A R
DYX—T X T 7 AT LET,

b) HWA L F =Tz A (CLITHERA LAV F—T A R) OREEHEHLTH LT —
BEBA =T 2 A AZREL, v 2=V T 7B AZHAMMILET,

[Devices] > [Device Management] > [Routing] > [Static Route] Z#iR L, 7 7 4 /L hb— F &

WT—HEPA A =T 2 A APDFH LN, X =T o ATEFLET,

[vX—T % T 7 & A -GEM (Manager Access - Configuration Details) ] [FMC7 VA S 357

FEfl (FMC Access - Configuration Details] 21 7 1 7R v 7 ZIZRE Y | [ (Acknowledge) ]

7V v LCRETe vy 7 ZHIBRLET,

Management Center 5% & (%, YR[EEBAREIZ Threat Defense D%V OBET D% EL LEE L F
9, FHEBA ORI Management Center D% €% TEI TELET2XLENRH D £7°,

[Config was cleared] 354 TF [Manager Access changed and acknowledged] & WHAEFE I N D A v
E—UNERINET,

Management Center DiZfEN KON I-IGEDEHRDOO—)L/NY D

Threat Defense Cv¥ R —V ¥ 7 7 B AT —F A 2 —T A ZA&EH L, *v NU—7#
fﬁi %9 % Management Center 7> b ORERZE B % 2B 9~ 5355 . Threat Defense DAL % x4

R LA r — Ny 7 LT, FHERAEIICEET, 20K, Xy MU —ZHHN
HEFF S5 X 9 |2 Management Center THERKEX EZFHFE L, MEATEE T, m—A Ny 7#
REIE. RN DN TV RWEAETHHHATE, 2O NI Ty a—T 4 7 ORBLS T
FHTEET,
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. Management Center DA RO I-HEDEEDOO—IL/NY Y

FIE

ROTA RTA L HZRLUTIZIN,

« Hif[E1 D B D 7 Threat Defense TH— W /WM TE £, S HIZLETORMIZr —/L
Ny 7 FTHZEFITEERA,

e =Ny ZF, SAHAETIEY R =P SNTOWETH, 77 RZ Y T DOREMTIEY
R—hrSNTWEHEA,

e 27—/ 7 %, ManagementCenter CTa /& CX HDAERICOALZELET, =& 2E, v—
JLs3y 71X, Threat Defense CLI TOARETE HZHHEHEA ¥ —7 = A AZHET 5
0 — VA RRICIZR 2 L 8 A, configurenetwork management-data-interface =~ > K%
i U 7= 1%  Management Center JEBRRIZ T — X A > X — 7 = A AFXEZZH L, rollback
av U REHEATLHE ENOOREIFRFEINRNT LIZER LT EI N, &ZICE
Bl & #1172 Management Center % E (2 H —/L N> 7 SILE T,

*« UCAPL/CC &— Rlida — Ry 7 TEFEHA,

 URTDEEMICEHR SN-T 7 M4 7N RSCEPGFHETF — X Tu—L Ny 7 TX FH
Ho

e — LNy JHIZ, BIEORENZ VT ENLH-D, RN ey 7ESnE,

2T w1 Threat Defense CLI T. LLETOERE~2—/L Ny 7 L¥,

configure policy rollback

v —/L/\w 7 1%, ThreatDefense |37 —/L N 7 B IEFIZ5E T L= Z & % Management Center |Z
A L E£9, Management Center Tl, k2w — N Ny 7 ST 2 & ZoRrd /3 — 8 =B
AR RSNET,

G¥) 02—/ 3Ny 7 3 L, Management Center /& BE23ME JC SV E ., — M 7e 2B
D RI-EIZ- DV Thittps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlZ 2 L T 72 &, HAITE -
T, Management Center T 7 £ A DEILZIZ 0 — "y 7 KT H 2 &R
HYFEF, ZOYA . Management Center i D [FIRE % fifk L T, Management Center
NOHREFATEET,

1
X=X T I RRAIT—H A v F—T = A A& T D Threat Defense DIGFA :

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
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ATy T2

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

BSOS ML SN Z B MEGE L ET,

Management Center C, [Devices] [Device Management] [Device] [Management] [Manager Access -
Configuration Details] [FMC Access - Configuration Details] [Connection Status] ~<— 7 C4& Bl {5 A
TS AR LET,

BB D AT — ¥ A% FoRr T HI2IE. Threat Defense CLI T, sftunnel-status-brief =~ K
EANNTLET,

B OFMENLIZ 10 LA LD 25 E1E, RO T TNy a—T 4 U T ETORERDH Y F
T T—H A E =T 2 ATOEEERRDO T TN a—T 107 (61 3—2) 2BHL
TLEEW,

T—RAAA—T A RATOEBEHFEDO S TV a—Ta2T

HAOEEA VX —T oA AEFEHAT ROV, v — VX T/ BALT—H A v H—T =
A A &EHT 535A 1L, Management Center C Threat Defense DA X4 —7 = AL Ry hU—
7 DREEERT HEE, B2 Pl L7 L 9 ICHE LE 7, Threat Defense % Management
Center (ZIBM LT-RRICEBRA L X —T oA AXA THEEVT DG (T —200EE~ £
FEHNET =) A —=T A ALy P =T ORENEL RIS THRWD
b BHPHRN KD FREERH D £7,

ZORME Y7, BEHEENRDONICHED N T TN a—T 4 VTR ET,
EEEHRRAT—2 ADKRT

Management Center C, [Devices] [Device Management] [Device] [Management] [Manager Access
- Configuration Details] [FMC Access - Configuration Details] [Connection Status] ~— ¥ T4 Bl
B AT — 2 AR L ET,

EHEEGE D AT — X A FKokd AL, Threat Defense CLI C. sftunnd-status-brief =<
Y REANLET, sftunnd-status 2 LT, LV EeEmarirnd s TxF
R

Z0 RO OB B ZRITRLET, E7F v rro MHERE] HiRen—he—
MERNF RSN THEE A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went
down
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B s s—orrzxcoemEEGEO ST A—F 100

7y TREBOEROH A 2 RITRLET, ©7F v rbén— b= MEERRFR SN

/Cl/\jz‘a—o

> sftunnel-status-brief
PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time:
Heartbeat Received Time:

Mon Jun 15 09:02:08 2020 UTC
Mon Jun 15 09:02:16 2020 UTC

Threat Defense v k7 —J ERD KT
Threat Defense CLI T, BHBI RN ~R—V % T I/ VR T—H f X —T =2 ADF v

NI = REEFRRLET,

show network

> show network

=============== System Information ]===============

Hostname

DNS Servers
Management port
IPv4 Default route

5516X-4
208.67.220.220,208.67.222.222
8305

Gateway data-interfaces
IPv6 Default route

Gateway data-interfaces

[ brl ]

State : Enabled
Link Up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ TPV J-—————————————————————
Configuration Manual
Address 10.99.10.4
Netmask 255.255.255.0
Gateway 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration Disabled
=============== Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces ]======
DNS Servers
Interfaces GigabitEthernetl/1
===============[ GigabitEthernetl/l ]|===============
State : Enabled
Link Up
Name outside
MTU 1500

MAC Address

28:6F:7F:D3:CB:8F
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—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

Management Center ~® Threat Defense D& §xDHEED

Threat Defense CLI C, Management Center SExN5E T L2 Z L2 fERLE T, ZDa~v
RiZ, BEBEROBEDO AT —F A2 FRTHHLOTIIRNZ LIZERE LTI EEN,

show managers

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Management Center [ ping 3%
Threat Defense CLI C, RO =2~ REEH LT, 7—% A ¥ —7 = A A5 Management
Center |Z ping L £,
ping fmc_ip
Threat Defense CLI C, kD~ REHH LT, HH#A > ¥ —7 = A A5 Management

Center [Z ping LET, ZhiZ, No 7 FL—r &N LTTF—4 A F—T oA AT)—
T4 INET,

ping system fmc_ip
Threat Defense RERA 4 —T A A TD/INT Y bDF v TF v
Threat Defense CLI T, Wii/Sv 7 FL—r A ¥ —T = A A (nlp_int_tap) T/37 > k
Xy 7Ty LT, HEAT Y PBRFEEINTWDLNE I DEHERLET,
capture nameinterface nlp_int_tap trace detail match ip any any
show capturename tr ace detail
NEBA VB —T A RADAT—R R, #figt. BLUNry FIORER
Threat Defense CLI G, NNy 7 L —> 4 > ¥ —T A A (nlp_int_tap) (ZBIT D1
WESRLTIIZIN,
show interace detail

> show interface detail

[...]

Interface Internal-Data0l/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500
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IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
pause input, 0 resume input
L2 decode drops
packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions, 0 interface resets
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

O O O O Ul o o o

[C2RN O I e

IW—TF 4 20 & NAT OWER

Threat Defense CLI T, T 7 4/ hLb— Tk (S*) DBMENTWEZ &, BIXOEHE A
4 —7 x4 A (nlp_int tap) (ZWNHE NAT L— A3 FEET H 2 L2t LET,

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat
Auto NAT Policies (Section 2)

1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
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translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

Z DD ERTE DHERR

KDOa<wy REBR LT, MOTRTOREVFIETHILEHALET, ZnbDa~
v FD% < 1%, Management Center @ [Devices] [Device Management] [Device] [Management]
[Manager Access - Configuration Details] [FMC Access - Configuration Details] [CLI Output] ~—
VTHHRTEET,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNSDEFHMNEM L =N ESI I EHEET S
Threat Defense CLI C, DDNS OBV L7=E > E R L E7,
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

TSR L7288 1%, debughttp =~ R & debugss =~ R&EHA L £9, GEHE
DOREENRB LT 81E, — REFEN T AL RS VA M= EN TS T L 5 HER
LET,
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B 7 xoxx—vrzzEvss

_\\

_\\

show crypto ca certificates trustpoint_name

DDNS O#EEA R T HIT

show ddns update interface fmc_access ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

Management Center A4 7 7 A JLDFER
https://cisco.com/go/fmc-reg-error &M L T 720,

\ M ADIA—V XY EERT 5

UTFORUTIE, T ADIR—V vy 2 BETLBENDLLERH D £7,

« 7 /34 A (D Management Center [P 7 N L ZA £/ THR A M ERET D (66 ~—) —
FMCOIPT FUAELIFIRA M EEE ST L2583, T/ ADHLWIPT FLRAET
IFARA NG E—HSEDL L 2BEDLET,

s HTL Management Center DHFFE (67 ~<—) — LIRATO FMC 257 /3o A &HIBR L7z
%, FETDHETH LOWFMCHICT S AERELTnD, TRE FMCIZBITX
R

« Device Manager 7> 5 Management Center ~DYJ ) Bz (68 ~X—) — [A LT /A R Tk}
LT, FDM & FMC Ol J; Z FRICEHA 5 2 L3 TE £ A, FDM 5 FMCIZAEE S
&, FIDRENMBEES I, BNV ETHLERDH Y £,

« Management Center 7> 5 Device Manager ~DY) ) Bz (73 X—3) — [ LT /31 Rk}
LT, FDM & FMC O Z FFHZEMN 5 2 L3 TE £ A, FMC 205 FDM IZEE S
&, FID RENMBEES I, BANLRVETLERDH D £,

V1 X @ Management CenterIP 7 F L R EF LR FEEHwET D

Management Center O IP 7 R L A E72IIAR A M AL ET 256815, REN BT LHL9127
NAACLITHZERTHZ2MENH Y T, 3L A EOEE, EHEHLT /31 A D Management
Center IP 7 R LA LT IARA M EZERETICHELINETN, PRE BT NS 2%
ManagementCenter 1B L TNATID DA% EE L8413, EElnFMmyrsns ko035
eIl TDOXAT ZFATTLMENH Y £3, thoda TH, Management Center [P 77 R L
zitith%%wﬁmhm_ﬁﬁbf\z/kv 7 OB EEDD L EHERELE
R
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FIE

ATy

ATvT2

% L L Management Center D 4% 5 .

Threat Defense CLI T, Management Center il 7 & 2~ LE T,

show manager s

1 -

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Threat Defense CLI G, Management Center IP 7 KLV A FE 723 HF A N EREL T,
configure manager edit identifier {hostname {ip_address | hosthame} | displayname display_name}

Management Center 78 DONTRESOLVE & NATID I & » THRANZERB S i-HE., Zoa~
VREFEHLUTEERA M EFIZIP T RLRAICEETCXET, IP7 RLAEFIIFA M
% DONTRESOLVE IZZEET 5 Z LI TE E£H A,

BEPHEINA T LT, B SN E T, Sftunnd-status = > RZ&FEH LT, HEoikhk
AE=H—TEET,

51

> configure manager edit f7ffad78-bfl6-1llec-a737-baa2f76ef602 hostname 10.10.5.1

#1 L L) Management Center D455

FIE

ATvT1

ATy T2
ATvT3

ZOFNEE, EEXGT N4 ADH LV Management Center % #5325 FiEzZnr L3, #HL
) Management Center 2317\ Management Center ® IP 7 KL AZHH L T DA TEH, kD
FEZFATT 2 MERH Y £7,

) Management Center |2 BERI R T S A ARFET LGN EHIBRLET,

Management Center & DT 7 7 ¢ 7 7045f5¢ 73 & 2 %56 1L. Management Center IP7 N L A ZZ8 &
TEEHA,

SSH 72 E&fEM LT, 7/34 A0 CLUICEHE L £7,
#1 L\ Management Center 3% & L £ 797,
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. Device Manager /" 5 Management Center ~D 4] V) & %

configure manager add {hosthame | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]
[display_name]

+ {hostname | IPv4_address | IPv6_address} : Management Center D75 A 4, IPv4 7 R LA
FIEIPV6 7 L AZHRE L E T,

« DONTRESOLVE : Management Center % [H£27 N L Z$5/E CEX RWIGEIE, AR MM E
IZIP 7 FL 2DV {2 DONTRESOLVE ZffH L £9, DONTRESOLVE #fEH 3 %
BAIE, nat_id 8B TY, Z DT /3A A% Management Center [Z1BNNT 25481%, T
AZDIPT FL A& nat id DM 204 THEEL TSV, #EROAMTIP 7 FL 2%
fEEL, W CHRLE—EDNATID #48ET 2 LERH Y 7,

« regkey : HEEFFIZ Management Center & 7 /N AR CHA T HBERF —E/ERRLET, =
DF—IZIE, 1~ 37T LFOEFEDOT F A FUFH 2R TE £3, Threat Defense 18/l
9% & Z|Z, Management Center IZ[F] UF¥—% ASJLET,

enat_id: — 5N IP 7 KL AZFE LR WIEAIZ, Management Center & 7 /3 A A DXk
T APORIMEN T D 1~ 37 LFORBF LTI 2 ER LET, T NATID (L,
BERRFICOBMFEH END T o XA LXAT—RTT, NATID N —ETh 1 | kA 5
LTWAMOT A A2 Lo TS TWRWWZ & &R LE 7, Threat Defense % iE
4% & %{Z, Management Center C[d] U NATID ##5E& L 7,

« display_name : show managers =~ > R CZ D~ 31—V v #FRT D120 DFRA ZFRE
LET, 2047 aid CDOETITA I X =Yy BLOGIEMOA 713
A Management Center & L Cilhl| T 25 G ICENLHE T, ZO5BEREL2WEA, 77
AT T A= T ONTIIOFEEZHERH L TR 2 BEER L £,

« hostname | IP_address (DONTRESOLVE ¥ —7 — K& L7V 54)

* manager -timestamp

1

> configure manager add DONTRESOLVE abcl23 efgd456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

AT w8 T34 A% Management Center (2B L F 7,

Device Manager 5> Management Center ~DY] Y & %

Device Manager 75 Management Center ~H) 0 2 5 & A VX —T o f A bvRx—Ty
T REAREIMZT, TXTOL o Z—T = A AEEPRFFSNET, T7ERAar br—
WA=t x 2T 4= R EOMOBREFRFTF SRV LITEREL TS,

Management Center (ZH) D #5 % % & | Device Manager % ffi 1] L C Threat Defense 7 /3 A A &%
BTEia{ny 7,
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FIE

ATy
ATvT2

ATvT3

ATy T4

Device Manager > Management Center ~DY Y £ % .

1R BHHIIZ

T7AT U —ABEAAERICERE SN TWAEAIE, £7 . Device Manager (FJAE725
A) F7-1% configure high-availability disable =~ R&EH LT, & HMEREE R+ 5
MENHYES, T2 T4 7=y M@ HEEZRET 52 L2 B0 LES

Device Manager C., Cisco Smart Software Manager 7> 57 734 A % B ERREFR L £ 77,
(WMEBEITISLT) BEHA X —T oA AZRELET,

YR TUXT I RRALT A A =T =2 AEHAT 56T, BHA U F—T = AD
REEEETINERDDEERHY £7, DeviceManager I EHA ¥ —7 = A A %&A{#
HILTCWe4A 1%, Device Manager (ZHHEEET DL ENH D £,

X=X T IV BAADT =R A L BE—T oA R EEA B —T oA RTF, T—FA
UH—=T o2 RATEESINTZT— N 2 A MUETT, T 74/ hTiE, A ¥ —
72 A AELDHCP B IPT RV AL — R Ny oA #2f5L &7, DHCP 2647 —hU =
A Z2ZE LRWES (e ziE, BEHA VA —T 2 A%y NU—Z 128 L TR0
BE) . Y= b Uz AIT 7N B TT—F A H—T 2 A2, MLEET DHHME
TH Y FH A, DHCP LT — b = A 325 LT HEIX, RDOVICEHA 2 —T = A
AIZFHIIP 7 RLVAZREL, F— "V x2A 2T —H A Z—T A AIHKET DHHLHE
N E9,

X=X T VB AHOEEA =T 2 A A HIIIP T RLAEZHRETHHE. T
THANVITF—= b T2 A T —H A H—T 2 ATEIRL —BOF = U oA IZRELT
< 72&\V, DHCP 9 5 %4E1X, DHCP 67— b U = A ZIEHICIETE 5 LNE
LT, MLERETHALETDY A,

[7/34 A (Device) ][V AT Li%E (Device System Settings) ][ Y4 B (Central Management) ]
[Management Center] [Management Center] [7 /X1 A (Device) ][Z AT Lf%E (System Settings) ]
[FFJeE B (Central Management) ] [Management Center] DJEIZER L, [#¢fT (Proceed) | %7
Y 7 L C Management Center DEHL 2 5% L £,

[Management Center/CDO®ME£#H (Management Center/CDO Details) | ##% & L 7,
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. Device Manager /" 5 Management Center ~Dt] Y & %

27 : Management Center/CDO O 5%

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface

() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLVET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F 72134 A b4 A& f#H L T Management
Center |IZEETEZ 525 A% 1LV (Yes) 1% 7 U w2 L, Management Center 75 NAT D1y

[l secure Firewall Management Center & BRI HEER v kT — G
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b)

c)

d)

Device Manager > Management Center ~DY Y £ % .

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL[WNZ (No) 1227 Y v
7 LET,

WIF1E D SSL B SALIEE T v RV & 2 DT A ARNSHESL T 2 121%, 2722 TH 1R
FDF 34 X (Management Center & 7213 Threat Defense 7 /34 A) (ZEZEAFE/RIP 7 N
L ZAPBEETY,

[V (Yes) 1 #BIRLEHGE1E, BEEUA2—/ICDODRR FRENPT7 FLREASLE
ﬁ—o
Management Center/CDO &8k ¥ — % E L 7,

Z O F—|%, Threat Defense 7 /3A A Z X5k d % & X2 Management Center C b 157E 3 51T
B AR OBERF— T, B —1L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) . BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2HE DT NA AHEHTEET,

[NAT ID] #4587 & L £ 7,

Z ® ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RVADRERET DG, D7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 25845 Z L 2453 L 9, NATID i
37 LFLATICT 20BN S £7°, ARRCFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEATE EH A, NATID (X, IELWT A AL DER CTHDH 2 & 2 ERT 57
DIZIPT RLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INFET,

AT w75 [HEDORE (Connectivity Configuration) | Zi%E L 79,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

Management Center/CDO 77 ERA VA —T A RADT VR AT —H A X —T = A
AEERT2HE6. ZOFQDN BRI DA V&2 —T = A SN ET,

[DNS#—/3—7")L—= (DNS Server Group) ] Z+5E L £,

BEED T N—TF % BIRT 250, HLWTL—F2EK LET, 574/~ DNS 7 /L—
71X CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNEE L E T,

Management Center/CDO 77 ERA VA —T A RIZT —H A X —T = A A% IERT

DHEEIL. TORECT =X A —T 2 ADNSH—N"—%FRELET, By N T v

T 4P = RTCHELIZEHEDNS — " —%, FH T 7 4 v 7 IS ET, 7—

Z DNSH#—/3—|F, DDNS (RESNTWDLHE) LB IOA I =T = A &
N2eXa V7RV v—IEHENET, BERINT 7407 T —=F NI 7 47 Dl
FHINRA v 2 —7 = A AfRHTDNS — "—(CHBEF L7200, EEIEMALZbD L

[ U DNS H—_— 27— 7 28R 5 RN H U £7,

Management Center Cl%, Z @ ThreatDefense 7 /31 AIZHIV YK THT T v N7+ —LRE
RV =TT —H A H—7xAADNS P — N—NFEZIE T, Management Center |Z
Threat Defense 7 /31 A& BT 5 &, B —UVKENHERF IS4, DNS h——137 7 »
b7 4 —AFERY —ILBEMENEHA, 7272 L, DNSF&IE % 5 e Threat Defense 7 /3
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. Device Manager /" 5 Management Center ~Dt] Y & %

ATvT6

ATy 717

ATvT8

ARETT Ty b7+ —LRERY =2V ETLHE, ZOREICL > Tr—I ik
EMN EEEZ XL E T, Management Center & Threat Defense 7 /31 A& [AH S &5 121d, =
DREIC—HETLHLITDNS 7T v b7+ —LREEZT 7T 4 TITRET D T & 2 BH)
HLET,

F72, m—H/V DNS H—s3—{F, DNS H— =25 TRt S L2581t o R
Management Center CPREF S AVE T,

FMC7O€RAVA—T A RIZEHA LV F—T 24 AERTIEEIT. 20
BHLDNS Y—_— 2R L E T,

¢) Management Center/CDO 7V 2R A B —T =4 RIZOWTIL, (LEOHERE A X2 —
T A AEIERL T EEN,

BHA o #—7 = A AL, Threat Defense 7 /3 A % Management Center |28k L7212,
BHA LA —T 2 A AELEROT =2 A L E =T 2 A ADWTHNCEETEET,

ET

5

EE) A v =T =2 AA ATIHRNWT —H A X —T 2 A AR LIZ5AE. T 741
rl— rZEBMLE9,

AV B =T oA REBBT DT 7 AN M— IRHDH L E2WRTLHLEIICKDDEA v E—Y
MERENET, SMBERRLTZGET. By N Ty 774 F—FO—RELTIO/L— IR
FTTICHESNTWET, BIDA v F—7 = A %I L7285 1L, Management Center |Z4%
T DRNCT 740 Mv— MEFEITHRETH2LERH Y 7,

A o F—T oA ZAZRRN LG EIE. ZOBEICEDRNZ, Y=Yz Z—ED7— b
VA L LTRETDLENDHY 7,

UEE) T XA X —T oA AERIRLIEGEX, [¥4F I v 27DNS (DDNS) DB
/il (Add a Dynamic DNS (DDNS) method) 1% 7 U v 7 LE£7,

DDNS /X, IP7T R L ANEE S 7=84512 Management Center 23 52 21Effi K A A >4 (FQDN)
C Threat Defense 7 /NA AZEFETEX L HICLET, [T34 A (Device) > [V AT LKIE
(System Settings) ]>[DDNS#—t" % (DDNS Service) ] # 2 L C DDNS Zi% & L £7°,

Management Center |~ Threat Defense 7 /3 A Z B9 2 AifiC DDNS 8% &7 5 &, Threat
Defense 7 /34 A, Cisco Trusted Root CA /N> KLy 6§ X TOEE CA OFEEZ B &Y
(ZIBAN L. Threat Defense 7734 273 HTTPS #2072 512 DDNS #—/N—GEB# & MGk T &
5 & 912 LUFEJ, Threat Defense %, DynDNS U E—  API {1k

(https://help.dyn.com/remote-access-api/) Z M9 %54 T?D DDNS #——%HR— K LF
D

YRV T I RACEEA =T = A ZAEMET 555G, DDNSIEVR—FShvEH A,

[##¢ (Connect) &7 U > 7 LET, [BEFAT—H X (Regidtration Status) | %1 7 727 HR v
7 A\Z1%, Management Center ~DY) W KRBT HBIED AT — X ANRFRINET,
[Management Center/ICDOZ %% E DR (Saving Management Center/CDO Registration
Settings) | ® A7 v 7' D%, Management Center IZBEIL T 7 A4 7T U+ — L ZBMLET,

Management Center ~DE] 0 2 % ¥ ¥ BT 58551, [BE#kDOF v &/ (Cancel
Registration) %7 U v 7 LE%, Fv L LRWEAIL. [Management Center/CDOZ $%5%

[l Secure Firewall Management Center & Z R HEE R Y kD —4 EE
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Management Center £\ > Device Manager ~DY1 Y & % .

ENDREF (SavingManagement Center/CDO Registration Settings) | D AT v 7 N5 T4 5 £ T
DeviceManager D7 7 UH D 4 FU L LT ZEW, UGS, 7at R E—RpsE
1t L. Device Manager (ZF-##E L7256 DA SV E T,

[Management Center/CDOZ %35 E DR (Saving Management Center/CDO Registration
Settings) 1 D AT v 7 DF#IZ Device Manager (ZHft L7 & £I2T 556, £ D% [Management

Center £1=I£CDO & M IEE#HESKE (Successful Connection with Management Center or CDO) | 4
AT TRy 7 AHRER S, Device Manager 72> H UK S E T,

28: [EE R

Registration Status

Management Center or CDO

You can now manage the threat defense using the management

center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense ge rte

IT]IiLf[K_] enter cor {I(Li‘l(_'l

CDO r,'or'fig_n_Jri!tiL:-l' guide [ to configure your device.

Management Center /™ 5 Device Manager ~DY Y & %

XV (ZDeviceManager #3425 L 912, A7 VLI AE L7 7 U R O Management
CenterlZ X » THAEBEF X TV 5 Threat Defense 7 /31 A X RETEE T,

VT NI =T A A M—LF 5 L7 <, Management Center”)> & Device Manager (Z 1] V) %%
Z2 % Z LN TEE9, Management Center?)» & Device Manager (28] V) 75 X S RiflZ, Device Manager
75”@"\'C DR EFNE 2Tz LT D Z & 2 L £ 77, Device Manager 7* 5 Management Center

28I B % 535 1%, Device Manager 7> 5 Management Center ~DY) Y Bz (68 X—) %
ZIL TN,

A

AR DeviceManager [ZHIV 2 5 & TN AOREFHIBRE L, VAT AET 7 4L MEL
DEF, 2L, BEIPT FLALAR MIFHERF SN ET,

Secure Firewall Management Center & ZEIHERE Ry ro—v &2 ]
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. Management Center 7, > Device Manager ~D ] Y & 2

FIE

ATy

ATy T2

ATvT3

ATvT4

ATy T5

Management Center C, [7 /31 A (Devices) |>[7 /31 A& (Device Management) ] ~X—3
MET77 AT U —EHIRLET,

SSH F£7-ix= >V —)LR— b &4 L C. Threat Defense CLI (Z8%f¢ L £9, SSH DL, &
BIPY L A~OHf 2 &, admin—% —4 (EI3FHREHRZ FOMOL—H—) T
Threat Defense CLI\Z2 714 > LET,

(Firepower E7 /L) =222 Y —/LAR— MIT 7 4/ FTFXOS CLI IZ72 Y £7°, connect ftd =
~ > R%&f#H LT, Threat Defense CLI {Z#5%i L ¥4, SSH & 3 3 (% Threat Defense CLI
ICEEEHRE L E T,

BHEIP T FLAIZER TER2WEA, ROX L L £,
EHMFR— I, BEELTWA Ry NU—Z TSN TS Z L 2R LET,

CHHIPTY RLAETF— MUz APEHR Y N FIICREISN TS Z L 2R L E
9, configure network ipv4/ipvé manual =~ > RZ&fEH L F7,

BUE) E— MEHE— NZho T A Z L &R LET,

show manager s

1 -

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76e£602
Registration : Completed

VE—h vF—Ur RHIRT DL v F -V R LOE—FIZRY £,

configure manager delete uuid

UE— MNMEHNOr— I VEBICEEBITT 2 2 LIETEER A, BHOYRX—VryREES
NTWDEEE, @A+ (UUID & & EEivE S, show managers 2~ > K& M) #fEET
LMERHY ET, KF~vx—Yx =2 M EEBNTHIBRL ET,

&1

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

O—) <X =TV Y ERELET,

configure manager local

[l Secure Firewall Management Center & Z R HEE R Y kD —4 EE
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Management Center 7 5 Device Manager ~MD ] ) & % .

ZH T, Web 77 7T https.//management-IP-address (27 7t A L Tr—W)L ¥~ F—T ¥ &
< ZENTEDLEICRVEL,

1 -

> configure manager local
Deleting task list

> show managers
Managed locally.
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