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51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

FXOS CLI T, E{THDO =V a v 2R R LET,
scope ssa

show app-instance

15'] .

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkxkkx

Your password was updated successfully.

[...]

firepower#

oY —)LiR— b T FXOS 128258 L7-354& 1%, Threat Defense CLI I[ZHEGE L £,
connect ftd

1

firepower# connect ftd
>

Threat Defense IZf]OCTu A o35 &, = Ra—F—F 4 28K (EULA) IZ[RIE L.
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T 7 AV MEETZIFZLAENC AT LTZER T v aNICERESNET, DEICAN LIEExF 0 F
FHATLE AL, Enter 2 L E£9,

RDOHA RT7A4 2L TIIZEN,

* [IPv4% 3¢ 7E L E972°? (Do you want to configure IPv4?) ], [IPv6Zi%E L £ 7 7? (Do you

want to configure IPv6?) |: T HDX A TDT RLADLRL 12y 2 AN LE

T Xy PU—ZREE] E7 v a VIORENTWD Ty VEAOHITIE, 5= U =A
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NP o7 TCEDIPT RLVAZERT DL, BEEPUIEINET, HTILWIPT RLA LR
AU— RTHER L TIEEN, Y — N #ERITEEEZZ T EE A,

[T AT UA—NE— RERELETH (Configure firewallmode?) | : X ETT 7 A
TUA—NE—RERETDHZLEBEIOLET, HIFIRERIZTZ 7 AT U+ — /L E— R
EEETLHE, FTarT7 4 Fab—va UREEISNET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **xkkxkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
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. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ATy TH

management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z O Threat Defense % ‘& #i9~% Management Center % FFE L 97,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id)]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [EL# 7 R L A{5E TX 72 WA,
DONTRESOLVE Z{#HA L £9, £/, natid HfEE L x93, WIFH D SSL i 2(LiEE
F ¥ XN E2EDT A AL T HI2IE, D7 TH 1R EDT /34 2 (Management
Center £ 721Z Threat Defense ) (ZEEFFE/RIP 7 RLARMKETY, ZDa<w L KT
DONTRESOLVE ##5E ¥ 51213, BERRE/RIP T N L A £ 721378 A ;4473 Threat Defense
(BT,

» reg_key : Threat Defense % %#k3 % & % |Z Management Center CHIFET HIEED Y 4
A LR —ZEELET, B8R 1337 LFUTICTH2HERH Y £3, AR CF
i3, T (A~Z, a~z, 09) | BLOANA T2 () ERbHY £T,

enat id : — ORI TELGERRE/R IP 7 R L A E7213HR A MAABRE ST RWEEIT,
Threat Defense % %k 3" % & & (Z Management Center |Z bR T T HEED —ED T X A L
XFHNERELET, ZOXTHE, Management Center Z DONTRESOLVE [Z3%E L 7=
BAICKLE T, NATID (37 LFLUTFICT 2 RENH Y 3, AR CFITIE, ST
(A~Z, a~z, 0~9) . BXOA 7 () Z2ERHY EF, ZOIDIX, Management
Center (2B E*T HMDOT NA RZIFEHTE EH A,

1

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 28 NAT 7 /31 ZADEHRIZH H5E51E, WOBINIRZT L HIZ, —EHD NAT
ID & & HITBERF—2 AL, BFA OO IZ DONTRESOLVE #f57E L £7,

1

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Threat Defense 7% NAT 7 /34 ADE#%IZH 55 51E, ROPIIRT LI, —EDNATID &
& H 1T Management Center [P 7 R LA E 72 IR A M A2 AN LET,
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1 :

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

RDERY
Management Center (27 7 A 7 U 4 — /L&A L E T,

Management Center~D 0O %5 A >

Management Center % i} L T, Threat Defense % aXEd L O L 9,

FIE

ATYT1 PR=FESNTWDT T Y EMEH LT, kKO URL Z A LET,
https://fmc_ip_address

RTF9T2 a—HF—HERXRAU—KEATLET,
ATy T3 v A4y (Loghn) 1227V v 7 LET,

Management Center D 5 1 & > X D E#F

T _TD T A 2 AL, Management Center (= L > T 2 xtd 2B Icft I E 4, ko
FA L ABEATEET,

» Essentials (#7H) Essentials 71 & A,

“IPS: X2 UT 44TV Yz ALK IPS
« LD T TRAME -~ LT = TR

*URL 4R Y VT :URL 74 VE VT

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN O #

« %% U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAATA T AOREIZOWTIEEE L < I, cisco.com/go/licensingguide & Z M L T 72 &0,
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ATy 1

1R BRI
* Smart Software Manager D7 7 7 > R BB T,

FETHV FeBRLTRWESIE, Vo2& 27 0y 7 LTHLWT AU Y MEREL
TL 72 &V, Smart Software Manager Cl, ##kO 7 v M EERTE £,

o (Mo 77470277 72 AL THEMLEND) BEAEHAT I, ZFHO
A<w— NIV T 2T TARV T T UL hTHAZRRE S (3DES/AES) 71t
VAERHTEDMNENDY T,

FIE

BEWDOA~w—K T4V T THUY ML, BERIABUCANREGEENTND Z &2
BLTLTEEN,

TA® AT, VAIEEBEGEREIE NS T N, AEMA LRI, Av—b YT hy=T
TABL VT T IO MV 7 SNTWET, 2L, BETIA B RAEZBINT 505
b H56E1E. Cisco Commerce Workspace T [T X THisR (Search All) 1 7 4 — /v R&EfEH L
7,

K7:54 Y ABER

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G B &Y — 1 A (Products and Services) | Z 3R L 77,

8: R
e All Results
T Orders 6
(¥ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

WKDF AL APID ¥R LET,
GE) PID SRS B2WEEIX, EXCTFECTPID ZBMTE 7,

* BEssentials 7 A & & :
* L-FPR4215-BSE=
¢ L-FPR4225-BSE=
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» L-FPR4245-BSE=

<IPS, w7 =T P, BLUURL 71 £ ZADOMAGOE
» L-FPR4215T-TMC=
» L-FPR4225T-TMC=
» L-FPR4245T-TMC=
EFEDPID OWFNZFEUTIEMNT D & IROWVT IO PID KT 5 M ~— 2 D
VTR )T a v ERIRTEET,
* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
» L-FPR4245T-TMC-5Y

cX¥ VT T4 A
¢ L-FPR4200-FTD-CAR=

* Cisco Secure Client : [Cisco Secure Client Z{EH A K] #5H L T &0,

ATV T2 EERELTORVEAE, A~v— b 7 &> ¥ 7 % —/3—|C Management Center % %8k L
£

BEkAAT 9121, Smart Software Manager TR Gk b — 2 VA BT HHLERH Y £9, FEM72R
FINAIZ DUV TiL, Cisco Secure Firewall Management Center 7 R = A fL—y 3 > A REH
LT 7ZEEN,

Management Center ~0) Threat Defense @& &k

TNAADIP T RUANKRA MMy ZfEH LT, FH)T Threat Defense % Management Center |
Bk L £,
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1R BHHEIIZ

FIE

AT w71 Management Center C, [7 /34 A (Devices) ]>[7 /31 A& H (Device Management) | DJIEIZ
BIRLET,
ATv 72 B (Add) | Key 7 H oy URRNL, [T 2080 (Add Device) | 28R L 9,

BHRIF—FANRT 74V P TEIRSNLTOET,
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9:BHBF—EEALLT/NM ADEM

Add Device &

Select the Provisioning Method:
®) Registration Key ) Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None ¥ |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier .

Malware Defense

IPS

URL
Advanced

Unique NAT ID:t

I test

Transfer Packets

[ cancel

WDINT A =2 BB ELET,

o[/ A b (Host) ]:iBNN9 % ThreatDefense ®IP 7 R L AR A M A2 AJJLE T, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L 7=

B, ZOT7 4=V REZEOFFIZLTEBL ZERTEET,
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. Management Center ~ O Threat Defense 0 & £k

GE) HA BREZCiL. i Management Center 73 NAT DERIZHDHHE. 774~
Management Center D78 A k IP F 72344 7(i72 L C Threat Defense & 8§k TE £7,
7272 L. Threat Defense % &% > 4 U Management Center |2 %%k % 21X, Threat
Defense @ IP 77 KL AR A A ZIRET DLENDH Y £,

[ ~4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%*%— (Registration key) ] : Threat Defense DI AIDFHE THE L7=H D & [F UGk
F—x2 AN LET,

s[KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCWAEAIL. TXAM A& —7 K
AATEID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—F 28D Y CE
R

«[77&®AaY hr—/LR Y ¥ — (Access Control Policy) |: #JHAAR U > —&@IR L £,
FHTEZLERDHD Z NN TNDEHRAZ A RFEHLDRY —NTTIZh H5EE
BROT, [T LW YU —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 ZFFA[T
HZEMTEET, THRENOIB~D NTF 7 4 v 7 OFF] 33 =) | #BHLT
TEEW,

10: 5 LLVKRY >—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
NA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V o tX=2T7 7747 N VE—FT7EAVPND T
A B AZEHATEET,
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gxmntray 74y o—nEE ||

+ [~EDONATID (Unique NAT ID) ] : Threat Defense DHE#I DR E CTHE L7z NATID % &
E l./ \i j—O

s /N7 v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X kS U H—& i
THaE. T ABRRER E LTA XY M AZ T =25 E X~ N7 — ¥ % Management
Center |Z25 LET, ZOF TV a VBN LA, A X MEHR T 23 Management
Center [ZIXE &, N7y MTF—HXITEEINET A,

AT9 73 e Register) |27V w7 L, EFICEEINZZ LR LET,

BERMRIN T 5L, T AN A2 MaBmanEzd, RIRLEGSIZ, =9 —A v®—UMN
FREZHNFE T, Threat Defense 23 BGRIZKW L7-5HE1L. ROEHEZHER LT 7Z IV,

* ping : Threat Defense CLIIZ T 7 A L, kD a~ > R&fH L T Management Center IP 7
KU A~ ping ZF4T L ET,

ping system ip_address

ping 23 L 72V A0E, shownetwork 2~ > REMH L CTxry NV — V7 REL MR L F
9", Threat Defense ZHEIP 7 K L A2 H 95 121%, configurenetwork {ipv4|ipv6} manual
av s REHLET,

ek —. NATID, 3 J O Management Center IP 7 K LA : [l 5 DT /A A TR Uk
F—ZHL TSI 2B L, FHLTWAEAIENATID 2H L TW5 Z & &k
7 LE7, configuremanager add =~ > RZ i L T, Threat Defense TXkF — & NAT
IDEZFETDHIENTEET,

NI TNY a—T 4 7 DFFRIZ- DWW TIE, https://cisco.com/go/fime-reg-error Z 2 L T 72 &
AN

EXMGEXa) T4R)O—DERE

T ROREEMA L THEANREX 2V T AR —E2RET D HIECHOWTHEA L
\i—g—o

A v H—T 2 A ALIBA L H—T 2 A A NEA A —T 2 A AZAZT v 7 IP
T RLVAZBEID YT, AEA v H—7 = A AT DHCP 2 L7,

*DHCPH—/"—: 7 A7 FOREBA »F —7 = A ZATDHCP Y —"—ZfEH L £,
T T HNIN— R A =T 2 A AN LTT TV b— P EBINLET,
*NAT : M A v 2 —T = A ATA U F—7 = A ZAPAT M L £7,

TR hr—v NI ~D ST T v 7 ZFFAILET,

EARB X2 )T 4 RY —2RET DT, ROF AT ZFTLET,
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(| A F =7 = ZDFE 223=)

() |DHCP #—_—0DFE (26 ~—)

(3) |77 AN b= bhOEM (28 =)

(4) |NAT OFRE (30 ~—) |

(5) |NEBBAEA~D LT 7 1 v 7 OFT (33— ,

(6) |BEDRM (34— .

=JL
A3 —x4 ADHTE
Threat Defense 1/ > % —7 = A AZHHPIL, TNHa2EX2 VT 4/ —IZEDVETCTIPT
RVAZRELET, TV—FIT O MA X —T A ALRELET, .
WOFHTiE, DHCPIZE A AXT 4w 7T RLAEAL—F v RE— FRONEHA L X —T =4 A
PHEAHLT, =7 v RE—FROWNFA v H—T =2 AEFRELET,

FIE

ATYF1 [T34 A (Devices) |>[T /31 A& (DeviceManagement) |DNEIZEIR L, 77 A T 74—
Lo [ (Edit) 1 (£ 227002 LET,
ATvT2 [ 7 —T7=xAA (Interfaces) | %7 Vv 7 LET,

M:A23—2z4RX

Device  Routing  Interfaces  Inline Sets ~ DHCP  VTEP
—_—

Q Search by name Sync Device | | Add Interfaces +
Interface Logical Name Type Security Zones MAG Address (Active/Standby) IP Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Global Q<
GigabitEthemet0/0 Physical Disabled i
GigabitEthemet0/1 Physical Disabled d
GigabitEthemet0/2 Physical Disabled d
GigabitEthernet0/3 Physical Disabled ya
GigabitEthernet0/4 Physical Disabled yd
GigabitEthernet0/s Physical Disabled d
GigabitEthernet0/6 Physical Disabled Vi
GigabitEthernet0/7 Physical Disabled Vi

ATV T3 W0GLLEDA v Z—T A ZAMET L —I T 7 "R — N 2B T A%, A v F—T = A X
D[TL—Y Brek) | 7Aar%27 U7 LET,
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A28 —T 14 ADHE .

RETTINA LV E—T oA AT TIEA L TWAEEAIE. T v—2 77 Nkt 5RihcE
EEHIRTHLERH D £,

ATy T4 NN T4 02 —7 oA 20 [f (Edit) 1 () 227V v2r LET,
[&f% (General) | ¥ 7 HRERINET,
12: [General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) | Z AN LET,
ez, A F—T A AT indde & WS AFTEITET,

b) [B%) (Enabled) | T =v /Ry 7 A4 N LET,

¢) [F—F (Mode) 11X[72L (None) JIZREL=EFIZLET,

d) [EF=VUF 1 —> (SecurityZone) | Kt 727 U X R LEAAORNE X2 U T 4
V=BT D0, [ New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBML
£7,

72 & %X, indde zone L WO ARIOY — U HBIMLET, A F—7 =4 A, EF=
VF 4 =0 BIOA, B —T oA AT N—FIZE )L TAELENLYET, (¥ —
TxARF, 120X 2 VT 4V —VIOHRETH LS, BEOA X —T A AT
N—TBTHEHTEET, Vv FERIFIIN—TZESNTEF2 VT 4R —
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e)

f)

ATy Th
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FEALET, &0, NEA v X —T =2 A AZBNE Y — 280 5T, AEpA v Z—
T oA AN = AZEID B THZENTEET, ZOEGE. N 740 v 7 BNEND
NN CXALHICT VA a2y ha—L R —%B/ET A LITTXETRN,
SIS SNEICHNIT TUIRETE EH A, FEAEOR) O —i3tXFa VT 4V — DR
PE-RLTOET, NATEY v—, FL 7404 I o—, BLOQoS KU v —T,
S FRFIA o H =T 2 A RATN—T R TEET,

[IPv4] % 7, [IPv6] ¥ 7, E/lZMiFE DX 7% 7V v 7 LET,

o [IPv4]: Ry T XU U ARG [AXT 4 v 7IPEMHT S (Use Static IP) | &3
WL, IPT RLREF TRy N RTH AT v aRDL TANLET,
=& 203, 192168.1.124 72 E L AN LET,
13:[IPv4] 2 0

Edit Physical Interface
General IPv4 IPv6 Path Monitoring
IP Type:
Use Static IP R
IP Address:
| 192.168.1.1/24
o [IPv6] : A7 — L AHERREDHZAII[EEERE (Autoconfiguration) | F = v 7 7R v
I AEA AT LET,
14: [IPv6] 2 T
Edit Physical Interface
General IPv4 IPv6 Path Monitoring Hardware Configu
Basic Address Prefixes Settings DHCP
Enable IPV6:
Enforce EUI 64:
Link-Local address:
Autoconfiguration:
Obtain Default Route:
[OK] %7 Vw27 LET,
I3 T 4 v #—7 = A R[fRE (Edi) ] (£) 227V v LET,

[&f% (General) | ¥ 7HRFRINFET,
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15: [General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

AV8—T 14 RADEE .

NVE Only:

b)

d)

e)

48 LT ETOH [4HT (Name) | Z AN L ET,
72 ziE, A Z2—7 x4 AT Toutside] &WHARTEATET,

[5%h (Enabled) 1T = v/ Ry 7 A&t iz LET,

[F— K (Mode) 1iZ[72L (None) JICRELI-FFIZLET,

[EFx =2V 74— (SecurityZone) ] Ky 7 XA RBEEFONMNTExF 2 U T 4
V= EBRIRT S0, i (New) 1227 Vv 7 LTHLWWEXF=2Y T 0V —r%BINL
£7

72=& z1E. Toutside zone] &\WHILFIDY —r ZBIL£7,

[IPv4] # 7', [IPv6] ¥ 7, EizlZWi 0% 7% 7 Vv LET,

* [IPv4] : [DHCPDOfEH (Use DHCP) ] Z#i®#IRL, IROF T a L DRI A—F %
LET,

« [DHCP #fEH L CTF 7 4 /L ks /b— K ZHf% (Obtain default route using DHCP) ] :
DHCP #— =" H7 7 4L b b— F &S LET,

E

e
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« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B A BB T — MBI Y TET (1~255) , 2B LI L— hDOF 7 4
WD RI=ZA RN —T 4T T4 AX AL 1 TT,

16:[IPv4] 3 0

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — F L ZAHBEREDSGA X [HEERE (Autoconfiguration) | F = v 7R v
JAEF AT LET,

17:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z27 Vw7 LET,
ATy T6 [{R1FE (Save) 127V w7 LET,

DHCP H—/\—D & E

7547 N TDHCP ZH L CE&BICHT D 225 1P 7 RLAZESGTA L 510458
A%, DHCP »—_—ZHF8 L E T,

. Management Center T Threat Defense 0 &



| Management Center T O Threat Defense O &R

FIE

DHCP H—/\— DR E .

ATY T [T314 A (Devices) |, [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22 Vv2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

[X| 18: DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | X—V T,

‘j—o

19: H—/\—D3BM

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

v | + v |+
Secondary DNS Server Secondary WINS Server
v+ v+
Server Advanced
Interface Address Pool Enable DHCP Server

Enable DHCP Server

R —
Cancel m

+ Add

[0 (Add) 1227V v 27 LT, ROATvaraZ&kELE

[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP H— S—23MEHT 5 IP 7 KL ADH Frb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FELT
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Y7 Xy b EIFETDRERD ), A F =T = A ZAAHDIPT FLRA&EDH &
ITEEHA,

¢« [DHCPH— _"—%HMZT % (Enable DHCP Server) ]: @R L7=A % —7 = A A D DHCP
P R—ZHMLET,

ATFYT4 [0OK] %27V w7 LET,
ATY TS5 [{R1FE (Save) 1227 U w27 LET,

FI74IMIL— FDIEM

F T 4V R — M@, ANEA v —T oA ADSEFEARERT v S AN — LAV — & &G
LR LET, IMBA 2 —7 = A RAZDHCP ZEHT 25615, 7 /3 ABTTIZT 7 4L K
N—FEZELTWHAEMRH Y £, FEITL— F2BNT20ERHLEAT. ROF
IEZ 34T L EF, DHCP H— =57 7 4L hb— b aZE LG AIE, [THNMR

(Devices) 1> [T/\4 RAEH (DeviceManagement) |>[JL—T « >4 (Routing) ]1>[A#%
T4 vPIL— b (SaticRoute) ]—? [IPvd4/L— bk (IPv4Routes) | F721E[IPv6/L— k (IPv6
Routes) | 7—7 MZEREINFET,

FIE

AT T [T/34 2 (Devices) |, [T/3A A& H (Device Management) ] DJEIZEIR L, T34 2D [#&
£ (Edity ] () 27Vvs7LET, >

ATv 72 [JIb—TFT 4% (Routing) ]>[#KIJL— b (Static Routes) &R L E,
B 20: &)L — b+

Inline Sets DHCP VTEP

evice outin nterfaces
Manage Virtual Routers <+ Add Route
Global v Network a Interface \Lf”’“’d”””‘ Gateway Tunneled Metric Tracked
irtual Router

Virtual Router Properties ¥ IPv4 Routes
ECMP

BFD

¥ IPv6 Routes
OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP
1Pv4
IPv6
Static Route

¥ Multicast Routing

ATv 73 [JL—r%EM (Addroute) 127V v 7 LT, ROXITHELET,
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21:58)L— FEINDHRE

Add Static Route Configuration

|
Type: e |Pv4

Interface*

outside

Forntn—troen [

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C
Q, Search

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*
default-gateway

Metric:
1

Tunneled: {Used only for default Route}

Route Tracking:

any-ipvé

Selected Network

o)

I. Cancel l

(AT (Type) 1: BT DAXT 4 v 7 )—bDFA ST U T, [IPv4] £ 7213 [IPv6]

FFarREZ T ) v LET,

o[f X —TxAA (Interface) |: HI1A X —T oA A&ERLET, BEIIIELA >

H—T A ATT,

s EAFEEZ2 R v R U —7 (AvailableNetwork) | : IPv4 7 7 /L k/b— k O54 13 [any-ipv4]
Z@INL, IPv6 7 7 4 /L b b— b DAL [any-ipv6e] Z 3R L, BN (Add) 12727V v
JLTCHEIR L7y hU—72 (Selected Network) ] U A MZBEISHFT,

[F—bTU A (Gateway) | £721X[IPv6”7— h 7 = A (IPv6 Gateway) |: Z D/L— hD
JARNRYy T THLTF— b T oA N—FEZANETITEIRLET, IPT FLRAEIERY
FNID—=ZRA ST TV =7 FEEETEET,

o [A MU w7 (Metric) ]: 3801y NT—T ~DKEy7TOHEANTTLET, HMEOHKFH
1L 1~255T, T 74/ MEIX1TY,
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ATvT4

ATy TH

ATy T

ATy T2

Management Center T 0 Threat Defense DB |

[OK] %227 U »7o LE9,
= WAXT 4 T N— T —TBMENET,
[fRTF (Save) |27 U w7 LET,

—WEE 72 NAT L— /L ClE. P77 RLRAEANEA v Z—T 2 A ZADIP T RL ADER— MNIE
BLET, TOXATONATLV—NVDZtEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

[T/31 R (Devices) ]>[NAT] %2 U v 2 L, [#LLVKRY >— (NewPolicy) ]>[Threat Defense
NAT] 227 U v 27 LET,

RY = AHEMNT, RN =2 T 273 ZE28R L, [fR1F (Save) 227 U v 27 L
£7,

B 22: 3 LLVRY o—

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel Save
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NAT D% 5E .

AN U 2 —7% Management Center [ZIBIISNE T, SI&FEE, RY —I— BN 5 0E
N ET,

23:NATR1) > —

interface_PAT

Enter Description
NAT Exemptions Policy Assignments (2)
Rules

Filter by Device Y Filter Rules X Add Rule |

~  NAT Rules Before
v Auto NAT Rules

~ NAT Rules After

AT9F3 =B (AddRule) 1227V v 7 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ A 7 7Ry 7 ANRFRINET,
ATV T8 BARLV—NDOF T a r ZRELET,

R24: EXIL—ILDF T3>

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z R L £,
s [#A T (Type) 1:[#A4F v (Dynamic) | ZEIR L 7,
ATV TS [A X —T =2 A4 TP =2 b (Interface objects) |X— T, [HHAEERA VX —T =4 A

47V =27k (Available Interface Objects) | fEIK2 6 [si5eA v H—T = A A4 TV =7 b
(Destination Interface Objects) ] fEIIZAME Y — 2 2B L £,

Management Center T Threat Defense O & .
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B wozz

R25: A3 —TARFTPxy b+

Add NAT Rule (]
NAT Rule:
| Auto NAT Rule v |
Type:
| Dynamic ¥ l
Enable
Interface Objects  Translation  PAT Pool  Advanced
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q, Search by name o outside_zone ]
inside_zone Add to Source
1 outside_zone 4 Add to Destination
wfxAutomationZone
AT v T 6 [ZH (Translation) | X— T, WOA T a rERELET,
E26: >R L—Y3 Y
Add NAT Rule (2]
NAT Rule:
| Auto NAT Rule v |
Type:
i Dynamic v |
cnaoie
Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

- [FEDIET (Original Source) ] : Add () %2 U v 7 LT, +_COIPv4 F57 1 v
7 (000000) DXy hT—sF7Vx s MBI LET,
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w0 +57 ¢ v oo

B27:H LRy bO—9FTPxH b

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

GCE) HEINAT V— /W34 T7 V=7 FEEDO—HE L TNAT ZBINT D72, VAT A
EFRD any-ipvd 47 V=7 MEEHTHZ LT TEETA, T2, VAT LAERD
FT Vel NeRETHI EITTEERA,

o [ - D%E(E5C (Translated Source) | : [#855A > % — 7 = A AIP (Destination Interface
IP) | Z &R L E7,
RATv 1 [BRfF (Save) 127V v 7 LCTL— L EBIMLET,
Jo— L3 Pb— v (Rules) |7 — 7 WAERIESILE T,

ATY T8 NAT X—TU T [fRfFE (Save) |27 U v 7 LTEEEZRELET,

NEBNSHEAD T T 4 v U DFFFA

BB KRT DB ARk LT X0, BAD [TRTDO NI 7 v 7 %71y 7 (Blockall

traffic) | 727X ar br— L RY —&ER LIESEIE. 7 AZERT DT 74 v
I HFTAT DDA Y ==V Z BT 20ERH Y £, ROFIETIL, NEY —
MBI = ~D ST T w7 AT HA— VBB LET, i — BN SEAIL.
WYty NI =T ~D T T 47 T 5L—LEBINMLTIIEEN,

Management Center T Threat Defense O & .
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ATy

ATvT2

ATvT3

ATv74

5% TE O R B

ATy T

Management Center T 0 Threat Defense DB |

FIE

[R Y — (Policy) ]. [7Z®AKRY I — (Access Policy) |. [7 7 AR Y 2 — (Access
Policy) | DNAIZEAR L, BFEICKIT 2 ICH 0 ¥ TonTnWbd T 7R ar ba—L R
V=0 [#REE (Edi) ] (£) 27V yrLET, > >

DL—LZEBM (AddRule) [ 27U v 2 L, RKOAF A—2 2iE LET,

28: )L—)LMEM

_ Create Rule o

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled (j
Insert | into Mandatory @ Intrusion Policy | None o File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
ity Zos Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) <l inside_zone Collapse All Remove Al Collapse All Remove Al
=) <& outsid NE | v 1 object ZONE | v 1 object
<1 wixAutomationZone

«[&HT (Name) ]: ZDON—VZA4HTZAT £ (72 & 21X, insde-to-outside)

« ER L1=F{E7T (Selected Sources) | : [V —2 (Zones) | HLINHEEY — 2 Z IR L, [#
{Exy—2 %8B (Add SourceZone) 1 27V v 7 LE7,

c[BIRLIFEEET T)r— 3> (Sdected Destinations and Applications) | : [V —Y
(Zones) | MBAMTY — U AR L, [FEEY — 2 %EM (Add Destination Zone) | % 7
Uy LET,

oFETZFOEFICLTEEET,

[Applyl 27 U v 7 LET,
=L 3 b—/b (Rules) | 7 —7 /MTBEMSNVET,

[fR7F (Save) 1227 U w7 LET,

REDEEZ BRI T DB BB LET, BHEEZBEATIETIL. TXAM A LTEDOE
BHET 7T 47120 FX A,

FIE

Lo BB (Deploy) 1227V v 27 LET,
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X 29: B

ATy T2 BEREMOEAX., BEDOT NS, ADF =y 7Ry 7 A4 N2 LT[R (Deploy) 1% 7
U 273250, [TXTERM (DeployAll) 127V v 7 LTT_XRTOT A AZRERLET,
FENLAOLGEX, BINORERA T Y a3 U &2RET A0, [FERER (Advanced Deploy) |
270y 7 LET,

X 30: 9 RCTEMF

1010-2

1010-3

1120-4

node1

node2

@ 5 devices are available for deployment

asco SECURE

Advanced Deploy Deploy All

I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment

I Ready for Deployment

B B 0B B

I+

® 31 EERER

1 device

selected

zzorn [

[ Q_ Search using device name, user name, type, group or status

>

>

I Deploy time: Estimate [N/

Device Modified by
nodel System
1010-2 admin, System
node2 System
1010-3 System
1120-4 System

Inspect Interruption  Type Group

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Status
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
|

Ready for Deployment

ATYT3 RENKD LI L 2B LET, BEDOAT =2 AEEFZTLHIT1E, A=2——0 [JEH

(Deploy) | RZ OEMICHLT A ar%r ) v 7 LET,

Management Center T () Threat Defense O & .



B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

2:BEART—42 R

es Objects Integration Deploy
Deployments Upgrades @ Health @ Tasks

P

m 0 running 5 success 0 warnings 0 failures
@ 1010-2 Deployment to device successful.

@ 1010-3 Deployment to device successful.

© 1120-4 Deployment to device successful.

@ nodel Deployment to device successful.

© node2 Deployment to device successful.

Management Center T 0 Threat Defense DB |

atlnaln .
cIsCo O LURE

O\ o admin
‘:/‘. Show Notifications

Filter

2m 13s
2m 4s

1m 45s
1m 46s

1m 45s

Threat Defense B LU FXOSCLI~AD 7o+ X

a<w RIA4 A H =T x4 X (CLI) A LT AT L0y N7 v 7 %ITV, AL
RYATLADNTIT TNy a—FT 4 T HTVET, CLITYy > a v bR —ZHRETHZ
LITTEERA, CLIICIE, v Y — L R— R NIEERELTT 72 TEET,

N TNY a—T 4 T D=DIZH FXOSCLIWZT 7 BEATE £,

\)

6=

FIE

F721%. Threat Defense /XA ADEH A X —7 = AZSSH T CTxF4, vV —ib
toTg Ll 3B, SSHE v 9 035 7 /L kT Threat Defense CLI 1272V . connect
fxos 2~ RZ2EH L TFXOSCLIIZH T E3, SSHERMHD A v Z—7 = A A%V T
WAEBE, B TT—HA L H—T oA A LOT RLAICEHR CE XY, T—F A F—T A
ASDSSHT 7B AXT 7 4V hTEHZ /> TOVET, ZOFIATIL, 77 4/ h TFX0S
CLI 7By Y —LiR— T 7B AZOWTHBHLET,

ATFYT1 CLIICu /A 45100, BHa va—FZ2ary)—)LR— MR LET, T 74/ FT
I'X Cisco Secure Firewall 4200 |2 222 Y — )V — T J)URFHE LTz, — KX—F 4 D
USB-to-RJ-45 ' U 7NV —T N7 ER AT HHENH Y 3, THEHOFXL—TFT 17
VAT AIMEIRUSB VY TNV RIANELTA VA =L LTLEE, 2 —/LR—
MET 74V R TFXOSCLLIZA2 D £3, ROV U TARELZHEHLET,

* 9600 A~ —
8T —H B b

e NUT 472 L
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ATy T2

ATvT3

274794 —LoERONE [

1AMy 7 EYFH
FXOSCLIZ#HHr LE T, =—H—F admin &, ¥ty v 7 v FHRFICHRE L2/ SA Y — K%
fEALTCCLIiCu A4 LET (T 74/ NI Adminl123) ,
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L £,
connect ftd

&1

firepower# connect ftd
>

77 A KIS, CLI TR 2~ RO AR T 2121, hep £721X?2 2 AL ZE
T, FHTIEICOW T, [Cisco Secure Firewall Threat Defense =@~ KU 77 L > A ] 2%
L TLIEEN,

Threat Defense CLI Z#& T3 5121%, exit £72i1% logout 2~ RE AN LET,

Zoa<wy RIZEY, FXOSCLI 7 r v 7 MIEY £9, FXOS CLI T RGE/ s 2~ RiZ
ONTIE, 2B AN LTL &N,

51

> exit
firepower#

F27A 74— ILOERDIE

VAT LAEBUNC Y Yy NI ENEE T, BMIZERT T 2Rz EBIRA
AV TFEHLIEZVT DL, AR T 7 ANV AT LAOBRERBIZE-FTERHY T, Ny
7T RTCIERICEEOT o ANFETEINTEY, BT T 7 &k\Wizo, EIRZ Uk
L7E0T D8, 774 T VA —NVAT LETL—AT )Yy y NI UTERNWI EERZ
TEBWTLEEN,

Management Center D7 /NA ZAEBR— 2 L TT /3 ADOERZYIWr9 %2>, FXOS CLI
EHTEET,

Management Center T Threat Defense O & .
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Management Center T 0 Threat Defense DB |

. Management Center ZFFA L1774 70+ — LD ERO LI

Management Center Z{FFI L= 714 7V + — LD EIED LK

AT T1
ATvT2
ATv73
RTvT4

ATy TH
ATvT6

ATy FT .

VAT LEBEYNC Yy NE T T H T ENEETYT, HMMIZERT 7 S 2R\ EIRA
AvFEMLIZVTDHE, BERRT7AN AT LAOREGESISRITZENRHY ET, Ny
7770y RTIEEIZEZHDO T a B ARTATINTWT, ERT 7 7 &2k . EIRA YT
L0 DE, 77 AT 03— NETL—RATNY vy hETUTEXRNVWIEERZTBWT
TEEW,

Management Center Z ] L TV AT AZ@UIIT v v hH DU TEET,

FIE

[T7/31 R (Devices) |1>[T/3\1 REH (Device Management) [A &R L £,

HEET 571 20MICh D [#RE (Edit) | (£) 227V v27 LET,

[7/3 A (Device) | #7 %7 Vv 7 LET,

[ AF 2 (System) | £2Z 2 a v T[TFNARADY ¥y 4™ (Shut Down Device) | (@)
7 Vv LET,

Tar T ERRRENEDL, TRAADY Y NE T U HHERLET,
AN T AT U AR L TWAEAIE, 7747 U — ARy vy hE T
THLEWZ VAT AT P eE=Z—LFE T, ROTa T IRNERENET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

=B L TOWRWEAE, K30 TUAT AR Yy N LD %
MR LET,

VIS U CTEFRAA v F o472, BRT T 7 E2KNTY v — 0 BRI EIR 2 B
Sz LN TEET,

CLIICHTFTAT 74774+ —IILOEIRDYIE

ATy T

FXOSCLI #7325 &, VAT AZLLIZV Yy MU LTT A ADOEREZGIW T
4, CLIIZIX, o —)Lih— NI L C7 7 A LE3, Threat Defense 33 X X FXOS CLI
DT 78R (36—2) ZERLTLIIEE,

FIE

FXOS CLI C local-mgmt (Z8%f5¢ L £ 7,

firepower # connect local-mgmt
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ATy T2

ATvT3

ATy T4

RDRAT Y

zozx7y7 ||

shutdown =~ > RZ5HITLET,
firepower(local-mgmt) # shutdown

51

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T7AT I+ — LDV %y NET VI AT AT a P e Ee=F—LFE T, ROTa T
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VIS U CHEIRAL v F 24712 L, BT T2 2500 Ty — 2 bW di & T
ATz EBTEET

O

J

Threat Defense D% E & #e17 5121, [Cisco Secure Firewall Threat Defense R = X 7 MMZT
TR WZHLIBENDY 7 NI =T R—=VarD~v=a T )V ESRLTLIEEN,

Management Center O FIZES T2 1E#IZ OV TiX,  [Cisco Secure Firewall Management Center
TN AEEATA K] 2ZRLTIEE0,

Management Center T Threat Defense O & .
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http://www.cisco.com/go/firepower-config
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Management Center T 0 Threat Defense DB |
B xozx727
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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