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&1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****kkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

FXOS CLI C, FATHD A=Y a v 2R RLET,
scope ssa

show app-instance

i -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65
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1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkkkk

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (Z8E5E L £,
connect ftd

1

firepower# connect ftd
>

Threat Defense IZf]OTu A v 35&, = Ra—F—F 14 28K (EULA) IZRIE L.
SSHESG A L CWAEAIL, BHE SRV —REZEFETILHIROLNET, FOH#
%@4V&~714X@&E%@cuﬁy%7y7xﬁuf%ﬁﬁréni¢o

T—=HAE =T 2 A ATIX =TV TV BERAEENILESGETH, B X —T =2 R
DREMER SN ET,

GF) BREZZVT (elziE, AA—VEFERLT L2 LICLY) LRWAED, CLItY
T o704 = REHYIRTZLIETEEFA, HEL, ZUHORET UL, %
725 CLI T configurenetwork =~ > RAfi ] L TZ®E CT& ¥, Cisco Secure Firewall
Threat Defense =~ > KU 7 7 LU 2B LT 7ZEVY,

T 7 4V MEETIZLENZ A Lizf@n3 7 v aNIicFrSnE 3, UEICAN LIZfEEZ 0 F
I 285515, Enter 2 L £9,

WDOHA RT7A4 BB LTLIZEN,

* [IPv4% 3% E L E 95?2 (Do you want to configure IPv4?) ], [IPv6%i%E L £ 5?2 (Do you
want to configure IPv6?) |: TNHDX A T DT RLADM R EH 12y EZ AN LE
T, BEHA L Z—T 2 A ZAEFERT I TENLWEAETH, 774 X—K T RLARED
IP7 RVAZRET DMENRDH Y £,

«IPVA X DHCPBHAFIEIFENDEL L THRELFI N ?2IPV6 X DHCP, JL—% ., FiIE
FHOENTHRELETHI?  [FE (manual) 23BN L E4, BHA L H—T oA AN
DHCPIZRE SN TWDHIHA, BHADT — 4 A VX —T oA AERETHILILTEE
A, ZIUL. data-interfaces THDHMLENH DT 7 4/ bb— 5 DHCP r— 33— b
ZELIELV— P CLEEINDAEMERSDL72DTT,
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BB UA—TIAARADIPVAT IAIN T — I AZARNTRIIEEBS 2 —T A

ZO)IPVG’f— oA %AN: 7— FU=ANdatainterfacesiZ7e s L9 IR E L £,

DERET, ~F =TV TIVAT—H A F =T oA AZBLTEETED L IIT,
/\y77 L—V N L CEB N 70 v 7 Bt LET,

[T AT A —NE— REFRELETH? (Configure firewallmode?) ] : routed & AJJL
F9, AR =¥ T 7B RT V=T Y N T AT VA= F— FTOAHYR— |
SNTWET,

1 :

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.
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When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

YRV XT I EAMONEA L F =T = AERELET,
configure networ k management-data-interface

DB, INFA L Z—T 2 A ADEARWR Ry N =T REEATI KOk 7w 7 R
FoRENET, ZOa<wr FOEMIZOWTIE, ROFFMESBLTIEEN,
T I A H =T oA AT H5E, BEA ¥ —7 = A A TIZDHCP %]
TEFEHA, 9Ty 8T v TRRICIPT RLAZFEICRIE L > 72451, configure
network {ipv4|ipv6} manual =~ > RZEH L CHANCHKETEET, BHEA ¥ —T =
A AT — 7 =A% data-interfaces|ZiE L7e > 125813, 22 TZoa<wy NTRE
LET,

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A
ARE (S B—=T=2AA AL EIPT RV A, = U = A ~D§EH/L— k| DNS ¥—
73—, DDNS #— =72 &) ZHH L THERF L £§°, DNS % — S—REDFHMIZ DN T
X, WESW L T 7Z 3V, Management Center ClX, TR —T % 77 E8A A ¥ —
7 oA AR A A TE £33, Threat Defense & 7= (X Management Center 73 B2t O Ff
FESTZGHT B LD BREREMALNL I LT EZE, FHERATHE SNTGE,
Threat Defense (ZiELLRTD BB 218 T3 5 configurepolicy rollback =< > R & i E
7

DDNS H—/X—H%F D URL Zi%EJ 5 &, Threat Defense |% Cisco Trusted Root CA /3> K
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RY =B ESNEE A, 7272 L. DNSERIE % & 10 Threat Defense (Z2CT7'7 v b7 4 —

1) E— b Threat Defense = & % Management Center O & .


https://help.dyn.com/remote-access-api/

B cuzemLr-snge

1) £— k Threat Defense [= & % Management Center D& |

Aﬁﬁfuy%%ﬁw%fék\%wﬁﬁciofn%ww REN LHEESNET,
Management Center & Threat Defense % [FI#] Xt 2% (2 ZOREIC—ET D K HIZDNS
TTy NI A —LEEET VT4 TICRETHZ k%%@&)biﬁ‘

F72. m—H /L DNS #—/3—[F, DNS H— =Y EER TR S L7258 10 A
Management Center CHREFSNE T, 72 & 21X, BHA X —T A AEFEHLTT A
A %43k L, £ T configure network management-data-interface =~ > K& L C7F—
HAUH—T oA A€ Liz84 . Threat Defense i% /€ & —#9 2% & 912, DNS H—
N—Z T 2D OFRIE DT X T % Management Center CF8E) CaxET D2 M ENH £,

o WA ¥ —T = A AL, ThreatDefense % Management Center |2 58k L 721412, BHA
B =T 2 A RAETEFRNOT —F A X —T 24 ADNVTNNICERTEET,

ey hT T 4= R TRELZFQDN R DA Z—T7 = A ATEHAENE T,

e A RO—FE L TTNAAREREKE 7 VT CTEFEST, ZOFT a3l v
FUATHEATEETN, ity b7 v 7Rl OREIITFEA LTl EEn,

o F—HEF A4 5121, configure network management-data-interface disable =~
U REANLET,

&1

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wl0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'
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Setting IPv4 network configuration.
Network settings changed.

>

(EE) $FED> v U —72 L® Management Center ~D7T —4% A U H—T = A AT JEA
ZHIR L £,

configure networ k management-data-interface client ip_address netmask

TN RTIE, TRTORy NI =7 BFFAESET,

Z O Threat Defense % & 9% Management Center % H5E L £9°,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE }—Specifies either the FQDN or IP
address of the Management Center.Management Center % [H#27 N L Af5E TX e WAL,
DONTRESOLVE L 3, WA o SSL i 5ALE T v 1% 2 5B DT /A AMIC
ST 212i%, 272 < TH 1 AL EDT /34 X (Management Center & 721X Threat Defense
) \ZEIFEAREZR IP 7 KL ARWMEETY, 2D =2~ KTDONTRESOLVE Z457ET 5IZ
WX, BIERREZR IP 7 R U A FE /iR A b4 ) Threat Defense (2% T,

« reg_key : Threat Defense % %§%9 % & & |Z Management Center CHIFET DIER DT X
A DBEEF—ZRELET, BEEF—1X37 XTFUTICTHILERDH Y £9, BT
WZiE T (A~Z, a~z, 0~9) \ BIUOANA T2 () REWRDHY 7,

* nat_id : Management Center CTHH5ET 5, EET—ED 1 ERY OXFHZHEE L £,
FHIZT =2 A 2 —T7 oA A&MEHT 5561, B8k I Threat Defense & Management
Center D] J7 T NAT ID ZHET 24N H Y £, NATID (3 37 LFLUFIC T 242N
HYET, AHRILFITIE, BT (A~Z, a~z, 0~9)  BRUOANA T2 () 2REDR
HVFEF, ZDIDIX, Management Center [ZEEXT HMOT A A IFEHTE EH A,

51

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FNNA A% ) F— FEAITHEETE D L 91 Threat Defense &> v v X 7 LET,

VAT AEBEUNC YV Yy N T H I ENEETT, EMICERT T 7Rk, ERA

Ay FEMLIEVTDE, ERR T AN VAT LAOBERBIERITIENHY FT, Ny

7Ty RTIEFIZEZHOTav ANFETEINTEY, BRT 7 7V Ek\\Wizo, ERZ YK

L7eWT5E, VAT LETL—RATNT ¥y MU UTERNIEEZRZ TBNTLES

AN

a) shutdown =~ F&Z AN LET,

b) EIRLED & A7 —4% A LED #8582 LC, Vv —YOBFENUIM SN TND Z & 2R L
£9 (LED 25H4T) .

) V¥ —VOBERERNEFICURENTS, REIOSCTERT 7 7E2HkE, v —I 0o
HACEREZIR Y AT Z N TEET,
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XHEADA R =)L

D AKE )Y & Threat Defense 52 11 EL- 726, A v X —T = ANDA X —F v MZ
TIRVATEDLLIC, 77AT U= —T7 N8k L CERE2 A T 57200 TY,
FoTBHE, FROFHEFIIREEZRE T CTEET,

274 T 94— LD — T )LIES:

Management Center & FE 2 L B o — X XU E— M OARMIZH U | Threat Defense (ZIFA ¥ —
v MEH CEIETE £9°, Cisco Secure Firewall 4200 % 77— 7 WG 51213, RO FIEE
ZMLTIZS0,

X3:)E— EERRAOT—JILIER

Outside/

\_ intemet outside

Console port— (management center access)

eise

o =L
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&

Inside

SO g
inside —
Management
computer

)
_4

O/thef’data netWorké

1R BHEIIZ
e T —H A B —T 2 A AKR— NMISFPEEY 1T FET, HAIAHKR— MX, SFPEY 22—
LA VLEL L 44 1/10/25 Gb SEP AR — kT,
e (AFvayv) arV—nANI—TNEAFLET, TIFNLETIET AT U4 —Mila
U= =T R E L TNz, = RoX—F ¢ O USB-to-RI-45 > U 7 v r—=7
NI EREAT OMLERH Y 3,

FIE

RTYT1 U —vEROMITET, "Ry = TRETA FEZHLTIIZEN,

AT9 T2 WEsA 2 —7 =4 A (Ethernet 1/1 72 &) ZAMERL— X 1Tt L £7,

RATY T3 WA v #—7 A A (Ethernet 12 72 &) ZWH AL v F i — X TR LE T,
ATFYTE FHODA L H—T oA MDD Ty N U — 7 L7,

RTvTs ((EE) BHa Ea—FEZar Yy —R—MNERLET,
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T, BERIERT 372002 0 Y —NERIIVNEL Y A, 72770, T T a—
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T27A4AT7 04— ILOERKRA

VAT ADERIL, TrATUA—AOEmIZH L Y I —ERAAL v TFICL o THII SN E
T, BFEAA v T, V7 MEHAAS »TF L L TCHEREINTHET, 22Xk, VAT L40
TUL—ATN Ty NETYRYR—FEN, VATA Y7 b7 BIOT —Z OB
URAT7 BB SHET,

\ )

(GX)  Threat Defense % #)® CEBEIT 2 & 1%, FIHMLIZK 15 ~ 30 500020 £,

ATy T
ATvT2

ATvT3

ATvT4

48O SRS

Tr7AT U+ —MIx L TREEEOEWENZ UG T 5 Z LN EE T (MEEEREE
(UPS) M+ 272L) . IO ¥ v N UL ETDORWTENNEbNLD &, ERA
T ANV AT AOREESIEEZTAMREMERHV £, Ny 7 7T T RTIEFEILZHDOT
BEANETINTWT, EONRKDNDE, VAT LAET L —AT NV vy T TEE
A,

FIE

BRA—FZT7 747 U+ — /MR L, EF=a ot MO LET,

Ty — VO E T, BRa— NICBEET 2EEN ey I — 2 A TOERL L /1FT AL v F
EHEHLCERE A ICLET,

TrAT U —/DOBEEIZHLHER LED 2R LET, MAICHITLTWDIGEEIE. 7741
T A —VDEFRNP A TWET,

B 4: S RT Lk & OB LED

System LED ——
Power LED ——»

[

TrAT U —VOEHIZHD AT ALED #HERLET, FAISETLTHAEEIT. &
TERAZWIZARK LTV ET,
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GE) AA v T % ONS OFFIZYIV BB L, VAT AOBIRNPEEIIZYIN D £ TR
PNDLZERHY ET, ZOMIE. v — ORI/ SRLOEIR LED MSFEIC S L £
T, BIRLED NREEICA 7D ETERZUIL RN TLZEV,

FROEEBEICLDERETE
NEA L Z—=T 2 A AP A L H =Ry MIT 7B ATE L L 912V F— FALOEHE N

Threat Defense % %7 — 7 /L#%#i7 % & . Threat Defense % Management Center (2% 8k L CT /3 A
ADEEERTET TEET,

Management Center~D 0O %5 1 >

Management Center % {# ] L C, Threat Defense % i ER L O L ET,

FIE

ATV T $AR—bFINTWHET I UFEMHLT, RO URLZALET,
https.//fmc_ip_address

ATy T2 2a—HW - LXRTU—-FREZANLET,
ATy T3 v A4 (Loghn) 127V v 7 LET,

Management Center D 5 1 & > X DEF

T _TPD T A 2 AL, Management Center (Z L > T I xtT DB Icffk S E 4, 7
Ta T, WOMRETA L AZBEATEET,

» Essentials (78) Essentials 7 1 & 2 A,

“IPS: X2 UT 44TV VxR LRI IPS
« ILD T TRAME -~ LT = 7RG

*URL Z4I)LR YT :URL 74 VE VT

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ F

« %+ U7 (Diameter., GTP/GPRS. M3UA. SCTP)

VAATA T AOREIZOWTITEE L < I, cisco.com/go/licensingguide & Z M L T 72 S0,
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ATy 1

Management Center D 5 1 + > X DEF .

1R BRI
* Smart Software Manager D7 7 7 > R BB T,

FETHV MeBRLTRWESIE, Vo2& 27 0y 7 LTHLWT AU Y MEREL
TL 72 &V, Smart Software Manager Cl, ##kO 7 v M EERTE £,

o (Mo 77470277 7 2R LTHEMLEND) BEAMEHAT I, ZFHO
Aw— NIV T 2T TARYV T T UL hTHAZRE S (3DES/AES) 71t
VAERHTEDMNENDY T,

FIE

BEWDODA~w—K T4V T THUY MI, BERIABUCANREGEENTND Z & 2
BLTLTEEN,

TA® AT, VAIEEBEGEREE NS T N, AEMA LRI, Av—b YT hy=T
TABL VT THU NIV 7 SNTWET, 2L, BETIA B RAEZBNT 505
N H5E1E, Cisco Commerce Workspace T [T X THisR (Search All) 1 7 4 — /v R&EfER L
7,

K5:54 Y AB%R

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G (B &Y — 1 A (Products and Services) | Z 3R L 77,

6:%5R
e All Results
T Orders 6
(¥ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

DI AL APID ¥R LET,
GE) PID SRS B2WEEIX, EXCTECTPID ZBMTE 7,

* BEssentials 7 A & A :
* L-FPR4215-BSE=
¢ L-FPR4225-BSE=
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1) &— b Threat Defense |Z & % Management Center O & |
. Management Center ~ 7 /A R M3EH0

» L-FPR4245-BSE=

«IPS, w7 =T PHl, BELUURL 71 & ADOMAEDE :
* L-FPR4215T-TMC=
* L-FPR4225T-TMC=
+ L-FPR4245T-TMC=
FERROPID ODWTFNNZEUTEMT 2 &, ROWT IO PIDIZKHE T 2 W ~—2 D
TR T g v EERTEET,
* L-FPR4215T-TMC-1Y
+ L-FPR4215T-TMC-3Y
« L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
+ L-FPR4225T-TMC-5Y
« L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

cXx¥ VT T4 A
¢ L-FPR4200-FTD-CAR=

* Cisco Secure Client : [Cisco Secure Client ZiEH A K] #5H L T &0,

RATv T2 FEOYAIT, Smart Software Manager |~ Management Center % &k L &7,

gk A AT 9 121%, Smart Software Manager CHEk N — 727 VAT HHLERH Y 9, FEMIC
DWW TCIE, [Management Center 2> 7 4 7' L—a v HA R 2B LT EE0,

Management Center ~®D T /314 X DB
TNAADIP T FLUAETIARA My B GRF—% A LT, FE) T Threat Defense %

Management Center

FIE

AT 71 Management Center T, [T /3A A (Devices) |>[7 /XA A& H (Device Management) | DJIEIZ
BIRLET,
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ATv 72 BN (Add) | ey 7 H o)

Management Center ~ T /3 X DB .

A IS, [T/3 ADIBIN (Add Device) | 23R L 97,

EHX—FHFANT 74V P TRBIRENTWET,

7:BRX—EFERALET/A RDEM

Add Device

Select the Provisioning Method:

®) Registration Key ) Serial Number

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None

Access Control Policy:™

inside-outside

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets

[ cancel

RDINT A—=Z R ELET,

o [ARA K (Host) ]:3BNNF 5 ThreatDefense M IP 7 KL AR A 4% AJ) L%, Threat
Defense D gD F%E T Management Center @ IP 7 K LA & NAT ID DO iti )7 & f57E L 723

BlE. ZOT7 4=V FREEOFEFFIZLTBLL ZENTEET,
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. Management Center ~ 7 /A R M3EH0

GE) HA BREZCiL. i Management Center 73 NAT DERIZHDHHE. 774~
Management Center D78 A k IP F 72344 7(i72 L C Threat Defense & 8§k TE £7,
7272 L. Threat Defense % &% > 4 U Management Center |2 %%k % 21X, Threat
Defense @ IP 77 KL AR A A ZIRET DLENDH Y £,

[ ~4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%*%— (Registration key) ] : Threat Defense DI AIDFHE THE L7=H D & [F UGk
F—x2 AN LET,

s[KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCWAEAIL. TXAM A& —7 K
A THEID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—F 28D Y CE
R

[T/ A Fr—/LRY ¥ — (Access Control Policy) |: #JHIAR U o —& IR L E,
FRHTDOMENRDDZENDONOTNDEHIAT A RFHLDORY =N TILH HGE
BROT, [T LW YU —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 ZFFA[T
HZEWTEET, WENOHE~D T T 4 v 7 DOFFA) ZZRLTITZEN,
B8:#HLLKRY S—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

cRT—FSA VR EHT A LB R A — N T A AEE DS TET, S
SNA BB LT, [YRTL (System) >[5/ €& (Licenses) ]>[RT— k54
2R (SmartLicenses) | ~— b £%aT 2 I T b UE— 77 EAVPNDT
Ly 2AE@ATEET,
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secure-firewall-4200-gsg_chapter2.pdf#nameddest=unique_22

| 1) &— | Threat Defense [Z & % Management Center O &
gxmntra) 7oy o—ngE ||

+ [~EDONATID (Unique NAT ID) ] : Threat Defense DHE#I DR E CTHE L7z NATID % &
E l./ \i j—O

s /N7 v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X kS U H—& i
THaE. T ABRRER E LTA XY M AZ T =25 E X~ N7 — ¥ % Management
Center |Z25 LET, ZOF TV a VBN LA, A X MEHR T 23 Management
Center [ZIXE &, N7y MTF—HXITEEINET A,

AT9 73 e Register) |27V w7 L, EFICEEINZZ LR LET,
BEPKDT DL, TAALANY 2 MBS ET, KRLESGEIT, =7 —AyE—UN
FOREAVE T, Threat Defense 7238 ER(ICKRIM L 725G 13, IROEH 2R L T IZS 0,
« ping : Threat Defense CLI(Z7 7 &AL, IRD =~ N4l L T Management Center O IP

7 KL A~ ping ZF4T7 L £,
ping system ip_address
ping 23 L 72V A0E, shownetwork 2~ > REMH L CTxry NV — V7 REL MR L F
7, Threat Defense HHIP 7 KL A EZZEH T 5 MR & 5556 1%. configure network
management-data-interface =~ > K& L 7,

BEk¥—. NATID, 3L Management Center IP 7 K LR : [l DT /A A TlA] Uk
FoHMEHLTVD L aMRA L, AL TWDHEAIEINATID 2 H LT\ Z & &
7 LEJ, configuremanager add ==~ > R4 i f] L T, Threat Defense TXdkF— & NAT
ID#RETDHIENTEET,

N TN a—TF 0 7 OFERIZ DUV TIL, https://cisco.com/go/fme-reg-error & ZfR L TL 72 &
AN

ERNGEX1)T4R) O—DFE
DI T KOBREEMI L TIANRE R 2 ) F 4 Y R BIET BRI TH L
\i—a_ﬂo

A v A =T 2 A ALHHA A —T 2 A N A L H—T = A ATAZT (v 7 1P
T RLRAZEDLBTES, v K=V ¥ TV EAREDO L LTUTA L H—T =2 A4 AD
BEARBELER LE LN, FEZ0A 0 H—T 2 A Xa )T 4 —12EI) 4T
LMENRHY T,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—ZfEH L £7,
«NAT : SMBA v H—T 2 A ATA U X —T = A APAT A L7,
TR hr—b NEDOIE~D T 7 v 7 ZFFAI L ET,
*SSH: ¥ —V ¥ 7 78R A F—Tx A ATSSHEZHMILET,
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A3 —T A RDFKE

&

ATy T2

ATvT3

ATy T4

m

ThreatDefense f > X —7 = A AZ AL, TNHE2 X2 T 4 — 2BV Y TTIPT
RLAZHRELET, TL—FI T MA L H—T A ALRELET, .

WOHTIE, DHCPIZELAREZT 4 v 7T RL AL IL—FT v RE— RONHAL L X —T = A A
PHEALT, »—T v RE—FOHNFA v F—T =4 AEHRELET,

FIE

[T /34 A (Devices) |>[7 /A A& H (Device Management) JDNEIZEINL, 77 A T 74—
Ao [#RE (Edit) ] (£) 2270 ysLET, >
[f>#—7xA A (Interfaces) %7V v 7 LET,

B9:423—Tx(4R

Device Routing  Interfaces  Inline Sets ~ DHCP  VTEP
—
Q, Search by name
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
® Management0/0 management Physical
GigabitEthernet0/0 Physical
GigabitEthemet0/1 Physical
GigabitEthemet0/2 Physical
GigabitEthemet0/3 Physical Disabled rd
GigabitEthemnet0/d Physical Disabled s
GigabitEthemet0/5 Physical Disabled rd
GigabitEthemet0/6 Physical Disabled rd
GigabitEthemet0/7 Physical Disabled Vi

(—ERDOEF N THFEHTRER) 40Gb A v Z—T 2 A AN 45D 110G T L—2 T A
H—T 2 A ABERTHICE A v =T 2 A ADTV—I TN A% )7 LE
KR

HETAGD A LV F—T oA AT TIHEHA L TWAEAIE. 7T L—2 77 M &7 DRI
REXHIRTEILENRD Y F3,

WIS 54 v 4 —7 =4 20 [#r&E (Edit) | (£) 227U v 7 LET,
[2M% (General) | % 7 RERSIET,

I Threat Defense (Z & 5 Management Center 0D FE A
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b)
<)
d)

AV8—T 14 RADEE .

10: [General] % T

Edit Physical Interface

General IPv4 IPv6

Path Monitoring F

Name:
inside
Enabled

Management Only

Description:

Mode:

None

Security Zone:

inside_zone

terface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

48 LT FE TO [4HT (Name) | Z AN LET,
ez, A F—T A AT indde WA L4HETESITEL,

[£%) (Enabled) | TF =y 7Ry 7 A%EF NI LET,

[E— K (Mode) 1iX[72L (None) IZF&ELZEFIZLET,

[E¥x=VU7 1Y —> (SecurityZone) | Ky FX A MLEEFONTHEX 2 U 7 4
V=BT D0, [ New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L W HLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS =T 2 AT N—TZE )Y THELENDY ET, o F—

TxARF, 100X 2 VT 4V —IOHRETHESL, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, eI WA v X —T = A AWNE Y —AZE ) BT ANBA v H—
T A RAEIES = AZED B THZENTEET, ZOHA. N T 7 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T 4~ DH
PAR—FLTWVET, NATHRY v—, L7 4 0Z K — BEIOWQoSHY v —T,

S FERFA AT oA AT N—T HEHTEET,
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e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27 ) v 7 LET,

o[IPv4]: Ku v T XL URRINE [AXT 4 v 7IPEMiT 5 (Use Static IP) | %38
RLU, IPT RLARLEY TRy h~RATBAT v afil TAHLET,

7= & z20E, 19216811247 EE AT LFET,
11:[IPvd] 2 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

« [IPv6] : A7 — F L ZAHEEREOSA X [HEERE (Autoconfiguration) 1 F = > 7 A v
JAHEF N LET,

12:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUv2r LET,
ATy TE AR HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,
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13:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

TR =X T I BRI IDA B —T 2 A ZAEBEFICRELTWDEED, AV F—T A R
WX T TIZAFIRMHT O TEY ., AMEE T FLRBEENZE T LTWET, b DOFEAH
EBIXER LN TL &, BB 95 L, Management Center OEFFE AP S E T, =
OEETH, WRrN T 74 v 7RI —DEFa VT4V — 0 2RETHLERHY £,

a) [EF=VU7 1Y —> (SecurityZone) ] Fr vy 7 X0 U X RMLEBAFDOINTEEF 2T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 4V —r%BINL
£7.

7=& 21X, Toutside zone| &EWHILARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fE (Save) 127V v LET,

DHCP H—/\—DEE

7747 > N TDHCP 2 LT EBICKHT D058 MO IP T RLAZEST L9127 55
A%, DHCP —R_—%FZh LE T,
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AT9 T [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22Uy 2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

X 14: DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | <—V T,

‘j—o

15: H—/\—D3BM

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v+ v+
Server Advanced
Interface Address Pool Enable DHCP Server

Enable DHCP Server

R —
Cancel m

[N (Add) 1227 Vw27 LT, ROATvarvk

+ Add

wE L%

e[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP % — S—3MEH 35 IP 7 KL ADH Fb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FEL
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Y72y b FITFEETAUNERH), A —T A ZAHHFDIPT RLZAZEDL L
I TEERA,

« [DHCPY— "—%FH5MZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK]Z27 V)7 LET,
ATYT5 [fRT7F (Save) |27 U 27 LET,

NAT D E
—f&E 72 NAT b— L Clidk, WET RLRAEINBA > H—T 2 A ZADIP T KL ADKR— MIE

Bl EdT, ZOFATONATL—ILDZ bZ AL HZ—T A A R— KT KL AZLH (PAT)
EIENE T,

FIE

ATY 1 [T/AL R (Devices) |>[NAT]#27 U 7 L, [#HLLEKY >— (NewPolicy) ]1>[Threat Defense
NAT] 227V w27 LET,

ATy T2 KY)r—icAiiathr, R o—2EMT 273 A& BIRL, [fR(F (Save) |27 U v L
ij—o

1) E— b Threat Defense = & % Management Center O & .
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B wozz

16: 3 LUK o —
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 u

=3

AU 2 —7% Management Center |ZIBM S ET, Gl&kE, N —Ib— 28B4 5058
NdHYET,
17:NAT K1) o —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,
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| 1) &— | Threat Defense [Z & % Management Center O &
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18:EXKIL—ILDA T3y

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT >7 (Dynamic) | ZE#IR L 7,

AT TS [A ¥ —TxA A4 7Y xZ b (Interface objects) |X—C, [HHARERA ¥ —T =1 A
47 =7 K~ (Available Interface Objects) | fHIK O [56dcA v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

19: 48 —T AR AT b+

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)

Q, Search by name o outside_zone
inside. zone . Add to Source
1 outside_zone ) Add to Destination

wfxAutomationZone

L1l

AT v T 6 [Z# (Translation) | X— T, WDOA T a rERELET,

1) &— b Threat Defense [Z & % Management Center O & .
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B wozz

K20: 32 AL—Y3 Y
Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %27 ) v 7 LT, +_COIPv4 FF7 1 v
7 (0000000 DXy hD—sF T V= FEBEINLET,

B21:H LRy bO—0FTDOH b

New Network Object (2]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZD—EE LTNAT 2B+ 2720, VAT A
EFOany-ipvd 47V =7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DPEEIE (Translated Source) | : [5856A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,
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ATy FT [RAF (Save) 1227V v 7 LTL—EBINLET,
=L b—/b (Rules) | 7 —7 MRS ET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

RNERD S HEBAD ~F T 1 T DFFHE

BRI KT D 288k L& X2, BAD [T R_RTONT T 4 v 7 %717 (Blockall
traffic) | 77 ®A arba— R —FERLIZGEEIL. T AZ@BRTH T 7 4 v
I EFTATDHIEOICHRY —I— AV ZBITH2HERH Y E3, IROFIATIE, NEHY —
NI — 2 ~D T T 4w I EFATHL—LEBINLET, e —r RNk 584,
W2ty NI =T ~D T T 47 AT 5/L—LEBINMLTIEEN,

FIE

AT9 1 [RY— (Policy) |. [7 7 BAKRY — (Access Policy) 1. [7 7 AR U 2 — (Access
Policy) ] DNEIZIEIR L, ZRUTKHT DB ICHI D Y THNTWET 7R ar hr—L R
o [#RE (Edit) ] () 22V rsLET, > >

ATY 72 [Jb—ILEEM (AddRule) 127U v 7 L, RONTA—=ZEBELET,

22:)L—)LMEN

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory W Intrusion Policy | None Be File Policy | None

q Zones Networks Ports. Applications Users. URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
Collapse All Remove All Collapse All Remove All
ZONE

~ 1 object ZONE | v 1 object

«[#&H] (Name) ] : ZON—LiZ4HTZfHT £ T (72 & 21X, inddeto-outside) .

« ER LI=#{ET (Selected Sources) | : [V —2 (Zones) | nHLINHEEY — 2 IR L, [#
{ExJ—%EM (Add SourceZone) | %27V v L,

c[EIRLT=FEEET T r— 3> (Sdected Destinations and Applications) | : [V —>
(Zones) 1 OIS — AR L, [3B5%E Y — 2 %EBM (Add Destination Zone) | % 7
Vv 7 LET,

MOREFZDOEFIZLTRBEET,

AT T3 [Applyl 27 U v 7 LET,
L=/ Jb—/L (Rules) | 7 — 7 /VICBMEET,
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B <~+—>v70ex 55 1408— 42 TOSSHORE

ATy T4 &7 (Save) 1227V w7 LET,

IR—Ov TIORRAT—E A3 —T 4 XTOH SSH DEETE

A v H—T 2 A AT E DT —H A X —T = A AT Management Center 7 7 & A & AN
Lo a1, ZOFIEICHESTEDA v ¥ —T =4 ATSSH ZANCTHHERH Y 7,
Z Z TlE. ThreatDefense T 1 DL EDF —Z A v Z—7 = A 2% LT SSH #5#i 2 A 023
B HFEZHOWTHALET,

\)

GE) SSHIZBEHA L Z—T A A LTTF 740 FTHINZR > TWETA, Z O A IILE P SSH

TR A LER A,

A L H—T oA AL, T AOMDA o Z—T = A AL ITHBESI TV ET, Management
CenterlZ T NA AR E L, BT H-0EASNET, T—F A ¥ —T = A AD SSH
I, BHEA X —T 2 A4 AD SSH ENFEB L OB —Y VR N 2HFLET, 2Ok
EIIBEPNCRESNE T, T—F A F—T A ATH., ZOHEHAHEHLTSSH &7 7 &
AYARNEANILES, T—HF 4 F— 7:4x®%Hb?74/7iLﬁ@w—%4V
TEREEFEHL, BERICERESNIZAZT v 7 — FRCLI CRESNZAXT 4 v 7
J— MIFEHLEREA,

BEHA U H—T oA AOA, SSHT 72 AU A N &#ET 5 I121F Cisco Secure Firewall Threat
Defense =~ > KU 77 L A @ configuressh-access-list =~ > RZ&MML TS0, A¥
T4 w7 — NEFRET HITIL, configure network static-routes =~ KA LT 72

WV, T 74V FTIE, PIHIRRERICEEA VAT 2 A ANBT T A b FERELE
7

SSH #fi 3 512i%, FARIP T RLREHFTHT 78R L—LIVEHY FHAL, TD
Y7 a rDOFMEIES>T, SSHT 7 B2AERTETHILERH HET T,

SSHIZ, ZEERRERA L F—T oA AZOAEHTE LT, SSHAEA DA o H—T = A
ZNZHDEGE . ANA A —T 2 A A~DEBEE RGO BB TE 97,

SSH I%, DK FHE L NF—MER— N L TWET,
« 5551l : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
« 524 : hmac-sha2-256

« % —22H#4 . dh-groupl4-sha256

)

GE)  SSHZMFEM L7 CLL~Dwu 7 A RATH 3 [Ehdiks L TRIT 5 &, T35 20D SSH #5513
TLET,
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| 1) &— | Threat Defense [Z & % Management Center O &

v x—Sv 7oA T—8 4 va—7 14 2TnssHOEE [

1R BHHIIZ

« SSH = —#—I%, configureuseradd =~ > RZEH L CCLITOARETEET, .
T 7 4V T, AIIRRERHZ N A U — R&230E L7ZAdmine—F—23F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N7 4 — L5 E T [IMHBFRAE (External
Authentication) | ZHETH I EIZIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A PERIEFR Y NV—J 2EHKTDLIF Y hU—2 4
TVl RRMETT, A7V e ar—Ury0—E LGEINTE TR, IPT
RLZADITN—F W ETH-0ICA T V=7 N I —TF 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

Y

ATy T

ATy T2
ATvT3

GE) VAT AT Sany ry N —2 AT V=7 MIEHATEE
A, KD VIT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

[T/314 R (Devices) 1>[FT v b T+ —LEKE (Platform Settings) ] #3##U L, Threat Defense
AU =% ERRETZITmE L ET,

[SSH7 7t R (SSH Access) ] &R L £,

SSH #ft & 7F il 4564 v #—T7 =4 AL IPT RLAZIEELET,

TOREFEH LT, SSHEHREZZ T AND A v FZ—T =2 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHIBLET, HLxDIPT FLAFRLS, Fy NTI—7 T R
AEfEATEET,

a) (B (Add) 1227V v 27 LTHE LWL—AZBINT 50, [feE (Edit) 1227V v 27 LT
BEfFONL— LV ERmELE T,
b) N—ADTFa T 4 EBEELET,

* [IP Address] : SSHEEi #7Frl T DR A NEIZFR Yy NV—V 2/RET LRy hT—7
FTV 2l NERIZITN—T, ATV MRy XU A= a—0bLERT S
N FRFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,

«[ERTFTREAR Y — U4 VB —T 4 X (AvailableZones/Interfaces) | : SSH ##5i & 7 7]
THEA L E—T 2 ARG — v EBNMLEST, Y —ileWnWA v —T A AT
X, BIRLFY -4 2B —T 24X (Selected Zones/Interfaces) ] U A FD FD
TA—=IVRZA L E—T A A% % AL, BN (Add) 122V v 7 LET, L—
TNy I A B =T oA ABMTHZLELTEET, BRSNTWNDHA U F—T =
ARERZY = MTRNA RZEENTND EXZDH, TNHDN—)LIRT/NA R
WA I ET,

) [OK]ZZ7 VU v7 LET,
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ATvT4 [Save (RFTE) 127 Vv LET,

RED R

ZC, [EE (Deploy) 1>[EBE (Deployment) 1227 VU w7 L, B0V Y THT A ATHY
U REATEL LR E L, BHEIRY -2 BT E TEMICRY A,

REDEE 2 BB HP IR L £, ZRZRFHTLETE, 74 A ETEOR
LT 7T 4712700 £H A,

FIE

ATv 1 A0 [EB (Deploy) 127V v27 LET,

X 23: ER

Q @ & @ adminv Wl secure

AT T2 REREHOEEIE, HEDT A ADF = v IRy 7 A4 A2 LT ER (Deploy) 1% 7

U 2B [FRTEM (Deploy All) 157 U v 27 LTHRTOF AL 25 EHLET,
ENLSNDOGEIE, BINOREHA 7 Y a AR IET D720, [mEREB (Advanced Deploy) ]
7 Vv LET,

B 24: 9 RCTEMF

Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment [=2)

nodel I Ready for Deployment &

node2 I Ready for Deployment =
5 devices are available for deployment iz
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

& 25: 5 E TR

selected

D [ Q_  Search using device name, user name, type, group or status | Deploy time: Estimate
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B l Ready for Deployment

ATY T3 BEANSESH LI L2l LET, BEOAT =X 22T/ T 5I121E, A==2——0 [EH
(Deploy) 1R Z > OEMCHALIT A a7 v 7 LET,

H26:BART—5 X

es Objects Integration Deploy Q @ adminvy | lul sEcURS

‘ Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

i m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s

© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense 5 KU FXOSCLI~ADT7 o £ X

a<v R4 A F—T x4 A (CLI) ZH LTIV RAT2DE Y N7 v 72T, AR
WYAT DN T TNy a—T 4 T HITVET, CLITy v a bR U—2RETHZ
LITTEERA, CLIICIE, av Y=L R— R MNIEEHRELTT 72 TEET,

NIV a—T 4 T D=DIZEH FXOSCLIWZT 7 BEATE £,
A\

((¥)  F7-I%. Threat Defense 7 /3A ADEFA L H—7 = A AIZSSH T C& £4, vV —b
ToTg TR Y, SSHYE v g 135 7 /b kT Threat Defense CLI 272V . connect
mm:vyP%ﬁmLTmecum%ﬁﬁ%iﬁo$H%ﬁm@4y&~7:4x%%wf
WHEA, B TT— 4 A2 —T 2 ALDOT RLAIZEm CEEY, T—HF A X —T=A
x«®$ﬂ77kxm?7ﬁwhfﬁ%ﬂ&ofwiﬁo:®$@Ti\77¢whfmms
CLI 725 ay Y — ViR— T 7 BRIZOWCHBLET,
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

ATy

ATy T2

ATvT3

FIE

CLIiZu A 35121, BHa Ea—FEar ) — )L R—MNIEHRLET, 774/ KT
I Cisco Secure Firewall 4200 (2222 Y — )V — T J)LRFHE L T2z, — KX—=F 4 D
USB-to-RJ-45 ' U 7NV —T N7 EREAT HMENRH Y 3, THEHOFLV—TFT 17
VAT LNIMEIRUSB VY TV RTIANRNEZMLTA A R—=L LT EE, T Y —)LR—
MET 7 4V N TFXOSCLLIZ/2 D £3, ROV U TARELXMHEHLET,

* 9600 7R —

87 —H B b

e NUT 4721

1 AFy7 EYEH
FXOS CLIIZHfi L £9, =—¥ —4 admin &, HIiE > N7 v THECHRE LTI2/SA D — F&
fEHLTCCLLICr 7 A LET (F74/0 ME Adminl2l)
Al :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZT7 7 A LEd,
connect ftd

1 -

firepower# connect ftd
>

77 A %IC, CLI CHEHAIREZR 2~ ROFBHRAMRT 2I121L, hep £ 2?22 AL ZE
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L Al &
LT 7EE,

Threat Defense CLI Z#& T4 5121%, exit £72i% logout 2~ RE AN LET,

Zoawr RIZE Y, FXOSCLI 7'u v 7 MIEY £, FXOS CLI T affE/e 2~ NiZ
DONTIE, 22 AL TLIES N,

1

> exit
firepower#
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274794 —LoERONE [

274 T 04— ILOEIREDUIE

VAT LEHEYNCY vy MU UTH I ENEETT, BMICERT T V2R ERA
AvFEMLIZVT DL, BERRT ANV ATLAOBRERFIEE T ZENHY £, Ny
7Ty RTCIEFEIZEZHOTav ANFETEINTEY, BRT 7 7k, &Rz YK
L7058, 774 T VA —NVATLET L—AT )Yy y NI UTERNWI EERZ
TENTLL XN,

Management Center D7 /N A ZAFHN—T 2 H L TT A ZOEJRZ T 575>, FXOS CLI
A TEET,

Management Center Z{ERA L -7 74 7O+ —ILDEBRD YR

AT T1
ATvT2
ATvT3
ATv74

ATy T5
ATv7T6

ATy T17

VAT LEBEEYNC Y vy MU UTH T ENEETY, BMICERT T V2R EIRA
A yFEMLIEVTHE, BRRTFAN VAT LAOBEEEZSIZEZITZERNHY £, Ny
7770y RTIEWIZEZEO T vt ANRFETIN TN, BERT 7 72k, EIRZ W
L7E0T D8, 774 T U4 NET L—AT LYYy AUV TEXRWNWI EERLATENT
<TEEV,

Management Center ZfEf L T A7 A& WYY v~ hE T TEET,

FIE

[T/84 R (Devices) |>[T/31 REIE (Device Management) &R L £,
BRI 271 20ICH D [#RE (Edit) 1 () 22V y7LET,

[7 /34 A (Device) | ¥ 7 %27 V27 LET,

[ AF L (System) | 227 3 a  CITNRA RN vy &A™ (Shut Down Device) | ()
7 Vv LET,

Ta T ERBRENTED, TAALADY Yy MU UEERLET,
A=A T AT U F— VR L CWDERIE. 77 AT U= Ny T
THEXWIVAT AT v M4 —LFET, ROT v 7 MRERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

=B L CWRWEER, R30I/ TV AT ANy MO LTz Z %
MR L ET,

VNS CTEBAAS v F 24720, BRT 7 7 2R 0Ty ¥ — 2 b EIR 2 Y
AT PR TETET,

1) E— b Threat Defense = & % Management Center O & .
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CLIIZCEIFHTAT77A4AT70A—ILOEIBED IR

1) £— k Threat Defense [= & % Management Center D& |

FXOSCLI Zfifld 5 &, VAT ARZLERIIV Yy FE ULV LTT NS AOEREZYIW CT& %
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AT w71 FXOS CLI T local-mgmt (Z8%#5¢ L 97,
firepower # connect local-mgmt

ATw 72 shutdown =2~ RERITLET,
firepower(local-mgmt) # shutdown
il -

firepower (local-mgmt) # shutdown

This command will shutdown the system.

Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense......

Continue?
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System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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