CDO % {1 L 1= Threat Defense O ER

CDEDODRRHEE

AR TR TCOT IV r—rarb~vx—U Y 2RRT DL, BT 7V r—va v

L X=X EROT A HEEZSRLTLIEIN, ZOEDONKIL, CiscoDefense Orchestrator
(CDO) @ 7 7 7 K{EAtA Firewall Management Center % f#i 9~ 2 B x4 D51 & %15 &

LCTWET,

T77A4 T 24#—ILIZDNT

N— R =7 Tl¥, Threat Defense ¥ 7 b =7 F72IXASA V7 b =T #FIT7TC&ET,
Threat Defense & ASA O] THI D B 2 24T 95 BRICIL, T35 ADFHA A—UAbRNHEZ/R D F
To BUEA VA P—LSNTWDLbDEITRRDY T MY =T A= a URRLERGE A
A=A MEETF, Cisco Secure Firewall ASA 35 1 O Secure Firewall Threat Defense f A A —
MITA R 2SR L TS,

7 7 A T U #—/iL, Secure Firewall eXtensible XL —7 4 > 7L A7 A (FX0S) EFEEH
LRI LI DA RV —T 4 VT VAT AEFEITLET, 77 A 7 U4+ —/LIEFXO0S Secure Firewall
ChassisManager # 7/ R— F L CWEH AL, N 77NV a—T7 47 HELTRLACLIDA
WY R—FENTHWET, FEMICONTIE, CiscoFX0S b T 7Ny a—TF 47 A R
(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L O® Cisco Secure Firewall

3100/4200 [f11}) Z2ZWL T 230y,
TS3AND—WERT—RAD L 77 AT 74— VIIEENGESNERITAREC, BRI
£T22LbHVERA, L, 2—F AR EORETIE, FEARDIEFREZEHTEE
T, ZOE, REMFEERRC SNMP O IR, EEE MENGBAIERE R TE 25606
D ET,

» CDO 2 & % Threat Defense &HRIZOWT (2 X—)

eV RY—Z U ROX AT (34—)

s PRDOEHEIZ L HFAGEE (5 X—)

cFVAR=T 4 T4 = REHERA LT 7 A T U —VORER (9 X—)

RN EF 2V T AR U—ORE (19 X—2)

* Threat Defense 38 X TOVFXOS CLI ~D 7 7 & A (33 X—)

¢« 77 AT UA—/LOEROYIW (35 3—)

cRDAT v 7 (36 X—)

CDO %{# A L 7= Threat Defense O E B .


secure-firewall-4200-gsg_chapter1.pdf#nameddest=unique_1
secure-firewall-4200-gsg_chapter1.pdf#nameddest=unique_1
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

CDO %%/ L 7= Threat Defense D/ER |
B oo =& % Threat Defense &Iz DL T

CDO [Z & 5% Threat Defense BIE[(ZDILVT

2 5 FiZ2#E! Firewall Management Center [Z DN T

7 7 v RigA Firewall Management Center |, 4> 7" L I A Management Center & [A] UF§#E
DEL L, ALy 7Ty R7 4=V EHATHET, CDOZTIA~v ) vRr—T¥
ELTHEHT5E. 47 L 2 A0 Management Center % 0T OAIEHTE £4, 47
L X A ® Management Center (%, 78U > —DRLT v 77 L— FE&Y R —FLTHERA,

FUR—=FT 4 T 4 =R E CLIRGEAFH LTS AT v R—FT 4 T TEET,

Threat Defense Y *—L v 7O LR A VA3 —T 14 R

ZDHA RTIINEA v Z—T =2 A AT 7B RZOWTEMHLEST, Zhix, VE— i
HCRAET DRI R LE WY T A THET-HTY, 32—V v T 7 B RIHNEBA & —
T2 AATERELETH, GHOBEHA L X —T oA A0 EXmExELEd, EH ¥ —
7 = A AL, Threat Defense & —Z A > Z—T = A4 AL THNCRESNHERA LV X —T =
AATHY, WHOR Y NT—TRERHY 7,
T A E =T 2 AT R =V X T VR AEANCLIEHETH, FiHA V4 —T =
AADFR Yy NT—IREMEHSINET,
T RTCOEBINT 7 4 w71, BIESHmEEHA L ¥ —T = AZRECEITmAL L LE
j—O
e F— A E—T 2 f AT R =X T 7 ERAEHNTT S & Threat Defense (L3 7
FL—V BN LTEBA L E—T oA ACEEEGE N T 74 v 7 BEELET,
CRIFEBINT T4 v DA, BEA VI —T 2 AIN I T —0 BN L TCT—H A
VE—T 2 AT T 4 v EEELET,
IF—OYDTIEREH
Fe B A B =T 2 APEDTR—T% T 78 ZIZIE, ROFIRNRH D £97,

VX —VX T I BAEFNITEDLDIX, 1 DO RT —H A v H—T =4 ADHT
9, 7 A ¥ —7 = A AL EtherChannel Tl TX A, WEMEZHKNE LT,
Management Center D —DE o XV A L HX—T 2 A AT 32—V X T 78 RAZHHIZ
THIEHLTEET,

DA H—T oA AFEBREHICTEET A,

=T AV H—T oA AEERTHENV—T v K77 AT U4 —LE— RKDOATT,

e PPPOE [ZV R — F &L TWEH A, ISP TPPPoE N LB A1, PPPoE 2R — 42
JL—# % Threat Defense & WAN £7 ADBICEET A MLERH Y £97,

A UH =T 2 A AEETHLEND D DL 1 —/3L VRF DB TY,

. CDO % {# F L 7= Threat Defense O E B



CDO %{$/H L 7= Threat Defense O B
zvry—zvrnszs [

s SSHIZT —H# A v H—T A ATIXT 7 4V N THMI /> TR 2, #% T Management
Center ZfiH L CSSH Z AT H2MERNH Y £, £z, BEHA VX —T =AM R F—
FNT 2 ANT—H A B =T = ATEE SN DT, configure network static-routes =
~ U REEM LU CTERA =7 = A OEL— R EBIMLRWRY | UE— 3y
NI = NOEEA X —T 2 A4 AT SSHEHIT 52 LITTEXEHA,

EHA L E =T 2 A AEANR MEPA =T = A ZAEPI AT HZ LT TEEYE

/\/o
e UG RAFY LTI R— N ENFERA, TOBEE, BEA L E —T oA AEFERTHLE
NV £9,

N TRASE) T+ EH

FIARDAA T RA T EN T 4 RARRIT—H A v 5 =T = A %S B, KO
fEEBRLT EE,

YA —TX T I RRUE, MG DT NRAZATR LT —FA =T A A& LET,
IRV A VX T IV RAT—H A F =T oA AT R—FERTHEREA,

«DHCP IIfFRHTXFH A, BHHUIP 7T FLADABRYR—FINTWET, DDNS X ¥ r
AyFTFavrTa=r7 72, DHCP ITIEKFET AR T 8 A,

cRWUH TRy NNICRZZDFRIIP T RLARHY £,
« [Pv4 E7213 IPV6 OWTZHFEH L ET, MGEZRETDHZEITTEER A,

A L3 —Y v RE (configuremanager add =~ > K) AL T, #EmARLTHD Z
xR LET,

o TF—HA B =T 2 A% T 2= )V —R= T FE AT — ) 7 L LTHERT S
ZliIETEEEA,

TUORY—TIUFDERY

TR —F 4 7 4 W — R&A# LT Threat Defense % CDO (24 >R — R4 512X, RD
HAT BB LT IEEN,

CDO %{# A L 7= Threat Defense O E B .



 EIEEIYEY)

1:ITVRY—IFEDARY

a1\
"\‘1 il

Cisco !/ Obtain
Commerce licenses
Workspace
CLI (2) (optional) (8 ) Perform initial
~ Check the ~ configuration
software and
install a new
version
] ]
CDO \.3 JLog into CDO \.7 JOnboard the
device using
the onboard-
ing wizard
N i N P T
Physical Tasks | |4 install the (?)Cable the \ 6 JPower on the
firewall firewall firewall
— > —>

CDO %%/ L 7= Threat Defense D/ER |

o)

\9 /Configure a
basic security
policy

:./’i'\ Cisco Commerce SA YL ARTETS (52—)
/| Workspace

5 |CLI UEE) Y7 MU =T OHEREHLOA—TVa Dl A= (T3=Y) ,
(3) |€DO CDO ~Du 7 A v (92— |
N
(4) | RIS 2 TIAT Uk —NEA VAR ALET, A R TREAA FEBRL TS
i

v,

(5) |WEHRZ 27 T AT I F—ADr—T MR (95—
N
() | PRt 5 27 77 AT I F—AOBRBEA (10 <—2)
(7) |€PO FYR—=F AT TP = REMA LT A ADF Y R—F 427 (11—

. CDO % {# F L 7= Threat Defense O E B


https://cisco.com/go/secure-firewall-4200-install

I CDO %{$/H L 7= Threat Defense O B
progEscss5mEE [

g |CL CLI Zfli ] L 72 E D FAT (14 ~—27)

(g |CDO AN EF 2V T 4R v—0RE (19°5—-) ,

FROEEEIC K DBRHETE

ORI ar TR, AT UL IVOBRET A v A ERIST B HE, BT AEIZHTL
WY 7 hgxT R=Va A AN TBHE, CDO W T A 925 5EIZOWTHA
L/i—a—o

FALLVRAERET S

TRTCHOT A AL, CDOIZ X - T ThreatDefense (k& £, 47> 3 T, kO
BEIA B AEBATEET,

» Essentials (78) Essentials 7 1 & A,

“IPS: X2 UT 44TV VxR LRI IPS
« TILY TR - T = TP

*URL 4R YT :URL 74 VE ) T

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

« X U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAT A AOBBEIZOWTIEEE L <L, cisco.com/go/licensingguide Z# M L T 7280,

4RO SRS
+ Smart Software Manager ® 7 4 7 > kBRI T,

EETHAT L RNEBRLTRWNERIT, Vo2& )y 7 LTH LW AUy FERIEL
TL 72 &V, Smart Software Manager ClX, #HfkDO 7T v v M &ERTE £,

s a2 T IAT AT T T EEHLTEMEEIND) WEEEMEHT 2121, A
Aw—hE VT 2T T4V T T UL N TS (3DES/AES) 71 &
VAR TEARNLERNDY 7,

CDO %{# A L 7= Threat Defense O E B .


https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer

CDO %%/ L 7= Threat Defense D/ER |

B 5 e xemssa

ATy 1

FIE

BENDORAY—F T4 THY L NI, RBERTARCANRGENTND Z L2
BLTLIEEN,

TA® AL, YA EEFRERBEIE NPT AN AEWA LRI, A~— Y7 =T
FARY T TAT MY 7 SNTVWET, 72720, B TIA B A48T 2 %E
o 551X, Cisco Commerce Workspace T [N THiZR (Search All) 1 7 4 —/V R&EfEH L
£7

K2:54 Y ABxR

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G B &Y — 1 A (Products and Services) | 3R L 77,

B 3:#8
e All Results
T Orders 6
[ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

WKDF AL APID R LET,
GE) PID BREOB2WEEIX, EXCTEICTPID ZBMTE £,

* Essentials 71 & X :
* L-FPR4215-BSE=
* L-FPR4225-BSE=
* L-FPR4245-BSE=

«IPS, v/ U =T, BLURL 71 & ZADOMAEDH :
+ L-FPR4215T-TMC=
« L-FPR4225T-TMC=
« L-FPR4245T-TMC=

EFREOPID OWFNNZEUTIBMNT 2 &0 ROV DO PIDIZHIET DB ~— 2D
VTRV Ty a U ERIRTEET,

. CDO % {3 A L 7= Threat Defense M ERd


https://apps.cisco.com/Commerce/home

I CDO %1 A L 1= Threat Defense O BB

E® vIryz7oRREHLLA—Vavo vz b= [

* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
» L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
» L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

CEFX YT IA LR
* L-FPR4200-FTD-CAR=

« Cisco Secure Client : [Cisco Secure Client ¥{EH A R 2B L T &0,

AT 72 FIEOHEIE, Smart Software Manager |2 CDO % %6k L £7,

(EF=) V7o

BEREAT 9 121X, Smart Software Manager THEEk b — 7 V Z BT DM ERH Y £9, FELW
FNEZ2WTIX, CDO D~==2T I EBRL T ZE,

rYTT7DHEREFLLVAN—23 DA VR =)L

VY7 MU =TDONR=Ta rEMEGEL, REISUTHDON=Ta vk A VX b= 5T,
ROFNIZFEITLET, 77 AT VA=V aRET DGR AA—Va v e VA b=V T 5
ZLEBEIOLET, BMOFEE LT, B#%ICT vy S — REFETTLHIE L TEET
B, HEEZRFFT LT v 77 L—RTiX, ZOFIEZEHT 2 L0 LFHIBA2ND5608H Y
£

RT¥EH/1\—Yar

Y7 2T Fyru— R X=U0) ) =AFKTOMIH D, eOOREPTN TS Gold

Star U U — A% F(T79 5 Z &2 BEID L E T, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178. html IZFLHE SN TN DH U U —AERIE S L TS 2 &0y,
el xiE, ZoEmRTIE, (BF#REzEt) EHNRY Y —2F5 BRHRY Y —2%K5
(LOVERWRDOA T T AV Y =R LRy F) | FZEFICRMNR D U —2%5 (BUF
BEEZTD-ODOKEHBDOA LT F 2V Y=Ly F) ITOVWTHHLTVET,

CDO %{# A L 7= Threat Defense O E B .


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

CDO %%/ L 7= Threat Defense D/ER |

B e&® vorvzromzesLnsi—vavnorozb—i

ATy

ATvT2

ATvT3

FIE

Ty AT T — TN ADERE AN L, 22— R— MR LE T, ZEICONT
X, 77 A7 U —/LOEFRKEA (10 X—) I L QThreat Defense 33 L X FXOS CLI ~D 7
A (33 X—) EBRBELTIEIN,

admin = —H¥ & F 7 3L h2%ZATU— RO Adminl23 2L Tre 71 LEd,

FXOSCLIICHERE L E T, fldbTuasl A Li-tE, RRAUV—FE2EETLILIRDONET,

Z DA T — RiZ, SSH @ Threat Defense 2 7 A 2 bEH I N E T,

GE) MRAT—=FRTTIZEFEINTNT, NRAT— RRbrL WA, YIHERE~DY
Yy " EFEITLT, RAUV—KZT 74340 M2y FTAMLERH Y £, HIHRTE
~D VYt FRIAIZOWTIX, [FXOS troubleshooting guide ]| &M L T 7230,

51

firepower login: admin
Password: Adminl23
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Hello admin. You must change your password.
Enter new password: ****xkkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.
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Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65
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i:l"/ = 5 == ]l £ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
[ 2 ) manager will not be available after onbearding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more

Firewall Threat Defense

Mal Mode:

@ Fo0] O rome = :
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
TRECT enoed)

Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPrem: 7.44)

ATYT5  [T/NA A% (DeviceName) | Z# A LT, [k~ (Next) 127V w7 LET,

B 7: T/ X%

o Device Name Device Name

ATFv 76 [RU—E YT (Policy Assignment) JIZOWTIEX, Fr Y7 H U A=a—%H LT,
TNAZADT 78 A ary bur— L RY —2BRLES, K P—DBRESHLTORVEE
. [T74V DT VA3 hr—)LAR Y 2— (Default Access Control Policy) ] % i®&R L &
7

H8: 7YX avbta—LKRY—

O i

ment Access Control Policy

[ Default Access Control Policy ~ ]

AT9 Tl [V TAZ VT 3T Ak A (Subscription License) 122\ TClid, [#E FTD 7 /34 A
(Physical FTD Device) ] 7 VA R& &7 Uy 7 L, AT 28 EREIA B 22T =y
JLET, [Next] #7 Vw7 LET,
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-
%fj@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

ATw 78 [CLIE$kF— (CLIRegistration Key) ] {22\ TiX, CDO %, BEkF— L Z DD /T X —X
AL Ca~vy RaAERLET, Zha~wr FE2 3™ — LT, Threat Defense DOFJHIFRET
T 208N H D £,

10: CLI & 8% F—

@% CLI Registration Key ~

™\
\"J Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ('

-
\,

1
7
\ 2) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ew]JTpCBP2w3xEBnVVkfZv x7R7dwemd3JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display_name

AB—= KT T A7 VT Me5ET Lz, ThreatDefense CLITZ Do~ REabe—LE7,
CLI Z#fEH L7 E D FEIT (14 =) R LTLIE XN,

1 -
CLIlty N7 w7V Fra<w R

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKEX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

ATYTY FUR=F 4T 4P —=RFT[R~ Next) |27 U v 7 LT, T/, ADBGREFMG L £
hd_o

CDO %{# A L 7= Threat Defense O E B .
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ATV ({EE) [ U (Inventory) ]»X—YDW KRz &7 4 VHBUIENLDO X D, T3

ATV EBMLET, UL EANL, FWWT T ARK () FERLET, T
IZ. CDO ~DEAHEFRIZT A AEAINET,

11:48T
Your device is now onboarding.
© This may take a long time to finish. You can check the status of the device on the Devices and Services page.
Add Labels @
Go to Inventory
RDERY

[ Ry U= 0 AR LI 0 OF A 22U, HHICH D [ER) 24
VNIC—ERREINTWALT L a v OWTANEBRIRLE T,

CLI Z{& A L =R E DEIT

Threat Defense CLI (Z82%c L CHIMIER E 21TV E T,

FIE

RAFwT1 2V —)L7R— | T Threat Defense CLI (28567 L 1,
=Y —LiR— X FXOS CLI IZ#k L £,
ATFw T2 2—HF—4 admin BLOSZ T — K Admin123 Ca /4 > LET,

WHTFXOSIZu 7 A Lzt &id, NATU—REEFETLILH>KRDONET, 2O/ AT —
Ki%. SSH @ Threat Defense = 71 SN E T,

GE) NRRAT—=RFRNTTIIEREINTWHWTONLRWESIL., T ZA&FHA A=Ak LT
AT —=RETFT 74NV MUy hTARERHY £, HA A—JLOFNEIZDOWT
T, FXOSD N T TNy a—T 47 A RESRLTIEIN,

1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***xkxkki*

. CDO % {# F L 7= Threat Defense O E B
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https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
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ATvT3

ATy T4

cu z@AL-mmEEozs ]

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (242558 L £ 17,
connect ftd

1 -

firepower# connect ftd
>

Threat Defense (] Ta A4 5E, =y Ra—HF—F (4 AEK (EULA) IZRET
HEo9RDENET, D%, BHA L EZ—T oA ADREHDOCLIEY NT v A7 U K
NERINET,

T—BAE =T A ATYX =V X TV RRZADILIZHETH, BHA 2 —T oA A
DBRENMEM S E T,

GE) BEZZ VT (TcexlE, A A—VEBIERTHZ LKD) LARWnhED | CLIty
T o704 P — REBVIRTZ LI TEERA, 2L, ZUHOHRETXTUL, %
75 CLI T configurenetwork =~ > K& L CE®E CTX £9, Cisco Secure Firewall
Threat Defense 2~ > RU 757 LU AEZHHRL TSIV,

77 4V MEETZIZLENC AT LT @R Ty aNICF RS E T, ENCAN L7 B2 2 D%
FEEHT 2561, Enter 27 L £,

WDHTA RTA4 BB TLIEIN,

o [IPv4% & E LETH? (Do you want to configure IPv4?) ], [IPv6% 7% E L £ 32?2 (Do you
want to configure IPv6?) 1: ZHHDZ A TDOT KL ADL2 EH 1Dy H AN LE
T, WA VX —T 2 A ZAEMHT I TEN WA TH, 774 X—=K T RLARED
IP7 RLAZRETLHULENRDH Y 7,

«IPV4 (X DHCPBHBFLEFHDELLTEHEE LFEFI M ?IPV6 X DHCP, JL—% ., FfzI&
FHOENTHRELETH?  [FEF (manua) | ZBIRLET, HHA L F—T A AN
DHCPIZRESINTWAHEE, BHAOT — XA X —T 2 A AERETH LT TEE
B, Ziud, data-interfaces THHOINLENH DT 7 4/ Fb— FH DHCP — 3= 5
ZRELIENV— T EEXINDAREERH L7 TT,

BB AT IARADIPVATIAI T — DA EANELITEBA U2 —T A
ZO)IPVG’f oA %AN 7 — F U= A NdatainterfacesiZ7e s K9 IR E L £,

DFRTEF, YR =X T I BARAT—H A H—T 2 A&ZBUTHIETE S L )T
A/77V~/% LTEE N 74 v 7 iRk LET,

[T AT A —NE— REFRELETH? (Configure firewallmode?) ] : routed & AJJL
¥, A~ F =X T BRE, V=T v K 77 AT U4 —)L T— R TOHYKR— |
SNTWET,

CDO %{# A L 7= Threat Defense O E B .
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1 :

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

. CDO % {# F L 7= Threat Defense O E B
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this sensor to the Firepower Management Center.
>

RATVTS 3=V x T VR AAOHNTA L Z—T 2 A AERELET,
configure networ k management-data-interface

Z D&, IMIA L H =T = A ADIERR A Y VY= BIEEIT O L OITKRO DT T B
TRINET, ZOa~xr FOFEMIZOWTIE, ROFFMESRLTIZIV,

T A H =T A AERENT 25, BHA ¥ —7 = A XA TIEDHCP Z{EH]
TEFEHA, 9Ty 8T vy TRRICIPT KL AZFEICRIE L > 72841, configure
network {ipv4|ipv6} manual =~ > R ZfH L CTRETEH LI E L7, BHEA
B —T 2 A A — U A %&data-interfaces|ZEE L2 oA, 22 TCZoav
RCERELET,

Threat Defense % CDO (ZiBMT 5 &, CDO (FA VX —T = Af AHE (A HF—T A A
LETPT RVA, = bz A ~DEH/L— b, DNS ¥—/3—_ DDNS ¥ —3—72 L)
ZRH U CHERFL£9, DNS b — =R EOFEHIZ OV TIE, kESRL T ZEN,
CDO Tlt, B TR =Ty TV VA A H—T = A AR EEE CTE £9 25, Threat
Defense & 7213 CDO DNEBREEEDO ML AT D X O BRELZ MR NI I LT
SV, EEREGE ST S 7235A . Threat Defense (ZIZLARTD ERR 21859 % configure
policy rollback === > R & ENET,

DDNS —/3N—H# URL #5% &3 5 &, Threat Defense (% Cisco Trusted Root CA /N> K
ANBTRXTOEECA OFEELY HEIIISENT 5728, Threat Defense | HTTPS #¢
@ DDNS H— N —GEREZ FRFE T & £9°, Threat Defense (£, DynDNS U E— k API {14k

(https://help.dyn.com/remote-access-api/) Z 7 %5 7J < T®DDNS #—/N—ZHK— kL
*7,

Zoavr RNt T4 A2 =T A ADNS F—N—%HELET, By T
727 U7 T (F£721% configure network dnsservers =~ > K& L C) RELE
BDNS r—"—i, BT 71 v 7 IS ET, 77— DNS %—,3—|%, DDNS

FEESNTWEHA) RIS v F—T oA ATHEASNDIEX 2 T 4 RY v—
W S E,

CDO Tli, Z® ThreatDefense (ZFIVMBTHT T b7+ —LRER) > —TT—F A
A —7 x A A DNS P —/N—3FE I ET, CDO IZ Threat Defense #E13 5 &, 17—
TIVEREDHERF E4U, DNSH—_— 37T v 87— LRGER U U —ITBMSVEE A,
7272 L. DNS#E% &1 Threat Defense (ZE T 7 v N7+ —AFKERY —%H Y YT
Hé, FORTBIZL->Tr—INAREN EEEEINET, CDO & ThreatDefense % [F1H] &
HHITE, ZOBRTEIC—HTDEIICDNS 7T v N7+ —LAREET 7T 4 T IHRET
HT LaBEIOLET,

F72, B—A/UDNS H—s3—|%, DNS ¥ — —BYHEGL TR SN 7= 5A 12D & CDO
THREENET, HexiE, BEA LAY —T oA REHALTT AL A28 L, % T
configurenetwork management-data-interface =~ > R&2 i H L CTF—HX A v X —T = A A
Z ek i L7235 . Threat Defense HEALE —E T2 L 9 1Z, DNSH——Z 5T 2411 H DK
ET R T% CDO CTFETHET 2XENHY £,

CDO %{# A L 7= Threat Defense O E B .
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ATvT6

o EHA L H—T = A AL, ThreatDefense % CDOIZEER L7-%IZ, BEHA L X —T A A
FREMOT —H A H =T 2 ADWNTHDERE TEET,

ey hT T 4= R TRELZFQDN R ZDA V Z—T = A AR ENE T,

AV FO—HE LTT A ARERKZ 7 VT TEET, ZOF T a i) hY v
FUFATHEHTEETN, Oty b7 7B OERIEIIIEH L RN T ZE W,

o T— X EHE NI HITIL, configure network management-data-interface disable =~
Y REANLET,

51

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

1 :

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CDO »34 5% L 7= configure manager add ==~ > K&ffifl L C, Z ® Threat Defense % & H# 4 5
CDO Z#BILET, a~r FOERIZOWTEL, A AR—T 17 U4 —FKaflf LT
NRAADF U R—=T 47 (11 X—=Y) ZBRLTIIEIN,

1 -
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> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

EXKMLEZEX)T4R)O—DETE

ZITIE ROREZHEH L TEARNR X2 74 WY —2RET D HIEIT OV THAL
=7,

s N A > H—T oA REIA L H—T 2 A A WA U H—T =2 A RAZAZT 4 v 7 1P
T RLAZEDYCET, v XV XTIV BAREO—HE L THNA v F—T A AD
HEARBRTEEERLE LD, FEZFOAL X —T 2 A A2 X2 VT 0/ —02EID YT
LENH Y T,

«DHCPH—N—: 7 5347 FOWEA » #—7 = A ATDHCP —"—%fEH L £7,
*NAT : SMiBA v F—T = A ATA ¥ —T = A APAT M L £ 7,
T rRAI b= NN A~D T T 4y 7 HFFA LET,
*SSH: ¥ —V % T/ RA A X —Tx A ATSSHEAHZILET,

=A—
A3 —T 14 ADEXRTE
ThreatDefense f & X —7 = A AZ BN L., TNba2EFa )T 4/ —ZEVYTTIPT
RLAEZRELET, 7V—IT UM A 0 Z—T 2 AbRELET,
OB T, DHCPIZELAREZT 4w 7T RL AL IL—FT v RE— RONHAL L X —T = A A
PEALCT, V=7 v RE—ROWNEA v X —T =2 AZHRELFET,

FIE

AT T [T/34 2 (Devices) |>[T /3 A& (Device Management) |DJEIZEIR L, 77 A4 T 04—
Ao [#RE (Edit) ] (£ 2270y 7LEF, >
ATFY T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

CDO %{# A L 7= Threat Defense O E B .
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12: 423 —J14RX

Device Routing Interfaces Inline Sets
—

DHCP

Interface Logical Name

@ Management0/0 management
GigabitEthemet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthemet0/3
GigabitEthemet0/4
GigabitEthemeto/5
GigabitEthemeto/6

GigabitEthemeto/7

VTEP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

CDO %%/ L 7= Threat Defense D/ER |

Q Search by name Sync Device Add Interfaces ¥
MAC Address (Active/Standby) 1P Address Path Monitoring Virtual Router

Disabled Global Q<
Disabled e
Disabled 4
Disabled /’/
Disabled V4
Disabled rd
Disabled ra
Disabled ra
Disabled s

ATFv T3 (—HOEFNATHEHAAEER) 40Gb A v FZ—T 2 A ANH45D 10Gb T L —T T 7 R A
H—T o2 Af AE{ERRTHIZE, AV F—T 2 A ADT VL —I T U570 v LE

B

RETA0G A =T =2 A AT TIHEH LTV L HEIE. 7V—2 70 b afiTd S0
RIEZHIRT 2HERH Y £,

ATy T4 WHIERT A2 —7 24 AD [$RE (Edit) | (£) #2770V v7 LET,

[&f% (General) | ¥ 7HRFRRINET,
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13:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v
10

nterface 1D

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) |2 AN LET,
FlexiE. A F—T x4 RZinside &\ S &RTEFTITET,

b) [F%) (Enabled) | T = 7Ry 7 A%EF NI LET,

¢) [FT—F (Mode) J1x[72L (None) JIZHERELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L W HLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS =T 2 AT N—TZE )Y THELENDY ET, o F—

TxARF, 100X 2 VT 4V —IOHRETHESL, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, eI WA v X —T = A AWNE Y —AZE ) BT ANBA v H—
T A RAEIES = AZED B THZENTEET, ZOHA. N T 7 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T 4~ DH
PAR—FLTWVET, NATHRY v—, L7 4 0Z K — BEIOWQoSHY v —T,

S FERFA AT oA AT N—T HEHTEET,

CDO %{# A L 7= Threat Defense O E B .
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e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27 ) v 7 LET,

o[IPv4]: Ku v T XL URRINE [AXT 4 v 7IPEMiT 5 (Use Static IP) | %38
RLU, IPT RLARLEY TRy h~RATBAT v afil TAHLET,

7= & z20E, 19216811247 EE AT LFET,
14:[IPvd] 3 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 48
JAHEF N LET,

15:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUv2r LET,
ATy TE AR HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,
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16 : [General] % T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

TR =X T I BRI IDA B —T 2 A ZAEBEFICRELTWDEED, AV F—T A R
WX T TIZAFIRMHT O TEY ., AMEE T FLRBEENZE T LTWET, b DOFEAH
EBIXER LN TL &, BB 95 L, Management Center OEFFE AP S E T, =
OEETH, WRrN T 74 v 7RI —DEFa VT4V — 0 2RETHLERHY £,

a) [EF=VU7 1Y —> (SecurityZone) ] Fr vy 7 X0 U X RMLEBAFDOINTEEF 2T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 4V —r%BINL
£7.

7=& 21X, Toutside zone| &EWHILARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fE (Save) 127V v LET,

DHCP H—/\—DHE

7 A7 > N CTDHCP i LT EBICKTT A5 225 1P 7 RLAZESET 5L 512958
A%, DHCP — _—ZHZc LE T,

CDO %{# A L 7= Threat Defense O E B .
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FIE

CDO %%/ L 7= Threat Defense D/ER |

AT9 T [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22Uy 2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

X 17: DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length

3600

DDNS

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v +
Secondary DNS Server Secondary WINS Server
]+
Server Advanced
Interface Address Pool Enable DHCP Server

+ Add

ATY T3 [H—/— (Server) | <—C, [IBM (Add) 1227V v 7 LT, ROAT v araRELE

R
18 : H—/\—D3BM

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

—
Cancel m

e[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP % — S—3MEH 35 IP 7 KL ADH Fb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FEL
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7y N RICHFET ORENRDY, A =T =2 AAHDIPT RLAZEZDLH T L
FTEEEA

« [DHCPY— "—%FH5MZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK]Z27 V)7 LET,
ATYT5 [fRT7F (Save) |27 U 27 LET,

NAT D% 7E

—f&EI72 NAT V—/ LTk, WET RV RAENEA L H—T 24 ADIP T KL ADKR— MIE
WLET, ZOXATONATLV—NDZ tEA L H—T oA R—KT KL RZEH (PAT)
LIEONE T,

FIE

RAT9FT1 [T/A4 R (Devices) |>[NAT] %27 U v 7 L, [ LUK P — (NewPolicy) ]>[Threat Defense
NAT] %227 U v 7 LET,

ATw T2 R —IZL4RIEMT, R —%2FHTET SN, ZAE@ER L, [R1FE (Save) 127V v 7 L
ij_o
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19: 35 LLVEKRY o—
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 u

=3

AU 2 —7% Management Center |ZIBM S ET, Gl&kE, N —Ib— 28B4 5058
NdHYET,
20: NATR ) —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

. CDO % {3 A L 7= Threat Defense M ERd
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21:ERIL—ILDA T3

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool

NAT D& E .

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT >7 (Dynamic) | ZE#IR L 7,

AT TS [A ¥ —TxA A4 7Y xZ b (Interface objects) |X—C, [HHARERA ¥ —T =1 A
47 =7 K~ (Available Interface Objects) | fHIK O [56dcA v F—T = A AF TV =7 |

(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

H2: A8 —TARATSH +

Add NAT Rule
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool

I
Available Interface Objects

Q_ Search by name

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a rERELET,

Source Interface Objects

=

(0) Destination Interface Objects

o outside_zone

L1l

CDO %{# A L 7= Threat Defense O E B .
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B wozz

K23: 5 AL—Y3 Y
Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %27 ) v 7 LT, +_COIPv4 FF7 1 v
7 (0000000 DXy hD—sF T V= FEBEINLET,

B2A:H LAY FI—0F TPy b

New Network Object (2]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZD—EE LTNAT 2B+ 2720, VAT A
EFOany-ipvd 47V =7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DPEEIE (Translated Source) | : [5856A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,
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w0 +57 ¢ v oo

ATy FT [RAF (Save) 1227V v 7 LTL—EBINLET,
=L b—/b (Rules) | 7 —7 MRS ET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

NEBNSHEAD F T 4 v U DFFFA]

BT D00 2 Rgk LIz L X, BARD [TRXTONTI 74 v 7 %7y 7 (Blockall

traffic) 1727 8RA a2 ha— L RY =2 ELTELAE. T A 2@RT25 877 1
T HEHFA[T DDA = — NV E BT H2LERHY £9, ROFIETIZ, N —>
MO = ~D T T 4y T EHTFATHL—AEBIMLET, o —o 0N d DA,
W2 Ry NT—=T~DNTF T 4w I BFFA[THL— N EZBIML T ZEN,

FIE

ATYF1 [RY— (Policy) |. [T 7 BAKRY I — (Access Policy) 1. [7 7 AR U 2 — (Access
Policy) ] DNAIZERIR L, BEUCHT A ICE VY TonTWAT 78X v hr—L R
U0 [#RE (Edit) ] () 2V vyrLEF, > >

RTw T2 [JL—ILEEM (AddRule) |27 U v 7 L, IRONTA—ZEHELET,
X 25: )L—)LDEM

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled ()
Insert | into Mandatory @ Intrusion Policy | None Fe File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove All Collapse All Remove All

NE | v 1 object

NE | v 1 object

% wixAutomationZone

«[&81 (Name) | : O —/VIZARTEMFTET (72& 21X, indde-to-outside) .

« [EIRL1=FEIETT (Selected Sources) | : [V — (Zones) | HNERY — 2R L., [
{Exy—2%ENM (AddSourceZone) | #7 U v 7 L%,

[BIRLIFEEET T r— 3> (Sdected Destinations and Applications) ] : [V —Y
(Zones) | MBAMTY — U AR L, [FEE Y — 2 %IEM (Add Destination Zone) | % 7
Uy LET,

OB EITZEDEEICL TREET,

RATY T3 [Applyl 227 Vv LET,
L= Jb—/b (Rules) ] 7 — 7 /WIZIBME L ET,

CDO %{# A L 7= Threat Defense O E B .



CDO %%/ L 7= Threat Defense D/ER |
B <o 70ex7—481v5—Tz12TOSSHOEE

ATy T4 &7 (Save) 1227V w7 LET,

IH—T T7IOEVRTFT—R AR —T 24 ATH SSH DKTE

A B =T 2 A7 E DT —H A ¥ —T = A AT Management Center 7 7 & A &4 hi
LT, ZOFIECHES>TEDA 2 H—T = A ATSSH ZHNCTHLERH Y 7,
Z Z°ClX. Threat Defense T 1 DL EDT —H A ¥ —7 = A ATk LT SSH #fe & HZh2
B HEIZHOW T LET,

N

GE)  SSHIZEHA LA —Tx2A A LETTF 74V b THIIZR 2 TWETA, Z OEAEIZEFE SSH
T BRITHELEE A,

BEA B —T oA AL, T ADOMDA o Z—T = A AL [T3BES VTV E T, Management
CenterlZ 7T N\A AEREL, BT H7-0IFEHINET, 7—F A ¥ —7 =4 AD SSH
L, A X —T7 2 AD SSH ENHBEB LU —F VR MEHFLET, ZOMOE
EERNCRESNET, T—H A X —T=A ATIE, ZOEEEFHALTSSH L7 7%
AVARNEAMMILET, T—F 44— 7i42@$HF?74/7iLﬁ@W%?4V
TRERMEN L, RERFICRESNIAZT 4 v 7 V=R CLI TRESNIAZT 4 v 7
J— MIEH L EEA,

BHA L E—T 2 A ZADE, SSHT 778 A Y A N &R 5 IZ1% Cisco Secure Firewall Threat
Defense =~ KU 77 L > A @ configure ssh-access-list =~ REHRLTLEEN, AH
T4 v — NEERET HITIE, configurenetwork static-routes 2~ > REZZH L T E X
Ve T 740 FTE, WIHIRERICERA L H =T 2 A ANDT T x L b — FERELE
R

SSH #fi 9 5i2id. A RIP T RVREHATAHT 7R LV—/LEINEDHY FHA, TD
v a DOFEEICHES T, SSHT 7B RAEZRET ALERH L1 T,

SSHiZ, BEFRERA VX —T =2 A AZDOIFEHTEET, SSHER NP A v H—T = A
2N DA, INERA A —T 2 A~DOEBEEHEG OB TE £,

SSH X, DI FH LN —HizaR— L TWET,
« 551k : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
o 554 M : hmac-sha2-256

— A H#4 . dh-groupl4-sha256

N\

GE)  SSH #fEH L7z CLI ~®D 1 7' A E3RITH 3 [Bh8 L TR 2 L. /351 2D SSH #fke 13#%
T [_/i‘j‘o

. CDO % {# F L 7= Threat Defense O E B
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v x—Sv 7oA T—8 4 va—7 14 2TnssHOEE [

1R BHHIIZ

« SSH = —#—I%, configureuseradd =~ > RZEH L CCLITOARETEET, .
T 7 4V T, AIIRRERHZ N A U — R&230E L7ZAdmine—F—23F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N7 4 — L5 E T [IMHBFRAE (External
Authentication) | ZHETH I EIZIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A PERIEFR Y NV—J 2EHKTDLIF Y hU—2 4
TVl RRMETT, A7V e ar—Ury0—E LGEINTE TR, IPT
RLZADITN—F W ETH-0ICA T V=7 N I —TF 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

Y

ATy T

ATy T2
ATvT3

GE) VAT AT Sany ry N —2 AT V=7 MIEHATEE
A, KD VIT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

[T/314 R (Devices) 1>[FT v b T+ —LEKE (Platform Settings) ] #3##U L, Threat Defense
AU =% ERRETZITmE L ET,

[SSH7 7t R (SSH Access) ] &R L £,

SSH #ft & 7F il 4564 v #—T7 =4 AL IPT RLAZIEELET,

TOREFEH LT, SSHEHREZZ T AND A v FZ—T =2 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHIBLET, HLxDIPT FLAFRLS, Fy NTI—7 T R
AEfEATEET,

a) (B (Add) 1227V v 27 LTHE LWL—AZBINT 50, [feE (Edit) 1227V v 27 LT
BEfFONL— LV ERmELE T,
b) N—ADTFa T 4 EBEELET,

* [IP Address] : SSHEEi #7Frl T DR A NEIZFR Yy NV—V 2/RET LRy hT—7
FTV 2l NERIZITN—T, ATV MRy XU A= a—0bLERT S
N FRFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,

«[ERTFTREAR Y — U4 VB —T 4 X (AvailableZones/Interfaces) | : SSH ##5i & 7 7]
THEA L E—T 2 ARG — v EBNMLEST, Y —ileWnWA v —T A AT
X, BIRLFY -4 2B —T 24X (Selected Zones/Interfaces) ] U A FD FD
TA—=IVRZA L E—T A A% % AL, BN (Add) 122V v 7 LET, L—
TNy I A B =T oA ABMTHZLELTEET, BRSNTWNDHA U F—T =
ARERZY = MTRNA RZEENTND EXZDH, TNHDN—)LIRT/NA R
WA I ET,

) [OK]ZZ7 VU v7 LET,

CDO %{# A L 7= Threat Defense O E B .
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ATvT4 [Save (RFTE) 127 Vv LET,

5% TE 0D R B

&I

ZC, [EE (Deploy) 1>[EBE (Deployment) 1227 VU w7 L, B0V Y THT A ATHY
V—ZRETEDLLIICARY E L, BHIIRY -2 BT E THEMICRY A,

REDOEF % BRI T 20 ICBBELET, 2EEZREATIETIE. XA A LETEDOE
BHET 7T 471270 FX A,

FIE

LD BB (Deploy) 127V v 7 LET,
X 26: B

Q °€_3 I+ @ adminv | luh SECURE

ATy T2 HERBEOEEIL., BEDT A ADF = v 7Ry 7 Z%A A2 LT[R (Deploy) 1% 7

Vw7325, [TXTER (DeployAll) 127 U v 7 LTTRTOT N, AZREBELET,
LS OGEE, BIMORMA TV a U ERET H7-0IC, [mE72ERM (Advanced Deploy) ]
Vv LET,

& 27: ¢ RXRCTRERH

Q, Advanced Deploy [EeEIl]

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment i

nodel I Ready for Deployment £

node2 I Ready for Deployment £
5 devices are available for deployment 2 9

. CDO % {# F L 7= Threat Defense O E B
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

& 28: S E TR

1 device selected
lj [ Q_ Search using device name, user name, type, group of status | Deploy time: Estimate
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM 24 l Ready for Deployment

ATy T3 BEAPEIH LI 2R LET., BEORAT =X A%FIRT HITIE, A=a—"—0 [JEH
(Deploy) 1R v OAEMCHDT A a2 %7 v LET,

H29:BRART—% X

es Objects Integration Deploy Q © adminv  luth cee Ry

‘ Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

1 m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s

© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw R4 A F—T x4 A (CLI) ZFEH LTI AT LDy N7 v 72TV, AR
WY AT LD NI TN a—TFT 4 THITVWET, CLITYy Y a v mb R —%RETDHZ
LITTEEYA, CLIIKIE, v Y — R R— MR L T 72 TEE T,

N TNY a—T 4 T DD FXOSCLIWZT 7 B ATE £,
Y

CGE¥)  F7-1%. ThreatDefense /31 ADEHA L X —T =4 ATSSH T CE£4, a2V —L
vy var iy, SSHE v a T 7 4 /b b T Threat Defense CLI (2729 . connect
fxos 2~ REMHH L CFXOSCLICE Rt CE £, SSHEHHD A v ¥ —7 = A4 A% T
WAHEAE, B TT—H AL H—T 2 A LDT FLAIZERTEET, T—HF A H—T=A
ASNDSSHT 72 AXT 7 4/ h TEHIZ /> TET, ZOFIATIL, 77 4/ F TFX0S
CLI 7B ay V) — ViR— R T 7ROV THBLET,

CDO %{# A L 7= Threat Defense O E B .
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

ATy

ATy T2

ATvT3

FIE

CLIICR A T AITIE, BHa  Pa—F%Eary ) — L R—NIEEHELET, 74/ R T
IZ Cisco Secure Firewall 4200 (Z 22> Y — )LV /r — T )L 3fHE L TV RW=d, r— K 8—F 4 D
USB-to-RJ-45 U 7N —T N EZEAT DHERH Y £3, ZHEHOAXLV—T 17

VAT AIMEIRUSB VU TN RIANRNEMNT A A R—= L LTLEE, Y —)LiR—
MI7 74 /v R CTFXOSCLIIZZe W £§, ROV TAREEMEHLET,

* 9600 7R —

87 —H B b

e NUT 4721

1 AFy7 EYEH
FXOS CLIIZHfi L £9, =—¥ —4 admin &, HIiE > N7 v THECHRE LTI2/SA D — F&
fEHLTCCLLICr 7 A LET (F74/0 ME Adminl2l)
fl -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZT7 7 A LEd,
connect ftd

1 -

firepower# connect ftd
>

07 A U %IZ, CLL CEHRER 2~ > FOIGFHMA MR T 2121, help £/ 22 AL E
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L Al &
LT 7EE,

Threat Defense CLI Z#& T4 5121%, exit £72i% logout 2~ RE AN LET,

Zoawr RIZE Y, FXOSCLI 7'u v 7 MIEY £, FXOS CLI T affE/e 2~ NiZ
DONTIE, 22 AL TLIES N,

1

> exit
firepower#
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274794 —LoERONE [

T27AT7 A= ILOEIREDUIB

VAT LEMEYNCY vy N T H T ENEETY, BMICERT T V2K EIRA
AvFEMLIZNT DL, BERR 77 ANV AT LOREGEFEREITIERZHD ET, Ny
I 7Ty RTCEFIZZHOTa v AREITINTEY, &R 7 7%\ 20 | &R Z U
LicTDE, 77AT DNV AT A ETL—AT N Yy NATUTERWI EERZ
TEBWTL S,

Management Center D7 /N ZAEFIN—T 2 L CTT 34 AOEJZ YW 57>, FXOS CLI
M CTEET,

CDO ZERA L= 7 A7 04— ILOEIRD UM

ATv T
ATvT2
ATvT3
ATvT74

ATy TH
ATvT6

ATy 717

VAT LEMEYNCY vy N T H T ENEETY, BMICERT T S ARk EIRA
A FEMLIZVTDE, BERRT ANV ATLAOREAFISEITZENHY T, Ny
T T0y RTIEFICEZHDO T aw ANFEITINTWT, BRS 7 72520 | ERZ Yk
L0 T 5L, 7747 T4 —NVETL—ZATNI ¥y NETUTERWI EEZRZTBNT
<TIZ&EW,

Management Center ZfifH L T A7 A& @WUNZT v v RF T TEET,

FIE

[T/34 R (Devices) 1>[T/\4 REHE (Device Management) |z #RL £,
HEBT 271 ZAORICH S [fRE (Edit) | (£) 227V v7 LET,
[T/34 & (Device) | #7 %27 Vw7 LET,

[ ZF L (System) | &2 2 a2 T[TFNARADY vy &> (Shut Down Device) | (@)
7y LET,

T INRERINTEL, TARAADY Yy MU EHERLET,
A= VIS T AT U =R L CWDADEARIE, 77 AT U4 —Vinv vy hE T
THEXIVAT AT v =X —LET, ROT a7 MRERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

a2 =D LERH L T RWEEE, R30fFo T AT ARy MU LI b %
BLET,

VEIS U TCERAA v TF 247120, BRI 7 H2KNTY v — 0 bR EIR 2 B Y
N4z ncxxd,

CDO %{# A L 7= Threat Defense O E B .
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B coozsmLET 74 79— LoBREON

CDO ZER L= 7 A7 04— ILOEIRD UM

AT T1
ATvT2
ATv73
RTvT4

ATy TH
ATvT6

ATy Fr17

VAT LEBEYNCY vy MU T H I ENEETT, BMICERT T S E2kneh . EIRA
AVFEMLIEVT AL, BRRT7AN AT LAOBRELRSIXR-TZENHYET, Ny
77Ty RTIEFEIZEZHOTav ANFETEIN TN, BRT T 7 &k, EIRZ YK
LT T2E, 7747 U NETL—RATN Ty y NETUTERN EERZTEBNT
<TEEV,

Management Center Zffi ] L T A7 A ZHWUNCT v v NE T TEET,

FIE

[T7/31 R (Devices) |1>[T/3\1 REH (Device Management) [A &R L £,
HEET 57 1 2ADBICH S [#RE (Edit) | (£) 227Uy 7 LET,

[7/3 A (Device) | #7 %7 Vv 7 LET,

[ AF 5 (System) | &2 3 v T[FNRARDL ¥y R4 (Shut Down Device) | (@)
7 Vv LET,

Tua T INRRRENTEDL, TNAADY Y v MUV EHERLET,

AUV =AMNET AT U IVICER L TCWDERIE. 77 AT UA— AR Yy R D
THEEWZVAT AT a T heE=A—LET, ROT a7 IRFRINET,

System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]
AV =B L T RWERIE, FI30RF> TU AT ANy y MU LI %
R LET,

PEIE CCEIRAA v FEA 710 L, BT T 7 & 50T — i b R IR TR Y
AL TEET,

RDATY T

i
&
=it

CDO % 1{# A L 7= Threat Defense D%
CEBRLTLIIEEN,

5i1T 3 5 1Z1E. Cisco Defense Orchestrator 78— A <—
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



