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interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
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interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside
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ciscoasa (config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed

ciscoasa (config) #
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Software Manager |24/t C&, 7T <IZASDM ZfiHT 5 Z & & T&£7, £IC ASA TSSH 7
7B AERET DAL, SSHEBXLUSCP M+ 52 L b T ET, mERK S {ba L
LT HEOMOERE (VPN 72 &) Tld, & #IZ Smart Software Manager (28 $k T 2 LB & 5
EER AN E N> TV D RLERDH Y £9,

N
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HEATYH) . HITPS B2 DA v 2 — T =4 AT Ruy 73, B TEXEEA,

DON— OB, BHEI 72 EOEREHA L F—T = A AR SN TN D5ATY, SSH
I L Z T8 A, HTTPS BN Kb =851%, 22> Y — /L AR — MO L T ASA % 7F
WIET DD, BHERA VX —7 oA ARG T D0, ETRILEER SAEEEA IR E ST

WRWA U H—T = f A TEERT D ENTEET,
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VAT A AOHEIZOWTIEEE L <IL, cisco.com/go/licensingguide & &M L TL 72 &1,
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FOEEHOIDFEAELFITLET, o, EETON—F XY AT IV NI 7 AT U4 —
AREID Y THIVET, Smart Software Manager (2887 5 £ Tld, SRELEZITH T LIET
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EER RSl (3DES/AES) : A~— hT H UL TEERRE SALEF A S TWVRNDN,
BRI B OB AN SN TS &R ai il L-BE . BEREE LT A 2 2
T HT Y MIFHTENTEET,

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client VPN
DI

ASAZIZ, T 7B ADF % XU L7z 3DESHERENS T 7 4 L h TEHENTVH DT, Smart
Software Manager (245t C&, T <IZASDM Z {752 & & T&£7, %ICASA TSSH T
VR RAEFET D% EIE. SSHBXOSCP #7252 L b TEET, @mERK SE M
LT HZOMOBEEE (VPN 72 &) TlE, A Smart Software Manager (28 &3 5 L E N H 5
EERE AL NE N> TWABMERH Y 5,

\}

GE)  BET HRNCRE RS L2 TX 2HREORELR AL & (W2 5 b DA E L T
LA TY) . HTTPS #ifeldF DA v H—T = A AT Ry 78, HBER TEEEA.
D=L DFINE, EE1 72 EOEHER A L F—7 = TR SN TWDHEAETY, SSH
TR L = T8 A, HTTPS #if N Kbz 5a1%, 2 Y — /b AR — MO L T ASA % 7
RET D, BEEHA U F—7 = A ATHET D0, EIEmERF BRI E ST
WA U H—T o f AT D EMTEET,

Smart Software Manager 7> ASA D% Gk b — 27 U 2R T L5565, [Z2O b—7 &2 EH L TH
gk L7 8L Cm 7 AR — MHIEBERE 2 F7 7] (Allow export-controlled functionality on the products
registered with this token) | F = > 7 Ry 7 A& A NI LT, BAREFILDOTET A & AR
HHEND X2 LET (THHOT Y > R TEDOERNTFAI SN TNWAMERH Y £9)
ARG ST A B AR, VTR =Y AT H L [ LD BEMEOSE
HERICHIME S D T OBINOBEIIARE T, A~v— T BT Tl ek 5L 7]
STV, BARIESLOMERARTF A SN TN D & A anflr LcGa. MRy
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https://software.cisco.com/software/csws/smartaccount/accountCreation/createSmartAccount

| AsDM % & L 1= ASA DERE

ATy 1

ssevzngz |

FIE

THRHOAS—F T4V AT AT M, RERTFABVAREGENLTND (Dl L
Essentials 74 B ANEENTWD) ZEE2MHERLTIIEIN,

TABL AT, VAIERFREREENS TSNS AEWA LB, Av— Y7 ho=T
TABL VT THU MV 7 SNTWET, 2L, BETIA B RAEZBINT 505
N H61%, Cisco Commerce Workspace T [T X THiZR (Search All) 1 7 4 —/V R&EfEH L
7,

K4:54 o ABxR

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFN G B &Y — 1 A (Products and Services) | 3R L 77,

5458
e All Results
T Orders 6
[ Invoices 2

{5, Software Subsc... 1

© Products & Ser... 1

DI AL APID ¥R LET,
GE) PID BREOB2WEEIX, EXCTEICTPID ZBMTE £,

« Essentials 7 A £ A : L-FPR4215-BSE=, Essentials 7 A > A3 MHEHT A &L AT,
« Essentials & A > A : L-FPR4225-BSE=, Essentials 7 A & > A TMEHT A L ATT,
« Essentials 7 A 1z >~ A : L-FPR4245-BSE=, Essentials 7 A 7 A IMNEHT A L A TT,

o5 LT XA KNT A LA L-FPR4200-ASASC-5=, I T F A h T4 &L AILBMNHT
HY, =—RAEDLETHEHEDTA B A EFHEALET,

¢ 10 2> FF A RNF A2 A : L-FPR4200-ASASC-10=, 2> FF R h T4 &2 A LB
ThHhh, =—REDLETEEDOITA B AZHMALET,

* ¥+ U7 (Diameter, GTP/GPRS, M3UA, SCTP) : L-FPR4200-ASA-CAR=

o BB E{k (3DES/AES) T A & & : L-FPR4200-ENC-K9=, 7 717 > NI I7pmE5
NERINTOWRWGARICOBRNETT,

ASDM % {#EF L 7= ASA DR .


https://apps.cisco.com/Commerce/home

ASDM %A L1- ASADER |

« Cisco Secure Client : [Cisco Secure Client 38{EH A RJ] 25 L T 72 &V, ASA Tid,
ZDTA B ABEHEADNILRNTLLIEE N,

AT w72  Smart Software Manager C, Z DT /A A& BIMNTHEBT BT v hOBGFE N—27 U E2HRL
Tav—L%7,

a) [Inventory] #7 VU v 7 L&,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 V v 27 LE7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B&k h—72 > &1ER (CreateRegistration Token) |44 7 0 VR v 7 AT, L FOREME
AL THS [ b—2 »%&{ERL (Create Token) 1 %72 U 27 LET,

Create Registration Token ©

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

+ [E%BA (Description) ]
o [AZNIFR (Expire After) ] : HELE{HEIX 30 H T3,
o e KA HEIL (Max. Number of Uses)

[ZD b= TGRS T RS Tl A PRBERE 2 FF T 9° % (Allow export-controlled
functionality on the products registered with this token) ] : #ti=a > 74 72 75 7
EAMZLUET,

. ASDM Z{EFH L 7= ASA DR


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

ssevzngz |

| AsDM % & L 1= ASA DERE

h—2 3 A v _ R ICBIMENET,
=2 v OFEMCHDERANT A2 %7 V7 LTC[b—2 (Token) | XA 7 0 J7H

d)
J2A&E, b= D&V v FAR—=RNIabt—T&5 LI LET, ASA DEEN
VR & ZIZHOFIATHEMAT 572010, 2O M7 U E2EH L THEET,
6: b—9U 2 DFRER
General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No
Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.
New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed
K7:c—9>DaE—
Token 0 X
MjM3ZjIhY TRZGQ40500Y]k2LTgzMGIRMThmZTUyYjky
NmVhLTE1MDISMTI1 %60AMTMxMzh8YzdQdmgzMjA2Y
mFJN2dYQjI5SQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMPOANSTNYAAN%NA
Press cirl + ¢ to copy selected text to clipboard.
ATwv 73 ASDM . [Configuration] >[Device Management] > [Licensing] > [Smart Licensing] MDIJIEIZ5&R
LET,
ATy T4  [Register] 7 Vv 7 LET,

ASDM % {#EF L 7= ASA DR .




ATy Th

Configuration > Device Management > Licensing > Smart Licensing

ASDM %A L1- ASADER |

smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate

Effective Running Licenses -

Renew Authorization

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for

License Feature

License Value

Smart License Registration

[ID Token] 7 ¢ —/V RIZ¥ Gk h—2 > & AT LET,
[ JoN ]
ID Token:

Force registration

Help

Maximum YLANs 200
Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2
Carrier Disabled
Apply Reset

'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

MEZIS UC, [k & TEH] (Forceregistration) |7 = v 7 4R v 7 A% A2 L"C, SmartSoftware
Manager & [FIH] S AL TWVZRUWNGRTREVEDY 8 2 B ek 7D ASA Z2 8@k L3, 7& 21T, ASA N

7> C Smart Software Manager 7> 5 HIBR S 7= 5512

LE7,

ASDM % {1 F L 1= ASA D

[Efk % 5l (Force registration) % {3 f




| AsDM % & L 1= ASA DERE

ATvT6

ATy T1

ATvT8

ATvT9
2Fv 710

sttvzoiz |

[Register] #7 U v 7 LE7,

ASA VX, FRHIRRE SNTINBA » Z—7 = A A% L T Smart Software Manager |28k L |

RRIEWHHY 7 N = 7RI G OFAEE BR L E 9, Smart Software Manager 1%, ZfEHD 7

B0 v RS AUT R ER St B3DES/AES) TA B ABHEHMLET, T A XT—

FABPEHSND &, ASDMIZ L > TR=UNHHENET, £io, BEP/KBELGARLY

Wi, [E=4#—1 2% (Monitoring) 1>[ZRA/87 4 (Properties) |>[AY—F+rS54 VR
(Smart License) ] DIAIZEIR L T, A BV ARZ = A xfEd TE £,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

RDINT A= ZFELET,

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) [Enable Smart license configuration] % 4 12 L 97,
b) [f&REfE (Feature Tier) | Rm v 7 X U X k)5 [Essentials) 28R L7,

i & % Dlx Essentials E721T T,
¢) (EE) [Context] 7A B ADEFH, aLTHFAMOEKEANLET,
* Cisco Secure Firewall 4200 : 100 = > 7 &% X k
7= & 21, Cisco Secure Firewall 4215 THR KX 100 D2 T F A hEFHT 121X, 207 F
ANDOEELTIEANLET, ZOMEIE, T 74V D2 ITEBMEIET,
[Applyl 7 U v 27 LET,

V= N—D [Save] TA 2 %7 U w7 LET,
ASDM % #4717 L., FE#EILET,

TA R AEEES D56, HH SHIZEiE 2 &R 51213 ASDM 2 HEB 7 2 L8B3 H Y
£7,

Asom R L= ASADER [



ASDM {5/ L= ASADERM |

B rsaozms

ASA D5 E

ASDM 3 DB, HEARRER L OLRHBREORTEICV 4 VP —FE2FEHATEEd, v ¥—
RIZEENTWARVWHERERZ TEITHRET A LB TEET,

FIE

AT F1 [Wizards] > [Startup Wizard] DJIEIZEIR L, [Modify existing configuration] 47> 2 > R ¥ % 7
Vw7 LET,

@& Launcher File View Tools m Window Help
ece ’ Startup Wizard... " Cisco
& = VPN WiZlirds ‘ ) ‘ id Ga
&% Configuration |**| Monitor ard Help | Type topic Co
_ B D . High Availability and Scalability Wizard... & b g
~~Device bist- ookinatiay | Unified Communication Wizard... |
000 Device List | ASDM Identity Certificate Wizard... [
% Add [ Delete ¥ Connect { Packet Capture Wizard...

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

5 w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) reguires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

_| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

AT w72 [Startup Wizard] Tlx, FlEZB-> T FE2RETEET,
e A F—T )N RAT— R

. ASDM Z{EFH L 7= ASA DR



| AsDM % & L 1= ASA DERE
R YR T |

e A HE—TxA A (NEBIUONFDA L Z—T A AIPT FLADHBERA VZ—T =
A ADHFEMEIR E)

s AST 4 v 7 —F
* DHCP #—/3—
- ZOAl...
ATv73 (EE) [Wizards] A== —0b, ZOMOT ¢ = NE2FTLET,

RATY T8 ASA DFEEEFATT HI2i1E,  [Navigating the Cisco ASA Series Documentation] TY 7 b =7
RV g UG LI~ =a T VEBB LTS EEN,

ASA E LU FXOSCLI~ADT7 VX

ASDM ZfEHT 2012, ASACLIZEH L TASAD N T TNy a—TF 4 UV ITRREELT
IZEMNTEET, CLIKIE, a2 Y —VR—NMNIEHRLTT 7 EATEET, B TTEEDOA
VB —=T 2 A ATASA~DSSHT 7 BRAEZRETEET, SSHT 7 & AIXT 7 4 /v THEL)
W25 TWET, FEIZ OV TIX, ASA O IXIIRBEORET A 2B L T 7E &0,

KNG TNY a—F 4 T D=DIZ, ASACLINS S FXOSCLIIZT 7 B ATE £,

FIE

ATy Tl FHarva—HEary)—LiR— MR LET, SHEHOASXL—T 4 VTV AT AT
BRIV TN RITANRELTA A =L LTLIEEN, ROV TAREEFEHALET,

* 9600 7R —

$8F—4 By k

e NUT 472

1 Aby 7 Ev b
ASACLIIZHEE LE T, T 74/ Tk, av Y — AT 7 v AN ER2—F— T LT vy
MEH Y A,

ATY T2 FHEEXEC E— NIZT 7R LET,
enable
enable 2~ REBUIZAN LI X2, RRATU—RELEET L LHROSNET,
1 -

ciscoasa> enable
Password:

ASDM % {7 L 1= ASA /R B
|


http://www.cisco.com/go/asadocs
https://www.cisco.com/go/asa-config

ASDM %A L1- ASADER |

B ssassumoscu~o7swz

ATvT3

ATy T4

The enable password is not set. Please set it now.
Enter Password: *****x*

Repeat Password: ****x*xx*

ciscoasa#

ASATRELIEA X —T N2 T — Rid, FXOSBEBEDA—— 12T —RFTHH Y, ASA
OEENZ KL LT EE1E, FX0S 7= —/LE—7 F— RIIBITLET,

RELSNDT X TOa~vr R, FHEEXECE— R THATE 4, HHEEXECE— R b =
V74X al—iarET—RIABILELTEET,
F5HE EXEC B— R&#& 79 5121, disable, exit, F£7ziT quit 2~ KE AL ET,

Jau—r\)b a7 4 Fal—ary EB—RNIT7EALET,
configureterminal

1 -

ciscoasa# configure terminal
ciscoasa(config) #

Ja—n\) a7 4FXalb—vgrET—RNPHASADHRTELERBCEES, Ju—rL o
TA4FXalb—vary T— REKTTHITIE, exit, quit, £/zidend a~> REANLET,

({£E) FXOSCLIIZH L E 1,

connect fxos[admin]

sadmin : FHEFL-NVOT VAR LET, ZOF T a v ERELRVE, 22— —
DT 7 ZHETFHALMOERT 72220 £, BHET—FTHoTH, =74
Xal—Yayawry FIMEATERWZ LIZEELTLLEE N,

2P —Z 7 LTy VD AN RO BNFER A, BIED ASA = —H —4 73 FXOS |28 X
NH7ED, BiMoa A 30 EHY 8 A, ASACLIIZEDIZIE., exit & AJTT 50,
Ctrl+Shift+6 Z# L. x & AL E7,

FXOS N T, scopesecurity/show audit-logs 2~ > K& L Ca2—Y—T 277 4 T 4 &%
RTEET,

&1

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

I ASDM %R L 1< ASA DERS



| ASDM %fEF L1- ASA DRRA
zozx7y7 ||

N — o

RDAT I
¢ ASA DR EZFHATT HITIE. CiscoASA ) —XDEME~ =2 7 L DOHF NG, B0 Y
TR 2T R g NG L~ T A EBR LT EE N,

s hT TNV a—T 4TI OWVWTE, [FXOS b7 7Ny a—T 47 HA4 K] #51L
TLEEW,

ASDM % {7 L 1= ASA /R B
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