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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]
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15'] .

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State
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ATYTI LAV a A VA N—AT 8551, ROFIEEZFEITLET,

a) BHA LA —T oA ATHMIPT RLAZHRETILEND D5E1F. TCLIZMEH L
Threat Defense #JHARRE D FEITORET (15X—=) | 22 L TLZEW, T 74/ 8T
X, BHA ¥ —7 A AL DHCP Z{#HH L E7.

BEHA LA =T 2 A AMBET I BATE P —R=00H LA A=V a2 Xy rn— KT
HVERHY £,

b) FXOSD NI 7Ny a—T 47 WA RICREBEENTWEHA A—MLOFIEEZFEITLE

-éAO

T AT U —/LFERE L/- 5, FXOS CLIICFHESER LET,

CLI Z{£ A L /- Threat Defense #EIZENDEITDTET

ATy I

ATy T2

Ty T4 P —FEHEHLT, BHIPT FLA, =T =A, BLXOZOMOIAR
Xy NI REEITVET, HHOBEHA VX —T7 o4 AlE, MHOFR Y U — 7R ELEFF
ORI A A =T 2 ATT, v X=X T VB RAERA VA —T oA AEFEH LW
B, ROVICCLI ZEH LT —4 A v ¥ —T oA A%FETEET, £7/-. Management
Center B8 DX EZITVET,

FIE

aV Y — )LiR— b, FRIEEA X —T A A~D SSH Z{# [ L C. Threat Defense

CLIWCES LET, T 74/ N TDHCP Y —"—M5IPT FLADNEREESHET, Xy hU—
IREEEBETAEAL. U SN2 nLolcary Y — R — e FEHTAZ LA HEE L E

7,

oY —)LR— ME FXOS CLLIZ##ke L £ 47, SSH & v 7 = »13 Threat Defense CLI (T [EL44%
W LET,
a—H—4% admin BL OS2 T — K Admin123 Te 7' 1f » L1,

a2 —)LiR— M CTFXOSCLIZE K LET, #IOTFX0SIcn /A Lzt &, RRAT—
REEFESTAL5RODONET, ZDO/NRATU— KL, SSH @ Threat Defense = 7 1 /12 % {5
ENFET,

GE) NRT— FRTTIEE SN TNT, NRT— RSV, 7351 2% HA
A=PLTRAT—=REF 740 MYy MF2RERD D EF, FA A—Iko
FINEZASWTIE, FXOS D M T TNy a—T 4 7 HA FEZRLTIEIN,
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. CLI %A L 1= Threat Defense #¥)HAZX EDEITDET

ATvT3

ATy T4

1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkxkkx

Your password was updated successfully.

[...]

firepower#

oY —)LiR— b T FXOS 128258 L7-354& 1%, Threat Defense CLI I[ZHEGE L £,
connect ftd

1

firepower# connect ftd
>

Threat Defense IZf]OCTu A o35 &, = Ra—F—F 4 28K (EULA) IZ[RIE L.
SSHESG A L TV AEAIL, BHE SRV —REZEFETILHCROLNET, FOH#
CLI®y T v 7277 RRERENET,

GF) BREZZVT (JolziE, AA—VEFERLTLHZLICLY) LRWAED, CLItY
T o7 4= REREVIRTZ LI TEERA, 2L, ZNHORETITUL, %
726 CLI C configurenetwork =~ > RZ ] L TE® CTX £ 9, Cisco Secure Firewall
Threat Defense 2~ > RFU 77 LU AZHZHL TS IEE0,

T 7 AV MEETZIFZLAENC AT LTZER T v aNICERESNET, DEICAN LIEExF 0 F
FHATLE AL, Enter 2 L E£9,

RDOHA RT7A4 2L TIIZEN,

* [IPv4% 3¢ 7E L E972°? (Do you want to configure IPv4?) ], [IPv6Zi%E L £ 7 7? (Do you

want to configure IPv6?) |: T HDX A TDT RLADLRL 12y 2 AN LE

T Xy PU—ZREE] E7 v a VIORENTWD Ty VEAOHITIE, 5= U =A

DINHRA > 2 —7 = A AT DHCP — =R ELEETINTWRNZD, FHIIP T R
AHFRELET,

EBAUVEA—TzAADIPVAT I M= b4 EZANELTEEBSA V2 —T 24
ADIPV6T— bz ZAN  EHR >y NV —7 T Management 1/1 D7 — R~V = A IP 7T
FLRAZBGELET, Ry bU—27DEA] OHIIRSN TN Ty VRBOFTIE
NEA 2 =T oA AFEBS — b oA L LTHIEELET, ZOBE. F—hU=A1P
T RLAZABONEA o F—T A AP T RLRICRET 2MERHY £F, % T
Management Center 2 f# ] L CHNERIP 7 KL A &5 ET H N H Y £9°, data-interfaces
FXEIX. VU E— b Management Center HHLZ DA H S,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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| Management Center T O Threat Defense O &R

1 -

CLI %{# A L 1= Threat Defense #HIZXEDRITDTET .

e Y FI—YIBBAERESIN-HEIIEEENYLE  SSHTER L TWAHDIZ, ity

NP o7 TCEDIPT RLVAZERT DL, BEEPUIEINET, HTILWIPT RLA LR
AU— RTHER L TIEEN, Y — N #ERITEEEZZ T EE A,

[T AT UA—NE— RERELETH (Configure firewallmode?) | : X ETT 7 A
TUA—NE—RERETDHZLEBEIOLET, HIFIRERIZTZ 7 AT U+ — /L E— R
EEETLHE, FTarT7 4 Fab—va UREEISNET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **xkkxkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
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. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ATy TH

management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z O Threat Defense % ‘& #i9~% Management Center % FFE L 97,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id)]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [EL# 7 R L A{5E TX 72 WA,
DONTRESOLVE Z{#HA L £9, £/, natid HfEE L x93, WIFH D SSL i 2(LiEE
F ¥ XN E2EDT A AL T HI2IE, D7 TH 1R EDT /34 2 (Management
Center £ 721Z Threat Defense ) (ZEEFFE/RIP 7 RLARMKETY, ZDa<w L KT
DONTRESOLVE ##5E ¥ 51213, BERRE/RIP T N L A £ 721378 A ;4473 Threat Defense
(BT,

» reg_key : Threat Defense % %#k3 % & % |Z Management Center CHIFET HIEED Y 4
A LR —ZEELET, B8R 1337 LFUTICTH2HERH Y £3, AR CF
i3, T (A~Z, a~z, 09) | BLOANA T2 () ERbHY £T,

enat id : — ORI TELGERRE/R IP 7 R L A E7213HR A MAABRE ST RWEEIT,
Threat Defense % %k 3" % & & (Z Management Center |Z bR T T HEED —ED T X A L
XFHNERELET, ZOXTHE, Management Center Z DONTRESOLVE [Z3%E L 7=
BAICKLE T, NATID (37 LFLUTFICT 2 RENH Y 3, AR CFITIE, ST
(A~Z, a~z, 0~9) . BXOA 7 () Z2ERHY EF, ZOIDIX, Management
Center (2B E*T HMDOT NA RZIFEHTE EH A,

1

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 28 NAT 7 /31 ZADEHRIZH H5E51E, WOBINIRZT L HIZ, —EHD NAT
ID & & HITBERF—2 AL, BFA OO IZ DONTRESOLVE #f57E L £7,

1

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Threat Defense 7% NAT 7 /34 ADE#%IZH 55 51E, ROPIIRT LI, —EDNATID &
& H 1T Management Center [P 7 R LA E 72 IR A M A2 AN LET,
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Management Center~D 05’ 1 > .

1 :

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

RDERY
Management Center (27 7 A 7 U 4 — /L&A L E T,

Management Center~D 0O %5 A >

Management Center % i} L T, Threat Defense % aXEd L O L 9,

FIE

ATYT1 PR=FESNTWDT T Y EMEH LT, kKO URL Z A LET,
https://fmc_ip_address

RTF9T2 a—HF—HERXRAU—KEATLET,
ATy T3 v A4y (Loghn) 1227V v 7 LET,

Management Center D 5 1 & > X D E#F

T _TD T A 2 AL, Management Center (= L > T 2 xtd 2B Icft I E 4, ko
FA L ABEATEET,

» Essentials (#7H) Essentials 71 & A,

“IPS: X2 UT 44TV Yz ALK IPS
« LD T TRAME -~ LT = TR

*URL 4R Y VT :URL 74 VE VT

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN O #

« %% U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAATA T AOREIZOWTIEEE L < I, cisco.com/go/licensingguide & Z M L T 72 &0,
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. Management Center ® 5 1 2 > X DEF

ATy 1

1R BRI
* Smart Software Manager D7 7 7 > R BB T,

FETHV FeBRLTRWESIE, Vo2& 27 0y 7 LTHLWT AU Y MEREL
TL 72 &V, Smart Software Manager Cl, ##kO 7 v M EERTE £,

o (Mo 77470277 72 AL THEMLEND) BEAEHAT I, ZFHO
A<w— NIV T 2T TARV T T UL hTHAZRRE S (3DES/AES) 71t
VAERHTEDMNENDY T,

FIE

BEWDOA~w—K T4V T THUY ML, BERIABUCANREGEENTND Z &2
BLTLTEEN,

TA® AT, VAIEEBEGEREIE NS T N, AEMA LRI, Av—b YT hy=T
TABL VT T IO MV 7 SNTWET, 2L, BETIA B RAEZBINT 505
b H56E1E. Cisco Commerce Workspace T [T X THisR (Search All) 1 7 4 — /v R&EfEH L
7,

K7:54 Y ABER

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G B &Y — 1 A (Products and Services) | Z 3R L 77,

8: R
e All Results
T Orders 6
(¥ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

WKDF AL APID ¥R LET,
GE) PID SRS B2WEEIX, EXCTFECTPID ZBMTE 7,

* BEssentials 7 A & & :
* L-FPR4215-BSE=
¢ L-FPR4225-BSE=

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K
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| Management Center O Threat Defense O &
Management Center ~ Threat Defense 0 % £ .

» L-FPR4245-BSE=

<IPS, w7 =T P, BLUURL 71 £ ZADOMAGOE
» L-FPR4215T-TMC=
» L-FPR4225T-TMC=
» L-FPR4245T-TMC=
EFEDPID OWFNZFEUTIEMNT D & IROWVT IO PID KT 5 M ~— 2 D
VTR )T a v ERIRTEET,
* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
» L-FPR4245T-TMC-5Y

cX¥ VT T4 A
¢ L-FPR4200-FTD-CAR=

* Cisco Secure Client : [Cisco Secure Client Z{EH A K] #5H L T &0,

ATV T2 EERELTORVEAE, A~v— b 7 &> ¥ 7 % —/3—|C Management Center % %8k L
£

BEkAAT 9121, Smart Software Manager TR Gk b — 2 VA BT HHLERH Y £9, FEM72R
FINAIZ DUV TiL, Cisco Secure Firewall Management Center 7 R = A fL—y 3 > A REH
LT 7ZEEN,

Management Center ~0) Threat Defense @& &k

TNAADIP T RUANKRA MMy ZfEH LT, FH)T Threat Defense % Management Center |
Bk L £,
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Management Center T (D Threat Defense 0 & |
. Management Center ~ @ Threat Defense M & %

1R BHHEIIZ

FIE

AT w71 Management Center C, [7 /34 A (Devices) ]>[7 /31 A& H (Device Management) | DJIEIZ
BIRLET,
ATv 72 B (Add) | Key 7 H oy URRNL, [T 2080 (Add Device) | 28R L 9,

BHRIF—FANRT 74V P TEIRSNLTOET,
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Management Center ~ Threat Defense 0 % £ .

9:BHBF—EEALLT/NM ADEM

Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier .

Malware Defense

IPS

URL
Advanced

Unique NAT ID:t

I test

Transfer Packets

[ cancel

WDINT A =2 BB ELET,

o [ A K (Host) ]:iBNN4 5 ThreatDefense D IP 7 KL A7) A b4 & AL %3, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L 7=

B, ZOT7 4=V REZEOFFIZLTEBL ZERTEET,
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. Management Center ~ O Threat Defense 0 & £k

GE) HA BREZCiL. i Management Center 73 NAT DERIZHDHHE. 774~
Management Center D78 A k IP F 72344 7(i72 L C Threat Defense & 8§k TE £7,
7272 L. Threat Defense % &% > 4 U Management Center |2 %%k % 21X, Threat
Defense @ IP 77 KL AR A A ZIRET DLENDH Y £,

[ ~4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%*%— (Registration key) ] : Threat Defense DI AIDFHE THE L7=H D & [F UGk
F—x2 AN LET,

s[KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCWAEAIL. TXAM A& —7 K
AATEID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—F 28D Y CE
R

«[77&®AaY hr—/LR Y ¥ — (Access Control Policy) |: #JHAAR U > —&@IR L £,
FHTEZLERDHD Z NN TNDEHRAZ A RFEHLDRY —NTTIZh H5EE
BROT, [T LW YU —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 ZFFA[T
LZEMTEET, THNENOIB~D NTF 7 4 v 7 OFF] 37 X—) | #BRLT
TEEW,

10: 5 LLVKRY >—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
NA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V o tX=2T7 7747 N VE—FT7EAVPND T
A B AZEHATEET,
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gxmntray 74y o—nEE ||

+ [~EDONATID (Unique NAT ID) ] : Threat Defense DHE#I DR E CTHE L7z NATID % &
E l./ \i j—O

s /N7 v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X kS U H—& i
THaE. T ABRRER E LTA XY M AZ T =25 E X~ N7 — ¥ % Management
Center |Z25 LET, ZOF TV a VBN LA, A X MEHR T 23 Management
Center [ZIXE &, N7y MTF—HXITEEINET A,

AT9 73 e Register) |27V w7 L, EFICEEINZZ LR LET,

BERMRIN T 5L, T AN A2 MaBmanEzd, RIRLEGSIZ, =9 —A v®—UMN
FREZHNFE T, Threat Defense 23 BGRIZKW L7-5HE1L. ROEHEZHER LT 7Z IV,

* ping : Threat Defense CLIIZ T 7 A L, kD a~ > R&fH L T Management Center IP 7
KU A~ ping ZF4T L ET,

ping system ip_address

ping 23 L 72V A0E, shownetwork 2~ > REMH L CTxry NV — V7 REL MR L F
9", Threat Defense ZHEIP 7 K L A2 H 95 121%, configurenetwork {ipv4|ipv6} manual
av s REHLET,

ek —. NATID, 3 J O Management Center IP 7 K LA : [l 5 DT /A A TR Uk
F—ZHL TSI 2B L, FHLTWAEAIENATID 2H L TW5 Z & &k
7 LE7, configuremanager add =~ > RZ i L T, Threat Defense TXkF — & NAT
IDEZFETDHIENTEET,

NI TNY a—T 4 7 DFFRIZ- DWW TIE, https://cisco.com/go/fime-reg-error Z 2 L T 72 &
AN

EXMGEXa) T4R)O—DERE

T ROREEMA L THEANREX 2V T AR —E2RET D HIECHOWTHEA L
\i—g—o

A v H—T 2 A ALIBA L H—T 2 A A NEA A —T 2 A AZAZT v 7 IP
T RLVAZBEID YT, AEA v H—7 = A AT DHCP 2 L7,

*DHCPH—/"—: 7 A7 FOREBA »F —7 = A ZATDHCP Y —"—ZfEH L £,
T T HNIN— R A =T 2 A AN LTT TV b— P EBINLET,
*NAT : M A v 2 —T = A ATA U F—7 = A ZAPAT M L £7,

TR hr—v NI ~D ST T v 7 ZFFAILET,

EARB X2 )T 4 RY —2RET DT, ROF AT ZFTLET,
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B s—ozrzoux

(| A F =7 =4 ZDFE (26 =) |

() |DHCP #—_—0DFE (30 ~—)

(3) |77 AN = bhOEM (32°=)

(4) |NAT OFRE (34 ~—2)

(5) |NEBBAEA~D LT 7 1 v 7 OFT (37— ,

,6\ %&ﬁ@%ﬁiﬁ (38 /\O%T‘/“) o

=JL
A3 —x4 ADHTE
Threat Defense 1/ > % —7 = A AZHHPIL, TNHa2EX2 VT 4/ —IZEDVETCTIPT
RVAZRELET, TV—FIT O MA X —T A ALRELET, .
WOFHTiE, DHCPIZE A AXT 4w 7T RLAEAL—F v RE— FRONEHA L X —T =4 A
PHEAHLT, =7 v RE—FROWNFA v H—T =2 AEFRELET,

FIE

ATYF1 [T34 A (Devices) |>[T /31 A& (DeviceManagement) |DNEIZEIR L, 77 A T 74—
Lo [ (Edit) 1 (£ 227002 LET,
ATvT2 [ 7 —T7=xAA (Interfaces) | %7 Vv 7 LET,

M:A23—2z4RX

Device  Routing  Interfaces  Inline Sets ~ DHCP  VTEP
—_—

Q Search by name Sync Device | | Add Interfaces +
Interface Logical Name Type Security Zones MAG Address (Active/Standby) IP Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Global Q<
GigabitEthemet0/0 Physical Disabled i
GigabitEthemet0/1 Physical Disabled d
GigabitEthemet0/2 Physical Disabled d
GigabitEthernet0/3 Physical Disabled ya
GigabitEthernet0/4 Physical Disabled yd
GigabitEthernet0/s Physical Disabled d
GigabitEthernet0/6 Physical Disabled Vi
GigabitEthernet0/7 Physical Disabled Vi

ATV T3 W0GLLEDA v Z—T A ZAMET L —I T 7 "R — N 2B T A%, A v F—T = A X
D[TL—Y Brek) | 7Aar%27 U7 LET,
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A28 —T 14 ADHE .

RETTINA LV E—T oA AT TIEA L TWAEEAIE. T v—2 77 Nkt 5RihcE
EEHIRTHLERH D £,

ATy T4 NN T4 02 —7 oA 20 [f (Edit) 1 () 227V v2r LET,
[&f% (General) | ¥ 7 HRERINET,
12: [General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) | Z AN LET,
ez, A F—T A AT indde & WS AFTEITET,

b) [B%) (Enabled) | T =v /Ry 7 A4 N LET,

¢) [F—F (Mode) 11X[72L (None) JIZREL=EFIZLET,

d) [EF=VUF 1 —> (SecurityZone) | Kt 727 U X R LEAAORNE X2 U T 4
V=BT D0, [ New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBML
e

72 & %X, indde zone L WO ARIOY — U HBIMLET, A F—7 =4 A, EF=
VF 4 =0 BIOA, B —T oA AT N—FIZE )L TAELENLYET, (¥ —
TxARF, 120X 2 VT 4V —VIOHRETH LS, BEOA X —T A AT
N—TBTHEHTEET, Vv FERIFIIN—TZESNTEF2 VT 4R —

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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e)

f)

ATy Th

Management Center T 0 Threat Defense DB |

FEALET, &0, NEA v X —T =2 A AZBNE Y — 280 5T, AEpA v Z—
T oA AN = AZEID B THZENTEET, ZOEGE. N 740 v 7 BNEND
NN CXALHICT VA a2y ha—L R —%B/ET A LITTXETRN,
SIS SNEICHNIT TUIRETE EH A, FEAEOR) O —i3tXFa VT 4V — DR
PE-RLTOET, NATEY v—, FL 7404 I o—, BLOQoS KU v —T,
S FRFIA o H =T 2 A RATN—T R TEET,

[IPv4] % 7, [IPv6] ¥ 7, E/lZMiFE DX 7% 7V v 7 LET,

o [IPv4]: Ry T XU U ARG [AXT 4 v 7IPEMHT S (Use Static IP) | &3
WL, IPT RLREF TRy N RTH AT v aRDL TANLET,
=& 203, 192168.1.124 72 E L AN LET,
13:[IPv4] 2 0

Edit Physical Interface
General IPv4 IPv6 Path Monitoring
IP Type:
Use Static IP R
IP Address:
| 192.168.1.1/24
o [IPv6] : A7 — L AHERREDHZAII[EEERE (Autoconfiguration) | F = v 7 7R v
I AEA AT LET,
14: [IPv6] 2 T
Edit Physical Interface
General IPv4 IPv6 Path Monitoring Hardware Configu
Basic Address Prefixes Settings DHCP
Enable IPV6:
Enforce EUI 64:
Link-Local address:
Autoconfiguration:
Obtain Default Route:
[OK] %7 Vw27 LET,
I3 T 4 v #—7 = A R[fRE (Edi) ] (£) 227V v LET,

[&f% (General) | ¥ 7HRFRINFET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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15: [General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

AV8—T 14 RADEE .

NVE Only:

b)

d)

e)

48 LT ETOH [4HT (Name) | Z AN L ET,
72 ziE, A Z2—7 x4 AT Toutside] &WHARTEATET,

[5%h (Enabled) 1T = v/ Ry 7 A&t iz LET,

[F— K (Mode) 1iZ[72L (None) JICRELI-FFIZLET,

[EFx =2V 74— (SecurityZone) ] Ky 7 XA RBEEFONMNTExF 2 U T 4
V= EBRIRT S0, i (New) 1227 Vv 7 LTHLWWEXF=2Y T 0V —r%BINL
£7

72=& z1E. Toutside zone] &\WHILFIDY —r ZBIL£7,

[IPv4] # 7', [IPv6] ¥ 7, EizlZWi 0% 7% 7 Vv LET,

* [IPv4] : [DHCPDOfEH (Use DHCP) ] Z#i®#IRL, IROF T a L DRI A—F %
LET,

« [DHCP #fEH L CTF 7 4 /L ks /b— K ZHf% (Obtain default route using DHCP) ] :
DHCP #— =" H7 7 4L b b— F &S LET,

E

e

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B oucry——omE

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B A BB T — MBI Y TET (1~255) , 2B LI L— hDOF 7 4
WD RI=ZA RN —T 4T T4 AX AL 1 TT,

16:[IPv4] 3 0

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — F L ZAHBEREDSGA X [HEERE (Autoconfiguration) | F = v 7R v
JAEF AT LET,

17:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z27 Vw7 LET,
ATy T6 [{R1FE (Save) 127V w7 LET,

DHCP H—/\—D & E

7547 N TDHCP ZH L CE&BICHT D 225 1P 7 RLAZESGTA L 510458
A%, DHCP »—_—ZHF8 L E T,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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FIE

DHCP H—/\— DR E .

ATY T [T314 A (Devices) |, [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22 Vv2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

[X| 18: DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | X—V T,

‘j—o

19: H—/\—D3BM

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

v | + v |+
Secondary DNS Server Secondary WINS Server
v+ v+
Server Advanced
Interface Address Pool Enable DHCP Server

Enable DHCP Server

R —
Cancel m

+ Add

[0 (Add) 1227V v 27 LT, ROATvaraZ&kELE

[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP H— S—23MEHT 5 IP 7 KL ADH Frb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FELT

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}



Management Center T 0 Threat Defense DB |
B =o+1tr—roem

Y7 Xy b EIFETDRERD ), A F =T = A ZAAHDIPT FLRA&EDH &
ITEEHA,

¢« [DHCPH— _"—%HMZT % (Enable DHCP Server) ]: @R L7=A % —7 = A A D DHCP
P R—ZHMLET,

ATFYT4 [0OK] %27V w7 LET,
ATY TS5 [{R1FE (Save) 1227 U w27 LET,

FI74IMIL— FDIEM

F T 4V R — M@, ANEA v —T oA ADSEFEARERT v S AN — LAV — & &G
LR LET, IMBA 2 —7 = A RAZDHCP ZEHT 25615, 7 /3 ABTTIZT 7 4L K
N—FEZELTWHAEMRH Y £, FEITL— F2BNT20ERHLEAT. ROF
IEZ 34T L EF, DHCP H— =57 7 4L hb— b aZE LG AIE, [THNMR

(Devices) 1> [T/\4 RAEH (DeviceManagement) |>[JL—T « >4 (Routing) ]1>[A#%
T4 vPIL— b (SaticRoute) ]—? [IPvd4/L— bk (IPv4Routes) | F721E[IPv6/L— k (IPv6
Routes) | 7—7 MZEREINFET,

FIE

AT T [T/34 2 (Devices) |, [T/3A A& H (Device Management) ] DJEIZEIR L, T34 2D [#&
£ (Edity ] () 27Vvs7LET, >

ATv 72 [JIb—TFT 4% (Routing) ]>[#KIJL— b (Static Routes) &R L E,
B 20: &)L — b+

Inline Sets DHCP VTEP

evice outin nterfaces
Manage Virtual Routers <+ Add Route
Global v Network a Interface \Lf”’“’d”””‘ Gateway Tunneled Metric Tracked
irtual Router

Virtual Router Properties ¥ IPv4 Routes
ECMP

BFD

¥ IPv6 Routes
OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP
1Pv4
IPv6
Static Route

¥ Multicast Routing

ATv 73 [JL—r%EM (Addroute) 127V v 7 LT, ROXITHELET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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21:58)L— FEINDHRE

Add Static Route Configuration

Type: e |Pvd IPvE
Interface*
outside v

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*

default-gateway v | 4+
Metric:

1
Tunneled: {Used only for default Route}

Route Tracking:

v |+

I. Cancel l

o)

Forntn—troen [

(AT (Type) 1: BT DAXT 4 v 7 )—bDFA ST U T, [IPv4] £ 7213 [IPv6]

FFarREZ T ) v LET,

o[f X —TxAA (Interface) |: HI1A X —T oA A&ERLET, BEIIIELA >

H—T A ATT,

s EAFEEZ2 R v R U —7 (AvailableNetwork) | : IPv4 7 7 /L k/b— k O54 13 [any-ipv4]
Z@INL, IPv6 7 7 4 /L b b— b DAL [any-ipv6e] Z 3R L, BN (Add) 12727V v
JLTCHEIR L7y hU—72 (Selected Network) ] U A MZBEISHFT,

[F—bTU A (Gateway) | £721X[IPv6”7— h 7 = A (IPv6 Gateway) |: Z D/L— hD
JARNRYy T THLTF— b T oA N—FEZANETITEIRLET, IPT FLRAEIERY

FND—=J/RANFT V=27 NEEETEET,

o [A MU w7 (Metric) ]: 3801y NT—T ~DKEy7TOHEANTTLET, HMEOHKFH

X1 ~2557T, F7#/L MEIZ1TT,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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ATvT4

ATy TH

ATy T

ATy T2

Management Center T 0 Threat Defense DB |

[OK] %227 U »7o LE9,
= WAXT 4 T N— T —TBMENET,
[fRTF (Save) |27 U w7 LET,

—WEE 72 NAT L— /L ClE. P77 RLRAEANEA v Z—T 2 A ZADIP T RL ADER— MNIE
BLET, TOXATONATLV—NVDZtEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

[T/31 R (Devices) ]>[NAT] %2 U v 2 L, [#LLVKRY >— (NewPolicy) ]>[Threat Defense
NAT] 227 U v 27 LET,

RY = AHEMNT, RN =2 T 273 ZE28R L, [fR1F (Save) 227 U v 27 L
£7,

B 22: 3 LLVRY o—

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel Save

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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NAT D% 5E .

AN U 2 —7% Management Center [ZIBIISNE T, SI&FEE, RY —I— BN 5 0E
N ET,

23:NATR1) > —

interface_PAT

Enter Description
NAT Exemptions Policy Assignments (2)
Rules

Filter by Device Y Filter Rules X Add Rule |

~  NAT Rules Before
v Auto NAT Rules

~ NAT Rules After

AT9F3 =B (AddRule) 1227V v 7 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ A 7 7Ry 7 ANRFRINET,
ATV T8 BARLV—NDOF T a r ZRELET,

R24: EXIL—ILDF T3>

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z R L £,
s [#A T (Type) 1:[#A4F v (Dynamic) | ZEIR L 7,
ATV TS [A X —T =2 A4 TP =2 b (Interface objects) |X— T, [HHAEERA VX —T =4 A

47V =27k (Available Interface Objects) | fEIK2 6 [si5eA v H—T = A A4 TV =7 b
(Destination Interface Objects) ] fEIIZAME Y — 2 2B L £,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B wozz

R25: A3 —TARFTPxy b+

Add NAT Rule (]
NAT Rule:
| Auto NAT Rule v |
Type:
| Dynamic ¥ l
Enable
Interface Objects  Translation  PAT Pool  Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
Q, Search by name o outside_zone ]
inside_zone Add to Source
1 outside_zone 4 Add to Destination
wfxAutomationZone
AT v T 6 [ZH (Translation) | X— T, WOA T a rERELET,
E26: >R L—Y3 Y
Add NAT Rule (2]
NAT Rule:

| Auto NAT Rule

Type: _
i Dynamic vl
cnaoie
Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*
| all-ipva

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

- [FEDIET (Original Source) ] : Add () %2 U v 7 LT, +_COIPv4 F57 1 v
7 (000000) DXy hT—sF7Vx s MBI LET,

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K
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w0 +57 ¢ v oo

B27:H LRy bO—9FTPxH b

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

GCE) HEINAT V— /W34 T7 V=7 FEEDO—HE L TNAT ZBINT D72, VAT A
EFRD any-ipvd 47 V=7 MEEHTHZ LT TEETA, T2, VAT LAERD
FT Vel NeRETHI EITTEERA,

o [ - D%E(E5C (Translated Source) | : [#855A > % — 7 = A AIP (Destination Interface
IP) | Z &R L E7,
RATv 1 [BRfF (Save) 127V v 7 LCTL— L EBIMLET,
Jo— L3 Pb— v (Rules) |7 — 7 WAERIESILE T,

ATY T8 NAT X—TU T [fRfFE (Save) |27 U v 7 LTEEEZRELET,

NEBNSHEAD T T 4 v U DFFFA

BB KRT DB ARk LT X0, BAD [TRTDO NI 7 v 7 %71y 7 (Blockall

traffic) | 727X ar br— L RY —&ER LIESEIE. 7 AZERT DT 74 v
I HFTAT DDA Y ==V Z BT 20ERH Y £, ROFIETIL, NEY —
MBI = ~D ST T w7 AT HA— VBB LET, i — BN SEAIL.
WYty NI =T ~D T T 47 T 5L—LEBINMLTIIEEN,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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ATy

ATvT2

ATvT3

ATv74

5% TE O R B

ATy T

Management Center T 0 Threat Defense DB |

FIE

[R Y — (Policy) ]. [7Z®AKRY I — (Access Policy) |. [7 7 AR Y 2 — (Access
Policy) | DNAIZEAR L, BFEICKIT 2 ICH 0 ¥ TonTnWbd T 7R ar ba—L R
V=0 [#REE (Edi) ] (£) 27V yrLET, > >

DL—LZEBM (AddRule) [ 27U v 2 L, RKOAF A—2 2iE LET,

28: )L—)LMEM

_ Create Rule o

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled (j
Insert | into Mandatory @ Intrusion Policy | None o File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
ity Zos Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) <l inside_zone Collapse All Remove Al Collapse All Remove Al
=) <& outsid NE | v 1 object ZONE | v 1 object
<1 wixAutomationZone

«[&HT (Name) ]: ZDON—VZA4HTZAT £ (72 & 21X, insde-to-outside)

« ER L1=F{E7T (Selected Sources) | : [V —2 (Zones) | HLINHEEY — 2 Z IR L, [#
{Exy—2 %8B (Add SourceZone) 1 27V v 7 LE7,

c[BIRLIFEEET T)r— 3> (Sdected Destinations and Applications) | : [V —Y
(Zones) | MBAMTY — U AR L, [FEEY — 2 %EM (Add Destination Zone) | % 7
Uy LET,

oFETZFOEFICLTEEET,

[Applyl 27 U v 7 LET,
=L 3 b—/b (Rules) | 7 —7 /MTBEMSNVET,

[fR7F (Save) 1227 U w7 LET,

REDEEZ BRI T DB BB LET, BHEEZBEATIETIL. TXAM A LTEDOE
BHET 7T 47120 FX A,

FIE

Lo BB (Deploy) 1227V v 27 LET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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X 29: B

ATy T2 BEREMOEAX., BEDOT NS, ADF =y 7Ry 7 A4 N2 LT[R (Deploy) 1% 7
U 273250, [TXTERM (DeployAll) 127V v 7 LTT_XRTOT A AZRERLET,
FENLAOLGEX, BINORERA T Y a3 U &2RET A0, [FERER (Advanced Deploy) |
270y 7 LET,

X 30: 9 RCTEMF

1010-2

1010-3

1120-4

node1

node2

@ 5 devices are available for deployment

asco SECURE

Advanced Deploy Deploy All

I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment

I Ready for Deployment

B B 0B B

I+

® 31 EERER

1 device

selected

zzorn [

[ Q_ Search using device name, user name, type, group or status

>

>

I Deploy time: Estimate [N/

Device Modified by
nodel System
1010-2 admin, System
node2 System
1010-3 System
1120-4 System

Inspect Interruption  Type Group

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Status
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
|

Ready for Deployment

ATYT3 RENKD LI L 2B LET, BEDOAT =2 AEEFZTLHIT1E, A=2——0 [JEH

(Deploy) | RZ OEMICHLT A ar%r ) v 7 LET,

Cisco Secure Firewall 4200 R 2 — 7y THA K .



B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

2:BEART—42 R

es Objects Integration Deploy
Deployments Upgrades @ Health @ Tasks

P

m 0 running 5 success 0 warnings 0 failures
@ 1010-2 Deployment to device successful.

@ 1010-3 Deployment to device successful.

© 1120-4 Deployment to device successful.

@ nodel Deployment to device successful.

© node2 Deployment to device successful.

Management Center T 0 Threat Defense DB |

atlnaln .
cIsCo O LURE

O\ o admin
‘:/‘. Show Notifications

Filter

2m 13s
2m 4s

1m 45s
1m 46s

1m 45s

Threat Defense B LU FXOSCLI~AD 7o+ X

a<w RIA4 A H =T x4 X (CLI) A LT AT L0y N7 v 7 %ITV, AL
RYATLADNTIT TNy a—FT 4 T HTVET, CLITYy > a v bR —ZHRETHZ
LITTEERA, CLIICIE, v Y — L R— R NIEERELTT 72 TEET,

N TNY a—T 4 T D=DIZH FXOSCLIWZT 7 BEATE £,

\)

6=

FIE

F721%. Threat Defense /XA ADEH A X —7 = AZSSH T CTxF4, vV —ib
toTg Ll 3B, SSHE v 9 035 7 /L kT Threat Defense CLI 1272V . connect
fxos 2~ RZ2EH L TFXOSCLIIZH T E3, SSHERMHD A v Z—7 = A A%V T
WAEBE, B TT—HA L H—T oA A LOT RLAICEHR CE XY, T—F A F—T A
ASDSSHT 7B AXT 7 4V hTEHZ /> TOVET, ZOFIATIL, 77 4/ h TFX0S
CLI 7By Y —LiR— T 7B AZOWTHBHLET,

ATFYT1 CLIICu /A 45100, BHa va—FZ2ary)—)LR— MR LET, T 74/ FT
I'X Cisco Secure Firewall 4200 |2 222 Y — )V — T J)URFHE LTz, — KX—F 4 D
USB-to-RJ-45 ' U 7NV —T N7 ER AT HHENH Y 3, THEHOFXL—TFT 17
VAT AIMEIRUSB VY TNV RIANELTA VA =L LTLEE, 2 —/LR—
MET 74V R TFXOSCLLIZA2 D £3, ROV U TARELZHEHLET,

* 9600 A~ —
8T —H B b

e NUT 472 L

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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ATy T2

ATvT3

274794 —LoERONE [

sl Ay EY L
FXOSCLIZ#HHr LE T, =—H—F admin &, ¥ty v 7 v FHRFICHRE L2/ SA Y — K%
fEALTCCLIiCu A4 LET (T 74/ NI Adminl123) ,
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L £,
connect ftd

&1

firepower# connect ftd
>

27 A I, CLI THEFTRER =~ > ROIFMZ MR T 2121, help £72i3? 2 AL &%
T, A FEICDOWTIL,  [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] %
LT EEN,

Threat Defense CLI Z#& 79 212i%, exit £7id logout 2~ > RE AN LET,

Zoawr Rk, FXOSCLI 7 r 7 MIEY £4, FXOS CLI CHEAfERa~ v RiZ
ONTIE, 2B AN LTL &N,

51

> exit
firepower#

F27A 74— ILOERDIE

VAT LAEBUNC Y Yy NI ENEE T, BMIZERT T 2Rz EBIRA
AV TFEHLIEZVT DL, AR T 7 ANV AT LAOBRERBIZE-FTERHY T, Ny
7T RTCIERICEEOT o ANFETEINTEY, BT T 7 &k\Wizo, EIRZ Uk
L7E0T D8, 774 T VA —NVAT LETL—AT )Yy y NI UTERNWI EERZ
TEBWTLEEN,

Management Center D7 /NA ZAEBR— 2 L TT /3 ADOERZYIWr9 %2>, FXOS CLI
EHTEET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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. Management Center ZFFA L1774 70+ — LD ERO LI

Management Center Z{FFI L= 714 7V + — LD EIED LK

AT T1
ATvT2
ATv73
RTvT4

ATy TH
ATvT6

ATy FT .

VAT LEBEYNC Yy NE T T H T ENEETYT, HMMIZERT 7 S 2R\ EIRA
AvFEMLIZVTDHE, BERRT7AN AT LAOREGESISRITZENRHY ET, Ny
7770y RTIEEIZEZHDO T a B ARTATINTWT, ERT 7 7 &2k . EIRA YT
L0 DE, 77 AT 03— NETL—RATNY vy hETUTEXRNVWIEERZTBWT
TEEW,

Management Center Z ] L TV AT AZ@UIIT v v hH DU TEET,

FIE

[T7/31 R (Devices) |1>[T/3\1 REH (Device Management) [A &R L £,

HEET 571 20MICh D [#RE (Edit) | (£) 227V v27 LET,

[7/3 A (Device) | #7 %7 Vv 7 LET,

[ AF 2 (System) | £2Z 2 a v T[TFNARADY ¥y 4™ (Shut Down Device) | (@)
7 Vv LET,

Tar T ERRRENEDL, TRAADY Y NE T U HHERLET,
AN T AT U AR L TWAEAIE, 7747 U — ARy vy hE T
THLEWZ VAT AT P eE=Z—LFE T, ROTa T IRNERENET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

=B L TOWRWEAE, K30 TUAT AR Yy N LD %
MR LET,

VIS U CTEFRAA v F o472, BRT T 7 E2KNTY v — 0 BRI EIR 2 B
Sz LN TEET,

CLIICHTFTAT 74774+ —IILOEIRDYIE

ATy T

FXOSCLI #7325 &, VAT AZLLIZV Yy MU LTT A ADOEREZGIW T
4, CLIIZIX, o —)Lih— NI L C7 7 A LE3, Threat Defense 33 X X FXOS CLI
~DT 7B A (40 X—) BSRL T IV,

FIE

FXOS CLI C local-mgmt (Z8%f5¢ L £ 7,

firepower # connect local-mgmt
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ATy T2

ATvT3

ATy T4

RDRAT Y

zozx7y7 ||

shutdown =~ > RZ5HITLET,
firepower(local-mgmt) # shutdown

51

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T7AT I+ — LDV %y NET VI AT AT a P e Ee=F—LFE T, ROTa T
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VIS U CHEIRAL v F 24712 L, BT T2 2500 Ty — 2 bW di & T
ATz EBTEET

O

J

Threat Defense D% E & #e17 5121, [Cisco Secure Firewall Threat Defense R = X 7 MMZT
TR WZHLIBENDY 7 NI =T R—=VarD~v=a T )V ESRLTLIEEN,

Management Center O FIZES T2 1E#IZ OV TiX,  [Cisco Secure Firewall Management Center
TN AEEATA K] 2ZRLTIEE0,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

Management Center T 0 Threat Defense DB |
B xozx727

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K



==
=% =R

') & — b ThreatDefense [Z & 5 Management
Center 0D E B

CDEDOHRRE

ERTFREZR T R COT SV r—v g b~ —U XY BFRRT DR, w27 7V r—yay
LR =V 2o 575k 1=Y) 22U TSN, ZOEOHNAEIL, Management
Center TD ZHIZx3 BB ORERICEH I ET,

ZDOFETIE, FRAKIZH D Management Center % i F L C &Ik 2 BAtH 2 & B3 5 Hik
\ZOWTHI L £ 9, Management Center 73 12— W /VEFBER v~ MU — 7 |[ZIFET D r— VR
BAIZ DU Tld, Management Center C Threat Defense DJER] (5 X—) 2R LTLES
AN

T7AT724—ILIZDONT

/N— R =7 Clt, ThreatDefense Y7 b T =7 E/2IXASA V7 Ny =T 2FEITTEET,
Threat Defense & ASA ORI TUI W B2 217 2 BRIZIZ, T3 ADFA A—ALRMEIZ/R Y F
To BUEA VA P— L ESNTWDLbDEITRRDY 7 MY =T =2 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1 O Secure Firewall Threat Defense f A A —
A R 2SR TIESN,

7 7 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FXOS) &I
LRI LI DA RV —T 4 VT VAT AEFATLET, 774 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — F L TWEHA, TV a—T 4 0 7HELTROLIIZCLIOAR
MY HR— P ENTHWET, FEMIZOWVWTIE, CiscoFX0S N7 7Ny a—F 4 7 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [fi)) ZZML T IZE0,

TS3AND—WERT—RAD N 77 AT 74— VIIEENGESERITAREC, FEmRAYIZIL
L£TH2HVERA, L, 2= AR EORETIE, BAFIEFRAMEHTE X
T, ZO%AE. REMEERFC SNMP ORI, BHEEDEABIEHREZHER TE 25505
D ET,

« UE— MEHOMAHA (46 X—)

XU D AR (48 =)

e LU RY—Z U RDH AT (49 ~—)

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

B = re=otas

1) £— k Threat Defense [= & % Management Center D& |

o HIROEBLEIZ K D FHATRE (50 X—7)
o XttA~DA A =L (58 RX—Y)
s FROEHEFICLDFBRRE (60 X—)

JE— FEEOMHLHEA

Management Center CA % —> > k%4 L C Threat Defense #EBLTE 5 X 92T 51213,
Management Center ¥ % —3 % 7 7 B AZOWNWTERA V¥ —T7 = A4 ADRD Y IZHMNBA v —
TxA AR LET, ZLALEDYEF— FHITIT 1 DDA F—Fy MERE LRV

o)

\)

AN R =V RICT VAL TCTHREHEITZA LI LET,

6=

BHEEHIL, THHY & T, ZADOB D47 TLS-1.3 B a{bi@EF v 2V CT9, ¥zl
T4 FoMmNGS, A FE VPN R EOBENOEEL N 2B TIDO N T 7 4 v 7 &E
ITTHMEIH Y FHA, 72 21E VPNRZ T 45 L HHEEERN DR ST-D, Vo7

WIRE N BRI LET,

1. CLI #{fH LT Threat Defense % FHHia%E LT 5, U E— haifll s Threat Defense
FEELET,

2. LS T, BBIIRT A 2 r—T VB L. EBIRE A I LET,

3. Management Center 2 H L C ZEUIxH$ DB OBk Z5%E T LET,

Threat Defense Y ~—2 ¥ PO X A3 —T A4 R
TOHA RTIENMBA L Z—T oA AT 7B RZHOWTMHALET, Ziux, VE— MorEdn
HTORAT AN R LBV T UL THEHZD T, ~F =% T 7 BRI A o Z—
TxAATRAELETH, GHOBH A L A —T A A L5 &HiafE L Ed, FHA ¥ —
7 = A A%, Threat Defense 7 — % A v Z—7 = A4 ALIIPNCRESNDERA X —T =
AATHY, WHOR Y NT—TRERHY £,
o T H A H =T 2 A ATYRX =Y T IV BRAEAENNC LTZHAETH, BHA VA —T =
A ADFXy N =7 FEMEFA SN E T,
T RTOFENT 7 4 v 7%, BIEmEEHA LA —T = AERETLE-ITI5k L LE
—aAO
e TF— B AR =T 2 AT X=X T 7 BAEHFMZT S &, Threat Defense (X3 7
TL—2 BN L TEA LA —T oA RACEEEHR N T 74 v 7 BEELE T,
REBEHIN T 74 v VDS, BHA LI —T oA AT I L —0E N LTT—F A
VHE—T 2 AR NT T 4 w7 iRk L ET,

IF—OFYDTIEREH

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K



| 1) &— | Threat Defense [Z & % Management Center O &
yE—tgEotas [

Fe B A B =T 2 APEDTR—T % T 78 AIZIE, ROFIRNH D £97,

eI X—=U X T VB REAEMITELDIL, | DOMFNIRT —H A L H—T =2 ADBT
¥, ¥ 7 A % —7 = A AL EtherChannel (FHAT& A, TTRMEEZAKE LT,
Management Center DH—DE XV A L 2 —T 2 A AT R—V ¥ T 78 AZHHIZ
THZEHLTEET,

c IDAUH—T A ATEHEHICTEER A,
=T RV H—T oA AEERTHINV—T v K77 AT U4 —LE— RDOATT,

¢ PPPOE [TH R — K ENLTWEHR A, ISP TPPPoE N MLERIEA L. PPPOoE Z AR — 15
JL— & % Threat Defense & WAN 5 ADOBICEE T AMLERH Y £9°,
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cRWUY TRy PRNICRZRZFRHIP T RLARHY £77,
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(Branch admin)
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VTR TOR=Y 3 EHER L, BECE LTI S =Y 3 v E A VA AT BITH,
ROFIREFATLET, 7747 0 — A ERET HHIK G =Y 3 v oA VA F—T D
SLEBEDLET, BIOJEE LT, BIBRICT v 77 L KEFATTH L b TR ET
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ATy T2

B vItvrrorBRLHFLLA—Cavor v b—L [

Y7 T Fyru—R_X=Y0) ) =AKTOMIIH D, 2OOEPTNTH S Gold
Star U U — A& FE(T9 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178. html ICFEEH SN TV A Y U — XK H SR L T 7E S0,
Tl 21X, ZoEHRTIE, (EHFEEEZEE) FEHR) )V —2FKE, BHNRY IV —2FKE
(LFOVRWIMOA T F o2V Y —=RENyTF) | ERIEFICRENR Y U —23F5 (BUF
RBEEZTDHEODOREHMEDOA LT F AV Y =2 LNy F) [ZOVWTHBLTWET,

FIE

=) R— M LE T, /2O TIE, Threat Defense 35 J2 TN FXOS CLI ~D 7 7
A (79 X—) EBRRLTIEIN,

admin 2—H & F 7 4L h23Z2 T — RO Adminl23 # L Tr 71 LET,

FXOSCLIICHEG LET, fldbTuas A Li-bx, RRAUV—FE2EETLILIRDONET,
ZD/RAT— RiZ, SSH ® Threat Defense 2 7 A 2 bEHINE T,

(B RNRU—=FRTTIZERSNTNT, NRAT—= FRDRLRWEEE, MIFRGE~D Y
By FEFATLT, NRU—=RET 74V MUy MM ERH Y £7, HIHEE
~D Uty FFIEIZOWTIX,  [FXOS troubleshooting guide ]| ZZ ML T &0,

&1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****kkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

FXOS CLI C, FATHD A=Y a v 2R RLET,
scope ssa

show app-instance

i -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65
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7.6.0.65 Not Applicable

HLWAR—=Ta v A =L T B85, WOFIEEZEITLET,

a) BHA L H—T oA RATHMIPT RLAZHRETILEND D5E1F. TCLIZMEH L
HETHRE (525—) | ZBHRLTLEEN, 74V FTlE, BHA L2 —T oA A
!X DHCP 2B L £,

BEA =T 2 A AMBT IV EATEDLY—N=D0H LA A=V E X T a— T
HVERHY £,

b) FXOSD NI 7Ny a—T 47 WA RICREBEENTWEHA A—ILOFIEEZFEITLE

ﬁ‘o

T AT U —/LFERE L7e 5, FXOS CLIICFHERER LET,
¢) FXOSCLI T, BHENAU—REHERET LI IICROLNET,

TufyFrueya=yT7 ORI, T AT YR—T 4 7T LB TTITANR
U— RNFEINTWNDHZD, [SAT—FDVUE v b (Password Reset) | =V 7 T
[Wnz (No..) JZEIEBRLTIEEN,

d) T AM 2% vy NETULET, CLIKBIT L7 747 U4 —/LOEFROUIE (82—
V) ZRLTIEEN,

CLl Z{EH L I=HRiR<E

ATy

ATy T2

ATvT3

vty N7y U4 P —FEFEHLT, BHIPT RL A, F— oA, BIOFOMOIEAR
X NU— I REEITWVET,

FIE

T AT U —IVOEREANET,
(G¥) Threat Defense Z#] CHRENIT A & 1%, FIHMEIZH 15 ~ 30 000 £97,

=1 — LR — | C Threat Defense CLI (255 L £,
21 —)LiR— ME FXOS CLI (Z#5f¢ L £,

2 —H—% admin B LOVIA Y — K Admin123 Ta /A > LE7,

WD TEXOSIcu 74 v Lzt &iE, RNATV—FEEFTLIIIROONET, 202U —
KiZ. SSH @ Threat Defense 2 74 NI bEHA S VE T,

GE) RMAT—=RRTTIEEIN T THONLRWERIL. T, A& HA A =L LT
AT—RZF 73/ M)ty hTAHAMENHY £, HA A= {LOFIEIZHONT
1T, FXOSD NS TNy a—F 47 HA REZBRBLTLLTEX N,
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1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkkkk

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (Z8E5E L £,
connect ftd

1

firepower# connect ftd
>

Threat Defense IZf]OTu A v 35&, = Ra—F—F 14 28K (EULA) IZRIE L.
SSHESG A L CWAEAIL, BHE SRV —REZEFETILHIROLNET, FOH#
%@4V&~714X@&E%@cuﬁy%7y7xﬁuf%ﬁﬁréni¢o

T—=HAE =T 2 A ATIX =TV TV BERAEENILESGETH, B X —T =2 R
DREMER SN ET,

GF) BREZZVT (elziE, AA—VEFERLT L2 LICLY) LRWAED, CLItY
T o704 = REHYIRTZLIETEEFA, HEL, ZUHORET UL, %
725 CLI T configurenetwork =~ > RAfi ] L TZ®E CT& ¥, Cisco Secure Firewall
Threat Defense =~ > KU 7 7 LU 2B LT 7ZEVY,

T 7 4V MEETIZLENZ A Lizf@n3 7 v aNIicFrSnE 3, UEICAN LIZfEEZ 0 F
I 285515, Enter 2 L £9,

WDOHA RT7A4 BB LTLIZEN,

* [IPv4% 3% E L E 95?2 (Do you want to configure IPv4?) ], [IPv6%i%E L £ 5?2 (Do you
want to configure IPv6?) |: TNHDX A T DT RLADM R EH 12y EZ AN LE
T, BEHA L Z—T 2 A ZAEFERT I TENLWEAETH, 774 X—K T RLARED
IP7 RVAZRET DMENRDH Y £,

«IPVA X DHCPBHAFIEIFENDEL L THRELFI N ?2IPV6 X DHCP, JL—% ., FiIE
FHOENTHRELETHI?  [FE (manual) 23BN L E4, BHA L H—T oA AN
DHCPIZRE SN TWDHIHA, BHADT — 4 A VX —T oA AERETHILILTEE
A, ZIUL. data-interfaces THDHMLENH DT 7 4/ bb— 5 DHCP r— 33— b
ZELIELV— P CLEEINDAEMERSDL72DTT,
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BB UA—TIAARADIPVAT IAIN T — I AZARNTRIIEEBS 2 —T A

ZO)IPVG’f— oA %AN: 7— FU=ANdatainterfacesiZ7e s L9 IR E L £,

DERET, ~F =TV TIVAT—H A F =T oA AZBLTEETED L IIT,
/\y77 L—V N L CEB N 70 v 7 Bt LET,

[T AT A —NE— REFRELETH? (Configure firewallmode?) ] : routed & AJJL
F9, AR =¥ T 7B RT V=T Y N T AT VA= F— FTOAHYR— |
SNTWET,

1 :

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.
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When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

YRV XT I EAMONEA L F =T = AERELET,
configure networ k management-data-interface

DB, INFA L Z—T 2 A ADEARWR Ry N =T REEATI KOk 7w 7 R
FoRENET, ZOa<wr FOEMIZOWTIE, ROFFMESBLTIEEN,
T I A H =T oA AT H5E, BEA ¥ —7 = A A TIZDHCP %]
TEFEHA, 9Ty 8T v TRRICIPT RLAZFEICRIE L > 72451, configure
network {ipv4|ipv6} manual =~ > RZEH L CHANCHKETEET, BHEA ¥ —T =
A AT — 7 =A% data-interfaces|ZiE L7e > 125813, 22 TZoa<wy NTRE
LET,

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A
ARE (S B—=T=2AA AL EIPT RV A, = U = A ~D§EH/L— k| DNS ¥—
73—, DDNS #— =72 &) ZHH L THERF L £§°, DNS % — S—REDFHMIZ DN T
X, WESW L T 7Z 3V, Management Center ClX, TR —T % 77 E8A A ¥ —
7 oA AR A A TE £33, Threat Defense & 7= (X Management Center 73 B2t O Ff
FESTZGHT B LD BREREMALNL I LT EZE, FHERATHE SNTGE,
Threat Defense (ZiELLRTD BB 218 T3 5 configurepolicy rollback =< > R & i E
7

DDNS H—/X—H%F D URL Zi%EJ 5 &, Threat Defense |% Cisco Trusted Root CA /3> K
BT RTOEECA OFEEE HENOICIENT 572, Threat Defense (X HTTPS #Zfi
@ DDNS H—/N—ZEE A fRGE T & £9°, Threat Defense (%, DynDNS U E— k API ffk

(https://help.dyn.com/remote-access-api/) #3259 TD DDNS H—/—ZHR—F L
EJC AN

ZoavwyRiE, [F=H] A F—T A4 ADNS b —NR—ZRELET, By T v
A7 U7 T (F£721F configure network dnsservers =2~ > K& L C) RELLE
FLDNS Hh—_—(%, FH T 7 ¢ v 7 IS ES, 7 —% DNS #—,3—|%, DDNS
(BESNTVDIHE) FRIFIOA VX =T = ATHEASNDEXF 2T 4 ARY v —
W S ET,

Management Center ClX, Z @ ThreatDefense ([ZHIV ¥ TH 7T v M7 4 —LFKERY > —
TTF—H A B —7xAADNS P —/N—NFE I FEF, Management Center |~ Threat

Defense B3 % &, m—HLRENHER S, DNSH— =377 > F 7+ — LRIE
RY =B ESNEE A, 7272 L. DNSERIE % & 10 Threat Defense (Z2CT7'7 v b7 4 —
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1) £— k Threat Defense [= & % Management Center D& |

Aﬁﬁfuy%%ﬁw%fék\%wﬁﬁciofn%ww REN LHEESNET,
Management Center & Threat Defense % [FI#] Xt 2% (2 ZOREIC—ET D K HIZDNS
TTy NI A —LEEET VT4 TICRETHZ k%%@&)biﬁ‘

F72. m—H /L DNS #—/3—[F, DNS H— =Y EER TR S L7258 10 A
Management Center CHREFSNE T, 72 & 21X, BHA X —T A AEFEHLTT A
A %43k L, £ T configure network management-data-interface =~ > K& L C7F—
HAUH—T oA A€ Liz84 . Threat Defense i% /€ & —#9 2% & 912, DNS H—
N—Z T 2D OFRIE DT X T % Management Center CF8E) CaxET D2 M ENH £,

o WA ¥ —T = A AL, ThreatDefense % Management Center |2 58k L 721412, BHA
B =T 2 A RAETEFRNOT —F A X —T 24 ADNVTNNICERTEET,

ey hT T 4= R TRELZFQDN R DA Z—T7 = A ATEHAENE T,

e A RO—FE L TTNAAREREKE 7 VT CTEFEST, ZOFT a3l v
FUATHEATEETN, ity b7 v 7Rl OREIITFEA LTl EEn,

o F—HEF A4 5121, configure network management-data-interface disable =~
U REANLET,

&1

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wl0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'
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Setting IPv4 network configuration.
Network settings changed.

>

(EE) $FED> v U —72 L® Management Center ~D7T —4% A U H—T = A AT JEA
ZHIR L £,

configure networ k management-data-interface client ip_address netmask

TN RTIE, TRTORy NI =7 BFFAESET,

Z O Threat Defense % & 9% Management Center % H5E L £9°,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE }—Specifies either the FQDN or IP
address of the Management Center.Management Center % [H#27 N L Af5E TX e WAL,
DONTRESOLVE L 3, WA o SSL i 5ALE T v 1% 2 5B DT /A AMIC
ST 212i%, 272 < TH 1 AL EDT /34 X (Management Center & 721X Threat Defense
) \ZEIFEAREZR IP 7 KL ARWMEETY, 2D =2~ KTDONTRESOLVE Z457ET 5IZ
WX, BIERREZR IP 7 R U A FE /iR A b4 ) Threat Defense (2% T,

« reg_key : Threat Defense % %§%9 % & & |Z Management Center CHIFET DIER DT X
A DBEEF—ZRELET, BEEF—1X37 XTFUTICTHILERDH Y £9, BT
WZiE T (A~Z, a~z, 0~9) \ BIUOANA T2 () REWRDHY 7,

* nat_id : Management Center CTHH5ET 5, EET—ED 1 ERY OXFHZHEE L £,
FHIZT =2 A 2 —T7 oA A&MEHT 5561, B8k I Threat Defense & Management
Center D] J7 T NAT ID ZHET 24N H Y £, NATID (3 37 LFLUFIC T 242N
HYET, AHRILFITIE, BT (A~Z, a~z, 0~9)  BRUOANA T2 () 2REDR
HVFEF, ZDIDIX, Management Center [ZEEXT HMOT A A IFEHTE EH A,

51

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FNNA A% ) F— FEAITHEETE D L 91 Threat Defense &> v v X 7 LET,

VAT AEBEUNC YV Yy N T H I ENEETT, EMICERT T 7Rk, ERA

Ay FEMLIEVTDE, ERR T AN VAT LAOBERBIERITIENHY FT, Ny

7Ty RTIEFIZEZHOTav ANFETEINTEY, BRT 7 7V Ek\\Wizo, ERZ YK

L7eWT5E, VAT LETL—RATNT ¥y MU UTERNIEEZRZ TBNTLES

AN

a) shutdown =~ F&Z AN LET,

b) EIRLED & A7 —4% A LED #8582 LC, Vv —YOBFENUIM SN TND Z & 2R L
£9 (LED 25H4T) .

) V¥ —VOBERERNEFICURENTS, REIOSCTERT 7 7E2HkE, v —I 0o
HACEREZIR Y AT Z N TEET,
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XHEADA R =)L

D AKE )Y & Threat Defense 52 11 EL- 726, A v X —T = ANDA X —F v MZ
TIRVATEDLLIC, 77AT U= —T7 N8k L CERE2 A T 57200 TY,
FoTBHE, FROFHEFIIREEZRE T CTEET,

274 T 94— LD — T )LIES:

Management Center & FE 2 L B o — X XU E— M OARMIZH U | Threat Defense (ZIFA ¥ —
v MEH CEIETE £9°, Cisco Secure Firewall 4200 % 77— 7 WG 51213, RO FIEE
ZMLTIZS0,

K 35:)E— FEBEERRAOT—JILIER

Outside/

\_ intemet outside

Console port— (management center access)

eise

o =L

0000000000000

JOBC
JOSO!

0000000000000

#
&

Inside

SO g
inside —
Management
computer

)
_4

O/thef’data netWorké

1R BHEIIZ
e T —H A B —T 2 A AKR— NMISFPEEY 1T FET, HAIAHKR— MX, SFPEY 22—
LA VLEL L 44 1/10/25 Gb SEP AR — kT,
e (AFvayv) arV—nANI—TNEAFLET, TIFNLETIET AT U4 —Mila
U= =T R E L TNz, = RoX—F ¢ O USB-to-RI-45 > U 7 v r—=7
NI EREAT OMLERH Y 3,

FIE

RTYT1 U —vEROMITET, "Ry = TRETA FEZHLTIIZEN,

AT9 T2 WEsA 2 —7 =4 A (Ethernet 1/1 72 &) ZAMERL— X 1Tt L £7,

RATY T3 WA v #—7 A A (Ethernet 12 72 &) ZWH AL v F i — X TR LE T,
ATFYTE FHODA L H—T oA MDD Ty N U — 7 L7,

RTvTs ((EE) BHa Ea—FEZar Yy —R—MNERLET,
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77179+ —LoEREA [}

T, BERIERT 372002 0 Y —NERIIVNEL Y A, 72770, T T a—

T4 U TICRBRGEN DY £,

T27A4AT7 04— ILOERKRA

VAT ADERIL, TrATUA—AOEmIZH L Y I —ERAAL v TFICL o THII SN E
T, BFEAA v T, V7 MEHAAS »TF L L TCHEREINTHET, 22Xk, VAT L40
TUL—ATN Ty NETYRYR—FEN, VATA Y7 b7 BIOT —Z OB
URAT7 BB SHET,

\ )

(GX)  Threat Defense % #)® CEBEIT 2 & 1%, FIHMLIZK 15 ~ 30 500020 £,

ATy T
ATvT2

ATvT3

ATvT4

48O SRS

Tr7AT U+ —MIx L TREEEOEWENZ UG T 5 Z LN EE T (MEEEREE
(UPS) M+ 272L) . IO ¥ v N UL ETDORWTENNEbNLD &, ERA
T ANV AT AOREESIEEZTAMREMERHV £, Ny 7 7T T RTIEFEILZHDOT
BEANETINTWT, EONRKDNDE, VAT LAET L —AT NV vy T TEE
A,

FIE

BRA—RET7 7 AT U — VTR L, Bt MO LET,

X —vOEET, BRI NICHET AEENRe v I —F A TOERA /AT AL v F
EHEMALCEREA A LET,

T7AT U —/VOEHEIZHHEJRLED ZfER LET, MAIZAT L TWDIHEEIL. 771
T r—IVDOERNB A TWET,

36:ATLEIVER LED

System LED ——
Power LED ——»

[

TrAT U —VOEHIZHD AT ALED #HERLET, FAISETLTHAEEIT. &
TERAZWIZARK LTV ET,
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1) &— b Threat Defense |Z & % Management Center O & |
B irosmscsamnne

GE) AA v T % ONS OFFIZYIV BB L, VAT AOBIRNPEEIIZYIN D £ TR
PNDLZERHY ET, ZOMIE. v — ORI/ SRLOEIR LED MSFEIC S L £
T, BIRLED NREEICA 7D ETERZUIL RN TLZEV,

FROEEBEICLDERETE
NEA L Z—=T 2 A AP A L H =Ry MIT 7B ATE L L 912V F— FALOEHE N

Threat Defense % %7 — 7 /L#%#i7 % & . Threat Defense % Management Center (2% 8k L CT /3 A
ADEEERTET TEET,

Management Center~D 0O %5 1 >

Management Center % {# ] L C, Threat Defense % i ER L O L ET,

FIE

ATV T $AR—bFINTWHET I UFEMHLT, RO URLZALET,
https.//fmc_ip_address

ATy T2 2a—HW - LXRTU—-FREZANLET,
ATy T3 v A4 (Loghn) 127V v 7 LET,

Management Center D 5 1 & > X DEF

T _TPD T A 2 AL, Management Center (Z L > T I xtT DB Icffk S E 4, 7
Ta T, WOMRETA L AZBEATEET,

» Essentials (78) Essentials 7 1 & 2 A,

“IPS: X2 UT 44TV VxR LRI IPS
« ILD T TRAME -~ LT = 7RG

*URL Z4I)LR YT :URL 74 VE VT

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ F

« %+ U7 (Diameter., GTP/GPRS. M3UA. SCTP)

VAATA T AOREIZOWTITEE L < I, cisco.com/go/licensingguide & Z M L T 72 S0,
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ATy 1

Management Center D 5 1 + > X DEF .

1R BRI
* Smart Software Manager D7 7 7 > R BB T,

FETHV MeBRLTRWESIE, Vo2& 27 0y 7 LTHLWT AU Y MEREL
TL 72 &V, Smart Software Manager Cl, ##kO 7 v M EERTE £,

o (Mo 77470277 7 2R LTHEMLEND) BEAMEHAT I, ZFHO
Aw— NIV T 2T TARYV T T UL hTHAZRE S (3DES/AES) 71t
VAERHTEDMNENDY T,

FIE

BEWDODA~w—K T4V T THUY MI, BERIABUCANREGEENTND Z & 2
BLTLTEEN,

TA® AT, VAIEEBEGEREE NS T N, AEMA LRI, Av—b YT hy=T
TABL VT THU NIV 7 SNTWET, 2L, BETIA B RAEZBNT 505
N H5E1E, Cisco Commerce Workspace T [T X THisR (Search All) 1 7 4 — /v R&EfER L
7,

K37:54 U RRE

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G (B &Y — 1 A (Products and Services) | Z 3R L 77,

38:45R
e All Results
T Orders 6
(¥ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

DI AL APID ¥R LET,
GE) PID SRS B2WEEIX, EXCTECTPID ZBMTE 7,

* BEssentials 7 A & A :
* L-FPR4215-BSE=
¢ L-FPR4225-BSE=
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1) &— b Threat Defense |Z & % Management Center O & |
. Management Center ~ 7 /A R M3EH0

» L-FPR4245-BSE=

«IPS, w7 =T PHl, BELUURL 71 & ADOMAEDE :
* L-FPR4215T-TMC=
* L-FPR4225T-TMC=
+ L-FPR4245T-TMC=
FERROPID ODWTFNNZEUTEMT 2 &, ROWT IO PIDIZKHE T 2 W ~—2 D
TR T g v EERTEET,
* L-FPR4215T-TMC-1Y
+ L-FPR4215T-TMC-3Y
« L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
+ L-FPR4225T-TMC-5Y
« L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

cXx¥ VT T4 A
¢ L-FPR4200-FTD-CAR=

* Cisco Secure Client : [Cisco Secure Client ZiEH A K] #5H L T &0,

RATv T2 FEOYAIT, Smart Software Manager |~ Management Center % &k L &7,

gk A AT 9 121%, Smart Software Manager CHEk N — 727 VAT HHLERH Y 9, FEMIC
DWW TCIE, [Management Center 2> 7 4 7' L—a v HA R 2B LT EE0,

Management Center ~®D T /314 X DB
TNAADIP T FLUAETIARA My B GRF—% A LT, FE) T Threat Defense %

Management Center

FIE

AT 71 Management Center T, [T /3A A (Devices) |>[7 /XA A& H (Device Management) | DJIEIZ
BIRLET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://cisco.com/go/firepower-config

| 1) &— | Threat Defense [~ & % Management Center O & B

Management Center ~ T /3 X DB .

ATv T2 B (Add) | Faey 7 H oy URRNNL, [T/ 20BN (Add Device) | 23R L 7,
BERX— AN T 740 P TEIRENLTWET,
39: BHF—EHEALIT /N RDEM

Add Device &

Select the Provisioning Method:
®) Registration Key ) Serial Number

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v |

Access Control Policy:™

inside-outside v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets

[ cancel

RDINT A—=Z R ELET,

o [ARA K (Host) ]:3BNNF 5 ThreatDefense M IP 7 KL AR A 4% AJ) L%, Threat
Defense D gD F%E T Management Center @ IP 7 K LA & NAT ID DO iti )7 & f57E L 723
BlE, ZOT7 44—V REEOFFIZLTEL I ENTEET,
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. Management Center ~ 7 /A R M3EH0

GE) HA BREZCiL. i Management Center 73 NAT DERIZHDHHE. 774~
Management Center D78 A k IP F 72344 7(i72 L C Threat Defense & 8§k TE £7,
7272 L. Threat Defense % &% > 4 U Management Center |2 %%k % 21X, Threat
Defense @ IP 77 KL AR A A ZIRET DLENDH Y £,

[ ~4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%*%— (Registration key) ] : Threat Defense DI AIDFHE THE L7=H D & [F UGk
F—x2 AN LET,

s[KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCWAEAIL. TXAM A& —7 K
AATEID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—F 28D Y CE
R

«[77&®AaY hr—/LR Y ¥ — (Access Control Policy) |: #JHAAR U > —&@IR L £,
FHTEZLERDHD Z NN TNDEHRAZ A RFEHLDRY —NTTIZh H5EE
BROT, [T LW YU —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 ZFFA[T
LZEMTEET, THNENOIB~D NTF 7 4 v 7 OFF] 37 X—) | #BRLT
TEEW,

BQ40: % LULKRY S—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
NA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V o tX=2T7 7747 N VE—FT7EAVPND T
A B AZEHATEET,
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+ [~EDONATID (Unique NAT ID) ] : Threat Defense DHE#I DR E CTHE L7z NATID % &
E l./ \i j—O

s /N7 v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X kS U H—& i
THaE. T ABRRER E LTA XY M AZ T =25 E X~ N7 — ¥ % Management
Center |Z25 LET, ZOF TV a VBN LA, A X MEHR T 23 Management
Center [ZIXE &, N7y MTF—HXITEEINET A,

AT9 73 e Register) |27V w7 L, EFICEEINZZ LR LET,
BEPKDT DL, TAALANY 2 MBS ET, KRLESGEIT, =7 —AyE—UN
FOREAVE T, Threat Defense 7238 ER(ICKRIM L 725G 13, IROEH 2R L T IZS 0,
« ping : Threat Defense CLI(Z7 7 &AL, IRD =~ N4l L T Management Center O IP

7 KL A~ ping ZF4T7 L £,
ping system ip_address
ping 23 L 72V A0E, shownetwork 2~ > REMH L CTxry NV — V7 REL MR L F
7, Threat Defense HHIP 7 KL A EZZEH T 5 MR & 5556 1%. configure network
management-data-interface =~ > K& L 7,

BEk¥—. NATID, 3L Management Center IP 7 K LR : [l DT /A A TlA] Uk
FoHMEHLTVD L aMRA L, AL TWDHEAIEINATID 2 H LT\ Z & &
7 LEJ, configuremanager add ==~ > R4 i f] L T, Threat Defense TXdkF— & NAT
ID#RETDHIENTEET,

N TN a—TF 0 7 OFERIZ DUV TIL, https://cisco.com/go/fme-reg-error & ZfR L TL 72 &
AN

ERNGEX1)T4R) O—DFE
DI T KOBREEMI L TIANRE R 2 ) F 4 Y R BIET BRI TH L
\i—a_ﬂo

A v A =T 2 A ALHHA A —T 2 A N A L H—T = A ATAZT (v 7 1P
T RLRAZEDLBTES, v K=V ¥ TV EAREDO L LTUTA L H—T =2 A4 AD
BEARBELER LE LN, FEZ0A 0 H—T 2 A Xa )T 4 —12EI) 4T
LMENRHY T,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—ZfEH L £7,
«NAT : SMBA v H—T 2 A ATA U X —T = A APAT A L7,
TR hr—b NEDOIE~D T 7 v 7 ZFFAI L ET,
*SSH: ¥ —V ¥ 7 78R A F—Tx A ATSSHEZHMILET,
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1) £— k Threat Defense [= & % Management Center D& |

A3 —T A RDFKE

&

ATy T2

ATvT3

ATy T4

ThreatDefense f > X —7 = A AZ AL, TNHE2 X2 T 4 — 2BV Y TTIPT
RLAZHRELET, TL—FI T MA L H—T A ALRELET, .

WOHTIE, DHCPIZELAREZT 4 v 7T RL AL IL—FT v RE— RONHAL L X —T = A A
PHEALT, »—T v RE—FOHNFA v F—T =4 AEHRELET,

FIE

[T /34 A (Devices) |>[7 /A A& H (Device Management) JDNEIZEINL, 77 A T 74—
Ao [#RE (Edit) ] (£) 2270 ysLET, >
[f>#—7xA A (Interfaces) %7V v 7 LET,

Ha1:4083—T (4R

Device Routing  Interfaces  Inline Sets ~ DHCP  VTEP
—
Q, Search by name
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
® Management0/0 management Physical
GigabitEthernet0/0 Physical
GigabitEthemet0/1 Physical
GigabitEthemet0/2 Physical
GigabitEthemet0/3 Physical Disabled rd
GigabitEthemnet0/d Physical Disabled s
GigabitEthemet0/5 Physical Disabled rd
GigabitEthemet0/6 Physical Disabled rd
GigabitEthemet0/7 Physical Disabled Vi

(—ERDOEF N THFEHTRER) 40Gb A v Z—T 2 A AN 45D 110G T L—2 T A
H—T 2 A ABERTHICE A v =T 2 A ADTV—I TN A% )7 LE
KR

HETA0GDA v H—T =2 A AT TIMHEHA L TWBEEIE., 7V —2 7 v kit T R0
REXHIRTEILENRD Y F3,

WNEICHERT 240 v 2 —7 =4 20 [#R&E (Edit) | (#) 227V v r7 LET,

[&f% (General) | # 7 HRERINET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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A8 —T 14 RADRE .

42:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v
10

nterface 1D

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) |2 AN LET,
FlexiE. A F—T x4 RZinside &\ S &RTEFTITET,

b) [F%) (Enabled) | T = 7Ry 7 A%EF NI LET,

¢) [FT—F (Mode) J1x[72L (None) JIZHERELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L W HLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS =T 2 AT N—TZE )Y THELENDY ET, o F—

TxARF, 100X 2 VT 4V —IOHRETHESL, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, eI WA v X —T = A AWNE Y —AZE ) BT ANBA v H—
T A RAEIES = AZED B THZENTEET, ZOHA. N T 7 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T 4~ DH
PAR—FLTWVET, NATHRY v—, L7 4 0Z K — BEIOWQoSHY v —T,

S FERFA AT oA AT N—T HEHTEET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B sz 1z08%

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27 ) v 7 LET,

o[IPv4]: Ku v T XL URRINE [AXT 4 v 7IPEMiT 5 (Use Static IP) | %38
RLU, IPT RLARLEY TRy h~RATBAT v afil TAHLET,

7= & z20E, 19216811247 EE AT LFET,
43:[IPv4] 3 D

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 48
JAHEF N LET,

44:[IPv6] 2 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUv2r LET,
ATy TE AR HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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45:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

TR =X T I BRI IDA B —T 2 A ZAEBEFICRELTWDEED, AV F—T A R
WX T TIZAFIRMHT O TEY ., AMEE T FLRBEENZE T LTWET, b DOFEAH
EBIXER LN TL &, BB 95 L, Management Center OEFFE AP S E T, =
OEETH, WRrN T 74 v 7RI —DEFa VT4V — 0 2RETHLERHY £,

a) [EF=VU7 1Y —> (SecurityZone) ] Fr vy 7 X0 U X RMLEBAFDOINTEEF 2T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 4V —r%BINL
£7.

7=& 21X, Toutside zone| &EWHILARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fE (Save) 127V v LET,

DHCP H—/\—DEE

7747 > N TDHCP 2 LT EBICKHT D058 MO IP T RLAZEST L9127 55
A%, DHCP —R_—%FZh LE T,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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1) £— k Threat Defense [= & % Management Center D& |

AT9 T [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22Uy 2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

[X| 46 : DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | <—V T,

‘j—o

47: 9 —/N—D3Em

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v+ v+
Server Advanced
Interface Address Pool Enable DHCP Server

Enable DHCP Server

R —
Cancel m

[N (Add) 1227 Vw27 LT, ROATvarvk

+ Add

wE L%

e[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP % — S—3MEH 35 IP 7 KL ADH Fb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FEL

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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NAT D& E .

Y72y b FITFEETAUNERH), A —T A ZAHHFDIPT RLZAZEDL L
I TEERA,

« [DHCPY— "—%FH5MZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK]Z27 V)7 LET,
ATYT5 [fRT7F (Save) |27 U 27 LET,

NAT D E
—f&E 72 NAT b— L Clidk, WET RLRAEINBA > H—T 2 A ZADIP T KL ADKR— MIE

Bl EdT, ZOFATONATL—ILDZ bZ AL HZ—T A A R— KT KL AZLH (PAT)
EIENE T,

FIE

ATY 1 [T/AL R (Devices) |>[NAT]#27 U 7 L, [#HLLEKY >— (NewPolicy) ]1>[Threat Defense
NAT] 227V w27 LET,

ATy T2 KY)r—icAiiathr, R o—2EMT 273 A& BIRL, [fR(F (Save) |27 U v L
ij—o

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B wozz

48:H LK) o—
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 u

=3

AU 2 —7% Management Center |ZIBM S ET, Gl&kE, N —Ib— 28B4 5058
NdHYET,
49: NATR) > —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K



| 1) &— | Threat Defense [Z & % Management Center O &
NAT D& E .

50: EAXIL—ILDFTay

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT >7 (Dynamic) | ZE#IR L 7,

AT TS [A ¥ —TxA A4 7Y xZ b (Interface objects) |X—C, [HHARERA ¥ —T =1 A
47 =7 K~ (Available Interface Objects) | fHIK O [56dcA v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

B51: A8 —TTARATSH +

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool  Advanced

I
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q_ Search by name o outside_zone i

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a rERELET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B wozz

®52: 3 AL—3 Y
Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %27 ) v 7 LT, +_COIPv4 FF7 1 v
7 (0000000 DXy hD—sF T V= FEBEINLET,

E53:HLWARY FO—0FTOH b

New Network Object (2]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZD—EE LTNAT 2B+ 2720, VAT A
EFOany-ipvd 47V =7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DPEEIE (Translated Source) | : [5856A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K
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w0 +57 ¢ v oo

ATy FT [RAF (Save) 1227V v 7 LTL—EBINLET,
=L b—/b (Rules) | 7 —7 MRS ET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

RNERD S HEBAD ~F T 1 T DFFHE

BRI KT D 288k L& X2, BAD [T R_RTONT T 4 v 7 %717 (Blockall
traffic) | 77 ®A arba— R —FERLIZGEEIL. T AZ@BRTH T 7 4 v
I EFTATDHIEOICHRY —I— AV ZBITH2HERH Y E3, IROFIATIE, NEHY —
NI — 2 ~D T T 4w I EFATHL—LEBINLET, e —r RNk 584,
W2ty NI =T ~D T T 47 AT 5/L—LEBINMLTIEEN,

FIE

AT9 1 [RY— (Policy) |. [7 7 BAKRY — (Access Policy) 1. [7 7 AR U 2 — (Access
Policy) ] DNEIZIEIR L, ZRUTKHT DB ICHI D Y THNTWET 7R ar hr—L R
o [#RE (Edit) ] () 22V rsLET, > >

ATY 72 [Jb—ILEEM (AddRule) 127U v 7 L, RONTA—=ZEBELET,

54: )L—J)LDEMN

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory W Intrusion Policy | None Be File Policy | None

q Zones Networks Ports. Applications Users. URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
Collapse All Remove All Collapse All Remove All
ZONE

~ 1 object ZONE | v 1 object

«[#&H] (Name) ] : ZON—LiZ4HTZfHT £ T (72 & 21X, inddeto-outside) .

« ER LI=#{ET (Selected Sources) | : [V —2 (Zones) | nHLINHEEY — 2 IR L, [#
{ExJ—%EM (Add SourceZone) | %27V v L,

c[EIRLT=FEEET T r— 3> (Sdected Destinations and Applications) | : [V —>
(Zones) 1 OIS — AR L, [3B5%E Y — 2 %EBM (Add Destination Zone) | % 7
Vv 7 LET,

MOREFZDOEFIZLTRBEET,

AT T3 [Applyl 27 U v 7 LET,
L=/ Jb—/L (Rules) | 7 — 7 /VICBMEET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B <~+—>v70ex 55 1408— 42 TOSSHORE

ATy T4 &7 (Save) 1227V w7 LET,

IR—Ov TIORRAT—E A3 —T 4 XTOH SSH DEETE

A v H—T 2 A AT E DT —H A X —T = A AT Management Center 7 7 & A & AN
Lo a1, ZOFIEICHESTEDA v ¥ —T =4 ATSSH ZANCTHHERH Y 7,
Z Z TlE. ThreatDefense T 1 DL EDF —Z A v Z—7 = A 2% LT SSH #5#i 2 A 023
B HFEZHOWTHALET,

\)

GE) SSHIZBEHA L Z—T A A LTTF 740 FTHINZR > TWETA, Z O A IILE P SSH

TR A LER A,

A L H—T oA AL, T AOMDA o Z—T = A AL ITHBESI TV ET, Management
CenterlZ T NA AR E L, BT H-0EASNET, T—F A ¥ —T = A AD SSH
I, BHEA X —T 2 A4 AD SSH ENFEB L OB —Y VR N 2HFLET, 2Ok
EIIBEPNCRESNE T, T—F A F—T A ATH., ZOHEHAHEHLTSSH &7 7 &
AYARNEANILES, T—HF 4 F— 7:4x®%Hb?74/7iLﬁ@w—%4V
TEREEFEHL, BERICERESNIZAZT v 7 — FRCLI CRESNZAXT 4 v 7
J— MIFEHLEREA,

BEHA U H—T oA AOA, SSHT 72 AU A N &#ET 5 I121F Cisco Secure Firewall Threat
Defense =~ > KU 77 L A @ configuressh-access-list =~ > RZ&MML TS0, A¥
T4 w7 — NEFRET HITIL, configure network static-routes =~ KA LT 72
WV, T 74V FTIE, PIHIRRERICEEA VAT 2 A ANBT T A b FERELE
7

SSH #fi 3 512i%, FARIP T RLREHFTHT 78R L—LIVEHY FHAL, TD
Y7 a rDOFMEIES>T, SSHT 7 B2AERTETHILERH HET T,

SSHIZ, ZEERRERA L F—T oA AZOAEHTE LT, SSHAEA DA o H—T = A
ZNZHDEGE . ANA A —T 2 A A~DEBEE RGO BB TE 97,

SSH I%, DK FHE L NF—MER— N L TWET,
« 5551l : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
« 524 : hmac-sha2-256

« % —22H#4 . dh-groupl4-sha256

)

GE)  SSHZMFEM L7 CLL~Dwu 7 A RATH 3 [Ehdiks L TRIT 5 &, T35 20D SSH #5513
TLET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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| 1) &— | Threat Defense [Z & % Management Center O &

v x—Sv 7oA T—8 4 va—7 14 2TnssHOEE [

1R BHHIIZ

« SSH = —#—I%, configureuseradd =~ > RZEH L CCLITOARETEET, .
T 7 4V T, AIIRRERHZ N A U — R&230E L7ZAdmine—F—23F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N7 4 — L5 E T [IMHBFRAE (External
Authentication) | ZHETH I EIZIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A PERIEFR Y NV—J 2EHKTDLIF Y hU—2 4
TVl RRMETT, A7V e ar—Ury0—E LGEINTE TR, IPT
RLZADITN—F W ETH-0ICA T V=7 N I —TF 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

Y

ATy T

ATy T2
ATvT3

GE) VAT AT Sany ry N —2 AT V=7 MIEHATEE
A, KD VIT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

[T/314 R (Devices) 1>[FT v b T+ —LEKE (Platform Settings) ] #3##U L, Threat Defense
AU =% ERRETZITmE L ET,

[SSH7 7t R (SSH Access) ] &R L £,

SSH #ft & 7F il 4564 v #—T7 =4 AL IPT RLAZIEELET,

TOREFEH LT, SSHEHREZZ T AND A v FZ—T =2 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHIBLET, HLxDIPT FLAFRLS, Fy NTI—7 T R
AEfEATEET,

a) (B (Add) 1227V v 27 LTHE LWL—AZBINT 50, [feE (Edit) 1227V v 27 LT
BEfFONL— LV ERmELE T,
b) N—ADTFa T 4 EBEELET,

* [IP Address] : SSHEEi #7Frl T DR A NEIZFR Yy NV—V 2/RET LRy hT—7
FTV 2l NERIZITN—T, ATV MRy XU A= a—0bLERT S
N FRFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,

«[ERTFTREAR Y — U4 VB —T 4 X (AvailableZones/Interfaces) | : SSH ##5i & 7 7]
THEA L E—T 2 ARG — v EBNMLEST, Y —ileWnWA v —T A AT
X, BIRLFY -4 2B —T 24X (Selected Zones/Interfaces) ] U A FD FD
TA—=IVRZA L E—T A A% % AL, BN (Add) 122V v 7 LET, L—
TNy I A B =T oA ABMTHZLELTEET, BRSNTWNDHA U F—T =
ARERZY = MTRNA RZEENTND EXZDH, TNHDN—)LIRT/NA R
WA I ET,

) [OK]ZZ7 VU v7 LET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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ATvT4 [Save (RFTE) 127 Vv LET,

RED R

ZC, [EE (Deploy) 1>[EBE (Deployment) 1227 VU w7 L, B0V Y THT A ATHY
U REATEL LR E L, BHEIRY -2 BT E TEMICRY A,

REDEE 2 BB HP IR L £, ZRZRFHTLETE, 74 A ETEOR
LT 7T 4712700 £H A,

FIE

ATv 1 A0 [EB (Deploy) 127V v27 LET,

X 55: ®RH

Q @ & @ adminv Wl secure

2Ty T2 WHARRBEOBEAE. BEDTF AL ADF = v 7 Ry 7 A% F A2 LT UERE (Deploy) 1% 7

U 2B [FRTEM (Deploy All) 157 U v 27 LTHRTOF AL 25 EHLET,
ENLSNDOGEIE, BINOREHA 7 Y a AR IET D720, [mEREB (Advanced Deploy) ]
7 Vv LET,

56: 9 N TRE

Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment [=2)

nodel I Ready for Deployment &

node2 I Ready for Deployment =
5 devices are available for deployment iz

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

57 S E R

1 device selected

E [ Q_  Search using device name, user name, type, group or status | Deploy time: Estimate
Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B ' Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BEANSESH LI L2l LET, BEOAT =X 22T/ T 5I121E, A==2——0 [EH
(Deploy) 1R Z > OEMCHALIT A a7 v 7 LET,

X 58: BRART—% X

es Objects Integration Deploy Q @ adminv  ludh sEcuR

‘ Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

] 0 running 5 success 0 warnings 0 failures Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense 5 KU FXOSCLI~ADT7 o £ X

a<v R4 A F—T x4 A (CLI) ZH LTIV RAT2DE Y N7 v 72T, AR
WYAT DN T TNy a—T 4 T HITVET, CLITy v a bR U—2RETHZ
LITTEERA, CLIICIE, av Y=L R— R MNIEEHRELTT 72 TEET,

NIV a—T 4 T D=DIZEH FXOSCLIWZT 7 BEATE £,
A\

((¥)  F7-I%. Threat Defense 7 /3A ADEFA L H—7 = A AIZSSH T C& £4, vV —b
ToTg TR Y, SSHYE v g 135 7 /b kT Threat Defense CLI 272V . connect
mm:vyP%ﬁmLTmecum%ﬁﬁ%iﬁo$H%ﬁm@4y&~7:4x%%wf
WHEA, B TT— 4 A2 —T 2 ALDOT RLAIZEm CEEY, T—HF A X —T=A
x«@%ﬂ?&kxm?7¢whfﬁ%ﬂ&ofwiﬁo:®$@Ti\77¢whfmms
CLI 725 ay Y — ViR— T 7 BRIZOWCHBLET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

ATy

ATy T2

ATvT3

FIE

CLIICR A T AITIE, BHa  Pa—F%Eary ) — L R—NIEEHELET, 74/ R T
IZ Cisco Secure Firewall 4200 (Z 22> Y — )LV /r — T )L 3fHE L TV RW=d, r— K 8—F 4 D
USB-to-RJ-45 U TV —T NI EERAT HMERH Y £F, THEHOANL—F 1 7

VAT AIMEIRUSB VU TN RIANRNEMNT A A R—= L LTLEE, Y —)LiR—
MI7 74 /v R CTFXOSCLIIZZe W £§, ROV TAREEMEHLET,

* 9600 7R —

87 —H B b

e NUT 4721

1 AFy7 EYEH
FXOS CLIIZHfi L £9, =—¥ —4 admin &, HIiE > N7 v THECHRE LTI2/SA D — F&
fEHLTCCLLICr 7 A LET (F74/0 ME Adminl2l)
Al :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZT7 7 A LEd,
connect ftd

1 -

firepower# connect ftd
>

77 A %IC, CLI CHEHAIREZR 2~ ROFBHRAMRT 2I121L, hep £ 2?22 AL ZE
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L Al &
LT 7EE,

Threat Defense CLI Z#& T4 5121%, exit £72i% logout 2~ RE AN LET,

Zoawr RIZE Y, FXOSCLI 7'u v 7 MIEY £, FXOS CLI T affE/e 2~ NiZ
DONTIE, 22 AL TLIES N,

1

> exit
firepower#

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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| 1) &— | Threat Defense [Z & % Management Center O &

274794 —LoERONE [

274 T 04— ILOEIREDUIE

VAT LEHEYNCY vy MU UTH I ENEETT, BMICERT T V2R ERA
AvFEMLIZVT DL, BERRT ANV ATLAOBRERFIEE T ZENHY £, Ny
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System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
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AT w71 FXOS CLI T local-mgmt (Z8%#5¢ L 97,
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firepower(local-mgmt) # shutdown
il -

firepower (local-mgmt) # shutdown
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Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense

Continue?
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System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****xkkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#
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scope ssa

show app-instance
£l

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65
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63: R T LE S VER LED

System LED ——
Power LED ——

TrAT U —VOEHICH D AT A LED ZHERLET, FAISETLTWAEEIT. &
B AZWNZEHE L TWET,

GE) AA vF &% ONMS OFFICHIV B2 5 L. V2T ADOBIRNEEAICEIN D £ TP
WNDHZENHY T, ZO/IE., v —> DRI/ IRV OER LED FHIZ AL E
9, FEIR LED D8RI A 7 IR 5 FTEREY L2V T 7E &,

AoR—TFT A9 F—FRE2FRLETNARADAVR—T 42T

ATy T

ATy T2
ATvT3

ATvT4

CLI 84X —% A L7 CDO DA v R—F 1 70 ¢ P — K& L T Threat Defense % 4
YAR—FKLET,

FIE

CDO DFEHF—2 a7 4 RUT[A Y (nventory) 1227V v 27 L, HODST

2ARE () %70 w7 LCFNAL A% [A2R—F (Onboard) | LET,
[FTD] Z A V&2 Vv 7 LET,
[BHLE— F] T, [FID] BRI NTNDZ L 2R LET,

BFHE—RNE LT[FID] 2R L7ZRITVDOTH, [Av— b T4V ZAOEH 27 v L
T, T, ATHEARRERBEGFOA~Y— F T A B ARG EIIET CE E5, HHAARER
TA B AZONWTIE, T4 BV ZAZGT D ®RT =) 2L TN,

FrR—TF 4 TS UT[CLIESkF — %/ (Use CLIRegistrationKey) ] & &R L £ T,
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64: CLIZHZHF—%EA

i:l"/ = 5 == ]l £ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
[ 2 ) manager will not be available after onbearding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more

Firewall Threat Defense

Mal Mode:

@ Fo0] O rome = :
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
TRECT enoed)

Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPrem: 7.44)

ATYT5  [T/NA A% (DeviceName) | Z# A LT, [k~ (Next) 127V w7 LET,
X 65: T/54 X%

o Device Name Device Name

ATFv 76 [RU—E YT (Policy Assignment) JIZOWTIEX, Fr Y7 H U A=a—%H LT,
TNAZADT 78 A ary bur— L RY —2BRLES, K P—DBRESHLTORVEE
. [T74V DT VA3 hr—)LAR Y 2— (Default Access Control Policy) ] % i®&R L &
7

K66: 79X arta—)LR)—

O i

ment Access Control Policy

[ Default Access Control Policy ~ ]

AT9 Tl [V TAZ VT 3T Ak A (Subscription License) 122\ TClid, [#E FTD 7 /34 A
(Physical FTD Device) ] 7 VA R& &7 Uy 7 L, AT 28 EREIA B 22T =y
JLET, [Next] #7 Vw7 LET,
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FoR—F 4 05 D F— REEALET A 20Fvk—F 125 ||

67:4 TRy ) Favs4EUR

-
%fj@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

ATw 78 [CLIE$kF— (CLIRegistration Key) ] {22\ TiX, CDO %, BEkF— L Z DD /T X —X
AL Ca~vy RaAERLET, Zha~wr FE2 3™ — LT, Threat Defense DOFJHIFRET
T 208N H D £,

68: CLI &%+ —

@% CLI Registration Key ~

™\
\"J Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ('

-
\,

1
7
\ 2) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ew]JTpCBP2w3xEBnVVkfZv x7R7dwemd3JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display_name

AB—= KT T A7 VT Me5ET Lz, ThreatDefense CLITZ Do~ REabe—LE7,
CLI 2 L7=#WIHIER E D EST (96 X—) ML T EEV,

1 -
CLIlty N7 w7V Fra<w R

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKEX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

ATYTY FUR=F 4T 4P —=RFT[R~ Next) |27 U v 7 LT, T/, ADBGREFMG L £
hd_o
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ATV ({EE) [ U (Inventory) ]»X—YDW KRz &7 4 VHBUIENLDO X D, T3

ATV EBMLET, UL EANL, FWWT T ARK () FERLET, T
IZ. CDO ~DEAHEFRIZT A AEAINET,

69:#7T
Your device is now onboarding.
© This may take a long time to finish. You can check the status of the device on the Devices and Services page.
Add Labels @
Go to Inventory
RDERY

[ Ry U= 0 AR LI 0 OF A 22U, HHICH D [ER) 24
VNIC—ERREINTWALT L a v OWTANEBRIRLE T,

CLI Z{& A L =R E DEIT

Threat Defense CLI (Z82%c L CHIMIER E 21TV E T,

FIE

RAFwT1 2V —)L7R— | T Threat Defense CLI (28567 L 1,
=Y —LiR— X FXOS CLI IZ#k L £,
ATFw T2 2—HF—4 admin BLOSZ T — K Admin123 Ca /4 > LET,

WHTFXOSIZu 7 A Lzt &id, NATU—REEFETLILH>KRDONET, 2O/ AT —
Ki%. SSH @ Threat Defense = 71 SN E T,

GE) NRRAT—=RFRNTTIIEREINTWHWTONLRWESIL., T ZA&FHA A=Ak LT
AT —=RETFT 74NV MUy hTARERHY £, HA A—JLOFNEIZDOWT
T, FXOSD N T TNy a—T 47 A RESRLTIEIN,

1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***xkxkki*

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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I CDO %1 A L 1= Threat Defense O BB

ATvT3

ATy T4

cu z@AL-mmEEozs ]

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (242558 L £ 17,
connect ftd

1 -

firepower# connect ftd
>

Threat Defense (] Ta A4 5E, =y Ra—HF—F (4 AEK (EULA) IZRET
HEo9RDENET, D%, BHA L EZ—T oA ADREHDOCLIEY NT v A7 U K
NERINET,

T—BAE =T A ATYX =V X TV RRZADILIZHETH, BHA 2 —T oA A
DBRENMEM S E T,

GE) BEZZ VT (TcexlE, A A—VEBIERTHZ LKD) LARWnhED | CLIty
T o704 P — REBVIRTZ LI TEERA, 2L, ZUHOHRETXTUL, %
75 CLI T configurenetwork =~ > K& L CE®E CTX £9, Cisco Secure Firewall
Threat Defense 2~ > RU 757 LU AEZHHRL TSIV,

77 4V MEETZIZLENC AT LT @R Ty aNICF RS E T, ENCAN L7 B2 2 D%
FEEHT 2561, Enter 27 L £,

WDHTA RTA4 BB TLIEIN,

o [IPv4% & E LETH? (Do you want to configure IPv4?) ], [IPv6% 7% E L £ 32?2 (Do you
want to configure IPv6?) 1: ZHHDZ A TDOT KL ADL2 EH 1Dy H AN LE
T, WA VX —T 2 A ZAEMHT I TEN WA TH, 774 X—=K T RLARED
IP7 RLAZRETLHULENRDH Y 7,

«IPV4 (X DHCPBHBFLEFHDELLTEHEE LFEFI M ?IPV6 X DHCP, JL—% ., FfzI&
FHOENTHRELETH?  [FEF (manua) | ZBIRLET, HHA L F—T A AN
DHCPIZRESINTWAHEE, BHAOT — XA X —T 2 A AERETH LT TEE
B, Ziud, data-interfaces THHOINLENH DT 7 4/ Fb— FH DHCP — 3= 5
ZRELIENV— T EEXINDAREERH L7 TT,

BB AT IARADIPVATIAI T — DA EANELITEBA U2 —T A
ZO)IPVG’f oA %AN 7 — F U= A NdatainterfacesiZ7e s K9 IR E L £,

DFRTEF, YR =X T I BARAT—H A H—T 2 A&ZBUTHIETE S L )T
A/77V~/% LTEE N 74 v 7 iRk LET,

[T AT A —NE— REFRELETH? (Configure firewallmode?) ] : routed & AJJL
¥, A~ F =X T BRE, V=T v K 77 AT U4 —)L T— R TOHYKR— |
SNTWET,
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1 :

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K



I CDO %{$/H L 7= Threat Defense O B
cu z@AL-mmEEozs ]

this sensor to the Firepower Management Center.
>

RATVTS 3=V x T VR AAOHNTA L Z—T 2 A AERELET,
configure networ k management-data-interface

Z D&, IMIA L H =T = A ADIERR A Y VY= BIEEIT O L OITKRO DT T B
TRINET, ZOa~xr FOFEMIZOWTIE, ROFFMESRLTIZIV,

T A H =T A AERENT 25, BHA ¥ —7 = A XA TIEDHCP Z{EH]
TEFEHA, 9Ty 8T vy TRRICIPT KL AZFEICRIE L > 72841, configure
network {ipv4|ipv6} manual =~ > R ZfH L CTRETEH LI E L7, BHEA
B —T 2 A A — U A %&data-interfaces|ZEE L2 oA, 22 TCZoav
RCERELET,

Threat Defense % CDO (ZiBMT 5 &, CDO (FA VX —T = Af AHE (A HF—T A A
LETPT RVA, = bz A ~DEH/L— b, DNS ¥—/3—_ DDNS ¥ —3—72 L)
ZRH U CHERFL£9, DNS b — =R EOFEHIZ OV TIE, kESRL T ZEN,
CDO Tlt, B TR =Ty TV VA A H—T = A AR EEE CTE £9 25, Threat
Defense & 7213 CDO DNEBREEEDO ML AT D X O BRELZ MR NI I LT
SV, EEREGE ST S 7235A . Threat Defense (ZIZLARTD ERR 21859 % configure
policy rollback === > R & ENET,

DDNS —/3N—H# URL #5% &3 5 &, Threat Defense (% Cisco Trusted Root CA /N> K
ANBTRXTOEECA OFEELY HEIIISENT 5728, Threat Defense | HTTPS #¢
@ DDNS H— N —GEREZ FRFE T & £9°, Threat Defense (£, DynDNS U E— k API {14k

(https://help.dyn.com/remote-access-api/) Z 7 %5 7J < T®DDNS #—/N—ZHK— kL
*7,

Zoavr RNt T4 A2 =T A ADNS F—N—%HELET, By T
727 U7 T (F£721% configure network dnsservers =~ > K& L C) RELE
BDNS r—"—i, BT 71 v 7 IS ET, 77— DNS %—,3—|%, DDNS

FEESNTWEHA) RIS v F—T oA ATHEASNDIEX 2 T 4 RY v—
W S E,

CDO Tli, Z® ThreatDefense (ZFIVMBTHT T b7+ —LRER) > —TT—F A
A —7 x A A DNS P —/N—3FE I ET, CDO IZ Threat Defense #E13 5 &, 17—
TIVEREDHERF E4U, DNSH—_— 37T v 87— LRGER U U —ITBMSVEE A,
7272 L. DNS#E% &1 Threat Defense (ZE T 7 v N7+ —AFKERY —%H Y YT
Hé, FORTBIZL->Tr—INAREN EEEEINET, CDO & ThreatDefense % [F1H] &
HHITE, ZOBRTEIC—HTDEIICDNS 7T v N7+ —LAREET 7T 4 T IHRET
HT LaBEIOLET,

F72, B—A/UDNS H—s3—|%, DNS ¥ — —BYHEGL TR SN 7= 5A 12D & CDO
THREENET, HexiE, BEA LAY —T oA REHALTT AL A28 L, % T
configurenetwork management-data-interface =~ > R&2 i H L CTF—HX A v X —T = A A
Z ek i L7235 . Threat Defense HEALE —E T2 L 9 1Z, DNSH——Z 5T 2411 H DK
ET R T% CDO CTFETHET 2XENHY £,
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ATvT6

o EHA L H—T = A AL, ThreatDefense % CDOIZEER L7-%IZ, BEHA L X —T A A
FREMOT —H A H =T 2 ADWNTHDERE TEET,

ey hT T 4= R TRELZFQDN R ZDA V Z—T = A AR ENE T,

AV FO—HE LTT A ARERKZ 7 VT TEET, ZOF T a i) hY v
FUFATHEHTEETN, Oty b7 7B OERIEIIIEH L RN T ZE W,

o T— X EHE NI HITIL, configure network management-data-interface disable =~
Y REANLET,

51

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

1 :

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CDO »34 5% L 7= configure manager add ==~ > K&ffifl L C, Z ® Threat Defense % & H# 4 5
CDO Z#BILET, a~r FOERIZOWTEL, A AR—T 17 U4 —FKaflf LT
NAADF U R—=T 47 (9B3X—=2) ZBRL TSN,

1 -
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I CDO %{$/H L 7= Threat Defense O B
gxmntray 74y o—nEE ||

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

EXKMLEZEX)T4R)O—DETE

ZITIE ROREZHEH L TEARNR X2 74 WY —2RET D HIEIT OV THAL
=7,

s N A > H—T oA REIA L H—T 2 A A WA U H—T =2 A RAZAZT 4 v 7 1P
T RLAZEDYCET, v XV XTIV BAREO—HE L THNA v F—T A AD
HEARBRTEEERLE LD, FEZFOAL X —T 2 A A2 X2 VT 0/ —02EID YT
LENH Y T,

«DHCPH—N—: 7 5347 FOWEA » #—7 = A ATDHCP —"—%fEH L £7,
*NAT : SMiBA v F—T = A ATA ¥ —T = A APAT M L £ 7,
T rRAI b= NN A~D T T 4y 7 HFFA LET,
*SSH: ¥ —V % T/ RA A X —Tx A ATSSHEAHZILET,

=A—
A3 —T 14 ADEXRTE
ThreatDefense f & X —7 = A AZ BN L., TNba2EFa )T 4/ —ZEVYTTIPT
RLAEZRELET, 7V—IT UM A 0 Z—T 2 AbRELET,
OB T, DHCPIZELAREZT 4w 7T RL AL IL—FT v RE— RONHAL L X —T = A A
PEALCT, V=7 v RE—ROWNEA v X —T =2 AZHRELFET,

FIE

AT T [T/34 2 (Devices) |>[T /3 A& (Device Management) |DJEIZEIR L, 77 A4 T 04—
Ao [#RE (Edit) ] (£ 2270y 7LEF, >
ATFY T2 [A v H—T A A (Interfaces) | %27V v 27 LET,
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Device  Routing

Interface
@ Management0/0

GigabitEthemet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthemet0/3
GigabitEthemet0/4
GigabitEthemeto/5
GigabitEthemeto/6

GigabitEthemeto/7

Interfaces
—

Inline Sets

DHCP

Logical Name

management

VTEP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

CDO %%/ L 7= Threat Defense D/ER |

Q Search by name Sync Device Add Interfaces ¥
MAC Address (Active/Standby) 1P Address Path Monitoring Virtual Router

Disabled Global Q<
Disabled e
Disabled 4
Disabled /’/
Disabled V4
Disabled rd
Disabled ra
Disabled ra
Disabled s

ATFv T3 (—HOEFNATHEHAAEER) 40Gb A v FZ—T 2 A ANH45D 10Gb T L —T T 7 R A
H—T o2 Af AE{ERRTHIZE, AV F—T 2 A ADT VL —I T U570 v LE

B

RETA0G A =T =2 A AT TIHEH LTV L HEIE. 7V—2 70 b afiTd S0
RIEZHIRT 2HERH Y £,

ATy T4 WHIERT A2 —7 24 AD [$RE (Edit) | (£) #2770V v7 LET,

[&f% (General) | ¥ 7HRFRRINET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K



I CDO %1 A L 1= Threat Defense O BB

b)
<)
d)

AV8—T 14 RADEE .

71:[General] % 7

Edit Physical Interface

General IPv4 IPv6

Path Monitoring

Name:
inside
Enabled

Management Only

Description:

Mode:

None
Security Zone:
inside_zone

nterf

ace ID:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

48 LT FE TO [4HT (Name) | Z AN LET,
ez, A F—T A AT indde WA L4HETESITEL,

[£%) (Enabled) | TF =y 7Ry 7 A%EF NI LET,

[E— K (Mode) 1iX[72L (None) IZF&ELZEFIZLET,

[E¥x=VU7 1Y —> (SecurityZone) | Ky FX A MLEEFONTHEX 2 U 7 4
V=BT D0, [ New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L W HLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS =T 2 AT N—TZE )Y THELENDY ET, o F—

TxARF, 100X 2 VT 4V —IOHRETHESL, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, eI WA v X —T = A AWNE Y —AZE ) BT ANBA v H—
T A RAEIES = AZED B THZENTEET, ZOHA. N T 7 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T 4~ DH
PAR—FLTWVET, NATHRY v—, L7 4 0Z K — BEIOWQoSHY v —T,

S FERFA AT oA AT N—T HEHTEET,
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e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27 ) v 7 LET,

o[IPv4]: Ku v T XL URRINE [AXT 4 v 7IPEMiT 5 (Use Static IP) | %38
RLU, IPT RLARLEY TRy h~RATBAT v afil TAHLET,

7= & z20E, 19216811247 EE AT LFET,
72:[IPv4] 2 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 48
JAHEF N LET,

73:[IPv6] 2 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUv2r LET,
ATy TE AR HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,
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DHCP H—/\— DR E .

74: [General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

TR =X T I BRI IDA B —T 2 A ZAEBEFICRELTWDEED, AV F—T A R
WX T TIZAFIRMHT O TEY ., AMEE T FLRBEENZE T LTWET, b DOFEAH
EBIXER LN TL &, BB 95 L, Management Center OEFFE AP S E T, =
OEETH, WRrN T 74 v 7RI —DEFa VT4V — 0 2RETHLERHY £,

a) [EF=VU7 1Y —> (SecurityZone) ] Fr vy 7 X0 U X RMLEBAFDOINTEEF 2T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 4V —r%BINL
£7.

7=& 21X, Toutside zone| &EWHILARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fE (Save) 127V v LET,

DHCP H—/\—DHE

7 A7 > N CTDHCP i LT EBICKTT A5 225 1P 7 RLAZESET 5L 512958
A%, DHCP — _—ZHZc LE T,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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FIE

CDO %%/ L 7= Threat Defense D/ER |

AT9 T [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w

£ (Edit) ]

(F) 27V vr7LET, >

Z 5w 72 [DHCP] > [DHCP#—/\— (DHCP Server) | Z3#R L £,

X| 75: DHCP H—/\—

Device  Routing

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | <—V T,

‘j—o

76 : — 3 —@DiE i

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Interfaces

DHCP
—

Inline Sets VTEP

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server
v+ v+
Secondary DNS Server Secondary WINS Server
v |+ v| +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

[0 (Add) 127V w27 LT, ROATvarz&kELE

Enable DHCP Server

—
Cancel m

e[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP % — S—3MEH 35 IP 7 KL ADH Fb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FEL

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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NAT D% 5E .

7y N RICHFET ORENRDY, A =T =2 AAHDIPT RLAZEZDLH T L
FTEEEA

« [DHCPY— "—%FH5MZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK]Z27 V)7 LET,
ATYT5 [fRT7F (Save) |27 U 27 LET,

NAT D% 7E

—f&EI72 NAT V—/ LTk, WET RV RAENEA L H—T 24 ADIP T KL ADKR— MIE
WLET, ZOXATONATLV—NDZ tEA L H—T oA R—KT KL RZEH (PAT)
LIEONE T,

FIE

RAT9FT1 [T/A4 R (Devices) |>[NAT] %27 U v 7 L, [ LUK P — (NewPolicy) ]>[Threat Defense
NAT] %227 U v 7 LET,

ATw T2 R —IZL4RIEMT, R —%2FHTET SN, ZAE@ER L, [R1FE (Save) 127V v 7 L
ij_o
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CDO %%/ L 7= Threat Defense D/ER |

B wozz

77: 3 LLVRY & —
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices 1 Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 u

=3

AU 2 —7% Management Center |ZIBM S ET, Gl&kE, N —Ib— 28B4 5058
NdHYET,
78:NATR ) >—

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
. a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L BN (AddNAT Rule) | ¥ A 7 0 VR y 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K



I CDO %{$/H L 7= Threat Defense O B
NAT D% 5E .

79: BERIL—ILDA T3y

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT >7 (Dynamic) | ZE#IR L 7,

AT TS [A ¥ —TxA A4 7Y xZ b (Interface objects) |X—C, [HHARERA ¥ —T =1 A
47 =7 K~ (Available Interface Objects) | fHIK O [56dcA v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

H8: A B —TTARATSH +

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool  Advanced

I
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q_ Search by name o outside_zone i

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a rERELET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}



CDO %%/ L 7= Threat Defense D/ER |

B wozz

X81: 3 AL—3 Y
Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %27 ) v 7 LT, +_COIPv4 FF7 1 v
7 (0000000 DXy hD—sF T V= FEBEINLET,

Ee2:HLWARy bO—0F TPy b

New Network Object (2]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZD—EE LTNAT 2B+ 2720, VAT A
EFOany-ipvd 47V =7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DPEEIE (Translated Source) | : [5856A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K



I CDO %{$/H L 7= Threat Defense O B
w0 +57 ¢ v oo

ATy FT [RAF (Save) 1227V v 7 LTL—EBINLET,
=L b—/b (Rules) | 7 —7 MRS ET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

NEBNSHEAD F T 4 v U DFFFA]

BT D00 2 Rgk LIz L X, BARD [TRXTONTI 74 v 7 %7y 7 (Blockall

traffic) 1727 8RA a2 ha— L RY =2 ELTELAE. T A 2@RT25 877 1
T HEHFA[T DDA = — NV E BT H2LERHY £9, ROFIETIZ, N —>
MO = ~D T T 4y T EHTFATHL—AEBIMLET, o —o 0N d DA,
W2 Ry NT—=T~DNTF T 4w I BFFA[THL— N EZBIML T ZEN,

FIE

ATYF1 [RY— (Policy) |. [T 7 BAKRY I — (Access Policy) 1. [7 7 AR U 2 — (Access
Policy) ] DNAIZERIR L, BEUCHT A ICE VY TonTWAT 78X v hr—L R
U0 [#RE (Edit) ] () 2V vyrLEF, > >

RTw T2 [JL—ILEEM (AddRule) |27 U v 7 L, IRONTA—ZEHELET,
X 83:/)L—I)L(DEM

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled ()
Insert | into Mandatory @ Intrusion Policy | None Fe File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove All Collapse All Remove All

NE | v 1 object

NE | v 1 object

% wixAutomationZone

«[&81 (Name) | : O —/VIZARTEMFTET (72& 21X, indde-to-outside) .

« [EIRL1=FEIETT (Selected Sources) | : [V — (Zones) | HNERY — 2R L., [
{Exy—2%ENM (AddSourceZone) | #7 U v 7 L%,

[BIRLIFEEET T r— 3> (Sdected Destinations and Applications) ] : [V —Y
(Zones) | MBAMTY — U AR L, [FEE Y — 2 %IEM (Add Destination Zone) | % 7
Uy LET,

OB EITZEDEEICL TREET,

RATY T3 [Applyl 227 Vv LET,
L= Jb—/b (Rules) ] 7 — 7 /WIZIBME L ET,
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CDO %%/ L 7= Threat Defense D/ER |
B <o 70ex7—481v5—Tz12TOSSHOEE

ATy T4 &7 (Save) 1227V w7 LET,

IH—T T7IOEVRTFT—R AR —T 24 ATH SSH DKTE

A B =T 2 A7 E DT —H A ¥ —T = A AT Management Center 7 7 & A &4 hi
LT, ZOFIECHES>TEDA 2 H—T = A ATSSH ZHNCTHLERH Y 7,
Z Z°ClX. Threat Defense T 1 DL EDT —H A ¥ —7 = A ATk LT SSH #fe & HZh2
B HEIZHOW T LET,

N

GE)  SSHIZEHA LA —Tx2A A LETTF 74V b THIIZR 2 TWETA, Z OEAEIZEFE SSH
T BRITHELEE A,

BEA B —T oA AL, T ADOMDA o Z—T = A AL [T3BES VTV E T, Management
CenterlZ 7T N\A AEREL, BT H7-0IFEHINET, 7—F A ¥ —7 =4 AD SSH
%, BEA o H—T 2 A AD SSH LB LOSNB2—H U X h&2F LET, TOMDR
EITEINCRESNE T, T—F AV F—T oA AT, ZOEEZEHLTSSH &7 7%
AYADEANNILES, T—F A F— 7l4z@$Hb?74/7iLﬁ@ww;4y
UREERMM L, REFICRESNIZAZT 4 v 7 =R CLI TRESNIZAZT 4 v
o— MIEHLEEA,

BHA L E—T 2 A ZADE, SSHT 778 A Y A N &R 5 IZ1% Cisco Secure Firewall Threat
Defense =~ KU 77 L > A @ configure ssh-access-list =~ REHRLTLEEN, AH
T4 v — NEERET HITIE, configurenetwork static-routes 2~ > REZZH L T E X

Ve T 740 FTE, WIHIRERICERA L H =T 2 A ANDT T x L b — FERELE
R

SSH #fi 9 5i2id. A RIP T RVREHATAHT 7R LV—/LEINEDHY FHA, TD
v a DOFEEICHES T, SSHT 7B RAEZRET ALERH L1 T,

SSHiZ, BEFRERA VX —T =2 A AZDOIFEHTEET, SSHER NP A v H—T = A
2N DA, INERA A —T 2 A~DOEBEEHEG OB TE £,

SSH X, DI FH LN —HizaR— L TWET,
« 551k : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
o 554 M : hmac-sha2-256

— A H#4 . dh-groupl4-sha256

N\

GE)  SSH #fEH L7z CLI ~®D 1 7' A E3RITH 3 [Bh8 L TR 2 L. /351 2D SSH #fke 13#%
T [_/i‘j‘o

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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I CDO %1 A L 1= Threat Defense O BB

v x—Sv 7oA T—8 4 va—7 14 2TnssHOEE [

1R BHHIIZ

« SSH = —#—I%, configureuseradd =~ > RZEH L CCLITOARETEET, .
T 7 4V T, AIIRRERHZ N A U — R&230E L7ZAdmine—F—23F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N7 4 — L5 E T [IMHBFRAE (External
Authentication) | ZHETH I EIZIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A PERIEFR Y NV—J 2EHKTDLIF Y hU—2 4
TVl RRMETT, A7V e ar—Ury0—E LGEINTE TR, IPT
RLZADITN—F W ETH-0ICA T V=7 N I —TF 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

Y

ATy T

ATy T2
ATvT3

GE) VAT AT Sany ry N —2 AT V=7 MIEHATEE
A, KD VIT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

[T/314 R (Devices) 1>[FT v b T+ —LEKE (Platform Settings) ] #3##U L, Threat Defense
AU =% ERRETZITmE L ET,

[SSH7 7t R (SSH Access) ] &R L £,

SSH #ft & 7F il 4564 v #—T7 =4 AL IPT RLAZIEELET,

TOREFEH LT, SSHEHREZZ T AND A v FZ—T =2 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHIBLET, HLxDIPT FLAFRLS, Fy NTI—7 T R
AEfEATEET,

a) (B (Add) 1227V v 27 LTHE LWL—AZBINT 50, [feE (Edit) 1227V v 27 LT
BEfFONL— LV ERmELE T,
b) N—ADTFa T 4 EBEELET,

* [IP Address] : SSHEEi #7Frl T DR A NEIZFR Yy NV—V 2/RET LRy hT—7
FTV 2l NERIZITN—T, ATV MRy XU A= a—0bLERT S
N FRFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,

«[ERTFTREAR Y — U4 VB —T 4 X (AvailableZones/Interfaces) | : SSH ##5i & 7 7]
THEA L E—T 2 ARG — v EBNMLEST, Y —ileWnWA v —T A AT
X, BIRLFY -4 2B —T 24X (Selected Zones/Interfaces) ] U A FD FD
TA—=IVRZA L E—T A A% % AL, BN (Add) 122V v 7 LET, L—
TNy I A B =T oA ABMTHZLELTEET, BRSNTWNDHA U F—T =
ARERZY = MTRNA RZEENTND EXZDH, TNHDN—)LIRT/NA R
WA I ET,

) [OK]ZZ7 VU v7 LET,
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| B

CDO %%/ L 7= Threat Defense D/ER |

ATvT4 [Save (RFTE) 127 Vv LET,

5% TE 0D R B

&I

ZC, [EE (Deploy) 1>[EBE (Deployment) 1227 VU w7 L, B0V Y THT A ATHY
V—ZRETEDLLIICARY E L, BHIIRY -2 BT E THEMICRY A,

REDOEF % BRI T 20 ICBBELET, 2EEZREATIETIE. XA A LETEDOE
BHET 7T 471270 FX A,

FIE

LD BB (Deploy) 127V v 7 LET,
X 84: B

Q °€_3 I+ @ adminv | luh SECURE

ATy T2 HERBEOEEIL., BEDT A ADF = v 7Ry 7 Z%A A2 LT[R (Deploy) 1% 7

Vw7325, [TXTER (DeployAll) 127 U v 7 LTTRTOT N, AZREBELET,
LS OGEE, BIMORMA TV a U ERET H7-0IC, [mE72ERM (Advanced Deploy) ]
Vv LET,

& 85: 9 RTEM

Q, Advanced Deploy [EeEIl]

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment i

nodel I Ready for Deployment £

node2 I Ready for Deployment £
5 devices are available for deployment 2 9

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K



| cDO %#FA L 7= Threat Defense OB
Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

& 86 = E TR

1 device selected
lj [ Q_ Search using device name, user name, type, group of status | Deploy time: Estimate
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM 24 l Ready for Deployment

ATy T3 BEAPEIH LI 2R LET., BEORAT =X A%FIRT HITIE, A=a—"—0 [JEH
(Deploy) 1R v OAEMCHDT A a2 %7 v LET,

X 87:BRART—% X

es Objects Integration Deploy Q © adminv  luth cee Ry

‘ Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

1 m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s

© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw R4 A F—T x4 A (CLI) ZFEH LTI AT LDy N7 v 72TV, AR
WY AT LD NI TN a—TFT 4 THITVWET, CLITYy Y a v mb R —%RETDHZ
LITTEEYA, CLIIKIE, v Y — R R— MR L T 72 TEE T,

N TNY a—T 4 T DD FXOSCLIWZT 7 B ATE £,
Y

CGE¥)  F7-1%. ThreatDefense /31 ADEHA L X —T =4 ATSSH T CE£4, a2V —L
vy var iy, SSHE v a T 7 4 /b b T Threat Defense CLI (2729 . connect
fxos 2~ REMHH L CFXOSCLICE Rt CE £, SSHEHHD A v ¥ —7 = A4 A% T
WAHEAE, B TT—H AL H—T 2 A LDT FLAIZERTEET, T—HF A H—T=A
ASNDSSHT 72 AXT 7 4/ h TEHIZ /> TET, ZOFIATIL, 77 4/ F TFX0S
CLI 7B ay V) — ViR— R T 7ROV THBLET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}



CDO %%/ L 7= Threat Defense D/ER |

B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

ATy

ATy T2

ATvT3

FIE

CLIICR A T AITIE, BHa  Pa—F%Eary ) — L R—NIEEHELET, 74/ R T
IZ Cisco Secure Firewall 4200 (Z 22> Y — )LV /r — T )L 3fHE L TV RW=d, r— K 8—F 4 D
USB-to-RJ-45 U TV —T NI EERAT HMERH Y £F, THEHOANL—F 1 7

VAT AIMEIRUSB VU TN RIANRNEMNT A A R—= L LTLEE, Y —)LiR—
MI7 74 /v R CTFXOSCLIIZZe W £§, ROV TAREEMEHLET,

* 9600 7R —

87 —H B b

e NUT 4721

1 AFy7 EYEH
FXOS CLIIZHfi L £9, =—¥ —4 admin &, HIiE > N7 v THECHRE LTI2/SA D — F&
fEHLTCCLLICr 7 A LET (F74/0 ME Adminl2l)
Al :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZT7 7 A LEd,
connect ftd

1 -

firepower# connect ftd
>

77 A %IC, CLI CHEHAIREZR 2~ ROFBHRAMRT 2I121L, hep £ 2?22 AL ZE
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L Al &
LT 7EE,

Threat Defense CLI Z#& T4 5121%, exit £72i% logout 2~ RE AN LET,

Zoawr RIZE Y, FXOSCLI 7'u v 7 MIEY £, FXOS CLI T affE/e 2~ NiZ
DONTIE, 22 AL TLIES N,

1

> exit
firepower#

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

I CDO %1 A L 1= Threat Defense O BB

274794 —LoERONE [

T27AT7 A= ILOEIREDUIB

VAT LEMEYNCY vy N T H T ENEETY, BMICERT T V2K EIRA
AvFEMLIZNT DL, BERR 77 ANV AT LOREGEFEREITIERZHD ET, Ny
I 7Ty RTCEFIZZHOTa v AREITINTEY, &R 7 7%\ 20 | &R Z U
LicTDE, 77AT DNV AT A ETL—AT N Yy NATUTERWI EERZ
TEBWTL S,

Management Center D7 /N ZAEFIN—T 2 L CTT 34 AOEJZ YW 57>, FXOS CLI
M CTEET,

CDO ZERA L= 7 A7 04— ILOEIRD UM

ATv T
ATvT2
ATvT3
ATvT74

ATy TH
ATvT6

ATy 717

VAT LEMEYNCY vy N T H T ENEETY, BMICERT T S ARk EIRA
A FEMLIZVTDE, BERRT ANV ATLAOREAFISEITZENHY T, Ny
T T0y RTIEFICEZHDO T aw ANFEITINTWT, BRS 7 72520 | ERZ Yk
L0 T 5L, 7747 T4 —NVETL—ZATNI ¥y NETUTERWI EEZRZTBNT
<TIZ&EW,

Management Center ZfifH L T A7 A& @WUNZT v v RF T TEET,

FIE

[T/34 R (Devices) 1>[T/\4 REHE (Device Management) |z #RL £,
HEBT 271 ZAORICH S [fRE (Edit) | (£) 227V v7 LET,
[T/34 & (Device) | #7 %27 Vw7 LET,

[ ZF L (System) | &2 2 a2 T[TFNARADY vy &> (Shut Down Device) | (@)
7y LET,

T INRERINTEL, TARAADY Yy MU EHERLET,
A= VIS T AT U =R L CWDADEARIE, 77 AT U4 —Vinv vy hE T
THEXIVAT AT v =X —LET, ROT a7 MRERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

a2 =D LERH L T RWEEE, R30fFo T AT ARy MU LI b %
BLET,

VEIS U TCERAA v TF 247120, BRI 7 H2KNTY v — 0 bR EIR 2 B Y
N4z ncxxd,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}



CDO %%/ L 7= Threat Defense D/ER |

B coozsmLET 74 79— LoBREON

CDO ZER L= 7 A7 04— ILOEIRD UM

AT T1
ATvT2
ATv73
RTvT4

ATy TH
ATvT6

ATy Fr17

VAT LEBEYNCY vy MU T H I ENEETT, BMICERT T S E2kneh . EIRA
AVFEMLIEVT AL, BRRT7AN AT LAOBRELRSIXR-TZENHYET, Ny
77Ty RTIEFEIZEZHOTav ANFETEIN TN, BRT T 7 &k, EIRZ YK
LT T2E, 7747 U NETL—RATN Ty y NETUTERN EERZTEBNT
<TEEV,

Management Center Zffi ] L T A7 A ZHWUNCT v v NE T TEET,

FIE

[T7/31 R (Devices) |1>[T/3\1 REH (Device Management) [A &R L £,
HEET 57 1 2ADBICH S [#RE (Edit) | (£) 227Uy 7 LET,

[7/3 A (Device) | #7 %7 Vv 7 LET,

[ AF 5 (System) | &2 3 v T[FNRARDL ¥y R4 (Shut Down Device) | (@)
7 Vv LET,

Tua T INRRRENTEDL, TNAADY Y v MUV EHERLET,

AUV =AMNET AT U IVICER L TCWDERIE. 77 AT UA— AR Yy R D
THEEWZVAT AT a T heE=A—LET, ROT a7 IRFRINET,

System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]
AV =B L T RWERIE, FI30RF> TU AT ANy y MU LI %
R LET,

PEIE CCEIRAA v FEA 710 L, BT T 7 & 50T — i b R IR TR Y
AL TEET,

RDATY T

i
&
=it

CDO % 1{# A L 7= Threat Defense D%
CEBRLTLIIEEN,

5i1T 3 5 1Z1E. Cisco Defense Orchestrator 78— A <—

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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B,
=% =R

ASDM Z {£ A L 7= ASA O &R

COEOHRRE

ERARER T _XRTCOARNL—T 4 VT VAT AE R =V MR T A1, [KEe 7T 7
g—varvbkerx—UxEROT5HE 1—) | E2RLTIEIN, ZOEONE
IX. ASDM %325 ASA IZ#H I NE T,

T7AT724—ILIZDONT

N— R =7 TlX, Threat Defense ¥ 7 bV =7 F7-IXASA V7 b =T #FITTC&ET,
Threat Defense & ASA O THI D B 2 217 5 BRIZIX, T3 ZADFHA A—IMbmNnBE Il £
To BUEA VA P—LENTWDLbDEITRRDLY T MYy =T =T 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1 O Secure Firewall Threat Defense f A A —
A4 R 2SR LTS,

77 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FX0S) &I
LHIE LI DA RV —T 4 VTV AT AEFATLET, 7 74 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — r L TWERA, FTFTTNA T a—T 4 7HELTRLAZCLIOA
WY R—FENTHWET, FHFMITONTIE, CiscoFX0OS N7 7Ny a—TF 47 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [f1)) ZZML T IZE0,

TSANRV—MERT— R AU b T 74T 0 —MIHE AR E BT E T, BRI
F£TH2LHVERFA, L, 2= AR EORETIE, BAFIIIERELEHTE E
T ZOHE . RIEIFERFS SNMP O HIRFIC, EEEDMEAGBLIIE R AR TE 2560
nET,

¢ ASA IZDOWVT (120 X—7)

e RY—x U FDZ XY (121 —)

e Xy FU—IRE LT 7 4L FEREOHE (123 <—)

T T AT T A—NDT—T N (125 ~—)

¢« 77 AT A —VOERBEAN (126 X—)

« (EE) IP7 RLADER (127 <—)

« ASDM ~Du 7 A > (128 ~<—7)

e TABVADOERE (129 X—)

« ASA DF%E (136 ~<—)
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B ssazouc

ASDM %A L1- ASADER |

¢« ASA BLFXOSCLI ~D7 7€ A (137 ~<—)
cRDAT w7 (139 X—2)

ASA [ZDLVT

ASA 5500-X

ASA . 1 DOTF XA ATEETCAT— NIRRT 7 AT U+ — /UEHEB LN VPN 2 &
h— & —HRE A TRAL L F 9,

BXTE DT

ASA 5500-X D% E % =2 °— L T, Cisco Secure Firewall 4200 [ZBE D fiF B 2 &3 CTx £4, 7=
7L, REZEETAVLENDY E9, £/2. 77 v M7 3+ — AWM OFEOFESICEE LT
<TEEVY,

1. EEZ 2B —75I21%. ASA 5500-X T moresystem:running-config =2~ > K& AT L F
R

2. REISLUTREEZMELET UTZ2ZHR)

3. CiscoSecure Firewall4200 D =t Y —)LiR— MIEEHG L, Z/a— L a7 4 Fal— g
v E— RNERBLET,

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***%%%

Repeat Password: *****x%

ciscoasa# configure terminal

ciscoasa(config) #

4. clear configureall =~ REZEH LT, BEOREEZZ VT LET,
5. ASACLI TEE IR ELX AT ET,

ZOHA RTIEH, THHMEOT 7 4L MR EEHIHEE LTWDH 728, BEFOREICAE Y 11T
%5, ZOHA RO—EOFIAIL ASA IZHEH S EFA,

ASA 5500-X % E

Cisco Secure Firewall 4200 D% F

PAK 71 & A

Aw—hF T4 R

BREZAE— LT TS & PAK 74 &2 A5
SNFEHAL, T7HNVEFTETA B RIIA VA P—LE
NTWEFA, Av— IV TTE, Avw—h
T4 VT =N HR LTI A B R ARG T
HUHENRHY ET, Av— b T4 TIE, ASDM =
TIXSSHT7 72 AICHEELEST UUITESH) |

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K



| AsDM % & L 1= ASA DERE

EST PR T YICN |

ASA 5500-X %

Cisco Secure Firewall 4200 D% E

A ASDM 7 7 & A

ASDM |[ZEfi CTX 72y, A~w— K S4BT H—
IN—ZBEETERWEAIT, BB DR ERTE L5
BTH, VPN L7232 DO 58S e SLHEE DRUE &
HIBRL £,

7Sk 3DES) TA B AEEMS LRI, Zh
SOMREEHERNCT LI ENTEET,
ZOMEORIRIE, ASA IZiE, FHT 7R IR LTD
FHT 7 /v N TIDESHERENZENTNWDHZ & TT, iy
e LREZ A ohic T D & ASDM B L OVHTTPS k&7
T4 vT (Av—hTA VT ==L D2 L)
N7y ISNET, ZOA— L0, EE1/1 L
DEMERA L Z—T oA AR SN TWABRETT,
SSH 1T B L Z T £8 A,

A H—=T7xAAID

HLONA—Ry=71ID & —EHTLEICA v F—T A
AID AR LTLIZEWN, & xiE, ASAS5525-XITiE,
Management 0/0, GigabitEthernet 0/0 ~ 0/5 238 £ T\ E
7, Firepower 1120 (21X, Management 1/1 33 X O Ethernet
1T ~18 BNEENTVET,

boot system =~ >

ASA 5500-X Tl&. K 4O boot system =< > K Z i ]
LT, T A A=V EBETEET,

Cisco Secure Firewall 4200 Tl 1 -2 boot system =2~ > N
DHPBFFRISND T2, B AT 2 RIS 1 DESh 03T
Da<y REHIRTOILERHD ET, 7— " A—T%
B 5 72 OIT BRI HEAA ENRN T FEERITTE
DA~y REgEIlHOL0EITH Y £ A, bootsystem
Ur— FRHZIE, &Rl — RS 7—h £ A=)
HIZFITSNET,

boot system =~ > ik, AARFIZT 7 v a v &FATLE
To VAT AFIA ATV EBEEL TR L, 7 — MNEIT

(FXOS I L » TEH EIND disk0 DN 7 — 3 V)

Cat—LET, ASAZVr—RT5&, HLnA A—
Una— RINET,

ITVRY—IVFDZRY

Ux— VT ASA B L TERET DICIE, ROF AT ZZMLTIIZE,
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ASDM %A L1- ASADER |

- EPIEEIYYEY

8: TV FY—TIVFDRRY

N N ¥\ N
Pre- 1 )install the (2 ) Review the (3 cable the 4 ) Power on the
Configuration firewall network and firewall firewall
default config —p —>
v
ASA CLI 5 ) (optional)
Change the IP
Address
2 . l ¥ o . 72 ]
ASDM (.6 )Log into (9 ) contigure (10) configure the
ASDM feature ASA
licenses —»
l A
/=N
Cisco \.7 ) Obtain
Commerce Standard
Workspace license and
feature
licenses
Smart ::\__8_,:3 Generate a
Software license token
Manager for the chassis
(1) | FHIRE T AT T —NEA L A= L LET, "~ T =THBEIA FEBRLTLIEE
L4 W,
(o)) | FHIRE Xy NT—VBE LT 7 4N NEREDHERS (123 X—)
&
(3 | FHIERE Tr AT U —NDr—T MR (125 X—)
9
() |FHIRE T 7 AT T A —VOBERBEAN (126 X—) |
5 |ASACLI ((EE) IP 7 RLADEFE (127 X—) ,

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K


https://cisco.com/go/secure-firewall-4200-install

| AsDM % & L 1= ASA DERE

v ro—sEEeF oL rEE0RE [

(=) |ASDM

ASDM ~ua 7' A (128 _—3)

7= | Cisco Commerce
"/ | Workspace

ERTG AL AL AT a L OETIA B Z2ZRELET ( [5A48 ADHKE
(129 =) 1) .

Smart Software Manager | v —3 DT A A =7 U EARLET (T4 20%E (1293—) 1) .

(8

(9) |ASDM HRET A Lo AERRELET ([T LV AORE (129—2) 1) ,
N

(10) |ASDM ASA DRE (136 =)

2y NID—OEEET 74 FERTFEDIER

WO, ASA TOTF 74V DXy NI —7RBEZTRFLET (G740 FREZHEH)

SN A B —T = A A — T ET L E7213 DSL BT A EERT 5B A1E. ASA BN
WAty hT—=7DFTRTCDONL—T 47 ENAT ZFEITTE5L91C, ET 57 Y v VF—F
T 52 aBEID LET, SMBA v Z—T A ZADISPICHHET 572 PPPoE # iR ET 5
VERHDEARIE. TOHREE ASDM AX — T v 7 U 4 P—FNTITH T EMTEET,

)

GE)

ASDM 7 7 B RICT 7+ /L NEHIP 7 FL A ZFEH TR 0W41%. ASACLI CEHIP T R
VAZRECTEET, [ (EE) IPT FLADOEE (127 %—) | 2R LTI 7EE0,

WERIP 7 RV AZEETHXLERNS H551E. ASDM A X — T v 7o 4 PF—R&EEHA LT
FECTEFET, 72 20F, ROL I RIRBUTBNT, WEFIP 7 KL ZADOEENNEZ 2 58
ENRHY T,

A U H =T oA ANRHIIRT T ANV bRy NI =7 TH 5 192.168.1.0 % v N T —7
FDIP T FLZ2OEBEERA DS, DHCP U —A0NKMM L, SMBA v F—T =1 AN
IP7 FLAZERELEEA, ZOMEIEZ, ASARRLCRY hT—7 ElZ2 204 & —
T2 ABFFOI EMTERWEDIIRELET, ZOHE. NEIP T RLANRH LW
Xy hT—7 BITFET AL HICEETTHLERH Y 7,

s ASA ZEETFORNE R~ U —Z7IZIBIMTB5E1F. AEIP 7 RUARBEFEO R Y F U —
7 FICFEETALOICETTHZMLERNH Y £47,
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. Cisco Secure Firewall 4200 O 7 7 # JL M & 5F

( Outside

outside
Etherneti/
DHCP from outside nw

DHCP from
management nw

inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Cisco Secure Firewall 4200 D7 7 # )L &5

ASDM %A L1- ASADER |

b

(Optional)
Manag
Computer

Cisco Secure Firewall 4200 @ T3 HIMEED T 7 4V FEREIT. RO LBV T,

e REBMSHEBAD ST 1 w45 70— : Ethernet 1/1 (A4F) . Ethernet 1/2 (INER)

« DHCP ODHERIP 7 FL A, REBIP 7 FL R :192.168.1.1

« B8 : Management 1/1 (%F2E) . DHCP "D IP 7 RL-A

« WA > #—7 = A AD DHCP H—/\—

o #L¥8 DHCP., &3 DHCP 7>5DT 74 )L b JL— k

«ASDM 77t A : HHIER A b ENEIR A MIFFA SN E T, NERAR A MiE 192.168.1.0/24

Xy NT—=ZIZREINET,

* NAT : WESNBAEE~DTXTD N T 7 4 v 7V HDA X —7 = A A PAT,

¢ DNS #—/3— : OpenDNS #— 3— [T dH 50 LD S TWET,

ZDarZ4Xal—va ko avy RTHERINWTOWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K



| AsDM % & L 1= ASA DERE
T7AT 0+ —ILDr—TILiER .

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

274 T 94— LDy —T)LES

[ 89: Cisco Secure Firewall 4200 0 — 7' )L 45

Ethernet 1/1

] —— management,
(Optional) Console port ] DHCP from outside nw
B 7
@ @
0000000000000 - slelolelolelo/elelclolele!
Ethernet /2 L————— (Alt.) Management 1/1
inside, 192.168.1.1 management,

Management computer
DHCP from inside ifc: 192.168.1.x

\“ DHCP from mgmt nw
Outside “‘

)\ )
~ AN

Other data networks

Management 1/1 £ 721X A —H% % v k 1/2 D410~ T Cisco Secure Firewall 4200 % &8 L £ 4,
T 74V FXETH, Ethernetl/l /MM E L CRRELET,
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ASDM %A L1- ASADER |

B o 7or—rommrA

&

1R BHHEIIZ

T —H AU B —T 2 ABLOFT T g o OEHAR— MISFP AR 1T 3, AL
A— X, SFPEY 2 — /L ENEL T 5 1/10/25 Gb SFP "— F TT,

s (FFvay) ary—nNIr—INEAFLET, T7HNETERT AT U —la
VYN =T DR L TR P K8 —T o O USB-to-RI-45 2 U 7L —7
NI ERATOMLENDH Y 3,

FIE

T —TEROMTEST, N RU=TRETA 2SR LTSN,

ATV T2 BEHILE2a— X ERONTNDDOA X —T =4 AEELET,

« Ethernet /2 : Ethernet 1/2 \Z1XF7 7 /L b D IP 7 KL & (192.168.1.1) BHV., 7747
Y (BEHa Ea—FEED) ICIPT FLAZERMT 57202 DHCP — 33— F{T
INB7D, ZNHORENBEFONTR Yy T —7 OREEFBRELBRNEIICL T
XU (Cisco Secure Firewall 4200 D7 7 4 /b Fi%E (124 %—2) &) . 192.168.1.0/24
DT TAT U NN ASAILT VBEATEET,

F/2. A=Y Ry MR2DOIPT RLRAZT 74V IO ERTHMLEND HEAL. BF
AL a—HEary ) —)ViR— NI —TNVERTAVNELHDET, (HEE) IPT L
ADEE (127 X—) R LTI,

« Management /1 : Management 1/1 [Z, E# x> UV —2 EdD DHCP $— =5 1P 7 R
VAZRGLET, ZOA X —T oA AEEMRT 561, EHa s Ea—205 1P
T RUVRIZHFETED L DI, ASAICHIDV Y THNDIP T RLAZIRET DZMLENH Y
i‘g—o

BOEHA o Z—T = A APKEIRIGEIE, % T Management 12 Z3ECTE £7,

BTHDOA L B —T oA 205 ASAEHT /v A EH/ETEE T, ASA O— IR EO
EHA RESRLTIEEN,

ATw T3 HERR Y N U — 2 % EBthernetl/1 f v % — 7 = A A28 LE T,

A—KNIV T UxT T4 UTDEAE, ASAIZIFA VH—Fy 8T 72 ARNETT,

ATFYTE BOVDA L E—T oA RO FR Yy NT—27 8 LET,

TJ7A4AT7 24— ILOEERA

VAT ADBRIL, T AT UA—AOEmEIZH L v I —EFBRAA v FICL o THII S E
T, BRAA T X, V7 MEMAAL v F L LTERERESNTVWET, ZHCEkY, v AT20
TL—RAT) vy NEDURPR—FEN, VAT A VT by =27 BIOT—XOfHED
U2 B SNET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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| AsDM % & L 1= ASA DERE
& P7rLzozE ||

FIE

ATFYT1 BFEa—RE2 77 AT U r— I8 L, BEa v MoERELET,
AT T2 vy —rOFET, BRa— NICHET 2EEN 0 v h—2 A TOERAL I T AL v F
AL CERE L I LET,

ATYT3 T7AT U+ —LOYEmEIIHHERLED R LET, BAICSITLTWAESIE. 774
T 73— IVOBEIRN A > TUVWET,

90: R T L & UWER LED

System LED ——
Power LED ——

Z?W7477477?%”@%@K%5V1?Aum%%uLi? BEIZEIT L TWAEAIL, &
TRBEAZWNIZ AR LTV ET,

GE) AA v F&HONMLS OFF Tz 5L, VAT AOBENRKICEIN S £ THEY
WD ENHY ET, ZOMIE. v — Y DORHIHE /IR IIVOEIR LED AFRIZ S L E
T, BIRLED NREEICA IR D2 ETERZYLRNTLZEN,

EFE) P7RLADEHR

ASDM 7 72 RIZT 74NV FDIP T RLAEZMHTER2WEEIL, ASA CLI THERA v & —
T2AADIPT FLAZRETEET,

)

CE) ZoFIETIE., ?7ﬁwbﬂiéﬁﬁb BIRLZZIP T FLALERELET, 20D, £
9D ASARTEICEFZMZ =561, ZOFEEZFEHALRNTL S0,

FIE

ATFYT1 ASA 2LV —)LR— MNIEGEL, Fa— ar 7 4 X2l —3 gy B— RIADET, 5
MizoWTIE., TASABLXOFXOSCLI~DOT7 7 kA (1372—) | ZR LTI,
AT T2 BRLZIPT RLAREHLTCT 74V bREEZETLET,

configure factory-default [ip_address [mask]]
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B ssov~onsqy

ATvT3

ASDM %A L1- ASADER |

1 -

ciscoasa (config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed

ciscoasa (config) #

FIFN AT 4 X2 L= a3 BT Ty a AEVITIRELET,

write memory

ASDM ~DO 5 1 >

ASDM Z#EEI L T, ASAZHRETE D LHIICLET,

ASAIZIX, BT 7 ¥ ADH A XRIT LT 3DESHERENNT 7 4+ /L F TEHENTVDH DT, Smart
Software Manager |24/t C&, 7T <IZASDM ZfiHT 5 Z & & T&£7, £IC ASA TSSH 7
7B AERET DAL, SSHEBXLUSCP M+ 52 L b T ET, mERK S {ba L
LT HEOMOERE (VPN 72 &) Tld, & #IZ Smart Software Manager (28 $k T 2 LB & 5
EER AN E N> TV D RLERDH Y £9,

N

CE) BT DANCEmERE S LA TE DO EZRA D & (HEg8 2 SO AFE L T

HEATYH) . HITPS B2 DA v 2 — T =4 AT Ruy 73, B TEXEEA,

DON— OB, BHEI 72 EOEREHA L F—T = A AR SN TN D5ATY, SSH
I L Z T8 A, HTTPS BN Kb =851%, 22> Y — /L AR — MO L T ASA % 7F
WIET DD, BHERA VX —7 oA ARG T D0, ETRILEER SAEEEA IR E ST

WRWA U H—T = f A TEERT D ENTEET,
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| AsDM % & L 1= ASA DERE

ATy

ATy T2
ATvT3

ATvT4

sttvzoiz |

1R BHHIIZ

« ASDM % EATT 5 72 DBELEIZ DWW TlE, Cisco.com ® [ASDM U VU —=2 7 — L] 2#&H
LTL7EEN,

FIE

7T IO URL Z# A LET,
* https://192.168.1.1 : W (Ethernet 1/2) A > ¥ —7 A ADIP T KL A,
« https://management_ip : DHCP &I D U THONTZEHA V¥ —T oA ADIP T KL A,

GE) http:// CIP 7 KL A (57 4/ MEIHTTP) Tix72<, &7 https// ZFE L TL 72
VN, ASA L, HTTP U 7 =& k% HTTPS {Z BE#MIZHRE L ¥ A,

[Cisco ASDM] Web ~2— U MNF R S E T, ASAIZZEHENR A 2 b —L ENTWVRNTZDIZ,
TS DEX2 )T 4 EENRKREINDIZERHY T, 20 OEEITEN L T, Web
R—IZT IV EATXFET,

[ASDMS v F ¥ —®D4A X b—)L (Ingtall ASDM Launcher) 1 %27 U 27 L&,
[ OFERIZHEVY, ASDM Z i@ L 3,

[Cisco ASDM-IDM 7 > % — (Cisco ASDM-IDM Launcher) ] 23#/R S E T,
A== L RAT—RDT 4 — )V REZEDOFEFIZLT, [OK]Z27 VU v 7 LET,
AA L ASDM U ¥ RUBRFRINET,

SAtE U RADETE

ASA A —hF T4 BV AZEHALET, BHROA~Y—F 74807 (A F—Xy b
TR ANKE) BERATEET, 3 A7 TS VEHOES, KETA B ATREE
I Smart Software Manager On-Prem (LLRTDY 7 Z 4 h¥—N) ZRETEET, ZNHDL4 7
TA TR ATROFEMZONTIEL, [CiscoASA VU —XDET A B A 2B L
TLEE, ZOHA RIZBFEDOA~— IA IS ET,

VAT A AOHEIZOWTIEEE L <IL, cisco.com/go/licensingguide & &M L TL 72 &1,

Uy — & BEkT 5 &, Smart Software Manager (X7 7 A 7 U 4 —/L & Smart Software Manager
FOEEHOIDFEAELFITLET, o, EETON—F XY AT IV NI 7 AT U4 —
AREID Y THIVET, Smart Software Manager (2887 5 £ Tld, SRELEZITH T LIET
ST FHRRTA B A LE LT HAE~, BIEITOMO R TIIREELZTEEA, T4
A E SN HERRITIRD LB TT,

* Essentials
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ASDM %A L1- ASADER |
B >t xozx

et FX2UT 4 arTHFAL

X%+ U7 (Diameter, GTP/GPRS, M3UA. SCTP)

EER RSl (3DES/AES) : A~— hT H UL TEERRE SALEF A S TWVRNDN,
BRI B OB AN SN TS &R ai il L-BE . BEREE LT A 2 2
T HT Y MIFHTENTEET,

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client VPN
DI

ASAZIZ, T 7B ADF % XU L7z 3DESHERENS T 7 4 L h TEHENTVH DT, Smart
Software Manager (245t C&, T <IZASDM Z {752 & & T&£7, %ICASA TSSH T
VR RAEFET D% EIE. SSHBXOSCP #7252 L b TEET, @mERK SE M
LT HZOMOBEEE (VPN 72 &) TlE, A Smart Software Manager (28 &3 5 L E N H 5
EERE AL NE N> TWABMERH Y 5,

\}

GE)  BET HRNCRE RS L2 TX 2HREORELR AL & (W2 5 b DA E L T
LA TY) . HTTPS #ifeldF DA v H—T = A AT Ry 78, HBER TEEEA.
D=L DFINE, EE1 72 EOEHER A L F—7 = TR SN TWDHEAETY, SSH
TR L = T8 A, HTTPS #if N Kbz 5a1%, 2 Y — /b AR — MO L T ASA % 7
RET D, BEEHA U F—7 = A ATHET D0, EIEmERF BRI E ST
WA U H—T o f AT D EMTEET,

Smart Software Manager 7> ASA D% Gk b — 27 U 2R T L5565, [Z2O b—7 &2 EH L TH
gk L7 8L Cm 7 AR — MHIEBERE 2 F7 7] (Allow export-controlled functionality on the products
registered with this token) | F = > 7 Ry 7 A& A NI LT, BAREFILDOTET A & AR
HHEND X2 LET (THHOT Y > R TEDOERNTFAI SN TNWAMERH Y £9)
ARG ST A B AR, VTR =Y AT H L [ LD BEMEOSE
HERICHIME S D T OBINOBEIIARE T, A~v— T BT Tl ek 5L 7]
STV, BARIESLOMERARTF A SN TN D & A anflr LcGa. MRy
ICF7A AT HUy MCTFETENTE 7,

158 HHIIZ

* Smart Software Manager (2~ A X —T7 H 7 2L ET,

FET AT RN EBRLTRWEAIEL, Vo727 )y 7 LTHLWT AT REREL
TL 72 &V, Smart Software Manager Ti&, #ffkD~AZ—Th 7 FEERRTEET,

« WH=a T IAT AT TEMERLTEMEEND) HREEHEMT LI, ZHEMAD
Smart Software Manager 7 % v > I T /)72l 54k, (3DES/AES) 74 B X &M TE %
VERH D FT,
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/software/csws/smartaccount/accountCreation/createSmartAccount

| AsDM % & L 1= ASA DERE

ATy 1

ssevzngz |

FIE

THRHOAS—F T4V AT AT M, RERTFABVAREGENLTND (Dl L
Essentials 74 B ANEENTWD) ZEE2MHERLTIIEIN,

TABL AT, VAIERFREREENS TSNS AEWA LB, Av— Y7 ho=T
TABL VT THU MV 7 SNTWET, 2L, BETIA B RAEZBINT 505
N H61%, Cisco Commerce Workspace T [T X THiZR (Search All) 1 7 4 —/V R&EfEH L
7,

KI1:S54 U RRE

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFN G B &Y — 1 A (Products and Services) | 3R L 77,

92: %58
e All Results
T Orders 6
[ Invoices 2

{5, Software Subsc... 1

© Products & Ser... 1

DI AL APID ¥R LET,
GE) PID BREOB2WEEIX, EXCTEICTPID ZBMTE £,

« Essentials 7 A £ A : L-FPR4215-BSE=, Essentials 7 A > A3 MHEHT A &L AT,
« Essentials & A > A : L-FPR4225-BSE=, Essentials 7 A & > A TMEHT A L ATT,
« Essentials 7 A 1z >~ A : L-FPR4245-BSE=, Essentials 7 A 7 A IMNEHT A L A TT,

o5 LT XA KNT A LA L-FPR4200-ASASC-5=, I T F A h T4 &L AILBMNHT
HY, =—RAEDLETHEHEDTA B A EFHEALET,

¢ 10 2> FF A RNF A2 A : L-FPR4200-ASASC-10=, 2> FF R h T4 &2 A LB
ThHhh, =—REDLETEEDOITA B AZHMALET,

* ¥+ U7 (Diameter, GTP/GPRS, M3UA, SCTP) : L-FPR4200-ASA-CAR=

o BB E{k (3DES/AES) T A & & : L-FPR4200-ENC-K9=, 7 717 > NI I7pmE5
NERINTOWRWGARICOBRNETT,
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ASDM %A L1- ASADER |

« Cisco Secure Client : [Cisco Secure Client 38{EH A RJ] 25 L T 72 &V, ASA Tid,
ZDTA B ABEHEADNILRNTLLIEE N,

AT w72  Smart Software Manager C, Z DT /A A& BIMNTHEBT BT v hOBGFE N—27 U E2HRL
Tav—L%7,

a) [Inventory] #7 VU v 7 L&,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 V v 27 LE7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B&k h—7 > &1ER (CreateRegistration Token) |44 7 0 /Ry 7 AT, L FOREME
AL THS [ b—2 »%&{ERL (Create Token) 1 %72 U 27 LET,

Create Registration Token ©

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

+ [E%BA (Description) ]
o [AZNIFR (Expire After) ] : HELE{HEIX 30 H T3,
o e KA HEIL (Max. Number of Uses)

[ZD b= TGRS T RS Tl A PRBERE 2 FF T 9° % (Allow export-controlled
functionality on the products registered with this token) ] : #ti=a > 74 72 75 7
EAMZLUET,

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K
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| AsDM % & L 1= ASA DERE
stwvznzz |

h—2 3 A v _ R ICBIMENET,

=2 v OFEMCHDERANT A2 %7 V7 LTC[b—2 (Token) | XA 7 0 J7H
J2ARRE, b= IDEZ Y v T R—=RIabv—CT&5 L5 I2LE T, ASA DEEN
MER L EICHROFIETHEAT 72010, 20— v 2H#ELTEBE £,

93: b—U VDR

d)

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account:

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date Uses Export-Controlled

OWFINTZiYTgtYZEw_ 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

R94: b—HDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cirl + ¢ to copy selected text to clipboard.

ASDM T, [Configuration] > [Device M anagement] > [Licensing] > [Smart Licensing] P JIEIZEER

LET,
ATy T4  [Register] 7 Vv 7 LET,

ATvT3

Cisco Secure Firewall 4200 R 2 — 7y THA K .




ATy Th

Configuration > Device Management > Licensing > Smart Licensing

ASDM %A L1- ASADER |

smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate

Effective Running Licenses -

Renew Authorization

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for

License Feature

License Value

Smart License Registration

[ID Token] 7 ¢ —/V RIZ¥ Gk h—2 > & AT LET,
[ JoN ]
ID Token:

Force registration

Help

Maximum YLANs 200
Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2
Carrier Disabled
Apply Reset

'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

MEZIS UC, [k & TEH] (Forceregistration) |7 = v 7 4R v 7 A% A2 L"C, SmartSoftware
Manager & [FIH] S AL TWVZRUWNGRTREVEDY 8 2 B ek 7D ASA Z2 8@k L3, 7& 21T, ASA N

7> C Smart Software Manager 7> 5 HIBR S 7= 5512

LE7,

Cisco Secure Firewall 4200 R 2 — 7 v TH A K
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| AsDM % & L 1= ASA DERE

ATvT6

ATy T1

ATvT8

ATvT9
2Fv 710

sttvzoiz |

[Register] #7 U v 7 LE7,

ASA VX, FRHIRRE SNTINBA » Z—7 = A A% L T Smart Software Manager |28k L |

RRIEWHHY 7 N = 7RI G OFAEE BR L E 9, Smart Software Manager 1%, ZfEHD 7

B0 v RS AUT R ER St B3DES/AES) TA B ABHEHMLET, T A XT—

FABPEHSND &, ASDMIZ L > TR=UNHHENET, £io, BEP/KBELGARLY

Wi, [E=4#—1 2% (Monitoring) 1>[ZRA/87 4 (Properties) |>[AY—F+rS54 VR
(Smart License) ] DIAIZEIR L T, A BV ARZ = A xfEd TE £,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

RDINT A= ZFELET,

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) [Enable Smart license configuration] % 4 12 L 97,
b) [f&REfE (Feature Tier) | Rm v 7 X U X k)5 [Essentials) 28R L7,

i & % Dlx Essentials E721T T,
¢) (EE) [Context] 7A B ADEFH, aLTHFAMOEKEANLET,
* Cisco Secure Firewall 4200 : 100 = > 7 &% X k
7= & 21, Cisco Secure Firewall 4215 THR KX 100 D2 T F A hEFHT 121X, 207 F
ANDOEELTIEANLET, ZOMEIE, T 74V D2 ITEBMEIET,
[Applyl 7 U v 27 LET,

V= N—D [Save] TA 2 %7 U w7 LET,
ASDM % #4717 L., FE#EILET,

TA R AEEES D56, HH SHIZEiE 2 &R 51213 ASDM 2 HEB 7 2 L8B3 H Y
£7,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}



ASDM {5/ L= ASADERM |

B rsaozms

ASA @

=JL =
X B

ASDM 3 DB, HEARRER L OLRHBREORTEICV 4 VP —FE2FEHATEEd, v ¥—
RIZEENTWARVWHERERZ TEITHRET A LB TEET,

FIE

AT F1 [Wizards] > [Startup Wizard] DJIEIZEIR L, [Modify existing configuration] 47> 2 > R ¥ % 7

Uy 27 LET,

@& Launcher File View Tools m Window Help
ece Startup Wizard...
VPM Wizlirds
) High Availability and Scalability Wizard...
—Device List- hooiilialic | Unified Communication Wizard...

Cisco

o S F 7 id Co
(’-’ Configuration @ MonltoT _ard‘ ? Help ‘TVI‘JE topid Go

000 Device List _ ASDM Identity Certificate Wizard... [
% Add [ Delete ¥ Connect { Packet Capture Wizard...
e o BRibere > bl s e

.|
| Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

5 w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) reguires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

_| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

AT w72 [Startup Wizard] Tlx, FlEZB-> T FE2RETEET,

e A R—=T NIRRT — R

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K



| AsDM % & L 1= ASA DERE
R YR T |

e A HE—TxA A (NEBIUONFDA L Z—T A AIPT FLADHBERA VZ—T =
A ADHFEMEIR E)

s AST 4 v 7 —F
* DHCP #—/3—
- ZOAl...
ATv73 (EE) [Wizards] A== —0b, ZOMOT ¢ = NE2FTLET,

RATY T8 ASA DFEEEFATT HI2i1E,  [Navigating the Cisco ASA Series Documentation] TY 7 b =7
RV g UG LI~ =a T VEBB LTS EEN,

ASA E LU FXOSCLI~ADT7 VX

ASDM ZfEHT 2012, ASACLIZEH L TASAD N T TNy a—TF 4 UV ITRREELT
IZEMNTEET, CLIKIE, a2 Y —VR—NMNIEHRLTT 7 EATEET, B TTEEDOA
VB —=T 2 A ATASA~DSSHT 7 BRAEZRETEET, SSHT 7 & AIXT 7 4 /v THEL)
W25 TWET, FEIZ OV TIX, ASA O IXIIRBEORET A 2B L T 7E &0,

KNG TNY a—F 4 T D=DIZ, ASACLINS S FXOSCLIIZT 7 B ATE £,

FIE

ATy Tl FHarva—HEary)—LiR— MR LET, SHEHOASXL—T 4 VTV AT AT
BRIV TN RITANRELTA A =L LTLIEEN, ROV TAREEFEHALET,

* 9600 7R —

$8F—4 By k

e NUT 472

1 Aby 7 Ev b
ASACLIIZHEE LE T, T 74/ Tk, av Y — AT 7 v AN ER2—F— T LT vy
MEH Y A,

ATY T2 FHEEXEC E— NIZT 7R LET,
enable
enable 2~ REBUIZAN LI X2, RRATU—RELEET L LHROSNET,
1 -

ciscoasa> enable
Password:

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}


http://www.cisco.com/go/asadocs
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ASDM %A L1- ASADER |

B ssassumoscu~o7swz

ATvT3

ATy T4

The enable password is not set. Please set it now.
Enter Password: *****x*

Repeat Password: ****x*xx*

ciscoasa#

ASATRELIEA X —T N2 T — Rid, FXOSBEBEDA—— 12T —RFTHH Y, ASA
OEENZ KL LT EE1E, FX0S 7= —/LE—7 F— RIIBITLET,

RELSNDT X TOa~vr R, FHEEXECE— R THATE 4, HHEEXECE— R b =
V74X al—iarET—RIABILELTEET,
F5HE EXEC B— R&#& 79 5121, disable, exit, F£7ziT quit 2~ KE AL ET,

Jau—r\)b a7 4 Fal—ary EB—RNIT7EALET,
configureterminal

1 -

ciscoasa# configure terminal
ciscoasa(config) #

Ja—n\) a7 4FXalb—vgrET—RNPHASADHRTELERBCEES, Ju—rL o
TA4FXalb—vary T— REKTTHITIE, exit, quit, £/zidend a~> REANLET,

({£E) FXOSCLIIZH L E 1,

connect fxos[admin]

sadmin : FHEFL-NVOT VAR LET, ZOF T a v ERELRVE, 22— —
DT 7 ZHETFHALMOERT 72220 £, BHET—FTHoTH, =74
Xal—Yayawry FIMEATERWZ LIZEELTLLEE N,

2P —Z 7 LTy VD AN RO BNFER A, BIED ASA = —H —4 73 FXOS |28 X
NH7ED, BiMoa A 30 EHY 8 A, ASACLIIZEDIZIE., exit & AJTT 50,
Ctrl+Shift+6 Z# L. x & AL E7,

FXOS N T, scopesecurity/show audit-logs 2~ > K& L Ca2—Y—T 277 4 T 4 &%
RTEET,

&1

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#
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| AsDM % & L 1= ASA DERE
zozx7y7 ||

N — o

RDAT I
¢ ASA DR EZFHATT HITIE. CiscoASA ) —XDEME~ =2 7 L DOHF NG, B0 Y
TR 2T R g NG L~ T A EBR LT EE N,

s hT TNV a—T 4TI OWVWTE, [FXOS b7 7Ny a—T 47 HA4 K] #51L
TLEEW,
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ASDM %A L1- ASADER |
B xozx727
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